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Abstract
Membership Inference Attacks (MIAs) seek to assess the privacy risk of a model by extracting

membership information, which represents a fundamental unit of information that a model con-
tains. A prevailing intuition in the MIA literature is that decreasing the amount of information in
a neural network should improve both privacy risk and generalization ability. Despite the intuitive
connection, both theoretical and empirical work has suggested that regularization, whether implicit
or explicit, has widely different effects on privacy risk across the individual points in the training
data. In this work, we take a first step towards understanding the relationship between privacy and
generalization by deriving an instance-wise measurement of Membership Inference Privacy (MIP).
We then connect this definition to generalization bounds using a data-dependent prior on the weight
distribution.
Keywords: generalization, membership inference privacy, hypothesis testing

1. Introduction

Membership information represents a basic unit of information that a deep learning model can leak
about its training data. The goal of a Membership Inference Attack (MIA) is to guess whether or not
a given data point was in a training set, serving as an empirical method of evaluating information
leakage. Additionally, MIAs have been used to strengthen other attacks by identifying data can be
more easily extracted or reconstructed in attacks against LLMs [1]. Although differential privacy
provides provable privacy guarantees and defend against MIAs, a general belief in the MIA literature
is that explicit regularization techniques should increase the error of MIAs [4, 16, 17, 22, 33].
However, a common conclusion is that while broad statements about a model’s susceptibility to
MIAs can be made, susceptibility clearly has a dependence on the specific data point being studied:
an exceedingly rare instance is more susceptible to MIAs than more ordinary data points [2, 4].
Moreover, the precise influence of regularization on MIA accuracy is contingent on the specific
type of regularization used, such as ℓ2, dropout, or label smoothing [4, 18].

Analogously, generalization is often controlled through these same explicit regularization tech-
niques, and again, discrepancies across the training set appears: recent work theorizes that dis-
crepancies in privacy levels between instances in the training set are inherent to maintaining near-
optimal performance [9]. Although these two properties are guided by the same principles, the most
frequently reported theoretical connection in the literature is that differential privacy guarantees im-
ply a bound on generalization. Otherwise, the connection between generalization and privacy at the
level of individual data points remains mostly unexplored. This motivates our study of instance-wise
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privacy, allowing for a more clear understanding of the relationship between privacy and general-
ization.

1.1. Related Work

In addition to discrepencies that arise due to data difficulty, there are also inconsistencies that arise
when varying the regularization technique itself: although several techniques such as sharpness-
aware minimization, early stopping, and model stacking have been empirically shown to provide a
defense against certain MIAs [21, 26], some techniques, namely label smoothing and weight decay,
are observed to increase susceptibility to MIAs. Even when fixing the regularization technique,
tuning the regularization hyper-parameter can pose issues: [4] finds that techniques usually used
to improve generalization ability can have a nonlinear relationship with membership inference, re-
vealing the gap in understanding the extent to which these tools act as tunable controllers. These
results complicate the exact relationship between generalization and privacy under the context of
explicit regularization and the data distribution. A first step to unraveling this mystery would be to
understand how membership inference privacy can be defined for each individual instance and the
implications of this definition for the generalization ability of a model.

Theoretical works connecting generalization and membership inference privacy vary widely in
the settings they consider. In [33], a relationship between generalization and membership inference
is analyzed after defining adversarial advantage probabilistically over the data distribution. [29]
studies the relationship between the number of non-zero values in the weights and privacy, specif-
ically in the case of logistic regression, using notions of adversarial advantage from [33]. After
assuming the distribution of the weights is proportional to a function of the loss of each training
point, which [28] notes is a more suitable assumption for SLGD rather than SGD, [25] shows that
black-box attacks are comparable to white-box attacks for membership inference.

In this work, we attempt to further uncover the relationship between generalization and pri-
vacy by understanding how this relationship simplifies at the example-level. We first highlight the
need for an instance-level definition of privacy, which naturally arises when one views membership
inference privacy through a hypothesis testing framework. We then decompose this term into a per-
iteration leakage term, which we can derive in closed-form under certain assumptions, and relate
this term to generalization through data-dependent generalization bounds.

1.2. Background

Notation: We consider the task of supervised classification with a fixed training set Z and zi ∼ D
for all i ∈ {1, . . . , N}, where D is the data distribution over the sample space Z . Let z be a labeled
sample, i.e. a pair z = (x, y), where x is the input feature and y is the label. The learned function
parameterized by w ∈ Rd takes as input x and returns a prediction ŷ = fw(x). Let W denote the
random variable representing the weights, Wt the variable at iteration t, and W t the weights until
time t, i.e. W t = (W0, . . . ,Wt). An instance of the final variable WT is returned by the learning
algorithm A(·). To define the MIA, we let Zi = {z1, . . . , zi−1, zi, zi+1, . . . , zN} be the set that
includes zi and Z ′

i = {z1, . . . , zi−1, z
′
i, zi+1, . . . , zN} be the set where zi is swapped for z′i ∼ D.

The training set Z is chosen to be either Zi or Z ′
i with equal probability. We use Zi to denote the

random dataset with only z′i random. We consider SGD as our learning algorithm, where updates at
any time t can be written as

wt+1 = wt − ηt∇wL(bt, wt) (1)
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where the initial condition is random w0 ∼ W0. Because of the random choice of batch samples
at every iteration represented by an N -dimensional indicator variable ut ∼ U and the random
initial condition, we consider SGD applied over any given Z to define a stochastic process. Let
ℓ : Z × Rd → R be a loss function and define the batched loss as

L(bt, wt) =
1

B

N∑
i=1

ℓ(zi, wt)ui. (2)

The loss distribution for a given sample z and the gradient distribution can be written as

QZi ≜ P (ℓ(zi;WT ) | Zi) Gt
Zi

≜ P (∇L(bt;Wt) | Zi,W
t−1). (3)

Additionally, define PZi ≜ P (W | Zi) as the posterior distribution of the weights. QZ′
i
, Gt

Z′
i
, and

PZ′
i

are similarly defined for the dataset Z ′
i.

2. An MIA Hypothesis Testing Bound

In order to gain practical insight into the privacy of each point, we focus on the specific issue of
membership information leakage. In this section, we will present the key divergence term that
bounds the performance of MIAs and later derive an approximation of this term. We will follow
the line of MIAs that use loss and output-related information as in [2, 3, 25, 33]. Formally, after a
neural network is trained on a dataset Z, an adversary takes as input z and queries the model to get
the model prediction ŷ. Attacks may also consider an adversary with access to the loss ℓ(z, w) or
predictive distribution. The adversary guesses whether or not z was in the training set that generated
w through A(Z), i.e. whether z ∈ Z or z /∈ Z. We formulate this as guessing whether the weights
were trained on dataset Zi or Z ′

i. We can now describe an MIA as a hypothesis test between the
hypotheses

H0 : ℓ(zi;w) ∼ QZi

H1 : ℓ(zi;w) ∼ QZi

(4)

where QZi and QZi
are as defined above, using notation as in [2]. We specifically seek to study

the membership inference privacy of fixed instances in order to understand their contribution on
the performance of the model. In the alternative hypothesis, we consider the swapped data point
to be chosen randomly from the data distribution and later take the expectation over the choice of
swapped values.

The lower bound on the sum of false positives α ≜ P (T (ℓ(z, w)) = 1|H0) and false negatives
β ≜ P (T (ℓ(z, w)) = 0|H1) for any test T : R → {0, 1} is given by

α+ β ≥ 1− ||QZi −QZi
||TV , (5)

providing a lower bound on the error of any loss-based MIA. Given the relevance of the term in
equation (5), we introduce the following definition.

Definition 1 The Membership Inference Privacy (MIP) of an example zi in the training set Z is

Ψ(zi) ≜ 1−
√
KL[QZi ||QZi

]. (6)
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Following directly from Pinsker’s inequality, the MIP Ψ(z) of a data point z is less than or equal
to its TV-MIP ΨTV (z): Ψ(z) ≤ ΨTV (z) = 1 − ||QZi − QZi

||TV . Note that MIP is directly tied
to differential privacy, as hypothesis testing errors can provide a condition for differential privacy
guarantees [15].

2.1. Bounding Membership Inference Privacy

In this section, we seek to bound the membership inference privacy Ψ(z) of a given data point z. We
first outline the assumptions made about batch size and sampling. Each batch is sampled without
replacement and sampling at a given iteration t can be modelled as drawing a binary vector u from
the set of all binary vectors of length N that sum to B, i.e. {u : u ∈ {0, 1}N ,

∑N
i=1 ui = B}.

This represents the hypergeometric distribution with a finite population of N items that contain B
successes, which asymptotically goes to the Binomial distribution. Thus, each indicator variable
included in the batch bt at time t becomes a Bernoulli random variable. The probability that any
given sample is in our batch is akin to the probability of a success given a single draw, so P (i ∈
bt) =

B
N . Formally, we make the following two assumptions.

Assumption 1 We have N is sufficiently large so that the distribution of ui is close to in distribution
a Bernoulli distribution Bern(p) for all entries i, each independent of one another.

For a batched updated at time t under dataset Z, we will denote the expected value of the batched
update at time t as

µZ = Eu[∇L(bt, wt)] = ∇L(Z,wt) (7)

Similarly, when batches are sampled independently and each sample within the batch of size B is
chosen without replacement, the covariance matrix can be written as

ΣZ =
1

B

[
1

N

N∑
i=1

∇ℓ(zi;wt)∇ℓT (zi;wt)−∇L(Z,wt)∇LT (Z,wt)

]
, (8)

whose derivation is included in the Appendix.

Assumption 2 The batched gradient ∇L(bt, wt) has an expected value and covariance that exists
and are finite, i.e. µZ < ∞ and ΣZ < ∞.

This assumption holds for the many common choices of loss functions and activation function,
such as the cross entropy loss and sigmoid activations. We also note that many applications have
increasingly large datasets, so a proper choice of batch size B validates Assumption 1. Since each
zi ∈ Z is drawn from the data distribution D with an indicator variable u that is asymptotically a
vector of i.i.d. Bernoulli random variables at each iteration, then the batched sum can be approxi-
mated by a Gaussian by the Central Limit Theorem under Assumptions 1 and 2.

Next, we define gi ≜ ∇ℓ(zi, wt) as the gradient of the loss for training point i, and let

µ ≜ Ez[∇ℓ(z, wt)] Σ ≜ Ez[(∇ℓ(z, wt)− µ)(∇ℓ(z, wt)− µ)T ] (9)

be the expected value and covariance of the gradient over the data distribution, respectively, where
we ignore time-indexing for simplicity. We finally arrive at the following derivation.
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Theorem 2 (MIP Bound) As N → ∞, for sufficiently large batch size B,

Ez′i
KL[QZi ||QZ′

i
] ≤

T∑
t=1

1

2
EWt−1

[
1

N2
||gi − µ||Σ−

Zi

+ tr(Σ−
Zi
Σ)

]
. (10)

The proof can be found in the Appendix. Intuitively, this result states that the leakage of a fixed
instance zi is related to its expected deviation from the expected gradient µ weighted more heavily
when the gradient points in uncommon directions. This directly implies that

α+ β ≥ Ψ(zi) ≥ 1− 1

2

T∑
t=1

EWt−1

[
1

N2
||gi − µ||Σ−

Zi

+ tr(Σ−
Zi
Σ)

]
, (11)

highlighting the importance of the gradient at each iteration in bounding the error of an MIA. We
plot some of the MIP scores taken over MNIST in Appendix A.1.

3. Connection to Generalization

Given a loss function as above, the population risk of weights w is defined as Ez[ℓ(z, w)], with
empirical risk Ew

[
1
N

∑N
i=1 ℓ(zi, w)

]
. The generalization error, taken as an expectation over the

weights, can be defined as

gen(w,Z) ≜ Ew[Ez[ℓ(z, w)]− L(Z,w)]. (12)

PAC-Bayes generalization bounds use the divergence between a prior and posterior on the weights
in order to bound equation 12 for stochastic classifiers, and information-theoretic bounds similarly
use the expectation over the divergence for noisy algorithms [7, 23, 24]. Instead of modeling SGD as
a discretization of SGLD, as is common in information-theoretic bounds, we can use the following
SDE

dWt = −∇L(Wt)dt+
√
ηtΣtdBt

that is often used to model the anisotropic stochasticity in SGD due to batch noise; Σt controls
the batch noise and dBt denotes a Brownian process [11, 13, 20, 27, 31]. As we earlier defined
PZi as the posterior distribution of the weights, we now define P as the prior distribution of the
weights. Taking from data-dependent estimates and priors from [23], we can choose the prior to be
data-dependent so long as the subset of data it depends on is independent of the training set [23]. In
order to connect this to membership inference privacy, we seek to first bound the divergence term
below following steps similar to the ones above using an set Z̄ independent from Z.

Lemma 3 (Per-Iteration Divergence) As N → ∞, the expected divergence between gradients at
iteration t can be written as

EWt−1KL[Gt
Z ||Gt

Z̄ ] =
1

2
EWt−1

[
tr(Σ−

ZΣZ̄)− d+ln
|ΣZ |
|ΣZ̄ |

+||µZ − µZ̄ ||Σ−
Z

]
.

This follows from assumptions similar to ones as above, and the full proof is provided in the Ap-
pendix. Before providing the bound on the divergence term appearing in the generalization bounds,
we state the following remark.
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Lemma 4 As N → ∞, letting P = EZ̄PZ̄ be a data-dependent prior, we can bound the divergence
term KL[PZ ||P ] with

KL[PZ ||P ] ≤ 1

2

T∑
t=1

EWt−1

[
tr(Σ−

ZΣ) + ||µZ − µ||Σ−
Z

]
. (13)

This choice of prior is common in PAC-Bayes and information-theoretic bounds that utilize a
subset of the training set [8, 19, 23], and our results are in particular similar to those in [19, 30].
The final insight comes from the derivation of the MIPs above, which the generalization bound can
be decomposed into.

Lemma 5 Generalization error can be bounded for some constant C by

gen(w,Z) ≤

√√√√C

[
N∑
i=1

Ψ(zi)− (N − 1) EWt−1

[
tr(Σ−

ZΣ)
]]

.

Proof This comes immediately from replacing the divergence term with our bound in Lemma 4,
setting C = σ2

N−N ′ as a constant, and plugging into the generalization bound from [23].

Again, we are able to connect this definition back to the familiar results on differential privacy
[5], although the bound here is a more indirect connection. When combined with the connection
between MIP and DP in [15], MIP also implies a bound on generalization error.

3.1. Discussion

Generalization bounds are in part derived in order to gain further understanding in the key terms that
control generalization behavior and perhaps motivate optimization techniques, but can be vacuous
when used practically [6, 10, 14]. By decomposing our complexity measure into one that depends
on each training point, we gain understanding into how the variance of the distribution and deviation
of individual points might add to the uncertainty in the bound. In Appendix A.1, we see that high
MIP scorers correspond to outliers visually. These bounds pave the way for future work on studying
the role of the data distribution and loss function in generalization and privacy.
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Appendix A.

Remark 6 (Mean & Sample Covariance) When the batches are sampled independently and each
sample within the batch of size B is chosen without replacement, the expected batched update at
time t is

µZ = Eu[∇L(bt, wt)] = ∇L(Z,wt) (14)

and the covariance matrix can be written as

ΣZ =
1

B

[
1

N

N∑
i=1

∇ℓ(zi;wt)∇ℓT (zi;wt)−∇L(Z,wt)∇LT (Z,wt)

]
. (15)

Proof First, the expected value:

Eu[L(bt, wt)] =
1

B

N∑
i=1

Eu [ℓ(zi;wt)ui]

=
1

B

N∑
i=1

ℓ(zi, wt)
∑
u∈Ω

P (u)ui

=
1

N

N∑
i=1

ℓ(zi, wt) ≜ L(Z,wt−1).

The covariance matrix can be seen from the derivation:

ΣZ = Eu[(∇L(bt, wt)− µZ)(∇L(bt, wt)− µZ)
T ]

= Eu

( 1

B

N∑
i=1

∇ℓ(zi, wt)ui − µZ

)(
1

B

N∑
i=1

∇ℓ(zi, wt)ui − µZ

)T


=
1

B

[
1

N

N∑
i=1

∇ℓ(zi;wt)∇ℓ(zi;wt)
T −∇L(Z,wt)∇L(Z,wt)

T

]
.

and is observed in [12, 32, 34].

Remark 7 (LOO Covariance) For any index i, ΣZ′
i

can be written in terms of ΣZi as

ΣZ′
i
= ΣZi +

1

N
(g′ig

′⊤
i − gig

⊤
i )−

1

N

(
Gδ⊤i + δiG

⊤
)
− 1

N2
δiδ

⊤
i . (16)

where δi = g′i − gi.

Proof Let

gi = ∇ℓ(zi, wt−1), G =
1

N

N∑
i=1

gi, and G′ = G− 1

N
gN +

1

N
g′N = G+

1

N
δN
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where δ = g′N − gN ; we swap gN for g′N without loss of generality, and Z ′
N has a single data point

swapped out. Then

ΣZ′
N
=

(
1

N

N−1∑
i=1

gig
⊤
i +

1

N
g′Ng′⊤N

)
−G′G′⊤

=

(
1

N

N−1∑
i=1

gig
⊤
i +

1

N
g′Ng′⊤N

)
−
(
GG⊤ +

1

N
Gδ +

1

N
δG⊤ +

1

N2
δδ⊤

)
= ΣZN

+
1

N
(g′Ng′⊤N − gNg⊤N )− 1

N

(
Gδ⊤ + δG⊤

)
− 1

N2
δδ⊤.

Taking the expectation over the swapped point g′N , we get that

Eg′i
[ΣZ′ ] = ΣZ +

1

N

(
Σ+ µµ⊤ − gig

⊤
i

)
− 1

N

(
G(µ− gi)

⊤ + (µ− gi)G
⊤
)

− 1

N2

(
Σ+ (µ− gi)(µ− gi)

⊤
)

since E[g′ig′⊤i ] = Σ + µµ⊤. Finally, we will define ∆′ as

∆′ ≜ +
1

N
(g′ig

′⊤
i − gig

⊤
i )−

1

N

(
Gδ⊤ + δG⊤

)
− 1

N2
δδ⊤

so that ΣZ′ = ΣZ +∆′ and define ∆ ≜ Ez′i
[∆′].

Lemma 8 (Instance-Wise Leakage) The per-iteration MIA leakage for z, i.e. the divergence be-
tween two batched updates at time t, can be written as

EWt−1KL[Gt
Zi
||Gt

Zi
′ ] =

1

2

[
E[tr(Σ−

Zi
ΣZ′

i
)− d+ ln

|ΣZi |
|ΣZ′

i
|
] + E||µZi − µZ′

i
||Σ−

Zi

]
.

and the expected leakage of the swapped value gives

Ez′i,Wt−1
KL[Gt

Zi
||Gt

Zi
′ ] =

1

2
EWt−1

[
1

N2
||gi − µ||Σ−

Zi

+ tr(Σ−
Zi
Σ)

]
.

Proof The first equation comes from the expression of the divergence between two multivariate
Gaussians using the statistics above. Next, recall that we are considering a random swap z′i and that
we have defined ∆′ such that ΣZ′ = ΣZ + ∆′ and ∆ ≜ Ez′i

[∆′]. Taking the expectation over this

11
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swap, we get that

Ez′i,Wt−1
KL[Gt

Zi
||Gt

Zi
′ ] =

1

2
Ez′i

[
E[tr(Σ−

Zi
ΣZ′

i
)− d+ ln

|ΣZi |
|ΣZ′

i
|
] + E||µZi − µZ′

i
||Σ−

Zi

]

=
1

2
Ez′i,Wt−1

[
tr(Σ−

Zi
ΣZ′

i
)− d+ ln

|ΣZi |
|ΣZ′

i
|

]

+
1

2
EWt−1

[
|| 1
N

(gi − µ)||ΣZ
−
i
+

1

N
tr(ΣZ

−
i Σ)

]
≈ 1

2

[
d+ EWt−1tr

(
ΣZ

−
i ∆
)
− d− EWt−1tr(ΣZ

−
i ∆)

]
+

1

2
EWt−1

[
1

N2
||gi − Ez′i

g′i||ΣZ
−
i
+ tr(Σ−

Zi
Σ)

]
=

1

2
EWt−1

[
1

N2
||gi − µ||ΣZ

−
i
+ tr(Σ−

Zi
Σ)

]
.

where Σ is now the covariance of the gradient for any sample and µ is the expected value across the
data distribution:

Σ = Ez[(∇ℓ(z, wt)− µ)(∇ℓ(z, wt)− µ)T ], µ = Ez[∇ℓ(z, wt)].

This comes from the following approximations:

Ez′i,Wt−1
[tr(ΣZ

−
i ΣZ′

i
)] = EWt−1tr

(
ΣZ

−
i Ez′i

[
ΣZi +∆′]) = d+ EWt−1tr

(
ΣZ

−
i ∆
)
.

and

Ez′i
log |ΣZ′

i
| = Ez′i

log |ΣZi +∆′| ≈ log |ΣZi|+ Ez′i
tr(ΣZ

−
i ∆

′) = log |ΣZi|+ tr(ΣZ
−
i ∆)

Lemma 9 (Expected Weights over History)

EW t−1KL[P (Wt|W t−1)||Q(Wt|W t−1)] = EWt−1KL[P (Wt|Wt−1)||Q(Wt|Wt−1)] (17)

Proof

E
W t−1

KL[P (Wt|W t−1)||Q(Wt|W t−1)] = EW t−1KL[P (Wt|Wt−1)||Q(Wt|Wt−1)]

= EWt−1KL[P (Wt|Wt−1)||Q(Wt|Wt−1)]

This follows from the Markovian nature of the weights in vanilla SGD.

Lemma 10 (Conditional Weight & Gradient Distribution)

P (Wt|Wt−1) = P (ηt∇L(bt,Wt)|Wt−1). (18)

12
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Proof Given the previous weights, the stochasticity in the next weights depend only on the stochas-
ticity in the gradients (which depends on the sampling).

P (Wt = wt|Wt−1 = wt−1) = P (Wt−1 − ηt∇L(bt,Wt−1) = wt|Wt−1 = wt−1)

= P (ηt∇L(bt,Wt−1) = wt−1 − wt|Wt−1 = wt−1)

(19)

Theorem 11 (MIP Bound) As N → ∞, for sufficiently large batch size B,

Ez′i
KL[QZi ||QZi

′ ] ≤
T∑
t=1

1

2
EWt−1

[
1

N2
||gi − µ||Σ−

Zi

+ tr(Σ−
Zi
Σ)

]
. (20)

Proof We have that

Ez′i
KL[QZi ||QZi

′ ] ≤ Ez′i
KL[PZi(W

T )||PZi
′(W T )]

= Ez′i

T∑
t=1

EW t−1KL[PZi(Wt|W t−1)||PZi
′(Wt|W t−1)]

= Ez′i,Wt−1
KL[PZi(ηt∇L(bt,Wt)|Wt−1)||PZi

′(ηt∇L(bt,Wt)|Wt−1)]

= Ez′i,Wt−1
KL[PZi(∇L(bt,Wt)|Wt−1)||PZi

′(∇L(bt,Wt)|Wt−1)]

= Ez′i,Wt−1
KL[Gt

Zi
||Gt

Zi
′ ]

The first, second, and third steps come from the data processing inequality, lemma 9, and lemma 10
above. The fourth step is true because scaling does not effect the divergence. The final step comes
from plugging in the divergence term from lemma 8 above.

Next, we provide the proofs from Section 3.

Lemma 12 (Per-Iteration Divergence) The expected divergence between gradients at iteration t
can be written as

EWt−1KL[Gt
Z ||Gt

Z̄ ] =
1

2
EWt−1

[
tr(Σ−

ZΣZ̄)− d+ ln
|ΣZ |
|ΣZ̄ |

]
+ EWt−1

[
(µZ − µZ̄)

TΣ−
Z (µZ − µZ̄)

]
Proof This follows the same derivation as lemma 8 above.

Theorem 13 (Data-Dependent Prior Divergence)

KL[P (W |Z)||P ∗(W )] ≤
T∑
t=1

1

2
EZ̄,Wt−1

[
tr(Σ−

ZΣZ̄)− d+ ln
|ΣZ |
|ΣZ̄ |

]
+EWt−1 ||µZ − EZ̄µZ̄ ||Σ−

Z

13
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Figure 1: The five highest-scoring (top row) and lowest-scoring (bottom row) images in the MNIST
dataset according to MIP scores ϕ(z). A two-layer neural network was trained for binary
classification on the classes 3 and 8.

Proof First, using convexity, the data-processing inequality, and the chain rule, we get that

KL[P (W |Z)||P ∗(W )] ≤ EZ̄KL[P (W |Z)||P (W |Z̄)]

≤ EZ̄KL[P ((W1, . . . ,WT )|Z)||P ((W0, . . . ,WT )|Z̄)]

= EZ̄

[
T∑
t=1

EWt−1KL[P (Wt|Wt−1, Z)||P (Wt|Wt−1, Z̄)]

]

=
T∑
t=1

EZ̄.Wt−1
KL[Gt

Z ||Gt
Z̄ ]

We then plug in the lemma above and absorb the expectation over Z̄:

EZ̄,Wt−1
KL[Gt

Z ||Gt
Z̄ ] =

1

2
EZ̄,Wt−1

[
tr(Σ−

ZΣZ̄)− d+ ln
|ΣZ |
|ΣZ̄ |

]
+

1

2
EZ̄,Wt−1

[
(µZ − µZ̄)

TΣ−
Z (µZ − µZ̄)

]
=

1

2
EWt−1

[
2tr(Σ−

ZΣ)− d+ ln
|ΣZ |
|Σ|

]
+

1

2
EWt−1 [(µZ − µ)TΣ−

Z (µZ − µ)]

=
1

2
EWt−1

[
tr(Σ−

ZΣ)
]
+

1

2
EWt−1 ||

N∑
i=1

1

N
gi −

N∑
i=1

1

N
µ||2

Σ−
Z

≤ 1

2

[
EWt−1tr(Σ

−
ZΣ) +

N∑
i=1

1

N2
EWt−1 ||gi − µ||2

Σ−
Z

]

=

N∑
j=1,j ̸=i

1

N2
EWt−1 ||gi − µ||+Ψ(zi).

A.1. Preliminary Results

Because the covariance matrix of the gradients is large and low rank, we approximate the distance
||Σ−

Zi
(gi − µ)|| using the inner product matrix of the gradients (with dimension B << d) and

perform this computation layer-wise and sum the scores across each layer. We use this to compute
the MIP scores when training a two-layer network on a binary classification task using MNIST.
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