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Abstract In this paper, we concentrate on computing several critical budgets for interdiction
of the multicommodity network flows, and studying the interdiction effects of the changes
on budget. More specifically, we first propose general interdiction models of the multicom-
modity flow problem, with consideration of both node and arc removals and decrease of their
capacities. Then, to perform the vulnerability analysis of networks, we define the function
F(R) as the minimum amount of unsatisfied demands in the resulted network after worst-
case interdiction with budget R. Specifically, we study the properties of function F(R), and
find the critical budget values, such as R,, the largest value under which all demands can still
be satisfied in the resulted network even under the worst-case interdiction, and Rjp, the least
value under which the worst-case interdiction can make none of the demands be satisfied.
We prove that the critical budget Rj for completely destroying the network is not related
to arc or node capacities, and supply or demand amounts, but it is related to the network
topology, the sets of source and destination nodes, and interdiction costs on each node and
arc. We also observe that the critical budget R, is related to all of these parameters of the
network. Additionally, we present formulations to estimate both R, and Rj. For the effects
of budget increasing, we present the conditions under which there would be extra capabilities
to interdict more arcs or nodes with increased budget, and also under which the increased
budget has no effects for the interdictor. To verify these results and conclusions, numerical
experiments on 12 networks with different numbers of commodities are performed.
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1 Introduction

The network interdiction problem, which aims to optimally impede network operations
through limited disruption actions, was initially studied for military applications [1], such
as delaying, disrupting or destroying enemy’s supplies with limited resources (or budget).
Recently, this problem has been studied and applied in many areas, such as reducing con-
gestion in traffic network [2], controlling of infectious disease [3], intercepting of smuggling
illegal items, for example, drugs [4], nuclear materials [5,6], etc., and many other applica-
tions, as discussed in [7].

This problem has been extensively studied since 1960s. Collado and Papp [7] summarized
a large variety of models and algorithms. Models for this problem can be classified into
several categories: interdiction on directed or undirected network, deterministic or stochastic
interdiction, arc or node interdiction, etc. In some models, the network failures are given in
a set. For example, Garg and Smith [8] studied a minimum cost survivable network design
given a random set of scenarios each consisting of the simultaneous failures of some arcs.
Liberatore et al. [9] presented a facility protection problem which is to optimally allocate
resources to minimize the worst impact by random possible losses. Johnston et al. [10]
considered a network protecting problem against random arc failures.

However, in most models, the failure scenario is determined by interdictor. Specifically, it
is assumed that the interdictor chooses to make the maximum damage to the network. Israeli
and Wood [11] studied the shortest path problem in which an interdictor tries to maximize
the shortest s—¢ path length by interdicting the arcs or increasing the arc length. Golden
[12] examined a similar problem but with a length constraint. Zenklusen [13] considered
a matching interdiction problem, in which the interdictor tries to minimize the maximum
weight of matchings by removing edges by limited budget. McMasters and Mustin [14]
studied a military problem, in which the strike planner tries to find a most successful way
to interdict the supply line of an enemy with a limited number of aircraft. Ghare et al. [15]
described a similar problem in which a commander determines a best policy so that the
resulted maximum flow can be minimized. Cormican et al. [16] proposed a stochastic version
of the network interdiction problem where the interdictions are binary. Washburn and Wood
[17] considered a network interdiction problem, in which the leader tries to maximize the
probability of detecting the followers’ travel. Fulkerson and Harding [18] considered the
maximum shortest path problem and reformulated it to a minimum-cost network flow form.
Recently, a stochastic minimum cost flow with arc failure uncertainty was also considered
[19].

Aside from the above network problems, one category of models for interdiction is con-
cerned with commodity flow problems. Such model involves combinatorial optimization,
stochastic programming and game theory. Phillips [20] computed a optimal fixed-charge
attack strategy to inhibit the capacity of a network to transport a commodity. Royset and
Wood [21] considered a maximum-flow network-interdiction problem with respect to two
objectives. Wollmer [2] studied a maximum flow network interdiction problem with arc
removals. Wood [22] analyzed the maximum flow problem in a capacitated network, in
which an interdictor tries to find the best way to minimize the maximum flow by interdicting
arcs. Atkinson et al. [23] examined an optimal stopping problem to place sensors to stop a
terrorist from driving a radiological weapon to a city. Lim and Smith [24] studied a network
interdiction problem on a multicommodity flow network for both discrete and continuous
interdictions. Smith et al. [25] examined a survivable network design problem in which the
designer tries to fortify a network to defend against enemy attacks in various scenarios in the
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form of a three-level two-player game. Recently, Sullivan and Smith [26] studied interdiction
problem in networks that reside in Euclidean space.

To solve multicommodity network flow interdiction problems, many algorithms have been
developed such as dual-ascent heuristic procedure in [27] and primal-dual algorithm in [28].
Royset and Wood [29] proposed an algorithm through a sequence of single-objective prob-
lems solved using Lagrangian relaxation and a specialized branch-and-bound algorithm.
Kennington [30] surveyed some early algorithms. Wood [31] described basic theoretical
models and solution methods for bilevel network interdiction model. For binary interdiction,
Wood [22], Israeli and Wood [11] formulated the bilevel problem into a mixed-integer pro-
gram (MIP) and then solved it directly. Lim and Smith [24] studied a linearized model and
compared it with a penalty model that does not require linearization. For continuous case,
Lim and Smith [24] proposed a partitioning algorithm with a heuristic procedure to estimate
the optimal solution. Smith et al. [25] described a cutting-plane algorithm to obtain the opti-
mal interdiction. This cutting-plane algorithm requires a large amount of computational time
because many mixed-integer subproblems need to be solved and the number of subproblems
is the number of all arcs of the network.

However, in these literatures, the budget for interdiction is always assumed to be a fixed
value, and the effects of interdiction under different budgets are not analyzed. In most of these
bilevel network interdiction models, it is always that the second level after the worst-case
interdiction is still feasible, and duality and linearization techniques are general methods used
for solving these bilevel programming problems. However, when budget increases to certain
amount, the interdiction may cause that there is no feasible solution in the second level. For
example, in the interdiction model of multicommodity flow, if the interdiction budget is large
enough, there will be no feasible flow to satisfy all demands in the resulted network.

In this paper, we concentrate on computing several critical budgets for interdiction on the
multicommodity network flows, and studying the interdiction effects of the changes of bud-
get. The results from our study will help interdictor to decide the amount of limited resources,
and how and where to perform interdiction on networks for expected destroy effects. More
specifically, we first propose general interdiction models of the multicommodity flow prob-
lem, with consideration of both node and arc removals and decrease of their capacities. These
models are formulated as bilevel programs, with cases for continuous and binary interdic-
tions. To solve these programs, we reformulate them as mixed integer linear programs. In
order to analyze the vulnerability of networks, we define the function F(R) as the mini-
mum amount of unsatisfied demands in the resulted network after worst-case interdiction
with budget R, and perform the interdiction analysis regarding different values of budgets.
Specifically, we study the properties of function F (R), and find the critical budget values. For
example, we obtain the value R,, which is the largest value under which all demands can still
be satisfied in the resulted network even under the worst-case interdiction, and R the least
value under which the worst-case interdiction can make none of the demands be satisfied.
That is, for 0 < R < R,, F(R) = 0, all demands will be satisfied; for R, < R < Rp,
only part of the demands can be satisfied; for R > R;, F(R) is equal to total demands and
no demand can be satisfied. We prove that the critical budget R, for completely destroying
the network is not related to arc or node capacities, and supply or demand amounts, but it
is related to the network topology, the sets of source and destination nodes, and interdiction
costs on each node and arc. We also observe that the critical budget R, that cannot make any
demand be unsatisfied is related to all of these parameters of the network. Additionally, we
present formulations to estimate both R, and Rj. For the effects of budget increasing, we
presents conditions under which there would be extra capabilities to interdict more arcs and
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nodes with increased budget, and also under which the increased budget has no effects for
the interdictor.

The remainder of this paper is organized as follows. In Sect. 2, models for network inter-
diction of multicommodity flows are presented. Additionally, we present the approaches to
exactly solve the bilevel programs for both continuous and binary interdiction models. In
Sect. 3, we perform the vulnerability analysis for the interdiction and analyze the unsatis-
fied demand amounts under different interdiction budgets, especially we study the critical
budgets and effects of budget increasing. In Sect. 4, numerical experiments are performed
to compare the proposed models and algorithms, and to analyze the results of vulnerabil-
ity regarding different budgets. Finally, we conclude this paper in Sect. 5 with some future
research directions.

2 Models and algorithms for network interdiction problem

The network interdiction problem has been extensively studied in [24]. Here we only give a
brief introduction of the problem with both node and arc interdictions. Then we will focus
on our new approach to solve the network interdiction problem for continuous interdiction
case. These models and algorithms will provide fundamental methods for our analysis of
interdiction in Sect. 3.

Let G = (N, A) be a directed network consisting of node set N (indexed by i) and
arc set A [each arc with head j € N and tail i € N is denoted by (i, j)]. For any arc
(i, j) € A, assume the capacity is u;; and the cost to transport one unit of flow on this arc is
¢ij. Additionally, assume the capacity for each node i € N is v;. In this paper, we consider
K types of commodity flows (also, K is used as the set of commodity types). For each type
k € K, let S(k) denote the set of source nodes, and D (k) the set of destination nodes. The
supply amount of commodity k at source node i € S(k) is slk while the demand amount
at destination node j € D(k) is d?. In the following, we assume that s{‘, d’; > 0 for all

i€SK).jeDk).kekand, g sk =3 pg d forallk € K.
Let continuous decision variable szl. denote the commodity flow of type k € K on the

arc (i, j) € A, and let z be the vector consisting of zfj’s for all (i, j) € A,k € K. The
minimum-cost multicommodity network flow (MCNF) problem is to find possible flows to
satisfy all demands with minimum cost for transhipment, and it can be formulated as a linear
program in the following:

mzin Z c,-szfj (1a)

(i,j)eA  kekK

sk, ie Sk,
st > = > Ai=1-dt ieD®), VieN,keK  (lb)
JiGpeA  jiiea 0. i¢{Sk).DWK)}
> Ddj<u. vieN (1c)
jii,j)eAkeK
> <uy. Yijea (1d)
kekK
=0, Vi.peAdkek (1e)
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where the objective function (1a) is to minimize the cost associated to transport all com-
modities to satisfy the demand. Constraints (1b) ensure that the required amount of demand
is shipped from each source to each destination and the flow balance is enforced for tran-
shipment nodes. Constraints (1c) enforce that the total amount of flows that come out of each
node cannot exceed the node capacity. This holds true for the flows that come into each node
implicitly, except for destination node. For destination node i, let v; be the node capacity
minus the total demand of this node, and therefore constraints (1c¢) also limit the total flow
through vertex i. Constraints (1d) limit the total amount of flow on each arc by its capacity.
Finally, constraints (1e) guarantee the nonnegativity requirements on the flows.

The network interdiction problem includes two roles, an interdictor and an operator. The
interdictor, with a budget R, can attack the network (by removing nodes/arcs, or reducing their
capacities) to disrupt the operation of the network, measured in terms of maximizing total
flow cost. For any way the interdictor destroys the network without exceeding the budget,
there exists an optimal commodity flow to satisfy all or a fraction of the demands in the
resulted network decided by the operator. In the network interdiction models, the interdictor
will choose the most severe way to destroy the network, in which the optimal cost is greater
than the cost of any other way. This problem is usually formulated as a bilevel program.

2.1 Models of network interdiction problem

Let x; (0 < x; < 1) denote the fraction of removal of node capacity v; by interdiction, and
let y;; (0 < y;; < 1) denote the fraction of removal of arc capacity u;;. For convenience, let
X, y be the vectors for interdictions on nodes and arcs, respectively.

The interdiction models of multicommodity network flow can be formulated as a bilevel
program in the following:

. k
max min E Cii E Z:: 2a
xy)es 2 Y 4 (20)

(i,j)eA kekK

sk, i e S,
st > = D Ai=1-dt ieD®), Vie N.ke K (2b)
Jili.)eA jiGieA 0, i¢{Sk),Dk)},
> D i swll—x), VieN (2¢)
j:l.j)eAkek
D ud—yip, Vi, j)eA (2d)
keK
74,20, Vi, j)eAkek (2¢)

where the objective function (2a) is to minimize the transport cost in resulted network under
the worst-case interdiction. The decision variables x, y in the outer level of maximization are
to find the worst-case interdiction with limited budget R. The constraints for the interdictor are
denoted in the set .#. Constraints (2b) ensure that the required amount of demand is shipped
from each source to each destination and the flow balance is enforced for transhipment nodes.
The flow amounts are limited in the resulted network after some disruption on some arcs or
nodes or decrease of capacities, given by constraints (2c) and (2d). Constraints (2c) present
the node capacity limits after decreasing the capacity by interdiction, and constraints (2d)
present the remaining capacity limit of each arc after the interdiction. The last constraints
(2e) are the nonnegativity requirements for all flows.
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If the set .# for interdiction limitation is chosen as

S = {(X, y) e RV " pixi + D" qijyij < R,
ieN (i.j)eA

0=xi.yy =l VieN.Gjeal, 3)

where R is total budget or resource for interdiction, and p; and g;; are the amount of budget
(or called interdiction cost) used for destroying node i € N and arc (i, j) € A, respectively,
and the formulation (2) becomes a continuous interdiction model. Mainly, the node and arc
capacities are lowered by interdiction.

If .7 is chosen as

Ty =106y € {0, NS b+ > gy <R “)
ieN (i,j)eA

the formulation (2) is a binary interdiction model. Instead of partially destroying some nodes
or arcs, the interdictor completely destroys the nodes and/or arcs. Note that the binary inter-
diction model can be considered as a special case of continuous interdiction model.

In some models, there exist arc-only interdictions (e.g., [24]), and the corresponding
constraint in .#, and .#}, is Z(i, feadijYij = R. In the following, we consider the general sit-
uation. Following the node splitting technique introduced in [32] (pp. 41, 42), the transformed
network for G = (N, A) is defined by G’ = (N’, A") with node set N’ = {i1, i : Vi € N}
and arc set A’ = {(i1, ip) : Vi € NYU{(i2, j1), V(i, j) € A} with arc transportcostclfm2 =0
and arc capacity “;I,iz = v; for any i € A, and arc transport cost cl’.Z’ j = cij and arc
;2, o= Ui for any (i, j) € A. There is no node capacity or node interdiction in
the network G’. Any source node i € S(k) for all k € K in G now becomes i in G’, with
supply amount s’ fl = slk while node i> is just a transhipment node. Any destination node

capacity u

i € D(k) forall k € K in G now becomes i in G’, with demand amount d/f‘] = dik while
node iy is just a transhipment node. The interdiction cost qi’l’i2 in G’ is assumed to be p;
of node i in G, and the interdiction cost qi’zy i in G’ is assumed to be g;; of arc (i, j) in
G.

The network G’ can give optimal flows with only arc capacities to satisfy the demand.
Also, interdiction on network G’ is equivalent to the interdiction on network G. We have the
following property (its proof is presented in Appendix 1).

Proposition 1 For both continuous and binary interdictions, the models (2) on network
G = (N, A) with interdiction on both nodes and arcs are equivalent to corresponding
models on network G’ = (N’, A’) with interdiction only on arcs, with the same budget.

Intuitively, if the available budget R is large enough, all demands in the network cannot
be satisfied. On the other hand, if R is relatively small, all demands can be satisfied in the
resulted network after some node/arc removals, but the cost for transport is increased. In
the following Sect. 2.2, we assume that R is relatively small and all demands can still be
satisfied after interdiction. The solution approaches are proposed to solve formulation (2)
in both continuous and binary interdiction models. In Sect. 3, we quantitatively analyze the
effect of increasing budget, under which the demand can be partially satisfied or all demands
cannot be satisfied.
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2.2 Approaches for binary and continuous interdiction

In the binary case, the interdictor can only choose to completely destroy an arc/node or not,
instead of partially destroying the capability of the arc/node. Thus X, y are binary, and are
limited by .#,. For fixed x, y chosen in .%,, which denote an interdiction plan, we consider
the dual problem for inner problem. Let o, for any i € N,k € K, be the dual variables
associated with constraints (2b) and B;, y;;, forany i € N, (i, j) € A, be the dual variables
associated with constraints (2¢) and (2d), respectively. Let «, 8, y be corresponding vectors
formed by all a;;’s, B;’s, y;j’s. If for any (x,y) € %, the inner problem is feasible, we can
use strong duality and combine it with outer level to obtain the following equivalent model
for binary interdiction:

max > > sfa— > D diain+ D vi(l—x)fi+ D uij(l =i

XYiaBY oK iesth) keK ieD(k) ieN (@.j)ed
(5a)
st ik — i+ Bi +vij < cij, Vke K, (i, ]) €A Gb)
Biyy <0, VieN,Gj)eA )
Zpixi + Z qgijyij < R (5d)
ieN (i,j)eA
xi,y,-_,e{O,l}, VieN,(i, jleA (5¢)

The approach is used in [24] . The nonlinear terms (1 — x;)B;, (1 — y;;)y;; are products
of one binary variable and one continuous variable. By introducing n; = (1 — x;)8;, §ij =
(1—y;j)yij toreplace them in the objective and adding following constraints, we can linearize
the problem:

i <0, m <Bi+Mxi, n;>-M(1A~-x;), n>pi, VieN, (6a)
Gij =0, &ij < vij+Myij, G = =M1 = yij),  &ij =vij, YU, J) €A, (6b)

in which the “>" type of constraints can be eliminated as this is a maximization problem and
they are redundant.

Consider the continuous interdiction model, i.e., .# is chosen as .#. in formulation (2),
we propose an algorithm to solve this problem, and presented in the following theorem (its
proof is presented in Appendix 2).

Theorem 1 Assume that the budget R satisfies that all demands can be satisfied for any
continuous interdiction plans in .. formulation (2) can be formulated equivalently in the
following mixed integer program:

max Z Z sika,-k— Z d,'kaik

38,8',0,0" .8y

kekK \ieO(k) ieD(k)
+D Bi(1=8 =8 R /pi)+ D vij(1 —oij — 0/ ;R [qij)  (Ta)
ieN (i,j)eA
s.toaip — ajp + Bi/vi +vij/uij < cij, YU, j) €A, Vke K (7b)

[R//Pi <1+M(1-86), VieN o

R'/gij <1+ M;j(1—0/), V(i j)eA
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D pidi+ D aijoij+ R =R (7d)
ieN (i,j)eA

Si+8 <1, VieN (7e)
oij o], <1, Y, j)eA (71)
S+ 3 o= 0o
ieN (i,j)eA

Si,aij,(S;,ai/j €f{0,1}, VieN, (i,j)e A (7h)
R'20; Biyij <0, V(i j)€A VkeK (70

The terms &; 8, 0ijvij, BiSi R, VijUi/j R’ in the objective (17a) in formulation (17) are non-
linear. The first two terms can be linearized by approaches introduced in (6). As R’ =
R — (Xien Pidi + 2., jyea 4ijoij) in the other two terms is actually expressed by binary
variables, and thus B;8/ R’, y;; oi’j R’ actually include nonlinear terms as product of two binary
variables and one continuous variable. This type of product can be further linearized by intro-
ducing one more binary variable as product of these two binary ones. For example, one 8,8 ; ;
in ﬂiélf R’ can be converted to t; jBi [which can be linearized by approaches (6)], in which
T = 8{ 8; can be linearized by adding constraints 7;; < §;, 7j; < 8;. as the objective is to
maximize.

3 Interdiction budget analysis

Intuitively, if the budget R is large enough, all demands in the network cannot be satisfied.
On the other direction, if R is relatively small, all demands can still be satisfied in the resulted
network after some node/arc removals, but the cost for transport is increased. Therefore, there
exist two critical values R,, R, (R, < Rp), suchthatif 0 < R < R,, all demands should be
satisfied, and if R > R}, none of the demands can be satisfied. For a budget R, < R < Ry,
only a fraction of the demands can be satisfied.

3.1 Unsatisfied demands regarding budget R

Assume that )Lf denotes the amount of unsatisfied demand at node i € D(k) of type k
commodity. Also, let k;k denote the unused supply at node i € S(k) of type kK commodity.
Therefore, > cx 2 icpk) Af denotes the total unsatisfied demand in the resulted network
after interdiction. In the following, when we analyze the critical budgets, we assume that
under any interdiction plan, the operator always tries to minimize the unsatisfied demand.
Thus, the following model UD(R) can be used to find the minimum unsatisfied demand under
the worst-case interdiction with given budget R:

UD(R) :
F(R) = i Ak 8
(R = max min D>, D, A (8a)
keK ieD(k)
sk—ak e sk,
st > A= > Ai=1-dr 4k ieDw, VieN,keK
JiipeAjiea 0, i ¢ {SK). D(K)},

(8b)
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> D <ul-x), VieN (8c)
jii,j)eA k
D dy < wi(l—yij), VG, j)eA 8d)
keK
0<ik<sk Vkek, VieSk) (8e)
0<i<df, VkeKk, VieDk) (8f)
,j_o Vi, j)e A, ke K (82

where the optimal objective value F(R) is a function of the budget R for the amount of
unsatisfied demand. In formulation (8), the decision variables X, y for interdiction and z for
flows in the resulted network are the same as those in formulation (2). The objective is to
obtain the minimum unsatisfied demand under the worse-case interdiction. In constraints
(8b), sik - A;k is the amount of commodities that are successfully transported from source
node i, and dl.k — Aﬁ.‘ is the amount of satisfied demand at destination node i. For transhipment
node, the balance flow constraints are enforced. Constraints (8e) is to ensure the amount of
commodities that are not transported from source node i cannot exceed its supply. Similarly,
constraints (8f) guarantee the unsatisfied demand at destination node i cannot exceed its
demand. The rest constraints have the same meaning as those in formulation (2).

In formulation (8), for any interdiction (x,y) € .#, the inner problem to find minimum
unsatisfied demand is always feasible. To solve this problem, for binary case, we can obtain
the dual of inner problem and combine it with outer level as the method we introduced in
Sect. 2.2. Then we can introduce new variables to linearize the nonlinear terms consisting
of products of one binary variable and one continuous variable. After that, formulation (8)
becomes a mixed integer linear program. For continuous case, the conclusion in Sect. 2.2
that the condition “except one node or arc being partially interdicted, the rest interdictions
are binary” still holds, and we can use the same approach introduced in Sect. 2.2 to solve (8).

Now, for a given network G = (N, A), with node capacity v; for all i € N and arc
capacity for all arc (i, j) € A, sources S(k) and destinations D (k) for all commodity k € K,
supply amount sk foralli € S(k), k € K and demand amount dk forall j € D(k),k € K,
and interdiction cost p; for all i € A and g;; for all (i, j) € A we define two critical
budgets for interdiction. The critical budget R, is the largest value under which all demands
can still be satisfied in the resulted network even under the worst-case interdiction, and the
critical budget Ry, is the least value under which the worst-case interdiction can make none
of the demands be satisfied. Therefore, for 0 < R < R,, F(R) = 0;for R, < R < Rp,
0 < F(R) < Xyek Liep dis for R = Ro, F(R) = Ypex Yiep d;

As an example, we test both binary and continuous interdiction models on a network
with 8 nodes, 30 arcs, 3 commodities and show the result of binary interdiction for F(R)
regarding different interdiction budgets in Fig. 1a and result of continuous interdiction in Fig.
1b. For binary interdiction, when R < 2, F(R) = 0. Thus for any interdiction under budget
R, all demands are satisfied. When R > 2, there exist unsatisfied demands. Thus R = 2
is the largest value where all demands can be satisfied and critical budget R, = 2. When
2<R<8,0<F(R) < ZkeK ZieD(k) dik, only part of the demands can be satisfied. For
R>8,F(R) =2 ek ZieD(k) dik, no demand can be satisfied. R = 8 is the least value of
making all demands unsatisfied, and thus critical budget R, = 8. For continuous interdiction,
we find the critical budgets R, = 1.2 and R;, = 8. We can observe that the critical budget R,
for continuous interdiction is larger that that of binary interdiction, but their critical budgets
Ry, are the same.
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(a) (b)
" 25 . . . . . . . .
2
E ERT
< 20+ ! [ -
E Critical budget Ry, 1 g Critical budget Ry,
) . Q -
—— 15}
% 15 % 2
3 1
1 Q
= Critical budget Ra % Critical budget R,
E 5t — E) 51
- ! )
o 1 2 3 4 5 6 7 8 o 1 2 3 4 5 6 7 8
BudgetR BudgetR

Fig. 1 Unsatisfied demands and interdiction budgets. a Binary interdiction. b Continuous interdiction

Proposition 2 For both continuous and binary interdictions regarding different budgets R >
0 in formulation (8), the function F (R) has the following properties:

(i) For a budget R > 0, if F(R) = 0, the inner level of corresponding interdiction (2) is
feasible for any interdiction plan X, y; otherwise, F(R) > 0, the inner level of (2) is
infeasible for some interdiction plan X, y.

(ii) For the same network and any budget R > 0, the value F(R) under continuous inter-
diction is larger than or equal to the corresponding value under binary interdiction.

(iii) The function F(R) is monotonically increasing on R € [0, +00).
(iv) The function F (R) for continuous interdiction is a continuous function, while F (R) for
binary interdiction is upper semicontinuous on R € [0, 4+00).

For (i), if F(R) = O for a budget R > 0, no matter how the interdictor destroys the
network, all demands will be satisfied. That is for this budget R, for any x, y € .7, inner level
of (2) is always feasible; otherwise, F(R) > 0, which means there exists an X, y such that
some demands will be not satisfied. That is, for some x, y € .7, the inner level of (2) will be
infeasible. Therefore, the approaches by duality introduced in Sect. 2.2 to solve formulation
(2) can only be applied for cases with R < R,, as when R > R, the inner problem of (2) is
infeasible for worst-case interdiction x, y under budget R.

For (ii), let FO(R), F©(R) be the value of F(R) for network G to be interdicted under
binary and continuous interdictions with the same budget R, respectively. With budget R, any
binary interdiction (x®, y(b)) € .4 is also feasible for continuous interdiction with same
budget, i.e., x®, y(b)) € #.. Thus, the worst-case binary interdiction is not necessary to be a
worst-case continuous interdiction. In the resulted network under the worst-case interdiction,
the satisfied amount under binary interdiction should be less than or equal to the amount under
continuous interdiction, i,e., F (h)(R) <F (”)(R).

For (iii), the function F(R) is monotonically increasing. Because for budget constraint
in ., if budget R increases, all former interdiction plans under R are also feasible under
R+ AR, with some possible additional disruptions on nodes and/or arcs. Thus, the unsatisfied
demands should be nondecreasing, i.e., F(R) < F(R + AR) forany AR > 0.

For (iv), in the continuous interdiction case, for any Ry > 0 and some € > 0, we have
F(Rp) =lim¢—0 F(Rp+¢€)and also F(Rg) = lim¢_.o F(Ro—¢€), which imply that F(R) is
a continuous function on R > 0 with consideration of right-continuous at R = 0. Proposition
2(iv) is also discussed in Sect. 3.3. For an example of Proposition 2(ii)-(iv), we refer to Fig. 1.

For the interdictor, with a budget R < R,, whatever the interdiction plan is, there always
exists a feasible flow in the resulted network to satisfy all demands; if the budget R > R}, there
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always exists an interdiction plan (the worst-case one) that makes all demands be unsatisfied.
Thus, by increasing of budget to a value that is still under budget R, or larger than Ry, there
are no extra benefits for the interdictor. However, for a budget R € (R,, Rp), increase of
budget may give the interdictor extra capability to destroy the network, i.e., increasing the
amount of unsatisfied demands. In the following, we first present approaches to compute the
critical budgets R,, R, and then study the effects when budget increases.

3.2 Computing critical budgets

From Proposition 2(iii), the curve for F(R) is monotonically increasing on R € [0, +00),
where the point R, is largest point with F(R) = F(R,;) = 0 and R} is smallest point with
F(R) = F(Rp) = 2 4ck 2ieD) dlk. As the inner problem of (2) will become infeasible
for the worst-case interdiction x, y when R > R, and the dual problem will be unbounded.
Thus, techniques introduced in Sect. 2.2 for solving (2) can be used for obtaining R, by
gradually increasing budget R from O till some value where total cost increases to an abnor-
mally large number, which should be larger than its bound (for example, one option for this
bound is Dy MaX(i, jyed Cij D jek ZieD(k) a'l.k). This value of R is R,. On the other hand,
formulation (8) can be used to obtain R,, R;,. However, this requires heavy computations on
testing different values of R. In the following, we present properties for R,, R} in different
networks and some direct methods to compute them.

3.2.1 Critical budget Ry,

Theorem 2 In network G = (N, A), with node capacity v; for all i € N and arc capacity
forall arc (i, j) € A, and sources S(k) and destinations D (k) for all commodity k € K, the
critical budget values Rj, under the the fixed interdiction costs p;, g;j foralli € N, (i, j) € A,
for both continuous interdiction and binary interdiction models are the same.

Proof Let Rl(f’), Rl(f) be the critical budget R, for network G to be interdicted under binary
and continuous interdictions, respectively. Since R}gb) is the critical budget, there must be
a binary interdiction x®, y(b)) € .7, that makes all demand in the resulted network be
unsatisfied. As this plan is also feasible for continuous interdiction, i.e., x®, y(”)) € 7.
with R = ngb), the inequality Rl(f) < ngb) holds.

On the other hand, as Réc) is the critical budget, for any interdiction (x©, y©) e 7. that
makes all demand in the resulted network be unsatisfied, we claim that (x©, y(©) € .#, with
R = Rl(f), i.e., we need to show that elements of x(©, y(c) are all binary. From Proposition 1,
here we only need to show the case for arc interdiction y©). By contradiction, if there exists
one arc (i’, j') with fractional interdiction, i.e., 0 < yi(/c] ,), < 1, for some € € (0, yl.(,cj .),), there
exists another interdiction with less budget but same interdiction approaches on all nodes and
arcs exceptonarc (i’, j'), which is interdicted to have remaining capacity u; j (1 —(y i(,cj), —€)).
This new interdiction plan has less budget than R, thus some demand can be satisfied by
flow through arc (i’, j’), bounded by the capacity u; /(1 — (yi(/cj?, — €)), which means that
there exists some type of commodity that its demand can be partially satisfied.

We claim that there exists one k, such that for some i € S(k), j € D(k), there is a flow
f from i to i’, then through (i, j') and then j’ to j. In fact, the resulted networks, either by
interdiction (x©, y©)) or same interdiction except the one on arc (i', j') which is interdicted
by yi(,cj), — ¢, are the same except arc arc (i’, j). If the flow f does not pass through arc (i’, j'),
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there exists the same flow from i to j in both resulted networks. This is a contradiction to
the fact the interdiction (x(©, y(©) make all demands be unsatisfied.
Thus in the resulted network with interdiction yl.(,"j),, there still exists a flow with amount

min{ f, ujj (1 — yl.(,c/.)/ } through (i’, j), to satisfy some demand at node j from node i, which

is a contradiction to that no demand can be satisfied under interdiction (x), y(©) € .7, with
budget Réc). Therefore, all elements of x(©), y(c) are all binary, that is (x(9, y(C)) € 9, with
R = Rl(f). Now the inequality Rl(f) > Rg’) holds.

Therefore, the critical budgets Rj, are the same for both continuous and binary interdictions
on the same network. O

In the following, by Theorem 2, we do not classify the cases of continuous and binary
interdictions during studying properties of critical budget Rj.

Lemma 1 In network G = (N, A), with node capacity v; for alli € N and arc capacity
ujj forall arc (i, j) € A, and sources S(k) and destinations D (k) for all commodity k € K,
the critical budget value Ry, under interdiction costs p;, q;j foralli € N, (i, j) € A, is the
same for any supply amount sg‘ and demand amount d;?, foralli € S(k), j € D(k),k € K,
that this network can transport.

Proof Without loss of generality, we assume two networks G| and G» are constructed based
on G = (N, A) with same topology structure, capacities and S(k), D(k) for all k € K sets,
but G has supply/demand amounts sl.(l)k, d;l)k and G, has si(z)k, d;z)k foralli € S(k), j €
D(k), k € K, where all demands can be met in both networks. We claim that G| and G,
have the same critical budget R, if values of p;, g;; foralli € N, (i, j) € A in G are the
same as those corresponding ones in G».

Let Rél) be the critical budget R, for network G| and R;z) for network G;. We claim that

ngl) = R;)Z). Otherwise, we have cases

- Rl(al) > R1(92)' The budget R,(jz) is not large enough to destroy network G to make all
demands be unsatisfied. However, R}()Z) is the critical budget R, for G, then there must
exist an interdiction x@, y® which can destroy G to make all d](z)k be unsatisfied. If the
budget Rl(72) is used to destroy G in the way of x| y(z), as Rlﬂl) > Réz), the interdiction
is not complete and there exists a flow from some source i € S(k) to destination j € D (k)
for some k. The resulted networks destroyed by ngz) are the same, there exists a same
flow in G, which is a contradiction to the fact that no demand can be satisfied in G, by
interdiction x®, y(2). Therefore, ngl) > Rl(f) cannot hold.

- ngl) < R,gz). This can be proved similarly as above case.

Therefore, the two critical budgets of Rj, for G| and G are the same. For all possible choices
of s{‘, dj?’s, we finish the proof. O

Lemma 2 In network G = (N, A), with node capacity v; for all i € N and arc capacity
forall arc (i, j) € A, and sources S(k) and destinations D (k) for all commodity k € K, if
interdiction costs p; for alli € N and q;; for all (i, j) € A are fixed, the changes of node
and arc capacities v;, u;j do not change the critical budget Ry.

Proof Without loss of generality, we assume two networks G and G, are constructed based
on G = (N, A) with same parameters, including interdiction cost p; on each node and ¢;;
on each arc, but with different node and arc capacities.
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First we show that G and G have the same supply and demand amounts, and have only
one arc (i, j) with different capacities, u( )in G, and u(z) in G, (u(l) #~ u(z)) Without loss

of generality, we assume 0 < u(Jl) < u(]2) and that the critical budget Ry in G is R(l) and

in Gy is R}(}Z)_ We claim that R;l) = Réz).
In fact, if this does not hold, we have two cases:

- Rl(;l) > R}(Iz). In this case, budget Rl(,z) is not large enough to destroy network G to make
all demands be unsatisfied. However, because Rz(f) is critical budget R;, for network G,
we can find an interdiction way (x(z), y(z)), which can destroy G, to make all dj(.z)k be
unsatisfied. Denote the resulted network after interdiction is G5. If the budget R}(?z) isused
to destroy G in the way of (X(z), y(z)), as Ri” > Réz), the interdiction is not complete
and there exists a flow from some source i € S(k) to destination j € D(k) for some k.

Denote this resulted network as G'. The capacities of all nodes/arcs in G, except for

(@, j), is the same as the corresponding capacities in G. Because u' /) <u' /) we have

uf})(l Yij )) < u(z)(l (2)) That is the remaining capacity of arc (i, j) in G is less
than or equal to capacity of arc (i, j) in G, and this is the only difference between G/ f
and G’2. As there exists flow from s to ¢ in G/l, there must exist a same flow from same
source i € S(k) to destination j € D(k) in G’2, which is a contradiction to the fact that

budget R, 2) is critical budget R, for network G». Therefore R;l) > R;z) cannot hold.

Rl(]l) <R, (2) . In this case, budget R[()l) is not large enough to destroy network G> to make
all demands be unsatisfied. Because ngl) is critical budget Rj, for network G, we can
find an interdiction way (x(1, y1), which can totally destroy network G and denote
the resulted network after interdiction is G|. If the budget R(l) is used to destroy G in

the way of (x(l), y(l)), as Rél) ngz) in the resulted network G’Z, the interdiction is not
complete and there exists a flow f, from some source i € S(k) to destination j € D(k)
for some k in resulted network G’. The capacities of all nodes/arcs in G, except for
(i, j), are the same as the corresponding ones in G'|. Because u(z) > u(]) the remaining
capacity of arc (i, j) in G is larger than the remaining capacity of arc (i, j) in G.
The flow f> must go through arc (7, j). Otherwise, because the only difference between
G'| and G, is capacity of arc (i, j), if flow f> in G/, does not go through arc (i, j), there
must also exist the same flow in resulted network G’l, which is a contradiction the fact
that (x(V, y(1) completely destroys network G. So flow f> must go through arc (i, j).

That is the remaining capacity of arc (i, j) in G5, (2)(1 - y(l)) > 0, which lead to the
remaining capacity of arc (i, j) in G/, (1)(1 - y(])) >0.

The flow f> in G consists of three parts: (1) flow from source node s to node i; (2) flow
on arc (i, j); (3) flow from node j to node ¢. Let f; = min{ f>, (1)(1 - yll))} as the
capacities of all nodes/arcs in G', except for (i, j), are the same as the corresponding
ones in G} and f| < f», there also exists fi amount of flow from node s to node i and
node j to node 7 in G/. Then there exists f; amount of flow from node s to node ¢ in
G’l, which is a contradiction to the fact that Rél) is critical budget R;, for network Gj.
Therefore R(l) < R[()z) cannot hold.

We have proved R(l) R(z) for G| and G;, which have the same supply and demand

amounts, and have only one arc (i, j) with different capacities. If G| and G, have m (m > 2)
arcs with different capacities, we can start from G and change the capacity of only one arc
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Fig.2 Anexample for Lemma 2 uij, gij u

so that the resulted network has m — 1 arcs with different capacities with G,. The resulted
network must have same critical budget R, as G1. Then based on this resulted network, we
continue to change the capacity of only arc so that the resulted network has m — 2 arcs with
different capacities with G,. Repeating this steps, we must have that the critical budgets of
G and G are the same.

If G1 and G, have different node capacities, their critical budgets R, should also be
the same, because we can use Proposition 1 to split each node to one arc and repeat above
procedure to prove G| and G, have the same critical budget R;,.

Therefore, under any changes on node/arc capacities, the critical budget Ry, for this network
does not change. O

From Theorem 2, Lemma 1 and Lemma 2, the critical budget R}, is only related to the
network topology G = (N, A), the set of sources S(k) and destinations D (k) for all k € K,
and the interdiction costs p;, g;; foralli € N, (i, j) € A, but this value R, is not related
to supply and demand amounts and capacities of nodes and arcs. For example, in a simple
graph in Fig. 2, K = 1 and node i is the source node and node j is the destination node.
Consider two cases: (1) u;; = 20, g;; = 10, (2) u;; = 40, g;; = 10. Critical budget R is
the budget which can just destroy the connection between i and j. For case 1, R, = ¢;; = 10
and for case 2, R, = ¢g;; = 10. Actually, no matter what value u;; is, the critical budget
Ry, is always the arc’s interdiction cost g;; because budget R, is about destroying the whole
network. Also, it is easy to check that the supply and demand amounts have no influence on
the critical budget Rj.

In the following, we present a formulation to estimate R;, for both binary and continuous
interdiction:

e 33w o0

keK ieD(k)
Wk, iesk),
st > k= >0 =1k ieDw), Vie Nke K (9b)
Jped  jineA 0, ig{Sk), D),
> > fk<p. vieN 90)
jii,j)eA k
Dl <aqiy. vijea (9d)
keK
fh=0, ¥, j)eAkek (%)

where decision variables include fl’; for all (i, j) € A,k € K (vector denoted by f) and
uf" forall k € K,i € D(k) and ,wl?k forall k € K,i € S(k) (vector denoted by ). This
formulation is to find a maximum flow in the network G = (N, A) with node/arc capacity
replaced by corresponding interdiction costs.

Theorem 3 For network G = (N, A) with single commodity flow (i.e., K = 1), if source
and destination nodes are distinct, the critical budget Ry, is equal to the optimal objective
value of formulation (9).
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Proof By Proposition 1, the network can be transformed into a network G’ = (N’, A”), with
only arc capacity and arc interdiction.

As source and destination nodes are distinct, we can add another source node connected
to all sources and also another destination connected to all destinations, which make the
network become a single flow problem with single source and single destination. If the a
budget can totally destroy the minimum cut, none of the demands in D(1) can be satisfied.
From Lemma 2, the critical budget R}, is only related to the values of interdiction cost g; ;on
each arc of G’. Therefore, the formulation for finding minimum cut regarding the interdiction
costin G’ can be used to find the upper bound of the critical budget R, and

Ry, < min E ql-’j,
(i,j)eA":ieN], jeN]}

where N{, N} is a partition of node set N” such that sources are in N| and destinations are in
Nj,. By taking duality of this minimum cut problem with strong duality property, the optimal
objective value of formulation (9) in case of K = 1 can be obtained to give an upper bound
for Rp.

Now, we claim that the optimal objective value of formulation (9) gives an lower bound
for Rp. In fact, let G” be a network with same parameters as G except the capacity u:’/ =q; ;
for each arc. The two networks G’ and G” have the same critical budget R;, as proved by
Lemma 2. Next, we compute the critical budget Rj, of network G”.

As destroying one unit of capacity on any arc can make at most one unit of demand
unsatisfied. Assume that the maximum flow in the network G” is f,,4, units under capacities
ug’ ’s. Therefore, at most f;,,¢ units of flow can be satisfied. The least number of units of
capacities should be destroyed in the network is f;,,, in order to make none of demands be
satisfied. For an arc (i, j) € A”, the corresponding cost for destroying one unit of capacity
is g/ i/ u:’] = 1. Assume the flow on this arc is fl’]’, and the corresponding cost to destroy this
flow is f, bounded by u;; =q/ ;- Therefore, in the problem of finding maximum flow in G”,
assume that each arc has an associated cost fl’J’ bounded by ¢/ ;» the objective of this problem
gives the cost for destroying the maximum flow.

Now, by transforming the problem on G” back to G with node capacity, the optimal
objective value of formulation (9) is the cost for destroy of the maximum flow, which gives
an lower bound for Ry,.

Therefore, as the optimal objective value of formulation (9) gives both lower and upper
bound for Ry, it is equal to Rj. ]

Theorem 3 presents an approach for computing the critical budget R,. However, this
approach cannot be generalized to a multicommodity flow case, even if each type of com-
modity has only a single source and a single destination. For example, consider a similar
case from [33] in the following Fig. 3. There are four types of commodities, each with one

Fig. 3 maximum flow is less
than Ry,
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source node and one destination node. All arcs/nodes interdiction costs are fixed to 1 and all
capacities of arcs and nodes are fixed to 1. The critical budget R), is 2 and corresponding
interdiction plan is removing two nonadjacent arcs. But the formulation (9) is to get the total
maximum flow from each s; to each #;, i = 1, 2, 3, 4 and the maximum flow is 4/3, with
flow from each s; toeach ;,i = 1,2,3,4 tobe 1/3.

In general multicommodity flow networks, the critical budget R}, is related to the multi-
commodity maximum flow in the network. There have been considerable research on this, for
example [34]. Therefore we only investigate the relation between the two. We have following
two theorems to obtain the critical budget Rj. In the network G = (N, A) with node capacity
v; for any i € N, arc capacity u;; for any (i, j) € A, interdiction costs p; foralli € N and
gij forall (i, j) € A, and sources S(k) to destinations D (k) for any k € K, the disconnect set
is union of a subset of node set of N and a subset of arc set of A, whose removal will make
none of the demands be satisfied. The minimum disconnect set is the one with minimum total
capacity of vertices and arcs among all possible disconnect subsets. This can be considered as
a direct generalization of s— minimum cut in a multicommodity flow network. Similarly, we
define the minimum disconnect set regarding the interdiction cost as the one with minimum
total interdiction cost of vertices and arcs among all possible disconnect subset, and this set
can be found by the following formulation:

min ZPiVi+ Z qij&ij (10a)

icA (i,j)eA

st > v+ D> & =1 VPheok kek ieSk. jeDk  (10b)
iePf G, j)eP)
vi, & €101}, VieN, (i,j)eA (10c)

where Pi/? is a path from i to j, and Qlk is the set of all possible paths from one source to one
destination of type k. Both decision variables v;, &;; € {0, 1} are defined to indicate whether
node i and arc (i, j) are chosen into the disconnect set or not. The constraints in (10b) ensure
that every path from i to j will be disconnected after removal of at least one node or one arc
on this path.

Theorem 4 For the network G = (N, A) with node capacity v; for any i € N and arc
capacity u;j for any (i, j) € A, the critical budget value Ry, under values p;, qij, is equal to
the optimal objective value of formulation (10).

Proof If the a budget can totally destroy the disconnect set, none of the demands in D (k) for
any k € K can be satisfied. Now we consider the equivalent graph G’ with only arc capacity
and arc interdiction by Proposition 1. From Lemma 2, the critical budget R}, is only related
to the values of interdiction cost Pf_,' on each arc of G’. Therefore, the formulation (10) for
finding the minimum disconnect set consisting of only arcs regarding the interdiction cost in
G’ can be used to find the upper bound of the critical budget Ry, and

. /
R, < min Z gij»
@i,j)eA”

where A” is a disconnect cut set such that in the graph G” = (N’, A’ \ A”), no demand of
any type can be satisfied. Now transforming this graph to G from G’, we now have that the
optimal objective value of formulation (10) presents an upper bound for Rj.

On the other hand, assume that one interdiction (X, y) is corresponding to critical budget
Ry, that can make all demand be unsatisfied. By Theorem 2, we assume that this interdiction
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(x,y) is a binary interdiction on G. These removed nodes and arcs by (x, y) make none of
the demands be satisfied, and by definition, the set formed by them is a disconnect set. Their
corresponding value for interdiction R should be larger than or equal to the disconnect set
with minimum interdiction cost, that is R, is larger than or equal to the optimal objective
value of formulation (10).

Therefore, the critical budget R;, is equal to the optimal objective value of formulation
(10). O

Theorem 4 presents an approach to compute the value for R;,. However, the formula-
tion (10) requires to find all possible paths of different types of commodities from sources
to destinations. In [33], a special case with single source and single destination has been
considered, and cutting plane algorithm and branch-and-cut algorithm is used to find the
minimum disconnect subset. For the same case, an implicit enumeration algorithm and an
arc-chain algorithm are presented in [35]. Generally, when K > 3, this problem of finding
minimum disconnect set is NP-complete (see [36]).

In the following, we present another approach which can give a lower bound for Rj, by
solving a linear program. This is summarized in the following theorem and its proof is similar
to the second part of the proof in Theorem 3.

Theorem S For the network G = (N, A) with node capacity v; for any i € N and arc
capacity ujj for any (i, j) € A, the critical budget value Ry, under values p;, q;j, has a lower
bound given by the optimal objective value of formulation (9).

3.2.2 Critical budget R,

Theorem 6 Innetwork G = (N, A), with node capacity v; foralli € N and arc capacity for
all arc (i, j) € A, sources S(k) and destinations D (k) for all commodity k € K, and supply
amount s{‘ foralli € S(k),k € K and demand amount d'; forall j € D(k),k € K, the
critical budget value R, under the same interdiction costs p;, q;; of continuous interdiction
is less than or equal to the corresponding value of binary interdiction.

Proof Let R‘(,b), R((f) be the critical budget R, for network G to be interdicted under binary
and continuous interdictions, respectively.

Since R‘(f) is the critical budget, any continuous interdiction (x©, y©)) e 7. with this
budget cannot make any demand in the resulted network be unsatisfied. A binary interdic-
tion (x®, y(b)) € % under budget R;C) is also feasible for continuous interdiction, i.e.,
x®, y®y ¢ 7. Thus, any binary interdiction (x, y®) also cannot make any demand in
the resulted network be unsatisfied.

The critical budget R, is defined as the largest budget that all demand in the resulted
network are still satisfied after interdiction. Therefore, the inequality R,(f) < R,gb) holds. O

In network G = (N, A) with sources S(k) and destinations D (k) for any commodity
ke K,let

% = {z € RIAXK  constraints (1b) — (le)} ,

where z is a vector consisting of zfj for any (i, j) € A, k € K, denote all feasible flows in
network G. The residual network G* = (N, A) corresponding to a flow z € Z has node
capacity v; = vi — 2. jeA 2ok zfj forany i € N and arc capacity u;; = u;j — > z{fj for
any (i, j) € A.
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For each type k € K commodity and each destination node t € D(k), let p*’ be a vector
consisting of flows p[(;“) onall arc (i, j) € A, supply §l.(k’) foralli € S(k) (vector denoted by
§&0) and demand d*”), under the case of type k commodity and one destination ¢t € D (k)
in the residual network of flow z. Therefore, p**) is limited by the following constraints in
the set
Pk, 1)

s e s

kt (kt L
Sieariy = Siirearli =1 %0,
0, i¢{Sk),t}, VieN

~(k ~ kt z .
- (p<kt>,s(kt),d<kr>) cRAHISOIT N5 oo, p;j )<, VieN

0ol <ui, Vi jea
$80 >0, viesk
‘z(kt) >0

Theorem 7 In network G = (N, A), if the interdiction cost p; = v; for any i € N and
qij = ujj for any (i, j) € A, the critical budget R, for continuous interdiction has a lower
bound given by the optimal objective value of the following problem:

max min max d%o (1)
e keK,teDk) (ptkn 5Gkn) Jkn)e (7. k,t)

In formulation (11), under a feasible flow z to satisfy all demands, in the residual network of
this flow z, for each type k € K commodity and each destination node ¢ € D(k), a maximum
flow is to be determined from all possible sources i € S(k). When p; = v;, g;; = u;; for
anyi € N, (i, j) € A, one unit of budget can destroy one unit of capacity, or finally at most
one unit of commodity demand. Therefore, a budget R that can make demand at node
t € D(k) be unsatisfied must be at least equal to maximum flow. Then through all types of
commodities and all destination nodes, the minimum of R*")’s for any k € K and t € D(k)
determines a budget R* under flow z such that any additional budget on R* will make some
destination’s demand be unsatisfied. Consider all possible flows z € 2 to satisfy all original
demands, the maximum budget of R*’s is related to the critical budget R, . In the following,
we formally prove this theorem.

Proof Assume the optimal objective value to formulation (11) is R}. We claim R, > R,
otherwise R, < R, which implies that with budget R, +¢€ (0 < € < R} — R,), by definition
of R,, there exists an interdiction such that there is one commodity whose demand cannot
be totally satisfied in resulted network.

As p; =v;,q;j =u;j foranyi € N, (i, j) € A, one unit of budget can destroy one unit
of capacity, or finally at most one unit of commodity demand. Because R} is the optimal
solution to formulation (11), which implies at least R} amount of budget is needed in order to
make some commodity’s demand unsatisfied, which is a contradiction to the fact that budget
R, + € can make some commodity’s demand unsatisfied. Therefore we have R, > R*. O

The formulation (11) is a tri-level optimization problem. To solve this problem, we
introduce 7 = mingeg repk) MaxX ) sk Jk0)e 2(z.k.1) d*"_ Then the formulation (11)
is equivalent to the following linear program:

12
max 1 (2
st.n<d*, VieDk),keK (12b)
(p*D 540 g*kDy ¢ Pz, k. 1), Vie Dk), ke K (12¢)
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Fig. 4 Example for critical
budget R,

In Theorem 7, we assume that p; = v; forany i € N and g;; = u;; for any (i, j) € A.
That is, it takes one unit budget to interdict one unit of capacity. If p; = Cv; and g;; = Cu;;,
where C is a positive constant, the lower bounded for R, is the optimal objective value of
(11), multiplied by C.

The formulation (11) can find the lower bound for R,, but it cannot obtain the value for
R, in a multicommodity network directly. For example, in Fig. 4, there are three types of
commodities, and each one has single source sx and destination # (k = 1, 2, 3) with supply
amount as 1 on each s; and the demand as 1 on each ¢;. The capacities for 4 arcs are given in
this figure, and all other arcs have capacity as 100. We consider only arc interdiction, and the
interdiction cost for each arc is equal to its capacity. Assume the amount of flow on arc (s, #1)
of commodity 1 is z1, on arc (i1, ji) of commodity 2 is z; and on arc (s3, #3) of commodity
3 is z3. Thus to satisfy all demands, the flow of commodity 1 on arc (i1, ji) is 1 — z;, and
commodity 2 on (ia, j2) is | — z2, and commodity 3 on (i3, j2) is I — z3. Then in the residual
network, additional maximum flow of commodity 1is2—z;+2—(1—2z1) —22) =3 —22,
additional maximum flow of commodity 3is 2—z3+(2—(1—z2)—(1—z3)) = 2+2z. Thusthe
optimal objective value of formulation (11) is at most maxo<;,<) min{3 —z2, 24+z2} = 2.5.
However, the critical budget R, is 3. Therefore, formulation (11) can only obtain a lower
bound for R,.

However, for a single commodity flow problem, we have the following corollary to obtain
critical budget R, in continuous interdiction case.

Corollary 1 For network G = (N, A) with single commodity flow with single destination
node, if p; = v;, qjj = u;j foranyi € N, (i, j) € A, the critical budget R, for continuous
interdiction is equal to the optimal objective value of formulation (11).

Proof When K = 1 and there is only one destination node, optimal value of formulation (11)
R} becomes the maximum flow from source nodes to destination node minus the demand
of the commodity, that is the minimum cut of the network is R} + Zi eD(k) d;. Because
pi = v;,qij = u;j foranyi € N, (i, j) € A, we can use budget R > R’ to destroy any R
amount of capacity from the minimum cut and the resulted network cannot make all demands
be satisfied. Thus R} is an upper bound of critical budget R,. From Theorem 7, R} is a lower
bound of critical budget R,. Therefore, R} = R,. ]

The formulation (11) cannot apply to the case for general values of p;, g;;, even for single
commodity with single destination network. For example, in Fig. 5, we show an example
with single-commodity flow with one source s with supply amount 2 and one destination ¢
with demand amount 2. Consider continuous interdiction on only arcs, the critical budget R,
is 1, and the corresponding interdiction plan is to remove arc (i3, t). However, the optimal
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Uit = 1 it =1

U =1, qp, =1

O
ug iy =10, g3 = 10
Fig. 5 Example for critical budget R,

objective value to (11) is 2, with corresponding solution as z;, ; = zi,,r = 0,2i3; = 2,1in
whose residual network, we can still send 2 units of flow via arc (i1, t) and (i2, ).

The formulation (11) cannot apply to binary interdiction case. For example, in Fig. 5, if
we change the interdiction cost of arc (i3, t) to gj;,;, = 2, then p; = v;, g;j = u;; holds for
the network. Assume the supply amount and demand amount are both 1.5, then for binary
interdiction, the critical budget R, = 3, and the corresponding interdiction plan is to remove
arc (i3, t) and (i», t). But the optimal value of formulation (11) is 1.5. Therefore, formulation
(11) cannot be used to obtain critical budget R, for binary interdiction.

Different from R, the critical budget R, is related to parameters slk , d;f , Vi, Uij, Pi,qij of
the network. For example, in Fig. 5, if the supply and demand amounts are 1, critical budget
R, will be 2. Also, different v; and u;; can change the value of R,. For example, in Fig. 5, if
Ui+ = Ui, = 2, critical budget R, will increase to 2. Additionally, if g;, ; = giy,r = giy.r =
2, R, will be 2.

3.3 Effects of budget increasing
3.3.1 Marginal revenue for continuous interdiction

For continuous interdiction, we define the marginal revenue at R as the increased amount
of unsatisfied demands that the interdictor can create by increasing budget by 1, where we
still assume that the operator always tries to minimize the unsatisfied demand under any
interdiction.

For example, in Fig. 1b, the marginal revenue for budget R = 4.4 is positive, and thus the
total unsatisfied demands increase as R increases; while for budget R = 6.4, the marginal
revenue is 0 and the total unsatisfied demands stay the same even interdiction budget increases
until 7.2. Therefore for the interdictor with budget R = 6.4, it is not necessary to increase
the budget unless the budget can increase to more than 7.2.

Define the sum set 2 of demand amount set {d’; :Vk € K,j € D(k)} as the set of

different summation values of all possible subsets of {d’? :Vk € K, j € D(k)}. That is, the
sum set Z consists of all possible values of d;, + d;, + NS d;,, where {d;,, d;,, ..., d;}is
a subset of {dj? :Vk € K, j € D(k)}. Note that 0 is always in the sum set.

Theorem 8 In continuous interdiction on network G = (N, A), if for some budget R > 0,
F(R) is not in sum set 9 of demand set {d;? : Yk € K, j € D(k)}, the corresponding
marginal revenue at R is strictly larger than 0.

Proof When the budget R > 0, because F(R) is not in sum set & of demand set {d¥ : Vk €
K, j € D(k)}, at least at one destination node, a certain commodity k’s demand is partially
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unsatisfied. We assume that the partially unsatisfied amount kk is on the demand dk By

“partially unsatisfication”, we mean that 0 < )J/‘ < d’/‘ for some k € K, j € D(k).

Asnode capacity and node interdiction can be transformed into corresponding arc capacity
and arc interdiction by Proposition 1, we first only consider the case for arcs. This theorem can
be implied by the following claim: if budget R makes the demand dj? partially unsatisfied,
then on any path P from S(k) to j € D(k) in the resulted network, there exists at least
one arc, whose additional loss of partial capacity or complete removal strictly increases
F(R).

Assume the solution to UD(R) for (x,y, z) is (x, yO, z%), with optimal objective value
A*. Let AR be the minimum budget that could decrease the capacity of one arc on path P,
to 0, in addition to current interdiction yO. In the resulted network by R, the extra ‘AR can
additionally remove the remainder capacity of one arc in path P.

Then if we can prove that for any AR € (0, AR), F(R+ AR) > F(R), our claim is true.
In fact, we can prove it by the following contradiction approach.

Note F(R) is monotonically increasing, then by contradiction, we have F(R + AR) =
F(R) = A* if the above statement is not true, which means decrease of capacity of any arc
limited by the additional budget AR can not increase F'(R).

Denote the path P by P = (ey, €2, ..., e;) from some node in S(k) to j € D(k) in the
resulted network G (k) by interdiction yo, consisting of m arcs ey, ea, ..., e;,. Then from
G (k) we continue decreasing capacity, limited by the additional budget AR, from the first
arc e in P. By this process we actually fix the outer level of UD(R), and then we call an
oracle to solve the inner level of UD(R). Denote the optimal solution by (y', z!, A!, Al) =
{yilj, zfjﬁl,kf’l, A}( (Vi e D(k) V(i j) € A,Vk € K}, where A}( is the unsatisﬁed amount
of type kK commodity, and yl ;= yl ; forall (i, j) € A except yel = }’e. —|— R Thus, we have

> <, (1 — Ye,) < ttey(1—y0), and then A' > F(R) = A*. As explamed above,
we have similar analysis for node capacity and node interdiction by Proposition 1, and thus
we assume x! is the corresponding solution for node interdiction.

Then we repeat this procedure separately on each arc of ey, ..., e, on this path P and
obtain corresponding solutions (x2,y2, z JAZ AT, (XY, A AT, As we just
explained, we have >, Ze,l < e (1 — ye ) and Al > A* for anyz = 1 , m; on the other
hand, F(R + AR) is the optimal value for UD(R + AR), A’ < F(R + AR) = A* (second
equality from the assumption of contradiction), for any i = 1, ..., m. Thus, A’ = A*, for
anyi =1,...,m.

Denote (Zz Rya 1)»/m >ty Al/m) by (@, &, A). Then A = Zl LA m =
A*. Now we will show: (a) (x°, y°, Z, &, A) is feasible to UD(R), but (b) (x°, y°, Z, &, A) is
not optimal to UD(R).

(a) Feasibility of (x°,y°,Z, &, A) to UD(R). Each (x°,y°%, 2/, A/, AD), 1 = 1,...,m, is
feasible to the constraints in formulation (8), as vi(l—xlp) < v,-(l—xl.l)and u,-j(l—y?j) <

uij (1 — y}j). Thus, (x°, y°, Z, A, A) is feasible to UD(R).
(b) Non-optimality of (x?, yO, z, X, A) to UD(R). For each e, € P,

m m
Ze,=ZZz§;l/m= Z Zzle‘;l/m—l—ZZﬁ;r/m

I=1 keK I=1,l#r keK keK

< Ue (1—xg) /m 4 ug, (1—xgr)/m<uer (1—xg),
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where the inequality is implied by >, zle‘,.‘r < ute, (1 —xg_), r =1, ..., m. This inequality
shows the residual capacity of z, and the residual capacity for node is similar. Thus on
path P we can still send flow from source node to destination node. That is, if network
is interdicted by (XO, yo), we can send more than flow z for commodity k. Thus, the
total unsatisfied demand after interdiction (x°, y°) should be less than A = A*, and this
implies that A* is not optimal to UD(R).

Thus, F(R) < A*, which is a contradiction to our assumption. Therefore, F(R+ AR) >
F(R) is true, and this leads to our conclusion that marginal revenue is strictly larger than 0.
]

This proof also shows the continuity of F'(R). In continuous interdiction, for two budgets
Ri, Ry > 0, if for any R € [Ry, R2], F(R) = F(R;) = F(R»), the curve of F(R) and
budget R between R; and R; is called a plateau. For example, the curve in range [6, 7] of
Fig. 1bis a plateau. Now we present a corollary regarding the number of plateaus in the curve
of unsatisfied demand F (R) with respect to R. Let | 7| denote the number of elements in sum
set 2 of demand set {d]/? :Vk € K, j € D(k)}. Itis bounded by 2", where n = > g |D(k)]
and | D(k)| denotes the number of destination nodes for commodity k € K.

Corollary 2 In continuous interdiction, the number of plateaus in the curve of unsatisfied
demand F (R) is at most |9)|.

Proof From Theorem 8, we have that in case of continuous interdiction, if for some budget
R, F(R) is not in sum set 2 of demand set {dj? :Vk € K, j € D(k)}, F(R) will increase if
there is additional interdiction budget besides R until that F(R) increases to a value in Z.
So the only case that F(R) stays unchanged is F(R) € 2. Then the maximum number of
plateaus in the curve of F(R) and budget R is at most the number of elements in &, bounded
by 2". O

3.3.2 Effects of budget increasing for binary interdiction

Theorem 9 In binary interdiction on network G = (N, A), for some budget R > 0, if the
corresponding unsatisfied demand F(R) is strictly increasing, R must be in sum set of set
{pi : Vi € N}U{q;; : V(, j) € A}.

Proof Any two interdictions, with different budgets strictly between two adjacent elements
in ordered sum set of set {p; : Vi € N} U {g;; : Y(i, j) € A}, are the same, since no partial
interdiction on arcs or nodes is allowed in this model. Thus, the objective for (8) for these
two budgets are the same. O

From Theorem 9, we have the following corollary. By Theorem 9 and this corollary, we
have proved the Proposition 2(iv) for binary interdiction case.

Corollary 3 In binary interdiction on network G = (N, A), for some budget R > 0, if R is
not in sum set of set {p; : Vi € N} U {q;; : V(i, j) € A}, the unsatisfied demand F (R) is
equal to F(R), where R is the largest element in the sum set with R < R.

Theorem 10 In case of binary interdiction, denote C = max{p; : Vi € N}U{q;; : V@i, j) €
A}, for some budget R > 0, if F(R) is not in sum set 9 of demand set {df :VkeK,je
D(k)}, F(R+C) > F(R).

The idea of this proofis similar to the continuous case in Theorem 8, by changing AR = C.
If p; = gij = C,foralli € N, (i, j) € Aand C is a positive constant, for some budget R > 0,
if F(R) is not in sum set 2 of demand set {df :Vke K, je D(k)}, F(R+ C) > F(R).
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4 Numerical experiments

In this section, all MIP formulations and algorithms are implemented in C++ using CPLEX
12.3 via IBM’s Concert Technology library, version 2.9. All experiments were performed on
a Linux workstation with 4 Intel(R) Core(TM)2 CPU 2.40GHz processors and 4GB RAM.

In the following, we test proposed approaches to find values for critical budgets R,, Rj.
All 12 networks for multicommodity flows used in the following experiments are modified
based on test cases of C+ instances in [37]. For the costs and capacities on arcs and nodes,
and supply and demand amounts of commodities, we modified their values with less types
of commodities.

4.1 Numerical experiment for critical budgets

As discussed in Sect. 3.2, the critical budget R, can be computed by formulations (2) and (8),
and theorems in Sect. 3.2.2 for different conditions, while Rj, can be computed by formulation
(8) and theorems in Sect. 3.2.1.

In this section we first perform numerical experiment for solving formulation (2) under
continuous interdiction by using techniques proposed in (16). We randomly generate inter-
diction costs p; for each node between 10 and 40, and ¢;; for each arc between 4 to 20,
and use formulation (2) in Sect. 2.2 to calculate the minimum-cost flow under interdiction
budgets.

We test 12 different networks by gradually increasing budget R from O (see Table 1). If
the optimal solution is an abnormally large number, which is larger than 3", .y max( jyea ¢ij
Dkek Dic D) dik, it will be the budget with which there exists no optimal flow satisfying
all demands, and thus the dual problem of inner problem of (16) is unbounded. By checking
the optimal results, we can find the budget R,, which is the budget from it some demand
starts to become unsatisfied.

Table 1 shows that the optimal solution to formulation (2) for continuous interdiction with
different interdiction budgets, and also the critical budget R, in each network. From the table
we can see the optimal solution for continuous interdiction increases as budget increases.
When the interdiction budget is large enough to make the problem infeasible, the optimal
result will grow abnormally large and we use “~" and the followed empty spaces to denote it.

To test the formulation (11) in Theorem 7 for obtaining lower bound for critical budget
R, when p; = v;, q;j = u;;j and Theorem 5 for Rj,, we compute the critical budgets R, Rp.
The results are shown in Table 2, where each network has K source nodes and K destination
nodes, one for each type of commodity. For the values of R,, we have verified the results
obtained by the approach in Theorem 7, and also the method mentioned in Table 1.

In Tables 1 and 2, comparing cases with same number of nodes and commodities but
different numbers of arcs, we can find if the number of arcs is reducing, R, is also reduced.
This is because when this number is reduced, the network becomes sparser and less vulner-
able, the interdictor needs less budget to make commodities’ demands unsatisfied. Critical
budget R, also changes when the number of commodities is reduced in a fixed network. We
can compare cases where the number of arcs and nodes remains the same, if the number of
commodities decreases, R, increases. This is because when the number of commodities is
reduced, there are more optional paths for commodities’ flows.

Next, we perform numerical experiment for computing critical budgets for binary inter-
diction. First, we use formulation (8) to calculate critical budget R, by gradually increasing
budget from O and check their corresponding unsatisfied demands F(R). The maximum
unsatisfied demands are total amount of all commodities’ demands. The first interdiction bud-
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Table 2 Critical budget R, for continuous interdiction when p; = v;, g;; = u;j

IN| 8 10

Al 30 40 50 60

K 3 4 6 3 4 6 3 4 6 3 4 6
R, 10 10 7 30 30 10 46 46 10 26 25 25
R, 64 74 98 101 124 149 119 178 202 110 127 182

get under which the optimal solution of formulation (8) reaches this maximum value should
be Rj. Additionally, Theorem 5 can be used to obtain the lower bound for critical budget Rj.

Table 3 presents the results for binary interdiction in 12 networks. The cases that the
interdiction budget is close to the critical budget are included (the dots in Table 3 denote
those cases we do not include here). We have verified that the critical budgets R, from
Theorem 5 is the same as the one obtained by using formulation (8). Actually, in all these
cases, the maximum flow obtained from formulation (9) is equal to the minimum disconnect
set from formulation (10).

From Table 3, comparing cases with same number of nodes and commodities but different
numbers of arcs, we can find that if the number of arcs is reducing, R, will decrease. With
less arcs, R, decreases because less arcs need to be removed. On the other hand, we can find
cases with same number of nodes and arcs, R, decreases when K decreases. This is because
for a same network, number of nodes and arcs that are needed for shipping commodities is
reducing as K decreases.

4.2 Numerical experiment for effects of budget increasing

In this section, we perform numerical experiment for the effects of budget increasing. We
test on network where |N| = 8, |A| = 30, K = 3. There is only one destination node for
each commodity, and the demand amounts are 5,7,9. The sum set & as discussed in Sect. 3.3
is7={0,5,7,9, 12, 14, 16, 21}.

For the continuous interdiction case with p; = 1foralli € N andg;; = 1 forall(i, j) € A
(R, = 1.2, R, = 8 1in this case), we gradually increase budget R from O to 9 with step 0.2
and use (8) to calculate the amount of unsatisfied demands. The result for values of F(R)
are pictured in Fig. 1b in Sect. 3.1. Theorem 8 for marginal revenue in this test case can be
verified. From Fig. la in Sect. 3.1, if F(R) ¢ 2, the marginal revenue is positive. Also, the
curve F(R) has 7 plateaus, which is less than |Z| = 8, a conclusion from Corollary 2.

For the binary interdiction case, we also test the same network with the same values for
interdiction costs. Note as values for p;, g;; are integers, we just need to compute F'(R) when
budget R is an integer (implied by Theorem 9 and Corollary 3). Thus, we gradually increase
budget from O to 9 by step 1 and use formulation (8) to calculate the amount of unsatisfied
demands under each budget. The result for values of F(R) is pictured in Fig. 1a in Sect. 3.1.

S Conclusions
In this paper, we have proposed the general interdiction models of the multicommodity
flow problem, with consideration of both node and arcs removals and decrease of their

capacities. We first proposed reformulation techniques to solve these models in both binary
and continuous interdiction cases. Next, we defined the function F(R) as the minimum
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Table 3 Critical budgets for binary interdiction

IN| 8

Al 30 40

K 3 4 6 3 4 6
R F(R) R F(R) R FR R F®R R FR R F(R)
10 0 10 0 4 0 21 0 21 0 8 0
110 110 5 0 2 0 2 0 9 0
2 0 12 0 6 0 23 0 23 0 10 0
13 5 13 5 7 1 24 2 24 6 15
4 5 14 5 8 1 25 2 25 6 2 s
15 5 15 5 9 1 26 7 26 7 13 5
49 16 55 22 7335 73 16 84 22 107 37
50 16 56 22 74 35 74 16 85 22 108 37
51 21 57 27 75 40 75 21 86 27 109 40
52 21 58 27 75 40 76 21 87 27 110 40
53 21 59 27 75 40 77 21 88 27 111 40

Rs 12 12 6 23 23 10

R, 51 57 75 75 86 109

IN| 8 10

Al 50 60

K 3 4 6 3 4 6
R F(R) R F(R) R F(R) R F(®R R F® R F(R)
29 0 29 0 8 0 14 0 4 0 4 0
30 0 30 0 9 0 15 0 15 0 15 0
310 310 10 0 16 0 16 0 16 0
32 6 32 6 1 s 17 3 17 3 17 3
3 6 3 6 12 5 18 4 18 4 18 4
4 6 34 6 13 5 19 4 19 4 19 4
9% 17 129 24 162 37 72 18 91 28 121 44
97 17 130 24 163 37 7318 92 28 122 44
98 17 131 24 164 37 7419 93 28 123 44
99 20 132 27 165 40 75 23 9 32 124 48
100 20 133 27 166 40 76 23 95 32 125 48
101 20 134 27 167 40 77 23 9% 32 126 48

R, 31 31 10 16 16 16

R, 99 132 165 75 94 124

amount of unsatisfied demands in the resulted network after worst-case interdiction with
budget R. The function can be obtained by solving a series of similar problems as interdiction
models. As a major contribution, we studied the propositions of this functions, including two
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types of critical budgets, and effects of budget increasing. The analysis of this function will
help the interdictor to decide the better use of limited resources for destroying enemy’s
supplies, controlling of infectious decease, and many other applications. Also, for solving
general bilevel programming problems, our proposed information from critical budgets can
help to decide when the strong duality property can be applied.

The future research directions include designing efficient algorithm for solving the con-
tinuous interdiction case by combining column generation algorithm with our proposed
formulation, and studying approaches to find critical budgets in networks with special struc-
tures to reduce the computational complexity. Another research direction is to redesign a
new network based on the worst interdiction scenarios. Additionally, potential applications
can be found for vulnerability analysis of power grids, telecommunication networks, water
infrastructures, social networks, etc.

Appendix 1: Proof of Proposition 1

Proof By the construction process of network G’ from G, the objectives in (2) are the same
for both networks, as ¢, . =0foranyi € N and ¢} . =c;j forany (i, j) € A.

i1,i2 i2,j1
Letz fl i, fori € Aandz f'(z, j for (i, j) € A be commodity flow of type k € K in network

G’. Similarly, let y’ fw»z fori € A and y’g. j for (i, j) € A be corresponding interdiction
variables on arcs of G’, and let y’ denote the vector of all these interdiction variables, which
is limited by .# with the budget R and interdiction costs ql./l’l.z, q{z’ j, are only on arcs. The
budget constraint >; _y pix;i + Z(i,j)eA qijyij < R becomes Z(i’j)eA, qi’jy;j <R.
Constraints (2b) and (2e) are equivalent for both networks G and G’ (see [32] for expla-
nations). In model (2), except the source and destination nodes, node-capacity constraints
2 jiij)eA 2okeK szj < v;(1 — x;) can be equivalently transformed into arc-capacity con-

. 1k / ’ . / . : k L. L.
straints D g 24, < uj (1 —yj ;) in G', while constraints Dkek zj; < uij (1 —yij)

in G become >, g < — ygz,_/l) in G'. Additionally, node-capacity con-

2,1 — “ia g1
straint ;. ea 2kek szj < (1 — x;) for source node i € G is equivalent to

Dkek Z/;(l,iz < u'iin(1 =y ;) onarc (i1, i2) in G', where u';, ;, = v;. Node-capacity
constraint Zj:(i’j)eA ZkeK zf‘j < v;(1 — x;) for destination node i € G now becomes
Dkek z’f-{l’,-z < u'ii,(1 = ;) onarc (i1, i) in G', where ', j, = v;. Thus, the node
interdiction on i in G is equivalent to the interdiction on arc (i, i2) in G’, which eventually
reduces the out flow of i». For any other arc (i2, ji), forany (i, j) € A, in A’, the arc-capacity
constraints in (2d) become >, g Z’fj <u'ij(1—-y’; ;). Thus, the arc interdiction on arc (7, j)
in G is equivalent to the interdiction on arc (i, ji) in G'.

Therefore, we have proved the equivalence between model (2) for G with interdiction on
both nodes and arcs and model (2) for G’ with interdiction only on arcs. O

Appendix 2: Proof of Theorem 1

Proof Formulation (2) can be formulated equivalently as follows:

max O | > sfeu— D dfai)+ D v —xpBi+ D wii(l—yij | v (13a)
xyeby ok \igst ieD (k) ieN (@.j)eA

s.t.(xik—(xjk—i—ﬁi—l—yijfc,-j, Vke K, (i,j)e A (13b)
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Bi,vij <0, VieN,(ijeA (13¢)
Zpixi + Z gijyij < R (13d)
ieN (i,j)eA

Ofxi,yijfl, VieN,(l j eA (13e)

By the assumption of R such that all demands can be satisfied for any interdiction plans
in .#,, the inner problem is always feasible. Through strong duality for the multicommodity
flow in the resulted network, the above formulation (13) under this assumption is equivalent
to formulation (2) with .# = .7, for continuous interdiction.

Assume that the set .7, has L extreme points, in the set ext(.7,) = {(x, yM), ..,
(x| y(Y}. As the constraints of formulation (13) can be divided into two parts: constraints
(13b) and (13c) are only related to «, B, y while constraints (13d) and (13e) (i.e., .#.) are
only related to x, y, the objective function (13a) can be reformulated as

max max D sfan— D dlen |+ D v —xp)pi+ D uij(l—yipyij
by XY % \idsto ieD (k) ieN (. j)eA

(14)

which is a linear program for any fixed «, 8, v, and the corresponding optimal x, y should
be obtained at some extreme point of .#,, and vice versa. Therefore, (14) can be equivalently
rewritten by considering constraints in (13) as follows:

k k
max s — dia; vi(1 —x;)B;
@By (xy)eext (F) 2| 2 stew— 2 dien | + 2 vill —x

kek \ieS(k) ieD(k) ieN
+ D w1 = yijvij (15a)
(. j)eA
stooj —aj+Bi +vij <cij, YkeKkK, (i,j)eA (15b)
Bi.vij <0, VieN,Gi jeA (15¢)

As explained in [24] based on the Dantzig’s theorem in [38], the following conclusion is
used for finding solutions of x, y:

For each extreme point (xP,y") (I = 1, ..., L) of the polyhedral set 7., there exists
a single basic variable in the vector (x?, y©) taking value in the interval [0, 1], while all
other variables of (x, yO) are nonbasic variables taking values of either 0 or 1.

Therefore, the continuous interdiction model is corresponding to the model where only
one node or arc is partially interdicted, the rest interdictions are binary. Let §;, 0;; € {0, 1}
associated with x;, y;; denote whether x;, y;; take 1if §; = 1, 0;; = 1, or x;, y;; take O if
8; = 0,0;; = 0, respectively. Let 8;, oi’j € {0, 1} associated with x;, y;; denote whether
x;, yi; take binary values if §; = 0, oi’j = 0 or x;, y;; take any value in [0, 1] if §; =

I

Lo, =1, respectively. By the conclusion above, the choices of §;’s and oi’j ’s should satisty

Dien 8+ Z(i’j)eA oi’j = 1. Therefore, decision variables x, y can be replaced by 8, &', o, o’
(vectors formed correspondingly), and we have the following equivalent formulation for
continuous interdiction through the reformulation of (15) as follows:

: k
g k. 1
S, min 2, o 2,3 (16w
(i,j)eA keK
s.t. constraints in (2b) (16b)
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2 )eA 2ok Zf}/%’ <1-6 —6R'/pi., YieN (16¢)

ZkeKzf-‘j/uij <1-oij—0/;R'/qij, V(i j) €A

R'/pi <14+ M;(1-8), VieN

Jpi= 1+ M =), VieN (16d)

R/qu§1+Ml](1_Ul])7 V(l5j)€A
Zpi5i+ Z qijoij-i-R/:R (16e)
ieN @i,j))eA
S+ <1, VieN (16f)
oij+o/, <1, Vi, j)eA (16g)
S+ > =1 (16h)
ieN (i,j)EeA
8i,0ij,8;,0{; €{0,1}, VieN,(,j)eA (161)
R'>0; 2,20, Vi, j)eA kek (16j)

The interdiction constraint (16e) limits the budget for all binary interdictions with con-
straint R’ > 0, where R' = R — (3, .y Pidi + Z(i,j)eA gijoi;) is the remaining budget for
a partial disruption of a node or an arc. Constraints (16f) and (16g) indicate that a node and
an arc can be either binary interdicted or partially interdicted or not interdicted, respectively.
Constraint (16h) limits that only one node or one arc is partially interdicted. The first set of
constraints in (16¢) include cases for node interdiction: (i) §; = 1, 8; = 0, node i is com-
pletely interdicted; (ii) 6; = O, 8; = 0, node i is not interdicted, and this set of constraints
limits the node capacity; (iii) §; = 0, 8; = 1, node i is partially interdicted, and this set of
constraints limits the capacity after partially interdicted. Similarly, the second set of con-
straints in (16¢) are for arc interdiction. The parameters M; and M;; in (16d) are relatively
large positive constants. The first set of constraints in (16d) ensures that the budget spent on
partially interdicted node should be limited by corresponding node interdiction cost, while
second set limits the amount for budget spent on partially interdicted arc. The objective
function and all other constraints have the same meanings as those in formulation (2).

Let ajx, B, yij be the dual variables associated with constraints in (16b) and (16¢), under
certain R, the formulation (16) is equivalent to :

max Z Z slg{(xik— z d,kaik

bhoet ey e \idow ieD(k)
+ D Bl =8 —8R/pi)+ D vij(1 —oij —o/;R Jqij)  (17a)
ieN (i.j)eA
s.toai —ajx + Bi/vi +vij/uij <cij, Y, j) €A VkeK (17b)
constraints in (16d) — (16i) (17¢)
R'>0; Bi,yij <0, VG, j)eA VkeK (17d)
This completes the proof. O
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