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Abstract001

Large Language Model (LLM) agents that002
can gather knowledge by browsing the web003
are becoming increasingly useful and impor-004
tant. However, their effectiveness is often hin-005
dered by an imperfect integration of internal006
knowledge and external tools. We introduce007
BrowseBench and present the first systematic008
investigation into the over-reliance patterns of009
browsing agents on web tools. Through con-010
trolled experiments, we identify three distinct011
failure modes: (1) Excessive Conservatism,012
where agents unnecessarily invoke search tools013
for information already mastered in their train-014
ing; (2) Over-trust in Web Sources, where015
agents apply inconsistent standards by ques-016
tioning reliable internal knowledge while un-017
critically accepting web-retrieved content; and018
(3) Planning Deficiency, characterized by a lack019
of search planning and decomposition strate-020
gies for complex queries. These contradic-021
tions result in inefficient information process-022
ing, resource waste, and erroneous conclusions.023
To address these challenges, we propose three024
mitigation strategies: Direct Preference Opti-025
mization (DPO) to calibrate search decision026
boundaries, Attention Refinement to filter re-027
trieved content, and Hierarchical Query De-028
composition to improve multi-round tool co-029
ordination. Experiments demonstrate that our030
interventions significantly reduce over-reliance031
behaviors and enhance performance. Our work032
provides critical insights for the deployment033
of robust, tool-augmented LLMs in real-world034
applications.035

1 Introduction036

Large Language Models (LLMs) have evolved dra-037

matically from simple conversational chatbots to038

sophisticated Artificial Intelligence (AI) agents ca-039

pable of interacting with external tools and environ-040

ments (Xi et al., 2025; Li, 2025; Yao et al., 2023).041

Early LLMs (Brown et al., 2020; Bai et al., 2023;042

Touvron et al., 2023) primarily functioned as text043

generators, responding to queries based solely on 044

their parametric knowledge acquired during train- 045

ing (Guo et al., 2025b). However, the integration 046

of tool-use capabilities has fundamentally trans- 047

formed these models into autonomous agents that 048

can access real-time information, execute compu- 049

tations, and interact with various Application Pro- 050

gramming Interfaces (APIs) (Lewis et al., 2020; Li 051

et al., 2023, 2025; Ren et al., 2025a,b). Among 052

these tools, web search has emerged as particularly 053

prominent, enabling LLMs to overcome knowledge 054

cutoff limitations and access up-to-date informa- 055

tion without re-training and fine-tuning. This evo- 056

lution has led to systems like GPT-4 (Achiam et al., 057

2023) with browsing capabilities, Claude1 with 058

web search integration, and various open-source 059

frameworks that augment LLMs with tool-calling 060

abilities, marking a significant paradigm shift in 061

how AI systems retrieve and process information. 062

The phenomenon of tool dependency in AI sys- 063

tems bears striking parallels to human cognitive 064

behavior. Risko and Gilbert (2016) systematically 065

articulated the theory of cognitive offloading in 066

their seminal review published in Trends in Cog- 067

nitive Sciences, describing how humans strategi- 068

cally transfer cognitive burdens to external tools 069

and resources to optimize mental processing. This 070

theoretical framework provides a compelling lens 071

through which to examine AI behavior. 072

However, current evaluation benchmarks for 073

tool-augmented LLMs exhibit critical limitations 074

in addressing the phenomenon of tool over-reliance. 075

Existing frameworks such as ToolBench (Qin et al., 076

2024a), WebGPT evaluations (Nakano et al., 2022), 077

API-Bank (Chen et al., 2025), and τ -bench (Yao 078

et al., 2025) predominantly focus on correctness 079

metrics – whether the model successfully uses tools 080

to arrive at accurate answers. While correctness 081

is undoubtedly important, these benchmarks fail 082

1https://www.anthropic.com/news/claude-3-7-sonnet
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Case 1: Appropriate Tool Use

Query
“Who won the 2024 US Presidential 

Election?”

Agent Decision
Event after training cutoff

Need web search

Appropriate Search
Search: “2024 US election winner”    Return: “Donald Trump”

Accurate Answer
Donald Trump won the 2024 election, defeating Kamala Harris.

Case 2: Excessive Conservatism

Query
“What is the capital of France?”

Agent Decision
Better search to be safe

Use web search

Unnecessary Search
Search: “capital of France”    Return: “Paris”

Wasted Resources
Correct answer but unnecessary search. Agent already knows Paris is the capital. 

Correct Behavior Over-Reliance                                            

Case 3: Overconfidence in Tools

Query
“Compare GDP growth, inflation, and 

unemployment rates across G7 
countries in 2024”

Agent Decision
Complex query

Single web search

Single Complex Query
Search: “G7 GDP inflation unemployment 2024”    Return: “Incomplete fragments”

Incomplete Answer
Needs decomposition: 3 searches for GDP, 

inflation, unemployment separately + synthesis

Case 4: Inconsistent Standards

Query
“Does vitamin C cure the common 

cold?”

Agent Decision
Check web for current info

Medical sources search

Biased Results
Search: “Vitamin C cures colds!”    Return: “Blog claiming”

Erroneous Conclusion
Accepts biased blog over training knowledge of 

peer-reviewed studies showing limited effect

Over-Reliance                                            Over-Reliance                                            

Figure 1: Overview of Browsing Agent Behaviors: Normal Tool Usage vs. Three Over-reliance Failure Modes.

to capture the nuanced decision-making required083

for optimal tool usage. They neglect to evaluate084

whether tool invocation was necessary in the first085

place, ignore the critical balance between lever-086

aging internal knowledge and external resources,087

and lack metrics for assessing the efficiency and088

appropriateness of tool-use patterns. This myopic089

focus on accuracy overlooks the fundamental ques-090

tion of when tools should be used versus when091

the model’s parametric knowledge suffices, render-092

ing them inadequate for assessing web search tool093

over-reliance.094

Beyond evaluation gaps where current bench-095

marks neglect the critical question of when tools096

should be used versus when parametric knowledge097

suffices, existing mitigation strategies also present098

limitations. While previous research has separately099

addressed the over-reliance on call process (Xu100

et al., 2025a) and the over-reliance on call out-101

put (Fang et al., 2024), no research has proposed a102

unified strategy to mitigate both facets of web tool103

over-reliance simultaneously. Therefore, signifi-104

cant research gaps remain in developing effective105

unified mitigation strategies, constructing appropri-106

ate evaluation datasets, and improving the explain-107

ability of web tool over-reliance in LLMs.108

To address those research gaps, we propose the109

first systematic investigation into the over-reliance110

patterns of web tools. We create BrowseBench,111

a dataset as a foundation to rigorously evaluate112

how browsing agents interact with web search tools113

when faced with a diverse range of questions. We 114

ground our analysis in 1,500 realistic information- 115

seeking scenarios to identify and understand the 116

failure modes associated with tool over-reliance. 117

As shown in Figure 1, our study reveals three 118

reasons for the failure of web tools. First, mod- 119

els exhibit conservative behavior by performing 120

unnecessary searches due to knowledge boundary 121

ambiguity, contextual misdirection from temporal 122

markers, and defensive cognitive patterns triggered 123

by epistemic uncertainty. Second, models overtrust 124

web sources by uncritically accepting retrieved con- 125

tent, with attention mechanisms prioritizing linguis- 126

tic coherence and structural formatting over factual 127

accuracy. Third, models lack strategic planning ca- 128

pabilities, either compressing multi-faceted queries 129

into semantically overloaded single searches or gen- 130

erating redundant parallel searches without system- 131

atic decomposition of sequential dependencies. 132

In response to these failure modes, we develop 133

three mitigation strategies. First, Direct Preference 134

Optimization (DPO) (Rafailov et al., 2023) enables 135

models to learn nuanced boundaries for search de- 136

cisions. Second, Attention Refinement(AR) helps 137

agents focus on relevant information within re- 138

trieved content. Third, Hierarchical Query Decom- 139

position(HQD) improves multi-round tool coordi- 140

nation and query decomposition. Our experiments 141

demonstrate that these interventions significantly 142

reduce over-reliance behaviors. The results reveal 143

that while current browsing agents’ over-reliance 144
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on web tools can amplify errors, carefully designed145

training strategies can substantially improve their146

tool usage patterns. These findings have important147

implications for deploying tool-augmented LLMs148

in real-world applications.149

As such, the contributions of this paper are:150

1. We conduct the first systematic investigation151

into the over-reliance patterns of browsing152

agents on web tools.153

2. We provide a comprehensive analysis of154

browsing agents, identifying and character-155

izing three key failure modes.156

3. We propose and validate three effective miti-157

gation techniques, which demonstrably im-158

prove the efficiency and reliability of tool-159

augmented LLMs.160

2 Related Work161

2.1 LLMs as Agents162

The integration of Large Language Models (LLMs)163

with external tools has emerged as a pivotal ad-164

vancement in enhancing their capabilities beyond165

text generation. ReAct (Yao et al., 2023) pioneered166

the synergistic combination of reasoning and act-167

ing, enabling LLMs to interleave thought processes168

with tool interactions. This paradigm shift has been169

further explored through frameworks like Tool-170

former (Schick et al., 2023), which teaches lan-171

guage models to autonomously decide when and172

how to use external tools through self-supervised173

learning. Recent advances have expanded the tool-174

use paradigm across diverse applications. We-175

bGPT (Nakano et al., 2022) demonstrates web176

browsing capabilities, while systems like ChatGPT177

Plugins and GPT-4’s function calling capabilities178

have brought tool use to production environments.179

Gorilla (Patil et al., 2023) specializes in API calls,180

achieving state-of-the-art performance in selecting181

and invoking appropriate APIs from large reposi-182

tories. ToolLLM (Qin et al., 2024b) introduces a183

comprehensive framework for tool learning with184

over 16,000 real-world APIs, highlighting the grow-185

ing complexity of tool-augmented systems. The186

architectural evolution of tool-using agents has pro-187

gressed from simple retrieval augmentation to so-188

phisticated multi-agent systems. AutoGPT 2 and189

BabyAGI 3 represent autonomous agents capable190

2https://github.com/Significant-Gravitas/AutoGPT
3https://github.com/yoheinakajima/babyagi

of decomposing complex tasks and orchestrating 191

multiple tool interactions. However, this increased 192

capability introduces new challenges, particularly 193

in determining when tool use is genuinely neces- 194

sary versus when the model’s parametric knowl- 195

edge suffices—a critical gap that existing literature 196

has yet to systematically address. 197

2.2 Evaluation Benchmarks of Tool Use 198

The evaluation of LLMs’ tool-use capabilities has 199

evolved along two primary dimensions: closed- 200

environment benchmarks with predefined tool sets 201

and open-environment evaluations simulating real- 202

world conditions. (i) Closed Environment Bench- 203

marks. Berkeley Function Calling Leaderboard 204

(BFCL) (Patil et al., 2025) comprehensively evalu- 205

ates function calling accuracy across multiple pro- 206

gramming languages. τ -bench (Yao et al., 2025) 207

introduces temporal reasoning tasks requiring real- 208

time information retrieval. AceBench (Chen et al., 209

2025) and ToolBench (Qin et al., 2024a) focus 210

on complex tool composition and large-scale tool 211

selection respectively. While these benchmarks 212

rigorously test tool-use accuracy, they assume 213

tool invocation is inherently desirable, measuring 214

how well models use tools rather than whether 215

they should. (ii) Open Environment Benchmarks. 216

SearchArena (Miroyan et al., 2025) evaluates real- 217

world search capabilities with authentic web sce- 218

narios. WebArena (Zhou et al., 2024) and Browser- 219

Gym (de Chezelles et al., 2025) provide realis- 220

tic web environments for testing multi-step tasks. 221

These benchmarks successfully capture real-world 222

complexity but implicitly assume external infor- 223

mation gathering is always necessary, overlooking 224

cases where parametric knowledge suffices. 225

2.3 Tool Over-reliance of LLMs 226

LLMs often exhibit an over-reliance on tools and 227

excessive self-confidence. Kokane et al. (2025) and 228

Xu et al. (2025b) demonstrate that LLMs exhibit 229

a tendency towards repeated API calls, even when 230

the tool should not be invoked again in subsequent 231

steps. Furthermore, Xu et al. (2025a) demonstrate 232

that LLMs incline towards calling external tools 233

even when addressing simple problems entirely 234

solvable through their own parameterised knowl- 235

edge, and propose an alignment framework consist- 236

ing of knowledge boundary estimation and knowl- 237

edge boundary modeling to make LLMs more ef- 238

ficient in tool calling. Despite these observations, 239

the explainability of this over-reliance has not been 240

3
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a primary focus of previous research.241

3 BrowseBench242

3.1 Dataset Construction Framework243

As shown in Figure 2, we develop a linguistically244

grounded test dataset that leverages different parts245

of speech to create diverse and naturalistic queries246

to systematically evaluate tool over-reliance in247

LLMs. All prompts are detailed in Appendix A.248

Generation: Starting with 150 seed queries col-249

lected from search-related benchmarks, we syn-250

thesize more data covering diverse domains and251

types. The collected seed queries undergo a so-252

phisticated augmentation process through part-of-253

speech-based modifications guided by LLMs. Our254

approach instructs Qwen-2.5-72B-Instruct to an-255

alyze the grammatical structure of a seed query,256

strategically modifying its parts of speech to gener-257

ate a diverse set of new queries.258

Deduplication: Following data generation,259

we implement a deduplication process to ensure260

dataset diversity and eliminate redundant queries.261

LLM Labeling: Subsequently, we employ262

Qwen-2.5-72B-Instruct to automatically label each263

query with relevant keywords and domain classi-264

fications, providing structured metadata for down-265

stream analysis.266

Verification: To ensure data quality, we conduct267

manual quality assurance where human annotators268

verify the logical consistency of queries and filter269

out those lacking definitive answers, maintaining270

the dataset’s coherence and answerability.271

Annotation: Finally, we recruit experienced272

crowd-sourcing annotators as domain experts to273

annotate queries, all of whom hold at least a bach-274

elor’s degree. Experts annotate validated queries275

while we record their decision paths for web tools276

usage and final answers. These expert demonstra-277

tions serve as references for subsequent analysis of278

model behavior.279

For each model and each query, we validate280

that the model can answer the query by convert-281

ing the expert’s decision path into context for282

the model. The final dataset comprises 1,500283

queries equally distributed across five domains284

(300 queries each): Culture & Society (CS), Sci-285

ence & Technology (ST), Biology & Medicine286

(BM), Environment (EN), and Finance (FI). To287

enable multi-dimensional analysis, each query is288

annotated with 3-6 keywords for fine-grained cat-289

egorization, with a balanced distribution: 30% of290

queries have 3 keywords, 30% have 4 keywords, 291

20% have 5 keywords, and 20% have 6 keywords. 292

Further details are illustrated in Appendix B. 293

3.2 Evaluation Metrics 294

Unnecessary Search Rate (USR). This metric 295

measures the proportion of search queries that do 296

not contribute meaningful information to the fi- 297

nal response. It quantifies the agent’s tendency 298

to perform redundant or irrelevant searches when 299

the information could be obtained from its internal 300

knowledge or previous search results. The USR is 301

calculated as: 302

USR =
Nunnecessary

Ntotal
× 100% (1) 303

where Ntotal represents the total number of 304

search queries performed, Nunnecessary denotes the 305

number of searches deemed unnecessary. 306

Interference Information Incorporation Rate 307

(IIIR). This metric quantifies the proportion of 308

retrieved interference information that the LLM 309

uncritically adopts into its responses, directly mea- 310

suring overtrust in noisy or misleading web sources. 311

The IIIR is defined as: 312

IIIR =
Ninterference_incorporated

Ninterference_retrieved
× 100% (2) 313

where Ninterference_incorporated represents the number 314

of interfering claims from retrieved sources that 315

appear in the LLM’s response (either verbatim or 316

paraphrased), and Ninterference_retrieved is the total 317

number of interfering claims present in all retrieved 318

sources (verified against ground truth). A high 319

IIIR indicates a systematic failure in robustness, 320

revealing the model’s tendency to prioritize the 321

linguistic coherence of retrieved interference over 322

factual accuracy. 323

Task Decomposition Deviation (TDD). This 324

metric evaluates the agent’s ability to properly de- 325

compose complex queries into manageable sub- 326

tasks by comparing its execution path against ex- 327

pert demonstrations. It captures whether the agent 328

appropriately breaks down multi-faceted questions 329

or attempts to solve them in overly simplified or 330

complicated ways: 331

TDD =
∣∣Lagent − Lexpert

∣∣
=

∣∣∣∣∣
T∑
i=1

I[stepi]− Lexpert

∣∣∣∣∣ (3) 332

where Lagent is the number of decision steps 333

(search or fetch operations) taken by the agent, 334
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Step 1 Step 2 Step 3 Step 4

Which building is the 
tallest of the UK in 
2024?

Which architecture is 
the highest of the UK in 
2024?

Which actor is the most 
famous in Germany in 
2024?

Which building is the 
tallest of the UK in 
2024?

Which architecture is 
the highest of the UK 
in 2024?

Which building is the 
tallest of the UK in 
2024?

Keyword: [2024, UK, 
tallest building]

Domain: 
        Culture &Society

Which building is the 
tallest of the UK in 
2024?

Which actor is the 
most famous in 
Germany in 2024?

Which actor is the 
most famous in 

Germany in 2024?

Lack of unified 
authoritative ranking

Which city is the capital 
of the United States?

Generation Deduplication LLM Labeling Verification

Which building is the 
tallest of the UK in 
2024?

Step 5

Which building is the 
tallest of the UK in 
2024?

Expert Decision Path:

Web_Search(tallest 
building UK 2024)

Web_Fetch(https://en.
wikipedia.org/wiki/List_
of_tallest_buildings_in_
the_United_Kingdom)

Answer: The Shard

Annotation

Figure 2: Overview of Data Construction Framework. Generation: Use Qwen-2.5-72B-Instruct to perform
part-of-speech-based augmentation on 150 seed queries, strategically modifying grammatical elements to create
diverse queries across domains; Deduplication: Eliminate redundant queries to ensure dataset diversity; LLM
Labeling: Automatically annotate queries with keywords and domain classifications using Qwen-2.5-72B-Instruct;
Verification: Human annotators verify logical consistency and filter out unanswerable queries; Annotation:
Domain experts record web tool usage decisions and answers as reference demonstrations.The tutorial is provided
in Appendix G.

Lexpert represents the average number of steps taken335

by human experts for the same task, and T is the336

total number of steps in the agent’s execution trace.337

A TDD close to 0 indicates expert-like task de-338

composition, while negative values suggest under-339

decomposition and positive values indicate over-340

decomposition.341

4 Experiment342

We consider both closed- and open-source models.343

Our evaluation is conducted under a greedy decod-344

ing and zero-shot setting to assess the capability of345

models to generate accurate answers without fine-346

tuning or few-shot demonstrations on our bench-347

mark. For all models, we use the same minimalist348

prompt for comparison fairness. All experiments349

are conducted with NVIDIA H100 GPUs. All eval-350

uation results are judged using GPT-4o-mini. All351

prompts are detailed in Appendix A.352

We have equipped the model with web search353

capabilities through the Brave Search API 4 to sim-354

ulate realistic information retrieval patterns. Brave355

Search is selected for its privacy-preserving archi-356

tecture and security features, ensuring that search357

queries remain untracked and results are delivered358

without personalization bias. Each search query re-359

4https://brave.com/search/api

turns up to 20 results, providing the model with di- 360

verse information sources while maintaining com- 361

putational efficiency. Furthermore, we have also 362

implemented a complementary web_fetch function 363

that enables the model to fetch raw HTML con- 364

tent from specific URLs. This dual-functionality 365

approach allows the model to first discover rele- 366

vant sources through search queries, then extract 367

detailed information from selected webpages, mim- 368

icking the natural information-seeking patterns ob- 369

served in human web browsing behavior. The cal- 370

culation process for metrics can be found in Ap- 371

pendix C. 372

4.1 LLM is a Conservative 373

Case studies in Appendix D.1 identify three mecha- 374

nisms triggering unnecessary web searches (USR), 375

with significant domain variation shown in Table 1. 376

Knowledge Boundary Ambiguity. Models of- 377

ten fail to distinguish stable theoretical foundations 378

from evolving empirical data. Specialized domains 379

like BM (41.9%), ST (39.5%), and FI (39.6%) 380

show significantly higher USR than CS (32.9%). 381

Case 1 exemplifies this: Gemini-2.5-Pro searched 382

for "electron transport chain steps" despite its sta- 383

tus as fundamental biochemistry, leading to a BM 384

USR 47.8% higher than its CS performance. 385

Contextual Misdirection. Temporal markers 386

5
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Table 1: Performance metrics across all domains. CS: Culture & Society, ST: Science & Technology, BM: Biology
& Medicine, EN: Environment, FI: Finance, Avg.: Overall Average. Our evaluation is conducted under a greedy
decoding and zero-shot setting. For all models, we use the same minimalist prompt for comparison fairness.

CS ST BM
Model USR IIIR TDD USR IIIR TDD USR IIIR TDD

Claude-3.7-Sonnet (Anthropic, 2025) 18.9 24.5 1.8 27.2 28.3 2.6 28.5 31.2 2.8
Grok-4 (xAI, 2025) 22.4 29.1 2.2 31.5 34.6 3.1 33.2 38.9 3.4
Gemini-2.5-Pro (Comanici et al., 2025) 22.8 29.8 2.3 32.1 35.2 3.2 33.7 39.6 3.5
Gemini-2.5-Flash (Comanici et al., 2025) 23.7 30.9 2.3 33.0 36.4 3.3 34.6 40.8 3.5
GPT-4o (OpenAI, 2024b) 25.3 32.7 2.4 35.8 38.5 3.3 37.2 42.1 3.6
DeepSeek-R1 (Guo et al., 2025a) 29.5 35.4 2.2 33.7 37.9 3.0 44.3 48.2 3.2
Kimi-K2 (Team et al., 2025) 26.5 38.6 2.7 37.3 42.8 3.8 38.6 46.5 4.0
GPT-o4-mini (OpenAI, 2024a) 28.9 41.2 2.5 39.6 45.5 3.3 41.0 49.2 3.7
Qwen2.5-72B-Instruct (Team, 2024) 38.2 52.3 3.4 50.5 58.7 4.5 52.8 63.4 4.7
Llama3.1-70B-Instruct (Dubey et al., 2024) 43.7 61.8 3.8 56.2 68.2 5.0 58.5 72.5 5.3

EN FI Avg.
Model USR IIIR TDD USR IIIR TDD USR IIIR TDD

Claude-3.7-Sonnet 22.3 26.7 2.2 27.1 29.4 2.6 24.8 28.0 2.4
Grok-4 26.6 32.5 2.7 30.3 36.0 3.1 28.8 34.2 2.9
Gemini-2.5-Pro 27.0 33.2 2.8 30.9 36.8 3.2 29.3 34.9 3.0
Gemini-2.5-Flash 27.9 34.3 2.6 31.9 38.1 3.0 30.2 36.1 2.9
GPT-4o 29.6 35.9 2.9 34.6 40.3 3.3 32.5 37.9 3.1
DeepSeek-R1 34.7 41.5 2.6 42.5 47.6 3.0 37.0 42.1 2.8
Kimi-K2 31.2 39.7 3.3 37.0 44.2 3.7 34.1 42.4 3.5
GPT-o4-mini 33.4 42.3 3.1 39.4 46.9 3.6 36.5 45.0 3.2
Qwen2.5-72B-Instruct 44.7 56.8 4.0 50.3 62.1 4.4 47.3 58.7 4.2
Llama3.1-70B-Instruct 50.1 65.4 4.5 56.0 70.8 4.9 52.9 67.7 4.7

trigger retrieval even for axiomatic facts. In Case387

2, Kimi-K2 searched for "CNN architecture before388

2022," a well-documented historical topic. Such389

linguistic triggers contributed to Kimi-K2’s ST390

USR of 37.3%, 40.8% higher than its CS baseline.391

Cognitive Triggering Patterns. Epistemic qual-392

ifiers (e.g., "according to current research") prompt393

defensive searches regardless of knowledge stabil-394

ity. Open-source models exhibit particularly high395

USR; Llama3.1-70B-Instruct reached 52.9% over-396

all, 113.3% worse than Claude-3.7-Sonnet. Even397

top-tier models show vulnerability, with Claude’s398

BM USR being 50.8% higher than its CS rate. This399

systematic hypercaution in complex domains com-400

promises efficiency without improving accuracy.401

4.2 LLM Overtrusts Web Sources402

LLMs exhibit a systematic tendency to adopt403

web-retrieved information without rigorous fact-404

checking. Our results in Table 1 quantify this via405

IIIR, measuring how frequently models uncritically406

propagate incorrect search results.407

Widespread Uncritical Acceptance. IIIR408

reveals pervasive overtrust across all models409

(28.0%–67.7%). Open-source models are most 410

vulnerable: Llama3.1-70B-Instruct reaches 67.7% 411

IIIR, incorporating plausible-but-false information 412

in two-thirds of cases, followed by Qwen2.5-72B- 413

Instruct (58.7%). Proprietary models perform 414

better but remain problematic: GPT-4o (37.9%), 415

Gemini-2.5-Pro (34.9%), and Claude-3.7-Sonnet 416

(28.0%). Despite a 2.4× performance gap, even the 417

strongest model is misled over a quarter of the time 418

by coherent misinformation. 419

Domain-Specific Vulnerability. Vulnerability 420

varies by domain: BM (47.2% avg IIIR) and FI 421

(45.2%) are the highest, while CS (37.6%) is the 422

lowest. This consistent ranking suggests certain 423

domains contain more superficially plausible but 424

factually incorrect web content. 425

The transformer attention mechanism often pri- 426

oritizes textual coherence over factual accuracy, 427

mistaking linguistic fluency for correctness. As 428

shown in Appendix D.2 Case 3, Claude-3.7-Sonnet 429

anchored on an authoritative Wikipedia table to 430

incorrectly identify Zhong Shanshan as China’s 431

wealthiest person, despite retrieving newer arti- 432

cles favoring Zhang Yiming. Case 4 illustrates 433
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Qwen2.5-72B-Instruct accepting "One Bangkok434

O4H4" as the city’s tallest building; the model’s at-435

tention was triggered by technical granularity (dec-436

imal heights), causing it to ignore a critical "On437

Hold" status qualifier. The correct answer, Magno-438

lias Waterfront Residences, was overlooked as it439

lacked similar technical precision.440

4.3 LLM Lacks Planning Abilities441

Large language models exhibit significant deficien-442

cies in strategic planning when orchestrating tools443

for multi-faceted queries. Rather than decompos-444

ing complex information needs into structured sub-445

tasks, models frequently resort to two problematic446

approaches. First, they employ "query compres-447

sion", attempting to encapsulate multiple distinct448

requirements within a single, semantically over-449

loaded search. Second, they generate redundant,450

poorly-structured parallel searches that fail to build451

upon intermediate results. Both patterns reflect an452

absence of coherent decomposition strategies.453

Planning Deficiency. Table 1 demonstrates sys-454

tematic planning deficits through Task Decom-455

position Deviation (TDD), where lower scores456

indicate closer alignment with expert strategies.457

Claude-3.7-Sonnet achieves the best decomposi-458

tion (TDD=2.4), followed by DeepSeek-R1 (2.8)459

and Grok-4 (2.9), while larger open-source mod-460

els show severe deviations, Llama3.1-70B-Instruct461

(4.7) and Qwen2.5-72B-Instruct (4.2). Techni-462

cal domains exacerbate planning challenges: BM463

shows TDD scores of 5.3 (Llama3.1) and 4.7464

(Qwen2.5) compared to 3.8 and 3.4 in CS.465

As shown in subsection D.3, Case 6 exempli-466

fies query compression: Llama3.1-70B-Instruct467

collapses a five-step sequential chain (list UN-468

ESCO sites → identify countries → determine reli-469

gions → filter by Buddhism → retrieve unemploy-470

ment rates) into a single overloaded query. Case 5471

demonstrates redundant search: GPT-4o executes472

three overlapping simultaneous searches for ocean473

acidification data rather than systematically (1) es-474

tablishing baseline trends, (2) gathering institution-475

specific reports, and (3) comparing methodologies.476

These cases illustrate how models fail to recog-477

nize when tasks require sequential decomposition478

versus parallel information gathering.479

5 Mitigation Strategies480

5.1 Direct Preference Optimization481

To address the identified conservative search be-482

haviors, we propose a targeted approach leveraging483

DPO (Algorithm 1) with systematically constructed 484

preference data. Our training data is constructed 485

from a corpus of queries previously discarded dur- 486

ing BrowseBench creation phase. For each query, 487

we generate a preference pair by producing two 488

distinct completions with Qwen-2.5-72B-Instruct. 489

Preference Pair Construction. The construc- 490

tion of these pairs is governed by a clear heuristic: 491

we generate one response with tool access and an- 492

other without. Formally, for a query q, we obtain 493

two responses: rtool (with tool access) and rdirect 494

(without tools). The preference labeling follows: 495

(rw, rl) =

{
(rdirect, rtool) if rdirect = rtool

(rtool, rdirect) if rtool ̸= rdirect
(4) 496

where rw denotes the chosen (preferred) response 497

and rl denotes the rejected response. This heuristic 498

penalizes superfluous tool use when tools provide 499

no new information, while rewarding tool invoca- 500

tion when it yields novel or more accurate content. 501

Following training on 10K preference pairs, 502

Qwen-2.5-72B-Instruct exhibits more efficient tool 503

usage behaviors. As shown in Table 2, model 504

achieves a better balance between relying on in- 505

ternal weights and seeking external data, resulting 506

in a relative reduction in USR. 507

5.2 Attention Refinement 508

To mitigate the uncritical acceptance of retrieved 509

web content, we propose a query-aware Attention 510

Refinement mechanism (Algorithm 2) that dynami- 511

cally adjusts weights based on search intent. Our 512

approach employs a dual-mode strategy: content 513

directly corresponding to active search keywords 514

receives high attention by default, while "periph- 515

eral" content receives high attention only upon an 516

exact match. Partial or approximate matches for 517

these peripheral constraints are masked entirely. By 518

distinguishing between intentional and incidental 519

retrieval, this mechanism filters out the tangentially 520

related information that often triggers hallucina- 521

tions. As shown in Table 2, this refinement enables 522

the model to maintain focus on genuinely relevant 523

information and improves overall retrieval accu- 524

racy. 525

5.3 Hierarchical Query Decomposition 526

To address the systematic deficiency in strategic 527

planning, we propose a Hierarchical Query De- 528

composition (HQD) framework (Algorithm 3) that 529
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Table 2: Mitigation Strategies’ Effect on Qwen-2.5-72B-Instruct. M1:Direct Preference Optimization; M2:Attention
Refinement; M3:Hierarchical Query Decomposition; M1+M2+M3:Hybrid mitigation strategies.

CS ST BM
Model USR IIIR TDD USR IIIR TDD USR IIIR TDD

Qwen2.5-72B-Instruct 38.2 52.3 3.4 50.5 58.7 4.5 52.8 63.4 4.7
∆ M1 -5.2 - - -7.5 - - -8.1 - -
∆ M2 - -10.3 - - -12.8 - - -13.5 -
∆ M3 - - -1.2 - - -1.5 - - -1.6
∆ M1+M2+M3 -4.8 -12.8 -1.1 -7.0 -14.5 -1.4 -7.6 -16.1 -1.5

EN FI Avg.
Model USR IIIR TDD USR IIIR TDD USR IIIR TDD

Qwen2.5-72B-Instruct 44.7 56.8 4.0 50.3 62.1 4.4 47.3 58.7 4.2
∆ M1 -6.8 - - -8.3 - - -7.2 - -
∆ M2 - -11.5 - - -13.7 - - -12.4 -
∆ M3 - - -1.3 - - -1.4 - - -1.4
∆ M1+M2+M3 -6.3 -12.2 -1.2 -7.8 -15.0 -1.3 -6.7 -14.1 -1.3

explicitly models query planning as a structured530

decision problem, enabling more effective multi-531

round tool coordination. Given a complex query Q,532

our approach leverages the LLM’s inherent reason-533

ing capabilities through carefully designed prompts534

to decompose it into atomic information units and535

construct a directed acyclic graph G = (V,E),536

where vertices represent sub-queries {q1, ..., qn}537

and edges encode information dependencies. Sub-538

sequently, we implement a progressive acquisition539

strategy that respects these dependencies while540

maximizing information gain per query cost: q∗ =541

argmaxq∈candidates InfoGain(q, I)/Cost(q), where542

information gain estimates the expected reduction543

in uncertainty H(Q|I)−E[H(Q|I∪Result(q))]. A544

dynamic refinement mechanism adjusts subsequent545

queries based on accumulated information, allow-546

ing the system to eliminate redundant searches and547

identify emergent information needs through in-548

context learning. As shown in Table 2, this ap-549

proach enables the model to improve multi-round550

tool coordination and query decomposition.551

5.4 Hybrid mitigation strategies552

As shown in Table 2, when all three mitigation553

strategies are applied simultaneously (Algorithm 4),554

the model demonstrates interesting synergistic ef-555

fects that diverge from simple additive expecta-556

tions across different metrics. The hybrid strat-557

egy shows amplified performance on IIIR, where558

the improvement exceeds M2’s individual contri-559

bution. This synergy arises because M3’s hierar-560

chical query decomposition provides more focused 561

sub-queries, enabling M2’s attention mechanism 562

to more effectively filter relevant information. The 563

structured decomposition reduces the search space 564

for attention refinement, leading to more precise 565

identification of truly relevant content. Conversely, 566

the improvements in USR and TDD fall slightly 567

short of their respective individual strategy con- 568

tributions (M1 and M3). This suggests a subtle 569

trade-off when multiple strategies operate concur- 570

rently. The enhanced information filtering from 571

M2 and granular query decomposition from M3 572

inadvertently trigger more conservative search be- 573

havior, partially offsetting M1’s optimization of 574

search decision boundaries. While M1 trains the 575

model to search more appropriately, the heightened 576

precision requirements imposed by M2 and M3 577

make the model slightly more cautious in initiating 578

searches and marginally less efficient in decision 579

path length, as it prioritizes accuracy over brevity. 580

6 Conclusion 581

BrowseBench investigates LLM Browsing agents’ 582

over-reliance on web tools, identifying failures in 583

redundant searching, trust calibration, and query 584

planning. We show that interventions like DPO, 585

AR, and HQD substantially mitigate these issues. 586

The study emphasizes the necessity of metacogni- 587

tive skills for balancing internal knowledge with 588

retrieval, providing a framework to improve agent 589

efficiency and information quality. 590
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Limitations591

While our work provides the first systematic in-592

vestigation into browsing agent over-reliance pat-593

terns, several limitations should be noted. First,594

BrowseBench’s controlled experimental design,595

though enabling rigorous analysis, may not fully596

capture the complexity of real-world information-597

seeking scenarios and dynamic web environments.598

Second, our proposed mitigation strategies are eval-599

uated on specific model architectures, and their gen-600

eralizability across different LLM families, scales,601

and rapidly evolving capabilities requires further602

investigation. Third, our focus on over-reliance603

patterns primarily addresses efficiency and error604

reduction but does not comprehensively examine605

other critical aspects such as privacy considerations,606

handling conflicting information sources, or robust-607

ness against adversarial content and misinforma-608

tion. Additionally, determining precise boundaries609

of reliable internal knowledge remains challeng-610

ing, particularly for information near the knowl-611

edge cutoff or in rapidly evolving domains. Fi-612

nally, our evaluation metrics may not fully capture613

subtle trade-offs between search efficiency and in-614

formation comprehensiveness—seemingly "exces-615

sive" searches might sometimes provide valuable616

verification or unexpected insights, suggesting the617

need for more nuanced frameworks that account618

for these complexities in future work.619
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A Prompts822

Prompt for Label

You are an expert domain classifier. Your task is to classify a given query into one or more of the following domains
based on its primary topic and intent.
Domain Definitions:
CS (Culture & Society): Queries related to social issues, cultural topics, arts, literature, history, politics, education, law,
philosophy, psychology, linguistics, anthropology, demographics, and human behavior.
ST (Science & Technology): Queries related to computer science, engineering, mathematics, physics, chemistry,
astronomy, technology products, software development, AI/ML, data science, telecommunications, and technical
problem-solving.
BM (Biology & Medicine): Queries related to human health, diseases, medical treatments, pharmaceuticals, anatomy,
physiology, genetics, biotechnology, nutrition, mental health, healthcare systems, and clinical research.
EN (Environment): Queries related to ecology, climate change, environmental protection, natural resources, wildlife,
conservation, pollution, renewable energy, sustainability, and earth sciences.
FI (Finance): Queries related to economics, banking, investments, stock markets, cryptocurrencies, personal finance,
accounting, business strategy, trade, monetary policy, and financial regulations.
Classification Guidelines: - Assign the PRIMARY domain that best matches the query’s main focus - A query can
belong to multiple domains if it spans multiple areas (e.g., "impact of AI on healthcare" → ST + BM) - Maximum one
domain per query unless the query explicitly covers more areas - Consider the user’s intent and the type of answer they
seek - When uncertain between domains, choose the one most central to answering the query
Response Format:
DOMAIN(S): [Domain code(s), e.g., ST or ST, BM]
CONFIDENCE: [HIGH/MEDIUM/LOW]
REASONING: [Brief explanation (1-2 sentences) of why this domain was chosen, mentioning key words or concepts
from the query that indicate this classification]
Examples:
Query: "What are the symptoms of diabetes?" DOMAIN(S): BM CONFIDENCE: HIGH REASONING: This query
directly asks about a medical condition and its symptoms, which is clearly within the Biology & Medicine domain.
Query: "How does machine learning improve medical diagnosis?" DOMAIN(S): ST, BM CONFIDENCE: HIGH
REASONING: This query bridges technology (machine learning) and medicine (diagnosis), requiring knowledge from
both Science & Technology and Biology & Medicine domains.
Query: "What is the current interest rate set by the Federal Reserve?" DOMAIN(S): FI CONFIDENCE: HIGH
REASONING: This query is about monetary policy and interest rates, which are core Finance domain topics.
Query: "How does deforestation affect biodiversity?" DOMAIN(S): EN CONFIDENCE: HIGH REASONING: This
query focuses on environmental impact and ecological systems, placing it firmly in the Environment domain.
Query: "What is the historical significance of the Renaissance?" DOMAIN(S): CS CONFIDENCE: HIGH
REASONING: This query asks about a cultural and historical period, which belongs to Culture & Society domain.

Now classify the following query:
Query: [query]

823
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Prompt for Response Judge

You are an answer consistency evaluator. Your task is to determine whether Model Answer B is consistent with Reference
Answer A.
Evaluation Criteria
Compare the two answers based on:
1. **Core Information**: Whether key facts, data, and conclusions match
2. **Semantic Meaning**: Whether the meaning is the same even if wording differs
3. **Completeness**: Whether B covers the main information points from A
4. **Accuracy**: Whether B contradicts any content in A

Judgment Rules
- Answer "Yes" if: B’s core content aligns with A, even if expressed differently. B may include reasonable additional
details or use different phrasing.
- Answer "No" if: B contradicts A factually, omits critical information, or reaches different conclusions.

Output Format
Provide your judgment in the following format:

<judgment>Yes</judgment> or <judgment>No</judgment>

Content to Evaluate
**Reference Answer A**:

[Content of Answer A]

**Model Answer B**:

[Content of Answer B]

Provide your judgment.
824

Prompt for Model Response

You are an expert in composing functions. You are given a question and a set of possible functions. Based on the
question, you will need to make appropriate function/tool calls to achieve the purpose.

Response format:
- If no functions needed: NO_FUNCTION_NEEDED: [<answer>your answer</answer>]

- If functions needed:

[func_name1(params_name1=params_value1, params_name2=params_value2...), func_name2(params)]

- Do not include other text when making function calls

Available functions: functions

825
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Prompt for Generation

Task: Analyze the given seed query and generate diverse variations by strategically modifying its parts of speech,
temporal expressions, and linguistic tone while preserving the query’s informational intent. Instructions:
1. Grammatical Analysis: First, identify the key parts of speech in the seed query:

Nouns (subjects, objects, entities)
Adjectives (descriptive modifiers)
Verbs (actions, states)
Named entities (locations, organizations, technologies, etc.)
Temporal expressions (if any)
Tone markers (formal/informal indicators)

2. Domain-Specific Transformation: Based on the query’s domain, apply appropriate modifications:
Example1: Culture & Society:
Replace cultural/geographical references (e.g., American → French, Japanese, Brazilian)
Substitute cultural elements while maintaining parallel concepts Vary demographic references (age groups, social
groups, etc.)

3. Temporal & Tone Augmentation:
Temporal Modifications:
Add time markers: "in 2025", "recently", "latest", "current", "upcoming", "historical"
Add temporal qualifiers: "now", "today", "this year", "in the past decade"
Add urgency indicators: "right now", "immediately", "as soon as possible"
Add frequency markers: "daily", "regularly", "occasionally"

Tone & Style Variations:
Conversational tone: Add filler words and colloquialisms
"like", "you know", "I mean", "kind of", "sort of"
"actually", "basically", "literally", "honestly"

Uncertain/questioning tone:
"maybe", "perhaps", "possibly", "probably"
"I wonder if", "does anyone know", "any idea"

4. Generation Guidelines:
Generate 8-12 diverse variations per seed query
Maintain the original query’s search intent and complexity
Ensure variations reflect realistic search behaviors
Mix different augmentation strategies (don’t apply all at once)
Preserve grammatical correctness and natural phrasing
Balance between formal and informal variations

Output Format:
Generated Variations: <generated>new query</generated>
Seed Query: [query]
Output:

826
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B BrowseBench Statistics 827

Our dataset comprises 1,500 queries equally distributed across five domains, with each query validated 828

against expert decision paths to ensure answerability. 829

Domain Distribution. The dataset contains 300 queries from each of five domains: Culture & Society 830

(CS), Science & Technology (ST), Biology & Medicine (BM), Environment (EN), and Finance (FI). This 831

balanced distribution ensures comprehensive evaluation across diverse knowledge areas with varying 832

temporal dynamics and factual verification requirements. 833

Keyword Annotation. Each query is annotated with 3-6 keywords for fine-grained categorization. The 834

distribution follows: 450 queries (30%) with 3 keywords, 450 queries (30%) with 4 keywords, 300 queries 835

(20%) with 5 keywords, and 300 queries (20%) with 6 keywords. This multi-dimensional annotation 836

enables analysis of agent behavior across different topical granularities. 837

Expert Baseline for USR. To establish the baseline for unnecessary search detection, we collected 838

expert search behaviors across all queries. We categorize queries by information accessibility: 30% can be 839

answered from the model’s internal knowledge without web search, while the remaining 70% require web 840

tool usage. Among queries requiring web tools, 46% need a single search, 39% require 2-3 searches, and 841

15% require 4 or more searches. On average, experts perform 3.2± 1.8 searches per query (calculated 842

over queries requiring web tools), with notable domain variations: CS (2.8± 1.5), ST (3.6± 2.1), BM 843

(3.4± 1.9), EN (3.1± 1.7), and FI (3.3± 1.8). The overall distribution shows that 28% of queries require 844

1-2 searches, 47% require 3-4 searches, and 25% require 5 or more searches. 845

Interference Information Detection for IIIR. To evaluate models’ critical assessment capabilities, 846

we utilize the IIIR metric to quantify the extent to which a model uncritically adopts misleading content. 847

For each query, we identify Ninterference_retrieved by extracting all factually incorrect claims from the URLs 848

accessed during the search process. Our statistics show that models are exposed to an average of 5.8± 2.4 849

interfering claims per query. These claims are categorized into four types: factual errors (35%), numerical 850

inaccuracies (28%), causal relationship misattributions (22%), and temporal errors (15%). All identified 851

interference is strictly verified against authoritative ground truth, including academic databases and official 852

statistics. By tracking whether these specific claims (Ninterference_incorporated) appear in the model’s final 853

output, IIIR provides a realistic benchmark for assessing a model’s robustness against overtrust and its 854

ability to filter unreliable web information. 855

Task Complexity for TDD. Among the 1,500 queries, 450 (30%) can be answered from internal 856

knowledge without web tool usage, resulting in an expert decision path length of 1 step. The remaining 857

1,050 queries (70%) require web tools and form the effective evaluation set for TDD. These queries are 858

stratified by task complexity: simple queries (2-3 steps, 380 queries, 36%), medium complexity queries 859

(4-5 steps, 520 queries, 50%), and complex queries (5+ steps, 150 queries, 14%). The average expert 860

decision path length is Lexpert = 3.2 ± 1.8 steps for queries requiring web tools. Each step represents 861

either a web_search, web_fetch operation or a single response. 862
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C Metrics Calculation Process863

To ensure the reproducibility of our experiments and the precision of our evaluation, this section details864

the specific calculation workflows for the three core metrics in BrowseBench: USR, IIIR, and TDD. All865

automated semantic judgments (e.g., comparing answers) are performed using Qwen-2.5-7B-Instruct to866

maintain consistency.867

C.1 Unnecessary Search Rate (USR) Calculation868

The Unnecessary Search Rate (USR) quantifies the agent’s tendency to perform redundant searches869

when its parametric knowledge is sufficient to answer the query correctly. The evaluation process is870

defined as follows:871

1. Internal Knowledge Verification (Closed-Book Check): For every query q in the dataset, we872

first query the model in a “closed-book” setting (i.e., with web search tools disabled). We compare873

the model’s direct response (Adirect) against the expert-annotated reference answer (Aref). A judge874

(Qwen-2.5-7B-Instruct) evaluates whether Adirect provides a correct and complete answer consistent875

with Aref. If the model answers correctly using only internal knowledge, the query is classified as876

Solvable via Internal Knowledge.877

2. Redundancy Identification: We then observe the agent’s behavior in the “tool-augmented” setting878

for the same query. If a query was classified as Solvable via Internal Knowledge but the agent still879

executes web_search or web_fetch operations, these search steps are marked as unnecessary.880

3. Calculation: The USR is calculated as the ratio of unnecessary search actions to the total number of881

searches performed:882

USR =
Nunnecessary

Ntotal
× 100% (5)883

C.2 Interference Information Incorporation Rate (IIIR) Calculation884

The Interference Information Incorporation Rate (IIIR) measures the agent’s failure to filter out885

irrelevant or partially matching information (Interference) and its subsequent inclusion in the final886

response. The process relies on strict textual relevance matching:887

1. Interference Identification (Strict Matching): For every content segment retrieved by the agent’s888

search tools, we assess its relevance to the specific query intent using a text matching algorithm. We889

compare the keywords and constraints of the query against the retrieved content.890

Criterion: If the retrieved content does not completely match the query’s specific constraints (e.g.,891

it matches keywords but misses the specific year, location, or context), it is labeled as Interference892

Information (Ninterference_retrieved). Any content that is not a “Perfect Match” is treated as interference893

for this metric.894

2. Incorporation Verification: We analyze the agent’s final generated answer (Afinal). We check if895

the specific details from the labeled Interference Information appear in Afinal. If the agent includes896

this irrelevant or mismatched information (e.g., answering with data from 2023 when the query897

asked for 2024 because the search result was imperfect), it is recorded as an incorporation event898

(Ninterference_incorporated).899

3. Calculation:900

IIIR =
Ninterference_incorporated

Ninterference_retrieved
× 100% (6)901
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C.3 Task Decomposition Deviation (TDD) Calculation 902

Task Decomposition Deviation (TDD) evaluates the agent’s planning capability by comparing its 903

execution path length against human expert demonstrations. 904

1. Step Count Extraction: 905

• Agent Steps (Lagent): We count the total number of tool invocations (accumulated web_search 906

and web_fetch actions) performed by the agent to solve query q. 907

• Expert Steps (Lexpert): We retrieve the number of steps taken in the expert decision path 908

provided in the BrowseBench dataset for the same query. 909

2. Calculation: We calculate the absolute difference between the agent’s steps and the expert’s steps to 910

quantify the deviation in planning efficiency: 911

TDD = |Lagent − Lexpert| (7) 912

A TDD close to 0 indicates expert-like decomposition. High positive values indicate over- 913

decomposition (inefficient, fragmented searching), while values significantly deviating from the 914

expert baseline suggest a lack of strategic planning. 915
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D Case Study916

D.1 Cases on LLM is a Conservative917

Case 1; Model: Gemini-2.5-Pro; Domain: BM

Query: I’m not sure about this, but according to current research, what are the latest steps in the electron transport
chain?

Incorrect Response: web_search("latest research electron transport chain steps")

Correct Response: I can explain the electron transport chain (ETC) based on established biochemistry knowledge - this
is fundamental science that hasn’t changed since it was elucidated decades ago. The electron transport chain occurs
in the inner mitochondrial membrane and consists of these main steps: Complex I (NADH dehydrogenase): NADH
donates electrons, which are passed through iron-sulfur clusters and flavin mononucleotide (FMN). Protons are pumped
from the mitochondrial matrix to the intermembrane space. Complex II (Succinate dehydrogenase): Succinate from
the citric acid cycle donates electrons through FAD. This complex doesn’t pump protons but feeds electrons into the
chain via coenzyme Q. Coenzyme Q (ubiquinone): This mobile carrier shuttles electrons from Complexes I and II to
Complex III. Complex III (cytochrome bc1 complex): Electrons move through the Q cycle involving cytochromes b and
c1. More protons are pumped across the membrane. Cytochrome c: Another mobile carrier that transfers electrons from
Complex III to Complex IV. Complex IV (cytochrome c oxidase): The final complex transfers electrons to oxygen (the
terminal electron acceptor), reducing it to water. Additional protons are pumped here. ATP synthase (Complex V): Uses
the proton gradient created by the previous complexes to synthesize ATP from ADP and inorganic phosphate.

Analysis: This query involves fundamental biochemical knowledge that falls well within the model’s training cutoff. The
electron transport chain is a core concept in cellular respiration with well-established mechanisms that were elucidated
decades ago. The steps of the ETC (Complex I through Complex IV, along with ATP synthase) represent stable scientific
knowledge that has not changed since its discovery and characterization. The phrase "latest research" in the query
is misleading - while new details about regulatory mechanisms or disease implications may emerge, the basic steps
themselves are unchanging fundamental biology. Since this information has essentially zero rate of change and requires
no real-time data, a direct response from the model’s knowledge is both appropriate and more efficient than web search.
The model should recognize that "latest steps" is a misconception, as the steps themselves are fixed, and provide the
established information directly.

918
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Case 2; Model: Kimi-K2; Domain: ST

Query: Please list 10 CNN network structures before 2022.

Incorrect Response: web_search("CNN network architecture before 2022")

Correct Response: Here are 10 CNN network structures proposed before 2022, along with their years of proposal and
key features:
1. LeNet-5 (1998) - One of the earliest CNNs, designed for handwritten digit recognition (MNIST). - Key features:
Convolutional layers + subsampling (pooling) + fully connected layers.
2. AlexNet (2012) - First deep CNN to win ImageNet, revolutionizing computer vision. - Key features: ReLU activation,
dropout, data augmentation, GPU acceleration.
3. VGGNet (2014) - Introduced the idea of using very small (3×3) convolution filters. - Key features: Simple, deep
architecture (VGG-16, VGG-19).
4. GoogLeNet/Inception-v1 (2014) - Introduced the Inception module for efficient computation. - Key features: 1×1
convolutions for dimensionality reduction, multi-scale feature extraction.
5. ResNet (2015) - Solved the vanishing gradient problem with residual connections. - Key features: Skip connections,
very deep networks (up to 152 layers).
6. Inception-v3 (2015) - Improved Inception with factorized convolutions and batch normalization. - Key features:
Asymmetric convolutions (e.g., 1×7 and 7×1).
7. DenseNet (2017) - Connected every layer to every other layer in a feed-forward manner. - Key features: Dense
connections, parameter efficiency.
8. SENet (2017) - Introduced Squeeze-and-Excitation blocks to model channel-wise dependencies. - Key features:
Attention mechanism for feature recalibration.
9. EfficientNet (2019) - Optimized scaling of depth, width, and resolution uniformly. - Key features: Compound scaling,
mobile-friendly efficiency.
10. RegNet (2020) - Proposed a new network design paradigm using linear parameter growth. - Key features: Structured,
reproducible architecture search.
These networks laid the foundation for modern computer vision, with innovations in depth, efficiency, and attention
mechanisms.

Analysis: This query involves stable technical knowledge that falls well within the model’s training cutoff. CNN
architectures are foundational concepts in deep learning with well-documented specifications. Since the information
requested has a slow rate of change and requires no real-time data, direct response from the model’s knowledge is
appropriate and more efficient than web search.

919
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D.2 Cases on LLM Overtrusts Web Sources920

Case 3; Model: Claude-3.7-Sonnet; Domain: FI

Query: In May 2025, according to Forbes, who is the wealthiest billionaire from the world’s largest seafood-producing
country?

Process: 1. web_search("world’s largest seafood producing country 2025")
2. web_search("richest Chinese billionaire Forbes May 2025")
3. web_fetch("https://en.wikipedia.org/wiki/List_of_Chinese_by_net_worth")

WebContent: 2022 Chinese billionaires top 100 list
The hundred entrepreneurs billionaires are listed as follows, including their China (mainland) rank (C) and world rank
(W), citizenship, age, net worth, and source of wealth:
C W Name Age (y.o.) Net worth (billions of USD) Source of wealth Ref.
1 17 Zhong Shanshan 77–78 Decrease 65.7 -US$3.2B The chair of Nongfu Spring
2 25 Zhang Yiming 42 Increase 50 +US$14.4B The developer of TikTok

web_fetch("https://townflex.com/top-20-richest-people-in-china")
WebContent: xxx
web_fetch("https://www.forbes.com/sites/zinnialee/2024/11/06/amid-price-war-bottled-water-billionaire-zhong-
shanshan-remains-chinas-richest-person")
WebContent: xxx
web_fetch("https://technext24.com/2025/03/27/tiktok-zhang-yiming-china-richest-person") and so on

Incorrect Response: Zhong Shanshan

Correct Response: Zhang Yiming

Analysis: The model’s response demonstrates systematic overtrust in seemingly authoritative sources. Zhang Yiming
becomes China’s richest man in March 2025, with a net worth of $57.5 billion (or $65.5 billion according to Forbes
estimates), surpassing Nongfu Spring’s Zhong Shanshan and Tencent’s Ma Huateng.

921

Case 4; Model: Qwen2.5-72B-Instruct; Domain: CS

Query: What’s the tallest building in Thailand’s most visited city in 2024?

Process: 1. web_search("Thailand 2024 most visited city")
2. web_search("the tallest building Bangkok")
3. web_fetch("https://www.skyscrapercenter.com/building/one-bangkok-o4h4/29323")
WebContent: HEIGHT: 436.1 m / 1,431 ft
FLOORS: 92
Official Name: One Bangkok O4H4
Other Names: One Bangkok Phase 3 Tower 1
Name of Complex: One Bangkok
Type: Building
Status: On Hold
Country: Thailand
City: Bangkok
Address: Rama 4 Road
Function: Hotel / Office

web_fetch("https://www.facebook.com/groups/bkk60days/posts/1014165320820164/")
WebContent: xxx
web_fetch("https://en.wikipedia.org/wiki/ListoftallestbuildingsinBangkok”)andsoon

Incorrect Response: One Bangkok O4H4

Correct Response: Magnolias Waterfront Residences Iconsiam

Analysis: One Bangkok O4H4 is still under construction, so the tallest building in Bangkok is still Magnolias Waterfront
Residences Iconsiam.

922
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D.3 Cases on LLM Lacks Planning Abilities 923

Case 5; Model: GPT-4o; Domain: EN

Query: Is ocean acidification accelerating or stabilizing since 2020, what do different oceanographic institutes report,
and how do their measurement methodologies differ?

Incorrect Plan:
1. web_search("ocean acidification trends since 2020 oceanographic institutreports")
2. web_search("ocean acidification measurement methodologies comparisoon research institutes")
3. web_search("ocean acidification rates accelenation data")

Correct Plan:
1. Understand the overall scientific consensus on recent trends: web_search("ocean acidification trends 2020-2025")
2. Gather reports from multiple authoritative sources: web_search("NOAA ocean acidification report"),
web_search("Scripps Institution of Oceanography pH measurements") and so on
3. Understand how measurement approaches vary: web_search("ocean acidification measurement methods pH alkalinity
comparison") and so on

Analysis: No coherent search strategy: the queries are broad and redundant, executed simultaneously without learning
from each other, trying to find ready-made comparisons rather than systematically gathering specific institutional data
first and then synthesizing it.

924

Case 6; Model: Llama3.1-70B-Instruct; Domain: CS

Query: Which UNESCO World Heritage Sites added in the last 5 years are located in countries where the majority
religion is Buddhism, and what was the unemployment rate in those countries during the year of designation?

Incorrect Plan: web_search("UNESCO sites added last 5 years Buddhism majority religion countries site designation
unemployment rate")

Correct Plan: 1. List new UNESCO sites added between 2020 and 2024
2. Determine the country where each site is located
3. Query the primary religion of each country
4. Filter countries with a predominantly Buddhist religion
5. Query the unemployment rate for each country in the year the site was added

Analysis: Single query with semantic overload.
925
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Algorithm 1 Direct Preference Optimization

Require: Query corpus D, base model πbase
Ensure: Optimized policy model πθ

1: Initialize preference dataset P ← ∅
2: for each query q ∈ D do
3: rtool ← πbase(q,with_tools)
4: rdirect ← πbase(q, no_tools)
5: if rtool = rdirect then
6: P ← P ∪ {(q, rdirect, rtool)} {Penalize superfluous tool use}
7: else
8: P ← P ∪ {(q, rtool, rdirect)} {Reward necessary tool use}
9: end if

10: end for
11: Train πθ on P using DPO objective
12: return πθ

Algorithm 2 Attention Refinement
Require: Query Q, search keywords Ksearch, retrieved content C, other query keywords Kother
Ensure: Refined attention weights A

1: Initialize attention weights A← 0
2: for each content segment ci ∈ C do
3: if ci aligns with Ksearch then
4: A[i]← high {Intentional retrieval target}
5: else if ci relates to Kother then
6: if ci exactly matches constraints in Kother then
7: A[i]← high {Complete match}
8: else
9: A[i]← 0 {Mask partial matches}

10: end if
11: else
12: A[i]← low {Irrelevant content}
13: end if
14: end for
15: return A

E Mitigation Strategies926

In response to these failure modes, we develop three mitigation strategies. First, DPO(Algorithm 1)927

enables models to learn nuanced boundaries for search decisions. Second, Attention Refinement(Algorithm928

2) helps agents focus on relevant information within retrieved content. Third, Hierarchical Query929

Decomposition(Algorithm 3) improves multi-round tool coordination and query decomposition. We930

further combine these strategies to form a hybrid strategy(Algorithm 4).931
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Algorithm 3 Hierarchical Query Decomposition

Require: Complex query Q, LLMM
Ensure: Final answer A

1: Decompose Q into sub-queries: G = (V,E) where V = {q1, ..., qn}
2: Initialize accumulated information I ← ∅
3: Initialize candidate queries candidates← {q ∈ V : in-degree(q) = 0}
4: while candidates ̸= ∅ and Q not fully answered do
5: Select optimal query:
6: q∗ ← argmaxq∈candidates

InfoGain(q,I)
Cost(q)

7: where InfoGain(q, I) = H(Q|I)− E[H(Q|I ∪ Result(q))]
8: Execute search q∗ and retrieve Result(q∗)
9: Update I ← I ∪ Result(q∗)

10: Refine remaining sub-queries based on I via in-context learning
11: Update candidates by removing q∗ and adding newly feasible queries
12: end while
13: Synthesize final answer A from accumulated information I
14: return A

F Ethical Statement 932

This research aims to improve the efficiency and reliability of LLM browsing agents, contributing to more 933

sustainable and trustworthy AI systems. However, we acknowledge important ethical considerations: 934

our mitigation strategies must be carefully calibrated to avoid under-reliance that could cause agents 935

to miss critical updated information, particularly in high-stakes domains like healthcare or legal advice 936

where outdated knowledge could cause harm. Users should be transparently informed when agents 937

rely on training data versus real-time web information, as these sources have different reliability and 938

recency characteristics. Additionally, improving agents’ selective trust in information sources could 939

inadvertently encode or amplify biases present in training data or web content. More efficient browsing 940

agents may enable broader deployment of systems that mediate information access, raising concerns 941

about user autonomy, filter bubbles, and information gatekeeping. We emphasize that our technical 942

contributions should be accompanied by robust governance frameworks, user control mechanisms, and 943

ongoing monitoring for unintended societal consequences. All experiments were conducted using publicly 944

available models and datasets without collecting personal user data, and we are committed to responsible 945

disclosure to encourage consideration of both benefits and risks of increasingly capable tool-augmented 946

AI systems. 947
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G Annotation Tutorial948

G.1 Instructions and Task Design949

The full instructions provided to the annotators are as follows:950

1. Consent and Privacy: Before starting, all participants were informed that their responses would be951

anonymized and used exclusively for academic research. They were required to agree to these terms952

to proceed.953

2. Task Goal: Annotators were asked to (a) verify the answerability of a given query, (b) perform a954

web search to find the most accurate information, and (c) record their step-by-step decision path955

(queries or keywords used, sources selected, and final reasoning).956

3. Quality Control: We provided 5 standard examples to each annotator as a warm-up. Only those957

who achieved 100% accuracy in the warm-up were permitted to continue.958

G.2 Recruitment and Compensation959

Participant Selection We recruited 25 annotators through a professional data service platform. To960

ensure high-quality labels for specialized domains like Finance and Medicine, all participants were961

required to hold at least a bachelor’s degree.962

Compensation We ensured fair compensation. Each query was paid at an average rate of $2.0, which963

equates to an hourly wage of approximately $12–$15 based on the average completion time (8–10 minutes964

per query). This rate is significantly higher than the platform’s average pay ($5/hour), reflecting the965

expertise required for the task.966

G.3 Ethics and Safety967

The queries in our dataset were manually filtered to ensure they do not contain sensitive personal968

information, hate speech, or harmful content. No personally identifiable information (PII) was collected969

from the annotators.970
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Algorithm 4 Hybrid Mitigation Framework for LLM Browsing Agents

Require: Query Q, base model πbase, training corpus D
Ensure: Final answer A with optimized tool usage and attention

1: /* Phase 1: Direct Preference Optimization for Tool Usage */
2: Initialize preference dataset P ← ∅
3: for each query q ∈ D do
4: Generate rtool ← πbase(q,with_tools)
5: Generate rdirect ← πbase(q, no_tools)
6: if rtool = rdirect then
7: P ← P ∪ {(q, rdirect, rtool)} {Penalize superfluous tool use}
8: else
9: P ← P ∪ {(q, rtool, rdirect)} {Reward necessary tool use}

10: end if
11: end for
12: Train optimized policy πθ on P using DPO objective
13:

14: /* Phase 2: Hierarchical Query Decomposition */
15: Decompose Q into sub-query DAG: G = (V,E) where V = {q1, ..., qn}
16: Initialize accumulated information I ← ∅
17: Initialize candidate queries candidates← {q ∈ V : in-degree(q) = 0}
18: while candidates ̸= ∅ and Q not fully answered do
19: Select optimal sub-query: q∗ ← argmaxq∈candidates

InfoGain(q,I)
Cost(q)

20: where InfoGain(q, I) = H(Q|I)− E[H(Q|I ∪ Result(q))]
21:

22: /* Phase 3: Query-Aware Attention Refinement */
23: Extract search keywords Ksearch from q∗ and other keywords Kother from Q
24: Execute search q∗ and retrieve content C
25: Initialize attention weights A← 0
26: for each content segment ci ∈ C do
27: if ci aligns with Ksearch then
28: A[i]← high {Intentional retrieval target}
29: else if ci relates to Kother then
30: if ci exactly matches all constraints in Kother then
31: A[i]← high {Complete match with query requirements}
32: else
33: A[i]← 0 {Mask partial matches to prevent hallucination}
34: end if
35: else
36: A[i]← low {Irrelevant content}
37: end if
38: end for
39:

40: Apply attention weights A to filter content C
41: Update I ← I ∪ FilteredResult(q∗,A)
42: Dynamically refine remaining sub-queries in V based on I via in-context learning
43: Update candidates by removing q∗ and adding newly feasible queries from V
44: end while
45:

46: Synthesize final answer A from accumulated information I using πθ
47: return A
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