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Abstract

Synthetic video generation is progressing very rapidly. The latest models can
produce very realistic high-resolution videos that are virtually indistinguishable
from real ones. Although several video forensic detectors have been recently
proposed, they often exhibit poor generalization, which limits their applicability
in a real-world scenario. Our key insight to overcome this issue is to guide the
detector towards seeing what really matters. In fact, a well-designed forensic
classifier should focus on identifying intrinsic low-level artifacts introduced by
a generative architecture rather than relying on high-level semantic flaws that
characterize a specific model. In this work, first, we study different generative
architectures, searching and identifying discriminative features that are unbiased,
robust to impairments, and shared across models. Then, we introduce a novel
forensic-oriented data augmentation strategy based on the wavelet decomposition
and replace specific frequency-related bands to drive the model to exploit more
relevant forensic cues. Our novel training paradigm improves the generalizability
of AI-generated video detectors, without the need for complex algorithms and
large datasets that include multiple synthetic generators. To evaluate our approach,
we train the detector using data from a single generative model and test it against
videos produced by a wide range of other models. Despite its simplicity, our
method achieves a significant accuracy improvement over state-of-the-art detectors
and obtains excellent results even on very recent generative models, such as NOVA
and FLUX.

1 Introduction

In recent years, the field of AI-based video generation has witnessed rapid advancements. Several
flexible tools exist, based on diffusion models, that generate high-quality videos from general
conditional inputs like text and images [41, 77, 95]. These powerful tools enable professionals
to use AI for innovative and creative applications, such as design, marketing, and entertainment.
However, the misuse of such technologies also raises ethical and social concerns related to the spread
of disinformation, the violation of intellectual property rights and more generally the erosion of
trust in digital media [28, 5, 46]. Therefore, there is an urgent need to develop effective methods for
distinguishing real from AI-generated videos.

Previous work in video forensics focused mostly on facial forgery detection [66, 83, 85, 33] and
proposed solutions that are specifically tailored to faces, for example, by analyzing head pose or
facial landmarks and appearance [54, 15], inconsistencies in skin texture or lip motion [49, 94, 34],
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Figure 1: Synthetic video generators leave distinct traces, that are observed in the frequency spectrum. We
leverage this observation to enhance their generalizability. To this end, we propose a novel training-time data
augmentation strategy based on wavelet-bands that forces the model to learn the frequency components that
best distinguish real from synthetic content. Fakes are also generated through video autoencoding to avoid
semantic bias and to trick the model into exploiting low-level forensic traces left by the modern video generation
architectures. Our training paradigm improves the generalizability of the detector without the need for complex
algorithms and large datasets that include multiple generators.

unnatural heart rate variations or motion [17, 24] or identity-based biometrics [1, 61]. However,
these approaches are inherently limited to facial content and struggle to generalize to more complex
and semantically rich synthetic videos generated by modern diffusion models. Only a few works
have been designed so far for fully generated video detection [12, 48, 52, 3, 43]. Such methods
focus primarily on designing novel and often complex architectures, neglecting the critical role of
the data. In fact, in forensic applications, the choice of training and test data is essential to ensure
that detectors learn generation-related cues, rather than spurious correlations encoded in the data
[74, 50, 10]. Even though the presence of dataset biases is a well-known risk in machine learning, it
still forms a significant and underestimated problem in forensics research. In [9], it was shown that
a popular benchmark dataset included real and manipulated images compressed at different JPEG
quality levels, causing classifiers to learn compression artifacts instead of tampering cues, leading to
poor generalization. This same issue was recently observed for the detection of AI-generated images
[31], while other works have pointed out the presence of other possible biases for the same task, such
as content or resolution bias [10, 65, 32].

In this work, our aim is to design a synthetic video detector that is truly based on generation-specific
artifacts, i.e. traces related to the generation process. This is because methods that rely exclusively
on data-driven learning or semantic errors in generation tend to overfit to the training data or to the
artifacts introduced by specific generators, e.g., certain semantic visual cues, such as the lack of
perspective or temporal consistency in the generated videos, which lead to poor generalization. We
overcome this limitation by identifying and integrating priors into the synthetic video detectors that
leverage forensic traces that are consistently present across diverse generative models.

To this end, we address the following questions: i) What are good discriminative and robust forensic
traces present in AI-generated videos? ii) What is a good strategy to exploit them? As a first step, we
identify the hidden forensic traces that are shared by modern video AI-generators and arise from the
generative architectures themselves. Prior art has shown that the up-sampling operations inherent
in the synthesis network give rise to quasi-periodic patterns that are clearly visible as peaks in the
high-frequency portion of the Fourier spectrum [93, 69]. As a consequence, several works exploited
high-frequency traces for AI-generated image detection [30, 47, 10]. Unfortunately, high-frequency
components are severely degraded by compression, especially by the strong compression usually
adopted for videos, with the effect of washing out the most prominent forensic traces (see Fig.3).
However, Diffusion-based generated content differs significantly from natural content not only at
high but also at medium frequencies [18]. This latter finding is especially important in this context
since we show that video compression impacts less the video’s diagonal mid-high frequencies, which
therefore turn out to be both discriminative and robust, a good basis to build effective detectors.

To exploit these traces we chose not to work on new detection architectures but, inspired by the recent
image-forensics literature [32], to focus on the crucial training phase, in order to emphasize the most
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meaningful artifacts and thus guide the detector in learning the right features. To this end, we build a
dataset of paired real-fake videos with the same caption and carry out two forms of augmentation
(see Figure. 1): 1) we add controlled fake videos by injecting the architecture-related artifacts on
real videos through a video autoencoder. This has already been shown to be effective in avoiding
possible semantic biases [65, 32]; 2) we push the model to exploit middle frequencies by a tailored
augmentation strategy that works on selected bands of a multiscale wavelet decomposition of the
video. This has the advantage of avoiding looking at speci�c compression cues that affect both real
and generated videos.

Overall, we make the following contributions:

• we �nd that inconsistencies in the middle-high (diagonal) frequency content of synthetic
video are discriminative, robust, and common across several different video generators, even
more recent models;

• we propose a novel augmentation strategy that works on the wavelet bands to guide the
model towards exploiting such cues;

• we show that by including this simple strategy we can outperform current SoTA methods
in terms of generalization. Across 15 different generators, our approach yields an average
improvement of around 12% in terms of accuracy.

2 Related Work

Text-driven video generation. Synthetic video generation has advanced rapidly in recent years,
driven largely by powerful tools like diffusion-based models. Early methods like Text2Video-Zero
[41], Modelscope [77], and Hotshot-XL [55] adapted image generators for video synthesis, but
struggled with challenges such as temporal coherence and motion consistency. Models—including
Mochi-1 [73], Allegro [95], Opensora-Plan [45], and CogVideoX [86]—introduce dedicated ar-
chitectures leveraging 3D causal autoencoders and 3D transformers, enabling better modeling of
spatio-temporal relationships. These models also achieve stronger semantic alignment with input
text and produce videos with higher quality and improved temporal consistency [36]. Recently,
autoregressive models, such as Loong [81] and NOVA [25], have shown impressive performance
for video generation. Although they are based on a completely different generation paradigm, we
show that they still exhibit anomalies similar to diffusion models that can be exploited by the forensic
classi�er.

Detection of AI-generated videos.Initial approaches for detecting fully generated videos focused
on human motion cues [6], while others adapted image-based forensic detectors using few-shot
learning [75]. More recent methods exploit both spatial and temporal artifacts. Bai et al.[3] propose a
two-branch CNN to capture spatial anomalies and optical �ow inconsistencies, while Chang et al.[11]
use three 3D CNNs that target appearance, motion, and geometry. Liu et al. [48] take a different path,
feeding RGB frames and reconstruction errors into a CNN+LSTM model, based on the idea that
diffusion models can better reconstruct synthetic images than real ones, a principle previously applied
to images [82]. Other methods leverage vision-language foundation models like CLIP [52], X-CLIP
[12], and LLaVa [71] to capture both spatial and temporal inconsistencies. A more recent approach
[43] also introduces a loss function to encourage attention over diverse spatial regions, improving
detection beyond facial areas. Differently from such works that focus on the architectural design and
train on datasets with standard augmentation, we propose a new training paradigm to capture more
robust low-level features, which ensure better generalization across different generative models.

Frequency artifacts. AI-generated images often exhibit distinctive Fourier-domain signatures that
reveal their synthetic origin. This was shown already for GAN generated images in [93, 69], where the
detector was developed to exploit the spectral peaks introduced by the upsampling operations common
to such architectures. Building on frequency-domain analysis, prior work [30, 27] trains models
on Fourier spectra extracted from real and synthetic images, while [26] shows that GAN-generated
images deviate from natural spectral distributions and proposes a simple detector based on the energy
spectrum. In [39], a spectral-based adversarial training is proposed to encourage the GAN generator
to better reproduce natural spectral distributions, while [35] shows that this training is not suf�cient
to make GAN-generated images undetectable. Also Diffusion models poorly reconstruct mid-band
frequencies compared to real images [18]. This is exploited in [16] that leverages frequency-guided
reconstruction to identify the information that the model struggles to reconstruct. Other works force
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