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ABSTRACT

We present a robust membership inference attack (RMIA) that amplifies the dis-
tinction between population data and the training data on any target model, by
effectively leveraging both reference models and reference data in our likelihood
ratio test. Our algorithm exhibits superior test power (true-positive rate) when
compared to prior methods, even at extremely low false-positive error rates (as
low as 0). Also, under computation constraints, where only a limited number of
reference models (as few as 1) are available, our method performs exceptionally
well, unlike some prior attacks that approach random guessing in such scenarios.
Our method lays the groundwork for cost-effective and practical yet powerful and
robust privacy risk analysis of machine learning algorithms.

1 INTRODUCTION

Membership inference attacks (MIA) determine whether a specific data point has been used in train-
ing of a model (Shokri et al.| 2017). These attacks represent a foundational tool in evaluating the
privacy risks of unintentional exposure of information due to training machine learning models on
different types of data in a wide range of scenarios. These scenarios encompass diverse settings
such as statistical models (Homer et al.| 2008 [Backes et al., [2016; [Sankararaman et al., 2009; Mu-
rakonda et al., [2021)), machine learning as a service (Shokri et al., 2017), federated learning (Nasr,
et all 2019; [Li et al., [2023; Jagielski et al.l 2023)), generative models (Carlini et al., 2021)), and
also privacy-preserving machine-learning (Steinke et al.| [2023; Nasr et al., 2021} Jagielski et al.,
2020). Membership inference attacks originated within the realm of summary statistics on high-
dimensional data (Homer et al.l |[2008). In this context, multiple hypothesis testing methods were
developed to optimize the trade-off between test power and associated errors for relatively straight-
forward computations (Sankararaman et al., 2009; Dwork et al., 2015; Murakonda et al.,|2021)). For
deep learning algorithms, these tests evolved from using machine learning itself to perform the mem-
bership inference test (Shokri et al.,2017) to using various approximations of the original statistical
tests (Sablayrolles et al.l 2019; Ye et al., [2022; [Carlini et al., 2022; Watson et al.,|2022b)). They also
vary based on the assumptions about threat models, as well as the amount of computation needed to
tailor the attacks to specific data points and models (e.g., global attacks (Shokr1 et al., 2017; |Yeom
et al., |2018)) versus per-sample tailored attacks (Ye et al., 2022; (Carlini et al., [2022} [Sablayrolles
et al.| 2019; Watson et al.| [2022b))) which necessitate training a large number of reference models.

Even though there have been substantial improvements in the effectiveness of attacks, their com-
putational expense has rendered them useless for practical privacy auditing. This is because the
auditor would have to dedicate significantly more resources to performing the privacy test than they
would to training the model itself. As we demonstrate in this paper, with a constrained computation
budget, some of these attacks, e.g., (Carlini et al.|[2022), verge on random guessing, for generalized
models. Furthermore, prior state-of-the-art attacks (Ye et al., 2022} (Carlini et al., 2022)) use seem-
ingly distinct likelihood ratio tests, and beyond empirical assessments, they do not provide a clear,
interpretable means of comparison. Also, as evidenced both in their papers and reproduced in ours,
these attacks exhibit mutual dominance, dominating each other depending on the test scenarios, such
as variations in the number of reference models. This calls for more robust yet efficient attacks.

We design robust attack algorithms that consistently achieve a high TPR on a limited com-
putation budget (specifically given a few reference models), while maintaining effectiveness
across all FPR, even as small as 0. Our attack (RMIA) dominates prior work in all scenarios.
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Figure 1: The performance comparison between our attack (RMIA) and the prior works (including
Attack-R (Ye et al., 2022) and LiRA (Carlini et al., [2022)), under computation constraints, with
the restriction of using only 1 reference model, for attacking one single model. LiRA approaches
random guessing, and RMIA outperforms other attacks throughout the TPR-FPR trade-off curve.

Our method outperforms prior state-of-the-art attacks Attack-R (Ye et al.} 2022) and LiRA (Carlini
et al.,|2022)) across all datasets, by achieving 5— 10% higher AUC and a remarkable 2x to 4 x higher
TPR at low FPRs, when using 2 reference models. When considering just 1 single reference model,
the improvement in AUC reaches 26%, compared with LiRA. See Figure I, When dealing with a
few reference models, Attack-R mainly suffers from low TPR at low FPR, while LiRA fails to get a
competitive AUC score beyond random guessing. In an offline scenario where the adversary exclu-
sively uses pre-trained reference models, RMIA demonstrates an impressive 28% higher AUC and
3x better TPR at zero FPR compared to LiRA. The offline version of our attack shows a compara-
ble performance to online attacks, as we aim to avoid the huge cost associated with training online
reference models. We also explore the effects of increasing available resources up to the levels used
in the prior works. Even though the other methods show a reasonable performance when using large
number (over 250) of reference models, our method still dominates them on benchmark datasets.

Our key innovation lies in designing a novel membership inference attack that effectively incorpo-
rates both population data as well as models trained on them as reference points in our hypothesis
test. When modeling the hull hypothesis, the prior work mostly compute the average likelihood of
the target data point not being included in the training set. To improve the power of the test, we
distinguish between the worlds in which the target data point could have been replaced with any
random sample from the population. Thus, the optimal adversary strategy calculates the likelihood
ratio over the null hypothesis tied to random samples from the population. The computation of the
likelihood ratio itself requires comparison with reference models. Essentially, our membership in-
ference test efficiently gauges the multiplicative distance between the probability of the target
data point and a random sample from the population, when computed on the target model
versus when it is computed from reference models. Thus, our attack is finely calibrated to the
interplay between data points and their relative probabilities in relation to models. This enhances the
differentiation between member and non-member data points, enabling more precise estimation of
test statistics and yielding a more resilient test. A significant aspect of our framework and attack is
its foundational nature; prior attacks can be framed as simplifications of ours. Our interpretation of
the prior work, using our framework, reveals the implicit assumptions and approximations in other
methods, shedding light on their reduced performance and instability.

Through extensive empirical analysis on benchmark datasets, we investigate the impact of varying
the number of models, the number of required inference queries, the similarity of reference models
to the target model, and the parameters in the attack construction. In all these scenarios, we notice
instabilities in the effectiveness of the prior attacks, depending on the settings. For example, in
offline setting or when using a few reference models, Attack-R dominates LiRA, but when using
many reference models in the online setting, LiRA outperforms Attack-R. However, even when
considering worst-case scenarios, RMIA consistently outperforms prior attacks in all settings.
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2 OUR METHOD

Membership inference attack (MIA) algorithms aim to determine whether a specific data point  was
used in the training of a given machine learning model 8. The concept of a membership inference
attack is modeled as an indistinguishability game between a challenger (the algorithm) and an ad-
versary (the privacy auditor) (Ye et al.||2022; |Carlini et al.|[2022; [Yeom et al., 2018)). We present the
standard MIA game in Definition [I} For a comprehensive understanding of membership inference
games, see (Ye et al., [2022)), and for their connection to other inference attack games, see (Salem
et al [2023). Essentially, there are two scenarios or worlds. In one world, the model 6 is trained
including x in the training set, whereas in the other, it excludes x. The adversary is randomly posi-
tioned in one of these worlds and tasked with inferring which world he is in, using only data point z,
the trained model 6, and his background knowledge about the data distribution.

Definition 1 (Membership Inference Game) (Shokri et al.| |2017; |Yeom et al| 2018, |Carlini
et al.| 2022 [Ye et al.| 2022)) Let 7 be the data distribution, and let T be the training algorithm.

o The challenger samples a training dataset S ~ w, and trains a model 6 ~ T (S).

 The challenger flips a fair coin b. If b = 1, it randomly samples a data point x from S.
Otherwise, it samples x ~ w, such that x ¢ S. The challenger sends the target model 0
and the target data point x to the adversary]

e The adversary, having access to the distribution over the population data w, outputs a
membership prediction bit b < MIA(x;0).

A membership inference attack is a hypothesis testing problem that assigns a membership score
Scorenia (z; 0) to every pair of (z,6), and outputs a membership bit through comparing the score
with a threshold (Yeom et al.| |2018}; |Carlini et al., 2022 | Ye et al., [2022)):

MIA(‘% H) = ]lScoreMIA(z;Q)ZB (D

For any given threshold (3, the adversary’s power, defined as the true positive rate of the attack,
and error or the false positive rate, are quantified over numerous repetitions of this experiment
The threshold g controls how much error the adversary is willing to tolerate. The universal goal for
designing membership inference attacks is to maximize the adversary’s power for any false-positive
error rate. The (lower-bound) leakage of the algorithm is defined as the power-error trade-off curve
(the ROC curve), which is derived from the outcome of game experiments across all values of 5.

2.1 DESIGNING OUR MEMBERSHIP INFERENCE ATTACK

The key to the design of membership inference attacks is the formulation of the hypothesis test, the
construction of the two types of worlds (where = is member of the training set of 6 in one, and is
a non-member in the other), and the evaluation of the corresponding likelihood ratio testsE] Prior
works simplify the construction of the worlds, which results in low-power, unstable, and average-
case tests. Here, we design a fine-grained construction of the worlds in the following way.

We compose the null hypothesis as the worlds in which the target data point z is replaced with a
random data point z from the population. Thus, we design many pairwise likelihood ratio tests to
test the membership of a data point x relative to other data point z. To reject the null hypothesis, we
need to collect a significant amount of evidence that the probability of € for  being in the training
set is larger than the probability of § when instead a random z is in the training set. This approach

"Note that both S and  can also be selected by the adversary to model the worst-case scenarios as described
in the construction of MIA games (Ye et al.| [2022) to reflect the maximum leakage corresponding to the differ-
ential privacy bound (Dwork et al.,[2006). Our problem formulation and the tests can also apply to the cases
where adversary controls sources of randomness in data sampling, but in the main text we focus on data points
randomly sampled from the population.

2Power is the fraction of times b = 1, given b = 1. Error is the fraction of times b= 1, given b = 0.

3Likelihood ratio test is the best technique that the adversary can choose (Sankararaman et al., 2009; [Mu-
rakonda et al.,[2021}[Ye et al., 2022 |Carlini et al., [2022).
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provides a much more fine-grained analysis of leakage, and differentiates between the worlds in
which x is not a member. The likelihood ratio corresponding to the pair of x and z is:

_ Pr(6|x)
Pr(0|z)’

LRy(z, 2) 2)
where Pr(6].) is computed over the randomness of the training algorithm (e.g., SGD). The term
Pr(6|z) is the probability that the algorithm produces the model # given that 2z was in the training
set, while the rest of the training set is randomly sampled from the population distribution 7.

In the next subsection, we explain the process for computing LRg(x, z), which requires having
access to reference models. Given LRy (z, z), we formulate the hypothesis test for our novel mem-
bership inference attack, which essentially is a test for violation of privacy, as follows:

Scorepmra (z;6) = Pr (LRg(x,z) > ’y) 3)

We measure the probability that x can y-dominate a random sample z from the population. The
threshold v > 1 determines how much larger the probability of learning 6 with z as a training data
should be relative to a random alternative point z to pass our test. As < increases, the test looks
for an evidence of high leakage, but the chance of finding such dominated z samples decreases
(especially when the model has generalized). The standard threshold 3 in equation [1] specifies that
there should be a sufficient fraction of the randomly sampled population data to affirm that x is a
member. By performing the test over 8 € [0, 1], we can compute the ROC power-error trade-off
curve corresponding to the membership inference attack.

2.2 COMPUTING THE LIKELIHOOD RATIO

We can apply the Bayes rule to compute the likelihood ratio equation

-1

LRQ(W):(m(ﬂe)%)_(m(%)%) _(Pr(x|9)>.<Pr(z|0)>_1 @

Pr(x) Pr(z) ~\_ Pr(2) Pr(2)

Here, Pr(x|0) is the likelihood function of model # evaluated on data point z. In the case of classi-
fication models, usually the loss function is the negative log likelihood. So, Pr(z|#) is equivalent to
the normalized score (SoftMax) of output of the model fy(Zfeatures) ON class Ziuper (MacKay, 20035
Blundell et al.,[2015). See Appendix[A.10]for better alternatives to SoftMax for computing Pr(z[6).

It is important to note that Pr(z) is not the same as 7 (), which is rather the prior distribution over x.
The term Pr(z) is defined as the normalizing constant in the Bayes rule, and has to be computed by
integrating over all models §’ with the same structure and training data distribution as 6.

Pr(z) = Z Pr(z]0") Pr(¢’) = Z Pr(z|0") Pr(¢'|D) Pr(D) (5)
o Do

We compute Pr(x) as the empirical mean of Pr(x|6") by sampling reference models 6’, each trained
on random datasets D drawn from the population distribution 7. Note that the reference models must
be sampled in an unbiased way with respect to whether x is part of their training data. This is because
the summation in equationis over all ', which can be partitioned to the set of models trained on x
(IN models) and the set of models that are not trained on = (OUT models). See Appendix [A.10.3]
for the details of computing Pr(z) from IN and OUT models in the online attack setting, as well as
its approximation in the offline setting where we only have OUT models. The same reasoning and
computation process applies to Pr(z).

2.2.1 MEMBERSHIP INFERENCE ATTACK

Given the LRy(z, z) computation in equation d] we compute the Scorena (z; ) as in equation 3]
and finally perform the membership inference test as in equation [I] Definition 2] presents our attack
procedure corresponding to the MIA game in Definition [I] (we provide a detailed pseudo-code in
Appendix [A.T). We assume adversary has access to random samples from the population, and also
some reference models.
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Definition 2 (Relative Membership Inference Attack —- RMIA)

* Input: model 0, data point x, and test parameters -y, [3.

* Sample many z ~ w, and compute Scorenia (x; 0) as the fraction of z samples that pass
the relative membership inference likelihood ratio test LRy (x, z) > . [See equation

* Return MEMBER if Scorenia (z;60) > 3, and NON-MEMBER otherwise. [See equation [I]]

We can further enhance the effectiveness of our attack by augmenting the MIA query with multiple
data samples that are similar to x (Carlini et al.| [2022; [Choquette-Choo et al., |2021). These data
samples can be simple transformations of = (for example, using shift or rotation in case of image
data). To consolidate the results in our multi-query setting, we use majority voting on the hypothesis
test: x is considered to dominate z if more than half of all generated transformations of x dominate z.

2.3 BOOSTED RELATIVITY OF RMIA, AND DESIGN IMPROVEMENTS OVER PRIOR ATTACKS

Membership inference attacks, framed as hypothesis tests, essentially compute the relative like-
lihood of observing 6 given =’s membership in the training set of § versus observing 6 under z’s
non-membership (null hypothesis). The key to a robust test is accounting for all information sources
that distinguish these possible worlds. Membership inference attacks use references as anchors from
the null hypothesis worlds, comparing the pair (z, ) against them. Effectively designing the test
involves leveraging all possible informative references, which could be either population data or
models trained on it. Homer et al.[(2008)) and its follow up methods use population data as a refer-
ence, while Sankararaman et al.| (2009) and its follow up methods use reference models trained on
such data. Recent MIA methods have predominantly focused on using reference models. The way
that such reference models are used matters a lot. As we show in our empirical evaluation, prior
state-of-the-art attacks (Carlini et al.| 2022} |Ye et al.| 2022)) exhibit different behavior depending on
the reference models (i.e., in different scenarios, they dominate each other in opposing ways). Also,
even though they outperform attacks that are based on population data (e.g., the Attack-P formula-
tion of (Homer et al.,2008))) by a large margin, they do not strictly dominate them on all membership
inference queries (Ye et al., 2022)). They, thus, fall short due to overlooking some type of relativity.

Table [T] summarizes the MIA scores of various attacks. Our method offers a fresh perspective on
the problem. This approach leverages both population data and reference models, enhancing attack
power and robustness against changes in adversary’s background knowledge. Our likelihood ratio
test, as defined in equation [3] and equation [d] effectively measures the distinguishability between x
and any z based on the shifts in their probabilities when conditioned on 6, through contrasting
Pr(z|0)/Pr(z) and Pr(z|6)/Pr(z). Notably, a class of strong prior attacks utilizing reference mod-
els, especially as seen in (Ye et al.,|2022) and similar attacks, essentially mimic this test but neglect
the Pr(z|0)/Pr(z) component. Their dependence on the uncalibrated magnitude of Pr(z|0)/Pr(z)
results in our attack surpassing them throughout the power-error (TPR-FPR) curve. Calibration by z
tells us if the magnitude of Pr(x|0)/Pr(z) is significant (compared to non-members).

Another category of attacks (Carlini et al.,2022) also falter, missing the essential calibration of their
test with population data. But, the weakness of these attacks is not limited to this. To provide a better
comparison, let us first introduce an alternative method to compute our likelihood ratio equation [2]

In the black-box setting, the divergence between the two (numerator and denominator) distributions
in a MIA likelihood ratio is a stationary point when the model is queried on the differing points (Ye
et al} [2023). This has been the practice in MIA attacks. So, the best strategy to maximize the

Method RMIA LiRA Attack-R Attack-P Global
Pr(0]2) Pr(0]z) Pr(z]6) Pr(z]0)
MIA Score | Pr. (Pr(9|:) > ) Pr(Gé) Pry/ (Pr(zx|9’) >1) | Pr. (Pr(j\&) >1) | Pr(z[f)

Table 1: Computation of Scoreya (x;6) in different membership inference attacks (RMIA, this
paper, versus LiRA (Carlini et al.,2022), Attack-R and Attack-P (Ye et al.,2022), and Global (Yeom:
et al.| 2018))), where the notation Z (for LiRA) represents the case where x is not in the training set.
The attack in all methods is MIA (2; 0) = Tscoreya (2:0)>5 based on the game in Deﬁnition
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likelihood ratio in the black-box setting is to evaluate fo(Zreares) and fo (Zfeawres), Where fo(.) is a
classification model with parameters 6. Thus, a direct way to compute equation [2]is the following:

Pr(Blz) _ Pr(fo(), fo(z)[)

Pr(0]z)  Pr(fo(z), fo(2)|2)’
where the numerator Pr(fp(x), fo(z)|x) can be computed empirically by training many reference
models 0/, that are trained on x and the rest of the training data are randomly sampled from the
population. Similarly, for the denominator we need to train many reference models ¢”,. Following|Ye
et al.|(2023); Carlini et al.|(2022), we can compute these probabilities using Gaussian distribution, on
output (logits) of model at class ) When evaluated on Zfeures, as detailed in Appendix @ We
provide an empirical comparison between attack performance of our main computation (equation ]
using Bayes rule) and direct computations of the likelihood ratio in Appendix |A.12l The results
show that both computations of our method match when we use a large number of reference models
(Figure [20). However, our main computation using the Bayes rule equation 4] dominates the direct
computation of LR equation [6| when a few reference models are used (Figure [21].

LRy(x,2) =

“direct computation of LR” (6)

Given our equation @ the LiRA test in (Carlini et al.,2022) can be viewed as an average case of our
test. Observe that the denominator in LiRA LR is the average case for our pairwise LR averaged
over all z. This reduces the power of LiRA’s test. Also, as we show in Appendix[A.12] a direct com-
putation of LR requires a large number of reference models. Their LR numerator necessitates online
training of IN reference models specific to each target query x, otherwise the attack performance
is very low. Thus, our attack strictly dominates (Carlini et al., 2022) throughout the power-error
(TPR-FPR) curve, and the gap increases significantly when we reduce the computation budget for
reference models (See Figure [6). The combination of a pairwise LR and its computation using the
Bayesian approach results in our robust, high-power, and low-cost attack.

Another way to interpret our test is by examining the relative distinguishability between x and z by
comparing their probability ratios when evaluated using reference models versus their probability
ratios under the target model. In other words, we contrast Pr(xz|6)/Pr(z|6) with Pr(z)/Pr(z). If
both points, x and z, exhibit identical probability ratios when assessed against the target and refer-
ence models, they become indistinguishable, and any deviation from this is detected by the test. The
strength of our test lies in its ability to detect subtle differences in these probability ratios stemming
from inclusion of z in the target training set. By repeatedly applying this RMIA test for numerous z
samples from the population, our membership inference attack gains a strong confidence in distin-
guishing members from non-members. In contrast, the prior work based on/Homer et al.|(2008)) that
solely depend on probability (or error) of the population data as characterized by Attack-P in (Ye
et al., [2022), lack power (low TPR) due to their neglect of the Pr(z)/Pr(x) component. Essentially,
they operate under the inaccurate assumption that all data points are all alike, i.e., Pr(z) ~ Pr(x).

3 EMPIRICAL EVALUATION

3.1 EXPERIMENTAL SETUP

Our evaluation is aimed at comparing the proposed attack with prior state-of-the-art membership
inference attacks. For a better comparison, we use the same setup as (Carlini et al., [2022)), in which
for a given dataset, the adversary trains & reference (shadow) models on training sets such that each
sample x € 7 is contained in exactly half of the reference models’ training set.

Here, we report the attack results on models trained with four different datasets, traditionally used
for membership inference attack evaluations. For CIFAR-10 (He et al.| |2016) (a traditional image
classification dataset), we train a Wide ResNets (with depth 28 and width 2) to 92% test accuracy
(for 100 epochs) on half of the dataset (25000 samples, chosen at random). For CIFAR-100 and
CINIC-10 (as other image datasets), we follow the same process as for CIFAR-10 and train a wide
ResNet on half of the dataset to get 67% and 77% test accuracy, respectively, surpassing the accuracy
of models utilized in prior studies. We set the batch size to 256. We also include the result of attacks
on Purchase-100 dataset (a tabular dataset of shopping records) (Shokri et al., [2017), where models
are 4-layer MLP with layer units=[512, 256, 128, 64], trained on 25k samples for 50 epochs to obtain
83% test accuracy. We train our models using standard techniques to reduce over-fitting, including
train-time augmentations, weight decay and early stopping. Exactly like (Carlini et al., [2022), there
are a number of simple augmentations for each training sample in image models, computed by
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horizontally flipping and/or shifting the image by a few pixels. As a result, the train-test accuracy
gap of our models is small (e.g. below 7% for CIFAR-10 models).

We measure the performance of each attack using two underlying metrics: its true positive rate
(TPR), and its false positive rate (FPR), over all member and non-member records of random target
models. Then, we use the ROC curve to reflect the trade-off between the TPR and FPR of an attack,
as we sweep over all possible values of threshold /3 to build different FPR tolerance. The AUC (area
under the ROC curve) score gives us the average success across all target samples and measures the
overall strength of an attack. Inspired from previous discussions in (Carlini et al.l 2022), we also
consider TPR at very low FPRs. More precisely, we focus on TPR at 0% FPR, a metric that has seen
limited usage in the literature. All samples in the population data are used as input queries. Hence,
for each target model, half of queries are members and the other half are non-members.

3.2 COMPARISON OF DIFFERENT ATTACKS

We compare the performance of RMIA with three recent effective attacks, namely Attack-R and
Attack-P introduced in (Ye et al.l|2022) and LiRA in (Carlini et al. [2022). They have been shown
to exhibit the best performance, compared to previous attacks, hence we do not bring the result of
other attacks here. We can improve attacks by making multiple queries to the model. Therefore, in
addition to querying the target model with query x, we also query on augmentations of x, obtained
via simple mirror and shift operations. We apply the idea of augmented queries only on LiRA and
RMIA, as the other two attacks do not originally support multiple queries.

We evaluate attacks under two general settings: 1) The offline setting where the adversary only trains
reference models (or OUT models) that do not contain any input query in their training set, and 2)
The online setting where the adversary is given enough time and resource to train reference models
(or IN models) using input queries. The Attack-R is inherently an offline attack and the Attack-P
is independent of reference models. In (Carlini et al.| [2022)), the authors described how to convert
LiRA to an offline attack that only works with OUT models. Likewise, we can restrict our attack
to utilize OUT models for computing Pr(x) in the likelihood ratio of equation E], rendering it as
an offline attack. In Appendix we also elaborate on improving the approximation of Pr(z)
when dealing with a limited number of OUT models.

The main questions we are going to answer in this section are the followings:

1. How do attacks perform well when the adversary is able to train and use only a couple of
reference models? This is an essential issue when working with models that need lots of
data and huge amount of computation and memory for their training.

2. Which attack provides the best performance in an offline scenario where the adversary
cannot train any model on receiving an input query? This scenario plays an important role
in making an MIA algorithm useful for a practical privacy risk analysis task, as the cost
and the time of training new models for each query is highly restrictive in many real cases.

3. Which attack gives the best result when there is no limitation for training reference models?

Performance of Attacks under Limited Number of Reference Models. Table [2| compares the
result of attacks when we train a limited number of reference models, with CIFAR-10, CIFAR-100
and CINIC-10 datasets. We fix the total number of models used throughout the whole experiment
such that the same set of models are used to infer the membership of all target samples. We believe
such a constrained setting is more practical for privacy auditing tasks. When evaluating the offline
version of LiRA and RMIA and also Attack-R, all reference models are OUT for each target sample.
When the number of reference models is 1, we are only able to assess offline attacks. For online
attacks (i.e. LiRA and RMIA), we train models in a way that half of them are IN and half are
OUT for each target sample. We ignore to bring the result of the Attack-P for now, as it does not
make use of reference models. The proposed RMIA can demonstrate its strict dominance using
a few reference models across all datasets. For instance, with 2 CIFAR-10 models, it achieves
around 10% higher AUC than both Attack-R and LiRA and still gains at least 110% better TPR at
zero FPR. Surprisingly, the offline RMIA demonstrates an enhanced level of superiority over other
attacks, including the online LiRA algorithm. For example, with 4 CIFAR-10 models, it has at least
6% higher AUC and a stunning 3x improvement for TPR at zero FPR over online LiRA. In the
extreme case of using one reference model, RMIA shows at least 26% higher AUC and 100% more
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CIFAR-10 CIFAR-100 CINIC-10
#Ref. Models  Attack
AUC TPR@FPR AUC TPR@FPR AUC TPR@FPR
0.01% 0.0% 0.01% 0.0% 0.01% 0.0%
Attack-R 63.65+0.27 0.07 0.02 81.61£0.17 0.06 0.02 72.04+0.35 0.07 0.02
| LiRA (Offline) 5320+£0.23 048 0.25 68.95+0.28 0.54 0.27 59.934+0.40 0.32 0.07
RMIA (Offline)  68.64 £0.43 1.19 0.51 87.18+0.14  2.06 0.77 79.00+0.29  0.86 0.31
Attack-R 63.35+0.30 0.32 0.08 81.52+0.21 0.31 0.06 72024032  0.21 0.07
LiRA (Offline) 5442+034 0.67 0.27 72214028 1.52 0.76 62.184+0.47 0.57 0.26
2 RMIA (Offline) 70.13+0.37 1.71 0.91 88.92+0.20 4.90 1.73 80.56+0.29 2.14 0.98
LiRA 63.97+0.35 0.76 0.43 84.55+0.16 1.15 0.55 73.174+£0.29 0.53 0.12
RMIA 70.10£0.46 0.98 0.54 88.76 £0.14 3.33 1.59 79.90+0.34  1.05 0.50
Attack-R 63.52+0.29 0.65 0.21 81.78£0.19 0.63 0.19 72.184+0.27 0.40 0.14
LiRA (Offline) 54.60+0.25 0.97 0.57 73.574+031 226 1.14 63.074+0.41 1.03 0.45
4 RMIA (Offline)  71.02+£0.37 291 213 89.81£0.17 7.05 3.50 81.46+0.31 3.20 139
LiRA 67.00+£033 1.38 0.51 87.82+020 3.64 2.19 77.06+£0.29 1.34 0.51
RMIA 71.25+0.41 1.96 0.96 89.89+0.19 495 2.44 81.16£0.33 2.63 1.36

Table 2: Performance of attacks when a limited number of reference models are used. Separate
models are trained with CIFAR-10, CIFAR-100 and CINIC-10 datasets. For LiRA (Carlini et al.,
2022) and RMIA, we use 18 augmented queries, and for Attack-R (Ye et al.l 2022)), we use 1 query.
For RMIA, we use v = 2. Results are averaged over 10 random target models.

TPR at low FPRs than LiRA over all datasets. On the other hand, although the Attack-R shows
a relatively high AUC, but it can never get a good TPR at lower FPRs. The reason is that it tries
to predict the membership of a target sample just through comparing its loss in various reference
models which is restrictive when we do not have enough models. Since RMIA takes the advantage
of two information sources (reference records and models), it can better tolerate with fewer models.

We illustrate the ROC of these attacks on a random target model in Figure[I)in which the number of
reference models is limited to 1. Figure[Ta)) and [Ib) are obtained with models trained on CIFAR-10
and CIFAR-100, respectively. In both ROCs, the Attack-R and LiRA lag behind RMIA across nearly
all FPR values. In Appendix we show the ROC of attacks using various number of reference
models trained on different datasets. Furthermore, for a deeper understanding of attacks’ behaviour,
we examine the variation in MIA scores among different attacks in Appendix [A.TT]

Evaluation of Attacks with Offline Reference Models. Now, we compare the performance of
offline attacks and also examine how they work with using more augmented queries. Note that
Attack-P and Attack-R has no result for multiple queries. In this experiment, we use 127 OUT
models for each sample. As shown in the Offline column of Table [3] RMIA outperforms LiRA by
28% higher AUC and a remarkable 3 times better TPR at zero FPR (when comparing the best result
of two attacks). As we increase queries, RMIA gets a better result (for example, a 4x improvement
in TPR at zero FPR and also about 4.6% higher AUC as queries go from 1 to 50), while LiRA
cannot benefit from the advantage of more queries to improve its AUC. Note that we use the same
technique to generate augmentations, as proposed in (Carlini et al., [2022). The Attack-P fails to
achieve a good TPR at low FPRs. Specifically, it may misclassify a typical non-member sample,
one with a high prediction probability in reference models, as a member and conversely, mistakenly
classify an atypical member sample, one with a low prediction probability in reference models,
as a non-member. Additionally, the Attack-R may wrongly label a high-quality member sample,
one with a higher prediction probability compared to other samples in the population, as a non-
member solely because of its higher probability in reference models. In contrast, RMIA is designed
to overcome these limitations by considering both the characteristics of the target sample within
reference models and its relative probability among other reference records. With no additional
queries, RMIA presents a clear advantage over Attack-R (with 6.7% higher AUC and 116% more
TPR at zero FPR) and the performance gap between two attacks widens with using more queries.
Taking the high cost of training more models into account even in the case of offline scenario, it is
fascinating that the result of offline RMIA with a few models, shown in Table |2} is close in terms
of AUC to its result with 127 models. As shown in Appendix [A.3] a consistent pattern of results is
observed in offline attacks in the presence of data distribution shift, i.e. when the target models are
trained on datasets different from those used for the reference models.

Evaluation of Attacks with Abundant Reference Models. In the Online column of Table 3] we
show the result of LiRA and RMIA when all 254 IN and OUT reference models are available to
the adversary. We also present the impact of using different number of augmented queries on the
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Online Offline
# Queries  Attack

AUC TPR@FPR AUC TPR@FPR
0.01% 0.0% 0.01% 0.0%

Attack-R - - - 64.41£041 152 0.80

1 Attack-P - - - 58.19+£0.33 0.01 0.00
LiRA 68.92+042 178 0.92 56.124+041 046 0.28

RMIA 69.15+0.35  2.26 1.80 68.74+0.34 242 1.73

5 LiRA 71.28+0.46 2.83 1.73 55.77+046 1.16 0.59
RMIA 71.46+0.43  3.69 2.55 71.06+0.39  3.64 2.46

18 LiRA 72.04+£0.47 3.39 2.01 55.18+£0.37 137 0.72
RMIA 72.25+046 4.31 3.15 71.71+043 4.8 3.14

50 LiRA 72.26+047 3.54 2.19 55.00+£0.36 152 0.75
RMIA 72.51+0.46 447 3.25 7195+ 044 439 3.22

Table 3: Performance of attacks when we use different number of augmented queries for LiRA (Car-
lini et al.| 2022) and RMIA. We evaluate attacks in two different settings, shown in Online and
Offline columns. In the online setting, we use 254 models where half of them are IN models and
half are OUT (for each sample). The offline setting uses only 127 OUT models. Both Attack-P and
Attack-R (Ye et al.|[2022) do not originally support multiple augmented queries. The Attack-P does
not work with reference models, thus we consider it offline. Models are trained with CIFAR-10. For
RMIA, we use v = 2. Results are averaged over 10 random target models.

CIFAR-10 CIFAR-100 CINIC-10 Purchase-100
Attack
AUC TPR@FPR AUC TPR@FPR AUC TPR@FPR AUC TPR@FPR

0.01%  0.0% 0.01%  0.0% 0.01% 0.0% 0.01%  0.0%
Attack-P 58.19+£0.33  0.01 0.00 7591+£0.36 0.01 0.00 66.91+£0.30 0.01 0.00 66.63+£0.27 0.01 0.00
Attack-R 64.41+£041 1.52 0.80 83.374+0.24 480 2.59 73.64+£034 217 1.12 77.80+041 1.02 0.42
LiRA 72.04+£047 339 2.01 9148+£0.16 1085 7.13 82444030 4.43 292 83.234+0.37 1.99 0.82
RMIA 7225+0.46 431 3.15 91.01+£0.14 1135 7.78 8270 £0.35 6.77 4.43 83.90£0.36 2.56 1.29
LiRA (Offline) 55.18+0.37 137 0.72 75.78+£0.33 253 1.13 64.51+£051 133 0.60 65.82+£0.58 031 0.11
RMIA (Offline)  71.714+043 4.18 3.14 90.57+0.15 1145 6.16 82334032 5.07 333 83214033 235 0.69

Table 4: Performance of different attacks on CIFAR-10, CIFAR-100, CINIC-10 and Purchase-100
datasets using 254 reference models. For LiRA (Carlini et al.| [2022) and RMIA, We use 18 aug-
mented queries, and for Attack-P and Attack-R (Ye et al.,[2022)), we use 1 query. For RMIA, we use
v = 2. Results are averaged over 10 random target models.

performance of two attacks. Compared with LiRA, RMIA always has a slightly higher AUC and
at least 48% better TPR at zero FPR. Note that in this case, even minor AUC improvements are
particularly significant when closely approaching the true leakage of the training algorithm through
hundreds of models. Both LiRA and RMIA work better with increasing augmented queries, e.g.
around 2x improvement in TPR@FPR when going from 1 query to 50 queries. Table [] presents
the performance of all attacks on models trained with four different datasets. In this experiment,
we use all 254 reference models (for offline attacks, we use half of them). We observe roughly the
same order of supremacy between attacks in all datasets. RMIA works slightly better than LiRA
with respect to AUC, except for CIFAR-100. But, its TPR at zero FPR is improved considerably
(by up to 50%) in various datasets. In addition, our offline attack consistently outperforms offline
LiRA by at least 20% in AUC and 300% in TPR@FPR across all datasets. In fact, it demonstrates
a performance comparable to online attacks which is quite remarkable, when we take into account
the training costs associated with online models.

In the appendix, we study the impact of using different network architectures (Appendix [A.4), DP-
SGD (Appendix [A.3)) and also other ML algorithms (Appendix [A.6) on the performance of attacks.
In addition, we discuss how the number of reference records and also the selection of v and 3
parameters affect RMIA in Appendix [A.8]and[A.9] respectively.

4 CONCLUSIONS

We design novel membership inference attacks, focusing on maximizing the distinguishability be-
tween members of a model’s training set and random samples from the population, while minimizing
computation costs. Our comprehensive evaluations across different settings shows the clear advan-
tages of RMIA over the prior state-of-the-art attacks (Ye et al., 2022} (Carlini et al.|[2022), regardless
of the dataset, number and quality of reference models, and training algorithms.



Under review as a conference paper at ICLR 2024

REFERENCES

Martin Abadi, Andy Chu, Ian Goodfellow, H. Brendan McMahan, Ilya Mironov, Kunal Talwar, and
Li Zhang. Deep learning with differential privacy. In Proceedings of the 23rd ACM SIGSAC
Conference on Computer and Communications Security (CCS’16), pp. 308318, 2016.

Michael Backes, Pascal Berrang, Mathias Humbert, and Praveen Manoharan. Membership privacy
in microrna-based studies. In Proceedings of the 23rd ACM SIGSAC Conference on Computer
and Communications Security (CCS’16), pp. 319-330, 2016.

Kunal Banerjee, Vishak C. Prasad, Rishi Raj Gupta, Karthik Vyas, Anushree H, and Biswajit
Mishra. Exploring alternatives to softmax function. In Proceedings of the 2nd International
Conference on Deep Learning Theory and Applications (DeLTA’21), pp. 81-86, 2021.

Charles Blundell, Julien Cornebise, Koray Kavukcuoglu, and Daan Wierstra. Weight uncertainty in
neural network. In International conference on machine learning, pp. 1613-1622. PMLR, 2015.

Nicholas Carlini, Chang Liu, Ulfar Erlingsson, Jernej Kos, and Dawn Song. The secret sharer:
Evaluating and testing unintended memorization in neural networks. In 28th USENIX Security
Symposium (USENIX Security’19), pp. 267-284, 2019.

Nicholas Carlini, Florian Tramer, Eric Wallace, Matthew Jagielski, Ariel Herbert-Voss, Katherine
Lee, Adam Roberts, Tom Brown, Dawn Song, Ulfar Erlingsson, and et al. Extracting training
data from large language models. In 30th USENIX Security Symposium (USENIX Security’21),
2021.

Nicholas Carlini, Steve Chien, Milad Nasr, Shuang Song, Andreas Terzis, and Florian Tramer. Mem-
bership inference attacks from first principles. In IEEE Symposium on Security and Privacy
(S&P’22), pp. 1897-1914, 2022.

Dingfan Chen, Ning Yu, and Mario Fritz. Relaxloss: Defending membership inference attacks
without losing utility. In Proceedings of the 10th International Conference on Learning Repre-
sentations (ICLR’22), 2022.

Min Chen, Zhikun Zhang, Tianhao Wang, Michael Backes, Mathias Humbert, and Yang Zhang.
When machine unlearning jeopardizes privacy. In Proceedings of the 28th ACM SIGSAC Confer-
ence on Computer and Communications Security (CCS °21), pp. 896-911, 2021.

Christopher A. Choquette-Choo, Florian Tramer, Nicholas Carlini, and Nicolas Papernot. Label-
only membership inference attacks. In Proceedings of the 38th International Conference on Ma-
chine Learning (ICML’21), pp. 1964-1974, 2021.

Alexandre De Brebisson and Pascal Vincent. An exploration of softmax alternatives belonging
to the spherical loss family. In Proceedings of the 4th International Conference on Learning
Representations (ICLR’16), 2016.

Cynthia Dwork. Differential privacy. In Proceedings of 33rd International Colloquium in Automata,
Languages and Programming (ICALP’06), pp. 1-12, 2006.

Cynthia Dwork, Frank McSherry, Kobbi Nissim, and Adam Smith. Calibrating noise to sensitivity
in private data analysis. In Theory of Cryptography: Third Theory of Cryptography Conference,
TCC 2006, New York, NY, USA, March 4-7, 2006. Proceedings 3, pp. 265-284. Springer, 2006.

Cynthia Dwork, Adam Smith, Thomas Steinke, Jonathan Ullman, and Salil Vadhan. Robust trace-
ability from trace amounts. In 2015 IEEE 56th Annual Symposium on Foundations of Computer
Science, pp. 650-669. IEEE, 2015.

Matt Fredrikson, Somesh Jha, and Thomas Ristenpart. Model inversion attacks that exploit confi-
dence information and basic countermeasures. In Proceedings of the 22nd ACM SIGSAC Confer-
ence on Computer and Communications Security (CCS’15), pp. 13221333, 2015.

Karan Ganju, Qi Wang, Wei Yang, Carl A Gunter, and Nikita Borisov. Property inference attacks
on fully connected neural networks using permutation invariant representations. In Proceedings
of the 25th ACM SIGSAC Conference on Computer and Communications Security (CCS’18), pp.
619-633, 2018.

10



Under review as a conference paper at ICLR 2024

Kaiming He, Xiangyu Zhang, Shaoqing Ren, , and Jian Sun. Deep residual learning for image
recognition. In Proceedings of the IEEE Conference on Computer Vision and Pattern Recognition
(CVPR’16), 2016.

Sorami Hisamoto, Matt Post, and Kevin Duh. Membership inference attacks on sequence-to-
sequence models: Is my data in your machine translation system? Transactions of the Association
for Computational Linguistics, 8:49-63, 2020.

Nils Homer, Szabolcs Szelinger, Margot Redman, David Duggan, Waibhav Tembe, Jill Muehling,
John V Pearson, Dietrich A Stephan, Stanley F Nelson, and David W Craig. Resolving individuals
contributing trace amounts of dna to highly complex mixtures using high-density snp genotyping
microarrays. PLoS Genetics, 4(8), 2008.

Matthew Jagielski, Jonathan Ullman, and Alina Oprea. Auditing differentially private machine
learning: How private is private sgd? In Proceedings of the 34th Conference on Neural Informa-
tion Processing Systems (NeurIPS’20), pp. 22205-22216, 2020.

Matthew Jagielski, Stanley Wu, Alina Oprea, Jonathan Ullman, and Roxana Geambasu. How to
combine membership-inference attacks on multiple updated machine learning models. volume 3,
pp- 211-232,2023.

Jinyuan Jia, Ahmed Salem, Michael Backes, Yang Zhang, and Neil Zhengiang Gong. Memguard:
Defending against black-box membership inference attacks via adversarial examples. In Proceed-
ings of the 26th ACM SIGSAC Conference on Computer and Communications Security (CCS’19),
pp. 259-274, 2019.

Tobias Leemann, Martin Pawelczyk, and Gjergji Kasneci. Gaussian membership inference privacy.
In Proceedings of the 37th Conference on Neural Information Processing Systems (NeurlPS’23),
2023.

Klas Leino and Matt Fredrikson. Stolen memories: Leveraging model memorization for calibrated
white-box membership inference. In 29th USENIX Security Symposium (USENIX Security’20),
pp. 1605-1622, 2020.

Jiacheng Li, Ninghui Li, and Bruno Ribeiro. Membership inference attacks and defenses in classi-
fication models. In Proceedings of the 11th ACM Conference on Data and Application Security
and Privacy (CODASPY’21), pp. 5-16, 2021.

Jiacheng Li, Ninghui Li, and Bruno Ribeiro. Effective passive membership inference attacks in fed-
erated learning against overparameterized models. In 11th International Conference on Learning
Representations (ICLR’23), 2023.

Zheng Li and Yang Zhang. Membership leakage in label-only exposures. In Proceedings of the 28th
ACM SIGSAC Conference on Computer and Communications Security (CCS’21), pp. 880-895,
2021.

Zheng Li, Yiyong Liu, Xinlei He, Ning Yu, Michael Backes, and Yang Zhang. Auditing member-
ship leakages of multi-exit networks. In Proceedings of the 29th ACM SIGSAC Conference on
Computer and Communications Security (CCS’22), pp. 1917-1931, 2022.

Xuezhi Liang, Xiaobo Wang, Zhen Lei, Shengcai Liao, and Li Stan Z. Soft-margin softmax for
deep classification. In Proceedings of the 24th International Conference on Neural Information
Processing (ICONIP’17), pp. 413-421, 2017.

Weiyang Liu, Yandong Wen, Zhiding Yu, and Meng Yang. Large-margin softmax loss for con-
volutional neural networks. In Proceedings of the 33rd International Conference on Machine
Learning (ICML’16), 2016.

Yiyong Liu, Zhengyu Zhao, Michael Backes, and Zhang Yang. Membership inference attacks by

exploiting loss trajectory. In Proceedings of the 29th ACM SIGSAC Conference on Computer and
Communications Security (CCS’22), pp. 2085-2098, 2022a.

11



Under review as a conference paper at ICLR 2024

Yugeng Liu, Rui Wen, Xinlei He, Ahmed Salem, Zhikun Zhang, Michael Backes, Emiliano De
Cristofaro, Mario Fritz, and Yang Zhang. MI-doctor: Holistic risk assessment of inference attacks
against machine learning models. In 31st USENIX Security Symposium (USENIX Security’22),
pp. 4525-4542, 2022b.

Yunhui Long, Lei Wang, Diyue Bu, Vincent Bindschaedler, Xiaofeng Wang, Haixu Tang, Carl A
Gunter, and Kai Chen. A pragmatic approach to membership inferences on machine learning
models. In IEEE European Symposium on Security and Privacy (EuroS&P’20), pp. 521-534,
2020.

David JC MacKay. Information theory, inference and learning algorithms. Cambridge university
press, 2003.

Luca Melis, Congzheng Song, Emiliano De Cristofaro, and Vitaly Shmatikov. Exploiting unintended
feature leakage in collaborative learning. In IEEE Symposium on Security and Privacy (S&P’19),
pp. 691-706, 2019.

Sasi Kumar Murakonda, Reza Shokri, and George Theodorakopoulos. Quantifying the privacy risks
of learning high-dimensional graphical models. In Proceedings of the International Conference
on Artificial Intelligence and Statistics, pp. 2287-2295, 2021.

Milad Nasr, Reza Shokri, and Amir Houmansadr. Machine learning with membership privacy using
adversarial regularization. In Proceedings of the 25th ACM SIGSAC Conference on Computer
and Communications Security (CCS’18), pp. 634—-646, 2018.

Milad Nasr, Reza Shokri, and Amir Houmansadr. Comprehensive privacy analysis of deep learning:
Passive and active white-box inference attacks against centralized and federated learning. In /IEEE
Symposium on Security and Privacy (S&P’19), pp. 1022-1036, 2019.

Milad Nasr, Shuang Song, Abhradeep Thakurta, Nicolas Papernot, and Nicholas Carlini. Adversary
instantiation: Lower bounds for differentially private machine learning. In IEEE Symposium on
Security and Privacy (S&P’21), pp. 866-882, 2021.

Md Atiqur Rahman, Tanzila Rahman, Robert Laganiere, Noman Mohammed, and Yang Wang.
Membership inference attack against differentially private deep learning model. Transactions
on Data Privacy, 11(1):61-79, 2018.

Alexandre Sablayrolles, Matthijs Douze, Cordelia Schmid, Yann Ollivier, and Hervé Jégou. White-
box vs black-box: Bayes optimal strategies for membership inference. In Proceedings of the 36th
International Conference on Machine Learning (ICML’19), pp. 5558-5567, 2019.

Ahmed Salem, Yang Zhang, Mathias Humbert, Mario Fritz, and Michael Backes. Ml-leaks: Model
and data independent membership inference attacks and defenses on machine learning models. In
Network and Distributed Systems Security Symposium (NDSS’19), 2019.

Ahmed Salem, Giovanni Cherubin, David Evans, Boris Kopf, Andrew Paverd, Anshuman Suri,
Shruti Tople, and Santiago Zanella-Béguelin. Sok: Let the privacy games begin! a unified treat-
ment of data inference privacy in machine learning. In 2023 IEEE Symposium on Security and
Privacy (S&P’23), pp. 327-345. IEEE, 2023.

Sriram Sankararaman, Guillaume Obozinski, Michael I Jordan, and Eran Halperin. Genomic privacy
and limits of individual detection in a pool. Nature genetics, 41(9):965-967, 2009.

Reza Shokri, Marco Stronati, Congzheng Song, and Vitaly Shmatikov. Membership inference at-
tacks against machine learning models. In IEEE Symposium on Security and Privacy (S&P’17),
pp. 3-18, 2017.

Liwei Song and Prateek Mittal. Systematic evaluation of privacy risks of machine learning models.
In 30th USENIX Security Symposium (USENIX Security’21), pp. 2615-2632, 2021.

Thomas Steinke, Milad Nasr, and Matthew Jagielski. Privacy auditing with one (1) training run.
arXiv preprint arXiv:2305.08846, 2023.

12



Under review as a conference paper at ICLR 2024

Xinyu Tang, Saeed Mabhloujifar, Liwei Song, Virat Shejwalkar, Milad Nasr, Amir Houmansadr,
and Prateek Mittal. Mitigating membership inference attacks by self-distillation through a novel
ensemble architecture. In 371st USENIX Security Symposium (USENIX Security’22), pp. 1433—
1450, 2022.

Anvith Thudi, Ilia Shumailov, Franziska Boenisch, and Nicolas Papernot. Bounding membership
inference. In arXiv preprint, pp. arXiv:2202.12232, 2022.

Stacey Truex, Ling Liu, Mehmet Emre Gursoy, Lei Yu, and Wenqi Wei. Demystifying membership
inference attacks in machine learning as a service. IEEE Transactions on Services Computing, 14
(6):2073-2089, 2019.

Lauren Watson, Chuan Guo, Graham Cormode, and Alex Sablayrolles. On the importance of dif-
ficulty calibration in membership inference attacks. In Proceedings of the 10th International
Conference on Learning Representations (ICLR’22), 2022a.

Lauren Watson, Chuan Guo, Graham Cormode, and Alexandre Sablayrolles. On the importance of
difficulty calibration in membership inference attacks. In Proceedings of International Conference
on Learning Representations (ICLR’22), 2022b.

Yuxin Wen, Arpit Bansal, Hamid Kazemi, Eitan Borgnia, Micah Goldblum, Jonas Geiping, and
Tom Goldstein. Canary in a coalmine: Better membership inference with ensembled adversar-
ial queries. In Proceedings of the 11th International Conference on Learning Representations

(ICLR23), 2023.

Zhiying Xu, Shuyu Shi, Alex X. Liu, Jun Zhao, and Lin Chen. An adaptive and fast convergent
approach to differentially private deep learning. In Proceedings of 39th IEEE International Con-
ference on Computer Communications (Infocom’20), pp. 1867-1876, 2020.

Jiayuan Ye, Aadyaa Maddi, Sasi Kumar Murakonda, Vincent Bindschaedler, and Reza Shokri.
Enhanced membership inference attacks against machine learning models. In Proceedings of
the 29th ACM SIGSAC Conference on Computer and Communications Security (CCS’22), pp.
3093-3106, 2022.

Jiayuan Ye, Anastasia Borovykh, Soufiane Hayou, and Reza Shokri. Leave-one-out distinguishabil-
ity in machine learning. arXiv preprint arXiv:2309.17310, 2023.

Samuel Yeom, Irene Giacomelli, Matt Fredrikson, and Somesh Jha. Privacy risk in machine learn-
ing: Analyzing the connection to overfitting. In 2018 IEEE 31st Computer Security Foundations
Symposium (CSF’18), pp. 268-282. IEEE, 2018.

Lei Yu, Ling Liu, Calton Pu, Mehmet Emre Gursoy, and Stacey Truex. Differentially private
model publishing for deep learning. In IEEE Symposium on Security and Privacy (S&P’19),
pp- 332-349, 2019.

Chiyuan Zhang, Daphne Ippolito, Katherine Lee, Matthew Jagielski, Florian Tramer, and
Nicholas Carlini. Counterfactual memorization in neural language models. arXiv preprint
arXiv:2112.12938, 2021.

13



Under review as a conference paper at ICLR 2024

CONTENTS

T TIntreduction|

2 Our Method

o

Designing Our Membership Inference Attack| . . . . . ... ... ... ... ...

o)

Computing the Likelihood Ratio| . . . . . . .. ... ... ... .. ..

2.2.1  Membership Inference Attack| . . . . ... ... ... ... ..

n3

Boosted Relativity of RMIA, and Design Improvements over Prior Attacks|

[3  Empirical Evaluation|

B

Experimental Setup| . . . . . . ...

B2

Comparison of Different Attacks| . . . . . . . . ... ... .. ... ... ...,

4 Conclusions

A" Supplementary Empirical Results|

A5

Attacking DP-SGD| . . . . . . . . ..

A6

Performance of Attacks on Models Trained with other ML Algorithms| . . . . . . .

A7

Performance of Attacks on Typical/Atypical Test Samples|] . . . . ... ... ...

A8

The Impact of Number of Reference Records| . . . ... ... ... ... .....

A9

Relation betweenyand 5. . . . . . . . . . ...

|A.10 Computing the Probabilities for the Likelithood Ratio in equationidf . . . . . . . . .

|A.10.1 Computing Pr(z|0)|. . . . . . . .. ... .
|A.10.2 Impact of Prediction Likelihood Function| . . . . . ... .. ... ... ..
[A.10.3 Computing Pr(x)|. . . . . . . ..o

|IA.11 MIA Score Comparison between Attacks| . . . ... ... ... ... .......

|A.12 Direct Computation of Likelihood Ratio in equation2|. . . . . . .. ... ... ..

|A.13 Prediction Variance for Population Samples across Reference Models| . . . . . ..

[B_Related Work|

14

[ N N )

=)

19
19
20
26
26
27
28
29
29
30
31
31
32
33
34
36
39

40



Under review as a conference paper at ICLR 2024

LI1ST OF TABLES

|l Computation of Scoreyia (;6) in different membership inference attacks (RMIA,

this paper, versus LIRA (Carlini et al., 2022)), Attack-R and Attack-P (Ye et al.;

[2022), and Global (Yeom et al., 2018))), where the notation x (for LiIRA) represents

the case where x is not in the training set. The attack in all methods is MIA (x;0) =

Tscoreya (2;6)>5 based on the game in Defintion|I{ | .. . .. ..o 00000 L

12 Performance of attacks when a limited number of reference models are used. Sep-

arate models are trained with CIFAR-10, CIFAR-100 and CINIC-10 datasets. For

LiRA (Carlini et al.[[2022) and RMIA, we use 18 augmented queries, and for Attack-

R (Yeetal., |202§b, we use 1 query. For RMIA, we use v = 2. Results are averaged

over 10 random target models. | . . . . . . . ... oo oL

13 Performance of attacks when we use different number of augmented queries for

LiRA (Carlini et al.| ) 2022) and RMIA. We evaluate attacks in two dilfferent settings,

shown 1n Online and Offline columns. In the online setting, we use 254 models

where half of them are IN models and half are OUT (for each sample). The offline

setting uses only 127 OUT models. Both Attack-P and Attack-R (Ye et al.} 2022) do

not originally support multiple augmented queries. The Attack-P does not work with

reference models, thus we consider it offline. Models are trained with CIFAR-10.
For RMIA, we use v = 2. Results are averaged over 10 random target models.|. . .

9

urchase- atasets using rererence models. ror Li arlini et al.

4 Performance of different attacks on CIFAR-10, CIFAR-100, CINIC-10 and

and RMIA, We use 18 augmented queries, and for Attack-P and Attack-R (Ye et al.

2022)), we use 1 query. For RMIA, we use 7 — 2. Results are averaged over 1

random target models.| . . . . . ... o o oo

5 Performance of offline attacks when different datasets are used for training target

and reference models. Specifically, the target models are trained on CIFAR-10,

while the reference models are trained on CINIC-10. Results are averaged over 10

random targetmodels. | . . . . . . ..o L oL

26

|6 Performance of RMIA using different number of random z samples for each target

sample. The maximum number equals using all samples in the population, except

those used for training the target model. The number of reference models, trained

with CIFAR-10, 1s 254. We use no augmented queries, and y =2.|. . . . . . . ..

30

[7 Performance of RMIA obtained with various prediction likelihood functions. The

number of reference models, trained with CIFAR-10, 1s 254, we use no augmented

queries, and v = 2. The soft-margin m and the order n 1n Taylor-based functions

are 0.6 and 4, respectively.| . . . . ... L

15



Under review as a conference paper at ICLR 2024

LIST OF FIGURES

1 The performance comparison between our attack (RMIA) and the prior works (in-
cluding Attack- ¢ et al. and L1 arlini et al. ), under computa-

tion constraints, with the restriction of using only 1 reference model, for attacking

one single model. LiRA approaches random guessing, and RMIA outperforms other

attacks throughout the TPR-FPR trade-off curve. | . . . . . . . . . .. . .. ....

[T

The ROC of attacks using models trained on different datasets (ROCs are shown 1n

both log and normal scales). The result 1s obtained on one random target model. We

here use 1 reference model (OUT) for each target sample. In LiRA (Carlini et al.}

[2022) and RMIA, we use 18 augmented queries and for Attack-R and Attack-P (Ye

et al., 2022), we use 1 query. For RMIA, weuse 7 = 2J . . . . . . ... ......

21

The ROC of attacks using models trained on ditferent datasets (ROCs are shown 1n

both log and normal scales). The result 1s obtained on one random target model. We

here use 2 reference models (1 IN and 1 OUT) for each target sample. In LiRA

(Carlini et al.,[2022) and RMIA, we use 18 augmented queries and for Attack-R and

Attack-P (Ye et al., 20255, we use 1 query. For RMIA, weusev=2). . . . .. ..

22

¢

The ROC of offline attacks using models trained on different datasets (ROCs are

shown 1n both log and normal scales). The result 1s obtained on one random target

model. We use 127 OUT reference models for each target sample. In LIRA (Carlini

etal., |202fb and RMIA, we use 18 augmented queries and for Attack-R and Attack-P

(Ye et al[[2022), we use 1 query. For RMIA, weuse ¥ = 2J . . . . . . . . .....

23

52

The ROC of attacks using models trained on different datasets (ROCs are shown in

both log and normal scales). The result 1s obtained on one random target model.

We here use 254 reference models (127 IN and 127 OUT) for each target sample.

In LiRA (Carlini et al., [2022) and RMIA, we use 18 augmented queries and for

Attack-R and Attack-P (Ye et al.. 2027), we use 1 query. For RMIA, we use 7 — 2

24

oY

The AUC of various attacks obtained with using different number of reference mod-

els. The left plots illustrate the results of offline attacks, while the right ones depict

the AUC scores obtained by online attacks. For online attacks, halt of reference

models are OUT and half are IN (trained per each sample). In LiRA (Carlini et al.

[2022) and RMIA, we use 18 augmented queries and for Attack-R and Attack-P (Ye

et al.} 2022), we use 1 query. For RMIA, weusey=2). . . .. .. ... ... ..

25

Yy

The ROC of attacks using different neural network architectures for training models

on CIFAR-10. Here, both target and reference models have the same architecture.

We use 2 reference models (1 IN, 1 OUT ). In LiRA (Carlini et al.|[2022) and RMIA,

we use 18 augmented queries.| . . . ... ... L Lo

26

[

The ROC of attacks using different neural network architectures for training refer-

ence models on CIFAR-10. The target model 1s always trained using WRN?28-2. We

here use 2 reference models (1 IN, 1 OUT) for each target sample. In LiRA (Carlin1

et al 2022) and RMIA, we use 18 augmented queres, . . . . . . . . . .. ....

27

The ROC of attacks using DP-SGD for training CNN-32 models on CIFAR-10.

We deliberately flip the label of 2% of samples to enhance model memorization.

Three distinct privacy budgets, each accompanied by specific settings for DP-SGD

parameters, are used: e = oo (left plot), e = 6300 (middle plot), and € = 26 (right

plot). Here, we use 4 reference models (2 IN, 2 OUT), for each target sample. In

CIRA (Carlini et al., 2022) and RMIA, we use 18 augmented queries. | . . . . . . .

28

NC Ol allaCk C alncd wiln ad1C1 d S101 CC
(GBDT) on the Purchase-100 dataset. Three different values of max depth parameter

are used 1n GBD'T. The test accuracy of models 1s around 53%. We use 2 reference

models (1 IN, 1 OUT) for each target sample. In LIRA (Carlini et al.| 2022), we use

the output probability p to compute the rescaled-logit signal as log(ﬁ). In other

attacks, we use the output probability as the input signal of attacks. Here, we do not

use augmented qUETIES.| . . . . .. L L. L. e

16

28



Under review as a conference paper at ICLR 2024

M1

The ROC of attacks using typical and atypical test samples on CIFAR-10 models.

Typical samples refer to those with the highest model confidence across all reference

models, while atypical samples are those with the lowest confidence. The left plots

showcase the results with 1 (OUT) reference model, whereas the right ones display

results with 254 models (127 IN, 127 OUT) for each target sample. In LiRA (Carlin1

et al 2022) and RMIA, we use 18 augmented queres) . . . . . . . . . . ... ..

29

M

The performance sensitivity of our attack (RMIA) with respect to v parameter. Here,

we use 254 reference models trained on CIFAR-10. The left plot shows the AUC

obtained when using different v values, while the right plot demonstrates the TPR

at 0.01% and 0% FPR values versus v (corresponding to blue and red lines, respec-

tively). We use 18 augmented queries. Results are averaged over 10 random target

30

3

The best value of 5 that maximizes TPR at FPR=0.01% (red line) and FPR=0%

(blue line) for each given ~y value. The number of reference models, trained with

CIFAR-10, 15 254 and we use no augmented queries.| . . . . . .. ... ... ...

31

|14

TPR and FPR achieved by RMIA for different values of v and 5. From left to

right, the plots correspond to the result obtained for v = 0.9, 1, and 2, respectively.

The number of reference models, trained with CIFAR-10, 1s 254 and we use no

augmented QUETIES.| . . . . . . . .. L. e e e

31

s

The AUC of our attack (RMIA) obtained by using different values of n (order in

Taylor function), m (soft-margin) and 7" (temperature) in SM-Taylor-Softmax func-

tion. When modifying one parameter, we hold the values of the other two parame-

ters constant at their optimal values. Here, we use 254 reference models trained on

CIFAR-10 and 18 augmented queries. Results are averaged over 10 target models.

The red points indicate the default values used in our experiments.| . . . . . .. ..

32

6

The AUC of offline RMIA obtained by using different values of a in the linear ap-

proximation function. Here, we use 127 OUT reterence models trained on CIFAR-

10. We use 18 augmented queries. Results are averaged over 10 random target

models. | . . . . . e

34

7

MIA score comparison between RMIA and LiRA (Carlini et al.,[2022) over all mem-

ber and non-member samples of a random target model. The left plot 1s obtained

when only 1 (OUT) reference model is used, while the right plot uses 4 reference

models per sample (2 IN and 2 OUT). In both plots, the x-axis represents RMIA

scores, while the y-axis depicts LiRA'scores| . . . .. .. ... ... .. .....

34

K

MIA score comparison between RMIA and Attack-R (Ye et al.,[2022) over all mem-

ber and non-member samples of a random target model. The left plot 1s obtained

when only 1 (OUT) reference model 1s used, while the right plot uses 4 (OUT) ref-

erence models per sample. In both plots, the x-axis represents RMIA scores, while

the y-axis depicts Attack-Rscores.| . . . . . ... ... o o oo 0oL

35

9

MIA score comparison between RMIA and Attack-P (Ye et al.,[2022)) over all mem-

ber and non-member samples of a random target model. The x-axis represents

RMIA scores, while the y-axis depicts Attack-P scores. RMIA results are computed

using only 1 (OUT) referencemodel. | . . . . .. ... ... ... ... ......

20

The ROC of RMIA when two different methods, 1.e. RMIA-direct and RMIA-

Bayes, are used to approximate the Tikelihood ratio in equation IQI 1 ROCs are shown

in both log and normal scales). Here, 64 models are trained per each sample pair x

and z on different datasets. We use no augmented queries. We also set yto 2| . . .

37

21

The ROC of RMIA when two different methods, 1.e. RMIA-direct and RMIA-

anes, are used to approximate the Tikelihood ratio in equatlonmi ROCs are shown

1n both log and normal scales). Here, 4 models are trained per each sample pair x

and z on different datasets. We use no augmented queries. We also set v to 2.

17

38



Under review as a conference paper at ICLR 2024

o)

Distributions of average prediction probability for non-member samples across

trained models. For each dataset, we train 254 models with half of the dataset ran-

domly selected as the training set in each instance. Subsequent to the training of

each model, we calculate the average prediction probability for non-member sam-

ples corresponding to that particular model. Ultimately, we 1llustrate the distribution

of these average probabilities, accumulated across all models. The x-axis represents

the average prediction probability of non-member samples, as computed within each

model, while the y-axis denotes the number of models,| . . . ... ... ... ...

18




Under review as a conference paper at ICLR 2024

A SUPPLEMENTARY EMPIRICAL RESULTS

A.1 DETAILS OF RMIA AND ITS EVALUATION

In this section, we first explain how we evaluate different membership inference attack (MIA) al-
gorithms and then describe the specifics of our proposed RMIA , elucidating its implementation
through pseudo-code. Algorithm |1| outlines the general scheme frequently used to evaluate MIA
algorithms. Given a target model € and its training set Dy, the algorithm first generates the set of
test queries (line 1), denoted by @, by randomly and equally selecting members and non-members
of f. Subsequently, the algorithm iterates over the target (test) samples in ) (line 3) and computes
a MIA score (Scorepmia (z;0)) for each target sample « in line 4. This computation is done by
invoking the COMPUTE_MIA _SCORE function of the under-studied MIA algorithm. For shadow
model-based attacks such as LiRA (Carlini et al., [2022), Attack-R (Ye et al., [2022), and RMIA,
this function trains and uses a set of reference models to compute the score for each input query. We
can easily parallelize each attack across multiple target samples by training reference models for all
test samples simultaneously, rather than training per test sample.

As indicated in equation [T} the membership status of a target sample  is determined by comparing
the assigned MIA score with a threshold, denoted as 5 (line 5). If the score is equal to or greater
than f3, the sample is classified as a member; otherwise, it is classified as a non-member. The
parameter /3 is a common element in all attacks, and its value in each attack is determined empirically
with the goal of maximizing the true positive rate (TPR) at a specified false positive rate (FPR) value.
Correctly inferring the membership of a sample x in line 6 results in an increase in the number of true
positives. Conversely, incorrect inference of non-member samples (line 8) leads to an increase in
false positives. Finally, we calculate the TPR and FPR by normalizing the number of true positives
and false positives, respectively. In order to calculate the ROC curve and the corresponding area
under the ROC curve (AUC), we sweep over all possible values of 3 to build different FPR tolerances
and run Algorithm |1| for each value. The final ROC curve is then derived from the obtained list of
TPR and FPR values.

Algorithm 1 General Scheme for Evaluating Membership Inference Attack Algorithms.

Require: target model 6 with tralnlng set Dy
1: Select two subsets of equal size: @Q,em Which is randomly sampled from the training set Dy,
and @0, randomly sampled from 7 such that Q,,,, N Dy = &. The combined set, namely

Q = Qumem U Qnon, is then used as the test query set. > Generate test queries

2: TP,FP + 0,0

3: for each sample z in () do

4: Scoremra (z; ) <~ COMPUTE_MIA_SCORE(f, z,...) > Compute MIA score of sample x
5: if Scorenia (x;0) > 3 then > Predicted as member, based on equation E]
6: if € Qe then

7: TP+ TP+1 > Correctly predicted member (True Positive)
8: else if x € ),,,,, then

9: F P — FP+1 > Incorrectly predicted non-member (False Positive)
10: TPR + \Qmm\
11: FPR + IQnonl

Algorithm [2] shows the pseudo-code of online RMIA. Initially, we select our reference samples
(i.e., the set Z) from the population data 7w and proceed to train k reference models on random
samples from the population. Each sample in Z U z contributes to the training of k/2 models,
categorized as IN models and OUT models, respectively. Subsequently, we query the target and
reference models, calculating the ratio of prediction probabilities between the target model and the
reference models for the target sample = (line 5). When querying a sample on any model, we use
Softmax or its alternatives as the prediction likelihood function of the model on the given sample.
We repeat this ratio computation for each reference sample z € Z (line 7). As formulated in
equation 4] the division of the computed ratio for the target sample x by the obtained ratio for the
reference sample z determines LRy (x, z) to assess if z is y-dominated by = (line 8). The fraction
of ~y-dominated reference samples in line 10 establishes the MIA score (Scorena (;6)) of the
target sample x in RMIA. The final membership decision is made by comparing this score with the
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threshold § (line 5 in Algorithm [I). The offline version of RMIA pre-trains models on randomly
sampled datasets in advance, avoiding any training on target samples. The modification required in
Algorithm [2] to incorporate the offline RMIA is the exclusion of training any IN models in line 3.
Another modification is that the denominator in ratios Ratio, and Ratio, (line 5 and 7, respectively)
need to be computed according to the method in Appendix where we approximate what the
denominators would have been if we had had access to IN models.

Algorithm 2 MIA Score Computation with RMIA . The function takes the target model 6, the
target (test) sample x, and the y parameter as inputs.

1: function COMPUTE_MIA_SCORE(f, x, )

2: Randomly choose a subset Z from the population data . > Choose reference samples
3: Train k£ models such that each sample s € Z U x is included for training k/2 models and
excluded from the other k£/2 models. O is the set of all models. > Train IN and OUT models
4: C+0 > Number of y-dominated reference samples
5: Ratio, < % > Query target and reference models on target sample x
6: for each sample z in Z do
7: Ratio, + % > Query target and reference models on reference sample z
8: if (Ratio,/Ratio,) > +y then > Compute LRy(z, 2), as in equation [4]
9: C+—C+1
10: Scoremia (z;0) < C/|Z| > Fraction of vy-dominated reference samples as MIA score
11: return Scorepa (x; 0)

A.2 ROCS OBTAINED ON DIFFERENT DATASETS

We here compare the ROC of attacks using reference models trained on four different datasets, i.e.
CIFAR-10, CIFAR-100, CINIC-10 and Purchase-100. We evaluate attacks when different number of
reference models is used. To facilitate a more comprehensive comparison of the overall performance
between various attacks, we provide a depiction of the ROC curves in both log and normal scales.
In Figure 2] we show the ROC of attacks obtained with using 1 reference model. Since we only
have 1 (OUT) model, the result of offline attacks is reported here. RMIA works remarkably better
than other three attacks across all datasets. Although LiRA has a rather comparable TPR at low FPR
for CIFAR-10 and Purchase-100 models, but it yields a much lower AUC (e.g. 22% lower AUC
in CIFAR-10), when compared with RMIA. In other two datasets, RMIA results in around 3 times
better TPR at zero FPR, than its closest rival.

Figure [3] displays the ROC of attacks resulted from employing 2 reference models. For each target
sample, we use 1 IN and 1 OUT model. Again, RMIA works much better than other three attacks
(in terms of both AUC and TPR@FPR) across all datasets. For example, it has a 10% higher AUC
in CIFAR-10 models and at least 3 times better TPR at zero FPR in CIFAR-100 and CINIC-10, than
other attacks. Figure [] presents the ROC of offline attacks when using 127 OUT models. RMIA
works much better than other three attacks across all datasets. For example, it leads to at least 20%
higher AUC than LiRA . Figure[S]illustrates the ROC of attacks obtained when using all 254 models.
For each target sample, we use 127 IN and 127 OUT models. With the help of training hundreds of
IN and OUT models, LiRA can work close to our attack in terms of AUC, but the TPR at zero FPR
of RMIA is considerably higher, e.g. by at least 50% in CIFAR-10, CINIC-10 and Purchase-100
models, as compared with LiRA .

For a better comparison between attack performances concerning the number of reference models,
Figure [6| presents the AUC results for both offline and online attacks across varying reference model
counts (ranging from 1 to 254). The left plots in this figure showcase the outcomes of offline at-
tacks, while the right plots highlight the performance of online attacks. A consistent trend emerges,
revealing that an increase in the number of reference models yields an improvement in AUC across
all attacks. Notably, in both offline and online scenarios and across all datasets, RMIA consistently
outperforms other attacks, particularly when employing a limited number of models. Intriguingly,
the results from our offline RMIA, using a small number of reference models (e.g., 4), nearly align
with the best outcomes achieved by online algorithms working with hundreds of models.
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Figure 2: The ROC of attacks using models trained on different datasets (ROCs are shown in both
log and normal scales). The result is obtained on one random target model. We here use 1 reference
model (OUT) for each target sample. In LiRA and RMIA, we use 18 augmented
queries and for Attack-R and Attack-P 2022), we use 1 query. For RMIA, we use y = 2.
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Figure 3: The ROC of attacks using models trained on different datasets (ROCs are shown in both
log and normal scales). The result is obtained on one random target model. We here use 2 reference
models (1 IN and 1 OUT) for each target sample. In LiRA and RMIA, we use
18 augmented queries and for Attack-R and Attack-P 2022), we use 1 query. For RMIA,
we use v = 2.
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Figure 4: The ROC of offline attacks using models trained on different datasets (ROCs are shown
in both log and normal scales). The result is obtained on one random target model. We use 127
OUT reference models for each target sample. In LiRA and RMIA, we use 18
augmented queries and for Attack-R and Attack-P 2022), we use 1 query. For RMIA, we
use y = 2.
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Figure 5: The ROC of attacks using models trained on different datasets (ROCs are shown in both log
and normal scales). The result is obtained on one random target model. We here use 254 reference
models (127 IN and 127 OUT) for each target sample. In LiRA and RMIA,
we use 18 augmented queries and for Attack-R and Attack-P [2022), we use 1 query. For
RMIA, we use v = 2.
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Figure 6: The AUC of various attacks obtained with using different number of reference models.
The left plots illustrate the results of offline attacks, while the right ones depict the AUC scores
obtained by online attacks. For online attacks, half of reference models are OUT and half are IN
(trained per each sample). In LiRA (Carlini et al.| 2022)) and RMIA, we use 18 augmented queries
and for Attack-R and Attack-P (Ye et al.,2022), we use 1 query. For RMIA, we use v = 2.
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A.3 PERFORMANCE OF ATTACKS UNDER DATA DISTRIBUTION SHIFT

Table [5] compares the result of attacks when the target models are trained on different datasets than
the reference models. More specifically, the target models are trained on CIFAR-10, while the
reference models are trained on CINIC-10. We use images with common class labels between two
datasets. Compared with other two attacks, RMIA always obtains a higher AUC (e.g. by up to 25%
in comparison with LiRA) and a better TPR at low FPRs.

# Ref. Models  Attack AUC m
0.01% 0.0%
Attack-R, (2022 61.41+0.23 0.02 0.01
1 LiRA (Offline), |Carlini et al.|(2022)  54.48 £0.21  0.06 0.01
RMIA (Offline) 64.84 £0.25 0.06 0.02
Attack-R, |Ye et al.|(2022 61.45+0.30 0.03 0.01
2 LiRA (Offline), (2022) 52.58+0.18 0.01 0.00
RMIA (Offline) 66.05+0.29 0.13 0.04
Attack-R, (2022 61.54+0.30 0.04 0.02
4 LiRA (Offline), (2022) 55.15+025 0.03 0.01
RMIA (Offline) 66.78 £0.32 0.22 0.09

Table 5: Performance of offline attacks when different datasets are used for training target and
reference models. Specifically, the target models are trained on CIFAR-10, while the reference
models are trained on CINIC-10. Results are averaged over 10 random target models.

A.4 PERFORMANCE OF ATTACKS ACROSS VARIED NEURAL NETWORK ARCHITECTURES

Figure[7]illustrates the performance of attacks when models are trained with different architectures,
including CNN and Wide ResNet (WRN) of various sizes, on CIFAR-10. In this scenario, both
target and reference models share the same architecture. RMIA consistently outperforms other
attacks across all architectures (e.g. 7.5%-16.8% higher AUC compared with LiRA). Using network
architectures with more parameters can lead to increased leakage, as shown in (Carlini et al.| [2019).

CNN-16 CNN-32 CNN-64
100 Y A WYTHY A ETTTY ARV MR 100 S Y R AT R WRTI M RTI MWt 100 ST R AT RSP WA ST
2 107" o P10ty P10ty -
Cﬁ 1 r 1 r ] 4 r
£ 10724 E1072 1072 4 . E
El E El E E » E
z 10-3 1 cis i 10-3 ] /"' i 10-3 4 ,"" i
C; 0 ;_] ——RMIA (AUC=0659) | | 0 T T—rwia (Auc=0693) | [ 0 E ——RMIA (AUC=0713) ||
=1 ] =—— LiRA (AUC=0.559) [ 1 —— LiRA (AUC=0.607) [ ] = LiRA (AUC=0.642) [
& 1074 4 of == Attack-R (AUC=0.588) [ L 1()—4 4 o = Attack-R (Al 623) | 10— 4 e Attack-R (AUC=0.647) | |
3 ,¢" | = Attack P (AUC=0.549) | F 1 0| = Attack-P (AUC=0.567) | E —— Attack-P (AUC=0.578) | F
1. = = = Random Guess L 1., = = = Random Guess L 1, = = = Random Guess L
105 105 +rrmr I R e ————
107° 10741073 1072 107 10° 107510741073 1072 1071 10° 107° 10741073 1072 107! 10°
WRN28-1 WRN28-2 WRN28-10
100 vl vl vl vl ) 100 S T U VT T R 100 S ST R SV VT U R
g 107" 4 L0y U g
[ 1 r 1 r r
g0 P02 P10 3
=1 E| = E| = | =
Z 1 ¥ ] ¥ 1 ¥
£ 1078 4 E107° E 1070 o 3
© E| —— RMIA (AUC=0.675) | || E| —— RMIA (AUC=0.692) | [ E — RMIA (AUC=0.711) | [
=] ] =—— LiRA (AUC=0.608) [ 1 —— LiRA (AUC=0.633) [ ] —— LiRA (AUC=0.661) [
= 10—4 N o s Attack-R (AUC=0.616) | L 10—4 N o = Attack-R ( 33) | L - = Attack-R (AUC=0.657) | |
El #| | m— Attack-P (AUC=0.566) | | 4 ¢ | == Attack-P (AU E E| e Attack-P (AUC E
1. = = = Random Guess r 1.7 = = = Random Guess L 1. = = = Random Guess [
[l et —— 10=5 +rmmr—r I e e ————
107510741073 1072 10~ 10° 107°107* 1073 1072 10~ 10° 107510741072 1072 10~ 10°
False Positive Rate False Positive Rate False Positive Rate

Figure 7: The ROC of attacks using different neural network architectures for training models on
CIFAR-10. Here, both target and reference models have the same architecture. We use 2 reference
models (1IN, 1 OUT). In LiRA (Carlini et al.| 2022)) and RMIA, we use 18 augmented queries.
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Figure[§] presents the performance of attacks when different architectures are used to train reference
models, while keeping the target model fixed as WRN28-2. So, the target and reference models may
have different architectures. The optimal performance for both RMIA and LiRA is observed when
both target and reference models share similar architectures. However, RMIA outperforms other
attacks again, and notably, the performance gap widens under architecture shifts.
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Figure 8: The ROC of attacks using different neural network architectures for training reference
models on CIFAR-10. The target model is always trained using WRN28-2. We here use 2 reference
models (1 IN, 1 OUT) for each target sample. In LiRA (Carlini et al., [2022) and RMIA, we use 18
augmented queries.

A.5 ATTACKING DP-SGD

Differential Privacy (DP) serves as a primary defense mechanism against privacy attacks, including
membership inference on machine learning models. It establishes an upper bound on the success
of any membership inference attack. Similar to the setting used in (Carlini et al., [2022)), we assess
the impact of DP-SGD (Abadi et al., [2016) on the performance of various attacks, exploring three
combinations of DP-SGD’s noise multiplier and clipping norm parameters across different privacy
budgets: 1) for e = oo, we set the noise multiplier o = 0.0 and clipping gradient C' = 10 (resulting
in a test accuracy of 80.53%), 2) for ¢ = 6300, we use 0 = 0.2 and C' = 5 (resulting in a test
accuracy of 73.59%), and 3) for ¢ = 26, we opt ¢ = 0.8 and C' = 1 (yielding a test accuracy of
49.89%). As noted by (Carlini et al., 2022), well-trained models with DP-SGD exhibit membership
inference performance close to random guessing. To enhance model memorization, we deliberately
flip the label of a small portion (around 2%) of samples in the population before training. Finally, a
balanced set of relabeled member and non-member samples is used to evaluate the attacks.

Figure[Q]depicts the ROC of attacks when DP-SGD is used to train CNN-32 models on the CIFAR-10
dataset. For each target sample, we employ 4 reference models (2 IN and 2 OUT). Across all three
settings, RMIA outperforms the other three attacks in terms of the obtained AUC. Specifically, in the
more relaxed setting (with an infinite budget, zero noise multiplier, and a large clipping gradient),
it yields around 3% higher AUC and also a higher TPR at zero FPR than its closest rival. In the
other two stringent settings, our attack further enhances its superiority over other attacks concerning
AUC (e.g. by at least 6.5% higher AUC than LiRA), although the performance of all attacks tends to
converge to random guessing. DP-SGD is shown to be an effective method to mitigate membership
inference attacks but comes at the cost of significantly degrading the accuracy of the model.
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Figure 9: The ROC of attacks using DP-SGD for training CNN-32 models on CIFAR-10. We
deliberately flip the label of 2% of samples to enhance model memorization. Three distinct privacy
budgets, each accompanied by specific settings for DP-SGD parameters, are used: € = oo (left plot),
€ = 6300 (middle plot), and € = 26 (right plot). Here, we use 4 reference models (2 IN, 2 OUT),
for each target sample. In LiRA (Carlini et al.,[2022) and RMIA, we use 18 augmented queries.

A.6 PERFORMANCE OF ATTACKS ON MODELS TRAINED WITH OTHER ML ALGORITHMS

While the majority of contemporary machine learning (ML) models rely on neural networks, under-
standing how attacks generalize in the presence of other machine learning algorithms is intriguing.
Although it is beyond the scope of this paper to comprehensively analyze attacks across a wide
range of ML algorithms on various datasets, we conduct a simple experiment to study their impact
by training models with a Gradient Boosting Decision Tree (GBDT) algorithm. Figure[I0]illustrates
the ROC of attacks when GBDT (with three different max depths) is employed to train models on our
non-image dataset, i.e. Purchase-100. The hyper-parameters of GBDT are set as n_estimators=250,
Ir=0.1 and subsample=0.2, yielding a test accuracy of around 53%. For this experiment, we use two
reference models (1 IN, 1 OUT) for each target sample. Since the output of GBDT is the prediction
probability (not logit), we use this probability as the input signal for all attacks. To compute the
rescaled-logit signal for LiRA, we use log(ﬁ), where p is the output probability. The TPR ob-
tained by our attack consistently outperforms all other attacks, particularly by an order of magnitude
at zero FPR.
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Figure 10: The ROC of attacks on models trained with Gradient Boosted Decision Tree (GBDT) on
the Purchase-100 dataset. Three different values of max depth parameter are used in GBDT. The
test accuracy of models is around 53%. We use 2 reference models (1 IN, 1 OUT) for each target
sample. In LiRA (Carlini et al.}[2022)), we use the output probability p to compute the rescaled-logit
signal as log(ﬁ). In other attacks, we use the output probability as the input signal of attacks.
Here, we do not use augmented queries.
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A.7 PERFORMANCE OF ATTACKS ON TYPICAL/ATYPICAL TEST SAMPLES

Figure [T1]illustrates the performance of attacks using typical and atypical test samples on CIFAR-
10 models. Typical (interior) samples are characterized by the highest model confidence across
all reference models, while atypical (boundary) samples exhibit the lowest confidence. In each
experiment, the number of member and non-member test samples is balanced. The left plots in this
figure depict results with only 1 (OUT) reference model, whereas the right plots showcase outcomes
with 254 reference models (127 IN, 127 OUT) for each target sample.

In all four scenarios, RMIA outperforms other attacks in terms of the achieved AUC. When us-
ing numerous reference models, RMIA’s performance is marginally superior to LiRA, particularly
with atypical test samples. However, with only 1 reference model, our attack demonstrates a no-
table improvement in AUC compared to LiRA (approximately 35% and 7% for atypical and typical
samples, respectively). Attacking models with respect to typical samples proves to be a much more
challenging task, because these samples are less memorized by the target model, and there is a subtle
distinction in their MIA scores whether they are in the training set or not.
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Figure 11: The ROC of attacks using typical and atypical test samples on CIFAR-10 models. Typical
samples refer to those with the highest model confidence across all reference models, while atypical
samples are those with the lowest confidence. The left plots showcase the results with 1 (OUT)
reference model, whereas the right ones display results with 254 models (127 IN, 127 OUT) for
each target sample. In LiRA (Carlini et al., 2022)) and RMIA, we use 18 augmented queries.

A.8 THE IMPACT OF NUMBER OF REFERENCE RECORDS

Our attack relies on evaluating the likelihood ratio for generating the target model by an input query
z and other non-member z samples, as formulated in equation@ Note that we choose non-member
samples randomly from the population data. Table [f] shows how the result of RMIA changes, as
we use different number of reference samples. The AUC increases when we grow the number of z
samples, but it is noteworthy that using 2500 reference samples, equivalent to 10% of the size of the
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models’ training set, yields results comparable to those obtained with the entire reference sample
set. Moreover, the TPR at low FPRs is still high even when we consider just 250 reference samples.
In the default setting, we use all non-members to a given target model as the set of z samples.

# z samples AUC ﬂ
0.01% 0.0%
25 samples 58.71+£0.26 1.32 1.15

250 samples 64.88+0.24 2.23 1.65
1250 samples  67.57+£0.30 2.22 1.73
2500 samples ~ 68.25+0.27 2.26 1.72
6250 samples ~ 68.78 +0.31 2.28 1.75
12500 samples  69.03 £0.33  2.28 1.77
25000 samples  69.15+0.35 2.26 1.80

Table 6: Performance of RMIA using different number of random z samples for each target sample.
The maximum number equals using all samples in the population, except those used for training
the target model. The number of reference models, trained with CIFAR-10, is 254. We use no
augmented queries, and y = 2.

A.9 RELATION BETWEEN v AND 3

We here investigate the impact of v and 3 selection on the efficacy of our attack. In Figure we
illustrate the sensitivity of our attack, measured in terms of AUC and FPR@TPR, to changes in the
value of . We do not show the result for v < 1, because it implies that a target sample x is allowed
to have a lower chance of being member than reference samples to pass our pairwise likelihood
ratio test, causing lots of non-members to be wrongly inferred as member. With increasing ~, both
AUC and FPR@TPR remain relatively stable (except for instances with considerably high values
of «y). This behavior is elucidated in Figure [13| which demonstrates the best value of /3 to optimize
TPR at given FPRs for different y values. As «y increases, the need arises to decrease the value of 3
in the hypothesis test equation (equation 1)) to strike a balance between the power and error of the
attack. By appropriately adjusting the value of 3, we achieve a roughly same result across different
~ values. In extreme cases where a very high ~ is employed, the detection of y-dominated reference
samples between a limited set of z records becomes exceedingly challenging. Consequently, a drop
in both metrics is observed. We consistently note the same trend in results across all our datasets
and with varying numbers of reference models. Throughout our experiments, we set v to 2, as it
yields a slightly higher TPR@FPR. With v = 2, the best value of § to maximize TPR at 0.01% and
0% FPR is about 0.21 and 0.27, respectively.
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Figure 12: The performance sensitivity of our attack (RMIA) with respect to v parameter. Here,
we use 254 reference models trained on CIFAR-10. The left plot shows the AUC obtained when
using different « values, while the right plot demonstrates the TPR at 0.01% and 0% FPR values
versus -y (corresponding to blue and red lines, respectively). We use 18 augmented queries. Results
are averaged over 10 random target models.
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Figure 13: The best value of 3 that maximizes TPR at FPR=0.01% (red line) and FPR=0% (blue
line) for each given ~y value. The number of reference models, trained with CIFAR-10, is 254 and
we use no augmented queries.

Figure [14]illustrates the impact of selecting v and 3 on the TPR and FPR of RMIA. Plots in this
figure are obtained by using three different v values, i.e. v =0.9, 1 and 2, respectively (from left to
right). Each plot shows the value of TPR and FPR when /5 changes from O to 1 under the given -y
value. Both TPR and FPR always approach zero, as we increase /3 to 1 and the reason is that it
is unlikely that a target sample can dominate most of reference records. But, FPR decreases more
rapidly than TPR under all  values which allows us to always have a higher power gain than error.
From the figure, we realize that if our goal is to maximize TPR at a very low FPR, we have to set
~ to a value larger than 1, because with v = 0.9 or 1, we cannot reduce FPR to zero unless we use
B = 1 which gives us a zero TPR as well. In a broader sense, when ~ is set to 1, the value of
shows a strong correlation with the value of 1 - FPR.
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T 1 0 1 T
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Figure 14: TPR and FPR achieved by RMIA for different values of v and . From left to right, the
plots correspond to the result obtained for v = 0.9, 1, and 2, respectively. The number of reference
models, trained with CIFAR-10, is 254 and we use no augmented queries.

A.10 COMPUTING THE PROBABILITIES FOR THE LIKELIHOOD RATIO IN EQUATION

A.10.1 COMPUTING Pr(z|0)

Let 0 be a classification (neural network) model that maps each input data x to a probability distri-
bution across k classes. Assume data point z is in class y. Let ¢(x) = (c1,--- , k) be the output
vector (logits) of the neural network for input x, before applying the final normalization. We denote
the normalized prediction probability of class y for the input = as fy(x),. For the Softmax function,
the probability is given by

ey
er

fo(z)y = Eff;;;;g

)
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where T is a temperature constant. We can use this to estimate Pr(z|0). However, there are many
alternatives to Softmax probability proposed in the literature to improve the accuracy of estimating
Pr(x|0), using the Taylor expansion of the exponential function, and using heuristics to refine the
relation between the probabilities across different classes (De Brebisson & Vincent, 2016 Liu et al.|
2016; [Liang et al., [2017; Banerjee et al., [2021). In this paper, we use the following to compute
Pr(«x|0) for image datasets:

apx(cy —m)
apr(cy —m) + 3., apzr(c;)’

fo(z)y = (7

where apz(a) = Z?:o ‘Z—,Z is the nth order Taylor approximation of €%, and m is a hyperparameter

that controls the separation between probability of different classes. We compare our attack results
in case of using different prediction likelihood functions.

A.10.2 IMPACT OF PREDICTION LIKELIHOOD FUNCTION

We here study the choice of the prediction likelihood function (signal) on the outcome of RMIA.
There are several alternatives to the Softmax function for computing the prediction likelihood of
models, including Taylor-Softmax (De Brebisson & Vincent, 2016), Soft-Margin Softmax (SM-
Softmax) (Liang et al.,[2017), and their combination (SM-Taylor-Softmax) (Banerjee et al., [2021).
In Table|7} we compare the result of RMIA obtained with four different signals. Based on our em-
pirical results, we set the soft-margin m and the order n in Taylor-based functions to 0.6 and 4,
respectively. The temperature (7") is set to 2 for CIFAR-10 models. SM-Taylor-Softmax obtains
the highest AUC, while also achieving a rather better TPR at low FPRs. Hence, we use SM-Taylor-
Softmax function, as formulated in equation[7] for our image datasets. Figure[I3]presents the perfor-
mance sensitivity of our attack in terms of AUC concerning three hyper-parameters in this function:
order n, soft-margin m, and temperature 7. The AUC of RMIA appears to be robust to variations
in n, m and T. For n > 3, the results are consistent, but employing lower orders leads to a poor
Taylor-based approximation for Softmax, as reported in other works (Banerjee et al., [ 2021])).

Likelihood Function AUC w
0.01% 0.0%
Softmax 68.96 +0.31 2.25 1.69
SM-Softmax 69.02+0.34 2.27 1.67
Taylor-Softmax 68.57+0.29 2.06 1.43

SM-Taylor-Softmax  69.15+0.35 2.26 1.80

Table 7: Performance of RMIA obtained with various prediction likelihood functions. The number
of reference models, trained with CIFAR-10, is 254, we use no augmented queries, and v = 2. The
soft-margin m and the order n in Taylor-based functions are 0.6 and 4, respectively.
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Figure 15: The AUC of our attack (RMIA) obtained by using different values of n (order in Taylor
function), m (soft-margin) and 7' (temperature) in SM-Taylor-Softmax function. When modifying
one parameter, we hold the values of the other two parameters constant at their optimal values. Here,
we use 254 reference models trained on CIFAR-10 and 18 augmented queries. Results are averaged
over 10 target models. The red points indicate the default values used in our experiments.
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A.10.3 COMPUTING Pr(z)

Recall that Pr(z) is the normalizing constant for the Bayes rule in computing our LR. See equation
We compute it as the empirical average of Pr(z|0") on reference models &’ trained on random
datasets D drawn from the population distribution 7. This is then used in pairwise likelihood ratio
equation 4]

In order to compute Pr(z), we need to train reference models 6’. Note that the reference models
must be sampled in an unbiased way with respect to whether x is part of their training data. This
is because the summation in equation is over all #’, which can be partitioned to the set of models
trained on 2 (IN models), and the set of models that are not trained on x (OUT models). Let Z denote
that a training set does not include x. Let 6/ denote an IN model trained on dataset D, (x € D,,)
and 0% be an OUT model trained on dataset Dz (x ¢ Dj). Then, from equation we have:

Pr(z) =Y Pr(z(0') Pr(¢'|D) Pr(D) = > Pr(x|,) Pr(0,| D) Pr(D,)
0’,D 0),,Dy

+ Y Pr(a|f}) Pr(0'|Dz) Pr(D;)
0. ,Dz

®)

The two sums on the right-hand side of the above equation can be computed empirically using sam-
pling methods. Instead of integrating over all possible datasets and models, we sample datasets D,
and Dz and models 0/, and 6%, and compute the empirical average of Pr(x|¢,) and Pr(z|6%) given
the sampled models. We sample D; from the probability distribution Pr(D; ), which is the underly-
ing data distribution 7. For sampling D,., we sample a dataset from 7 and add z to the dataset. We
sample ¢/, and 6% by training models on D, and Dy, respectively.

In the online setting for MIA, we can empirically estimate Pr(z) by computing the average Pr(x|6’)
over 50% IN models and 50% OUT models (using 2k models), i.e.:

1 Pr(x|0.) + Pr(z]65))
2

Pr(CE)]N PT(I)OUT

)

However, in the offline setting, we do not have access to IN models. Thus, we need to exclusively
use Pr(z|0%). As a simple heuristic to have a less biased estimate of Pr(z) without having access to
IN models, we perform an offline pre-computation to approximate the shift of probability between
OUT and IN models when we fine-tune a reference model with randomly drawn samples from the
population. Essentially we approximate the sensitivity of models (the gap between probability of
points when they are non-member and when they become members). See Figure 1 in (Zhang et al.,
2021)) for such computation.

We use our existing reference models to compute the rate at which Pr(z) changes between reference
models that inclue = versus the others. If we have very few (e.g., 1 reference model), we compute
how much the probability of population data change if we fine-tune the model on them. We approx-
imate the gap with a linear function, so we obtain Pr(z);n = a.Pr(z)oyr + b, and finally can
obtain Pr(z) = (Pr(z);x + Pr(z)oyr)/2. Given that both Pr(z);y and Pr(z)opr fall within
the range of O to 1, it follows that @ + b = 1. Consequently, we can simplify the linear function
as Pr(z)rny = a.(Pr(z)our — 1) + 1. In Figure |16} we present the AUC obtained by our offline
RMIA on CIFAR-10 models, varying the value of a from O to 1. As a approaches 1, there is a degra-
dation in AUC (by up to 5.5%), because we heavily rely on Pr(z)oyr to approximate Pr(x);n.
Lower values of a result in an enhancement of Pr(z)oyr to approximate Pr(z);y, leading to im-
proved performance. The AUC appears to be more robust against lower values of a, particularly
those below 0.5. Notably, even with a = 0, where Pr(z) = (1 + Pr(z)our)/2, a considerable im-
provement in results is observed. In this case, we are alleviating the influence of very low Pr(z)our
for atypical/hard samples.

In our experiments, we empirically derived the following values for the datasets used in this paper:
a = 0.33 for CIFAR-10 and CINIC-10, ¢ = 0.6 for CIFAR-100, and a = 0.2 for Purchase-100
models.
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Figure 16: The AUC of offline RMIA obtained by using different values of a in the linear ap-
proximation function. Here, we use 127 OUT reference models trained on CIFAR-10. We use 18
augmented queries. Results are averaged over 10 random target models.

A.11 MIA SCORE COMPARISON BETWEEN ATTACKS

To better understand the difference between the performance of our attack with others’ (specially
when focusing on low FPRs), we compare the MIA score of member and non-member samples
obtained in RMIA and other attacks. Figure|17|displays RMIA scores versus LiRA scores in two
scenarios: one using only 1 reference model (shown on the left) and another using 4 reference
models (shown on the right). With just 1 reference model, RMIA provides clearer differentiation
between numerous member and non-member samples, as it assigns distinct MIA scores in the [0, 1]
range, separating many members on the right side and non-members on the left side. In contrast,
LiRA scores are more concentrated towards the upper side of the plot, lacking a distinct separation
between member and non-member scores. When employing more reference models, we observe a
higher degree of correlation between the scores of the two attacks.
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(a) LiRA against RMIA with 1 model (b) Against LiRA against RMIA with 4 models

Figure 17: MIA score comparison between RMIA and LiRA (Carlini et al., [2022) over all member
and non-member samples of a random target model. The left plot is obtained when only 1 (OUT)
reference model is used, while the right plot uses 4 reference models per sample (2 IN and 2 OUT).
In both plots, the x-axis represents RMIA scores, while the y-axis depicts LiRA scores.
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Similarly, Figure [T8] shows RMIA scores compared to Attack-R scores in the same two scenarios:
using only 1 reference model (shown on the left) and using 4 reference models (shown on the right).
For both scenarios, RMIA can better separate members from non-members via assigning distinct
MIA scores to them (member scores apparently tend to be larger than non-member scores for lots of
samples). In contrast, there is no such clear distinction in Attack-R .

We finally show RMIA scores versus Attack-P scores in Figure [I9] In this experiment, we only
use 1 (OUT) reference model for RMIA, because Attack-P does not work with reference models.
As opposed to RMIA, Attack-P clearly fails to provide a good separation between member and

non-member scores.
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Figure 18: MIA score comparison between RMIA and Attack-R 2022) over all member
and non-member samples of a random target model. The left plot is obtained when only 1 (OUT)
reference model is used, while the right plot uses 4 (OUT) reference models per sample. In both
plots, the x-axis represents RMIA scores, while the y-axis depicts Attack-R scores.
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Figure 19: MIA score comparison between RMIA and Attack-P (Ye et al.} 2022) over all member
and non-member samples of a random target model. The x-axis represents RMIA scores, while the
y-axis depicts Attack-P scores. RMIA results are computed using only 1 (OUT) reference model.
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A.12 DIRECT COMPUTATION OF LIKELIHOOD RATIO IN EQUATION [Z]

In Section 2] we introduced two separate approaches for computing the fundamental likelihood ratio
in equation [2} I) a Bayesian method, as shown by equation ] and II) a direct method, expressed
in equation [6| While our empirical results are primarily derived using the Bayesian method, we
anticipate that the outcomes of these two approaches will converge closely when a sufficient number
of reference models is employed, although their performance may vary with a limited number of
models. In this section, we attempt to assess these two methods and possibly invalidate our initial
anticipation.

The direct approach involves employing Gaussian modeling over logits. Our attack is then simpli-
fied to the estimation of the mean and variance for the logits of samples x and z in two distinct
distributions of reference models; One distribution comprises models trained with x in their training
set but not z (denoted by 6’ .), while the other comprises models trained with z in their training set
but not = (denoted by 0_%72).’ Let ptp z(x) and 0, z(x) be the mean and variance of fy/(x), i.e. the
logit of sample =, in the distribution of ¢, - models, respectively (a similar notation can be defined
for 67, . models). We can approximate the likelihood ratio in equation@ as follows:

_ Pr(fo(), fo(2)|2)
LR 2) = B Fo(a), Jo(2)]2)
- Pr(fo(2)|N (paz(x), 02 (2))). Pr(fo(2)IN (pe,2(2), 02 2(2))) (10)
Pr(f@(x)lN(Mi Z(x ) U;%,z(x )) Pf(f9(2)|N(MaE, ('Z ) U%,z(z)))

where fy(z) represents the output (logits) of the target model 6 on sample x. Although the direct
method may appear to be more straightforward and accurate, it comes with a significantly higher
computational cost, since we must train online reference models, i.e. 9;’ » to compute the probabil-
ities in the above relation.

We now demonstrate the performance of our RMIA when the likelihood ratio is computed us-
ing equation [4] (hereafter, called RMIA-Bayes), in comparison to utilizing the aforementioned like-
lihood ratio in equation[I0| (referred to as RMIA-direct). Figure[20]compares the ROCs achieved by
the two methods when 64 reference models are employed for each sample pair = and z to estimate
the probabilities. We show the results obtained from models trained with different datasets. In this
case, RMIA-direct slightly outperforms in terms of both AUC and TPR at low FPRs, yet RMIA-
Bayes closely matches its pace, even at low FPR values. On the other hand, Figure 2] presents the
scenario where 4 reference models are used for each sample pair. When utilizing fewer models,
RMIA-Bayes exhibits a better performance across all datasets (e.g., 6.6% higher AUC in CIFAR-
10). It appears that RMIA-direct struggles to accurately estimate the parameters of Gaussian models
with only four models available. Given the substantial processing cost of RMIA-direct, associated
with training online models relative to sample pairs, RMIA-Bayes emerges as a more reasonable
choice due to its ability to operate with a reduced number of models trained in an offline context.
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Figure 20: The ROC of RMIA when two different methods, i.e. RMIA-direct and RMIA-Bayes,
are used to approximate the likelihood ratio in equation [2| (ROCs are shown in both log and normal
scales). Here, 64 models are trained per each sample pair x and z on different datasets. We use no
augmented queries. We also set 7y to 2.
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Figure 21: The ROC of RMIA when two different methods, i.e. RMIA-direct and RMIA-Bayes,
are used to approximate the likelihood ratio in equation [2| (ROCs are shown in both log and normal
scales). Here, 4 models are trained per each sample pair « and z on different datasets. We use no
augmented queries. We also set 7y to 2.
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A.13 PREDICTION VARIANCE FOR POPULATION SAMPLES ACROSS REFERENCE MODELS

In Section [2.2] we introduced using reference models for computing Pr(z) and Pr(z) in the likeli-
hood ratio. Reference models are trained on random samples from the population. Here, we assess
the distributions of the average probability of non-member samples across various models trained
on our 4 datasets, to analyze the variance that the difference in these models can create in the com-
putation of Pr(x) and Pr(z). Specifically, for each dataset examined, we train 254 models, and
compute the average prediction probability of their test datasets on each of these models. Figure [22]
illustrates the distribution of these average probabilities, aggregated across all models. Here, the
x-axis represents the distribution of per-model average prediction probability of test data, and the
y-axis indicates the number of models. Notably, as can be observed in the figure, the average prob-
abilities cluster closely around the mean, and the standard deviation from the mean is minimal,
consistently staying below 0.003 across all datasets examined. This shows that the computation of
Pr(z) and Pr(z) should not be too sensitive to adding or removing a reference model trained on
random samples from the population.
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Figure 22: Distributions of average prediction probability for non-member samples across trained
models. For each dataset, we train 254 models with half of the dataset randomly selected as the
training set in each instance. Subsequent to the training of each model, we calculate the average
prediction probability for non-member samples corresponding to that particular model. Ultimately,
we illustrate the distribution of these average probabilities, accumulated across all models. The x-
axis represents the average prediction probability of non-member samples, as computed within each
model, while the y-axis denotes the number of models.
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B RELATED WORK

Neural networks, particularly when trained with privacy-sensitive datasets, have been proven to be
susceptible to leaking information about their training data. A variety of attacks have been designed
to gauge the degree of leakage and the subsequent privacy risk associated with training data. For
instance, data extraction attacks attempt to recreate individual samples used in training the model
(Carlini et al.l 2021}, whereas model inversion attacks focus on extracting aggregate information
about specific sub-classes instead of individual samples (Fredrikson et al.,[2015). In contrast, prop-
erty inference attacks derive non-trivial properties of samples in a target model’s training dataset
(Ganju et al., 2018)). This paper, however, is concerned with membership inference attacks (MIAs),
which predict whether a particular sample was used in the training process of the model. MIAs,
due to their simplicity, are commonly utilized as auditing tools to quantify data leakage in trained
models.

MIAs first found their use in the realm of genome data to identify the presence of an individual’s
genome in a mixed batch of genomes (Homer et al., | 2008)). Backes et al.[(2016)) went on to formalize
the risk analysis for identifying an individual’s genome from aggregate statistics on independent
attributes, with this analysis later extended to include data with dependent attributes (Murakonda
et al.l[2021).

Algorithms featuring differential privacy (DP) are designed to limit the success rate of privacy at-
tacks when distinguishing between two neighboring datasets (Nasr et al., [2021). Some researches,
such as Thudi et al.| (2022), provide upper limits on the average success of MIAs on general tar-
gets. Other studies evaluate the effectiveness of MIAs on machine learning models trained with DP
algorithms (Rahman et al., 2018).

Shokri et al.| (2017) demonstrated the efficacy of membership inference attacks against machine
learning models in a setting where the adversary has query access to the target model. This approach
was based on the training of reference models, also known as shadow models, with a dataset drawn
from the same distribution as the training data. Subsequent works extended the idea of shadow
models to different scenarios, including white-box (Leino & Fredrikson, 2020; [Nasr et al., 2019
Sablayrolles et al.,[2019) and black-box settings (Song & Mittal, 2021; Hisamoto et al.,|2020; |Chen!
et al.,|2021), label-only access (Choquette-Choo et al.,[2021;|Li & Zhang}[202 1)), and diverse datasets
(Salem et al} [2019). However, such methods often require the training of a substantial number of
models upon receiving an input query, making them unfeasible due to processing and storage costs,
high response times, and the sheer amount of data required to train such a number of models. MIA
has been also applied in other machine learning scenarios, such as federated learning (Nasr et al.|
2019; Melis et al., 2019; Truex et al., 2019) and multi-exit networks (L1 et al.,[2022).

Various mechanisms have been proposed to defend against MIAs, although many defense strategies
have proven less effective than initially reported (Song & Mittal, [2021)). Since the over-fitting issue
is an important factor affecting membership leakage, several regularization techniques have been
used to defend against membership inference attacks, such as L2 regularization, dropout and label
smoothing (Shokri et al.|, 2017 [Salem et al. 2019} [Liu et al.| |2022b). Some recent works try to
mitigate membership inference attacks by reducing the target model’s generalization gap (Li et al.
20215 |Chen et al.,2022) or self-distilling the training dataset (Tang et al., 2022). |/Abadi et al.|(2016)
proposed DP-SGD method which adds differential privacy (Dwork, |2000) to the stochastic gradient
descent algorithm. Subsequently, some works concentrated on reducing the privacy cost of DP-SGD
through adaptive clipping or adaptive learning rate (Yu et al., 2019; Xu et al.| [2020). In addition,
there are defense mechanisms, such as AdvReg (Nasr et al., 2018)) and MemGuard (Jia et al.l|2019),
that have been designed to hide the distinctions between the output posteriors of members and non-
members.

Recent research has emphasized evaluating attacks by calculating their true positive rate (TPR) at
a significantly low false positive rate (FPR) (Carlini et al.| |2022} [Ye et al., [2022; [Liu et al., [2022a}
Long et al.|[2020; [Watson et al.,[2022a)). For example, Carlini et al.|(2022) found that many previous
attacks perform poorly under this evaluation paradigm. They then created an effective attack based
on a likelihood ratio test between the distribution of models that use the target sample for training
(IN models) and models that do not use it (OUT models). Despite the effectiveness of their attack,
especially at low FPRs, it necessitates the training of many reference models to achieve high per-
formance. Watson et al.[ (2022a) constructed a membership inference attack incorporating sample
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hardness and using each sample’s hardness threshold to calibrate the loss from the target model. |Ye
et al. (2022) proposed a template for defining various MIA games and a comprehensive hypothesis
testing framework to devise potent attacks that utilize reference models to significantly improve the
TPR for any given FPR.|Liu et al.|(2022a) presented an attack which utilizes the membership signals
generated during the training of distilled models to effectively enhance the differentiation between
members and non-members. The recent paper (Wen et al.| [2023) has improved the performance
of likelihood test-driven attacks by estimating a variant of the target sample through minimally
perturbing the original sample, which minimizes the fitting loss of IN and OUT shadow models.
Lately, [Leemann et al.| (2023) have introduced a novel privacy notion called f-MIP, which allows
for bounding the trade-off between the power and error of attacks using a function f. This is es-
pecially applicable when models are trained using gradient updates. The authors demonstrated the
use of DP-SGD to achieve this f-MIP bound. Additionally, they proposed a cost-effective attack for
auditing the privacy leakage of ML models, with the assumption that the adversary has white-box
access to gradients of the target model.

In alignment with recent research, we concentrate on the power (TPR) of MIAs at extremely low
errors (FPR). We propose a different game and hypothesis test that allows us to devise a new attack
that reaps the benefits of various potent attacks. The attack proposed in this paper demonstrates
superior overall performance and a higher TPR at zero FPR than the attacks introduced by (Carlini
et al.,2022; Ye et al., 2022), especially when only a limited number of reference models are trained.
Additionally, it maintains high performance in an offline setting where none of the reference mod-
els are trained with the target sample. This characteristic renders our attack suitable for practical
scenarios where resources, time, and data are limited.
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