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Abstract

Diffusion models have shown remarkable abilities in generating realistic and high-
quality images from text prompts. However, a trained model remains largely
black-box; little do we know about the roles of its components in exhibiting a
concept such as objects or styles. Recent works employ causal tracing to localize
knowledge-storing layers in generative models without showing how other layers
contribute to the target concept. In this work, we approach diffusion models’ inter-
pretability problem from a more general perspective and pose a question: “How do
model components work jointly to demonstrate knowledge?”. To answer this ques-
tion, we decompose diffusion models using component attribution, systematically
unveiling the importance of each component (specifically the model parameter)
in generating a concept. The proposed framework, called Component Attribution
for Diffusion Model (CAD), discovers the localization of concept-inducing (posi-
tive) components, while interestingly uncovers another type of components that
contribute negatively to generating a concept, which is missing in the previous
knowledge localization work. Based on this holistic understanding of diffusion
models, we present and empirically evaluate one utility of component attribu-
tion in controlling the generation process. Specifically, we introduce two fast,
inference-time model editing algorithms, CAD-Erase and CAD-Amplify; in par-
ticular, CAD-Erase enables erasure and CAD-Amplify allows amplification of
a generated concept by ablating the positive and negative components, respec-
tively, while retaining knowledge of other concepts. Extensive experimental results
validate the significance of both positive and negative components pinpointed
by our framework, demonstrating the potential of providing a complete view of
interpreting generative models. Our code is available herel

1 Introduction

Recent developments in diffusion models [[18, 26,136, [37]] have greatly improved the synthesizing
capabilities, in terms of image quality and the diversity of generated knowledge. However, these
models lack interpretability; we do not fully understand how they can translate simple prompts to
coherent visual outputs. To investigate how generative models express learned concepts, a recent line
of work studies which components in the model store knowledge [2,127]. In language models, Meng
et al. [27] propose causal tracing to locate layers storing facts and reveal that knowledge is localized in
middle-layer MLP modules. Basu et al. [2] transfer this approach to diffusion models and propose the
knowledge distributed hypothesis. They show that, unlike language models, knowledge is distributed
among a set of UNet components and the first self-attention layer of the text encoder. These
works shed light on interpreting generative models, enabling more effective model editing [3} [2].
Nevertheless, they focus only on knowledge storage—modules that are responsible for generating
concepts—and on coarse-grained components, such as layers. This perspective may overlook more
subtle properties and other types of modules that also influence the outputs.
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To address that limitation, this paper rst poses

a more general questioriow do components

in diffusion models contribute to a generated

concept?We introduce a framework thate-

dictsthe model's behavior given the presence

of each component by identifying its contribu-

tion through an ef cient linear counterfactual

estimator85]. Through this framework, called

ComponentAttribution for Diffusion Model

(CAD), we advance the understanding of hoWigure 1: Overview of our framework. We show
model components activate concepts (e.g., abat there exist and negative components in
jects, styles, or explicit contents) in diffusiordiffusion that increase or decrease the probability
models. In contrast to the prior work that foef the target concept, respectively. Removing those
cuses on the model's layers, CAD allows anatemponents will have the reverse effect.

ysis of more ne-grained components. Speci -

cally, we revisit thaistributed hypothesif2] and leverage CAD to identify concept-inducing (or
positive) components that are similar to knowledge storage. However, by focusing on the most ne-
grained components, i.e., the model's parameters, we proposactization hypothesiknowledge

is localized in a small number of parameters. Surprisingly, besides the positive components, CAD
also reveals the existence of components that contribute negatively to generating the target concept,
which is missing in the previous studies. Ablating positive or negative components decreases or
increases the probability of generating the corresponding knowledge. As one example of its utility,
this holistic understanding of diffusion models enables a lightweight model editing capability, i.e., to
remove (positive) or recall (negative) a concept. Figure 1 illustrates the proposed CAD framework.
In summary, our contributions are:

» We propose CAD, a comprehensive framework, that can compute the attribution scores of
the diffusion model components based on an ef cient and effective linear counterfactual
predictor.

« Utilizing CAD, we con rm the existence of the concept-inducing (positive) model's param-
eters, while revealing thelocalizednature. CAD is also the rst work that uncovers the
existence of another type of components — the concept-ampli cation (negative) components.

» Leveraging these observations of localized positive and negative components, we develop
two lightweight knowledge editing algorithms for diffusion models, CAD-Erase for concept
erasing and CAD-Amplify for concept ampli cation, respectively.

* We analyze CAD and evaluate the effectiveness of the proposed editing algorithms with
extensive experiments, demonstrating their practicality and effectiveness.

2 Related Works

Interpreting Neural Networks. Several research has extensively studied the black-box mechanism
of neural networks to explain their behaviors. A line of woiB4, [4,42] visualize important input
regions of classi cation models by using the gradient of feature map activations. Sundararajan et al.
[38] formalize the problem of attributing the input and propose two axioms to design attribution
methods. Fundamentally different from those studies, we aim to attributeddel components

speci cally parameters, in diffusion models.

Knowledge Localization. Previous work explored how language model components store factual
knowledge 16, 8] or used model attribution to analyze the impact of individual components in
the image classi cation and language prediction td88k[However, due to the iterative generative
process and the difference in knowledge storing, applying these approaches to diffusion models is
challenging. Another line of researc8, [3, [17, 27, 39, 7, 49] utilizes causal analysis to identify
critical layers for knowledge in language models and T2l Latent Diffusion variants. For instance,
modifying speci c layers can alter factual information or remove unwanted visual elements. While
these methods have shown successes in localizing knowledge, Hada €} discover that editing
non-causal layers can also modify stored facts in language models. This nding implies that causal
analysis may answer a different question from model editing. Furthermore, these approaches inspect
theactivations which are dependent on the input, whereas our work studigsatiaenetersf the



model. Dravid et al[9] examine the weight space of several customized diffusion models; in contrast,
our work offers an ef cient approach to studying individual model component roles.

Concept Erasure.Latent diffusion models (LDMs) can generate undesirable content (e.g., nudity,
outdated information, copyrighted artistic styles) due to their large and uncontrolled training datasets.
Early efforts address this problem involved ne-tuning Cross-Attention layéfs 40, 21, 50, 29] or

editing the text-encoderl][ 2]. In addition, several researchZ, 25, 44] highlight the necessity to
remove multiple concepts simultaneously in real-world scenarios. More recent works aim to improve
robustness of erasing methods to red-teaming attacks, including Concept8lfURECE [13],

RACE [19], and pruning method#lp]. These methods enable ef cient erasure of various contents
while ensuring minimal interference with the unedited ones.

Concept Ampli cation. Motivated by Dreambooth33], Cones P4] insertsnewobjects into the
model by identifying concept neurons. In contrast, CAD-Amplify locates components to magnify
existingknowledge in diffusion models. Dai et 8] also proposes a method to amplify facts, but
relies on amplifying positive neurons. Our work is the rst study showing the existence of negative
components and how to systematically locate them.

Red-Teaming Attacks. Although ne-tuning eliminates undesirable concepts in text-to-image
models, recent studiedT, 6, 51, 46, 48, 41, 30] show that this approach remains unreliable against
adversarial prompt attacks. These safety mechanisms can be bypassed by both black-box (e.g.,
SneakyPrompt47], Ring-A-bell [41]) and white-box attacks (e.g., P4B]] UnlearnDiff [51]),

leading to the regeneration of sensitive content. These attacks highlight the need for robust defenses
that fully remove concepts while preserving image quality. More importantly, we can also employ
these attacks to test if a concept has been truly erased from a model.

Pruning Approaches. Similar to our algorithms, many studied4 10] have investigated pruning
neural networks, primarily for time and memory ef ciency. Speci call®8[ 22, 40] use gradient
information to identify and remove less important parameters, thereby improving inference speed.
In contrast, our approach removes parameters that have the most signi cant positive or negative
contributions to either erase or amplify knowledge.

3 Preliminaries

Diffusion Models. Diffusion models 18, 26, 36, 37] are generative models that perform a denoising
process, starting from random Gaussian noise, over several timeTﬁtl?psticulgarly, the forward
Markov process rst transforms a real imagginto a noisy images; =~ axo+ 1 a attime
stept, wherea; is a decaying parameter andN (0O;1). Then in the reverse process, a denoiser is
trained to predict the noise at each time step thereby generating a noisy imagge After a series

of discrete time steps, the diffusion model generates the nal reconstructed kgage

Latent Diffusion Models. LDMs [32] help accelerate the denoising process by employing a pre-
trained variational autoencoder with an encdélend a decoddd and performing the denoising
process in the latent space. At each time $tdfDMs predict the noise ( jc), conditioned by
a text prompt and parameterized by The objective function it = E, g (x)te: N (0:)K

(z:; c;Y)k3; where is Gaussian noise, and (z; c;t) is the estimated noise added to latenat
time stept by LDMs.

4 Concept Attribution in Diffusion Models

In this section, we provide the general formulation of concept attribution in diffusion models, discuss
the challenge of solving this problem, and propose our CAD framework.

4.1 Decomposing Knowledge in Diffusion

We consider the diffusion model as a combination of building blogkd_et J (c; w) beanyfunction

that returns a real number representing how well the mbgefith a set of components, generates

the concept. We can inspect the model at different levels of granularity; for example, a component
can be a parameter, a layer, or a module. Our paper, however, focuses on the model parameters,
which are the most ne-grained components; nevertheless, our work can generally be extended to
other types of components (i.e., layers or modules).



Our goal is to interpret how each componeantcontributes to generating a concept, quanti ed by
J(c;w). Similar to prior research in causal mediation analy2i 43], our study also focuses on
“intervening” by “knocking out” to measure the counterfactual effect; i.e., we examine if model
parameters induce a certain ability by removing them from the model. Speci cally, we estimate how
J(c;w) changes if we set the value of a componento 0. Letw be the new set of components
obtained by adjusting some component§ tave want to nd a functiorg(Ow; c) = J(c;w) where

Ow 2 f 0;1g%, d is the number of components, and

Oifwi =0

(Ow)i = lif w = w;:

)

Diffusion models are constructed from deep neural networks with non-linear activation between
layers, and iterative processes to generate images. Consequently, the fgmetig be complex

and dif cult to learn. Interestingly, Shah et 4B5] show that a simple linear function can well
approximateg in image classi cation models and language models. Here, we similarly approximate
g with a linear model:

J(C;w) = g(0wic)  (0w+h; c2R%: )

Each coef cient ¢; represents how the componentcontributes to the concept Another way to
intervene is to amplify the effect a¥; by rescaling its magnitude; however, unlike knockout, which
removes the component completely, scaling may preserve interactions, and deciding the magnitude of
the change can be non-trivial. Nevertheless, we investigate this type of intervention in the Appendix.

4.2 CAD: Component Attribution for Diffusion Model

The challenge of learning .. One way to nd . is by treating Equatiof2) as a machine learning

model B5]. We can create a sizN- dataseD. = f(0,);J(c;w(D)) : 0, 2 f0;1g%N, by
randomly masking out some components of the diffusion model (i.e., to create thewiiput

Then, we train a linear regression model and obtajras the coef cient in the model. Considering

the number of components, this approach requires a signi cantly high number of data points and
thus function evaluations. For instance, Shah ef3&] created100, 000 data points for image

classi cation and200 000 for language modeling to examine a single prediction. Furthermore,
since diffusion models require an iterative process to generate data, generating such data points is
signi cantly more time-consuming. Therefore, this approach of generating data to lgdan a

concept is prohibitively expensive or inef cient.

Our approximation method. Instead, we propose to approach Equati@nfrom a different
perspective. Assuming our focus is on a small subset of compongrit2 S and we want to
examine hov)\é] (c;w) changes ifv; = 0, we can apply rst-order Ta%Ior expansion as follows

ci=Jdcw) Jew) (w wr wJ(cw) = W_@Jc;w): 3)

M a4
i2S i2S @W
From Equationg2) and(3), we see that the coef cient.; of w; can be approximated hy; %.

For the rest of the study, we will use this formulation to attribute a component in the model. In
particular, our method measures the contribution of a componetd the objectivel, or the

attribution score, byy; @Xcw) \yhich only requires a single forward and backward pass instead of
creating the training data for the model in (2) with many forward passes.

5 Editing Diffusion Models with CAD

In this section, we discuss the importance of studying parameter attributions in concept generation
via two applications of CAD. Speci cally, we propose and empirically evaluate two lightweight,
inference-time editing algorithms that remove (CAD-Erase) or amplify (CAD-Amplify) a concept in
diffusion models.

As J(c; w) describes how well the model generates a congegihserving its changes allows us to

edit diffusion models. Given the attribution scores of model components computed using the proposed
approach in Section 4.2, we can increase or decrédseablating components with positive or
negative attributions.



5.1 Localizing and Erasing Knowledge

Previous worksZ27, 2, 3] apply causal tracing i
to study which layers in generative models stofdgorithm 1: CAD-Erase

knowledge. While this approach gives somiaput: Diffusion model , target concept, base
insights into the model, it does not allow a ne-  conditioncy,, the number of componenks
grained understanding of parametric knowledg®utput: Diffusion model °with a lower chance
i.e., more ne-grained components in the causal to generate concept

layers may play different roles. In contrast, Generate a set of conditioned orc.

CAD allows us to focus on the most ne-grained  Compute the scores; @% with Eq. (4).
components, i.e., the model parameters, and ex- |_ocate topk componentsy; 2 S with the
amine the in uence of each parameter on gen- (positive) attribution.

erating a concept. Formally, we de msitive Setw; O;w; 2 S.

component$or a concept as those that when
being ablated, the model has a lower probability of generating

Concept Erasure.We consider these positive components as knowledge storage, and nding them
allows us to locate knowledge in generative models. We hypothesizkrtbetedge is localized

there exists a small subset of components that makes the model not generate the concept when being
ablated. This hypothesis also leads to a more accurate approximation discussed in Section 4.2, due to
its rst-order expansion.

Hypothesis 1. Knowledge is localized in a small number of components. If we remove those
components representing a concepthe model will not generateand other concepts are unaffected.

Concept Attribution Objective. Another question is which objective functidnshould be used.

A naive choice is to directly use the training loss. However, previous work in concept eragjng [
shows that optimizing this objective to ablate concepts leads to sub-optimal performance. Instead, we
rely on the following objective function (also used in [21]):

Je, (W) = Ex,it K( x50t w)isg)  ( xt;c;t;w)k2 (4)

wherec is the target concept, e.g. the object—— - -

“parachute”,c, is the base condition, e.g. thdlgorithm 2: CAD-Amplify

empty string “”,sq) is the gradient stopping op{nput: Diffusion model , target concept, the
erator. Intuitively, we force the predicted noise  N.0. componentk, imagesx of conceptc.
conditioned on the target concept to be close @utput: Diffusion model °with a higher

the unconditioned noise, thus preventing the re- chance to generate concept

verse process from approaching the conditional Compute the scores; % with Eq. (5).
distribution of the concept. Locate topk componentsy; 2 S with the
lowest (negative) attribution.

Setw; Ow; 2 S

CAD-Erase. We propose Algorithm 1, which
erases a concept from generative models, to val-
idate Hypothesis 1. In general, we compute the
attribution value of components by Equati¢®) and remove the tog-positive components. Note

that, although there could exist a more effective algorithm than masking tHepopitive or negative
components to erase or amplify (which we will introduce next) concepts, respectively, our paper
focuses on proposing a general approach and its analysis on answer the questiow db‘compo-

nents in diffusion models contribute to the generated imagest example, one can netune these
positive or negative components to achieve even better concept erasure or ampli cation, respectively;
however, this is beyond the scope of our study and we leave it for future works.

5.2 Amplifying Knowledge in Diffusion Models

Our attribution framework offers eomplete view of interpreting the modbksides positive com-
ponents that are responsible for generating a concept, there also exist components with negative
coef cients. We hypothesize that these components suppress knowledge, i.e., decreasing the proba-
bility of inducing a concept. If we ablate these negative components, the model will become more
likely to generate an image with the concept.

Hypothesis 2. Negative components exist, and ablating them will amplify knowledge.



Previous works in knowledge localizatio®7, 2] edit the
model at modules storing knowledge. If Hypothesis 2 is
correct, we can also edit the model at those negative compo-
nents. For instance, a user, perhaps with malicious intention,
can remove hegative components of a harmful concept to
increase the chance that the diffusion model generates this
concept.

CAD-Amplify. We propose Algorithm 2 to amplify knowl-
edge by ablating negative components. This approach as-
sumes access to some images of the target concept and uses

the training loss of diffusion models as the objective
Figure 2: The attribution scores pre-

dicted by CAD and the actual values of
Jew) = Eqx k (xctwkil  (5) e objective.

6 Experiments

In this section, we aim tweerify andprovide a comprehensive empirical analysighe knowledge
localization hypothesis in Section 6.2 and the existence of negative components in Section 6.3. We
provide additional results on other diffusion models, different intervention, and ablating on different
modules in the Appendix.

6.1 CAD Well Approximates the Change in the Objective

Table 1: The accuracy of generated images on target classes and other classes, predicted by the
pre-trained ResNet50 model.

Classes Accuracy on target classés Accuracy on other classés
SD-1.4 ConceptPrune ESD RECE UCE CAD-Erase SD-1.4 ConceptPrune ESD RECE UCE CAD-Erase

Cassette player 7.20 2.60 0.00 0.00 0.00 0.40 86.07 76.73 57.5389.13 89.13 80.13
Chain saw 69.00 1.00 0.400.00 0.00 0.00 79.20 63.97 29.24 75.69 75.69 69.22
Church 76.20 21.00 3.601.20 15.20 1.60 78.40 65.00 65.2480.50 80.20 73.49
English Springer 93.80 1.00 0.200.00 0.10 1.40 76.44 62.00 47.48 77.8008.00 71.91
French horn 98.60 7.40 0.200.00 0.00 4.40 75.91 63.17 45.11 74.33 74.33 70.87
Garbage truck 85.60 140 0.00 0.00 15.60 3.80 77.36 65.62 47.36 65.407.51 63.69
Gas pump 79.00 36.80 0.00 0.00 0.00 0.20 78.09 68.28 48.5879.02 79.02 67.69
Golf ball 95.80 28.60 0.20 0.00 0.60 4.20 76.22 65.55 48.9079.00 78.78 73.27
Parachute 96.20 30.00 0.800.00 1.00 2.00 76.18 62.17 61.2878.20 77.87 68.91
Tench 80.40 2.80 1.40 0.00 0.00 0.20 77.93 67.57 60.8078.56 78.56 72.67

In diffusion models, as mentioned in Section 4, attributing the components is time-consuming and
more complicated due to their iterative generation process. Our approach mitigates the computational
challenge of learning the regression model by rst-order approximation, balancing the trade-off
between ef ciency and effectiveness.

First, we evaluate how good the proposed rst-order approximation is and whether CAD can accu-
rately capture component attributions. We randomly ablate a small portion of paramete®sS,

in Stable Diffusion-1.4 and obtain the cor[-_esponding change in the objective. We also use CAD to
compute the predicted change, indicated by, 5 w; %. We repeat this proce4900times and
evaluate CAD. Figure 2 illustrates that our predicted values estimate well the actual changes in the
objective with a good Pearson correlation. This analysis con rms the reliability of the proposed
approximation, and consequently CAD, as a useful tool for analyzing the contribution of each
component to a concept.

6.2 CAD Can Locate Positive Components and Erase Knowledge

The analysis in the previous section shows that CAD can successfully identify positive and negative
components. We now utilize CAD to verify Hypothesiskhiowledge is localized in diffusion models

We conduct experiments on Stable Diffusion-1.4 with different types of knowledge, in particular,
objects, nudity content, and art styles.



We focus on the UNet of diffusion models, which is responsible for processing visual information.
For each linear layer, we remove no more than thepfépositive components in each row.

Figure 3: The qualitative results of CAD. Remov-Figure 4: The rst two rows contain images gen-
ing positive components tiEnglish Springer”  erated by the original model and erasing methods
avoids generating that concept. Meanwhile, theon I2P prompts. We acﬂ for publication. The
model still retains knowledge of other classedast two rows contain generated images condi-
such asChurch” and“Parachute”. tioned on other knowledge.

Erasing objects.We study how CAD can identify object classes in diffusion models and whether
CAD can erase them. We selelfd classes from ImageNettécassette player”, “chain saw”,
“church”, “English springer”, “french horn”, “garbage truck”, “gas pump”, “golf ball”, “parachute”,
and“tench”. For each class, we compute component attributions and @bl#tecomponents using
Algorithm 1. We generat&00images per class and employ the pre-trained ResNet50 model to
classify the generated images. We compare CAD with other state-of-the-art erasing methods, in
particular ConceptPruné], ESD [11], UCE [12], and RECE L3]. Table 1 reports the accuracy on

the erased class and other classes of CAD and the other baselines.

Table 2: The number of nudity content classi ed by Nudenet on images generated from 12P prompts.
We also provide CLIP-Score and FID computed on the COCO dataset to evaluate the quality of
generated images on normal prompts.

Model Armpits Belly Buttocks Feet Breast(F) Genitalia (F) Breast (M) Genitalia (M) Anus #o@LIP-Scoré FID #
SD-1.4 169 197 26 28 271 29 60 18 0 798 31.32 14.127
ConceptPrune 21 5 3 13 11 1 0 8 0 62 31.16 15.260
ESD 17 15 6 4 22 12 1 11 0 88 30.27 14.495
RECE 19 27 4 5 17 4 13 9 0 98 30.94 14.633
UCE 60 65 7 5 60 7 14 11 0 229 31.25 14.561
CAD-Erase 6 3 3 6 6 6 0 13 0 43 31.30 12.440
CAD-Amplify 229 242 31 34 360 33 44 18 0 991 - -

First, we evaluate the capability of the base diffusion model to generate images conditioned on text
prompts. Table 1 shows that diffusion models can create high- delity images that are correctly
classi ed by ResNet50, except for some hard classes sutdaasette player’ However, by ablating

a small portion of parameters, CAD can successfully erase objects, illustrated by low accuracies
for the target class. On the other hand, the accuracies for the other classes are still high, implying
that removing positive components located by CAD do not have a signi cant impact on other
knowledge. We also provide qualitative results in Figure 3, demonstrating that CAD erases the target
concept without affecting the other concepts. This observation veri es the knowledge localization
hypothesis 1.

Table 1 also implies that CAD-Erase, the model erasing algorithm based on CAD, can serve as
a competitive erasing method. Speci cally, CAD-Erase performs better in erasing objects than
ConceptPrune, another method that removes parameters in the model. ESD vyields similar accuracies
on the target classes to CAD-Erase; however, this method sacri ces knowledge of the other concepts,
leading to low accuracies on the other classes. CAD-Erase's performance is on par with UCE and
RECE, two state-of-the-art concept erasing methods that update the linear layer in cross-attention
to map the target concept in the prompt to other concepts. In some cases, Sclutrets’ and

“garbage truck”, UCE still fails to completely erase the concept while CAD-Erase reduces the accuracy
on those classes to no more ti&.
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