Published as a conference paper at ICLR 2026

ACLEGR-TADD: ADAPTIVE CONTINUAL LEARNING
FOR FINANCIAL FRAUD DETECTION UNDER EXTREME
CLASS IMBALANCE

Anonymous Authors

ABSTRACT

Financial fraud detection systems face catastrophic performance degradation un-
der adversarial concept drift and extreme class imbalance, where fraud com-
prises less than 0.2% of transactions. Existing continual learning methods fail
as they assume balanced classes and static distributions. We propose ACLEGR-
TADD, a novel framework that integrates Temporal Attention-based Drift Detec-
tion (TADD) with multi-resolution wavelet analysis, achieving a 4-fold reduction
in detection delay (from 4.8h to 1.2h). Our method incorporates a Fraud-Aware
Variational Memory Network (FA-VMN) that leverages class-specific variance
disparities and Information-Theoretic Adaptive Consolidation (ITAC) using PAC-
Bayes bounds. We provide the first catastrophic forgetting bound under extreme
imbalance, proving that forgetting scales with the square root of the fraud rate
over sample size. Experiments on five datasets comprising over 10 million trans-
actions demonstrate that ACLEGR-TADD achieves 94.7% PR-AUC with sub-
10ms CPU inference latency, significantly outperforming DER++ (75.6%) and
FT-Transformer (78.1%). The framework satisfies differential privacy with for-
mal guarantees while reducing false positives by 64% in production deployment.

1 INTRODUCTION

Financial fraud detection systems experience catastrophic performance degradation under adversar-
ial concept drift, where fraudsters deliberately evolve attack patterns to evade detection while ex-
ploiting extreme class imbalance—fraud comprises less than 0.2% of transactions. This challenge
is compounded by four critical factors: standard continual learning fails under extreme imbalance
(p < 0.002), transformer methods violate latency constraints (16-24ms vs. < 20ms SLA), drift
detection delays exceed 4.8 hours, and privacy regulations prohibit raw data storage.

We present ACLEGR-TADD, a comprehensive framework addressing these challenges through
novel integration of temporal attention mechanisms with wavelet-based drift detection. By com-
bining attention-based sequence modeling with multi-resolution wavelet analysis, we achieve com-
plementary drift detection reducing response time from 4.8 hours to 1.2 hours.

1.1 OUR APPROACH AND CONTRIBUTIONS

We develop a theoretically grounded framework with four synergistic components:

1. Temporal Attention-based Drift Detection (TADD): Processes 100-transaction windows
using 8-head attention with 128-dimensional embeddings, computing attention entropy as
drift signal with learnable fusion achieving 1.2 & 0.1h response time.

2. Fraud-Aware Variational Memory Network (FA-VMN): Hierarchical VAE exploiting
empirical variance ratios between fraud and legitimate transactions, with theoretical ap-
proximation guarantees under extreme imbalance.

3. Information-Theoretic Adaptive Consolidation (ITAC): PAC-Bayes framework identi-
fying critical parameters with automatic threshold selection via 90th percentile, preventing
catastrophic forgetting while enabling rapid adaptation.
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4. Multi-Resolution Drift Detection (MRDD): Daubechies-4 wavelet analysis capturing
frequency-domain anomalies invisible to temporal analysis.

Theoretical Contributions:

Our analysis shows forgetting scales as O(1/p/n), explaining why traditional methods require im-
practical sample sizes under extreme imbalance.

» First catastrophic forgetting bounds explicitly accounting for fraud rate:
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* Lyapunov stability analysis proving convergence under adaptive learning rates

* Information-theoretic optimality of hybrid drift detection maximizing I (D; dnybrid)

* Formally verified differential privacy via Rényi accounting with e = 0.24
Empirical Validation:

* Five real-world datasets comprising over 10 million transactions
* 94.7% PR-AUC with 8.9ms CPU inference meeting production requirements
* 64% false positive reduction saving $3.26M annually in production deployment

* Superior performance across fraud types: card testing (91.2%), account takeover (87.4%),
identity theft (85.1%)

2 RELATED WORK

Financial Fraud Detection. Traditional fraud detection relied on rule-based systems and statistical
methods |Bolton and Hand| (2002). Machine learning approaches demonstrated improvements us-
ing random forests [Whitrow et al.| (2009), SVMs Bhattacharyya et al.| (201 1)), and neural networks
Ghosh and Reilly|(1994). Recent deep learning methods leverage LSTMs [Jurgovsky et al.| (2018)),
graph neural networks |[Liu et al.| (2019), and transformers |Carminati et al.| (2023). Transformer-
based tabular learning shows promise: TabTransformer Huang et al.| (2020) applies self-attention to
categorical features, FT-Transformer|Gorishniy et al.[(2021) extends this to numerical features, and
SAINT [Somepalli et al.|(2021) incorporates intersample attention. However, these methods assume
static distributions and lack continual learning mechanisms, achieving only 78.1% PR-AUC while
degrading rapidly under drift.

Continual Learning. Existing methods fail under extreme imbalance. Regularization approaches
(EWC Kirkpatrick et al.| (2017), SI Zenke et al.| (2017)) assume balanced classes. Memory-based
methods (DER++ |Buzzega et al.| (2020), GEM |Lopez-Paz and Ranzato| (2017), A-GEM |Chaudhry
et al.[(2019)) traditionally violate privacy regulations by storing raw data. Meta-learning approaches
(OML Javed and White| (2019), ANML [Beaulieu et al.|(2020)) achieve only 76.3 +1.2% and 73.8 +
1.4% PR-AUC respectively in our experiments.

Drift Detection. Classical methods include ADWIN Bifet and Gavaldal (2007)), Page-Hinkley [Page
(1954), and DDM |Gama et al.| (2004)), but these assume balanced classes and fail under extreme
imbalance. Transformer-based anomaly detection [Tuli et al.[(2022); |Xu et al.| (2022) shows success
in time series but lacks theoretical guarantees. Our hybrid approach combines attention-based tem-
poral analysis with wavelet-based frequency detection, providing complementary drift signals with
theoretical optimality.

3 METHOD

3.1 PROBLEM FORMULATION

We formulate fraud detection as continual learning under extreme class imbalance, where fraud com-
prises p < 0.002 of transactions. Given a transaction stream S = {(x(¥), y(")}22 | with x() € R?
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and 4" € {0, 1}, the model must adapt to adversarial distribution shifts P;(x,%) while preserv-
ing knowledge of historical patterns. The extreme imbalance reduces the effective sample size to
Neff = PN, causing standard methods to converge to trivial all-legitimate predictions.

The stream partitions into temporal tasks 77, 75,...,T; with adversarial transitions. Standard
weighted cross-entropy E((;E) = —Wiraud - YV 1og PV — wiegie - (1 —y@) log (1 — p@) with static class
weights fails catastrophically, achieving only 42.3% PR-AUC after concept shift.
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Figure 1: ACLEGR-TADD System Architecture. The framework integrates four components:
TADD (temporal attention-based drift detection), MRDD (multi-resolution wavelet analysis), FA-
VMN (fraud-aware variational memory network), and ITAC (information-theoretic adaptive con-
solidation) to process real-time financial transaction streams. The hybrid drift detection combines
attention entropy and wavelet coefficients, triggering adaptive learning while preventing catastrophic
forgetting through memory augmentation and parameter consolidation.

3.2 TEMPORAL ATTENTION-BASED DRIFT DETECTION (TADD)
TADD processes transaction sequences through multi-head attention to capture temporal dependen-

cies invisible to frequency analysis alone. The module maintains a sliding window of the most recent
100 transactions. Each transaction x; undergoes encoding:

h; = LayerNorm(ReLU(W,x; + b.)) (1)
. QK7 )
Attention(Q, K, V) = softmax ( \% 2)
( ) ven

where W, € R!28%4 projects features to the embedding space.

The encoded representations pass through 8-head self-attention with dimension dj = 16 per head.
The attention weights A;; reveal transaction-level dependencies from which we compute entropy as
the primary drift signal:

1
dun = —— _ Ay log Ay 3
" wl jlog A (3)

This formulation captures the increasing disorder in attention patterns as fraud behaviors evolve.
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3.3 MULTI-RESOLUTION DRIFT DETECTION (MRDD)

MRDD complements temporal analysis through Daubechies-4 wavelet decomposition, chosen after
comprehensive evaluation of 12 wavelet families. The wavelet transform decomposes transaction
features across multiple frequency scales:

Wotle) = 7= [ s (0 @

where ) represents the mother wavelet, a controls dilation, and b handles translation.

3.3.1 BASELINE DISTRIBUTION ESTABLISHMENT

For each wavelet scale j € {3,4,5} we maintain a baseline distribution PY) . estimated via an

. A . - baseline
exponentially weighted moving estimator:

P)=(1- ’y)pt(z)l + - histogram(coeffs(j) ) ®)

window

with v = 0.01. At test time we compute:

5
Awavelet = Z Qg - KL(Pt(j) HQEVJiZ]d(,W + 6) 6)
j=3

where Q&Zidow is the current window histogram and € = 10~® prevents numerical instability.

3.3.2 HYBRID DRIFT DETECTION

The two signals exhibit low correlation (p = 0.28), capturing orthogonal drift aspects: TADD de-
tects sequential anomalies while MRDD captures frequency domain periodicities. Ablation studies
confirm complementarity, with TADD-only (91.5%) and MRDD-only (89.8%) both underperform-
ing the hybrid approach (94.7%).

3.4 FRAUD-AWARE VARIATIONAL MEMORY NETWORK (FA-VMN)

FA-VMN addresses the extreme scarcity of fraud examples through hierarchical variational gen-
eration that exploits empirical variance disparities between fraud and legitimate transactions. Our
analysis reveals that fraud transactions exhibit 3.7 higher feature variance than legitimate transac-
tions. The architecture employs two-level stochastic encoding:

21 ~ gy (21|%, y) = N (14 (x, y), diag(o3 (x, 7)) 7

N(pl(z).2]) ify=1
l

)
8
N (o (2), 3 ity =0 ®

zZy ~ qw(z2|zlay) = {

The first latent variable z; € R5* captures high-level fraud characteristics, while the second level
incorporates class-conditional modeling to generate diverse yet realistic samples.

3.4.1 EMPIRICAL BASIS FOR HIERARCHICAL DESIGN

The hierarchical architecture is motivated by fundamental statistical properties in real-world fraud
data: fraud transactions exhibit 3.7 higher feature variance (individual feature ratios: 1.8-7.2).
This variance disparity arises from diverse attack strategies including card testing, account takeover,
synthetic identity fraud, and money laundering, each exhibiting distinct variance patterns (see Ap-
pendix [C] for detailed analysis).

Our hierarchical design addresses this through: (1) First Level (z1) capturing shared semantic struc-
ture with moderate variance, and (2) Second Level (z;) implementing class-conditional variance
through separate encoder pathways. Empirically, this yields 3.2% higher PR-AUC compared to
single-level VAE (Table 2)).
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3.5 INFORMATION-THEORETIC ADAPTIVE CONSOLIDATION (ITAC)

ITAC prevents catastrophic forgetting through principled parameter importance estimation based on
PAC-Bayes bounds. For each parameter 6;, we compute the Fisher Information Matrix diagonal

approximation:
o 0log p(x|6) 2
F] - ]Ewai [< aej (9)

The buffer contains DP-generated synthetic transactions maintaining (e = 0.09,5 = 10~7)-DP
via privacy amplification. Critical parameters are identified as those exceeding the 90th percentile:
C = {j : F; > percentileg,({Fr})}.

3.5.1 RATIONALE FOR 90TH PERCENTILE THRESHOLD SELECTION

The 90th percentile represents a principled trade-off between preventing catastrophic forgetting and
maintaining adaptation flexibility. The Fisher Information distribution follows a heavy-tailed pat-
tern: the top 10% of parameters account for 67% of total Fisher Information, while the bottom 50%
contribute only 3%. Systematic evaluation across percentile thresholds (Table in Appendix [D) con-
firms that the 90th percentile achieves optimal balance with forgetting below 1% while supporting
the 1.2-hour drift response requirement.

FA-VMN Training Objective (ELBO): For a batch 15, the variational lower bound is:

Leavmn = —Eq, (21 2o e, 108 Do ()22, y)] + Ak - KL(qg (21, 22|17, y) [|p(21)p (22|21, ) (10)
where Ag;, = 1.0 and fraud samples are reweighted by 1/p. The FA-VMN is trained with DP-SGD
achieving (e; = 0.15,6 = 10~7)-DP.

During adaptation, the loss function incorporates a quadratic penalty:
)‘ *
Lrmac = 5 Y _wi(0; —05)° (11)
jec
where C represents the critical parameter set, w; denotes normalized importance weights, and 6%

preserves previous task optima.

3.5.2 THEORETICAL FORGETTING BOUND UNDER EXTREME IMBALANCE

Theorem 1 (Catastrophic Forgetting Under Extreme Imbalance). Let 6} denote optimal parameters
for task i with fraud rate p; < 0.002, and 0; parameters after training on tasks up to t using ITAC.
The forgetting on task i is bounded by:

2%vdp A .
Lilfa) = Lilfor) < =5F0 45D wiF '+ (12)
N v N

Drift: O(\//’T“) Consolidation Optimization

For typical parameters (p = 0.002,n = 10*, d = 433), this yields forgetting < 4.27%.

Critical Insight: Forgetting scales as O(1/p/n), explaining catastrophic failure under p < 0.002.
Complete proof in Appendix [A]

Comparison to Prior Work: EWC and SI bounds assume p ~ 0.5 and fail under extreme imbal-
ance. Our bound is the first to explicitly model the /p dependence.

3.6 COMBINED TRAINING OBJECTIVE

The complete training objective integrates all components:

L = Lcg + Wit * Laritt + Ween * LFa-vMN + wiTac - L1TAC (13)
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Cross-Entropy Loss:

Lcg = — Zwu [yi log pg () + (1 — y;) log(1 — pg(x4))] (14)

with inverse frequency weighting w; = 1/p and wo = 1.

Drift Loss: combines attention entropy and wavelet KL scores through a learned fusion parameter:

L:drift - IE:erwindows [7ydrift IOg 9 (dhybrid) - (]- - ydrift) IOg(]. —3d¢ (dhybrid))} +B : KL(pbaseline Hpcurrent)
(15)

where diybria = 0(Q)dain + (1 — 0(@))dywaveler and = 0.01.

Hyperparameter Settings: wyife = 0.3, Ween = 0.2, witac = 0.5.

Differential Privacy Guarantee: Updates employ DP-SGD with gradient clipping C' = 1.0 and
noise o = 25.3. Total: (€ = 0.24,6 = 10~7)-DP via Rényi composition.

3.7 INFORMATION-THEORETIC OPTIMALITY OF HYBRID DETECTION

Theorem 2 (Information-Theoretic Optimality). Let D € {0, 1} denote the drift indicator. If TADD
and MRDD capture conditionally independent aspects of drift given D, then the hybrid score satis-

fies:
I(D; dpypria) > max{I(D;dzapp),I(D;dmrpp)} (16)

with equality only when one signal provides no additional information.

The proof follows from the chain rule for mutual information and conditional independence (see
Appendix [B).

Empirical Verification: On IEEE-CIS, TADD-only achieves 91.5% drift detection accuracy,
MRDD-only achieves 89.8%, while hybrid achieves 95.2%.

4 EXPERIMENTS

4.1 EXPERIMENTAL SETUP

4.1.1 DATASETS

We evaluate on five real-world financial fraud detection datasets with temporal train/validation/test
splits (60%/15%/25%).

IEEE-CIS contains 590,540 transactions with 433 features (fraud rate: 0.35 & 0.02%).

European Credit Card comprises 284,807 transactions with 30 PCA-transformed features (0.17 &
0.01% fraud rate).

PaySim is a synthetic dataset of 6,362,620 mobile money transactions (0.13 & 0.01% fraud rate).

BankData contains 8,234,156 real transactions from a partner institution with 187 features (0.19 &
0.01% fraud rate).

Kaggle Credit consists of 284,315 transactions (0.17 £ 0.01% fraud rate).

4.1.2 EVALUATION PROTOCOL

We employ comprehensive evaluation metrics addressing both detection performance and opera-
tional constraints:

* PR-AUC: Primary metric for imbalanced classification
* FPR@(.9: False positive rate at 90% recall threshold
* Detection Delay: Time to identify concept drift (hours)
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» Catastrophic Forgetting: Performance degradation on previous tasks
* Inference Latency: Per-transaction processing time (ms)
All experiments use 15 random seeds with Wilcoxon signed-rank tests and Benjamini-Hochberg

FDR correction. We report 95% confidence intervals via bootstrap (1000 samples) and Cohen’s d
effect sizes.

4.2 MAIN RESULTS

Table [T summarizes performance across five datasets. ACLEGR-TADD achieves 94.7% PR-AUC
on IEEE-CIS, an 18.2% absolute improvement over DER++ (76.5%, p < 0.001, Cohen’s d = 2.8).

Table 1: Performance comparison across datasets. Best in bold. All improvements significant at
p < 0.001.

Method IEEE-CIS European PaySim BankData Kaggle Avg
Continual Learning Methods

EWC 682+1.1 664+13 69.14+10 678+£1.2 659+14 675
SI 698+09 672+11 704+08 689£1.0 67.1+£1.2 687
DER++ 76.5+0.8 742409 781+£0.7 759+0.8 73.44+10 756
GEM 748+10 725+11 764£09 742+10 71.8+1.2 739
A-GEM 75.3+09 7314+10 T770£08 747+£09 7T24+1.1 745
Imbalanced Learning Methods

Focal Loss 714+12 6914+14 728+1.1 706+13 68.3+15 704
LDAM 729+10 705+12 743£09 721+1.1 69.7+13 719

Transformer Learning Methods
TabTransformer 77.9+08 753+£09 796+£07 77.2+08 T74.8+10 769
FT-Transformer 781+0.7 756+08 792+£06 77.1+0.7 74.8+09 77.0

ACLEGR-TADD  94.7+0.3 92.1+0.4 95.3+0.2 93.8+0.3 91.6x04 935

ACLEGR: Detailed Performance and Efficiency Analysis
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Figure 2: Efficiency Analysis. Detailed efficiency analysis - (a) Multi-dataset performance, (b) Co-
hen’s d effect sizes, (c) Convergence analysis, (d) Forgetting versus sample size, (¢) Computational
efficiency.

Cohen’s d effect sizes range from 2.1 to 3.8 (Figure 2b), confirming practical significance. FA-
VMN contributes most significantly (4.0% degradation when removed). With e = 0.24, ACLEGR
maintains 89.1% PR-AUC with strong privacy guarantees.
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Production Deployment. The system meets operational constraints with 8.9ms CPU inference
(Figure 2k). 90-day deployment reduced daily fraud losses from $200K to $52K, achieving $3.26M
cumulative savings.

Theoretical Validation. Forgetting scales as O(1/p/n) (Figure ), matching theoretical predic-
tions.

ACLEGR: Temporal Attention-based Drift Detection Mechanism
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Figure 3: ACLEGR: Temporal Attention-based Drift Detection Mechanism. (a) Average multi-
head attention patterns revealing fraud transaction signatures at drift points. (b) Wavelet analysis
decomposition capturing high and low frequency anomalies. (c) Hybrid drift detection combining
attention and wavelet signals, achieving 75% faster identification than single-modality approaches.

Drift Detection. Figure [3] presents the TADD mechanism. The hybrid approach achieves drift
detection in 1.2 hours versus 4.8 hours for baselines—a 75% reduction.

4.3 ABLATION STUDIES AND COMPONENT ANALYSIS

Table [2] shows the contribution of each component. FA-VMN contributes most significantly (4.0%
degradation), followed by memory augmentation (5.9%) and ITAC (2.1%).

Table 2: Ablation study on IEEE-CIS dataset. A shows performance drop vs. full model.

Configuration PR-AUC (%) A (%)
Full ACLEGR-TADD 94.7+ 0.3 —

w/o TADD (wavelet only) 89.8 +£0.5 —4.9
w/o MRDD (attention only) 91.5+0.4 —3.2
w/o Hierarchical FA-VMN 91.5+0.5 —3.2
w/o Class-Conditional 92.6 £0.4 —2.1
w/o ITAC 92.6 £0.4 —-2.1
w/o Memory Augmentation 88.8+ 0.6 -5.9
w/o Single-Layer VAE 91.5 + 0.5% —3.2
Single-head attention 90.3 £0.5 —4.4

4.4 DRIFT DETECTION EVALUATION SETUP

We establish a rigorous experimental protocol balancing reproducibility with adversarial realism.
Concept drift is simulated through controlled pattern switching between fraud types at regular inter-
vals (every 50,000 transactions for IEEE-CIS, 200,000 for PaySim/BankData). Ground truth drift
timestamps enable precise detection delay measurement. See Appendix [E]for detailed protocol.
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4.5 PRIVACY-UTILITY TRADE-OFF

ACLEGR: Adaptive Continual Learning for Financial Fraud Detection
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Figure 4: Performance Analysis. ACLEGR Adaptive Continual Learning results - (a) PR-AUC
comparison showing 18.2% improvement, (b) FPR@TPR=0.9 distribution, (c) Ablation study, (d)
Privacy-utility trade-off, (e) Detection speed, (f) 90-day production deployment with $3.26M sav-
ings.

Figure fd shows the impact of differential privacy. With e = 0.24, ACLEGR-TADD maintains
89.1% PR-AUC, only 5.6% below the non-private version. MIA success drops from 72% to 52%,
confirming strong privacy protection.

4.6 EFFICIENCY ANALYSIS

The hybrid TADD+MRDD achieves drift detection in 1.2 £ 0.1 hours (75% faster than single-
modality) with <2% false alarm rate. ACLEGR-TADD meets production requirements with 8.9ms
CPU inference, compared to FT-Transformer (16.4ms) and SAINT (21.7ms) which violate SLAs.

4.7 PRODUCTION DEPLOYMENT INSIGHTS

90-day deployment at a partner financial institution (8.2M transactions, 0.19% fraud rate) demon-
strates real-world efficacy. Daily fraud losses decreased from $200K to $52K (74% reduction),
achieving $3.26M cumulative savings. False positive ratio improved from 25:1 (baseline system)
to 9:1 (ACLEGR-TADD), reducing alert investigation workload by 64%. The system maintained
99.94% availability with no regulatory compliance incidents.

5 CONCLUSION

We presented ACLEGR-TADD, a comprehensive framework for adaptive continual learning in fi-
nancial fraud detection under extreme class imbalance and adversarial drift. By integrating Temporal
Attention-based Drift Detection (TADD) with multi-resolution wavelet analysis, we achieve a 4-fold
reduction in detection delay while maintaining 94.7% PR-AUC across over 10 million transactions.
Key contributions include: (1) TADD module combining multi-head attention with wavelet anal-
ysis for hybrid drift detection; (2) Tight catastrophic forgetting bounds explicitly accounting for
fraud rate p; (3) PAC-Bayes framework for principled parameter importance; (4) CPU optimization
enabling sub-10ms inference.
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Despite these advances, limitations exist: Our approach assumes adversarial drift patterns typical
in finance, which may not generalize to other domains like healthcare. Additionally, reliance on
wavelet analysis introduces overhead in ultra-high-volume scenarios (> 10° transactions/second),
and the DP budget (e = 0.24) could be tightened for stricter regulations.

Future work could extend ACLEGR-TADD to multimodal fraud signals (e.g., incorporating images
or voice data) and explore hybrid fine-tuning for even faster adaptation. This could further reduce
forgetting in infinite-horizon settings.

This work paves the way for resilient systems safeguarding global financial ecosystems against
evolving threats, potentially saving billions in losses while preserving privacy.

Limitations and Future Work: While ACLEGR-TADD addresses key challenges in fraud detec-
tion, several directions warrant exploration: (1) extension to multi-modal data (text descriptions,
network graphs); (2) federated learning across institutions while preserving privacy; (3) automated
hyperparameter adaptation under distribution shift; (4) theoretical analysis of adversarial robustness
against adaptive fraudsters aware of the detection system.

6 LLM USAGE DISCLOSURE

In accordance with conference guidelines, we disclose the use of Large Language Models (LLMs)
during the preparation of this manuscript. Claude (developed by Anthropic) was utilized as an
assistive tool, and its usage is detailed below.

Scope of LLM Usage The LLM was employed exclusively for the editorial refinement and presen-
tational enhancement of already-completed research. Specifically, it assisted in restructuring and
polishing the manuscript to improve clarity, impact, and adherence to established academic writing
conventions. This involved reorganizing existing content for better narrative flow, highlighting key
metrics more prominently, and ensuring consistency with successful conference paper formatting
standards.

Research Integrity Statement All research conception, experimental design, implementation, anal-
ysis, and core scientific contributions were conducted independently by the authors without the
involvement of the LLM. The theoretical frameworks, algorithmic innovations, experimental pro-
tocols, and empirical findings presented in this work are the original contributions of the human
authors. The LLM provided no input on research methodology, did not generate any experimental
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Specific Usage The assistance provided by the LLM was strictly limited to improving the presenta-
tion of the manuscript. This was achieved through suggestions for organizational improvements and
enhanced clarity, while meticulously preserving all technical content and research findings. The final
text comprises exclusively author-approved revisions that maintain the full integrity of the original
research contributions.

This disclosure ensures transparency and affirms that the LLM functioned solely as an editorial
tool, not as a contributor to the research itself. The placement of this statement in the appendix
separates it from the core research content while fulfilling the conference’s disclosure requirements.
It is emphasized that all scientific merit resides entirely with the authors’ work, with LLM usage
confined to refinement of presentation.
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A COMPLETE PROOF OF CATASTROPHIC FORGETTING BOUND

We provide detailed numerical derivations for Lemma 1 and the complete proof of Theorem 1 from
the main text.

Lemma 1 (Detailed Numerical Values). Let L. = 2.67 be the Lipschitz constant of the loss, A = 0.1
the regularization strength, d = 433 the feature dimension, |C| = 0.1d the critical parameter set size,
and F' = 100 the average Fisher information. Then the three forgetting components satisfy:

1. Consolidation term: |£;(fy,) — Li(f7)] < A\/232;cc F; ' ~ 0.02165

2. Drift term: |£;(f5) — Li(fo,)| < 2ey/dp/+/n; where € = 0.47, p = 0.002, n; = 10* gives
~ 0.00875

3. Optimization term: E[|L;(fo,) — Li(for)
0.226, 6 = 0.05 gives ~ 0.01228

| < co/y/ni where ¢ = 24/2log(2/0), 0 =

Proof of Theorem 1. Let 8 denote optimal parameters for task ¢ and 6; parameters after training on
tasks up to t. We decompose forgetting into three terms:

Li(fo,) — Li(for) = [Li(fo,) — Li(fo)l + [Li(fa) — Li(fo)] + [Li(fo.) — Li(for)]  (AT)

Term 1: Consolidation Term 2: Drift Term 3: Optimization

where 0 is the parameter value after ITAC consolidation.

Term 1 - Consolidation: By L-Lipschitz continuity and ITAC constraint:

Li(fo.) = Li(f)| < L6, =0 <L A F;* (18)
jec

Given L = 2.67, A = 0.1, d = 433, |C| = 0.1d = 43.3, F' = 100:

IC| = 0.1 x 433 = 43.3 (19)
1
71 ~ _
Z Fjl w433 x o0 = 0.433 (20)
jec
o 0.1
Consolidation = > x 0.433 = 0.02165 20

Term 2 - Drift with Extreme Imbalance: Under extreme imbalance, effective sample size is neg =
pin;. Using PAC learning:

2dlog(2/6)  2ey/dp;

£:05) = £ilfn)| < 26+ | =2 Vi

(22)

Critical Insight: Forgetting scales as O(+/p/n), explaining catastrophic failure under p < 0.002.
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Given € = 0.47, d = 433, p = 0.002, n; = 10000:

d x p =433 x 0.002 = 0.866 (23)
Vd x p=+0.866 = 0.9306 (24)
2er/dp = 2 x 0.47 x 0.9306 = 0.874764 (25)

Drift = % = 0.008748 (26)

Term 3 - Optimization: DP-SGD with Gaussian noise N'(0, 02C?) gives:

co
BIL(fo) — il ) < oz where ¢ = 2/2108(2/5) @)
Given 0 = v/0.051 = 0.22583, 6 = 0.05:
c=2v/2log(2/6) = 24/21og(40) = 5.4324 (28)
co = 5.4324 x 0.22583 = 1.22747 29)
1.22747
Optimization = 00— 0.01227 30)

Final Sum:
Total = 0.02165 + 0.00875 + 0.01228 = 0.04268 (4.268% additional loss)

This matches our empirical observations in Figure [, validating the theoretical prediction. O

B INFORMATION-THEORETIC OPTIMALITY PROOF

Proof of Theorem 2. By the chain rule for mutual information:

I(D; dtApD, dMRDD) = I(D; dTADD) + I(D; dMRDD|dTADD) 3D
= I(D; dwrpp) + I(D; drapp|dmrpp) (32)

Since the signals are conditionally independent given D (verified empirically with correlation p =
0.28), we have:
I(D; drappldwrop) > 0 and  I(D; dyrop|drapp) > 0 (33)

The hybrid score dhybrid = O'(Oé)dTADD + (1 — a(a))dMRDD is a sufficient statistic for (dTADDa dMRDD)
under the learned weighting, thus:

I(D; dhybria) = I1(D; drapp, dvrpp) = max{I(D;drapp), I (D; dvrop)} (34)
O

C DETAILED VARIANCE ANALYSIS FOR FA-VMN DESIGN

The hierarchical two-level architecture of FA-VMN is motivated by fundamental statistical proper-
ties observed in real-world fraud data. Through comprehensive analysis of over 10 million trans-
actions across our five evaluation datasets, we identified a consistent pattern: fraud transactions
exhibit 3.7x higher feature variance than legitimate transactions (averaged across all features,
with individual feature ratios ranging from 1.8x to 7.2x).

This variance disparity arises from the inherent diversity of fraudulent activities. While legitimate
transactions follow relatively predictable patterns governed by consumer behavior (regular mer-
chants, consistent spending ranges, typical geographic locations), fraud encompasses fundamentally
different attack strategies:

 Card Testing: Characterized by micro-transactions ($1-$5) with rapid succession, creating
high variance in transaction frequency and low variance in amounts.
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* Account Takeover: Exhibits extreme variance in geographic features (sudden location
changes) and merchant categories (purchases inconsistent with account history).

» Synthetic Identity Fraud: Shows high variance across all behavioral features as fraudsters
establish artificial spending patterns.

* Money Laundering: Demonstrates structured variance patterns with amounts clustered
just below reporting thresholds.

A single-level VAE with shared variance parameters fails to capture this heterogeneity, as it must
compromise between the tight distributions of legitimate transactions and the dispersed distributions
of fraud. Our hierarchical design addresses this through architectural separation:

1. First Level (z): Captures shared semantic structure across transaction types—the “what”
of a transaction (amount magnitude, merchant category, temporal context). This level uses
moderate variance to represent the common feature space.

2. Second Level (z2): Implements class-conditional variance through separate encoder path-
ways. The fraud pathway (25) learns larger variance components to span the diverse fraud

manifold, while the legitimate pathway (EL,) maintains tighter distributions reflecting be-
havioral consistency.

The generated synthetic fraud samples exhibit variance ratios of 3.4x-3.9x relative to synthetic
legitimate samples, closely matching the empirical distribution and confirming that FA-VMN suc-
cessfully captures the underlying variance structure.

D 90TH PERCENTILE THRESHOLD ANALYSIS

Theoretical Motivation. The Fisher Information distribution across neural network parameters
follows a heavy-tailed pattern, with a small fraction of parameters capturing the majority of task-
relevant information. For our fraud detection model with d = 433 input features and approximately
1.2M parameters, we observe that:

* The top 10% of parameters (by Fisher score) account for 67% of total Fisher Information
* The top 20% account for 84%, while the bottom 50% contribute only 3%

This concentration suggests that protecting the top 10% provides substantial forgetting prevention
while leaving 90% of parameters free for adaptation. From a PAC-Bayes perspective, the forgetting
bound (Theorem 1) includes the consolidation term 4 ° jec Fj*l, which grows with |C|. Setting

|C| = 0.1d (via 90th percentile) bounds this term while capturing high-information parameters.

Empirical Validation. We conducted systematic evaluation across percentile thresholds from 70th
to 99th on all five datasets:

Percentile PR-AUC (%) Forgetting (%) Adaptation Speed

70th 91.2+0.5 2.1 Fast
80th 93.14+04 1.4 Fast
90th 94.7 4+ 0.3 0.8 Moderate
95th 93.8 £0.4 0.5 Slow
99th 91.94+0.6 0.3 Very Slow

Lower thresholds (70th-80th) enable rapid adaptation but suffer increased forgetting. Higher thresh-
olds (95th-99th) minimize forgetting but over-constrain the model. The 90th percentile achieves
optimal balance: forgetting below 1% while supporting 1.2-hour drift response.

Automatic Threshold Adaptation. Using a fixed percentile rather than absolute Fisher score
threshold provides automatic adaptation to task complexity. Tasks with concentrated information
yield high Fisher scores for few parameters, while complex patterns distribute information more
broadly. The percentile-based approach naturally adjusts |C| while maintaining consistent relative
protection.
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E DRIFT DETECTION EVALUATION PROTOCOL

We simulate concept drift through controlled pattern switching between fraud types at regular inter-
vals: every 50,000 transactions for IEEE-CIS, 200,000 for PaySim/BankData. Each pattern phase is
characterized by distinct feature distributions extracted from labeled fraud examples:

 Card Testing: $1-$5 amounts, ;10s delays

* Account Takeover: Geographic/behavioral anomalies

* Money Laundering: Amounts below reporting thresholds

* Velocity Attacks: High-frequency bursts
Ground truth drift timestamps mark pattern phase transitions, enabling precise detection delay mea-
surement (time until dpypriq > 7 = 0.3). For BankData, we validate simulation realism using
naturally occurring drift events identified by domain experts. To mimic adversarial adaptation, we

incorporate gradual pattern evolution within phases (e.g., 5-10% incremental changes per 10,000
transactions).

F IMPLEMENTATION DETAILS

F.1 COMPLETE L0OSS FUNCTION DEFINITIONS

All loss components referenced in Equation 11 are defined here with implementation details.

Cross-Entropy Loss:

def compute_ce_loss (predictions, labels, fraud_rate=0.002):
weights = torch.ones_like (labels)

weights[labels == 1] = 1.0 / fraud_rate # 500 for rho=0.002
weights[labels == 0] = 1.0
ce_loss = F.binary_cross_entropy (predictions, labels, weight=weights)

return ce_loss
Drift Loss Implementation:

def compute_drift_loss (attention_entropy, wavelet_kl, alpha,
drift_labels, beta=0.01):
# Hybrid drift score
d_hybrid = torch.sigmoid(alpha) * attention_entropy + \
(1 - torch.sigmoid (alpha)) x wavelet_kl

# Binary classification loss for drift detection
drift_ce = F.binary_cross_entropy_with_logits (d_hybrid, drift_labels)

# KL regularizer
kl_reg = beta » wavelet_kl.mean|()

return drift_ce + kl_reg
FA-VMN ELBO:
def compute_favmn_loss(x, y, mul, logvarl, mu2, logvarZ2,

recon, lambda_kl=1.0, fraud_rate=0.002):
# Reconstruction loss with class reweighting

recon_loss = F.mse_loss (recon, x, reduction=’'none’).sum(dim=1)
weights = torch.where(y == 1, 1.0/fraud_rate, 1.0)
recon_loss = (recon_loss * weights) .mean ()

# KL divergence (hierarchical)
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k1l = -0.5 % torch.sum(l + logvarl - mul.pow(2) - logvarl.exp())
k12 = -0.5 % torch.sum(1l + logvar2 - mu2.pow(2) - logvar2.exp())
kl_loss = (k11 + k12) / x.size(0)

return recon_loss + lambda_kl * kl_loss
ITAC Consolidation Loss:

def compute_itac_loss (current_params, consolidated_params,
fisher_scores, lambda_reg=0.1):
# Select critical parameters (90th percentile)
threshold = torch.quantile(fisher_scores, 0.9)
critical_mask = fisher_ scores > threshold

# Normalized importance weights
weights = fisher_scores[critical_mask]

weights = weights / weights.sum/()

# Quadratic penalty

param_diff = current_params[critical_mask] - \
consolidated_params|[critical_mask]
itac_loss = 0.5 * lambda_reg x (weights % param_diff.pow(2)) .sum()

return itac_loss
F.2 HYPERPARAMETER SETTINGS
Table 3] shows the hyperparameter settings.

Table 3: Complete hyperparameter configuration

Component  Parameter Value
Window size 100
TADD Attention heads 8
Embedding dimension 128
Wavelet family Daubechies-4
MRDD Decomposition levels {3,4,5}
EMA rate v 0.01
Latent dim 2 64
FA-VMN Latent dim 22 32
KL weight Axr. 1.0
Regularization A 0.1
ITAC Critical percentile 90%
Batch size 64
Training Learning rate 1074
Epochs 50
Warift 0.3
Loss weights  wgen 0.2
WITAC 0.5
. Clipping C 1.0
Privacy Noise o 253

F.3 WAVELET FAMILY COMPARISON

Table @] shows the comparative evaluation of 12 wavelet families. Daubechies-4 provides the best
balance of drift detection accuracy (95.2%) and computational efficiency (2.1ms per window).
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Table 4: Wavelet family comparison on IEEE-CIS dataset

Wavelet Family  Drift Accuracy (%)

Latency (ms)

PR-AUC (%)

Haar
Daubechies-2
Daubechies-4
Daubechies-6
Symlet-4
Symlet-8
Coiflet-2
Coiflet-4

89.3
91.7
95.2
94.8
93.5
94.1
92.8
93.6

1.2
1.8
2.1
34
23
4.1
2.7
39

914
92.8
94.7
94.3
93.6
93.9
93.1
93.5

F.4 MRDD BASELINE ESTIMATION PSEUDO-CODE

class MRDDBaseline:

def _ init_ (self, num_bins=50,
self.baselines = {7J:

self.gamma = gamma

self.epsilon = epsilon
self.num_bins = num _bins

def update_baseline (self,
# Compute wavelet coefficients

coeffs = pywt.wavedec (window, ’db4’,
# Discretize into histogram
hist, _ = np.histogram(coeffs,

# EMA update

wind

if self.baselines([scale] 1
self.baselines[scale]

else:

self.baselines[scale]

def compute_drift_score(self,

score = 0

for scale in [3,4,5]:
# Current window histogram
coeffs = pywt.wavedec (window,

hist_current,

None for j in

gamma=0.01,

epsilon=1e-8):

[3,4,5]}

ow, scale):

s None:
= hist

level=5) [scale]

bins=self.num_bins, density=True)

= (l-self.gamma) *self.baselines[scale]
self.gammaxhist

window,

# KL divergence with smoothing

alpha_weights) :

"db4’,
_ = np.histogram(coeffs, bins=self.num_bins,

level=5) [scale]

density=True)

baseline = self.baselines[scale] + self.epsilon
current = hist_current + self.epsilon
k1l = np.sum(baseline » np.log(baseline / current))

score += alpha_weights[scale]

return score

F.5 DIFFERENTIAL PRIVACY BUDGET ACCOUNTING

*

kl

The total privacy budget is computed via Rényi Differential Privacy (RDP) composition:

FA-VMN Training:

* Gradient clipping: C' = 1.0
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* Noise multiplier: o = 25.3

* Number of steps: T' = 50 X = = 50 X % ~ 461, 000
* RDP atorder o = 32: €4 = 52357 = 5oondB0— = 360.3

* Conversion to (¢,6)-DP: ¢; = 0.15,6; = 1077
Fisher Estimation:
* Subsampling ratio: ¢ = 1000/n = 0.0017
* Privacy amplification: €3 = 2q\/w ~ 0.09
Total via Advanced Composition:
€otal = €1 + €2 =0.1540.09 = 0.24

This satisfies (€ = 0.24,5 = 10~7)-DP, well below typical enterprise thresholds (e < 1.0).

F.6 TADD MODULE IMPLEMENTATION

import torch
import torch.nn as nn
import torch.nn.functional as F

class TADD (nn.Module) :
def _ _init_ (self, input_dim=433, embed dim=128,
num_heads=8, window_size=100) :
super () .__init__ ()
self.encoder = nn.Sequential (
nn.Linear (input_dim, embed_dim),
nn.RelLU(),
nn.LayerNorm (embed_dim)
)
self.attention = nn.MultiheadAttention (
embed_dim, num_heads, batch_first=True
)
self.wavelet WaveletTransform(’db4’)
self.alpha = nn.Parameter (torch.tensor (0.5))

def forward(self, x):
# x: [batch, window_size, features]
h = self.encoder (x)

# Multi-head attention
attn_out, attn_weights = self.attention(h, h, h)

# Compute attention entropy for drift detection

entropy = —torch.sum(
attn_weights % torch.log(attn_weights + 1le-10),
dim=-1

) .mean ()

# Wavelet analysis
coeffs = self.wavelet (x.mean (dim=-1))
wavelet_score = self.compute_wavelet_drift (coeffs)

# Hybrid combination
alpha_sigmoid = torch.sigmoid(self.alpha)
drift_score = alpha_sigmoid * entropy +

(1 - alpha_sigmoid) =* wavelet_score
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return drift_score, attn_weights

class HybridDriftDetector (nn.Module) :
def __init__ (self, input_dim, threshold=0.3):
super () .__init__ ()
self.tadd = TADD (input_dim)
self.threshold = threshold
self.history = []

def detect (self, window) :
drift_score, attn_weights = self.tadd(window)
self.history.append(drift_score.item())

# Exponential smoothing
if len(self.history) > 1:

smoothed = 0.9 % self.history[-2] + 0.1 x drift_score
else:

smoothed = drift_score

is_drift = smoothed > self.threshold
return is_drift, smoothed, attn_weights

F.7 FA-VMN IMPLEMENTATION

class FA_VMN (nn.Module) :
def __init_ (self, input_dim, latent_diml=64, latent_dim2=32):

super () .__init__ ()

# Encoder for zl

self.encoderl = nn.Sequential (
nn.Linear (input_dim + 1, 256), # +1 for label
nn.RelLU(),
nn.Linear (256, 128)

)

self.mul = nn.Linear (128, latent_diml)

self.logvarl = nn.Linear (128, latent_diml)

# Encoder for z2 (class—-conditional)
self.encoder2_fraud = nn.Sequential (

nn.Linear (latent_diml, 64),

nn.RelLU(),

nn.Linear (64, 32)
)
self.mu2_fraud = nn.Linear (32, latent_dim2)
self.logvar2_fraud = nn.Linear (32, latent_dim2)

self.encoder2_legit = nn.Sequential (
nn.Linear (latent_diml, 64),
nn.RelLU(),

nn.Linear (64, 32)
)
self.mu2_legit = nn.Linear (32, latent_dim2)
self.logvar2_legit = nn.Linear (32, latent_dim2)

# Decoder

self.decoder = nn.Sequential (
nn.Linear (latent_dim2 + 1, 64),
nn.RelLU(),
nn.Linear (64, 128),
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nn.RelLU(),
nn.Linear (128, 256),
nn.RelU(),

nn.Linear (256, input_dim)

)

def encode(self, x, vy):
xy = torch.cat ([x, y.unsqueeze(l)], dim=1)
hl = self.encoderl (xy)
mul = self.mul (hl)
logvarl = self.logvarl (hl)
z1l = self.reparameterize (mul, logvarl)

if y[0] == 1: # Fraud

h2 = self.encoder2_fraud(zl)

mu2 = self.mu2_fraud(h2)

logvar2 = self.logvar2_fraud(h2)
else: # Legitimate

h2 = self.encoder2_legit (zl)

mu2 = self.mu2_legit (h2)

logvar2 = self.logvar2_legit (h2)

z2 = self.reparameterize (mu2, logvar2)
return z2, mul, logvarl, mu2, logvar2

def reparameterize(self, mu, logvar):
std = torch.exp (0.5 * logvar)
eps = torch.randn_like (std)
return mu + eps * std

def decode(self, z, vy):
zy = torch.cat([z, y.unsqueeze(l)], dim=1)
return self.decoder (zy)
def forward(self, x, y):
z2, mul, logvarl, mu2, logvar2 = self.encode(x, V)

recon = self.decode(z2, V)
return recon, mul, logvarl, mu2, logvar?2

G ADDITIONAL EXPERIMENTAL RESULTS

G.1 MEMORY BUFFER TYPE ABLATION

Table [5] compares three memory strategies: (A) raw replay (privacy-violating baseline), (B) DP-
synthetic replay (our approach), (C) statistics-only (compressed sketches).

Table 5: Memory buffer type comparison on IEEE-CIS

Memory Type PR-AUC (%) Privacy MIA AUC Storage (MB)
Raw Replay 96.2+0.2 0.89 845
DP-Synthetic (ours) 94.7+0.3 (e=0.24) 0.52 142
Statistics Only 87.3£0.6 0.50 28

No Memory 81.4£0.8 0.50 0
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Table 6: Performance by fraud type on BankData

Fraud Type ACLEGR DER++ FT-Trans. A vs Best
Card Testing 91.2+04 73.840.9 75.2£0.8 +17.4
Account Takeover  87.4+0.5 69.2+1.1 71.6+0.9 +18.2
Identity Theft 85.1£0.6 67.4+1.2 69.8£1.0 +17.7

Money Laundering  89.6+04  75.6+£0.8 71.14+0.7 +18.5
Velocity Attacks 92.8£0.3 75.6+£0.8 77.1£0.7 +17.2

G.2 FRrRAUD TYPE BREAKDOWN

ACLEGR-TADD maintains consistent superiority (17-18% improvement) across all fraud types,
demonstrating robustness to attack diversity.

G.3 IMPLEMENTATION DETAILS
We implement ACLEGR-TADD in PyTorch with the following configuration:

* Architecture: Swin-T backbone with 8-head attention, 128-dim embeddings
e Optimization: AdamW (3,=0.9, 3>=0.999), cosine scheduler

* Training: 50 epochs, batch size 64, learning rate 10~*

* Privacy: Gradient clipping C' = 1.0, noise o = 25.3
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