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Abstract

Deep neural networks are vulnerable to backdoor
attacks, where malicious behaviors are implanted
during training. While existing defenses can effec-
tively purify compromised models, they typically
require labeled data or specific training proce-
dures, making them difficult to apply beyond su-
pervised learning settings. Notably, recent studies
have shown successful backdoor attacks across
various learning paradigms, highlighting a crit-
ical security concern. To address this gap, we
propose Two-stage Symmetry Connectivity (TSC),
a novel backdoor purification defense that oper-
ates independently of data format and requires
only a small fraction of clean samples. Through
theoretical analysis, we prove that by leverag-
ing permutation invariance in neural networks
and quadratic mode connectivity, TSC amplifies
the loss on poisoned samples while maintaining
bounded clean accuracy. Experiments demon-
strate that TSC achieves robust performance com-
parable to state-of-the-art methods in supervised
learning scenarios. Furthermore, TSC generalizes
to self-supervised learning frameworks, such as
SimCLR and CLIP, maintaining its strong defense
capabilities. Our code is available at https:
//github.com/JiePengl104/TSC.

1. Introduction

Modern classifiers require substantial data and computa-
tional resources to achieve high accuracy, providing adver-
saries with opportunities to implant backdoors into deep
neural networks (Gu et al., 2017; Chen et al., 2017). This
vulnerability arises from either injecting poisoned data (Gu
et al., 2017; Turner et al., 2019) (i.e., data-poisoning attack),
or manipulating the training process (Pang et al., 2019;
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Figure 1. Iustration of the application of TSC in three popu-
lar learning settings. We assume adversaries can perform either
data-poisoning attack or training-manipulation attack to implant
a backdoor into the weights of a classification model or an encoder.
Unlike most existing defenses requiring specific training proce-
dures, TSC provides a framework to remove backdoors using
only a small fraction of clean samples and the original training
process. For instance, in SimCLR (Chen et al., 2020) setting, a
TSC defender can directly remove the backdoor hidden in the
image encoder by combining TSC with the SIimCLR training pro-
cedure. This allows for training the downstream classifier without
the adversarial influence inherited from upstream.

Nguyen & Tran, 2020) (i.e., training-manipulation attack).
For instance, recent advancements in self-supervised learn-
ing strategies often rely on large volumes of training data,
which, while circumventing the need for curated or labeled
datasets, can be time-intensive and incur high computational
costs (Radford et al., 2021; He et al., 2022; Chen et al.,
2020). Therefore, many users prefer to delegate model train-
ing to third-party providers or fine-tune publicly available
models on downstream tasks. This practice exposes mod-
els to backdoor attacks. For example, malicious providers
can manipulate the training process to implant backdoors
and then force downstream classifiers to output adversarial
labels (Yao et al., 2019; Saha et al., 2022; Li et al., 2023).

Consequently, many defenses have been developed to elim-
inate backdoors hidden within models. One of the most
prominent mechanisms is post-purification defenses, which
remove backdoors through post-training processes (Liu
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et al., 2018; Wang et al., 2019; Wu & Wang, 2021; Zeng
etal., 2022). Usually, post-purification defenses require only
a small amount of clean data and are effective against both
data-poisoning and training-manipulation attacks. However,
existing approaches focus primarily on supervised learning
scenarios and rely on training methods requiring labeled
data (Wang et al., 2019; Wu & Wang, 2021; Li et al., 2021b;
Chai & Chen, 2022) (e.g., methods working as analogues
to adversarial training). Thus, they are not directly appli-
cable to learning regimes like self-supervised or unsuper-
vised learning. Moreover, some studies have shown that
most current defense mechanisms, whether categorized as
post-purification defenses or not, are vulnerable to attacks
using small poisoning rates or adaptively designed triggers
(Hayase et al., 2021; Qi et al., 2023; Min et al., 2023).

Previous studies have intentionally or unintentionally tried
to address the challenges of robustness and transferability
in backdoor defense. Recent work by Min et al. (2023)
re-investigated fine-tuning (FT) based methods, proposing
to enhance robustness under low poisoning rates. While
achieving promising performance, their methods remain
confined to supervised learning settings. The mode connec-
tivity repair (MCR) (Zhao et al., 2020), which leverages
quadratic mode connectivity (Garipov et al., 2018), offers a
data-format agnostic procedure but shows limited robustness
against various attack methods. To address all these chal-
lenges, in this paper, we explore a robust post-purification
defense that operates independently of the data format.

We propose Two-stage Symmetry Connectivity (TSC), a
novel defense mechanism that leverages weight symme-
try in neural networks to guide compromised models away
from backdoor behaviors without directly unlearning back-
door patterns (i.e., circumventing the backdoor space). Our
approach builds upon two key properties: permutation in-
variance, which allows equivalent model representations
through weight layer permutations (Entezari et al., 2022);
and quadratic mode connectivity (Garipov et al., 2018),
which connects model states through low-loss quadratic
paths.

Our defense process begins by projecting a copy of the com-
promised model into a distinct yet symmetrical loss basin,
leveraging the permutation invariance property of neural
networks. These two models serve as endpoints for a Bézier
curve that is trained using a small clean dataset. We then
pick a point on this trained curve as the purified model,
which completes the first stage of our defense. As the end-
points are in different loss basins and this curve training
utilizes only clean samples, we show that the loss of poi-
soned samples along the curve is amplified. Subsequently,
we merge the purified model and the backdoored model in
the original loss basin to maintain clean accuracy, which
completes the second stage of our defense. Figure 1 illus-

trates how TSC operates across different learning settings,
using only a small fraction of clean samples and a proce-
dure aligned with the original training process. Overall, our
contributions are as follows:

* We discover that the property of weight symmetry en-
able effective backdoor space circumvention. Based
on this insight, TSC provides a unified framework for
backdoor defense across various learning settings.

* Through analysis of the mechanisms behind permu-
tation invariance and mode connectivity, we provide
theoretical guarantees that TSC can amplify the up-
per bound of loss values on poisoned samples while
maintaining accuracy on the initial task.

* Experiments on CIFAR10 (Krizhevsky, 2009), GT-
SRB (Houben et al., 2013), and ImageNet100 (Deng
et al., 2009) under supervised learning demonstrate
that TSC achieves performance comparable to state-of-
the-art methods while maintaining robustness against
various attack settings, including small poisoning rates
and adaptively designed attacks. Moreover, TSC suc-
cessfully counters attacks on image encoders across
different learning frameworks.

2. Related Work

Mode Connectivity. Merging two models with different
initializations usually involves the concept of mode connec-
tivity, which lies at the heart of finding a low-loss linear
or nonlinear path connecting two models (Frankle et al.,
2020; Garipov et al., 2018; Gotmare et al., 2018; Draxler
et al., 2018). Empirical studies have shown that aligning
two models through permutation before merging can greatly
enhance the generalization of models along a linear path
(Entezari et al., 2022; Simsek et al., 2021), or a quadratic
curve (Tatro et al., 2020). Notably, recent research demon-
strates that models aligned within the same loss basin can be
merged effectively by averaging their weights (Ainsworth
et al., 2023; Singh & Jaggi, 2020; Jordan et al., 2023).

Backdoor Attacks. A backdoor adversary aims to make
the victim model maintain accuracy on clean inputs while
assigning target labels to trigger-embedded inputs (Gu et al.,
2017; Chen et al., 2017). Based on the attacker’s capabili-
ties, backdoor attacks can be categorized as data-poisoning
attack and training-manipulation attack. In data-poisoning
attacks, the adversary poisons a portion of the training set by
injecting pre-designed triggers and modifying their labels.
The trigger patterns can range from pixel squares to real-
world objects (Wenger et al., 2022) or invisible patterns (Li
et al., 2021a; Saha et al., 2020; Li et al., 2021c¢). To avoid
detection of mislabeled samples as outliers, some studies
have developed backdoor attacks that maintain original la-
bels (Turner et al., 2019; Barni et al., 2019; Shafahi et al.,
2018; Zhu et al., 2019). Training-manipulation attackers
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have full access to the training process, enabling them to
effectively inject backdoors through specific training-based
methods (Nguyen & Tran, 2020; Pang et al., 2019).

Most backdoor attack studies focus on supervised learning
scenarios. However, recent work has indicated that models
in self-supervised learning settings are vulnerable to back-
door attacks, which may involve the adversary controlling
the training process (Jia et al., 2022), or merely injecting
poisoned samples (Saha et al., 2022; Carlini & Terzis, 2022;
Li et al., 2023; Carlini et al., 2023).

Backdoor Defenses. Current backdoor defenses can be
divided into three categories: training-time defenses, test-
time defenses, and post-purification defenses. Training-time
defenses require training clean models on a polluted dataset
to counteract data-poisoning attacks (Chen et al., 2018; Tran
et al., 2018; Hayase et al., 2021; Li et al., 2021d; Khaddaj
et al., 2023). A recent approach, ASSET (Pan et al., 2023),
extends this concept to handle various attacks and learning
settings. Test-time defenses aim to filter out malicious inputs
during inference rather than directly eliminating backdoor
threats (Gao et al., 2019; Guo et al., 2023; Hou et al., 2024).

In this study, we focus on post-purification defenses (Liu
et al., 2018; Wu & Wang, 2021; Zeng et al., 2022; Wang
etal., 2019; Min et al., 2023) aiming to remove the backdoor
injected into the weights of a model. Existing visual post-
purification defenses mostly require labels accompanied
with the training images, such as adversarial training based
methods (Wu & Wang, 2021; Zeng et al., 2022), limiting
their applicability to other training frameworks without la-
bels. While Feng et al. (2023) proposed a method to identify
backdoors in self-supervised learning settings, it focuses on
detection rather than removal. Recently, Zheng et al. (2024)
extended unlearning methods to self-supervised settings.
Instead of unlearning backdoor patterns, our method lever-
ages weight symmetry to purify models while preserving
performance, generalizing robustly across various learning
scenarios and attack settings.

3. Preliminaries

3.1. Minimum Loss Path

Here, we consider the connecting method with respect to
quadratic mode connectivity (Garipov et al., 2018; Tatro
et al., 2020). Let 84 and Op be the weights of two
trained models, and let g, , (¢) denote a parametric curve
connecting 64 and €5 such that v, ,(0) = 0,4 and
Yo (1) = Op. To train g, ,(t), Garipov et al. (2018)
proposed finding the set of parameters 0 A,p that minimizes
the expectation of the loss £(~g, ,(t)) over the distribution
P64 5 (-) on the curve,

1
U0 p) = / Corn (Do, 5 (B, (1)

where the pg,  (¢) is the distribution for sampling the mod-
els on the curve indexed by ¢. For simplicity in computa-
tion, the uniform distribution U (0, 1) is typically chosen
as pg, 5 (-). To characterize the parametric curve g, ,(t)
for t € [0, 1], the Bézier curve with 3 bends is commonly
employed and is defined as follows:

You5(t) = (1—1)?04+2t(1 — )04 5 +t°05. (2)

More details about mode connectivity can be found in Ap-
pendix B.

3.2. Permutation Invariance

For simplicity, we consider an L-layer feedforward neural
network with an element-wise activation function ¢ and
weights 6. We use W to denote the weight of the [ layer,
xo € R% to represent the input data and y € R?" to indi-
cate the output logits (or features). The L-layer feedforward
network can be expressed as:

f(xg,0) =y=WroocoW_j0..000Wizy, (3)

Moreover, we denote the [ intermediate feature as x; €
Rdl and r; = Wl cooX;_—1.

One of the key techniques central to our defense method is
permutation invariance of neural networks (Entezari et al.,
2022; Tatro et al., 2020; Ainsworth et al., 2023). Let
P, € Il be a permutation matrix that permutes output
feature x; of the I'" layer, where Il , is the set of all pos-
sible d; x d; permutation matrices. Since PlTPl =1,
without changing the final output y, we can permute W, to
P,W,P," . We denote this operation as (8, S(P)), where
S(P) =A{Py, Ps, ..., Pr_4} is the set of permutation ma-
trices. Consequently, we obtain a new network with weights
0°F) = (6, S(P)) defined as:

w P —pwy;; wP =w,p
WP = pwP | Vie{23, . L—1}. @

The property of a neural network that allows it to be trans-
formed by such permutation, resulting in f (g, 85F)) =
f(xo,8), is known as permutation invariance. This prop-
erty implies that two networks can be functionally identical
even if the arrangement of their neurons within each layer
differs. For example, if two parameter sets, 8 4 and 63, sat-
isfy f(xo,04) = f(x0,0p) for any input 2y € R%, per-
mutation invariance implies that their corresponding layer
weights, WiA and WiB , can differ. This observation moti-
vates the concept of neuron alignment.

3.3. Neuron Alignment

Previous studies have found that two functionally identical
networks, @ 4 and 6, when trained independently with the
same architecture but using different random initializations
or yielding different SGD solutions, can be misaligned (i.e.,
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their parameters, 6 4 and 0, correspond to different neuron
arrangements). As a result, the loss obtained from a linear
interpolation of their parameters can be quite large.

Recently, research (Entezari et al., 2022; Singh & Jaggi,
2020; Ainsworth et al., 2023; Jordan et al., 2023) has shown
that such misaligned networks could be projected to the
same loss basin using a specific set of permutation matrices
S(P). To identify such permutation set S(P) and achieve
alignment, we can minimize a cost function ¢; : R x
R4 — R* with respect to the intermediate features ;' and
a:lB to get the P, for each layer. In practice, given a dataset
D containing n samples, we minimize the sum of ¢; across
D. The optimal P, can then be found by solving:

I:’l:argmianl(:cfl, lefl). (5)

Pella,
This problem is a classic example in the field of optimal
transport (Villani et al., 2009; Singh & Jaggi, 2020), which
could be solved via the Hungarian algorithm (Kuhn, 1955).
Following previous work, we adopt the alignment method
proposed by Li et al. (2015), where ¢; = 1 — corr(v, z)
and corr(-, -) denotes the correlation between two vectors.
This makes the minimization procedure is equivalent to
ordinary least squares constrained to the solution space Iy,
(Ainsworth et al., 2023; Tatro et al., 2020). Thus, problem
(5) can be specified as:

n
. . 2
Pl:argmmznccflf Pla:le . (6)
Pelly,
Throughout the paper, we define M;(0 4,0 5; D) to measure
the Lo norm feature distance of the I layer between 6 4

and O given dataset D:

M(04,05:D) =" |2, - 22 |F. @

Therefore, P, can be regarded as the optimal solution
which has the smallest M;(04,7(0p,S(P)); D) among
all P; € II;. Additionally, if we denote w;‘} ; and :cF .
as samples from two distributions P;* and PZ, the mini-
mal distance in (6) corresponds to the 2-Wasserstein dis-
tance W (P#*, PE; D) between P;* and PE. Thus, we have
Wo (P, PB; D) = My(04,7(05,S(P)); D). A brief ex-
planation can be found in Appendix D.

3.4. Threat Model and Evaluation Metrics

We consider a scenario where an adversary can manipulate
a portion of the training data or access the model training
procedure. The backdoor is assumed to be implanted into
the parameters of a standard neural architecture rather than
a model with specific malicious modules (Bober-Irizar et al.,
2023). A TSC defender requires access to a small fraction
of clean training samples and and the ability to retrain the

model using the original training procedure. A discussion
about the applicability of the proposed defense setting can
be found in Appendix A.

To evaluate the performance of various backdoor defenses,
we consider two primary metrics: Attack Success Rate
(ASR), the proportion of attack samples misclassified as
the target label, and Clean Accuracy (ACC), the prediction
accuracy on benign samples. An effective defense should
achieve a high ACC while maintaining a low ASR.

4. Method

Before formally describing our approach, we first provide
the intuition behind TSC. Removing the implanted backdoor
in a model is equivalent to inducing the model to have a high
loss value for the poisoned samples (i.e., adversarial loss).
However, performing a procedure similar to anti-backdoor
learning (Li et al., 2021d) to increase the loss of the poisoned
samples could be challenging for a post-time defender, as
the trojan method is unknown, and the adversary could inject
various trigger patterns that are difficult to recover (Li et al.,
2021c).

To remove the backdoor, we propose a repairing method
consisting of two stages of mode connectivity. In the first
stage, we amplify the adversarial loss by un-aligning the
malicious model 8,4, with its own copy 6,4, on the loss
landscape and then training a curve =y; connecting 0,4, and
6.4, With the given benign samples. Since this unalign-
ment process is designed to place the endpoints (8,4, and
0.4.) in different loss basins, and the curve -y, is trained
exclusively with benign samples, models 6, along this curve
are expected to exhibit high adversarial loss but low loss on
benign samples. This outcome is consistent with established
properties of quadratic mode connectivity (Garipov et al.,
2018; Tatro et al., 2020). In the second stage, to recover
the clean accuracy, we train another curve that connects the
aligned 6,4, and 6,. This procedure aims to find a curve -
with descending adversarial loss along the curve but a much
lower loss for benign samples compared to ~;.

4.1. Adversarial Loss Amplification

We present a case in the left of Figure 2, where the model is
attacked by SSBA (Li et al., 2021c¢), and the defender sim-
ply trains a Bézier curve connecting the initial backdoored
model 6,4, and its slightly fine-tuned version, 8, (Zhao
et al., 2020). As shown, if the poisoned model 8,4, and 6,
lie in the same loss basin, eliminating the backdoor through
model connection or fusion is difficult, as the adversarial
loss along the curve remains low. To amplify the adver-
sarial loss, we utilize the permutation invariance property
to project 6,4, to a distinct loss basin to obtain the other
endpoint, 8,4,, rather than fine-tuning 6,4,. This can be
achieved by finding a set of permutation matrices S(P’)
that maximize the cost function ¢; for each layer. In con-
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Figure 2. Loss landscape for poisoned and benign samples, along with trained quadratic curves connecting distinct models. The
backdoored model is a PreAct-ResNet18 trained on CIFAR-10, which contains 5% SSBA poisoned samples (Li et al., 2021c). Left: the
curve identified by MCR. Middle: the curve identified by the first stage of TSC. Right: the curve identified by the second stage of TSC.

trast to neuron alignment in problem (5), our goal is to find
the permutation P/ for all layers to project the backdoored
model into a distinct loss basin. Specifically, we formulate
the following optimization problem to obtain S(P’):
P/ = arg maxz ¢ — Py mzdl”||2 . 3)
Pelly, ™
Then, we get the updated model 8,4,y = 7(0qv, S(P')).
It’s important to note that this procedure does not alter the
output of the backdoored model for any input; consequently,
it does not increase the loss for any sample, though here
we are dealing with a maximization problem. To amplify
the adversarial loss, we then train a Bézier curve, ~;, con-
necting 0,4, and 6,4,/, and subsequently select a model

corresponding to a middle point on this curve.

As shown in the middle of Figure 2, when connecting 8,4,
and 0,4, , the loss of poisoned samples increases signifi-
cantly along the Bézier curve =, (i.e., circumventing the
backdoor space). As expected, the loss landscape becomes
symmetric for both poisoned and benign samples. However,
compared to MCR, we observe an increase in the loss of
benign samples, implying that the models selected from the
curve connecting 0,4, and 6,4, would perform poorly on
the initial task.

4.2. Clean Accuracy Recovery

To ensure that the purified model maintains better perfor-
mance on benign data, we re-align the model 8; found on
~1 to the benign loss basin of the backdoored model 6,4, .
We denote the corresponding permutation set as P*. Fur-
thermore, empirically, when setting ¢ = 0.4, the model 0;
typically exhibits higher loss on both poisoned and benign
samples. We then train another curve ~y, connecting 6,4,
and Oy« —g 4 = m(01—0.4, S(P*)). The right side of Figure 2
shows that the loss of poisoned samples gradually increases

along the curve from 0,4, to 8;-—¢ 4, and the model point
along this curve could also attain a lower loss on benign
samples than 6;_ 4. A model along the curve with a high
loss for poisoned samples and a low loss for benign samples
can be selected as the ideal purified model.

Additionally, as shown in Figure 3, we find that performing
one round of TSC is insufficient to remove the backdoor.
In practice, we slightly fine-tune the model obtained from
the second stage of TSC, then use this fine-tuned model as
the input for the next round to mitigate the backdoor threat
step by step. It is evident that as the global epoch Ergsc
increases, the ASR of model points along the second-stage
curve of TSC decreases. Empirically, setting Ergc = 3
can effectively eliminate the backdoor while maintaining
good performance on the benign task.

We give the pseudocode in Algorithm 1. Since we as-
sume the defender only has access to a small fraction of
clean samples D., both the computation of the permu-
tation and the training of the curve are conducted over
D.. The function PERMUTELAYERS(0 4,05, D, OPT) in
the pseudocode returns a model by permuting the layers
of 6p, aligning or un-aligning it with 84. The function
FITQUADCURVE(04,05,F, D, ¢) returns the quadratic
Bézier curve connecting 8 4 and 0, trained using method
F over D for e epochs. Moreover, F can be various train-
ing methods tailored to the corresponding data format, as
shown in Figure 1. The function RETRIEVEPOINT(v4 g, 1)
returns the model point along 4, p at index ¢, as described
in Equation (2). See more details in Appendix F.

4.3. Theoretical Analysis of TSC

‘We consider two feedforward neural networks, as defined
in Equation (3), with weights 8y and 6,. We say that 6,
and 0, are Lo-norm-consisten if they satisfy the following
condition:
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Figure 3. Test attack success rate (ASR) and accuracy (ACC) on benign samples are evaluated as functions of the points along the Bézier
curve found by MCR and TSC. We assess the performance against SSBA on CIFAR-10 with 5% poison rate using PreAct-ResNet18. We
select model points along the curve at ¢ = 0.4 for each stage and round. Since MCR only trains a single curve for model purification, we

plot the results of MCR at each round of TSC for better comparison.

Algorithm 1 Two-stage Symmetry Connectivity

Require: backdoored model 8,4, clean dataset D, global
epoch Ergc, curve index ¢, curve training epoch e, train-
ing method F;

Ensure: purified model 8,,;

Initialize 6, < 0,4y;

fori =1to Ergc do
> Adversarial Loss Amplification
0, < PERMUTELAYERS(6,,0,, D., MAX);
Ye, ,, < FITQUADCURVE(8), 0/, F, D, e);
0, < RETRIEVEPOINT(WM, , t);
> Clean Accuracy Recovery
0.+ < PERMUTELAYERS(6,,0,, D., MIN);
Y6, .~ < FITQUADCURVE(0,, 0;+, F, D, e);
0, < RETRIEVEPOINT(7g, ,. , t);

end for

Definition 4.1 (Weight Lo-norm consistency condition).
Let W and W}! be the parameters of the [™ layer of
and 01, respectively. We define that the parameters satisfy
the condition that the Ls norms of the corresponding layer
weights are equal: ||[W?|2 = |[W}l]2, VI € {1,2,...,L},
where the Lo norm of the matrix refers to the element-wise
L5 norm (i.e., Frobenius norm).

This condition implies that the magnitude of the weights
in each layer is preserved between the two models. Conse-
quently, both models effectively operate at the same scale,
which can be critical for their comparative performance.

Next, considering three optimal independent feedforward
networks with weights 6 4, 85 and 0, we can present a
theorem regarding the upper bounds of the loss ¢(-) in Equa-
tion (1) over the quadratic curves g, ;(t) and ve, . (f)
across dataset D. Before stating the theorem, we first refor-
mulate the parametric Bézier curve g, ,(t) by replacing
0 4 p with its deviation 0 A,B:

Yo, ,(t) = (1—=1)04 + 105 +2t(1—1)0a 5. (9)

Similarly, we can reformulate vg , . () to Yo, c (t). Such
reformulation allows us to express the Bézier curves in a
considerably simpler form, thus facilitating theoretical anal-
ysis. The detailed derivation is provided in Equation (14).
Moreover, we refer to the quantity M;(04,05; D), as de-
fined in Equation (6), which measures the Lo norm of the
feature distance at the [ layer between models 8 4 and 65
for a given dataset D. We can then derive the following
theorem:

Theorem 4.2. We assume that the activation function o in
Equation (3) and the loss function L in Equation (1) are
Lipschitz continuous. Let g, (t) and ~vg, () be two
Bézier curves defined in Equation (9). Then, under the
following conditions:

(1) My(04,05; D) < M(04,0c;D), vVl € {1,2,...,L};
(2) O and B¢ are Lo-norm-consistent; (3) éA,B and 0~A’C
are La-norm-consistent; there exists upper bounds U, p
and UAjchF f() such that: é(éAB) < UA,B, E(éA,C) <
Ua,c, where Ug g < Uy, c.

Proof. See Appendix E.1. O
A similar theorem can be found in (Tatro et al., 2020). It is
important to note that the theorem demonstrated in (Tatro
et al., 2020) provides only the upper bound relations be-
tween linear paths connecting aligned and unaligned mod-
els, despite Tatro et al. (2020) claiming that their theorem
pertains to quadratic Bézier curves. Moreover, their the-
orem represents only the left inequality of Corollary 4.3,
which is a special case of Theorem 4.2 and is insufficient
for theoretical analysis of TSC.

Increasing the Adversarial Loss. Now, we redirect our
focus to our method and compare the scenarios where one
endpoint is fixed by model 8 4 while the other is settled by
05, 05 = 7(0p,S(P)) or O = (85, S(P")). S(P)
and S(P’) correspond to the solutions in problems (6) and
(8), respectively. Then, we have the following corollary:
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Corollary 4.3. We assume that the activation function o and
the loss function L are Lipschitz continuous. Let vg (1),

Y6, (t) and Y6, 1 (t) be three Bézier curves defined in

Equation (9). We also assume that 0~A,B, éA,B and 0~A’B/
are Lo-norm-consistent with each other. Then, there exists
upper bounds Ua g, U, p and Ua,p' for ((-) such that:
Upp<Uap<Usp.

Proof. See Appendix E.2. [

Intuitively, to increase the loss with respect to poison sam-
ples along the curve, we can project the copy of backdoored
model 0,4, to loss basin different from that of the origi-
nal. Theoretically, Corollary 4.3 implies that applying the
permutation by S(P’) can enlarge the upper bound of the
backdoor loss over the curve, resulting in a more robust
model on the curve when faced with attack samples.

However, Corollary 4.3 also indicates that permuting the
layers via S(P"’), leads to a looser upper bound for the loss
on benign samples compared to models that reside in the
same loss basin. Therefore, an extended method is needed to
ensure that the purified model maintains strong performance
on clean samples.

Reducing the Clean Loss. In the second stage, we train
another curve connecting the origianl backdoored model
and re-aligned model found previously. As demonstrated in
Corollary 4.3, re-aligning the model found on the curve to
the original loss basin of the backdoored model can reduce
the upper bound of loss value along the curve. When align-
ing the model with benign samples, the curve is more likey
to be trained in a loss basin of benign data rather than poi-
soned ones. Thus, the second stage successfully improves
the performance on benign task.

Moreover, let 6,4,+ be a model satisfies the follow-
ing three conditions: (1) it is aligned with 8,4,; (2)
it is Lo-norm-consistent with the model 6;«—g 4; and
(3) it achieves higher accuracy on the poisoned dataset
Dgygy than 64-_g 4. Also, consider a curve 7,4, that
connects BO,4,« and 6,4,. We can say that the 2-
Wasserstein distance Wg(Pl“d”,Pl“d”*;Dadv) is smaller
than WQ(Pl“d”,]}Dlt:O"‘;Dadv) for each layer, as 0,4, is
more functionally identical to 6,4, over D,g4,. Thus, we
have Ml(aad'w eadv*; Dadv) < Ml (ead'ua 025*:0.4; Dadv)~
According to Theorem 4.2, if the parameters of 7,4, and -
are Ly-norm-consistent, we conclude that the upper bound
of s is higher than that of ~,4, over the poisoned dataset.
This finding implies that a high loss can be maintained for
poisoned samples along the curve ~,.

Figure 3 compares model performance along curves iden-
tified by MCR and TSC. For each epoch of TSC, as ¢ ap-
proaches 0.5, both ACC and ASR of model points from the
first stage decrease more rapidly than those of MCR and
TSC’s second stage. Besides, model points from the sec-

ond stage exhibit significantly lower ASR than MCR while
maintaining moderate ACC decline compared to the first
stage. These observations support our theoretical analysis.

5. Experiments
5.1. Experimental Settings

Attack Setup. (1) Supervised Learning. We consider
eleven typical backdoor attacks, including eight label-
flipping attacks (BadNet (Gu et al., 2017), Blended (Chen
etal., 2017), SSBA (Liet al., 2021c), LF (Zeng et al., 2021),
WaNet (Nguyen & Tran, 2021), Inputaware (Nguyen & Tran,
2020), SBL (Pham et al., 2024) and SAPA (He et al., 2024))
and three clean label attacks (LC (Turner et al., 2019), SIG
(Barni et al., 2019) and Narcissus (Zeng et al., 2023)). These
attacks are conducted on CIFAR10 (Krizhevsky, 2009) us-
ing PreAct-ResNet18 (He et al., 2016a) and ImageNet100
(Deng et al., 2009) using ResNet50 (He et al., 2016b) with
various poisoning rates. (2) Self-Supervised Learning. We
evaluate two self-supervised learning attacks: BadEncoder
(Jia et al., 2022) and CTRL (Li et al., 2023). BadEncoder is
conducted using two typical SSL training methods, SimCLR
(Chen et al., 2020) and CLIP (Radford et al., 2021). For Sim-
CLR, we utilize publicly available backdoored ResNet18
and ResNet50 encoders on CIFAR10 and ImageNet, respec-
tively, evaluating ACC and ASR through linear probing
(Alain & Bengio, 2017) on downstream datasets STL10
(Coates et al., 2011), GTSRB, and SVHN (Netzer et al.,
2011). For CLIP, following (Jia et al., 2022), we fine-tune
a pre-trained CLIP ResNet50' on ImageNet100 using Sim-
CLR to inject backdoors, and assess performance through
linear probing and zero-shot evaluation on STL10, Food101
(Bossard et al., 2014), and VOC2007 (Everingham et al.).
The CTRL attack is evaluated using the same SimCLR set-
tings. Implementation details are provided in Appendix L.

Defense Setup. In our experiments, we focus on post-
purification defenses methods and provide all defenses with
5% of the clean training dataset, except for the defenses for
the CLIP model. To address the backdoored CLIP visual
model, we employ the entire MS-COCO dataset > (Lin et al.,
2014). (1) Supervised Learning. We evaluate six post-
purification defenses methods as baselines: FP (Liu et al.,
2018), NC (Wang et al., 2019), MCR (Zhao et al., 2020),
ANP (Wu & Wang, 2021), FT-SAM (Zhu et al., 2023), I-
BAU (Zeng et al., 2022), and SAU (Wei et al., 2023). For
TSC, we set the global epoch Ersc = 3, curve index ¢t =
0.4, and curve training epoch e = 200. (2) Self-Supervised
Learning. We consider MCR (Zhao et al., 2020) and SSL-

"https://github.com/openai/CLIP

2As the dataset used to train CLIP (Radford et al., 2021) is not
publicly available and involves 400M images, we conduct defenses
with the much smaller MS-COCO-2017 dataset (Lin et al., 2014),
which contains approximately 120K images with 5 captions each.
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Table 1. Results on CIFAR10 and ImageNet100 under supervised learning scenarios. Attack Success Rates (ASRs) below 15% are

highlighted in blue to indicate a successful defense, while ASRs above 15% are denoted in red as failed defenses.

Poison No Defense Fp NC MCR ANP FT-SAM I-BAU SAU TSC (ours)
Attacks Rate

ACC(T) ASR(}) ACC(1) ASR(}) ACC(f) ASR(l) ACC() ASR() ACC() ASR() ACC() ASR() ACC(1) ASR() ACC(1) ASR(l) ACC(1) ASRW)

BadNet 5% 9264 8874 9226 117 9053 101 9217 762 8645 002 9219 350  88.66 092  89.32 174 89.19 1.90

1% 9314 7473 9259 229 9207 077 9290 1806 8582  0.04 9239 157 8780 229 6538 206  90.71 1.26

Blonded 5% 9366  99.61 ~ 9270 = 4947 ~ 9367  99.61 9323  99.01 ~ 8895 1876  93.00  29.59 ~ 8807 3486 9069  7.74  90.14 1053

1% 9376 9488 9292 6974 9376 9488 9362 9310  89.69  60.52 9300 4936  89.62 2574 9002 3616 9L12 1246

F 5% 9336 9803 ~ 9284  59.12 9098 243 9307 9732 8420 246 9289 744 8864 4566 9060 171 8850 3.8

1% 9356 8644 9245 6580 9356 8646 9309 8411 8627 1128 9347 1171 9053 = 6928 9158 1812  90.68  11.67

° SSBA 5% 9327 9491 ~ 9255 1627 ~ 9327 9491 9294 9206 8872 0.3 9271 287  89.65 154 9130 206 8943 218
= 1% 9343 7344 9301 768 9160 046 9333 6588 8533 031 93.02 149 8956 487 9138 099 9118 218
E [ sBLBane % 07 9348 T 0259 113 9222 059 9226 91.82 8282 5163 9216  60.03  90.67  27.06 9131 0.60 ~ 91.02 1.12
1% 9171 8864 9310 3177 9182 072 9323 8611 8271 8148 9277 5958 9063 200 9232 1.01 91.54 1.93

SAPA 1% 9401 9997 ~ 9234 9222 ~ 9280 214 ~ 9383 10000 8606 9268  93.06  79.80 8669 1517 9183 196 ~ 9037 741

5% 9377 8480 8882 8276 9274 152 9378  80.83 8799 8152 9323 8202  90.16 2648 9175 068 9098 732

c 5% 9331 9833 9219 7299 ~ 9232 0.64 9294 9994 ~ 83.15 1383 ~ 9259  57.18 ~ 90.15 199 T 9153 150 T 90.04 238

1% 9379 7593 9286 2986 9231 068 9367 8254 8658 3146 9283 3940 8978 071 92.16 377 9008 578

Narcissus 1% 9368  82.87 9229 4488  93.68  47.87 9361 4979 ~ 9201  27.01 ~ 9305 2680 9021 1867 9136 324 9065  7.88

0.5% 93.68 8058 9294 2959 9367 3257 9369 3296 8935 1678 9306 1408 89.16 2109 9174 581 9171 8.02

BadNet 0.5% 8430 9978 8336 980 8192  0.52 8524  99.66 7844 9418 8370 945 7370 834 7386 028 8020 022

1% 8456  99.86 8310 958 8192 049 8508 9986 7948  93.64 8388 2414 7146 4366 72.84 026 7806 0.4

Blended 05% 8444 9432 ~ 8280 6325 8444 9432 8558 9497 ~ 8456 9327 8340 7543 7422 6234 7384 372 7658 1263

1% 8490 9804 8336 6921 8021 7021 8504  97.58 8454 9770 8386 8200 73.10 6125 6924 053 7588 635

F 5% 8424 9887 ~ 83.10 5026 8424 9887 ~ 8570 9770 8132 8620  83.80 7048 ~ 7436 7497 ~ 7522 0.8 7878 539

1% 8392 9956 8300 3582 7676  49.87 8530  99.03 81.10 8853 8340  70.69 7106 2232 6738 293 7858 54l

% SSBA 0.5% 8430 9531 8334 4675 8430 9531 8504 9513 7696 618  83.16 1570 7152 119 7612 089 7956 1.45
3 1% 8402 9943 8334 5968 7847 7078  85.14 9772 8022 2277 8350 2030 7258 745 7394 036 7988 491
% | spLBlonded 0% 7252 9756 T 8510 8929 T 7252 9756 ~ 8254 9263 ~ 6828 9705 ~ 8384 8907 " 7078 3735 " 7366 1487 " 7942 7.8
£ 1% 7268  99.17 8341 6824 7142 7014 8282 9578 7272 9915 8392 9269 7352 2030 7678 3929 7716 887
SAPA 05% 8504 9883 ~ 8344  20.53 7857 920 8560 9305 ~ 8042 9659 8382  30.04 6932 1834  73.34 1.07 "~ 79.00 1.74

1% 8550 9883 8334 2786 7742 352 8542 9580 8312 9376 8396 4588  69.12 4164 7542 123 7814 141

c 05% 8422 06l 8334 020 ~ 8422 06l 8504 093 ~ 8448 057 8386 024 6972 036 7620 0.6 8036 022

1% 8410 3297 8348 428 8113 042 8548 7675 8422 3242 8358 806 7352 176 7050 079  80.18 057

<IG 05% 8420 1622 8326 222 7848 043 8518 1834 8400 1586  83.88 451 70.76 343 | 7522 012 7720 055

1% 8416 7008 8340 2048 7958  0.89 8502  77.84 8040 6568 8336 4481 7098 1998 7376 030 8022 998

Cleanse (Zheng et al., 2024) as baselines. For TSC, we set
the global epoch Ersc = 2, curve index ¢ = 0.25, and
curve training epoch e = 200 for both SimCLR and CLIP.
Comprehensive settings for all defenses are provided in
Appendix L. For the following experiments, we consider a
defense against an attack successful if the ASR is reduced
to below 15%.

5.2. Results for Supervised Learning

Table 1 compares the performance of TSC with existing
defenses on CIFAR10 and ImageNet100 under supervised
learning scenarios. Comprehensive results for GTSRB and
of other attack settings are provided in Appendix I.

It’s clear that TSC successfully reduces the ASR to below
15% for all attacks on CIFAR10 GTSRB and ImageNet100,
demonstrating its robustness and effectiveness. Among all
attacks, Blended attack with small poisoning rates proves
most challenging to defend against. While other defenses
struggle to contain ASRs below 25%, TSC reduces the ASR
to 12.46% on CIFAR10 (1% poisoning rate) and 12.63%
on ImageNet100 (0.5% poisoning rate). SAU shows strong
backdoor removal capabilities against most attacks but suf-
fers from ACC instability. For example, under BadNet
Attack with 1% poisoning rate on CIFAR10, SAU’s accu-
racy falls below 70%. We attribute this behavior to SAU’s
aggressive unlearning strategy, which leads to catastrophic
decreases in both ACC and ASR. ANP, FT-SAM, and I-BAU
also demonstrate effectiveness, reducing ASRs to below
15% for most attacks on CIFAR10 and GTSRB. However,

their performance diminishes on ImageNet100, particularly
against Blended, Inputaware and LF attacks. While TSC oc-
casionally yields lower initial task accuracy than FT-SAM,
it outperforms ANP and [-BAU in most cases.

To further explore the impact of TSC on ACC, we provide
results for ACC drops on non-backdoored models in Ap-
pendix K. These results indicate that the ACC drop for TSC
is acceptable in scenarios without data poisoning.

5.3. Results for Self-supervised Learning

Tables 2 and 3 show the results against BadEncoder attacks
under SIimCLR and CLIP training scenarios, respectively.
We employ different settings for SimCLR and CLIP to
showcase the flexibility of TSC. For SimCLR, encoders are
trained and backdoored independently with specific target
labels for each downstream task. For CLIP, we backdoor a
single visual encoder using ‘truck’ as the target label/caption
and evaluate performance before and after defenses across
downstream tasks. Since Food101 and VOC2007 lack the
‘truck’ label, we augment their training sets with truck im-
ages from STL10 for evaluation of linear probing. Results
indicate the attack remains effective even without targeting
specific downstream datasets. More results for CTRL attack
and SSL-Cleanse are provided in Appendix J.

Under SimCLR, while MCR successfully removes back-
doors targeting STL10 and GTSRB downstream tasks, it
fails against attacks targeting the SVHN dataset. In con-
trast, TSC effectively reduces the ASR to below 11% across
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Table 2. Defense results under SimCLR training scenario, where
linear probing is used to evaluate the downstream tasks.

No Defense MCR
ACC(T) ASR(]) ACC(1) ASR(}) ACC(1) ASRW)

Pre-training  Downstream TSC (ours)

Dataset Dataset

STL10 76.74 99.65 74.93 7.92 71.11 4.44
CIFAR10 GTSRB 81.12 98.79 75.51 0.54 71.57 1.68
SVHN 63.12 98.71 57.35 65.58 64.13 10.26

STL10 94.93 98.99 90.20 2.08 86.99 3.11
GTSRB 75.94 99.76 72.38 0.13 69.47 6.47
SVHN 72.64 99.21 71.27 34.15 66.44 3.64

ImageNet

Table 3. Defense results under CLIP training scenario, where lin-
ear probing and zero-shot learning are used to evaluate the down-
stream tasks.

Pre-training  Downstream No Defense MCR TSC (ours)
Dataset Dataset
ACC(T) ASR(]) ACC(T) ASR(]) ACC(T) ASR(])

CLIP STL10 97.07 99.33 96.43 99.86 94.15 0.67
(linear probe) Food101 72.58 97.91 72.36 96.62 69.33 1.04
VOC 2007 76.07 99.83 75.47 99.92 78.42 0.34
CLIP STLI10 94.06 99.86 91.51 99.85 90.25 0.88
(zero-shot) Food101 67.72 99.96 66.51 99.56 61.69 0.28
VOC 2007 71.22 99.92 70.09 99.12 75.08 1.45

all downstream tasks. For CLIP, TSC achieves remarkable
performance, reducing ASR below 2%, while MCR proves
ineffective against BadEncoder attacks.

5.4. Resistance to Potential Adaptive Attacks

The previous experiments demonstrate the effectiveness of
TSC against existing backdoor attacks. However, it is es-
sential to consider adpative attacks against TSC. The core
defense mechanism of TSC relies on increasing adversarial
loss along the quadratic Bézier curve by projecting model
6.4, to a distinct loss basin to find 6,4, during the first
stage. An adaptive attack would attempt to train and back-
door a model that maintains low backdoor loss along the
curve identified by TSC.

To design such an adaptive attack, we build upon the neural
network subspace learning approach proposed in (Wortsman
et al., 2021), originally developed for improving accuracy
and calibration. Our strategy involves simultaneously train-
ing a curve and updating its endpoints 8,4, and 8,4,/ using
the mixture of benign and poisoned data (i.e., learning a
backdoored subspace). After training, we select one end-
point as the final model. We convert all previously evaluated
attacks into adaptive versions under both supervised and self-
supervised learning settings. Experimental results reveal
that TSC remains robust against such attack. The implemen-
tation details and results are provided in Appendix G.

To further validate the robustness of TSC against adaptive
attacks, we present corresponding loss landscape visual-
izations in Appendix G.3. The analysis reveals that the
combination of the permutation mechanism and training
exclusively with benign samples contributes to amplifying
the loss on poisoned samples, even for adaptive attacks.
Moreover, given that our defense involves the concept of
loss landscapes, we also conduct experiments against more

advanced attacks, including SBL (Pham et al., 2024), Narcis-
sus (Zeng et al., 2023), and SAPA (He et al., 2024). These
modern backdoor attacks aim to optimize flatter loss land-
scapes or entangle benign and backdoor features. The results
demonstrate that TSC effectively reduces the ASR to below
15% even against these sophisticated attacks.

5.5. Ablation Studies

We conduct comprehensive ablation studies to analyze the
impact of TSC’s key hyperparameters: the number of global
epochs Frgc and the curve index t. Through extensive
experiments, we find that increasing ¢ (up to 0.5) and Ersc
improves backdoor removal performance but meanwhile
reducing accuracy on benign samples. Moreover, a larger
Ersc leads to more stable performance. Based on empir-
ical results, we recommend ¢ = 0.4 and Frgc = 3 for
supervised learning scenarios, and t = 0.25 and Frgc = 2
for self-supervised learning. Detailed analysis and addi-
tional experimental results can be found in Appendix H.1.

To validate the stability of TSC, we conduct experiments
with VGG19-BN (Simonyan & Zisserman, 2014) and In-
ceptionV3 (Szegedy et al., 2016) on CIFAR10. Results in
Appendix H.2 show the robustness of TSC across different
model architectures.

We opt to use the same ¢ for both stages to maintain a simpler
parameter design. Employing distinct ¢ values for each stage
would lead to numerous parameter combinations, potentially
complicating the algorithm’s overall structure. Moreover,
as shown in Figure 3, the ACC/ASR values in the first
stage exhibit a roughly symmetric pattern with respect to
t, whereas in the second stage, they decrease as t increases.
Although the overall trends for the two stages differ across
t € [0,1], they both demonstrate a decreasing tendency
within ¢ € [0,0.5]. Notably, in Stage 2, ASR decreases
effectively while ACC remains high for ¢ values near 0.5.
Considering this observation from Stage 2, the symmetry
in Stage 1, and the consistent trend within ¢ € [0, 0.5], we
suggest selecting ¢ from this range for both stages.

6. Conclusion and Limitation

In this paper, we propose TSC, a novel defense mecha-
nism leveraging permutation invariance. Unlike previous
post-purification defenses, TSC utilizes weight symmetry to
remove backdoors and is applicable to both supervised and
self-supervised learning scenarios, with potential extensions
to other learning paradigms. Our experiments demonstrate
the robustness of TSC under diverse attack settings, achiev-
ing comparable or superior performance to existing defenses.
However, TSC occasionally trades off accuracy on benign
samples for backdoor removal. Future work could focus on
optimizing such trade-off to maintain high ASR reduction
while improving ACC.
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A. Applicability of the Defense Setting of TSC

As stated in Section 3.4, this paper considers two attack scenarios: one where an adversary can only poison a portion of the
training data, and another where the adversary gains control over the training procedure. In our defense setting, we assume
that the defender has knowledge of the original basic training methods such as Stochastic Gradient Descent (SGD) using a
Cross-Entropy loss function. To address potential concerns about the practical relevance of this defense setting, we provide
here a detailed discussion of how our proposed defense approach applies in real-world scenarios.

A.1. Data-poisoning Attacks

For adversaries employing data poisoning (who have no control over the training process), defenders may repair the
backdoored model post-training using defenses such as TSC or other post-purification techniques. In this scenario, as the
defender has control of the training it’s natural the defender has the knowledge of the training procedure. Thus, the setting in
our paper is applicable in such data poison scenario.

A.2. Training-manipulation Attack

For adversaries have control over the training, we provides two common examples here:

* Public Pre-trained Models: Public repositories or research papers release pre-trained models that may contain backdoors.
Since these sources typically provide detailed descriptions of the model-training procedure, defenders can leverage this
information to apply TSC effectively. Using public large-scale image encoders for downstream tasks is increasingly
common, making our setting practically relevant. Advanced zero-shot deployment models (e.g., CLIP) further exemplify
this applicability.

¢ Internal Adversary in Organizations: Consider an internal adversary scenario within an organization where malicious
attackers backdoor a model without others’ awareness. Typically, benign team members possess knowledge of the basic
training process but lack insight into the malicious manipulations. In this context, defenders within the organization
can deploy TSC to purify the model without taking retraining from scratch.

Moreover, beyond traditional learning scenarios, our method shows potential for application in other settings. For example,
in federated learning, models are trained collaboratively across many distributed devices, with participants computing and
sending their local gradients for global aggregation. Malicious participants could inject poisoned updates into this system,
thereby introducing backdoors, even without direct access to the overall training procedure. Since a common underlying
training methodology is typically employed by both clients and the server in such federated architectures, defenders in this
setting could apply our method to remove backdoors using only a small amount of data.

B. Quadratic Mode Connectivity

In Section 3.1, we can find a path connecting 6 4 and 8 using Equation (1). However, since pg A (t) depends on 0 4 p, it
is intractable to compute the stochastic gradients of £(6 4 ) in Equation (1). To address this, Garipov Garipov et al. (2018)
choose the uniform distribution U (0, 1) over the interval [0, 1] to replace pg, , (t), leading to the following loss:

1
V(045) = / L(v0, 5 (0)dt = Evovro) LYo, 5 (1)), (10)

The primary contrast between (1) and (10) is that the former calculates the average loss £(vg, (%)) over a uniform
distribution along the curve, while the latter calculates the average loss over a uniform distribution within the interval [0, 1]
for the variable ¢. To minimize ¢'(60 4, g ), at each step one can randomly select a sample t from the uniform distribution over
the interval [0, 1] and update the value of 6 4, 5 based on the gradient of the loss function £(~g, , ()). This implies that we
can use Vo, ,L (Y, (1)) to estimate the actual gradient of /(64 5),

VGA,BK/(G) = VGA,BEtNU(O,l)‘C(’Y@A,B (t)) (11)
= EtNU(O,l)VeA,B’C(’YBA,B (t)) (12)
2 Vo, 5L (Voun(D). (13)
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We can choose the Bézier curve as the basic parametric function to characterize the parametric curve vg,,  (¢). And we
could initialize 8 4 g with %(0 A + 05). A Bézier curve provides a convenient parametrization of smooth paths with given

endpoints. We can reform the parametric Bézier curve g, ,, in Equation (2) by replacing 6 4, p with its deviation 0 A,B:

Yo 5(t) = (1 —1)%04 +2t(1 — )04 5 + t°0p

04+ 05

= (1—1)%04 +2t(1 —t)( +045)+1%0p

= (1=1)0a+ 105 +2t(1 — )04 =5, , (1) (14)

C. Permutation Invariance and Neuron Alignment

After applying the permutation operation 7 (8, S(P)), the feedforward neural network defined in Equation (3) is transformed
to:

y=Wprooo nglPLﬂWL,l 0..000 PITP1W1:BO

; ; 3
=WLP,_jo000P,_1W;_1P;_50..000PWx.

The second equation in (15) follows from the fact that o is an element-wise function. The weights of the permuted network
can then be obtained as defined in Equation (4).

Previous studies have found that two functionally identical networks 6 4 and @, trained independently with the same
architecture but different random initializations or SGD solutions, could be misaligned. And the loss of their linearly
interpolated network, represented by 8; = t04 + (1 — t)0p (where 0 < ¢t < 1), could be quite large (Entezari et al., 2022;
Frankle et al., 2020). However, Entezari et al. (2022) conjecture that if the permutation invariance of neural networks is
taken into account, then networks obtained by all SGD solutions could be linearly connected.

Recently, reserach (Singh & Jaggi, 2020; Ainsworth et al., 2023; Jordan et al., 2023) has shown that sugh misaligned networks
04 and 6 could be projected to the same loss basin using a specific set of permutation matrices S(P). Subsequently, these
networks can be fused through a linear path, i.e., they are linear mode connected. For example, one can let 8 re-aligned

with 8 4 by permuting 65 to 02(13), enabling the linearly interpolated network of 6 4 and 0;0;(15) to exhibit performance
similar to both 84 and 6 g.

To solve the problem defined in Equation (5), various cost functions ¢; can be employed to compute P, (Lietal, 2015;
Singh & Jaggi, 2020; Ainsworth et al., 2023). One commonly used ¢; is defined as ¢; = 1 — corr(v, z) in (Li et al., 2015),
where the corr compute the correlation between v € R% and z € R%. Singh & Jaggi (2020) utilized optimal transport to
soft-align neurons before model fusion. Ainsworth et al. (2023) introduced two novel alignment algorithm and compared
them with the method in (Li et al., 2015). Jordan et al. (2023) proposed enhancing the linear mode connectivity after
alignment by renormalizing the activations. While these studies aimed to apply neuron alignment for linear interpolated
networks, Tatro et al. (2020) found that alignment could improve both robustness and accuracy along the quadratic curve
connecting adversarially robust models. Following previous work, we continue to use this alignment method proposed by Li
et al. (2015).

D. Wasserstein distance

Wasserstein distance, a key concept in optimal transport (OT) theory, measures the distance between probability distributions
by considering the cost of transforming one distribution into another (Villani et al., 2009). It provides a geometric perspective
on comparing distributions. Formally, let P,. and P, be two probability distributions, and Q(P,., IP,.) denote the set of all joint
distributions w that have IP,. and IP; as their marginal distributions. Then the p-Wasserstein distance can be expressed as:

1/p
R ®

The joint distribution w can be regarded as the optimal transport solution (i.e., the minimal distance) between IP,. and P,,.

When we solve the problem outlined in Equation (6) to find the optimal permutation P;, we are essentially seeking the
optimal transport w € 11,4, that corresponds to the 2-Wasserstein distance between ]P’f‘ and ]P’F .
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E. Omitted Proofs
E.1. Proof of Theorem 4.2

Proof. For clarity, we first introduce some notation about 0 4,5(t). These notations can also be applied to ] 4,c(t) by
substituting appropriate symbols.

We use 84 p(t) to denote the point sampled from the curve Yo, s (t). Meanwhile, we consider a dataset containing a single
sample xo. Then, VI € {1,2,..., L}, the condition can be reformulated as:

M;i(604,05;%0) < Mi(04,0c;x0). a7

Moreover, we use VVlA’B to indicate the weight of the I layer of ] A,B- This allows us to construct a feedforward network
respect to 04, 5 (t):

F(z0,045(t) = ((1 —HWA +tWE +2t(1 — t)VVf’B> o ((1 —OWA | +tWE | 21 - t)v”Vg‘;?)
...o—((l—t)WlA+thB+2t(1—t)W1A’B> . (18)
Then, we define the pre-activation and post-activation for each layer as follows:
RO ((1 —HWA LW+ 21(1 - t)WlA’B) o, (19)
2P == OWA + WE + 20 - WA ) ol ). (20)
Now, we consider the Lo norm distance between :c’14 B (t) and the endpoints defining the following distances:
di"P(t,0) = [|lz1"" (8) — 217 (0)]]
= (27" (1) = 217(0)) +20(1 — YW P, 2D

A, A, A,
AP (t,1) = [l P (1) — 2P (1)

= (1 = D)@ (1) = 277 (0)) + 26(1 — YW, P, (22)

Then, we can use Triangle Inequality and Cauchy-Schwarz Inequality to get an upper bound U (d{Z (¢, 0)) for d"P (t,0):
P (t,0) < t]aP 1) — 2P 0)] + 2t (1 — )| WP (Triangle Inequality)
< tlzB ) — 2B 0)) + 2t(1 — )| W - |0 (Cauchy-Schwarz Inequality)

= tM1(0.4,0p;0) + 26(1 — 1) [ WP | - o

= U(d""(t,0)) . (23)
Similarly, we can get
U(dB (1)) =(1 — )My (0.4, 05; 20) + 2t(1 — )| W] - |20, (24)
U(dC(t,0)) =tM; (0.4, 0c; x0) + 2t(1 — t)||[WHC| - o), (25)
U(d"C(t,1)) =(1 — )My (0.4, 0c; x0) + 2t (1 — )| W] - [|ao], (26)

Since 0 A,B and ] A,c are Ly-norm-consistent, and given that 8 4, O and 8¢ satisfy the condition (17), we can conclude
that:

U(di""(1,0) < U(d"(t,0)), 27
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U(dB(t,1)) < U (1,1)). (28)

We also consider the Ly norm distance b7 (¢, 0) between the post-activation ox""? (¢) and the endpoints. Assuming that
o is Lipschitz continuous, we have:

b P (,0) = ozt (t) — ozt P (0)
< L, U(d{""(t,0)), (29)

where the L,, is the Lipschitz constant of ¢. This Eroperty holds for other post-activations as well. Thus, both pre-activation
distance df B, 0) and post-activation distance b] B (t,0) for the first layer of 6 4,5 (t) have tighter upper bounds than those
for 04 ¢ (1).

Let zf"B (t) = zm:f’B (t) be the post-activation for the I'" layer of 6 4 5 (t). We can also derive the the upper bound for the
N A,B
pre-activation distance d; "~ (¢, 0) for deep layer:

P (8,0) = [l P (1) — 2P (0)]]
= (1 =W T (1) - 20 0(0) + WP (P () — 207 (1)
+ WP 2P (1) - WaAZEP(0) + 261 — WP (2P (1) — 207 (0)
+26(1 =)W P07 (0) (30)
< (=)W b T (£,0) + ¢ WA T (1, 1) + ¢ dfP(1,0)
+20(1 = )| WP b7 (2,0) + 261 — )W P 124
< (1= ) Lo WA U (LT (2,0)) + Lo [WP|U(dET (1,1)) + tMi(0.4, 05 o)
+2t(1 = ) Lo [ WP U T (£,0) + 26(1 — ) [ WP 122

= U(d]""(t,0)) (31)

To streamline the proof, we ignore the other upper bounds here. Similar to our demonstration for the first layer, we have:
U(di" (,0)) < U(dC(t,0)), (32)
U (¢, 1) < U@ (1,1). (33)

Finally, since we assume that £ is Lipschitz continuous, there exists a constant L, such that:
L(f(x0,04,58(t) —y) < L f(xo,04,5(t) — yll
= Lellzy () — vl
< LeU (@) - wl)
=Ua,p(t), (34)

where y is the ground truth label (or feature). As 84, O, and O¢ are three optimal networks, we can find a constant € and
specify them as e optimal networs such that || f (xg, 0, (t)) — y||, for « € {A, B, C}. Then, we have:

222 () =yl = (1 =)W (215 (1) = 225(0) + WP (25 () — 215(1))
+ (1 =)W (z150) — y) +tWE (215 (1) — y)
+2t(1 - YW P2 ()] (35)
< (1=t Lo [WAU(d7 5 (,0) + tLo [WEU (75 (8,1) + €
+26(1 = ) Lo [ WP U5 (1,0)) + 261 = )| WP 22
= U([lz" () — yl)- (36)
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Following the above scaling, we can also get Ua ¢(t) and derive U g(t) < U4 c(t). Thus, for the upper bounds of loss
value over the curves 5 (t) and Yo, 0 (t), wehave £(04,8) <Ua.p, £(0a,c) <Ua,c,where Uy p < Uy c, finishing
the proof. ’ ’ O

E.2. Proof of Corollary 4.3

Proof. Since S(P’) and S(P) are the sets consisting of permutation matrices, the Frobenius norms of the weights in each
layer of 84 and Op/ are identical to those of 8. Thus, 84, 65/, and O are Lo-norm-consistent with each other, according
to Definition 4.1.

As S(P) and S(P’) are solutions to the optimization problems (6) and (8), respectively, we derive the following relations
foralll € {1,2,...,L}:
Mi(04,05; D) < My(64,05;D) < M(04,0p; D).

By Theorem 4.2, we conclude that U, 5 < Ua,p < Uy, pr, completing the proof.

F. Practical Algorithm
F.1. Computing the Permutation for Each Model Layer

PERMUTELAYERS(0 4,05, D, OPT) in Algorithm 1 returns a model by permuting the layers of 8 g, aligning or un-aligning
it with 8 4. To compute the permutation of the I layer of 4 for alignment with @, we first obtain the corresponding
activations :cfl and :cf ; for each sample z() € D. We then employ the cost function ¢; = 1 — corr(v, z) and compute the

sum of the cross-correlation matrices R; ; of the normalized z*; and 2 as follows:

D D| A B
|D| H%Z_Nmﬁ,mi,l_”w‘g,

Rlzi;Ri,l:Z ’mel 5 (37)

i=1

Finally, we use the Hungarian algorithm (Kuhn, 1955) to solve the maximization problem (or equivalently the minimization
problem) according to OPT. It is noteworthy that, to stay consistent with previous work, we compute the cross-correlation
matrix here rather than the cost function defined in Equation (6) or Equation (8). This minimization or maximization
procedure is still equivalent to ordinary least squares constrained to the solution space 114, (Ainsworth et al., 2023; Tatro
et al., 2020). We give the pseudocode of computing the permutation matrices for feedforward networks in Algorithm 2.
For more complex model architectures, the same principles apply, but the implementation details may vary. We refer
readers to Ainsworth et al. (2023) and Jordan et al. (2023) for more details on computing the permutation matrices for other
architectures, such as ResNet-18 (He et al., 2016b) and VGG19-BN (Simonyan & Zisserman, 2014).

Algorithm 2 PERMUTELAYERS (Compute Permutation Matrices for Layer Alignment/Un-alignment)
Require: model 8,4, model 85, dataset D, optimization OPT;
Set assignment problem O with minimization/maximization objective according to OPT;
for each layer [ in {1, 2, ..., L — 1} do
for each sample x;  in dataset D do
Compute !}, <~ co WA o..oco Wiz, g, 2, 0coWPo..0c00 WPz, q;
end for ’ ’
Compute the correlation matrix R; using Equation (37);
Compute P; by solving the O with R; using Hungarian algorithm;
Update W% « RWP, WS, « W[ Pl
end for
Ensure: permuted model 0;

F.2. Training the Quadratic Bézier Curve

FITQUADCURVE(O4, 05, F, D, e) returns the quadratic Bézier curve connecting 8 4 and 6 g, trained using method F over
D for e epochs. As mentioned in Appendix B, at each step, we randomly select a sample ¢ from the uniform distribution
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over the interval [0, 1] and update the value of 4 p based on the gradient of the loss computed using the training method F.
This is achieved by computing the loss of 6; over the dataset D using F, and then calculating the gradient of 84 g (i.e., the
weights of the curve vp,,  (t)) via the chain rule. The pseudocode is provided in Algorithm 3.

Algorithm 3 FITQUADCURVE (Train Quadratic Bézier Curve)
Require: model 84, model 85, training method F, dataset D, curve training epoch e;
Initialize 04 p + %(0,4 +05);
Initialize parametric curve o, , () < (1 —t)%04 + 2t(1 — ¢)04 5 + t?65;
fori =1toedo
Sample # from the distribution U (0, 1);
6; + RETRIEVEPOINT(ve, ,, , ©);
Update 6 4 p, the weights of the curve vg,, ; (¢), using the loss computed by F with respect to 8; over the dataset D;
end for
Ensure: quadratic Bézier curve vg, ,;

G. Evaluating TSC’s Robustness Against Adaptive Attacks
G.1. Apdative Attack Design

The key defense mechanism of TSC relies on increasing adversarial loss along the quadratic Bézier curve by projecting
model 6,4, to a distinct loss basin to find 8,4, during its first stage. An adaptive attack would aim to create a backdoored
model maintaining low backdoor loss along this defensive curve.

Here, we assume the adversary has access to the model training procedure. Building upon the neural network subspace
learning approach from (Wortsman et al., 2021), originally developed for accuracy and calibration improvements, we design
an adaptive attack strategy. The key insight is to place 0,4, and its symmetric point 8,4, in a subspace that minimizes loss
on poisoned samples. Our approach simultaneously trains a curve and updates its endpoints 8,4, and 8,4,/ using mixed
benign and poisoned data (i.e., learning a backdoored subspace). After training, we select one endpoint as the final model.

The implementation details are provided in Algorithm 4. We first project the backdoored model 8,4, to a symmetric loss
basin to obtain 6,4,/ by solving Equation (8), similar to TSC’s initial process. We then train the curve connecting 0,4, and
0.4, over D,q, without fixed endpoints, ensuring the curve lies within the backdoored subspace. Finally, we return 8,4, as
the output model, which is expected to achieves lower loss along the curve found by TSC compared to the original model.

Algorithm 4 Adaptive Attack against TSC
Require: backdoored model 8,4, training method F, poisoned dataset D, 4, curve training epoch e;
> Projecting backdoored model to symmetric subspace
004y < PERMUTELAYERS(0 44y, Oudy, Dady, MAX);
Initialize  0y,—qav < 3 (Badv + Oadv );
Initialize parametric curve g, ,, (t) < (1 — £)20440 + 2t(1 — )0, adw + t200av';
> Learning Symmetric Backdoored Subspace
fori =1toedo
Sample £ from the distribution U (0, 1);
0; 44, < RETRIEVEPOINT(ve,,, , 1);
Update the weights of 8,4, 0,;,—a4v and 6,4, simultaneously, using the loss computed by F with respect to 0,;7a do
over the dataset D, ;
end for
Ensure: backdoored model 8,4, ;

G.2. Empirical Evaluation Against Adaptive Attack

To evaluate TSC’s robustness against adaptive attacks, we apply Algorithm 4 to convert models backdoored by BadNet (Gu
et al., 2017), Blended (Chen et al., 2017), SSBA (Li et al., 2021c), LF (Zeng et al., 2021), WaNet (Nguyen & Tran, 2021),
Input-aware (Nguyen & Tran, 2020), LC (Turner et al., 2019), and SIG (Barni et al., 2019) under supervised learning. We
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Table 4. Performance of TSC against adaptive attacks on Table 5. Performance of TSC against adaptive attacks on Im-
CIFAR-10 under supervised learning. ageNet100 under supervised learning.
CIFAR10 No Defense TSC ImageNet100 No Defense TSC
(Poisoning rate-5%) ACC(T) ASR®) ACC(1) ASRW) (Poisoning rate-1%) ACC(T) ASR®) ACC(T) ASR()
Adap-BadNet 92.43 91.26 91.47 2.07 Adap-BadNet 83.64 99.47 78.22 0.23
Adap-Blended 93.12 99.23 90.88 7.26 Adap-Blended 84.42 98.15 78.85 9.61
Adap-Inputaware 92.11 90.18 90.21 4.85 Adap-Inputaware 79.42 70.44 77.04 0.82
Adap-LC 93.27 98.14 89.87 2.92 Adap-LC 84.22 42.67 80.44 0.36
Adap-LF 92.46 97.91 88.66 3.39 Adap-LF 83.61 99.66 78.18 3.26
Adap-SIG 92.33 94.99 90.34 1.82 Adap-SIG 83.39 69.86 79.55 5.61
Adap-SSBA 92.39 94.87 89.33 2.68 Adap-SSBA 83.13 99.32 80.19 7.67
Adap-WaNet 92.61 87.29 90.19 1.59 Adap-WaNet 81.75 88.04 80.31 0.26

Table 6. Performance of TSC against adaptive attacks using SimCLR with
CIFAR-10 and ImageNet100 pretraining (self-supervised learning).

Pre-training Downstream No Defense TSC (ours)
Dataset Dataset ACC(1) ASR()  ACC(1) ASR()
STL10 76.51 99.80 72.62 4.83
CIFARI10 GTSRB 82.47 98.94 77.77 1.90
SVHN 64.90 98.74 64.41 5.13
STL10 94.94 98.87 88.24 3.42
ImageNet GTSRB 75.81 99.90 70.94 6.13
SVHN 73.62 99.32 68.18 342

conduct experiments on CIFAR10 using PreAct-ResNet with 5% poisoning rate and ImageNet using ResNet50 with 1%
poisoning rate.

For self-supervised learning, we adapt BadEncoder (Jia et al., 2022) into our adaptive attack framework. Using SimCLR, we
utilize publicly available backdoored ResNet18 and ResNet50 encoders on CIFAR10 and ImageNet, respectively, evaluating
ASR and ACC through linear probing on downstream datasets STL10, GTSRB, and SVHN.

Since our adaptive attack is designed to exlpore the robustness of TSC, we do not consider other defenses here. For fair
evaluation, we use the default settings of TSC: global epoch Ergc = 3, curve index ¢t = 0.4, and curve training epoch
e = 200 for supervised learning; Ersc = 2, ¢t = 0.25, and e = 200 for SimCLR. We provide defenders with 5% clean
samples. Additional experimental settings follow Appendix L.

The defense results are presented in Tables 4 to 6. After retraining the backdoored models using Algorithm 4, we observe
slight improvements in both ACC and ASR compared to the original models. We suspect that such improvements are due to
the benefits of the subspace learning approach (Wortsman et al., 2021). Importantly, TSC maintains its robustness against
these adaptive attacks across both supervised and self-supervised learning settings.

G.3. Loss Landscape Visualization of Adaptive Attack

To further explore the effectiveness of our defense against adaptive attacks, we present a loss landscape visualization for
Adap-BadNet before and after applying TSC, as shown in Figure 4. The left plot shows that the adaptive attack’s curve
training procedure successfully places its backdoored model, 8,4,, and its corresponding symmetric point, 8,4,/, in a
subspace that minimizes loss on poisoned samples. However, as depicted in the middle plot, the curve identified by the first
stage of TSC traverses a loss basin characterized by considerably higher loss on poisoned samples, rather than the basin
exploited by the adaptive attack. We attribute this to TSC’s training procedure, which exclusively uses benign samples,
thereby guiding the curve to circumvent the loss basin optimized by the adaptive attack. Moreover, the permutation operation
in the first stage of TSC could also find an endpoint in a different loss basin from both 8,4, and 6,4,, as there are multiple
permutations matrices that satisfy the maximization objective in Equation (8) (Entezari et al., 2022).

21



Circumventing Backdoor Space via Weight Symmetry

Bézier Curve after Adap-attack Training

= Bezier curve ys(t)
@ Backdoored Endpoint
@ Symmetric Endpoint

>18
I18
1.2
B o077
053
0.38

0.29

Bézier Curve of Stage 1 (TSC)

= Bezier curve yp(t)

® Backdoored Endpoint
a @  Symmetric Endpoint

>6
I ‘
2.7
‘ 13
0.62
0.34
0.22

0.17

Bézier Curve of Stage 2 (TSC)
1.75
1.50
125

e Bezier curve ya(t)
@ Backdoored Endpoint
@ Aligned Endpoint on Curve

>6
|6
$ 28

1.00 B
0.75 0.8
0.50
0.25

0.00

0.53

0.41

Loss of Poisoned Samples

I 0.24 I 036
0.16 012 025 B - : I 031
0 10 20 30 40 0 10 20 30 40 0 5 10 15

(Settings) Dataset: CIFAR10, Model Architecture: PreAct-ResNet18, Attack: Adap-BadNet, Poisoning Rate: 5%

Figure 4. Loss landscape for poisoned samples of Adap-Badnet, along with trained quadratic curves connecting distinct models. The
backdoored model is a PreAct-ResNet18 trained on CIFAR-10, which contains 5% poisoned samples. Left: the curve identified by our
adaptive attack. Middle: the curve identified by the first stage of TSC. Right: the curve identified by the second stage of TSC.

Overall, the combination of the permutation mechanism and training exclusively with benign samples contributes to
amplifying the loss on poisoned samples.

H. Ablation Studies
H.1. Sensitivity Analysis on Global Epochs E7sc and the Curve Index ¢
TSC has two key hyperparameters: the number of global epochs Erg¢ and the curve index ¢.

For supervised learning, we investigate their impact through ablation studies on CIFAR10 using PreAct-ResNet18 with a 5%
poisoning rate under supervised learning. Figure 5 illustrates the purification performance of TSC under varying Frgc and
t. Each data point represents averaged results against twelve attacks: BadNet (Gu et al., 2017), Blended (Chen et al., 2017),
SSBA (Liet al., 2021c), LF (Zeng et al., 2021), WaNet (Nguyen & Tran, 2021), Inputaware (Nguyen & Tran, 2020), LC
(Turner et al., 2019), SIG (Barni et al., 2019), SBL-BadNet, SBL-Blended (Pham et al., 2024), Narcissus (Zeng et al., 2023)
and SAPA (He et al., 2024).

For self-supervised learning, we conduct experiments on pre-training dataset CIFAR10 and downstream dataset STL10
using ResNet18 to evaluate the performance of TSC against BadEncoder (Jia et al., 2022). Figure 6 shows the results of
TSC under different E7g¢ and t values.

Importantly, each point in Figures 5 and 6 shows the final ACC and ASR values of TSC using different combinations of
Ersc and t. This differs from Figure 3, Figure 7, and similar figures, which display ACC and ASR values evaluated along
the curve at each round of E7gc with fixed .

The results in Figure 5 demonstrate that increasing the curve index ¢ to 0.5 enhances purification performance at the cost of
slightly reduced clean accuracy (ACC) per epoch. Similarly, as ¢ increases from 0.5 to 0.95, ACC improves but purification
effectiveness decreases. As previously noted, when ¢ > 0.4 (or ¢ < 0.6), a single epoch of TSC proves insufficient for
backdoor removal. Furthermore, increasing the number of global epochs Ersc could enhance the stability of the defense
performance against various attacks. Our empirical analysis suggests t = 0.4 and Ersc = 3 as optimal parameters for
supervised learning settings.

We can observe that the performance of TSC on self-supervised learning is consistent with that of supervised learning.
The key difference is that a smaller curve index ¢ suffices for backdoor removal in self-supervised learning. Though
Figure 6 (left) demonstrates that setting t = 0.2 and Ergc = 1 achieves effective purification, we opt for more conservative
hyperparameters (¢ = 0.25 and Ergc = 2) to ensure robust performance across diverse attack scenarios.

Additional results for ACC and ASR along the curve with fixed ¢ = 0.4 are presented in Figures 7, 8, 11 and 12. While
Ersc = 1or Epge = 2 can occasionally reduce ASR to near zero, Ersc = 3 provides more consistent robustness across
different attacks. For conservative defenders, we recommend larger values of Ergc and ¢ as the hyperparameters.

H.2. Analysis on Model Architecture

To evaluate the stability of TSC across different architectures, we conduct experiments using VGG19-BN (Simonyan &
Zisserman, 2014) and InceptionV3 (Szegedy et al., 2016) on the CIFAR10 dataset under supervised learning settings. We
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Figure 5. (Supervised Learning) Effect of global epoch E'rsc and the curve index ¢ on TSC defense. We evaluate the performance of
TSC on CIFAR10 with 5% poisoning rate using PreAct-ResNet18. Each point is averaged over the results of TSC against 12 attacks.
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Figure 6. (Self-Supervised Learning, SimCLR) Effect of global epoch Ersc and the curve index ¢ on TSC defense. We evaluate the
performance of TSC against BadEncoder on pre-training dataset CIFAR10 and downstream dataset STL10 with ResNet18. We performed
3 defense runs for each point and averaged the results in the figure.

Table 7. (Supervised Learning) Performance of MCR and TSC Table 8. (Supervised Learning) Performance of MCR and TSC

on CIFAR-10 with 5% poisoning rate using VGG19-BN. on CIFAR-10 with 5% poisoning rate using Inception-v3.
CIFARIO No Defense MCR TSC CIFARIO No Defense MCR TSC
(Poisoning rate-5%)  ACC(f) ASR(]))  ACC(f) ASR(])  ACC(1) ASR()) (Poisoning rate-5%) ~ ACC(f) ASR(]))  ACC(f) ASR(])  ACC(1) ASR())

BadNet 91.19 9392 9044 5521 9069 176 BadNet 9023  95.82 8974  70.16 9078 | 1.88
Blended 9224 9943 9129 9656 9046  9.09 Blended 90.16  99.40 9069 9157 9036 693
Inputaware 8922 9334 9096 544 9058 632 Inputaware 89.01  93.50 9094 142 9071 227
LC 9178 9921 91.05  100.00 89.82 323 LC 9219 9931 90.06 9657 9076 3.09
LF 8927 9629 9022 1.02 8897 138 LF 9143 93.12 9028 2222 91.00 131
SIG 9191 9723 91.09  99.87 8925 822 SIG 90.89 9129 9149 9204 8944 236
SSBA 9153 9039 91.05  81.84 91.03  7.92 SSBA 9053 8924 90.86 6265 9081 3385
WaNet 8742 9432 9204 245 9036 191 WaNet 89.34  91.26 90.13 544 9051 187

set the poisoning rate to 5% for all attacks and employ the default hyperparameters for MCR and TSC. The results are
presented in Table 7 and Table 8 respectively.

The results demonstrate that TSC maintains robust performance across different model architectures. While TSC occasionally
shows marginally lower ACC compared to MCR, it consistently demonstrates superior robustness against all considered
attacks.

I. Additional Results for Supervised Learning

In this section, we provide comprehensive results for supervised learning settings.

Figures 7 to 10 illustrates the performance of TSC and MCR on CIFARI10 with 10%, 5%, and 1% poisoning rates,
respectively. Figures 11 and 12 present the results on ImageNet100 with 1% and 0.5% poisoning rates, respectively. Taking
CIFARI1O0 as an example, we observe that backdoors are more effectively eliminated by TSC when the poisoning rate is
relatively high. When the poisoning rate is 10%, a small number of global epochs Erg¢ is sufficient to remove backdoors
implanted by attacks such as BadNet, InputAware, and LC. However, when the poisoning rate decreases to 1%, Ersc = 3
is required to defend against all attacks. TSC demonstrates similar behavior on the ImageNet100 dataset. These findings
further indicate that conservative hyperparameter settings are reasonable in supervised learning scenarios.

Tables 9 to 11 summarize the defense results of TSC and other baseline defenses on CIFAR10, ImageNet100, and GTSRB,
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respectively. Tables 9 to 11 summarize the defense results of TSC and other baseline defenses on CIFAR10, ImageNet100,
and GTSRB, respectively.

The experimental results reveal that while lower poisoning rates can increase the robustness of attack, excessively low
poisoning rates sometimes result in diminished ASRs on the original model. For instance, with a 1% poisoning rate, WaNet
attack achieves only 12.63% initial ASR on CIFAR10; with a 0.5% poisoning rate, LC attack yields merely 0.61% ASR on
ImageNet100. Although these attacks are not considered successful backdoor attacks, we include them in our evaluation for
completeness.

Notably, TSC successfully reduces the attack success rate of all attacks to below 15%. As mentioned in our main paper,
ANP (Wu & Wang, 2021), FT-SAM (Zhu et al., 2023), and I-BAU (Zeng et al., 2022) perform well on smaller datasets like
CIFAR10 and GTSRB, particularly with higher poisoning rates. However, their effectiveness is limited on the ImageNet100
dataset. While SAU (Wei et al., 2023) demonstrates good defense capabilities, it sometimes reduces clean accuracy (ACC)
to suboptimal levels. We attribute this phenomenon to the lack of theoretical convergence guarantees for the unlearning loss
function employed by SAU.

--«- ASR of the 1st Stage (TSC) —— ACC of the 1st Stage (TSC) --«- ASR of the 2nd Stage (TSC) —+— ACC of the 2nd Stage (TSC) --=- ASR of MCR —+— ACC of MCR
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Figure 7. (Supervised Learning) Performance of TSC and MCR on CIFAR-10 with 10% poisoning rate using PreAct-ResNet18. Test
accuracy (ACC) on benign samples and the attack success rate (ASR) are evaluated as functions of the points along the quadratic Bézier
curve found by MCR and TSC. We select model points along the curve at ¢ = 0.4 for each stage and round.
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Figure 8. (Supervised Learning) Performance of TSC and MCR on CIFAR-10 with 5% poisoning rate using PreAct-ResNet18. We
select model points along the curve at ¢ = 0.4 for each stage and round.
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Figure 9. (Supervised Learning) Performance of TSC and MCR on CIFAR-10 with 1% poisoning rate using PreAct-ResNet18. We
select model points along the curve at ¢ = 0.4 for each stage and round.

--+- ASR of the 1st Stage (TSC)

—+— ACC of the 1st Stage (TSC)

Ersc=1 Ersc=2 Ersc=3
3 801 fe :: 7 - :? : & fii ,!, g 1
280 Y \feoer 801+ 80 W -
[} b} i
Q60— % 60 60
~ h\\! .I.
g a0 SN I 20 20
< RN
! begeste 4

£ 20 y "~ 20475 e e 20 e -
2 [N S Tee, 2 e, e

0 '~ Mgt 0 . g - AR S =7 To L - SO

000 025 050 075 100 000 025 050 075 100 000 025 050 075 1.00
t t t
Narcissus

--=- ASR of the 2nd Stage (TSC)

100

80

60

Test ACC / ASR(%)

—+— ACC of the 2nd Stage (TSC) --=- ASR of MCR —+— ACC of MCR
Ersc=1 Ersc=2 Ersc=3
Teeestarseteereiegeet]l00 100
3 E;z\ { 801 $ 1 80 $
\ \ T L /
1 5 60 N 4 60
\ o WY / »
1 \ ] I /.
4 - 40 . R * 40 '
. N \ . /
5 ;" 20 3\ s /‘ 20 i
. . ., .
Y M [Tt S, o *veltetveresToces
000 025 050 075 100 000 025 050 075 100 000 025 050 075 1.00
t t t
SAPA

Figure 10. (Supervised Learning) Performance of TSC and MCR on CIFAR-10 with 0.5% poisoning rate using PreAct-ResNet18
against Narcissus and SAPA attacks. We select model points along the curve at t = 0.4 for each stage and round.
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Figure 11. (Supervised Learning) Performance of TSC and MCR on ImageNet100 with 1% poisoning rate using ResNet50. We select
model points along the curve at ¢t = 0.4 for each stage and round.
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Figure 12. (Supervised Learning) Performance of TSC and MCR on ImageNet100 with 0.5% poisoning rate using ResNet50. We select
model points along the curve at ¢t = 0.4 for each stage and round.
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Table 9. Results on CIFAR10 under supervised learning scenarios. Attack Success Rates (ASRs) below 15% are highlighted in blue to
indicate a successful defense, while ASRs above 15% are denoted in red as failed defenses.

Attacks Pﬁiﬁz" No Defense FP NC MCR ANP FT-SAM I-BAU SAU TSC (ours)
ACC(T) ASR(}) ACC(T) ASR() ACC(T) ASR({) ACC() ASR() ACC(T) ASR() ACC(T) ASR() ACC(1) ASR() ACC(T) ASR() ACC(1) ASR()
10% 91.63 93.88 91.88 0.82 90.47 1.08 90.98 2.01 84.03 0.00 91.84 1.63 88.45 2.40 90.74 1.08 90.09 1.16
BadNet 5% 92.64 88.74 92.26 1.17 90.53 1.01 92.17 7.62 86.45 0.02 92.19 3.50 88.66 0.92 89.32 1.74 89.19 1.90
1% 93.14 74.73 92.59 229 92.07 0.77 92.90 18.06 85.82 0.04 92.39 1.57 87.80 2.29 65.38 2.06 90.71 1.26
10% 93.46 99.78 91.97 18.42 90.75 2.44 9293 97.87 84.91 6.14 9248 11.38 88.86 9.52 90.39 9.57 90.33 8.79
Blended 5% 93.66 99.61 92.70 49.47 93.67 99.61 93.23 99.01 88.95 18.76 93.00 29.59 88.07 34.86 90.69 7.74 90.14 10.53

1% 93.76 94.88 92.92 69.74 93.76 94.88 93.62 93.10 89.69 60.52 93.00 49.36 89.62 25.74 90.02 36.16 91.12 12.46
10% 91.54 88.34 93.29 15.36 92.77 b5 93.25 60.84 87.30 0.20 93.32 2.66 90.62 0.78 91.94 1.40 92.05 3.11
Inputaware 5% 91.51 90.20 93.25 35.21 91.52 90.20 92.94 95.49 88.75 0.22 93.32 2.88 91.31 8.43 91.62 1.67 90.40 5.07

1% 91.74 79.18 93.16 8.58 91.74 79.19 93.09 79.62 83.95 1.32 93.83 10.42 90.98 6.36 91.60 2.53 92.04 9.52
10% 93.19 99.28 92.37 42.14 91.43 2.50 92.73 94.66 87.60 0.74 92.68 7.10 86.45 28.03 85.40 2.01 90.66 3.90
LF 5% 93.36 98.03 92.84 59.12 90.98 243 93.07 97.32 84.20 2.46 92.89 7.44 88.64 45.66 90.60 1.71 88.50 3.78
1% 93.56 86.44 92.45 65.80 93.56 86.46 93.09 84.11 86.27 11.28 93.47 11.71 90.53 69.28 91.58 18.12 90.68 11.67
10% 92.88 97.07 92.15 19.20 92.88 97.07 92.49 88.49 84.86 0.03 92.18 4.07 88.61 3.84 88.75 1.80 90.54 3.67
SSBA 5% 93.27 94.91 92.55 16.27 93.27 94.91 92.94 92.06 88.72 0.13 92.71 2.87 89.65 1.54 91.30 2.06 89.43 2.18
1% 93.43 73.44 93.01 7.68 91.60 0.46 93.33 65.88 85.33 0.31 93.02 1.49 89.56 4.87 91.38 0.99 91.18 2.18
10% 90.56 96.92 93.18 0.81 90.56 96.92 93.10 0.71 89.11 0.42 93.73 0.74 91.94 13.44 91.73 0.80 92.00 0.98
WaNet 5% 91.76 85.50 93.66 7.51 91.76 85.50 93.25 20.83 87.64 0.72 93.85 1.00 90.66 4.43 91.70 1.98 90.46 1.34
1% 90.65 12.63 93.47 0.51 92.55 0.64 93.48 0.77 83.25 0.12 93.96 0.72 91.87 1.32 91.90 1.20 91.40 0.87
10% 91.30 95.11 92.00 91.07 91.63 0.34 91.37 70.99 90.72 0.00 91.41 89.13 88.99 17.09 90.63 1.52 90.36 0.21
SBL-BadNet 5% 90.79 93.48 92.59 1.13 9222 0.59 92.26 91.82 82.82 51.63 92.16 60.03 90.67 27.06 91.31 0.60 91.02 1.12
1% 91.71 88.64 93.10 31.77 91.82 0.72 93.23 86.11 82.71 81.48 92.77 59.58 90.63 2.00 92.32 1.01 91.54 1.93
10% 90.46 94.12 92.49 29.61 90.46 88.12 92.51 99.91 86.32 52.96 92.40 74.02 91.44 2279 88.11 9.09 90.98 8.27
SBL-Blended 5% 91.70 97.67 92.97 79.74 91.70 97.67 92.75 99.61 85.13 20.48 92.50 77.90 89.65 57.41 91.43 11.53 90.47 8.94
1% 92.07 91.84 93.43 83.80 92.07 91.84 93.37 95.02 85.30 58.19 93.31 82.64 90.67 64.08 92.34 16.31 90.11 6.70
5% 93.57 100.00  92.56 41.88 92.76 2.51 93.25 100.00 84.83 1.14 92.80 8.40 88.51 1.44 91.39 3.30 91.13 451
SAPA 1% 94.01 99.97 92.34 9222 92.80 2.14 93.83 100.00 86.06 92.68 93.06 79.80 86.69 15.17 91.83 1.96 90.37 7.41
0.5% 93.77 84.80 88.82 82.76 92.74 1.52 93.78 80.83 87.99 81.52 93.23 82.02 90.16 26.48 91.75 0.68 90.98 7.32

10% 84.49 99.68 89.90 2.82 90.17 2.02 89.95 12.82 84.08 90.01 91.32 3.09 86.28 3.80 88.78 0.36 89.95 2.74
Lc 5% 93.31 98.33 92.19 72.99 92.32 0.64 92.94 99.94 88.15 13.83 92.59 57.18 90.15 1.99 91.53 1.50 90.04 2.38
1% 93.79 75.93 92.86 29.86 92.31 0.68 93.67 82.54 86.58 31.46 92.83 39.40 89.78 0.71 92.16 3.77 90.08 5.78
10% 84.48 97.43 89.95 0.69 84.48 97.43 90.06 1.33 80.94 0.01 91.61 0.24 86.39 3.61 89.40 2.87 89.67 0.64
SIG 5% 93.29 95.06 92.81 43.02 93.28 95.06 92.96 95.82 86.51 4.76 92.62 0.94 87.98 7.54 90.63 0.40 90.39 2.19
1% 93.82 83.40 93.00 70.51 93.82 83.40 93.56 86.31 91.49 52.69 93.20 37.74 88.18 38.01 91.07 33.71 91.67 10.97
5% 93.72 90.91 91.93 68.61 93.72 80.91 93.63 86.64 87.87 49.27 93.19 27.92 87.82 73.79 90.72 1.57 91.35 14.48
Narcissus 1% 93.68 82.87 92.29 44.88 93.68 47.87 93.61 49.79 92.01 27.01 93.05 26.80 90.21 18.67 91.36 3.24 90.65 7.88
0.5% 93.68 80.58 92.94 29.59 93.67 3257 93.69 32.96 89.35 16.78 93.06 14.08 89.16 21.09 91.74 5.81 9171 8.02
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Table 10. Results on ImageNet100 under supervised learning scenarios.

Attacks Pﬁiﬁ‘é" No Defense FP NC MCR ANP FT-SAM I-BAU SAU TSC (ours)
ACC() ASR(l) ACC() ASR() ACC(H) ASR() ACC(H) ASR() ACC(H) ASR() ACC(H) ASR() ACC() ASR() ACC(H) ASR() ACC(1) ASR()

BadNet 0.5% 84.30 99.78 83.36 9.80 81.92 0.52 85.24 99.66 78.44 94.18 83.70 9.45 73.70 8.34 73.86 0.28 80.20 0.22

1% 84.56 99.86 83.10 9.58 81.92 0.49 85.08 99.86 79.48 93.64 83.88 24.14 71.46 43.66 72.84 0.26 78.06 0.14

Blended 0.5% 84.44 94.32 82.80 63.25 84.44 94.32 85.58 94.97 84.56 93.27 83.40 75.43 74.22 62.34 73.84 3.72 76.58 12.63

1% 84.90 98.04 83.36 69.21 80.21 70.21 85.04 97.58 84.54 97.70 83.86 82.00 73.10 61.25 69.24 0.53 75.88 6.35

Inputaware 0.5% 76.62 69.94 83.56 16.57 76.62 69.94 83.56 S5 73.82 42.20 82.96 39.23 71.80 43.11 76.18 1.27 80.10 4.63

1% 77.66 65.13 83.54 251,23 72.66 43.62 83.54 68.55 70.56 56.24 82.60 54.46 73.64 56.53 70.86 24.63 76.46 1.09

LF 0.5% 84.24 98.87 83.10 50.26 84.24 98.87 85.70 97.70 81.32 86.20 83.80 70.48 74.36 74.97 75.22 0.18 78.78 539

1% 83.92 99.56 83.00 35.82 76.76 49.87 85.30 99.03 81.10 88.53 83.40 70.69 71.06 EP) 67.38 108} 78.58 541

SSBA 0.5% 84.30 95.31 83.34 46.75 84.30 95.31 85.04 95.13 76.96 6.18 83.16 15.70 71.52 1.19 76.12 0.89 79.56 1.45

8 1% 84.02 99.43 83.34 59.68 78.47 70.78 85.14 97.72 80.22 22.77 83.50 20.30 72.58 7.45 73.94 0.36 79.88 491
% WaNet 0.5% 83.34 53.92 84.04 0.95 77.34 22.66 85.30 14.34 79.66 0.00 83.90 0.12 72.46 0.00 76.18 0.18 80.70 0.28
o 1% 79.62 90.69 84.90 4.87 78.34 14.12 85.44 25.52 78.56 0.04 83.28 0.26 71.24 1.56 76.42 1.23 80.20 0.32
£ SBL-BadNet 0.5% 72.50 100.00 85.10 67.07 70.15 3.62 82.76 88.61 65.40 89.49 83.98 40.71 72.34 3.52 78.54 2.57 80.32 0.34
1% 72.64 100.00 85.36 79.82 69.97 1.95 82.24 90.44 67.36 89.49 83.68 64.97 74.02 19.33 78.14 0.36 77.48 0.22

SBL-Blended 0.5% 72.52 97.56 85.10 89.29 72.52 97.56 82.54 92.63 68.28 97.05 83.84 89.07 70.78 37.35 73.66 14.87 79.42 7.18
1% 72.68 99.17 83.41 68.24 71.42 70.14 82.82 95.78 72.72 99.15 83.92 92.69 73.52 20.30 76.78 39.29 77.16 8.87

SAPA 0.5% 85.04 98.83 83.44 20.53 78.57 9.20 85.60 93.05 80.42 96.59 83.82 30.04 69.32 18.34 73.34 1.07 79.00 1.74

1% 85.50 98.79 83.34 27.86 77.42 3.52 85.42 95.80 83.12 93.76 83.96 45.88 69.12 41.64 75.42 1.23 78.14 141

Lc 0.5% 84.22 0.61 83.34 0.20 84.22 0.61 85.04 0.93 84.48 0.57 83.86 0.24 69.72 0.36 76.20 0.16 80.36 0.22

1% 84.10 3297 83.48 4.28 81.13 0.42 85.48 76.75 84.22 3242 83.58 8.06 73.52 176 70.50 0.79 80.18 0.57

SIG 0.5% 84.20 16.22 83.26 222 78.48 0.43 85.18 18.34 84.00 15.86 83.88 4.51 70.76 3.43 75.22 0.12 77.20 0.55

1% 84.16 70.08 83.40 20.48 79.58 0.89 85.02 77.84 80.40 65.68 83.36 44.81 70.98 19.98 73.76 0.30 80.22 9.98

Table 11. Results on GTSRB under supervised learning scenarios.
Attacks P]gi;(;“ No Defense Fp NC MCR ANP FT-SAM I-BAU SAU TSC (ours)

ACC(T) ASR(l) ACC() ASR(}) ACC(T) ASR() ACC(f) ASR() ACC() ASR(]) ACC(1) ASR() ACC() ASR(}) ACC(T) ASR({) ACC(1) ASR()

10% 97.62 95.48 98.21 0.09 97.48 0.01 98.68 4.18 95.86 0.00 98.82 0.31 96.47 0.02 97.75 0.02 98.05 0.01
BadNet 5% 97.89 93.00 97.86 2.11 97.09 0.00 97.99 4.02 92.72 0.00 98.96 0.09 14.43 0.00 94.65 0.00 98.15 0.00
1% 98.39 79.23 98.48 0.01 97.20 0.00 98.32 333 93.99 0.00 98.73 0.00 93.80 0.02 10.30 0.00 98.20 0.01

10% 98.62 100.00  98.38 100.00  97.76 8.03 98.62 100.00  95.85 42.80 98.38 49.82 92.35 86.35 96.15 6.51 97.67 11.95
Blended 5% 98.86 99.96 98.75 99.93 96.64 3.14 98.79 99.87 93.92 68.09 98.48 25.18 84.63 0.00 92.80 4.53 97.18 12.59
1% 98.80 96.95 98.71 95.87 97.00 10.88 98.75 96.00 92.78 79.88 98.57 38.01 93.98 27.85 95.32 2.55 97.11 12.98

10% 98.76 95.93 98.91 4.46 98.76 95.92 99.00 13.88 98.19 0.00 99.45 0.07 97.09 0.52 98.37 0.08 99.11 0.02
Inputaware 5% 98.26 92.84 98.93 4.07 98.26 92.84 99.21 17.58 98.82 0.00 99.53 0.01 98.61 0.07 98.64 0.00 99.37 0.01
1% 98.75 7.05 99.45 0.03 99.12 0.61 99.15 11.13 98.44 0.03 99.62 0.14 97.87 0.00 98.43 0.37 99.40 0.02

10% 97.89 99.36 98.28 82.28 97.23 0.27 97.93 98.81 96.07 0.00 98.03 Bi08] 95.78 16.15 96.45 0.76 98.33 3.91
LF 5% 98.16 98.81 97.89 98.17 97.74 0.02 97.95 98.90 89.10 2.16 98.47 0.99 87.54 1.40 95.88 0.01 98.31 2.05
1% 98.17 96.11 97.63 71.56 97.55 0.49 98.11 95.86 88.60 15.49 98.34 1.28 96.70 68.50 94.74 0.01 97.52 2.62

GTSRB

10% 97.90 99.47 97.75 99.46 97.72 0.29 97.95 99.33 88.47 0.00 98.32 34.71 96.14 1.88 96.55 0.32 97.63 6.23
SSBA 5% 98.01 99.22 98.12 99.12 97.03 0.33 97.97 98.98 90.29 6.09 97.66 4.93 6.12 0.00 6.32 0.00 98.03 3.12
1% 98.84 94.51 98.78 91.38 97.51 0.12 98.78 91.65 89.87 0.02 98.40 6.55 86.37 0.96 93.94 1.96 97.48 0.64

10% 97.74 94.25 97.62 88.07 98.25 0.00 98.52 1.94 97.08 0.00 0.00 0.00 96.72 0.00 98.91 0.04 98.71 0.00
‘WaNet 5% 97.42 92.85 98.00 12.24 97.42 92.85 98.67 5.80 97.09 0.00 98.97 0.00 97.93 0.25 98.19 0.05 98.86 0.00
1% 97.08 62.24 98.08 1.14 98.88 9.67 98.51 53.94 97.66 0.00 99.04 0.35 96.27 0.00 97.73 0.06 98.50 0.00

10% 88.84 95.47 97.50 0.13 96.44 0.04 96.95 0.00 98.52 0.00 92.06 0.00 97.13 0.00 97.13 0.00 97.56 0.03
SBL-BadNet 5% 89.21 95.10 97.78 0.18 97.27 0.00 97.67 1.36 98.42 51.52 92.84 0.00 93.73 0.00 93.73 0.00 98.09 0.00
1% 88.93 89.72 97.76 10.56 97.03 0.00 97.47 21.06 98.43 8.64 9229 0.02 96.86 0.03 96.86 0.03 98.05 0.00

5% 98.31 100.00  98.00 97.31 96.18 0.83 98.24 100.00  98.03 0.02 96.12 0.00 96.42 0.06 96.42 0.06 98.18 0.10

SAPA 1% 98.28 100.00  98.16 89.42 98.00 0.25 98.27 99.96 98.06 0.02 90.67 0.00 96.22 0.00 96.22 0.00 97.56 0.64
0.5% 98.44 100.00  98.43 55.10 97.95 0.09 98.46 0.00 98.63 0.00 93.15 0.00 68.65 0.27 68.65 0.27 97.64 0.02
LC 0.5% 98.02 0.00 97.76 0.01 98.02 0.00 98.03 0.01 98.02 0.00 97.93 0.00 94.66 0.00 68.80 0.43 98.01 0.00

0.1% 98.46 0.01 98.37 0.00 98.46 0.01 98.53 0.01 98.46 0.01 98.27 0.00 93.29 0.03 95.34 0.02 98.10 0.00

0.5% 98.52 71.33 98.38 71.26 98.52 71.30 98.57 68.54 94.24 58.47 97.98 0.63 68.45 0.00 94.39 0.79 98.03 3433
0.1% 98.69 58.09 98.84 56.11 98.69 58.09 98.70 5791 91.21 33.44 98.38 0.91 94.07 0.57 89.16 0.36 98.22 0.08

SIG
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J. Additional Results for Self-supervised Learning
J.1. Self-supervised Learning with SimCLR

Figure 13 illustrates the performance of TSC and MCR against BadEncoder (Jia et al., 2022) on CIFAR10 and ImageNet
using SimCLR (Chen et al., 2020). Table 12 presents the corresponding ultimate defense results of TSC and other baseline
defenses. Table 12 shows the defense results against CTRL (Li et al., 2023) on CIFAR10 and ImageNet100.

Notably, for the BadEncoder attack, we utilize publicly available backdoored model checkpoints * as the original model,
which was trained on ImageNet containing 1,000 classes with image dimensions of 224 x 224. As the original model for
the CTRL attack is not publicly available, we follow the settings described in the original paper and train the corresponding
encoder on ImageNet-100. This version of ImageNet-100 contains 100 classes. During training, we scale the image
dimensions to 64 x 64. Furthermore, we adopt the evaluation methodology from the BadEncoder paper, which employs
linear probe evaluation on downstream tasks. For the CTRL attack, we also follow the evaluation methods from the original
paper: in addition to using linear probe, we employ the K-Nearest Neighbor (KNN) method to evaluate ACC and ASR on
the pre-training dataset.

In defending against BadEncoder attacks, we observe that MCR, SSL-Cleanse (Zheng et al., 2024), and TSC all successfully
reduce the ASR values. However, MCR fails to counter backdoor attacks targeting SVHN downstream task. SSL-Cleanse
and TSC show similar defense effectiveness, successfully defending against BadEncoder attacks while maintaining high
ACC values on downstream tasks. For CTRL attacks, MCR is only effective against STL10 dataset. In contrast, both
SSL-Cleanse and TSC consistently maintain strong defense performance.

J.2. Self-supervised Learning with CLIP

Table 14 presents the defense results of TSC and MCR against BadEncoder under CLIP (Radford et al., 2021). Since
the unlearning algorithm used in SSL-Cleanse defense is based on the simCLR training method, and the original paper
of SSL-Cleanse did not conduct experiments in the CLIP learning scenario, we do not test the defense performance of
SSL-Cleanse against BadEncoder in this work.

We test on downstream datasets (STL10, GTSRB, CIFAR10, Food101 (Bossard et al., 2014), and Pascal VOC 2007
(Everingham et al.)) and report ACC and ASR using zero-shot a nd linear probe methods. TSC maintains strong defense
performance against BadEncoder, though it shows lower ACC on GTSRB and CIFARI1O. In contrast, it outperforms the
backdoored model on Pascal VOC 2007. This may be due to the use of MS-COCO (Lin et al., 2014) for post-training.
MS-COCO shares more similarity with Pascal VOC 2007, while its images differ from those in GTSRB and CIFAR10,
leading the CLIP model to “forget” features for the latter datasets.

-=-- ASR of the 1st Stage (TSC) —+— ACC of the 1st Stage (TSC) ---- ASR of the 2nd Stage (TSC) —+— ACC of the 2nd Stage (TSC) -=-- ASR of MCR —+— ACC of MCR
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Figure 13. (Self-supervised Learning, SimCLR) Performance comparison of TSC and MCR against BadEncoder (Jia et al., 2022)
attacks using CIFAR10 and ImageNet as pre-training datasets. Model checkpoints are selected at ¢ = 0.25 for each stage and round.

3https://github.com/jinyuan-jia/BadEncoder
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Table 12. Defense results under self-supervised learning (SimCLR) settings. We evaluate MCR (Zhao et al.,
2020), SSL-Cleanse (Zheng et al., 2024), and TSC against the BadEncoder attack (Jia et al., 2022).

Pre-training Downstream No Defense MCR SSL-Cleanse TSC (ours)
Dataset Dataset
ACC(T) ASR()) ACC(1) ASR{) ACC(T) ASR({) ACC(1) ASRWI)
STL10 76.74 99.65 74.93 7.92 70.51 2.44 71.11 4.44
CIFAR10 GTSRB 81.12 98.79 75.51 0.54 75.50 1.23 77.57 1.68
SVHN 63.12 98.71 57.35 65.58 61.01 7.95 64.13 10.26
STL10 94.93 98.99 90.20 2.08 88.72 1.69 86.99 3.11
ImageNet GTSRB 75.94 99.76 72.38 0.13 67.55 1.81 69.47 6.47
SVHN 72.64 99.21 71.27 34.15 67.96 8.00 66.44 3.64

Table 13. Defense results under self-supervised learning (SimCLR) settings. We evaluate MCR (Zhao et al.,
2020), SSL-Cleanse (Zheng et al., 2024), and TSC against the CTRL attack (Li et al., 2023). Following
CTRL’s evaluation methodology, we also assess ACC and ASR on the pre-training dataset using K-Nearest
Neighbor (KNN) classification.

Pre-training Evaluation No Defense MCR SSL-Cleanse TSC (ours)
Dataset Dataset

ACC(T) ASR(}]) ACC(T) ASR(}) ACC(f) ASR(]) ACC(T) ASR{)
CIFAR10 (KNN) 84.66 9384 8145 4464 8005 295 8225 395
CIFARI0 STL10 (linear probe) ~ 74.69 = 25.60 7048 1372 70.55 128 7129 245
(Poisoning rate-5%) ~ GTSRB (linear probe) ~ 72.65 ~ 41.80  71.05 2454  69.55 4.16 70.95 425
SVHN (linear probe) ~ 6042 ~ 62.64 5735 3258 5922 = 024 5891 7.42
ImageNet100 (KNN)  43.66 4253 4239 3424 4120 186 4180 024
ImageNet100 STLI10 (linear probe) 7496 1727 7024 1233  69.47 143 7205 337
(Poisoning rate-5%) ~ GTSRB (linear probe) ~ 63.58 ~ 6820  60.85 50.41 61.85 5.41 60.73 1.62
SVHN (linear probe) ~ 56.73 ~ 90.77 5627 5277 5370  10.04  54.39 1.21

Table 14. Defense results under self-supervised learning (CLIP) settings. We evaluate MCR
(Zhao et al., 2020) and and TSC against the BadEncoder attack (Jia et al., 2022).

Pre-training Downstream No Defense MCR TSC (ours)
Dataset Dataset
ACC(T) ASR({) ACC(1) ASR(}) ACC(1) ASR®{)
STL10 97.07 99.33 96.43 99.86 94.15 0.67
CLIP GTSRB 82.36 99.40 78.22 99.21 72.42 5.32
(lincar probe)  CIFARIO 86.36 9998 8436 9945 7931 132
Food101 72.58 97.91 72.36 96.62 69.33 1.04
Pascal VOC 2007 76.07 99.83 75.47 99.92 78.42 0.34
STL10 94.06 99.86 91.51 99.85 90.25 0.88
CLIP GTSRB 29.94 99.44 24.66 99.34 17.24 2.01
CIFAR10 69.95 99.39 62.51 99.10 41.59 1.28
(zero-shot)

Food101 67.72 99.96 66.51 99.56 61.69 0.28

Pascal VOC 2007  71.22 99.92 70.09 99.12 75.08 1.45

J.3. Evaluation of I-BAU and SAU in Self-supervised Learning

Previously, we have presented the defense results of TSC against BadEncoder and CTRL attacks. Our defense, as shown
in Figure 1, specifically targets self-supervised learning (SSL) scenarios by directly purifying the encoder. The other SSL
defenses we evaluated, such as MCR and SSL-Cleanse, also follow this workflow. This design enables TSC to be effectively
applied to zero-shot scenarios, such as CLIP, where neither a linear classifier nor fine-tuning is required.

It might be noted that other defenses designed for supervised learning (SL) settings, such as I-BAU and SAU, could also
be applied to the combined encoder and linear classifier after fine-tuning. Initially, we excluded those defenses from SSL
comparisons to maintain fairness and methodological consistency. To address this, we conducted additional experiments
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to evaluate the performance of I-BAU and SAU against BadEncoder with 5% clean downstream training data. The other
defense settings are consistent with the SL scenarios involving models trained on CIFAR10 and ImageNet100. Table 15
presents the corresponding results.

It’s clear that while I-BAU and SAU reduce the ASR, they significantly degrade benign accuracy (ACC). For instance, on
CIFAR10-STL10 settings, the ACC dropped from 76.73% to 30.13% with I-BAU and further to 21.52% with SAU. We
suspect this decline occurs because I-BAU and SAU employ post-training methods analogous to adversarial training in SL,
potentially harming the representation extraction capability of encoders trained via SSL methods like SImCLR. As these
specific findings extend beyond the primary scope of this paper, we reserve a more extensive exploration for future work.

Table 15. Defense results of -BAU (Zeng et al., 2022) and SAU (Wei et al., 2023)
under SimCLR training scenario, where linear probing is used to evaluate the
downstream tasks.

Pre-training  Downstream No Defense I-BAU SAU
Dataset Dataset
ACC(T) ASR(}) ACC(1) ASR() ACC() ASRW{)
STL10 76.74 99.65 30.13 12.42 21.52 7.22
CIFAR10 GTSRB 81.12 98.79 22.36 15.10 47.45 5.52
SVHN 63.12 98.71 43.44 17.11 24.07 7.25

STL10 94.93 98.99 74.62 10.32 81.24 11.83
ImageNet100 GTSRB 75.94 99.76 39.85 7.34 10.75 0.80
SVHN 72.64 99.21 25.27 13.70 24.37 4.10

K. Clean Accuracy Drops for Non-backdoored Models

To illustrate the impact of TSC on non-backdoored models, in this section, we provide additional results on the clean
accuracy (ACC) drops for no poison scenarios when applying TSC and other baseline defenses. Tables 16 and 17 present the
clean ACC drops of non-backdoored models under supervised learning and self-supervised learning (SimCLR), respectively.

Except for settings specific to the attacks, the experimental configurations are consistent with those detailed in previous
tables. While the ACC drops for TSC are not the lowest among all defenses, they are considered acceptable. Furthermore,
the reason why NC always achieves the same ACC as the original model is that NC would check if the model is backdoored
before applying it’s corresponding unlearning method. The intermediate results of Table 16 show that NC successfully
classifies the model as non-backdoored, thus it does not apply any unlearning method.

Table 16. (Supervised Learning) Clean Accuracy (ACC) drop results of various defenses on
CIFAR10, GTSRB and ImageNet100 with poisoning rate of 0 (no poison).

Dataset No Defense FP NC MCR ANP FT-SAM [-BAU SAU TSC (ours)
CIFAR10 93.12 92.10 93.12 90.98 83.09 91.32 87.47 89.97 91.12
GTSRB 99.20 99.11 99.20 98.14 9543 98.04 95.40 96.84 98.31
ImageNet100 84.32 8222 8432 8146 77.78 82.90 77.10 76.93 81.44

Table 17. (Self-supervised Learning) Clean Accuracy (ACC) drop results for SimCLR
of various defenses on CIFAR10 and ImageNet100 with poisoning rate of 0 (no poison).

Pre-training  Downstream | No Defense MCR SSL-Cleanse TSC (ours)
STL10 79.50 77.63 73.01 74.60
CIFAR10 GTSRB 83.68 78.02 78.30 80.39
SVHN 66.57 60.19 63.55 63.41
STL10 95.62 90.92 89.27 89.81
ImageNet100 GTSRB 77.58 74.41 69.90 71.74
SVHN 74.98 72.98 70.14 68.10
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L. Experimental Setup

Our deep learning training algorithm is implemented using PyTorch. All experiments were run on one Ubuntu 18.04
server equipped with four NVIDIA RTX V100 GPUs. Our implementation for supervised learning is mainly based on
BackdoorBench # (Wu et al., 2022). For self-supervised learning, we use the official implementation of BadEncoder > (Jia
et al., 2022) and CTRL © (Li et al., 2023) to conduct attacks and defenses experiments.

L.1. Attack Settings

(b) Blend (SBL-Blended) (c) SSBA

(h) SIG

(i) SAPA (j) Narcissus

Figure 14. Examples of 12 supervised learning backdoor trigger patterns on ImageNet100. The triggers of SBL-BadNets and SBL-Blended
are as same as those of BadNets and Blend, respectively.

(1) Supervised Learning. We employed the stochastic gradient descent (SGD) optimization method with a batch size of
256. We set the initial learning rate to 0.01 and decayed it using the cosine annealing strategy (Loshchilov & Hutter, 2016).
For the CIFAR-10 and GTSRB datasets, we trained for a total of 100 epochs. In the case of the ImageNet100 dataset, we
trained for 200 epochs.

Generally, on the CIFARI10, ImageNet100 and GTSRB datasets, the target label for all backdoor attacks is class O,
corresponding to the specific class names “airplane”, “tench” and “Speed limit 20km/h”. The CIFAR10 and GTSRB images
are resized to 32 x 32, while the ImageNet100 images are resized to 224 x 224.

The trigger patterns for BadNet (Gu et al., 2017), Blended (Chen et al., 2017), SSBA (Li et al., 2021c), LF (Zeng et al.,
2021), WaNet (Nguyen & Tran, 2021), Inputaware (Nguyen & Tran, 2020), LC (Turner et al., 2019), SIG (Barni et al.,
2019), SBL (Pham et al., 2024), Narcissus (Zeng et al., 2023) and SAPA (He et al., 2024) are shown in Figure 14. BadNet,
Blended, SSBA, LF, WaNet, Inputaware, SBL and SAPA are label-flipping attacks, which turns the original label of the
poisoned data to the target label. LC, SIG and Narcissus are clean label attacks, which utilize the data beloning to the target
class to generate poisoned samples. The implementation details for each backdoor attack are as follows:

» BadNets attack (Gu et al., 2017) employs a white square placed at the bottom-right corner as the trigger pattern.

* Blended attack (Chen et al., 2017) poisons the data by introducing a Hello Kitty image trigger. We implement the
blended injection strategy, denoted as ot + (1 — ), to incorporate the trigger ¢ into the benign sample = with a value

*https://github.com/SCLBD/BackdoorBench/
Shttps://github.com/jinyuan-jia/BadEncoder
Shttps://github.com/meet-cjli/CTRL
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of a =0.2.

* SSBA (Li et al., 2021c) utilizes the StegaStemp algorithm (Tancik et al., 2020) to generate specific triggers for poison
samples across various classes.

e LF (Zeng et al., 2021) employs frequency domain analysis and optimization algorithms to create poison samples.

e InputAware (Nguyen & Tran, 2020) attack requires the attacker to control the entire training process. During training,
the attacker not only trains the model but also trains a generator to produce unique triggers for different samples. The
generator continuously optimizes the trigger design while minimizing its size, ensuring a high attack success rate.

e WaNet (Nguyen & Tran, 2021) uses image embedding to generate invisible triggers for poisoned samples. To enhance
attack robustness, WaNet introduces Gaussian noise to poisoned samples with a certain probability during training and
restores the original labels of these poisoned samples.

e LC attack (Turner et al., 2019) utilizes a checkboard pattern positioned in the four corners as the trigger. To establish
a link between the trigger and the target label, LC attacks initially employ the Projection Gradient Descent (PGD)
method to introduce adversarial perturbations to the images before incorporating the trigger.

* SIG attack (Barni et al., 2019) utilizes a sinusoidal signal that is seamlessly integrated into the image as the trigger.

* SBL-BadNet and SBL-Blended attacks (Pham et al., 2024) employ continual learning algorithm to fine-tune poisoned
models to generate backdoors that are resilient against previous fine-tuning defenses. We used EWC (Kirkpatrick et al.,
2017) as the continual learning algorithm, with BadNet and Blended as base attacks.

» Narcissus attack (Zeng et al., 2023) optimizes a universal trigger pattern based a the surrogate (target) model. For fair
comparison, we used the open-source trigger for CIFAR10 from Zeng et al. (2023), with target label “bird”.

* SAPA attack (He et al., 2024) combines sharpness-aware minimization (Foret et al., 2021) with the Sleeper-Agent
(Souri et al., 2022) backdoor attack to smooth the poison loss landscape. We utilized the colorful patch from (Souri
et al., 2022) as the trigger. For CIFAR10 and GTSRB, we used an 8 x 8 pixel patch; for ImageNet100, a 16 x 16
pixel patch was employed. Other recommended parameters for generating the poisoned samples were adopted from
the SAPA and Sleeper-Agent. These included: sharpness sigma = 0.01, number of source samples = 1000, R = 250
optimization steps, T = 4 retraining periods, and an L,-norm perturbation bound of 16/255.

(2) Self-Supervised Learning.
B 5~
‘1__»-* Bt = " ~4
[ S

(a) BadEncoder (b) CTRL
Figure 15. Examples of 2 self-supervised learning backdoor trigger patterns on STL10.

We use publicly available backdoored ResNet18 and ResNet50 models as encoders with SimCLR in the BadEncoder attack
(Jia et al., 2022). For CLIP, following the BadEncoder approach, we fine-tune a pre-trained CLIP ResNet50 on ImageNet100
using SimCLR for 200 epochs to inject backdoors. For the CTRL (Li et al., 2023) attack with SimCLR, we apply the cosine
annealing strategy for the learning rate. For the CIFAR10 dataset under CTRL, we set the initial learning rate to 0.06 and run
for 800 epochs. For the ImageNet100 dataset under CTRL, the initial learning rate is set to 0.02 with 1000 training epochs.

Tables 18 and 19 show the dataset and target class settings for BadEncoder and CTRL in different learning scenarios. The
post-training dataset refers to the fine-tuning dataset used by each defense method. When the downstream dataset lacks the
target class, we add the corresponding class and include target class data from the pre-training dataset to evaluate ACC and
ASR. To align with the CTRL paper’s settings, we use a 64 x 64 ImageNet100 dataset as the pre-training dataset.

The implementation details for BadEncoder and CTRL attacks are as follows:
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Table 18. Dataset and target class settings for BadEncoder attack. If the “Requiring extra data” column is marked as v/ ’, it indicates that
the downstream dataset lacks the target class and we manually add the target class and data to the dataset for evaluating ACC and ASR.

Method Image Size Pre-training Downstream Post-training Target class Requiring extra data
simCLR 32x32 CIFAR10 STL10 CIFARI10 truck X
simCLR 32x32 CIFARI10 GTSRB CIFARI10 priority road sign X
simCLR 32x32 CIFARI10 SVHN CIFARI10 1 X
simCLR  224x224 ImageNet STL10 ImageNet100 truck X
simCLR  224x224 ImageNet GTSRB ImageNet100 priority road sign X
simCLR  224x224 ImageNet SVHN ImageNet100 1 X
CLIP 224x224 CLIP STL10 MS-COCO truck X
CLIP  224x224 CLIP GTSRB MS-COCO stop sign X
CLIP 224x224 CLIP SVHN MS-COCO 0 X
CLIP 224x224 CLIP Food101, VOC 2007  MS-COCO truck v

Table 19. Dataset and target class settings for CTRL attack.

Method Image Size  Pre-training  Downstream  Post-training  Target class Requiring extra data

simCLR 32x32 CIFAR10 STL10 CIFAR10 airplane
simCLR 32x32 CIFAR10 GTSRB CIFAR10 airplane
simCLR 32x32 CIFAR10 SVHN CIFAR10 airplane

simCLR 64 <64 ImageNet100 STL10 ImageNet100 tench
simCLR 64 %64 ImageNet100 GTSRB ImageNet100 tench
simCLR 64 <64 ImageNet100 SVHN ImageNet100 tench

NSNS XNNX

BadEncoder attack (Jia et al., 2022) requires the attacker to control the training process. During training, the attacker
uses the SImCLR loss function to optimize the similarity between poisoned samples and target class images. Similar to
BadNets, we use a white square in the bottom-right corner as the trigger. The loss function assigns equal weight to
clean and poisoned samples, i.e., Ay = Ay = 1.

CTRL attack (Li et al., 2023) uses a invisible frequency trigger to generate poisoned samples. Following the rec-
ommended settings, we set the poisoning rate to 0.5% and the trigger window size to 32. For CIFAR10, the trigger
magnitude is set to 100. For ImageNet100, we use a magnitude of 100 for the first 700 epochs and a magnitude of 200
for the remaining 300 epochs.

L.2. Defense Settings

We allocate 5% of the clean training samples from each dataset to the defender. For all other settings not specified below, we
follow the default settings outlined in their publications or public implementation.

Since we use the original mathematical symbols from each publication, please note that some symbols and terms may
conflict with each other. All symbols and terms below are specific to the parameters in their respective papers.

(1) Supervised Learning.
e FP (Liu et al., 2018): In the experiment, we use SGD as the base fine-tuning method with a learning rate of 0.01. The
pruning rate for all models is set to 1%, and the number of fine-tuning epochs is 100.

e NC (Wang et al., 2019): We set the threshold of the Anomaly Index at 2 for all the datasets. For models with an
Anomaly Index higher than 2 (marked as attacked), we conduct the unlearning procedure for 40 epochs, utilizing 5% of
the training data and applying the reversed trigger to 20% of these samples.

* ANP (Wu & Wang, 2021): We set the learning rate to 0.2 for optimizing the neuron mask with SGD. After optimization,
neurons with a mask value smaller than the threshold of 0.2 are pruned. Additionally, we set the tradeoff coefficient o
to 0.2 and the perturbation budget € to 0.4 for a total of 2000 iterations.
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* FI-SAM (Zhu et al., 2023): SGD is used as the base fine-tuning method with a learning rate of 0.01. The label
smoothing rate is set to 0.1, and the SAM (Sharpness-aware Minimization) (Foret et al., 2021) optimization method
uses a Neighborhood size of p = 0.2. The number of fine-tuning epochs is 100.

* I-BAU (Zeng et al., 2022): We follow the default settings provided in the public implementation of I-BAU. We use
Adam with a learning rate of 1e 3 to optimize the outer loop. And, we set the maximum number of unlearning rounds
to 5 and the maximum number of fixed-point iterations to 5.

e SAU (Wei et al., 2023): We iterate 5 times to compute the adversarial perturbation, using an ¢, norm with perturbation
bound 0.2 and adversarial learning rate 0.2. The total epochs for CIFAR10 and GTSRB are 100, and for ImageNet100,
50 epochs. We set the unlearning weights as A\; = Ao = Ay = 1 and A3 = 0.1.

* TSC (ours): We set the global number of epochs Ersc = 3, curve index ¢ = 0.4, and curve training epochs e = 200.
The initial learning rate is set to 0.02, with cosine annealing used for post-training. After every round of TSC, we
slightly fine-tune the model extracted from the second stage for 5 epochs with a learning rate of 1e~4.

* MCR (Zhao et al., 2020): For a fair comparison with TSC, we set the curve index ¢t = 0.4 and curve training epochs
e = 200. The initial learning rate is 0.02, and cosine annealing is used for post-training.

(2) Self-Supervised Learning.

¢ SSL-Cleanse (Zheng et al., 2024): This method is specifically designed for defending against backdoors in self-
supervised learning. Similar to NC, it first attempts to restore the trigger pattern and then applies an unlearning method
to remove the backdoor. We set the initial value of A to 0.01 and use a learning rate of 0.01.

e TSC (ours): We set the global number of epochs Ersc = 2 and the curve index ¢t = 0.25. All learning rates use a
cosine annealing strategy for iteration. (1) For SimCLR, we set the batch size to 256, the curve training epochs e = 200,
and use Adam with an initial learning rate of 5¢ ~3 for CIFAR10 and 2¢~2 for ImageNet100. After every round of TSC,
we slightly fine-tune the model extracted from the second stage for 5 epochs with a learning rate of 5e~°. (2) For CLIP,
we follow the training method proposed by Radford et al. (2021), setting the batch size to 32768 and using Adam with
an initial learning rate of 1le=* (3; = 0.9, B> = 0.999). For such a large batch size, we use gradient accumulation to
update the model, with each stage training for only 2 epochs. After every round of TSC, we do not fine-tune the model
extracted from the second stage.

* MCR (Zhao et al., 2020): We set the curve index ¢ = 0.25. All other parameters are the same as those used in TSC.
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