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Abstract

The rapid deployment of large language model (LLM) agents in production has revealed
a recurring pattern: task execution reliability depends less on the underlying model
than on the infrastructure layer that wraps it, the agent execution harness. This sur-
vey provides a practice-grounded, systematic treatment of agent harness engineering,
organized around three claims. First, the agent harness is an independent system layer
whose engineering quality drives a large share of real-world reliability, a position we
develop through a three-phase engineering evolution from prompt to context to har-
ness engineering, a cross-layer synthesis covering the cost—quality—speed trilemma, the
capability—control tradeoff, and the harness coupling problem, and an open-problem
agenda grounded in both research gaps and production pain points. Second, we propose
ETCLOVG, a seven-layer taxonomy (Execution environment, Tool interface, Context
management, Lifecycle/Orchestration, Observability, Verification, Governance) that ex-
tends prior six-component frameworks by treating observability and governance as in-
dependent architectural concerns. Third, we map 170+ open-source projects onto this
taxonomy to expose ecosystem patterns, coverage gaps, and emerging design princi-
ples, alongside engineering principles distilled from production deployments at OpenAl,
Anthropic, and LangChain that address the gap between practitioner knowledge and
research vocabulary.
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Figure 1: A brief comparison of prompt, context and harness engineering.
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1 Introduction

1.1 The Binding Constraint: Harness over Model

The academic study of LLM-based agents has, by and large, been a study of the model. Research agendas
center on what the model can do: whether it can plan across multiple steps, call tools reliably, retrieve
and compress relevant memories, or coordinate with other agents. The implicit assumption is that agent
capability is primarily a function of model capability, that a sufficiently capable model with a sufficiently
good prompt will produce sufficiently reliable behavior.

Recent empirical evidence challenges the assumption that better models alone produce more reliable agents.
Three recent results establish the pattern. Bolitk (2026a) modified only the edit-tool format and surrounding
tool harness, with no model modification, and reported gains of up to 10x on coding benchmarks across 15
models. Trivedy (2026) improved a fixed GPT-5.2-Codex agent from 52.8% to 66.5% on Terminal-Bench 2.0
through system prompt restructuring, middleware context injection, and self-verification hooks alone, a 13.7
percentage point gain achieved entirely through infrastructure changes. Meta-Harness (Lee et al., 2026)
achieved 76.4% on Terminal-Bench-2 via automated harness optimization, surpassing all hand-engineered
approaches without modifying model weights. In each case, the variable was the ezecution harness (the
infrastructure layer governing context construction, tool interaction, orchestration, feedback, and execution
constraints); the model was held fixed. Each of these harness-only gains exceeds the typical 2 to 4 percentage
point improvements reported as meaningful model advances on the same benchmarks. The pattern is not
incidental: the harness, not the model, is driving the outcome.

We refer to this pattern as the binding-constraint thesis (Boliik, 2026b): for long-horizon tasks evaluated
across comparable frontier models, benchmark variance may be driven as much by the execution harness as
by the model itself. We use this thesis as the framing for the remainder of the survey.

Figure 3 in §2 illustrates the same shift historically: early systems concentrated capability in a single model
loop, whereas later systems increasingly expose reliability as a cross-layer infrastructure problem.

1.2 The Practitioner—Research Gap

A tension exists between practitioner urgency and research vocabulary. OpenAl explicitly framed “harness
engineering” as the discipline of designing environments, constraints, documentation, and feedback loops
around Codex agents, reporting in February 2026 that a small team produced an internal product of roughly
one million lines over five months without manually writing production code (OpenAl, 2026a). Anthropic’s
agent-engineering posts arrived at the same principle from adjacent directions: effective agents should use
simple and inspectable architectures, tool interfaces should be designed for agent use rather than copied from
human-facing APIs, context should be progressively disclosed instead of eagerly loaded, and long-running
work requires durable handoff artifacts and recoverable execution infrastructure (Anthropic, 2024a; Aizawa,
2025; Anthropic Applied AT Team, 2025; Anthropic, 2025d; 2026b). An article on Martin Fowler’s site
characterizes harness engineering as “cybernetic governors for Al agents,” consisting of feedforward guides
and feedback sensors that form control loops around LLMs (Bockeler, 2026).

The research community, meanwhile, has been studying the components of agent systems with increasing
precision: memory, tool use, planning, and safety. What has not been studied systematically is the system
that integrates these components into reliable operation. The result is a practitioner-research gap: practi-
tioners know that harness infrastructure matters but lack the formal vocabulary to describe why, in terms
that enable systematic improvement. This survey attempts to bridge that gap.

1.3 Scope and Contributions

This survey focuses on the infrastructure layer that wraps a language model to manage long-running, multi-
step task execution. We do not survey agent frameworks as development tools, agent platforms as product
categories, or model capabilities per se, though all three inform our analysis. Figure 4 summarizes the
seven-layer taxonomy that structures the remainder of the survey.
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Our contributions are organized around three claims.

1. Claim 1 (Conceptual): Building on the binding-constraint thesis (Boliik, 2026b), we
argue that the harness, not the model alone, is the binding constraint on real-world
agent reliability. Three recent results show harness-only gains of up to 10x on coding benchmarks,
+13.7 percentage points on Terminal-Bench 2.0, and 76.4% on Terminal-Bench-2 (§1), each exceeding
typical model-driven gains on the same benchmarks. We develop this thesis through a three-phase
engineering evolution (§2), a cross-layer synthesis covering the cost—quality—speed trilemma, the
capability—control tradeoff, and the harness coupling problem (§11), and an open-problem agenda

(§12).

2. Claim 2 (Classificatory): The seven-layer ETCLOVG taxonomy treats Observability
and Governance as first-class layers rather than side effects of lifecycle hooks. Each has
its own production tooling stack (Langfuse and OpenTelemetry on the observability side; permission
engines, gateways, and audit pipelines on the governance side) and is owned by a different team in
production deployments. We also place state management inside Lifecycle and Orchestration, where
state lives next to the execution flow that reads and writes it (§2.3).

3. Claim 3 (Empirical): Mapping 1704+ open-source projects onto ETCLOVG shows where
the ecosystem is dense, where it is thin, and which categories earlier corpora missed.
The mapping is the largest open-source agent-harness corpus to date. Execution, Tooling, Lifecycle,
and Verification are densely covered; Observability and Governance are thinner and more often live
in commercial platforms; and three categories absent from earlier corpora, including task runners,
multi-agent orchestrators, and spec-driven development tools, are now first-class. The methodology
subsections (§2.4-§2.9, Appendix A) make the coding reproducible, and the mapping supports the
layer-by-layer observations in §3-§9.

2 Background and Taxonomy

2.1 Evolution of Agent Systems

The trajectory from early chain-of-thought prompting to autonomous agents can be understood as a pro-
gressive expansion of the engineering surface that practitioners must manage.

The ReAct era (2022—2023). Yao et al. (2023) established the observe-think-act loop as a foundational
primitive. Early systems operated with minimal infrastructure: a while-loop, a prompt template, and a
small tool dispatch table. AutoGPT and BabyAGI showed the ambition of fully autonomous operation by
wrapping language-model calls with task queues, memory, and tool dispatch, while also making failure modes
such as execution runaway, context blowout, state loss, and unmonitored side effects visible as infrastructure
problems rather than prompt-only problems (Significant Gravitas, 2023; Nakajima, 2023).

Tool integration and multi-agent coordination (2023-2024). Gorilla, ToolLLM, and Toolformer
established that tool-use capability can be learned or induced rather than hard-coded into a fixed API wrap-
per (Patil et al., 2024b; Qin et al., 2024; Schick et al., 2023). CAMEL, ChatDev, MetaGPT, and Mixture-
of-Agents introduced multi-agent coordination patterns, ranging from role-playing dialogue to software-
development organizations and layered agent aggregation (Li et al., 2023a; Qian et al., 2023a; Hong et al.,
2023; Wang et al., 2024). Evaluation infrastructure matured with SWE-bench, AgentBench, WebArena,
and GATA (Jimenez et al., 2024; Liu et al., 2023a; Zhou et al., 2024; Mialon et al., 2023), while protocol
standardization began with Anthropic’s MCP and Google’s A2A (Anthropic, 2024¢; Surapaneni et al., 2025).

The harness turn (2025-2026). By 2025, enough deployment experience had accumulated to make a clear
case that the binding constraint on agent reliability was infrastructure quality rather than model quality.
Three independent developments in early 2026 validated this shift: OpenAl’s explicit adoption of “harness
engineering” as a discipline, Stanford/MIT’s Meta-Harness showing that automated harness optimization
surpasses hand engineering, and LangChain’s DeepAgents improving from 52.8% to 66.5% on Terminal-
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Bench 2.0, corresponding to a 13.7 percentage point gain and roughly 26% relative improvement, through
harness layer changes alone (OpenAl, 2026a; Lee et al., 2026; Trivedy, 2026).

2.2 Three Engineering Phases

The 2022-2026 period reveals a coherent three-phase evolution in what the field has chosen to engineer.

Prompt engineering (2022—-2024). The primary lever was the input prompt text. Practitioners optimized
by crafting better instructions, few-shot examples, and reasoning templates. The engineering scope was
narrow: optimize a single text input to a single model call.

Context engineering (2025). As agents became longer-running, the binding constraint shifted from “what
is the input?” to “what information should the model see at each step?” This phase focused on context
management: what to inject on each turn, how to retrieve and compress memories, how to rank tool results
by relevance, and how to handle context window saturation. The scope expanded from a single input to
managing multiple information streams flowing into the context window (Anthropic Applied AT Team, 2025).

Harness engineering (2026). As models became capable enough to handle long-running tasks, reliability
increasingly depended on the infrastructure wrapper that maintains state, mediates tools, injects feedback,
enforces constraints, and verifies progress. This observation aligns with the binding-constraint view that
long-horizon agent performance is produced by a coupled model-harness system rather than by the model
alone (Boliik, 2026b). Harness engineering therefore asks what governance, constraints, feedback loops, and
execution controls must be designed around the model to make agent systems reliable. In our taxonomy, this
phase treats all seven ETCLOVG layers as an integrated whole (OpenAl, 2026a; Bockeler, 2026; LangChain,
2026b).

Each phase subsumes the previous: harness engineering includes context engineering, which includes prompt
engineering. The three phases also overlap in time and in concept rather than succeeding one another by clean
boundaries. Prompt engineering remains an active part of harness practice today, and context engineering
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Figure 2: Illustration of the taxonomy of harness engineering for LLM-based agent systems. The four layers
E, T, C, and L form the structural pillars of the system. The O layer provides system-wide monitoring,
while the V layer delivers evaluation and feedback across components. The G layer enforces governance
and security constraints over the entire system. The color scheme corresponds to the ETCLOVG layers
developed in §2.3.
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A Timeline of Harness Systems
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Figure 3: Timeline of representative agent-harness systems from 2022 to 2026. The timeline situates the
shift from early single-loop agents to richer harness infrastructure spanning execution environments, tool
interfaces, context and memory management, lifecycle orchestration, observability, verification, and gover-
nance. The color scheme corresponds to the ETCLOVG layers developed in §2.3.

continues to mature in parallel with the harness-level concerns we survey here. Our periodization is therefore
best read as a shift in where the marginal engineering effort goes, not as a sequence of replacements.

2.3 The ETCLOVG Seven-Layer Taxonomy

We propose a seven-layer taxonomy for agent harness engineering. We refer to it by the acronym ET-
CLOVG, which stands for Fzecution, Tooling, Context, Lifecycle, Observability, Verification, Governance.
Figure 4 gives the compact visual map; this subsection fixes the interpretation used throughout the survey.

The first four layers describe the structural core of a harness. Execution (E) determines where agent code
runs and what sandbox constraints bound it; Tooling (T) specifies how external capabilities are described,
discovered, and invoked; Context (C) controls what the model can see over short-term, session-level, and
persistent horizons; and Lifecycle (L) organizes the control flow that reads and writes that state, from
single-agent loops to multi-agent and issue-to-pull-request workflows. The remaining three layers describe
the control plane around that core. Observability (O) captures traces, costs, failures, and reliability signals;
Verification (V) turns tasks and traces into evaluation, failure attribution, and regression feedback; and
Governance (G) constrains behavior through permission, identity, policy, hardening, audit, and human
oversight mechanisms. Sections 3-9 develop these seven layers in order, while Sections 10-12 synthesize the
cross-layer tradeoffs and open problems that do not belong to any single layer.

Two design choices distinguish this taxonomy. First, we promote Observability (O) to an independent
layer rather than treating it as a side effect of lifecycle hooks. In production systems, observability has a
dedicated tooling ecosystem (Langfuse, Arize Phoenix, OpenLLMetry) and distinct engineering practices
(OpenTelemetry instrumentation, cost attribution, anomaly detection) that warrant independent treatment.
Second, we introduce Governance (G) as a first-class layer that captures the full spectrum of security and
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Figure 4: Details of the agent harness engineering taxonomy. Each branch corresponds to one ETCLOVG
layer and its major subcategories; representative systems and papers are discussed in later sections.

compliance concerns across three sub-layers: model-level (guardrails, content filters), system-level (gateways,
proxies, permission models), and organizational-level (audit, compliance, human-in-the-loop oversight).
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State management belongs naturally inside Lifecycle and Orchestration (L), alongside the execution flow
that reads and writes it; lifecycle hooks and policy enforcement belong inside Governance (G), where they
align with other constraint mechanisms.

2.4 Scope

We use agent harness in a narrower sense than “any software around an LLM?”: the harness is the engineered
wrapper that turns model calls into bounded, stateful, tool-mediated task execution through execution
substrates, tool interfaces, context control, orchestration, observability, evaluation feedback, and governance
constraints (OpenAl, 2026a; Anthropic, 2025d; LangChain, 2026b). The unit of analysis is therefore the
infrastructure that makes long-running agent behavior controllable, inspectable, and recoverable, not the
foundation model or prompt alone. We draw the boundary functionally rather than by product category:
an agent framework is in scope when it exposes reusable mechanisms such as stateful orchestration, tool
routing, runtime policy hooks, or trace capture; a thin model API wrapper, prompt library, static dataset,
generic container runtime, vector database, APM dashboard, or content filter is out of scope unless it is
explicitly adapted to agent execution, state, evaluation, or tool-use governance.

2.5 Project Collection Procedure

We constructed the corpus as a systematic mapping of publicly documented agent-harness artifacts, using the
reporting discipline of systematic reviews to make the source streams, search strategy, and selection process
explicit (Page et al., 2021). As summarized in Figure 5, candidates were collected from four streams: prior
surveys and benchmark papers, reproducible GitHub searches over names, descriptions, README text, top-
ics, stars, recency, and archival status, curated project lists and package registries, and company engineering
blogs or release notes that introduced harness-level mechanisms (Meng et al., 2026; Jimenez et al., 2024;
Liu et al., 2023a; Zhou et al., 2024; GitHub, 2026; OpenAl, 2026a; Anthropic, 2025d; LangChain, 2026b).
Representative queries combined terms such as agent harness, coding agent, LLM agent sandbox, MCP
server, agent observability, agent memory, agent evaluation, and agent governance. For each re-
tained candidate, we recorded the project name, URL, artifact type, source type, availability status, release
year when identifiable, GitHub metadata when available, and the public evidence used for later ETCLOVG
coding; the metadata snapshot reported in this version was frozen on May 08, 2026.

Search Sources Construction Protocol

__________ o= ——————— - Candidate Collection \
|
I
I

Candidate | ([ Public o e
[ Artifacts ] [ = Documentation ] [% Dedupllcauon]

/———i —————— \ \ I:) 7 Inclusion Criteria \
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|
|
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: Pac.kage Boundary % Layer Evidence
I Reglstrlesj Check Mapping Notes

\

Figure 5: Corpus construction protocol. Candidate artifacts are gathered from GitHub, papers, curated
lists, package registries, and company engineering sources, then deduplicated, checked against the inclusion
criteria, and mapped to ETCLOVG layers using public documentation.
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2.6 Inclusion and Exclusion Criteria

A project was included when it satisfied three conditions: it was publicly documented, it implemented or
specified a concrete harness-level mechanism, and the available evidence was sufficient to assign at least
one ETCLOVG layer. This includes agent frameworks with reusable orchestration or tool-routing logic,
benchmarks that instantiate executable agent environments, sandboxes packaged for agent execution, and
memory, observability, evaluation, or governance systems that operate over agent state, traces, actions, or
policies. We excluded simple chatbot demos, prompt packs, thin model-client wrappers, static datasets or
leaderboards without an agent runtime, generic infrastructure components that were not agent-facing, and
product pages whose technical behavior could not be inspected from public documentation. Borderline cases
were resolved by mechanism rather than label: a repository named as an “agent” was not sufficient for
inclusion, while an evaluation or sandbox project was included when it supplied reusable harness machinery.

2.7 Coding Protocol

Each retained project was coded against the seven ETCLOVG layers using the public artifact itself as
evidence: README files, documentation pages, papers, examples, release notes, and, when needed, repos-
itory structure. Coding was multi-label because many systems span layers; the primary layer marks the
mechanism most central to the artifact, while secondary layers are assigned only when the documentation
exposes an independent capability rather than an incidental dependency. The current snapshot uses a single-
primary-coder protocol with author audit rather than a formal multi-coder agreement study, so we do not
report Cohen’s kappa or a comparable inter-annotator statistic. Ambiguous cases were revisited after the
full set had been coded, using a conservative rule: if the public evidence did not clearly show an agent-facing
mechanism, the layer assignment was withheld.

2.8 Limitations of the Corpus

The corpus should be read as a map of the visible agent-harness ecosystem, not as a census of all deployed
agent infrastructure. It is biased toward English-language sources, GitHub-visible projects, open-source
artifacts, and systems whose maintainers publish enough implementation detail for external coding. Com-
mercial production systems are underrepresented unless their engineering blogs, documentation, or SDKs
expose the relevant mechanisms, and coding-agent infrastructure is overrepresented because it has unusually
rich public traces: repositories, benchmarks, sandboxes, issue-to-pull-request workflows, and release notes.
The layer assignments also reflect public documentation rather than private architecture, so absence from a
layer means “not publicly evidenced” rather than “not implemented.”

2.9 Aggregate Analysis

The 1704 project mapping reveals an ecosystem that is broad but uneven. Execution, tool interfaces, life-
cycle orchestration, and verification have the densest visible coverage because coding, web, terminal, and
computer-use agents all require runnable environments, tool contracts, control loops, and repeatable evalu-
ation before they can be useful. Context and memory appear across many projects but are often embedded
inside larger frameworks rather than released as standalone harness components. Observability and gov-
ernance are thinner in open-source coverage and more often appear through commercial platforms, SDK
features, or engineering writeups, suggesting that operational control has matured later than runtime and
benchmark infrastructure. Cross-layer projects are increasingly common: the most complete systems com-
bine sandboxing, tool protocols, orchestration, tracing, evaluation, and permission controls, which supports
the central claim that harness engineering is an integrated systems problem rather than a collection of
isolated add-ons.
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3 Execution Environment and Sandbox (E)

We open the layer-by-layer treatment with the Execution Environment and Sandbox (E) layer, the first of
the seven pillars of ETCLOVG (Claim 2 in §1). The systems we discuss are drawn from the 170+ project
corpus that supports Claim 3.
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Figure 6: Representative work on execution environments and sandboxes for LLM agents, organized by the
chapter’s sandbox categories.

3.1 Scope and Concepts

3.1.1 Definition

The execution environment of an agent refers to the infrastructure layer in which agent actions are physically
executed. In the context of LLM agents, the execution environment and sandbox are tightly coupled concepts.
As a result, production agent systems almost invariably execute actions within a sandboxed environment.

3.1.2 Why Sandboxing Is Central in the Agent Era

Sandboxing in the agent era is not merely a security measure inherited from traditional multiple tenant
code execution. It simultaneously serves three distinct purposes, and the combination of these three is what
elevates sandboxing from an operational detail to a first-class concern in agent harness design.

The first purpose is security. Agent sandboxing faces challenges beyond traditional multiple tenant code
execution. LLM-generated code is neither auditable nor predictable at scale, ruling out static review as a
primary defense. Agents execute autonomously over multiple steps, so human intervention is not available
at action execution time. Prompt injection attacks can repurpose an otherwise benign agent as a vector
for sandbox directed attacks, blurring the boundary between trusted user intent and hostile input. Recent
empirical work on sandbox escape suggests that these concerns are not hypothetical, and we defer quantitative
evidence to §3.3.

The second purpose is reproducibility. Long-horizon agent tasks and the evaluation harnesses that measure
them (§8) require the ability to reset execution state to a known baseline. A Docker container or a microVM
can be destroyed and rebuilt on demand, whereas a developer’s workstation cannot, and this property is
what makes sandbox-based evaluation standards such as SWE-bench Jimenez et al. (2024) and OSWorld Xie
et al. (2024) practical. At training time, when a single task may be replayed hundreds of times across parallel
trajectories, the absence of a cheap reset mechanism is itself a scalability bottleneck.

The third purpose is liveness, and it is the one most specific to the agent era. Without a sandbox, every
potentially risky action that an agent wishes to execute, for example a file write, a package install, or an
outbound network call, must be gated by an explicit permission prompt to a human. At scale, this creates
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two failure modes: users abandon the agent out of frustration, or they approve everything reflexively and
defeat the safety rationale of the prompts. A sandbox breaks this deadlock by defining a bounded region
within which the agent is authorized to act freely, shifting permission from a action question to a session
configuration. Anthropic reports that introducing sandboxing to Claude Code reduced permission prompts
by 84% while preserving safety Anthropic (2025b). Under this framing, a sandbox is simultaneously a cage
and a license, and the license aspect is what enables autonomous long horizon execution in the first place.

Of these three purposes, security is shared with traditional sandboxing, reproducibility is amplified in the
agent setting, and liveness is essentially new. Their combination is what justifies treating agent sandboxing
as a distinct research object rather than a downstream application of container technology.

3.2 Categories of Agent Sandboxes

Agent sandbox infrastructure has diversified in 2024 to 2026 from a small set of general-purpose runtimes into
several distinct product categories, each optimized for different agent task types. We organize the landscape
into seven categories along the axis of workload and use case, which we find most informative to a harness
designer choosing among systems. The orthogonal axis of isolation technology, including containers, user
space kernels such as gVisor Google (2018), microVMs such as Firecracker Agache et al. (2020) and Kata
Containers Kata Containers Project (2017), WebAssembly, and OS-level primitives such as bubblewrap and
Seatbelt, is discussed as a design property within each subsection rather than as a top-level category, because
the same isolation primitive is reused across different workloads. The seven categories are general-purpose
managed sandboxes (§3.2.1), computer-use agent infrastructure (§3.2.2), code-specialized sandboxes (§3.2.3),
framework-integrated runtimes (§3.2.4), browser evaluation environments (§3.2.5), OS-level permission sand-
boxes (§3.2.6), and sandbox abstraction layers (§3.2.7). The following subsections present each category.

3.2.1 General-Purpose Managed Sandboxes

General-purpose managed sandboxes provide commercial or open-source sandbox-as-a-service platforms that
expose arbitrary OCI container images through the APT interfaces, with shell, filesystem, network, and inter-
preter support for unspecified workloads. Representative systems include Daytona Daytona Platforms, Inc.
(2024), which pivoted from developer environments to agent sandboxes with sub-90 ms cold-start provision-
ing; E2B E2B (2024), an agent sandbox built on Firecracker microVMs Agache et al. (2020); Modal Modal
Labs (2024), a Python platform using gVisor Google (2018) with massive autoscaling; Northflank Northflank
(2024), a platform supporting Kata Containers Kata Containers Project (2017), Firecracker, and gVisor si-
multaneously; OpenSandbox Alibaba (2026) from Alibaba, an open source general-purpose sandbox; and
Docker Sandboxes Docker, Inc. (2025), Docker’s official microVM-based offering released in 2025.

Design decisions across this category converge on several patterns: ephemeral-by-default semantics with
optional persistent sessions, API interfaces exposed as SDKs in Python and TypeScript, and support for
arbitrary OCI images. Systems diverge on isolation strength and operational model. Daytona defaults to
container isolation with optional Kata Containers, while E2B, Modal, and Docker Sandboxes ship microVM
or gVisor isolation by default. Northflank uniquely allows each workload selection among backends, reflecting
the industry recognition that no single isolation primitive fits all threat models. We observe a broader trend
from kernel container isolation toward dedicated-kernel microVM isolation, driven by the observation that
LLM-generated code has unpredictable syscall patterns that cannot be characterized in advance.

3.2.2 Computer-Use Agent Infrastructure

Computer-use agent infrastructure represents a distinct execution model in which agents interact with graph-
ical interfaces via simulated mouse, keyboard, and screen observation rather than through APIs or shell
commands. Representative systems include Anthropic’s Computer Use Anthropic (2024b), the flagship com-
mercial implementation enabling Claude to directly operate desktop environments; CUA Cua (2024), an
open-source computer-use agent infrastructure; and the VM-based environments provided by OSWorld Xie
et al. (2024), which serves dually as evaluation harness (§8) and as a reference computer-use sandbox.
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These systems package a full or near full desktop environment (typically via Xvfb with a window manager
or a complete VM) within the sandbox, and expose pixel-coordinate and keystroke actions to the agent. The
action space is substantially larger than in API-based categories, but reliability depends on visual grounding,
and the complete OS attack surface demands stronger isolation, typically microVM or full VM. Compared
with the managed sandboxes of §3.2.1, computer-use sandboxes trade density and startup latency for fidelity:
a full desktop environment is heavier to boot and harder to multiplex than a headless shell sandbox, but it
is the only execution model in which the agent can operate applications that expose no API.

3.2.3 Code-Specialized Sandboxes

Code-specialized sandboxes are lightweight, environments optimized for code generation, evaluation, and
data analysis rather than for general purpose shell access. Representative systems include JudgeO Dosilovic¢
(2024), a code evaluation sandbox originally designed for judging and widely reused as a component of coding
agent evaluation pipelines; OpenAl Code Interpreter OpenAT (2023), the production-scale sandboxed Python
environment underlying ChatGPT’s Advanced Data Analysis; sandboxed.sh ThOrgal (2026), a shell sandbox
for coding agents; and langchain-sandbox LangChain (2025c), which uses Pyodide Pyodide Contributors
(2018) compiled to WebAssembly and executed under the Deno runtime to sandbox agent-generated Python
locally without containers, a design also advocated by NVIDIA for client agentic workflows NVIDIA (2024).

Unlike the general purpose sandboxes of §3.2.1, these systems preinstall compilers and interpreters, default to
stateless request-level execution, and optimize for high concurrency parallelism. The design choice sacrifices
workload generality for startup speed, evaluation throughput, and simpler threat models. A notable sub-
trend is the shift from container-based code sandboxes toward WebAssembly-based ones: WebAssembly
offers capability-based security, deterministic execution, and microsecond-scale instantiation at the cost of a
restricted Python standard library and reduced native extension support.

3.2.4 Framework-Integrated Runtimes

Framework-integrated runtimes are execution environments bundled inside a broader agent framework rather
than exposed as standalone sandbox products. They ship together with the framework’s orchestration
loop, tool registry, and prompt conventions, and cannot be consumed independently without adopting the
surrounding framework. Representative systems include the OpenHands runtime Wang et al. (2025b), a
Docker sandboxed environment that integrates bash, IPython, a Chromium browser, and an API server
into a single image; agent infra sandbox Agent Infra (2024), an explicit all-in-one design packaging browser,
shell, filesystem, MCP, and VSCode into one environment; and the executor layer of smolagents Roucher
et al. (2025), which provides in framework implementations of local, Docker, E2B, Modal, and WebAssembly
execution.

The defining trade-off in this category is between bundle and compose: framework-integrated runtimes
prioritize out of the box capability coverage at the cost of larger image size, slower startup, and tight
coupling to one framework’s abstractions. In contrast, the general-purpose sandboxes of §3.2.1 take the
opposite approach of minimal environments composed via external abstractions. Whether the composition
approach displaces bundled runtimes in the long run depends on whether standards such as MCP reduce
the penalty of assembling capabilities at runtime rather than at build time.

3.2.5 Browser Evaluation Environments

Browser evaluation environments occupy a dual role as both sandboxes and evaluation harnesses. Repre-
sentative systems include WebArena Zhou et al. (2024), a self-hosted cluster of realistic web applications
paired with Playwright-based interaction; VisualWebArena Koh et al. (2024), which extends WebArena
with multimodal visual grounding tasks; and BrowserGym Chezelles et al. (2024), which together with
WorkArena Drouin et al. (2024) provides a standardized gym-style interface for browser-based agent execu-
tion and benchmarking.

These systems provide isolated web execution environments (sandbox role) while simultaneously supplying
reproducible task definitions with automated evaluation (harness role). The dual function distinguishes them
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from the computer-use category of §3.2.2, which operates at the desktop rather than the browser level, and it
creates a direct interface between the execution environment discussed here and the evaluation infrastructure
discussed in §8. Browser environments also expose a distinct threat surface: because the browser ingests
untrusted web content, they are a natural substrate for studying indirect prompt injection and multimodal
red-teaming attacks against agents Debenedetti et al. (2024); Greshake et al. (2023); Zhang et al. (2026a);
Wei et al. (2026).

3.2.6 0OS-Level Permission Sandboxes

OS-level permission sandboxes implement fine-grained filesystem and network isolation using operating-
system primitives (bubblewrap on Linux, Seatbelt on macOS, or seccomp-bpf for syscall filtering) rather than
containers, VMs, or user-space kernels. They are substantially lighter than container sandboxes while provid-
ing directory and domain access control. Representative systems include Anthropic’s sandbox-runtime An-
thropic (2025¢), an open-source npm package that wraps arbitrary commands with filesystem and network
allowlists enforced via bubblewrap and a local HTTP/SOCKS5 proxy; the sandboxing features built into
Claude Code itself Anthropic (2025b), which consume that runtime to restrict the bash tool’s filesystem and
network access to configured boundaries; and IsolateGPT Wu et al. (2025), a research system that applies
seccomp and setrlimit to enforce execution isolation across tool-calling LLM applications.

The design philosophy of this category is permission, not partition: the goal is not to provide a fresh
OS image for every session but to give an agent a narrowed view of the existing host so that prompt-
injected or hallucinated commands cannot modify sensitive files or exfiltrate data. Anthropic reports that
such boundaries reduced permission prompts in Claude Code by 84% while preserving safety Anthropic
(2025b), illustrating the productivity motivation for OS-level sandboxing: permission prompts are themselves
a liveness failure in long-horizon agent execution. Because the host kernel is shared, OS-level permission
sandboxes offer weaker isolation against adversarial code than microVM-based managed sandboxes (§3.2.1);
they are appropriate when the threat model is prompt injected rather than fully adversarial code.

3.2.7 Sandbox Abstraction Layers

Sandbox abstraction layers are not sandboxes themselves but interfaces that unify multiple sandbox back-
ends behind a single API, allowing a harness to switch execution substrates without rewriting agent code.
Representative systems include SWE-ReX SWE-agent Team (2024), a runtime interface developed by the
SWE-agent team Yang et al. (2024) that unifies Docker, AWS Fargate, Modal, and Daytona as interchange-
able backends; the executor interface of smolagents Roucher et al. (2025), which exposes local, e2b, modal,
docker, blaxel, and wasm as a single parameterized executor_type; and the Agent Sandbox Kubernetes
SIG Apps (2025) project under Kubernetes SIG Apps, which introduces a Sandbox CRD and controller
exposing gVisor and Kata Containers as pluggable isolation backends through a declarative API.

The emergence of this category reflects a maturing understanding that execution infrastructure should be
replaceable. A harness that hard-codes a particular sandbox API couples its orchestration logic to one
vendor’s ephemeral product; an abstraction layer decouples what the agent runs from where it runs. We
observe a convergence between research projects (SWE-ReX), framework-embedded interfaces (smolagents
executors), and emerging infrastructure standards (the Kubernetes agent-sandbox CRD), suggesting that
sandbox abstraction is becoming a distinct layer of the agent harness stack rather than a feature of individual
systems.

Synthesis. Across the seven categories, three cross-cutting trends are visible. First, the field is bifur-
cating along isolation strength rather than converging: managed sandboxes (§3.2.1) are migrating from
shared-kernel containers toward dedicated-kernel microVMs, while OS-level permission sandboxes (§3.2.6)
dispense with separate environments entirely and instead narrow the host’s view. The middle ground of
plain Docker containers is being squeezed from both ends, and the choice between the two extremes re-
flects the threat model (fully adversarial code versus prompt-injected but otherwise cooperative code) rather
than a universal technology preference. Second, evaluation robustness is emerging as a first-class concern:
container-escape benchmarks such as SandboxEscapeBench Marchand et al. (2026) and security benchmarks
for code-interpreter agents such as CIBER Ba et al. (2026) show that sandbox configurations currently de-
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ployed in production are partially bypassable by frontier models. Third, the field is separating infrastructure
level isolation (what this section covers) from semantic or capability-level isolation at the tool calling layer.
CaMeL’s control flow integrity design Debenedetti et al. (2025) and Progent’s programmable privilege con-
trol Shi et al. (2025a) exemplify the latter, and belong to the tool-use chapter (§4) rather than to sandbox
infrastructure proper. These two lines are complementary: an infrastructure sandbox constrains the blast
radius of an action once it is executed, while semantic isolation constrains which actions are permitted in
the first place. A complete agent harness requires both.

3.3 Threat Model and Sandbox Escape

Sandboxing agent execution faces both traditional container-level threats (container escape, side channels,
resource exhaustion) and agent specific threat classes that amplify classical concerns. First, prompt injection
attacks allow external input, such as retrieved web pages, tool responses, or file contents, to hijack agent
behavior and initiate malicious sandbox operations. Second, goal misalignment can cause the agent itself to
actively attempt sandbox escape as an instrumental subgoal. Third, compositional amplification occurs when
agents with multiple tools access allow a single sandbox weakness to cascade across integrated capabilities.

Empirical evidence on sandbox escape in the agent setting is limited but concerning. Sandbox-
EscapeBench Marchand et al. (2026) evaluates frontier LLMs in a nested sandbox capture-the-flag setting
and reports 15% to 35% escape success rates against Docker-based containers, depending on container con-
figuration. The benchmark covers a spectrum of escape mechanisms, including misconfiguration, privilege
allocation mistakes, kernel flaws, and runtime or orchestration weaknesses, and its results establish that
the threat is realized rather than merely theoretical even at current model capabilities. Defense research
remains in early stages. IsolateGPT Wu et al. (2025) proposes an execution isolation architecture for LLM-
based agentic systems, reporting under 30% performance overhead for three-quarters of tested queries while
preventing cross-application data leaks. Transactional sandboxing approaches Yan (2025) provide rollback-
based protection, reporting approximately 14.5% overhead with high interception rates for risky commands.
A complementary perspective is offered by LLM-in-Sandbox Cheng et al. (2026), which argues that minimal
rather than maximally capable sandbox environments reduce both the attack surface and unnecessary agent
complexity.

Taken together, these results expose a gap between offensive and defensive progress. Offensive evaluation
has produced a concrete and reproducible benchmark, whereas defensive work is still fragmented across
isolated prototypes that differ in threat model, evaluation protocol, and baseline assumptions. An agent-
native runtime security framework that systematically addresses prompt injection, goal misalignment, and
compositional amplification under a common evaluation methodology is an open research direction, which
we revisit in §12.1.

3.4 Deployment Modes

Agent sandbox infrastructure has diversified across deployment modes beyond the original self-hosted Docker
pattern. Three modes coexist in current practice. In the self-hosted mode, developers manage sandbox in-
frastructure directly, which is the default pattern for OpenHands and SWE-agent. In the cloud (SaaS) mode,
sandbox as a service providers handle infrastructure, as exemplified by E2B, Modal, and Daytona Cloud. In
the hybrid or bring-your-own-cloud (BYOC) mode, agent logic and sandbox execution are decoupled across
environments; examples include the OpenHands SDK’s Local and Remote Workspace abstraction Wang
et al. (2025¢) and the BYOC offerings of E2B and Northflank.

The evolution across these modes has been driven by two complementary forces. On one hand, practitioner
reports frame the deployment choice along three axes of latency, security, and scalability Anthropic (2025b;f).
Self-hosted sandboxes offer lowest latency and tightest iteration loops but bear the full operational burden;
cloud sandboxes invert this trade-off, providing elastic scale and managed security at the cost of network
round-trips; hybrid modes attempt to keep sensitive data local while delegating execution capacity. On the
other hand, organizational constraints such as data residency, compliance, and auditability push deployments
toward hybrid architectures even when latency and scalability would favor a single mode solution.
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In observed practice, self-hosted sandboxes predominate in interactive development and single-tenant scenar-
ios, while cloud sandboxes are more common in multiple tenants and large scale deployments. Hybrid modes
are emerging specifically for scenarios where compliance or data-locality requirements coexist with the need
for large pools of ephemeral execution capacity. Systematic empirical comparison across these modes under
realistic agent workloads remains absent, and we treat it as part of the broader runtime agenda in §12.1.

3.5 Summary

Execution environments are the physical substrate of an agent harness: they provide the security boundary,
the reset mechanism for reproducible evaluation and training, and the bounded region in which long-horizon
agents can act without command human approval. The seven categories surveyed in this section show that
the design space is now shaped less by a single isolation primitive than by workload fidelity, threat model,
and operational mode. Managed sandboxes and computer-use environments emphasize strong isolation
and realistic execution; code-specialized and browser environments emphasize throughput and evaluation
structure; framework-integrated runtimes bundle capability for convenience; OS-level permission sandboxes
narrow local authority; and abstraction layers make the substrate replaceable.

This design space creates a recurring tension between capability, control, and cost. High risk workloads
push toward microVMs and managed clouds, interactive local workflows push toward lightweight permission
boundaries, and large scale training or evaluation pushes toward fast resettable substrates. The unresolved
questions about runtime defense, economics, portability, bundle versus compose design, and cross layer
coupling are therefore not isolated execution layer footnotes; they reappear as survey-wide open problems in
§12.1.

4 Tool Interface and Protocol Layer (T)

The Tool Interface and Protocol layer (T) is the second pillar of ETCLOVG (Claim 2 in §1). The protocols,
descriptions, and registries we discuss are drawn from the 1704 project corpus that supports Claim 3.
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Figure 7: Representative work on tool interfaces and protocols for LLM agents, organized by the chapter’s
tool-layer categories.

The tool interface and protocol layer defines how an agent discovers capabilities, represents callable affor-
dances, and executes actions across heterogeneous runtime boundaries. In practice, this layer sits at the
fault line between two competing objectives: increasing capability coverage by exposing more tools, versus
preserving decision quality by keeping the action space and prompt footprint small. Recent engineering guid-
ance from production agent systems repeatedly reports that oversized tool menus can degrade reliability,
increase token overhead, and amplify planning errors (Anthropic, 2025d; OpenAl, 2026c).

We organize this layer into four complementary directions: protocol and interface standards; tool descrip-
tion, discovery, and selection; tool-augmented model training and integration; and scalability and session
management.
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4.1 Protocol and Interface Standards

MCP has become the most visible tool-integration substrate for coding and enterprise agents, with an explicit
host-client-server architecture and JSON-RPC-based typed exchange of tools, resources, and prompts (Model
Context Protocol, 2025b;c;a). The practical value of MCP is not only schema-level interoperability, but also
ecosystem liquidity: agent builders can reuse an expanding server catalog instead of implementing custom
connectors for each deployment.

A2A targets a different but adjacent boundary. Rather than exposing tools to one agent process, it standard-
izes communication among opaque agentic applications, including discovery through Agent Cards, support
for synchronous and streaming interactions, and long-running task collaboration (A2A Project, 2025). Re-
cent protocol surveys place MCP and A2A in complementary roles: MCP primarily for tool/context access,
A2A for inter-agent delegation and collaboration (Ehtesham et al., 2025). A more useful organizing principle,
in our view, is to categorize tool/interface standards by the integration boundary they cross rather than by
vendor lineage or release timeline. Under this lens, four boundaries emerge: Model+»Function (structured
invocation), Agent<sExternal capability (runtime-to-tool decoupling), Agent«>Agent (cross-process delega-
tion), and Agent<>Repo/environment (version-controlled policy). Table 1 summarizes this view and makes
explicit why several widely compared standards (e.g., MCP vs. A2A, or Function calling vs. OpenAPI)
occupy non-overlapping roles in a single harness.

Function-calling schemas and API-description standards remain foundational building blocks in this layer.
OpenAl-style function calling operationalizes tool invocation through JSON schema and explicit call/return
turns (OpenAl, 2026¢); OpenAPI provides a language-agnostic, machine-readable API contract that many
agent frameworks use as a source for tool generation and validation (OpenAPT Initiative, 2025). In addition,
repository-level instruction files such as AGENTS.md and AGENT.md provide a lightweight alternative for
encoding tool usage and workflow constraints directly in version control, reducing setup friction for code
agents (agentsmd, 2025; agentmd, 2025).

Table 1: Tool/interface standards arranged along the integration boundary they cross (rows) and four
harness-relevant capability axes (columns). @ = first-class support; ©= partial or convention-level; O = out
of scope. References appear in the surrounding text.

Boundary Standard Wire Typed Runtime disc. Long-running
Model <> Function Function calling JSON [ @) O
Agent «+» Capability MeP JSON-RPC e ¢ v
OpenAPI HTTP o © @)
A2A JSON-RPC ® [ ) [ )
Agent +» Agent
ACP / ANP HTTP ° ° °
Agent <» Repo / env.  AGENTS.md / AGENT.md Markdown O © O

4.2 Tool Description, Discovery, and Selection

Once protocols define how calls are made, the next bottleneck is which tools should be surfaced and selected
at each step. A growing line of work studies tool documentation quality, retrieval, and dynamic candidate
pruning. EASYTOOL analyzes the challenge of selecting suitable tools from large inventories (Yuan et al.,
2025). AnyTool and CRAFT focus on reducing manual specification burden by automatically constructing
or refining tool-use pipelines (Du et al., 2024; Yuan et al., 2023). MetaTool benchmark-style evaluations show
that tool retrieval and invocation quality can diverge substantially across domains and query forms (Huang
et al., 2023). More recent work such as MCP-Zero, ToolRet, and ToolRegistry emphasizes retrieval-aware
orchestration and registry quality as first-order determinants of downstream agent success (Fei et al., 2025;
Shi et al., 2025b; Ding, 2025). A closely related direction extends tool selection to reusable skills, where
agents must identify relevant procedural modules rather than only compact API schemas. SkillRouter (Zheng
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et al., 2026) and SkillRet (Cho et al., 2026) both study this skill-selection problem at scale, highlighting the
need to retrieve the right skill from large and overlapping skill libraries.

At the system level, these results reinforce two design principles. First, “fewer but better tools” often out-
performs brute-force tool exposure because it shrinks both prompt entropy and planner branching. Second,
discovery pipelines must be adaptive: static, global tool lists do not scale to rapidly evolving repositories or
multi-tenant enterprise deployments.

4.3 Tool-Augmented Training and Integration

The third direction shifts from runtime orchestration to model capability acquisition. Toolformer demon-
strates self-supervised augmentation for learning when and how to insert API calls during generation (Schick
et al., 2023). Gorilla and ToolLLM /ToolBench extend this line with larger tool corpora, instruction-tuning
pipelines, and execution-centric supervision for API use (Patil et al., 2024b; Qin et al., 2024). ToolkenGPT
and CREATOR explore token-level or controller-style integration to improve call formatting fidelity and
planning stability (Hao et al., 2023; Qian et al., 2023b).

In production harnesses, these model side advances are typically paired with framework level runtime stacks,
such as LangChain, Semantic Kernel, and smolagents, that provide memory abstractions, routing middle-
ware, and tool adapters (LangChain, 2026¢; Microsoft, 2026; Hugging Face, 2026). The coding agent setting
also exposes a second, more semantic class of tools: static analyzers, type checkers, solver backed verifiers,
proof assistants, and patch equivalence or fault localization checkers. Ugare & Chandra (2026) frame this
space as agentic code reasoning: an agent explores a repository and reasons about code behavior with-
out necessarily executing the code. Their semi formal reasoning method sits between unstructured chain
of thought and fully formal verification by forcing the agent to state premises, trace program paths, and
derive explicit conclusions, improving patch equivalence verification, fault localization, and code question
answering. For the tool layer, the implication is that automated reasoning tools should return evidence
bearing artifacts, such as traces, proof obligations, counterexamples, or structured certificates, rather than
only black box yes/no answers. The combined evidence suggests that tool competence is jointly determined
by pretraining and fine tuning signals, interface schema quality, and runtime selection policy; improving only
one component yields limited gains.

4.4 Scalability and Session Management

A recurring operational challenge is session management under long horizons. Stateful tool sessions improve
continuity but increase bookkeeping complexity, especially when calls are parallelized or delegated across
multiple agents. Failure modes include stale handles, inconsistent tool state across retries, and context-
window saturation from verbose tool traces. Effective harness design therefore requires explicit lifecycle
controls for tool sessions, bounded tool context injection, and observability hooks that can attribute errors
to either planner logic or interface/protocol failures.

Finally, ecosystem-level landscape curation can help practitioners quickly map available protocol and tooling
options, but benchmark-grounded comparison remains essential for deciding which protocol and tool-routing
strategy should be adopted in a given deployment.

5 Context and Memory Management (C)
Context and Memory Management (C) is the layer where prompt and context engineering meet harness

engineering. We treat it as the third pillar of ETCLOVG (Claim 2 in §1), with examples drawn from the
170+ project corpus that supports Claim 3.
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Figure 8: Representative work on context and memory management for LLM agents, organized by the
chapter’s context-layer categories.

This layer governs what information the model sees at each step of execution and how knowledge persists
across turns and sessions. The core engineering problem is simple to state: give the model exactly the
right information at each step, nothing more. Too little context and the agent lacks the state needed to act
correctly. Too much and performance degrades in ways that are measurable, consistent across models, and
not fully understood.

We structure this section around time horizon. Section 5.1 establishes why context requires active manage-
ment rather than passive accumulation. Section 5.2 defines context engineering as a discipline distinct from
prompt engineering. Sections 5.3 through 5.5 cover the three memory tiers that have emerged in production
practice: the active context window (short-term), session-level persistence (mid-term), and cross-session stor-
age (long-term). Section 5.6 addresses the coordination problem that arises when agents run for hundreds
of turns. Section 5.7 closes with what remains unsolved.

5.1 Why Context Must Be Engineered

Larger context windows do not solve the memory problem. Understanding why requires looking at the
architecture.

Quadratic attention cost. The transformer’s self-attention mechanism computes pairwise relationships
between every token in the context (Vaswani et al., 2017). For n tokens, this produces n? pairwise weights;
compute and memory scale quadratically with context length. Engineering techniques such as FlashAttention
and position-encoding interpolation reduce constant factors, but the quadratic structure is architectural.
Doubling the context does not double cost — it quadruples it. This makes the context window a scarce
resource.

The U-shaped attention curve. Architectural cost alone does not explain why models fail on long contexts
even when computation is affordable. Liu et al. (2024) provided the key empirical result: on multi-document
question answering with 20 input documents, accuracy drops by more than 30% when the relevant document
sits in the middle of the context, compared to placing it at the start or end. This U-shaped performance
curve holds across models, tasks, and context lengths, including models trained specifically on long contexts.
The practical implication is direct: information placement matters as much as information presence. An
agent that retrieves the right content but positions it poorly gains little from the retrieval.

Context rot at scale. Hong et al. (2025) evaluated 18 frontier models, including GPT-4.1, Claude Opus 4,
Gemini 2.5, and Qwen3, under controlled conditions designed to isolate input length from task difficulty.
Every model degraded as input grew. The degradation was non-uniform and task-specific. Semantically am-
biguous queries, where the relevant passage does not lexically match the question, showed steeper degradation
than exact-match queries, pointing to a compound failure: the model cannot localize relevant information,
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and then cannot reason over it once located. The degradation also begins well before windows are full. A
model rated for 200K tokens may show significant performance loss at 50K. This phenomenon, which Hong
et al. (2025) call context rot, is not an edge case. It is the normal operating condition for any agent that
accumulates tool results, intermediate reasoning, and file contents over multiple steps.

Taken together, these results establish that context management cannot be an afterthought. Every decision
about what to include, where to place it, and when to remove it has direct consequences for agent reliability.

5.2 From Prompt Engineering to Context Engineering

The shift from prompt engineering to context engineering reflects a shift in scope (Karpathy, 2025). Prompt
engineering optimizes a largely static text input to a single model call. In vision, the same framing extends
to continuous learnable tokens: visual prompt tuning prepends a small set of trainable vectors to the patch
sequence of a frozen vision transformer, adapting it to downstream tasks while updating less than 1% of model
parameters (Jia et al., 2022; Xiao et al., 2025). Both the text and vision variants share the core characteristic
of prompt engineering: a fixed, single-call optimization targeting one input modality. Context engineering
optimizes the full information state available to the model at each inference step across a multi-step task.

Anthropic’s applied Al team defines it as “the set of strategies for curating and maintaining the optimal
set of tokens during LLM inference, including all the other information that may land there outside of the
prompts” (Anthropic Applied AT Team, 2025). The guiding principle that follows is finding the smallest
set of high-signal tokens that maximizes the probability of the desired outcome at each step. This principle
drives every technique in this section. Progressive disclosure loads information just in time rather than
upfront. Compaction removes tokens that have served their purpose. Memory retrieval pulls in only the
records most relevant to the current task.

What context contains. In a deployed agent, context at inference time includes the system prompt and
behavioral instructions, tool definitions and schemas, prior turn history, tool call results from the current
trajectory, retrieved documents or memory records, and any dynamically injected working state. All of these
compete for the same finite attention budget. Context engineering means making explicit choices about each
component at each step, rather than letting them accumulate unchecked.

The maturation of this practice is visible in the ecosystem. First-principles handbooks (Kimai, 2025) and
curated surveys (Meirtz, 2025) now treat context engineering as a discipline in its own right. The three-tier
memory architecture, covering the active context window, session-level state, and cross-session storage, has
emerged as the dominant organizing framework. It maps directly onto the classical memory hierarchy of
operating systems, which provides both useful intuition and a vocabulary for matching the right technique
to the right time horizon.

5.3 Short-Term: Managing the Active Context Window

Short-term context management governs what the model sees during a single inference step or a short
sequence of steps within a session. These decisions have the most immediate effect on model behavior and
carry the highest cost when made poorly.

System prompt calibration. The system prompt establishes the agent’s behavioral envelope and consumes
a fixed budget on every call. Anthropic Applied AT Team (2025) characterize the design challenge as finding
the right altitude: prompts that are too specific introduce brittle, maintenance-heavy logic; prompts that are
too vague leave the model without concrete guidance. In practice, effective system prompts are organized into
clearly delineated sections for background, instructions, tool guidance, and output format, using XML tags
or Markdown headers to separate them. The recommended workflow is to start with a minimal prompt on
the best available model, identify failure modes empirically, then add targeted instructions to address specific
gaps. Preemptively enumerating every edge case tends to bloat prompts without improving reliability.

Token-efficient tool design. Tool definitions are a major context consumer. Every schema, name, de-
scription, and parameter type is injected at every call. A large tool set can consume tens of thousands of
tokens before the agent reads the user request. The principle that emerges from production deployments is to
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prefer fewer, more expressive tools over a large menu of narrow ones. If a human engineer cannot say which
tool applies in a given situation, the model cannot be expected to do better. Tools should be self-contained,
robust to error, and unambiguous in their intended use, with descriptive parameter names that play to the
model’s strengths.

Just-in-time retrieval and progressive disclosure. Rather than loading all potentially relevant infor-
mation upfront, effective agents maintain lightweight identifiers such as file paths, stored queries, and web
links, and use them to load data on demand as the task unfolds. Anthropic Applied AT Team (2025) call
this approach progressive disclosure. It mirrors how human experts work: we do not memorize corpora, we
build external indexing systems and retrieve on demand. Claude Code uses a hybrid strategy in practice.
CLAUDE . md files are loaded at session start to provide project context, while glob and grep commands let the
agent navigate and load specific file contents just in time. This sidesteps both the stale-indexing problem and
the cost of large prefills. Environmental metadata also carries implicit signals. File sizes suggest complexity;
naming conventions hint at purpose; timestamps proxy for relevance. Agents can assemble understanding
layer by layer, keeping only what is currently necessary in the active window.

KV-cache-aware context design. Prompt caching is the single most cost-effective optimization available
to production agent deployments, and its benefit depends entirely on how context is structured. After
five architectural iterations of their production agent, the Manus team identified KV-cache hit rate as “the
single most important metric for a production-stage Al agent,” noting that cached tokens on Claude Sonnet
cost $0.30/MTok compared to $3.00/MTok for uncached tokens (Manus Team, 2025). Three design rules
follow from the caching model. First, keep the prompt prefix stable: a single token difference at the start
of the system prompt invalidates the cache for everything that follows. Second, treat context as append-
only: modifying past actions or observations breaks cache reuse by creating a different prefix sequence.
Third, use deterministic serialization: non-stable key ordering in JSON serialization silently invalidates
caches across otherwise identical requests. Because tool definitions typically appear near the front of the
serialized context, adding or removing tools invalidates cached content for all subsequent turns. Manus
addresses this by using a context-aware state machine that masks token logits during decoding to prevent
selection of unavailable actions, rather than modifying the tool definition list at runtime (Manus Team,
2025). Anthropic’s context management release operationalizes caching at the product level through explicit
cache_control breakpoints (Anthropic, 2025¢).

The tooling ecosystem for short-term management has grown to include production skill libraries covering
KV-cache compaction patterns between agent calls (Koylan, 2025) and infrastructure projects providing
MCP-centric primitives for dynamic context assembly (context-space, 2025).

5.4 Mid-Term: Session State and Cross-Run Persistence

Mid-term context management addresses the gap between the active context window and a full long-term
memory system. The specific problem is how an agent preserves and restores state across turns within a
session, or across multiple runs of the same task. The engineering value is high: a few hundred tokens
of structured working state can bridge context resets that would otherwise cause the agent to lose all
accumulated progress.

Structured note-taking. The simplest mid-term technique has the agent maintain a persistent notes file,
typically a NOTES.md or todo.md, reading it at the start of each run and updating it before the context is
cleared. Anthropic Applied AT Team (2025) illustrate this through Claude playing Pokémon over thousands
of game steps. Without any explicit instruction about memory structure, the agent developed maps of
explored regions, maintained tallies of combat strategies and their outcomes against specific opponents, and
tracked objectives across context resets. After each compaction step that cleared the main conversation
history, the agent read its own notes and continued multi-hour training sequences without losing coherence.
The key insight is that note-taking externalizes working memory. Rather than relying on conversation history
to carry task state, the agent writes what matters to an external store and reads it back on demand.

File-based planning and task externalization. An extension of structured note-taking externalizes
the full planning representation to disk. Tools such as planning-with-files (OthmanAdi, 2025) provide skill
packages for persistent file-based planning within coding-agent workflows. Task state, specifications, inter-
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mediate results, and dependency graphs are written to the filesystem at each milestone and loaded selectively
at the start of the next run, bypassing the context window entirely for content that is not immediately rel-
evant. Frameworks such as Trellis (mindfold-ai, 2025) extend this pattern to include project memory and
spec injection, managing structured project state that is injected selectively based on what the current step
requires.

Cross-run injection. A complementary pattern captures the salient output of a prior run and injects it
at the start of the next. Tools such as claude-mem (thedotmack, 2025) operate as plugin-style memory
layers: they capture session history, extract the information most useful in a future run, and prepend it to
the next session’s context. This requires no vector database and no graph store, while providing substantial
continuity across runs. The community repository everything-claude-code (affaan-m, 2025), with over 150K
GitHub stars, represents the largest open collection of these patterns and demonstrates the scale at which
mid-tier memory practices have been adopted in production coding-agent deployments.

The mid-tier trade-off. Mid-term techniques provide significantly more continuity than in-window man-
agement alone, at a fraction of the infrastructure cost of full long-term memory systems. The limitation is
that information flows forward from one run to the next but is not retrieved from an indexed store, and
these techniques do not scale well to large volumes of history. When cross-run history grows large, or when
the agent needs to retrieve a specific prior observation rather than inject a summary, mid-term techniques
must be supplemented with the long-term systems described next.

5.5 Long-Term: Persistent Memory Systems

Long-term memory systems provide indexed, retrievable storage that persists across sessions, tasks, and
agent instances. Where mid-term techniques rely on forward injection of summaries, long-term systems
support arbitrary recall: given a query, the system retrieves the most relevant stored memories regardless of
when they were created. This tier is where the agent’s experience accumulates over time.

5.5.1 Foundational Architectures

OS-inspired tiered memory. Packer et al. (2023) introduced the key abstraction by treating the LLM’s
context window as RAM and external storage as disk, giving the model function calls that let it explicitly
page information in and out. The analogy to virtual memory is precise: just as an OS provides applications
the illusion of a larger memory through transparent paging, MemGPT provides the LLM the illusion of a
longer context through transparent memory management. Agents can operate on contexts that far exceed
the physical window limit, retrieving relevant history from external storage on demand. This paper made
explicit the connection between agent memory and OS memory that underlies most subsequent long-term
memory systems.

Observation, reflection, and retrieval. Park et al. (2023) introduced the Memory Stream architecture in
the context of social simulation agents. The Memory Stream stores all of the agent’s observations as natural-
language records with timestamps and importance scores. At each step, a retrieval model surfaces the most
relevant memories by combining three signals: recency, importance (scored by the agent at write time), and
relevance to the current query. A second mechanism, reflection, periodically synthesizes stored observations
into higher-level insights. The agent asks itself what the most salient questions are from its recent experience,
retrieves relevant records, and generates conclusions that are stored back into the Memory Stream. Ablation
experiments showed that each of the three components, observation, reflection, and retrieval, contributes
independently to behavior quality; removing any one produces measurable degradation. The observation-
reflection-retrieval triad remains the standard template for agent memory design.

Dynamic forgetting and personality modeling. Zhong et al. (2024) built MemoryBank on top of
the retrieval architecture with two additions. The first is a dynamic forgetting mechanism inspired by
the Ebbinghaus Forgetting Curve: memories decay over time according to an exponential model, frequent
access strengthens them, and contradicted memories are resolved. The second is hierarchical user-personality
summaries, updated daily as new interactions accumulate. These ideas, adaptive memory strength and user
modeling, were later operationalized at scale in Mem0 and Honcho.
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5.5.2 Production Memory Systems

Hybrid storage and industry adoption. Mem0O (Chhikara et al., 2025) is the most widely deployed
long-term memory layer for production agents at present, with over 14 million Python package downloads,
41K GitHub stars, and native integration in CrewAl, Flowise, and Langflow. Its architecture combines
three storage backends: a vector database for semantic similarity search, a graph database for relationship
modeling, and a key-value store for fast fact retrieval. An LLM-based extraction layer processes new in-
teractions, identifies facts and preferences, and routes records to the appropriate store. On the LOCOMO
benchmark, MemO achieves 26% higher accuracy than OpenAlI’s native memory while using 90% fewer tokens
than a full-context approach (Chhikara et al., 2025). Amazon Web Services selected Mem0 as the exclusive
memory provider for its Agent SDK in 2025, reflecting its transition from research prototype to production
infrastructure.

Dynamic knowledge networks. A-MEM (Xu et al., 2025) draws on the Zettelkasten knowledge man-
agement system. Rather than storing memories as flat records, it generates a structured note for each new
memory that includes keywords, tags, a contextual description, and a dynamic set of links to semantically
related memories. When a new memory is added, A-MEM not only stores it but also retroactively updates
the context and attributes of existing related notes, allowing the memory graph to evolve as knowledge ac-
cretes. This addresses a fundamental limitation of retrieval-based systems: the relevance of a stored memory
may not be apparent at write time, and its significance can only be assessed in relation to later information.

Learning from experience. Hindsight (Vectorize.io, 2025) takes the position that most memory sys-
tems focus on remembering when the real need is learning. Its API exposes three operations: retain to
store new information, recall to retrieve relevant memories, and reflect to generate a disposition-aware
response that integrates memory with current context. Internally, the retain operation extracts temporal
entities, deduplicates overlapping facts, and builds evidence-grounded consolidated knowledge records. Hind-
sight achieves state-of-the-art performance on the LongMemEval benchmark, independently reproduced by
researchers at the Virginia Tech Sanghani Center.

Reasoning-driven personalization. Honcho (Plastic Labs, 2025), developed by Plastic Labs, builds a
model of users rather than a store of facts about them. An asynchronous reasoning pipeline called “dreaming”
continuously processes past interactions in the background, extracting not just explicit facts but inferred
conclusions about preferences, communication styles, and evolving goals. The entity-centric data model
supports multi-agent environments where multiple agents interact with the same user: each agent maintains
its own observation perspective, preventing cross-contamination while a shared user model accumulates
understanding from all interactions.

Collective memory. Mozilla AT’s cq (Mozilla AT, 2025) addresses a gap that the other systems leave open:
shared memory across agent instances. Most long-term memory systems are per-agent or per-user; when
multiple agents work on related tasks, each instance independently rediscovers what the others have already
learned. cq is an open standard for shared agent learning in which agents persist, query, and confirm collective
knowledge across a fleet. Its architecture is MCP-native and operates at three tiers: local knowledge stored
on the developer’s machine, organization-shared knowledge accessible to a team, and cross-team knowledge.
The post-error hook pattern, where cq automatically queries the collective knowledge base when an agent
encounters an error, provides a concrete mechanism for preventing repeated failures from being independently
resolved across an organization’s deployments.

5.5.3 Academic Surveys and Taxonomy

The memory mechanism survey by Zhang et al. (2025) provides the standard academic taxonomy for this
layer. It distinguishes short-term working memory from long-term memory, and subdivides the latter into
semantic, procedural, and episodic categories. The write-read-manage loop it formalizes has become the
standard vocabulary for describing memory system behavior. A more recent survey (Du, 2026) builds on
this by formalizing the loop within a POMDP-style agent cycle and proposing a three-dimensional taxonomy
covering memory scope, storage format, and compositional structure. It characterizes three engineering
patterns: Pattern A (monolithic context), Pattern B (context window plus retrieval store), and Pattern C
(tiered memory with learned control policies). These correspond roughly to the short-term, mid-term,
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and long-term tiers described in this section. The RAG survey by Gao et al. (2023) provides background on
retrieval-augmented generation that underpins the retrieval tier of the production memory systems described
above.

5.6 Long-Horizon Techniques: Keeping Agents Coherent Over 100+ Turns

Each of the preceding sections addresses a single time horizon. Long-horizon tasks, including large codebase
migrations, multi-session research projects, and extended autonomous workflows, require coordinating all
three tiers simultaneously and making real-time decisions about which technique to apply at each point.
This section covers the integration-level techniques that emerge at this scale.

Context compaction. Compaction summarizes a context window approaching its limit and reinitiates
execution with a compressed representation of the accumulated state. Anthropic Applied AT Team (2025)
describe the calibration challenge in detail. The summary must preserve architectural decisions, unresolved
bugs, and implementation details while discarding redundant tool outputs and intermediate reasoning already
incorporated into later steps. The recommended tuning workflow starts by maximizing recall, capturing every
potentially relevant piece of information from the trace, then iterates to improve precision by removing
superfluous content. One does not start from the other direction. Removing too much early produces an
agent that loses context it needed later, and that loss is not recoverable. Tool result clearing is the lightest
form of compaction: full tool outputs are replaced with compact path references once the agent has acted
on them. This can be applied continuously and is now a product-level feature on the Anthropic developer
platform (Anthropic, 2025c¢).

Sub-agent context isolation. When a task requires deep exploration of a subtopic, the exploration
itself generates large amounts of intermediate context that is useful within the subtask but pollutes the
orchestrator’s view of the overall task. The sub-agent architecture addresses this by assigning subtasks to
dedicated agents, each with a fresh context window, which return only a condensed 1,000 to 2,000 token
summary of their findings to the orchestrator (Anthropic, 2025¢). The detailed exploration context stays
isolated within the sub-agent; the orchestrator receives only the distilled result. Manus Team (2025) describe
a refinement of this pattern. For simple subtasks where the orchestrator needs only the output, context is not
shared at all. For complex subtasks where shared state is required, the orchestrator’s full context is passed
to the sub-agent. Sharing context between agents is expensive: it produces larger prefills and eliminates KV-
cache reuse across different system prompts. The trade-off between isolation cost and coordination benefit
must be made explicitly for each task type.

Hybrid decision frameworks. Production deployments do not apply a single technique uniformly; they
select different techniques at different points in the execution based on task structure. Anthropic (2026¢)
characterize the framework as: pre-load content that is always needed, retrieve just-in-time content that
is conditionally needed, compact history when the window approaches saturation, and spawn sub-agents
when a subtask requires exploration that would pollute the orchestrator’s context. Anthropic (2025d) add
the harness-level perspective: checkpoint and resume patterns allow agents to survive transient failures
without losing task state, and lifecycle hooks can trigger compaction or memory consolidation automatically
at configurable thresholds. This is the right division of responsibility. Context management should be the
infrastructure’s job, not the agent’s. When the harness handles compaction and consolidation automatically,
the model can focus on task reasoning.

5.7 Context Drift and the Limits of Current Approaches

The binding-constraint view frames context drift as a controller-side failure mode: because the model only
sees the projection of state exposed by the harness, loss or distortion of task-relevant context is a harness
property rather than a model property alone (Boliik, 2026b). All of the techniques described above work, in
varying degrees, under varying conditions. None of them solves the underlying problem. Context drift, the
progressive degradation of agent behavior over extended interactions, remains the hardest open challenge in
this layer.
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The nature of the problem. Context drift is distinct from context rot, though both arise from the
same architectural constraints. Context rot (Section 5.1) is a property of a single inference step: adding
more tokens to a fixed context degrades retrieval and reasoning quality. Context drift is a property of an
extended trajectory. As the agent accumulates turns, its behavior drifts from the original intent in ways
that compaction and retrieval steps can slow but not prevent. After 100 or more turns, agents frequently
repeat work already done, contradict earlier decisions without awareness, and lose track of the motivating
goal (Bowne-Anderson & Huber, 2026). The root cause is not simply window saturation. Even with aggres-
sive compaction, the summaries that survive each compression step carry subtle inaccuracies that compound
over time. The agent’s accumulated assumptions can diverge from the actual task environment, and nothing
in the current architecture detects this divergence.

The evaluation gap. A secondary problem is that context drift is hard to measure. Standard benchmarks
evaluate agents on tasks that complete within a few dozen steps; the failure modes that appear at 100
or more turns are not captured. Recent work has begun to close this gap. Tan et al. (2025) introduce
MemBench, which evaluates memory quality across multi-session scenarios including temporal reasoning,
knowledge update, and cross-session aggregation. He et al. (2026) introduce MemoryArena specifically
for interdependent multi-session tasks, the conditions under which context drift is most destructive. Hu
et al. (2025b) propose an incremental multi-turn evaluation methodology that isolates memory quality from
generation quality. These benchmarks are necessary but not sufficient. They show that drift occurs, but
they do not yet provide the mechanistic understanding needed to prevent it.

Why current techniques fall short. Compaction reduces the token count but cannot guarantee that
the compressed representation accurately captures all relevant state. Information lost at each compression
step is gone. Retrieval systems can surface relevant prior memories, but the query must be well-formed to
do so. A drifting agent may not know what it needs to retrieve to correct its course. Sub-agent isolation
prevents subtask context from polluting the orchestrator, but the orchestrator’s own context still accumu-
lates drift over time. Bowne-Anderson & Huber (2026) argue that these limitations point to a boundary:
context engineering alone cannot solve long-horizon reliability. A full harness layer with verification loops,
human-in-the-loop checkpoints at strategic intervals, and anomaly detection capable of identifying behav-
ioral divergence is required. This motivates the governance and observability layers discussed in Sections 7
and 9 as necessary complements to context engineering, not separate concerns.

6 Lifecycle and Orchestration (L)

Single-Agent ReAct (Yao et al., 2023), Codex Agent Loop (OpenAl, 2026b),
P OpenCode (Anomaly, 2025), Claude Code (Anthropic, 2025), Gemini CLI (Google, 2025),
P Codex CLI (OpenAl, 2025), Aider (Aider-Al, 2025), SWE-Agent (SWE-agent, 2025)
=]
ERS Anthropic Multi-Agent Research System (Anthropic, 20
o ® T Harness Design (Anthropic, 2026c), AutoGen (Microsoft, 2025), DeerFlow (Bytedance, 2026),
o] e A LangGraph (LangChain, 2026a), Semantic Kernel (Microsoft, 2026),
) OpenAl Agents SDK (OpenAl, 2026a), DeepAgents (LangChain, 2026b), Hive (Aden, 2026),
RO Emdash (Action, 2026)
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S Task Runners (OpenAl, 2026a; LangChain, 2026b),
Full Lifecycle Pipeline Effective Harnesses (Anthropic, 2025d),
from Issue to Pull Request Vibe Kanban (Bloop-Al, 2026), Symphony (OpenAl, 2026b),
GitHub Agentic Workflows (GitHub, 2026)

Figure 9: Representative work on lifecycle and orchestration for LLM agents, organized by the chapter’s
orchestration categories.

Lifecycle and Orchestration (L) concerns how an agent system carries a task across repeated model calls,
tool calls, failures, revisions, and handoffs. This layer combines two concerns that are often separated in
earlier frameworks: the execution flow of the agent and the operational state that the flow reads and writes.
In long-running tasks, reliability depends not only on whether the model can produce a good next action,
but also on whether the harness can remember what has already happened, decide what should happen next,
recover from errors, coordinate subtasks, and stop when the task is complete (OpenAl, 2026b; Anthropic,
2025d; 2026¢). We therefore treat Lifecycle and Orchestration as the fourth pillar of ETCLOVG (Claim 2
in §1), drawing examples from the corpus of over 100 projects that supports Claim 3 in §1.
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Table 2: Representative orchestration systems, organized by orchestration level (single-agent: § 6.2, multi-
agent: § 6.3, full lifecycle pipeline: § 6.4), primary orchestration pattern, and execution model. GitHub
stars are rounded to the nearest thousand and recorded as of May 12, 2026.

System or Framework GitHub URL GitHub Stars (k) Section Primary Pattern Execution Model
Single-Agent Inner Loop

OpenCode (Anomaly, 2025) anomalyco/opencode 159 6.2 Single loop Hybrid
Claude Code (Anthropic, 2025) anthropics/claude-code 123 6.2 Single loop Hybrid
Gemini CLI (Google, 2025) google-gemini/gemini-cli 104 6.2 Single loop Hybrid
Codex CLI (OpenAl, 2025) openai/codex 82 6.2 Single loop Stateless replay
Aider (Aider-Al, 2025) aider-ai/aider 45 6.2 Single loop Hybrid
SWE-agent (SWE-agent, 2025) swe-agent/swe-agent 19 6.2 Single loop Hybrid
Multi-Agent Orchestration Patterns

DeerFlow (Bytedance, 2026) bytedance/deer-flow 67 6.3 Hierarchical orchestration Stateful
AutoGen (Microsoft, 2025) microsoft/autogen 58 6.3 Hierarchical orchestration Stateful
oh-my-claudecode (Heo, 2026) yeachan-heo/oh-my-claudecode 34 6.3 Team orchestration Stateful
LangGraph (LangChain, 2026a) langchain-ai/langgraph 32 6.3 Graph composition Stateful
Semantic Kernel (Microsoft, 2026) microsoft/semantic-kernel 28 6.3 Workflow orchestration Stateful
OpenAl Agents SDK (OpenAl, 2026a) openai/openai-agents-python 26 6.3 Hierarchical orchestration Hybrid
DeepAgents (LangChain, 2026b) langchain-ai/deepagents 23 6.3 Hierarchical orchestration Stateful
Hive (Aden, 2026) aden-hive/hive 10 6.3 Graph composition Stateful
Emdash (Action, 2026) generalaction/emdash 4 6.3 Fan-out Hybrid

Full Lifecycle Pipeline from Issue to Pull Request

Vibe Kanban (Bloop-Al, 2026) BloopAI/vibe-kanban 26 6.4 Full lifecycle pipeline Stateful
Symphony (OpenAl, 2026b) openai/symphony 24 6.4 Full lifecycle pipeline Stateful
GitHub Agentic Workflows (GitHub, 2026) github/gh-aw 5 6.4 Full lifecycle pipeline Hybrid

This layer spans three levels of organization. A single-agent inner loop is the repeated cycle in which one
agent observes the current situation, decides on an action, invokes a tool or produces an output, and uses
the result to continue. Multi-agent orchestration coordinates several such loops, usually by assigning
different roles to different agents or by routing work among them. A full lifecycle pipeline places these
agent loops inside a broader software or task workflow, such as moving from an issue to code changes, tests,
review, and a pull request. Across these levels, systems also differ in how they maintain state. Stateless
replay reconstructs the run from the recorded interaction history. Stateful execution stores operational state
outside the prompt, for example in files, repositories, databases, task graphs, or services. Many practical
systems are hybrid: they keep replayable histories while also relying on persistent artifacts.

6.1 Lifecycle State Management

Lifecycle state management concerns the operational state needed to continue an agent run across turns, ses-
sions, failures, and handoffs. This includes pending subtasks, tool results, intermediate artifacts, repository
changes, coordination metadata, session persistence, and checkpoint resume mechanisms. These mechanisms
make orchestration durable rather than transient: the agent can continue from prior work instead of treating
every step as an isolated model call.

A central trade-off is between stateless and stateful execution. Stateless designs reconstruct execution from
prior interaction history, improving reproducibility and auditability but becoming costly as trajectories
grow. Stateful designs persist execution state in files, databases, repositories, task graphs, or external
services, improving continuity and recovery but introducing consistency and debugging challenges (OpenAl,
2026b; Anthropic, 2026¢). Many practical harnesses therefore adopt hybrid designs, combining replayable
interaction histories with persistent artifacts.

This state is distinct from the Context and Memory layer in §5, which concerns the information provided to
the model for reasoning, such as retrieved documents, memories, or conversation history. It is also distinct
from Observability in §7, which concerns logging, tracing, and monitoring system behavior. Here, the focus
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is instead on the operational state used by the harness itself to continue and coordinate execution, such as
pending subtasks, checkpoints, retries, shared artifacts, or execution status.

6.2 Single-Agent Inner Loop

The single-agent inner loop is the basic execution unit in agent systems. A single agent repeatedly interacts
with an environment through tool use and feedback, without explicit coordination among multiple agents.
This abstraction underlies interactive coding, debugging, and problem solving.

Conceptually, the single-agent loop follows the ReAct paradigm (Yao et al., 2023), interleaving reasoning,
action, and observation. As emphasized in OpenAl’s analysis of the Codex agent loop (OpenAl, 2026b),
the behavior of such a system is determined not only by the model, but also by the harness that constructs
prompts, invokes tools, manages control flow, and feeds tool outputs back into later steps.

At this level, the main execution distinction is between Stateless replay and Hybrid execution. Codex
CLI (OpenAl, 2025) is the clearest example of replay-based execution, while practical coding agents often
combine replayable histories with persistent artifacts such as files, repositories, or session state. In Table 2,
OpenCode (Anomaly, 2025), Claude Code (Anthropic, 2025), Gemini CLI (Google, 2025), Codex CLI (Ope-
nAl, 2025), Aider (Aider-AI, 2025), and SWE-agent (SWE-agent, 2025) are therefore grouped under the
primary pattern Single loop. Despite their flexibility, long-horizon execution in such systems can suffer from
context fragmentation, accumulated errors, and weak decomposition structure (Anthropic, 2025d), motivat-
ing more structured orchestration.

6.3 Multi-Agent Orchestration Patterns

Multi-agent orchestration extends the single-agent loop by composing multiple agents with specialized roles.
Instead of asking one agent to plan, execute, check, and revise alone, a multi-agent harness can separate these
responsibilities across agents or subagents. This structure supports task decomposition, parallel exploration,
critique, validation, and aggregation, making it better suited to complex tasks than an isolated loop.

Several recurring patterns appear in this design space. Hierarchical orchestration uses a higher-level con-
troller to assign work to agents or subagents and integrate their outputs. Team orchestration exposes a
collection of specialized agents as a coordinated team, usually with different named responsibilities. Work-
flow orchestration organizes agents and tools into explicit stages or control logic. Fan-out runs multiple
agents in parallel to explore diverse solutions. Graph composition represents agents, tools, or states as nodes
in an interaction graph, allowing multiple coordination patterns to coexist. These labels match the primary
pattern categories used in Table 2.

Execution at this level is usually Stateful or Hybrid, since multi-agent systems must maintain coordina-
tion state, role assignments, task graphs, shared artifacts, or intermediate results. Anthropic’s planner-
generator-evaluator architecture (Anthropic, 2025¢) illustrates the broader principle: planning, execution,
and verification can be separated into explicit roles, improving decomposition and robustness while increasing
coordination overhead (Anthropic, 2026¢).

The systems in Table 2 instantiate these patterns in different ways. DeerFlow (Bytedance, 2026), Auto-
Gen (Microsoft, 2025), OpenAl Agents SDK (OpenAl, 2026a), and DeepAgents (LangChain, 2026b) are
classified as Hierarchical orchestration. oh-my-claudecode (Heo, 2026) is classified as Team orchestration.
LangGraph (LangChain, 2026a) and Hive (Aden, 2026) exemplify Graph composition, Semantic Kernel (Mi-
crosoft, 2026) exemplifies Workflow orchestration, and Emdash (Action, 2026) exemplifies Fan-out.

6.4 Full Lifecycle Pipeline from Issue to Pull Request
Full lifecycle orchestration manages an entire task workflow from specification to validated output. At this

level, the focus is not only on how agents interact, but on how a harness supports long-horizon execution
across planning, implementation, validation, review, and delivery.
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The central abstraction is the task runner: a harness that manages scheduling, state persistence, retries,
validation, and iterative refinement over a complete task lifecycle (OpenAl, 2026a; LangChain, 2026b).
Execution is grounded in persistent artifacts such as repositories, issues, branches, files, tests, and pull
requests. A canonical workflow proceeds from an issue or task specification through agent planning, code or
artifact generation, validation, human review, and eventual pull request acceptance.

Because these systems operate over persistent repositories and external workflows, the dominant execution
model is usually Stateful. Some systems combine persistent infrastructure state with replay-like or session-
local execution inside subcomponents, motivating the Hybrid label in Table 2. Vibe Kanban (Bloop-Al,
2026), Symphony (OpenAl, 2026b), and GitHub Agentic Workflows (GitHub, 2026) are classified as Full
lifecycle pipeline. Conceptually, these systems compose the previous abstractions: single-agent loops provide
the execution primitive, multi-agent patterns provide coordination, and the task runner integrates them into
an end-to-end workflow in which humans steer while agents execute.

7 Observability and Operations (O)

Observability and Operations (O) is the fifth layer of ETCLOVG and the first of the two layers our taxonomy
promotes from Lifecycle Hooks to first-class status (Claim 2 in §1). The supporting systems are drawn from
the 170+ project corpus that backs Claim 3.

e o Langfuse (Langfuse, 2026), Opik (Comet ML, 2026), Phoenix (Arize AI, 2026b), MLflow (MLflow, 2026),
_[ Py ”F‘“gp?"tf OpenTelemetry (OpenTelemetry, 2026), OpenLLMetry (Traceloop, 2026), OpenInference (Arize AT, 2026a),
onitoring v atiorms AgentSight (Zheng et al., 2025), AgentTrace (AlSayyad et al., 2026)
— - AgentOps (AgentOps A, 2026), RagaAl Catalyst (RagaAl, 2026), Laminar (Laminar AI, 2026),
—[ @ e‘if;‘;;'ssg‘“i:‘:fisrms Watson (Rombaut et al., 2025), AgentLens (Lu et al., 2024),
3 P Claude-Code-Reverse (Yu, 2026)
Z g
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8 Reliability Managed Agents (Anthropic, 2026b), MAST (Cemri et al., 2025),
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-
Taming Uncertainty (Moshkovich & Zeltyn, 2025)

Infrastructure Noise (Anthropic, 2026a)

Unified Beyond Black-Box Benchmarking (Moshkovich et al., 2025), Mind the Metrics (Koc et al., 2025),
Observability NLAH (Pan et al., 2026), Deep-Agent Evaluation (LangChain, 2025a),

Figure 10: Representative work on observability and operations for LLM agents, organized by the chapter’s
operational categories.

This layer addresses how agent behavior is monitored, debugged, and made reliable in production. We argue
that observability deserves independent treatment, separate from lifecycle hooks, because it has spawned a
dedicated ecosystem of platforms, specifications, and engineering practices.

7.1 Tracing and Monitoring Platforms

The foundation of agent observability is structured trace collection: recording every LLM call, tool invocation,
retrieval step, and context-assembly operation as a tree of spans that can be inspected, filtered, and replayed.

Langfuse, Opik, Arize Phoenix, and MLflow each offer interactive trace trees with latency flame charts, token-
usage breakdowns, cost attribution dashboards, and prompt versioning Langfuse (2026); Comet ML (2026);
Arize AT (2026b); MLflow (2026). These platforms typically ingest traces via lightweight SDK wrappers
(e.g., a @traceable decorator) that instrument the agent’s function calls with minimal code changes.

Beneath these platforms, OpenTelemetry (OTel) has emerged as the de facto instrumentation standard. The
OTel community has published semantic conventions for generative Al that define span attributes for model
name, temperature, token counts, and latency OpenTelemetry (2026). Two open-source projects operational-
ize these conventions: OpenLLMetry provides auto-instrumentation libraries for LLM providers (OpenAl,
Anthropic, Cohere) and vector databases (Pinecone, Chroma, Weaviate), emitting standard OTel spans and
metrics Traceloop (2026); Openlnference, maintained by Arize Al offers a complementary specification with
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OTel-aligned semantic conventions and auto-instrumentations designed as a companion to Phoenix Arize Al
(2026a). By building on OTel, these libraries allow agent traces to flow into the same observability backends
(Prometheus, Jaeger, Grafana, Datadog) that teams already use for traditional microservice monitoring,
reducing the operational overhead of adopting agent-specific tooling.

At a deeper instrumentation level, academic work has explored techniques that go beyond application-level
decorators. AgentSight Zheng et al. (2025) uses eBPF to monitor agents from outside the application process,
intercepting TLS-encrypted LLM traffic at the SSL boundary to capture intent, and monitoring kernel events
(process creation, file I/O, network calls) to capture actions. A real-time correlation engine links LLM
responses to the system behaviors they trigger, and a secondary “observer” LLM performs semantic analysis
to identify risks. This approach is framework-agnostic, requires no code modifications, and incurs less
than 3% CPU overhead. The authors note a structural advantage over application-level tools: system-level
monitoring cannot be bypassed by a compromised or misconfigured agent, making it particularly relevant
for safety-critical deployments. AgentTrace AlSayyad et al. (2026) proposes a complementary schema-based
logging framework that captures structured logs across three “surfaces”: cognitive reasoning steps, plans, and
reflections; operational tool calls and API interactions; and contextual environment state and user inputs.
These surfaces are organized under a unified envelope that integrates with OTel for export. The cognitive
surface is especially relevant to harness engineering because it captures explicit reasoning artifacts, plans,
reflections, and self-corrections. These records provide raw material for debugging failures that arise from
incorrect reasoning rather than system errors.

7.2 Agent-Specific Operations Platforms

General-purpose tracing platforms often center their abstractions on LLM calls, tool calls, and retrieval steps
as span-level events. Agent-specific platforms add a layer of abstraction that captures agent-level concerns:
multi-step session tracking, agent identity and role management, tool-selection policies, and cross-session
state handoff. AgentOps SDK introduces a hierarchical span model that organizes sessions, agents, operations
or tasks, workflows, tool calls, and LLM calls around the agent lifecycle rather than treating them as isolated
APT calls AgentOps AT (2026). RagaAl Catalyst targets RAG and multi-agent workloads with quality and
safety dashboards that surface retrieval-level and agent-level anomalies RagaAl (2026). Laminar offers an
OSS-first agent observability platform combining trace, evaluation, and prompt management Laminar Al
(2026).

The academic community has begun to formalize these concerns. Researchers Moshkovich & Zeltyn (2025)
propose a six-stage AgentOps automation pipeline: observe, collect metrics, detect anomalies, perform root-
cause analysis, recommend fixes, and automate remediation. They further decompose the stakeholder space
into four roles: developer, tester, SRE, and business user, each engaging with the pipeline at different
lifecycle points. Their companion empirical study Moshkovich et al. (2025) introduces task-flow discovery
as an observability primitive and demonstrates through user studies that 79% of practitioners identify non-
deterministic execution flow as the most significant challenge in agentic systems.

The Natural-Language Agent Harnesses (NLAH) framework Pan et al. (2026) with a companion open-source
implementation, takes the complementary step of treating the harness itself as a first-class research object.
Through systematic ablation experiments, the authors quantify how individual harness modules contribute
to downstream agent performance. These modules include the tool registry, permission system, hooks,
skills, and context folding. The implication for observability is that the harness is not merely the subject of
monitoring but a source of interventions: each module ablated is a knob that the observability pipeline can
flag and tune.

Cognitive observability extends agent-level monitoring to ask not just what an agent did, but why. Wat-
son Rombaut et al. (2025) introduces this concept formally, deploying a “surrogate agent” that reproduces the
primary agent’s output while generating a step-by-step reasoning trace via prompt attribution. Evaluated
on MMLU and SWE-bench-lite with AutoCodeRover and OpenHands, Watson demonstrates that recovered
reasoning traces are useful both for manual debugging and for automated correction, yielding measurable
improvements in task success rates. AgentLens Lu et al. (2024) closes the visualization loop with a three-
pane visual analytics system: Outline View for agent trajectories, Agent View for event stacks with causal
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arcs, and Monitor View for synchronized environment replay. This system transforms raw execution logs
into hierarchically structured behavioral narratives. A user study with 14 participants shows significant im-
provements over replay-only baselines on complex analytical tasks. More specialized visualization tools such
as claude-code-reverse reverse-engineer the interaction chains of specific coding agents, serving as research
artifacts for understanding harness-level behaviors Yu (2026).

7.3 Cost Tracking and Optimization

LLM inference is priced per token, and agent harnesses amplify cost exposure because a single user-facing
task may trigger dozens of LLM calls, each with its own prompt assembly, tool-result injection, and re-
sponse generation. The observability requirement is twofold: tracking (knowing where tokens are spent) and
optimization (spending fewer tokens for the same outcome).

On the tracking side, TensorZero provides a unified LLMOps stack that bundles gateway, observability, exper-
imentation, and optimization into a single service, enabling per-call and per-task cost attribution TensorZero
(2026). Helicone takes a minimalist approach as a drop-in proxy that adds cost and latency monitoring with
no code changes, making it particularly accessible for teams that want cost visibility without committing to
a full observability platform Helicone (2026).

On the optimization side, FrugalGPT Chen et al. (2023) provides the foundational formulation by proposing
three cost-reduction strategies: prompt adaptation, LLM approximation, and LLM cascading. It shows that
an adaptive cascade can match GPT-4’s performance with up to 98% cost reduction by routing easier queries
to cheaper models. GPTCache Bang (2023) complements this approach with a semantic caching layer that
intercepts repeated or paraphrased queries before they reach the LLM, using embedding similarity to retrieve
cached responses. Together, routing and caching have become recurring building blocks in production cost-
optimization stacks and are directly applicable to harness-level instrumentation, where each tool call and
context-assembly step can be independently metered and routed.

QC-Opt Shekhar et al. (2024) extends the routing paradigm with a quality-aware framework that jointly
optimizes model selection, token count, and latency under budget constraints, using a BertScore predictor
to estimate output quality without invoking the target model. The token elasticity phenomenon discovered
by TALE Han et al. (2025) reveals an important nuance: setting the token budget too low for chain-of-
thought reasoning can paradoxically increase token consumption, because the model overflows its budget
and generates more tokens than a moderately budgeted prompt would. At the infrastructure level, Dual-Pool
Token-Budget Routing Liu et al. (2026b) addresses cost from the serving side, partitioning a homogeneous
vLLM fleet into short-context and long-context pools and routing requests based on estimated token budget.
Evaluated on Azure LLM Inference traces and LMSYS-Chat-1M, the approach reduces GPU-hours by 31—
42% (projecting to $2.86M annual savings at A100 fleet scale).

For harness engineers, the implication is that cost observability must span multiple layers: API-level
token tracking (Helicone, TensorZero), application-level routing decisions (FrugalGPT, QC-Opt), and
infrastructure-level resource utilization (Dual-Pool, KV-cache occupancy). Anthropic’s study on infrastruc-
ture noise in agentic coding evaluations Anthropic (2026a) provides a cautionary complement: infrastructure
configuration alone can shift benchmark scores by 6 percentage points (p < 0.01). This finding suggests that
cost optimization and evaluation fidelity are tightly intertwined, since cutting resources to save cost can
silently degrade agent performance in ways that remain invisible without fine-grained observability.

7.4 Reliability Engineering

Failure recovery, checkpoint/resume, retry strategies, and session recovery are harness-level concerns that
determine whether a long-running agent can survive transient failures. These concerns become acute when
agents operate across multiple context windows, where each new session begins with no memory of what
came before Anthropic (2025d). Anthropic’s harness engineering work identifies four recurring failure modes
in long-running coding agents: the agent attempts to one-shot the entire task, the agent declares the project
complete prematurely, the agent leaves the environment in a broken state between sessions, and the agent
marks features as done without proper testing. Their two-part solution directly addresses these reliability
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concerns through harness design rather than model improvement Anthropic (2025d). It uses an initializer
agent to decompose the task into a structured feature list and set up progress-tracking artifacts, including
a git repo, progress file, and init script, followed by a coding agent that works incrementally on one feature
at a time while leaving clean handoff state.

Subsequent work extends this pattern. Anthropic’s GAN-inspired three-agent architecture (planner, gener-
ator, evaluator) introduces sprint contracts and separated self-evaluation to address the tendency of agents
to over-praise their own work Anthropic (2026¢). Notably, the authors demonstrate that harness complexity
should track model capability: when upgrading from Opus 4.5 to Opus 4.6, they removed the sprint con-
struct and context resets entirely, reducing cost from $200 to $125 while maintaining output quality. This
illustrates a general principle: every harness component encodes an assumption about what the model cannot
do on its own, and those assumptions go stale as models improve.

At the infrastructure level, Anthropic’s Managed Agents architecture Anthropic (2026b) decouples the
“brain” (harness + LLM) from the “hands” (sandboxes and tools) and the “session” (durable event log),
making each independently recoverable. If the harness crashes, a new instance can be rebooted with
wake (sessionId) and resume from the last event in the session log. If a sandbox fails, the harness catches
the error as a tool-call failure and provisions a new one. Credentials are stored in an external vault, never
entering the sandbox. This architecture transforms all components from “pets” (irreplaceable, hand-tended
instances) into “cattle” (interchangeable, automatically reprovisioned), a prerequisite for operating agents
reliably at scale.

The academic literature provides taxonomies of the failure modes that reliability engineering must address.
MAST Cemri et al. (2025) identifies 14 failure modes across multi-agent systems, clustered into system design
issues, inter-agent misalignment, and task verification problems (k = 0.88). AgentErrorTaxonomy Zhu et al.
(2025) decomposes failures by module (memory, reflection, planning, action, system) and shows that error
propagation—a single root-cause failure cascading through subsequent decisions—is the central reliability
bottleneck. Their AgentDebug framework yields up to 26% relative improvement in task success by isolating
root causes rather than treating surface symptoms. Meanwhile, Vinay (2025) contributes a system-level
taxonomy of 15 hidden failure modes specific to production LLM deployments, including version drift (model
updates silently changing behavior), cost-driven performance collapse (aggressive optimization degrading
quality), and multi-step reasoning drift (gradual coherence loss over long sequences). QSAF Atta et al.
(2025) formalizes cognitive degradation as a six-stage lifecycle validated across five LLM platforms, revealing
that hallucinated outputs can be stored in persistent memory and reused in future sessions, creating self-
reinforcing degradation loops that cross session boundaries.

For runtime detection, Sentinel Agent He et al. (2025) models multi-agent interactions as a graph and classifies
anomalies at three tiers (global, single-point, multi-point) using LLM-as-judge with human-in-the-loop policy
refinement. AgentFixer Mulian et al. (2026) deploys 15 validation tools on IBM’s CUGA production system,
achieving 64-88% issue detection rates and finding that 38% of task failures trace to parsing errors—a
failure mode fully addressable by deterministic checks. The practical implication is that reliability for agents
requires a layered detection strategy: lightweight rule-based checks for structural failures (malformed tool
calls, schema violations), statistical monitoring for performance drift (latency, token usage, cost trends),
and LLM-based semantic analysis for reasoning failures (hallucination, plan-action misalignment, premature

stopping).

7.5 Discussion: Toward Unified Observability

The observability—evaluation gap. The LangChain survey’s 89%/52% split reflects a structural discon-
nect: trace-collection tools and evaluation frameworks have largely been developed by different communities
with different interfaces. Closing this gap requires tighter integration, such as automatically generating
regression test cases from production failure traces, or using online evaluation scores as alerting signals.
LangChain’s own analysis of deep-agent evaluation LangChain (2025a) and Anthropic’s quantification of
infrastructure noise Anthropic (2026a) both argue that evaluation and observability must be treated as a
single feedback loop rather than separate concerns.
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Unified LLMOps stacks. Tools like TensorZero and Langfuse are moving toward bundling gateway,
observability, evaluation, and optimization into a single platform, reducing integration overhead. The
NLAH framework pushes this further by making the harness itself modular and introspectable, with each
component’s contribution quantifiable through ablation. Anthropic’s Managed Agents architecture takes
the infrastructure-level view, virtualizing harness components into substitutable interfaces (execute(),
emitEvent (), getEvents()) that can accommodate future harness designs without changing the surrounding
system.

The harness-as-assumption principle. Every harness component encodes an assumption about what
the model cannot do on its own Anthropic (2026¢). As models improve, observability systems must detect
not only when agents fail, but also when harness components have become unnecessary overhead. The ideal
observability system would include a meta-monitoring layer that tracks which interventions (context resets,
evaluator feedback loops, tool restrictions) are still load-bearing, enabling continuous harness simplification
alongside model upgrades.

8 Verification and Evaluation (V)

Verification and Evaluation (V) is the sixth pillar of ETCLOVG (Claim 2 in §1). The systems and bench-
marks we discuss are drawn from the 1704 project corpus that supports Claim 3.
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Figure 11: Representative work on verification and evaluation for LLM agents, organized by the chapter’s
task-to-feedback lifecycle.

8.1 Harness Evaluation as a Task-to-Feedback Lifecycle

A harness-aware evaluation should treat the reported score as a property of the model-harness pair, not
of the model alone. This motivates evaluation protocols that either lock the harness across models or vary
harness configurations as an explicit experimental factor (Boliik, 2026b). We organize harness evaluation as
a task-to-feedback lifecycle: a structured process that begins with defining what an agent is asked to do and
ends with feeding evaluation results back into harness improvement. Figure 12 summarizes this five-stage
task-to-feedback lifecycle. This lifecycle builds on a key difference between conventional LLM evaluation and
agent evaluation. Conventional LLM evaluation primarily scores outputs on fixed inputs, whereas harness
evaluation measures an execution episode: a task is grounded in an environment, the agent interacts with
tools and state over time, traces are captured, and the evaluator judges both the final result and the path
taken to reach it (Kapoor et al., 2025; Anthropic, 2026b; LangChain, 2025b).

A central motivation for this lifecycle is that evaluation infrastructure noise can masquerade as model failure:
failed runs may reflect not only model limitations, but also broken tools, stale context, non-reset sandboxes,
flaky tests, benchmark ambiguity, or unstable judges (Kapoor et al., 2025; Hu et al., 2025a; Jimenez et al.,
2024). Thus, evaluation should convert agent behavior into structured judgements, failure attribution, and
regression feedback, rather than merely reporting a final score.
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Figure 12: The task-to-feedback lifecycle for harness evaluation. Section V organizes verification and evalu-
ation as a five-stage quality-control loop: task and benchmark grounding, pre-execution readiness validation,
controlled execution and trace capture, multi-level judgement and failure attribution, and continuous regres-
sion and deployment feedback. The figure emphasizes that harness evaluation should not only report final
success rates, but also diagnose failure sources and feed the resulting evidence back into systematic harness
improvement.

The five-stage decomposition follows the causal path of an agent evaluation run. Before an agent can
be evaluated, the benchmark must specify the task, environment, tools, constraints, and success criteria.
Before execution, the setup must be validated so that environment or grader failures are not mistaken for
model failures. During execution, the harness must capture traces that make the run diagnosable. After
execution, the system must judge the outcome, trajectory, and evaluator reliability, then attribute failures to
likely harness components. Finally, the resulting diagnosis should feed back into regression tests and future
harness revisions. In this view, evaluation is not a terminal scoring step, but a quality-control loop over the
full agent harness.

We organize the discussion around five stages.

o Task and Benchmark Grounding defines what is being evaluated, in which environment, with
which tools, constraints, and success criteria (§8.2).

¢ Pre-execution Readiness Validation checks whether the sandbox, dependencies, tools, context
state, permission policies, budgets, and graders are correctly initialized before the agent runs (§8.3).

e Controlled Execution and Trace Capture runs the agent under reproducible conditions while
recording model outputs, tool calls, state changes, errors, retries, cost, and latency (§8.4).

o Multi-level Judgement and Failure Attribution evaluates the run at the outcome, trajectory,
and evaluator levels, then localizes likely failure sources across the harness stack (§8.5).

¢ Continuous Regression and Deployment Feedback converts evaluation outcomes into regres-
sion tests, monitoring signals, and engineering feedback for subsequent harness revisions (§8.6).

8.2 Stage 1: Task and Benchmark Grounding

The first stage asks what is being evaluated. For LLM agents, a task is not simply a natural-language prompt,
but an embedded problem defined by an environment state, available tools, allowed actions, constraints,
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termination conditions, and success criteria. Task grounding is therefore the foundation of harness evaluation:
without a well-specified environment and success condition, later scores cannot be interpreted reliably.

8.2.1 Software Engineering and Terminal Tasks

Software engineering benchmarks are among the most mature forms of agent evaluation because they combine
realistic tasks with executable outcome verification. SWE-bench grounds each task in a real GitHub issue
and repository snapshot, then evaluates whether the generated patch resolves the issue by running tests
(Jimenez et al., 2024). Terminal-Bench extends this idea to command-line workflows, where agents interact
with terminal environments by editing files, running commands, setting up dependencies, and interpreting
failures (Merrill et al., 2026). The key insight from this category is that strong outcome verifiers require
strong task grounding. Tests can only serve as reliable evaluators when the repository state, dependencies,
and intended success criteria are precisely specified. Otherwise, a failed test may reflect an invalid patch,
but it may also reflect an inconsistent environment or an underspecified benchmark instance.

8.2.2 Web, Browser, and Computer-Use Tasks

Web and computer-use benchmarks ground tasks in interactive environments where success is defined by
browser, desktop, or application state changes. WebArena introduced realistic web environments for au-
tonomous agents (Zhou et al., 2024); VisualWebArena adds multimodal web tasks (Koh et al., 2024);
BrowserGym provides a common browser-agent research substrate (Chezelles et al., 2024); and WorkArena
focuses on ServiceNow-based knowledge work (Drouin et al., 2024). OSWorld further broadens evaluation to
real computer environments involving desktop applications, files, and multi-application workflows (Xie et al.,
2024). These benchmarks show that browser and computer-use evaluation is simultaneously an evaluation
problem and an environment-design problem. The benchmark must provide a realistic interface, isolate
task state, expose appropriate observations, and define measurable success predicates. This creates a direct
bridge between the execution environment layer and the evaluation layer.

8.2.3 Cross-Domain and Enterprise Workflow Tasks

A third group of benchmarks tests broader agent capabilities across heterogeneous tools, environments,
and workflows. AgentBench evaluates LLM agents across operating systems, databases, web browsing, and
games (Liu et al., 2023a); GATA targets general assistant tasks requiring reasoning, tool use, and multimodal
information access (Mialon et al., 2023); and TheAgentCompany simulates workplace-style digital labor (Xu
et al., 2024). WorkArena and WorkArena++ further emphasize enterprise workflows, where success depends
on navigating complex software rather than answering isolated questions (Drouin et al., 2024; Boisvert et al.,
2024). The main contribution of this benchmark family is coverage: it tests whether a harness can generalize
across task types, tool interfaces, state representations, workflows, and success conditions.

8.3 Stage 2: Pre-execution Readiness Validation

The second stage asks whether the evaluation can be run fairly and reproducibly. This stage is often invisible
in benchmark leaderboards, but it is central to harness evaluation. Before an agent begins, the harness must
validate that the environment, tools, context state, permission boundaries, budget constraints, and evaluators
are correctly initialized. Without this readiness layer, downstream failures become difficult to attribute: a
failed run may be caused by the agent, but it may also be caused by the evaluation setup.

8.3.1 Environment and Sandbox Readiness

Environment readiness checks whether the sandbox, repository, browser, terminal, or VM starts from a
known baseline. In software engineering, this includes the repository snapshot, dependencies, task setup,
and test executability; in browser and computer-use settings, it includes website resets, browser profiles,
desktop state, and service availability.

Several systems make this problem explicit. SWE-bench relies on executable repository states and test-based
verification (Jimenez et al., 2024); Terminal-Bench packages terminal tasks with controlled environments and
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verification logic (Merrill et al., 2026); and OSWorld uses real computer environments with execution-based
evaluation scripts (Xie et al., 2024). Repo2Run targets dependency and environment setup by automating
executable Docker environments for repositories (Hu et al., 2025a), while HAL emphasizes standardized,
cost-aware evaluation infrastructure for agents (Kapoor et al., 2025). Together, these systems show that
environment reset and dependency validation are part of the measurement instrument.

8.3.2 Tool, Context, and Permission Readiness

Readiness validation is cross-layer. Tool readiness checks whether APIs, MCP servers, browser controls,
shell commands, and file operations are available and consistently described. Context readiness checks
whether histories, memory stores, scratchpads, and retrieved documents are reset or intentionally initialized.
Permission readiness checks whether file access, credentials, network access, and approval gates match the
benchmark specification.

This stage connects evaluation to the tool, context, and governance layers. If tool descriptions change across
runs, the benchmark no longer measures the same action space. If memory or context is not reset, the agent
may benefit from leaked state. If permissions are too restrictive, a capable agent may fail for governance
reasons; if they are too permissive, unsafe or benchmark-exploiting behavior may go undetected. Systems
such as SWE-agent, SWE-ReX, and OpenHands illustrate that tool exposure, shell access, browser access,
execution backends, and runtime interfaces are not separable from evaluation design: the agent-computer
interface determines what actions are possible and therefore what a benchmark actually measures (Yang
et al., 2024; SWE-agent Team, 2024; Wang et al., 2025b). A rigorous evaluation harness should therefore
record these configurations, including the tool registry, context policy, permission policy, budget, timeout,
model configuration, and runtime interface, as evaluation metadata.

8.3.3 Evaluator and Grader Readiness

The evaluator itself must also be validated before execution. Deterministic graders should be checked for
flakiness, missing dependencies, and compatibility with environment state; LLM-as-Judge prompts, rubrics,
and judge models should be versioned; and human-audit protocols should be defined in advance.

In benchmarks such as SWE-bench, executable tests provide scalable outcome verification, but score validity
still depends on correct environment setup, task specification, and test reliability (Jimenez et al., 2024). For
open-ended tasks, LLM-as-Judge systems require calibration, bias mitigation, and consistency checks rather
than blind reuse of a strong model as a grader (Zheng et al., 2023; Gu et al., 2024). Evaluator readiness is
therefore a prerequisite for meaningful failure attribution.

8.4 Stage 3: Controlled Execution and Trace Capture

The third stage asks what happened during execution. In conventional LLM evaluation, the evidence may
consist of a single input-output pair. In agent evaluation, the trace is a multi-step trajectory: the model
observes state, reasons, calls tools, receives tool outputs, modifies the environment, handles errors, and
eventually terminates. Controlled execution and trace capture are therefore necessary for turning benchmark
runs into diagnosable evidence.

8.4.1 Controlled Rollouts and Reproducible Execution

A rollout is the basic unit of agent evaluation. It includes the task, model configuration, harness configuration,
action sequence, intermediate observations, final state, and grading result. A controlled rollout fixes key
sources of accidental variation, including environment state, tool availability, timeout, budget, permission
policy, and evaluator version. When nondeterminism remains, repeated rollouts can expose variance rather
than hiding it behind a single score.

Several systems illustrate this need for reproducible execution. SWE-agent exposes agents to repository
navigation, file editing, and test execution as part of the interaction loop (Yang et al., 2024). OpenHands
combines code editing, command-line execution, browser interaction, sandboxed execution, and benchmark
integration (Wang et al., 2025b). SWE-ReX abstracts over local and remote sandboxed shell environments
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so that execution backends can change without changing agent logic (SWE-agent Team, 2024). LangChain
further decomposes deep-agent evaluation into single-step validation, full-turn evaluation, and multi-turn
simulation (LangChain, 2025b). Together, these systems show that reproducibility requires replaying the
full model-tool-environment interaction, not merely rerunning a model call.

8.4.2 Trace-Native Evaluation

Trace capture converts binary scoring into causal diagnosis. A trace-native harness should record model
outputs, tool calls, tool results, environment state changes, context snapshots, errors, retries, recovery ac-
tions, token usage, latency, and cost. These traces distinguish superficially similar failures: one agent may
never find the relevant file, while another may find it but produce an invalid patch. They can also reveal
undesirable success, such as benchmark exploitation, excessive tool calls, or permission violations.

HAL treats logs and traces as first-class artifacts for standardized agent evaluation, using large-scale agent
logs to inspect behaviors that final scores may hide (Kapoor et al., 2025). R2E-Gym similarly links executable
trajectories and hybrid verifiers to both test-time evaluation and training-time feedback (Jain et al., 2025).
For harness engineering, traces are therefore not auxiliary debugging artifacts; they are primary evaluation
data.

8.4.3 Cost, Latency, and Resource Tracking

Agent evaluation should report not only quality, but also the cost of achieving it. Long-horizon agents may
improve success rates by spending more tokens, calling more tools, retrying more often, or using stronger
models. A harness-level evaluation should therefore track token usage, model cost, wall-clock latency, tool-
call count, retry count, and resource consumption.

Rather than ranking agents only by success rate, evaluations should expose a success-cost-latency fron-
tier. HAL explicitly frames agent evaluation as standardized and cost-aware (Kapoor et al., 2025), while
LangChain’s deep-agent evaluation guidance emphasizes reproducible environments and multi-granularity
evaluation for comparing cost-quality trade-offs (LangChain, 2025b). This is especially important for de-
ployed agent services, where the unit of optimization is a recurring workload under budget and latency
constraints.

8.5 Stage 4: Multi-level Judgement and Failure Attribution

After controlled execution and trace capture, the central question is how the run should be judged and, if it
fails, how the failure should be localized. We define Stage 4 as a combined process of multi-level judgement
and failure attribution. Multi-level judgement evaluates the run at three levels: whether the final outcome is
correct, whether the trajectory is efficient and policy-compliant, and whether the evaluator itself is reliable.
Failure attribution then uses these signals to diagnose where the failure most likely originated, such as the
model, tool interface, context manager, execution environment, orchestration loop, benchmark specification,
or evaluator. This stage is what distinguishes harness evaluation from ordinary benchmark evaluation: the
goal is not merely to assign a score, but to convert execution evidence into actionable engineering diagnosis.

8.5.1 Outcome-level Evaluation

Outcome-level evaluation measures whether the final task objective was achieved. In software engineering,
this is often operationalized through unit tests, regression tests, or issue-specific verification, as in SWE-
bench (Jimenez et al., 2024). In terminal tasks, outcome evaluation may depend on final files, command
outputs, or task-specific checkers (Merrill et al., 2026). In browser and enterprise workflow benchmarks, it
often depends on final environment state, such as whether a form was submitted, a ticket was updated, or
a configuration was changed (Zhou et al., 2024; Drouin et al., 2024). In general assistant benchmarks such
as GAIA, the outcome may be an answer string or structured response (Mialon et al., 2023).

The strength of outcome-level evaluation is scalability and interpretability: it provides a clear task-level
success signal and supports leaderboard comparison. Its limitation is compression. A full execution episode
is reduced to one value, hiding whether the agent succeeded robustly, safely, or efficiently. Outcome evaluation
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is therefore necessary but not sufficient. It answers whether the task was completed, but not whether the
harness produced a trustworthy execution.

8.56.2 Trajectory-level Evaluation

Trajectory-level evaluation measures the quality of the path taken by the agent. It asks whether the agent se-
lected appropriate tools, ordered actions sensibly, avoided redundant calls, respected permission boundaries,
recovered from errors, and maintained context consistency over time. This level is where agent evaluation
diverges most clearly from conventional output evaluation: a final answer can be correct while the trajec-
tory is still unacceptable, for example if the agent wastes excessive tokens, repeatedly calls irrelevant tools,
violates permissions, or relies on brittle benchmark-specific behavior.

ReAct provides a conceptual foundation for trajectory-level analysis by representing agent behavior as in-
terleaved reasoning, acting, and observing steps (Yao et al., 2023). Modern agent benchmarks extend this
view into richer environments where each action changes the state available to future steps. WebArena,
WorkArena, OSWorld, and Terminal-Bench all produce trajectories whose intermediate actions are mean-
ingful evaluation objects rather than hidden implementation details (Zhou et al., 2024; Drouin et al., 2024;
Xie et al., 2024; Merrill et al., 2026). LangChain’s evaluation patterns likewise emphasize single-step and
full-turn evaluations because they allow developers to inspect decision quality before an entire run succeeds
or fails (LangChain, 2025b).

Trajectory-level judgement is especially valuable for harness engineering because it provides a route from
failure to repair. If an agent fails because it chooses the wrong tool, the tool interface may need improvement.
If it forgets prior constraints, the context layer may need adjustment. If it loops without recovery, the
orchestration layer may need lifecycle controls. Thus, trajectory evaluation turns benchmark results into
layer-specific engineering feedback.

8.5.3 Evaluator-level Evaluation

Evaluator-level evaluation asks whether the evaluator itself can be trusted. Deterministic verifiers, such as
unit tests or state-based checkers, are reproducible, cheap, and easy to compare across systems, but they
are narrow and difficult to design for open-ended tasks. LLM-as-Judge systems are flexible for natural-
language outputs and trajectory assessment, but they introduce bias, nondeterminism, and additional cost.
Human audits remain important for ambiguous or safety-critical cases, but they do not scale to continuous
evaluation.

G-Eval showed that LLM-based evaluators can better align with human judgements on NLG evaluation
tasks, while also highlighting bias toward LLM-generated text (Liu et al., 2023b). MT-Bench and Chatbot
Arena systematically studied LLM-as-Judge and identified position bias, verbosity bias, self-enhancement
bias, and limited reasoning ability (Zheng et al., 2023). Recent surveys further argue that reliable LLM-as-
Judge systems require standardization, bias mitigation, consistency checks, and meta-evaluation (Gu et al.,
2024).

For agent harnesses, evaluator-level evaluation is not optional. If a grader is flaky, a test is nondeterministic,
or an LLM judge is biased, then evaluation noise can be misattributed to the agent or model. A robust
harness should therefore prefer layered graders: deterministic checks for objective state changes, LLM judges
for semantic or trajectory-level assessment, and human audits for ambiguous or high-risk cases. The evaluator
should be treated as a component under test, not as an oracle outside the system.

8.5.4 Failure Attribution Across Harness Layers

Failure attribution identifies what should be fixed after a run has been judged. A failed rollout may originate
from model reasoning, tool-interface design, stale or compressed context, sandbox instability, orchestration
loops, benchmark ambiguity, or evaluator unreliability (Kapoor et al.,; 2025; Hu et al., 2025a; Jimenez et al.,
2024; LangChain, 2025b). Outcome-level signals indicate whether the objective was achieved; trajectory-
level signals reveal whether the action sequence was coherent, efficient, and policy-compliant; evaluator-level
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signals indicate whether the score itself is trustworthy. Together, these signals support diagnosis rather than
mere scoring (Kapoor et al., 2025; LangChain, 2025b).

In practice, attribution is rarely a single-label classification problem. A vague task specification may cause
the agent to choose the wrong tool; an overly compressed context may cause it to forget a constraint; a
sandbox dependency issue may trigger recovery behavior that increases cost; or a flaky judge may obscure
a valid solution. For this reason, failure attribution should be understood as a diagnostic process over the
full trace rather than as a post-hoc label attached to the final score. The output of Stage 4 is therefore not
only a judgement, but a structured diagnosis that Stage 5 can feed back into regression testing and harness
improvement.

8.6 Stage 5: Continuous Regression and Deployment Feedback

The final stage asks how evaluation results drive the next harness revision. Agent harnesses evolve contin-
uously: prompts, tool schemas, MCP servers, context policies, sandbox images, orchestration loops, gover-
nance rules, and judge prompts may all change over time. Continuous evaluation turns benchmark results
and production failures into a regression system for the harness itself.

8.6.1 Regression Evaluation for Harness Changes

Regression evaluation should be triggered by harness changes as well as model changes. Changes to tool
descriptions, context-compaction policies, sandbox images, permission rules, or judge prompts can alter
agent behavior or evaluation scores. Because harness components interact, local improvements can create
global regressions.

The practical pattern is to maintain a layered evaluation suite: unit-like tests for tool schemas and de-
terministic validators, single-step tests for local decisions, full-rollout tests for end-to-end completion, and
multi-turn simulations for long-horizon coherence. LangChain’s deep-agent evaluation guidance reflects this
layered view (LangChain, 2025b), while Anthropic frames evals as automated tests with explicit grading
logic that can run during development (Anthropic, 2026D).

8.6.2 Evaluation Frameworks and LLMOps Integration

General evaluation frameworks provide reusable infrastructure for continuous testing. Promptfoo sup-
ports prompt and LLM-application regression testing; DeepEval provides unit-test-like abstractions; RA-
GAS focuses on retrieval-augmented generation evaluation; and lm-evaluation-harness supports standard-
ized language-model evaluation (promptfoo contributors, 2026; Confident AI, 2026; Es et al., 2024; Biderman
et al., 2024; Gao et al., 2021). Although these tools were not all designed for long-running agents, they provide
building blocks for regression-oriented harness evaluation.

Evaluation should also connect with observability. Production traces can become regression tests, and
evaluation failures can become observability signals. This link closes the loop between monitoring what
happened and constructing controlled tests that reproduce and diagnose it.

8.6.3 Verifier-Based and Training-Time Evaluation

A newer direction uses evaluators not only as offline metrics, but also as training signals and optimization
targets. Verifier-based environments and RL-style agent gyms, including R2E-Gym and verifiers, use envi-
ronment feedback as reward or validation signals for improving agent policies and scaffolds (Jain et al., 2025;
Prime Intellect, 2026). This shifts evaluation from a post-hoc measurement step to an active component of
agent training, test-time adaptation, and scaffold selection.

Meta-Harness extends this direction by treating harness design itself as an object of automated search (Lee
et al., 2026). Instead of evaluating only which model performs best under a fixed harness, this view asks
which harness structure, prompting strategy, tool interface, or control loop produces more reliable agent
behavior. In this framing, evaluation is not the end of the pipeline; it is the signal that allows the harness
to improve.
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8.7 Summary

Verification and evaluation is the layer that turns agent behavior into engineering evidence. We have orga-
nized this layer as a task-to-feedback lifecycle. Stage 1 grounds tasks in realistic environments and success
criteria. Stage 2 validates that the evaluation setup is ready, fair, and reproducible. Stage 3 runs controlled
rollouts and captures traces. Stage 4 judges each run at the outcome, trajectory, and evaluator levels. Stage
5 feeds the results into continuous regression testing and harness improvement.

This lifecycle reframes evaluation from a leaderboard mechanism into a quality-control loop for agent har-
nesses. A final success rate remains useful, but it is no longer sufficient. For long-running agents, the central
evaluation question is not only whether the agent succeeded, but why it succeeded or failed, whether the path
was acceptable, whether the evaluator was trustworthy, and which harness component should be improved
next.
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Figure 13: Representative work on governance and security for LLM agents, organized by the chapter’s
security categories.

This layer addresses how agent behavior is constrained, made safe, and held accountable. LLM agents
now execute shell commands, send emails, commit code, and invoke third-party APIs; for production de-
ployments, a central question is under what constraints they should act and who bears accountability when
those constraints fail. In production systems, governance has its own tooling ecosystem, including permission
engines, policy languages, audit pipelines, and gateway controls. This ecosystem is distinct from the lifecycle
hooks and observability infrastructure covered in Sections 6 and 7, warranting treatment as an independent
layer in the ETCLOVG taxonomy. We organize the discussion around five mechanisms: permission models
and identity management (§9.1), lifecycle hooks (§9.2), component hardening (§9.3), declarative constitu-
tions (§9.4), and audit infrastructure (§9.5). We then situate these mechanisms within the broader agent
security landscape (§9.6) and close with open research directions (§9.7).

9.1 Permission Models and Identity Management

The first governance question for any agent harness is access control: which tools, files, network endpoints,
and system resources can the agent reach? Agent workloads make this harder than conventional RBAC or
ABAC because the required tool set often depends on a natural-language task that is unknown at deploy-
ment time. The literature therefore moves along a granularity axis: static boundaries fixed at deployment,
contextual policies evaluated per tool call, and cross-boundary permissions for interactions outside the local
harness.
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Static permission boundaries. Production coding agents commonly predefine a permission scope and
require escalation for actions outside it. Codex (OpenAl, 2025) runs shell commands in a sandbox with
restricted filesystem and network access, while Gemini CLI (Mullen & Salva, 2025) combines workspace-
scoped file access with command allow and deny lists. These boundaries are easy to inspect, but they cannot
express task-specific intent.

Moving beyond fixed rules requires expressing constraints that depend on the runtime context of each tool
call.

Context-dependent privilege control. Progent (Shi et al., 2025a) introduces a domain-specific language
(DSL) whose predicates range over tool names, arguments, and environment state. The runtime evaluates
these predicates before each invocation, allowing least-privilege policies to vary by role, user, or session.
Conseca (Tsai & Bagdasarian, 2025) pushes this idea further by generating a task-specific policy from trusted
context and enforcing it with a separate deterministic checker. The separation between policy generation
and enforcement is important: the generative component can adapt to the task, while the enforcer remains
auditable.

The preceding approaches operate within a single agent boundary. Multi-agent settings introduce additional
challenges around both access control and agent identity.

Identity management and inter-agent access control. Before granting access, a system must estab-
lish who is requesting it. South et al. (2025) argue that agents need authenticated delegation: a framework
extending OAuth 2.0 and OpenID Connect with User ID Tokens, Agent ID Tokens, and scoped Delegation
Tokens that would bind user intent to agent-specific permissions. This token chain would create a verifi-
able accountability trail from human principal to agent action. SAGA (Syros et al., 2025) builds on this
principle for multi-agent settings through a provider-mediated architecture. Agents register with crypto-
graphic one-time keys, and short-lived access tokens enforce user-defined contact policies between agents.
IsolateGPT (Wu et al., 2025) takes an architectural approach, adopting a hub-and-spoke model where each
third-party application executes in an isolated spoke with its own LLM, memory, and tool access. Inter-
spoke communication passes through a trusted hub, so cross-application data exchange becomes an explicit
governance decision rather than an incidental side effect of a shared context window.

Credential management. Agents routinely handle API keys, session tokens, and one-time passwords.
Exposing these credentials to the LLM context creates exfiltration risk. Skyvern (Skyvern-AI, 2025) illus-
trates a common pattern: store secrets in a vault, expose only placeholders to the LLM, and substitute raw
values only at the automation layer that executes the authenticated action. The unresolved problem is secret
lifecycle management for long-horizon sessions, where tokens may expire or be revoked mid-trajectory and
renewed credentials must still remain outside the model context.

Web-level permission coordination. The mechanisms above operate within a single harness’s trust
boundary and govern one deployment. Cross-organizational interactions, where agents traverse third-party
websites or call services owned by other parties, require coordination that no single harness can enforce
in isolation. Marro et al. (2025) propose agent-permissions.json, a lightweight manifest file analogous
to robots.txt. Website owners can declare which Ul elements agents may use, rate limits, concurrency
constraints, and actions that require human confirmation. Such manifests do not solve authentication, but
they show how governance begins to cross organizational boundaries.

Open challenges. Designing permission models that are both expressive and usable is an unsolved prob-
lem. Overly restrictive policies degrade agent utility; overly permissive ones negate the purpose of governance.
The community has not converged on a standard permission specification language that is portable across
harness implementations. Open questions also persist about whether actions should be attributed to the
human operator, the agent instance, or transient task identities (South et al., 2025).
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9.2 Lifecycle Hooks

Permission models define what is allowed. Lifecycle hooks define when policy checks fire. Many harnesses
expose hook points at each stage of the agent loop: before planning, before tool invocation, after tool
execution, and before response delivery. These hooks allow governance logic to be injected without modifying
the agent’s core reasoning. Figure 14 situates the four hook points along a single tool-use cycle.

Figure 14: Four hook points along one tool-use cycle. Solid boxes are agent components; dashed boxes are
governance hooks. HI1 validates input before it reaches the LLM, H2 validates the proposed action before
tool execution, H3 mediates information flow from tool output back into context, and H4 gates consequential
actions on user approval.

Pre-execution hooks: input guardrails. Input guardrails validate data before it reaches the LLM.
PromptShield (Jacob et al., 2024) and DataSentinel (Liu et al., 2025) train dedicated classifiers to detect
prompt injection payloads in user inputs and retrieved content. Rule-based detectors are strict but brittle.
Model-based detectors generalize better but are slower and susceptible to adaptive attacks (Andriushchenko
et al., 2024; Nasr et al., 2025).

The next enforcement point occurs between the LLM’s proposed action and the harness’s tool execution.

Pre-invocation hooks: output guardrails and action validation. Before executing a tool call, output
guardrails inspect the LLM’s proposed action. ShieldAgent (Chen et al., 2025b) formalizes safety constraints
as verifiable predicates and checks each action against them. In multi-agent systems, ControlValve (Jha
et al., 2025) constrains the control-flow graph between agents and prevents unauthorized agent transitions,
addressing control-flow hijacking attacks where one agent redirects execution to another.

After a tool executes, the returned data must also be inspected before re-entering the LLM context.

Post-execution hooks: information flow control and taint tracking. CaMeL (Debenedetti et al.,
2025) implements capability-based information flow control. Every data value carries metadata tags that
track its provenance, distinguishing trusted user input from untrusted web retrieval. A custom interpreter
enforces that untrusted data cannot influence control-flow decisions. CaMeL separates planning over trusted
context from processing over untrusted content, trading some flexibility for a stronger control/data-flow
boundary on AgentDojo (Debenedetti et al., 2024).

A complementary enforcement mechanism places the human user in the loop.

Human-in-the-loop hooks. Several widely used coding agents, including Codex, Gemini CLI, Cursor,
and OpenHands (Wang et al., 2025a), gate destructive or out-of-scope actions on explicit user approval.
Three design dimensions shape these hooks: validation scope (which actions require approval), alert richness
(how much context the user sees), and recurrence policy (allow-once versus allow-always). Felt et al. (2012)
showed that only 17% of Android users paid attention to permission dialogs during app installation, and
only 3% correctly answered comprehension questions about the permissions they had granted; agent approval
dialogs may face analogous habituation and comprehension risks. Frequent requests lead users to approve
dangerous actions reflexively, while infrequent requests leave coverage gaps.

Some systems treat hooks as a programmable enforcement substrate rather than as isolated classifiers.
AgentSpec (Wang et al., 2026) defines rules with triggers, predicates, and enforcement actions at plan, tool-
call, and response stages. AgentDoG (Liu et al., 2026a) shifts from single-action classification to trajectory-
level diagnosis, organizing risks by source, failure mode, and consequence.
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Open challenges. Across current systems, hook APIs remain heterogeneous. We are not aware of a widely
adopted standard that defines a universal hook interface for third-party governance modules. Hooks also
introduce latency, and the interaction effects between stacked hooks remain largely unstudied. A plausible
failure mode is that an upstream sanitizer alters the signals that a downstream detector relies on, leaving
the combined pipeline weaker than either component considered in isolation.

9.3 Component Hardening

Lifecycle hooks enforce governance at the harness level. Component hardening strengthens individual agent
components, specifically the LLM and the tools it invokes, against their specific vulnerabilities. A harness
benefits from hardened components because fewer malicious inputs survive to trigger governance hooks in
the first place.

Model hardening. A root cause of prompt injection is that LLMs treat all input text with equal priority,
making them unable to distinguish system instructions from untrusted data. Wallace et al. (2024) propose
an instruction hierarchy that trains models to prioritize privileged instructions (system prompts) over lower-
privileged ones (user messages, tool outputs). Models learn to align with lower-level instructions when they
are consistent with higher-level constraints, and to ignore or refuse them when they conflict. SecAlign (Chen
et al., 2025a) formulates the same defense goal as preference optimization over prompt-injected inputs,
desirable responses, and undesirable responses.

These model-level defenses complement harness-level hooks. A hardened model rejects more injections at
inference time, reducing the load on downstream guardrails. However, model hardening alone is insufficient:
it addresses wrong instruction following in Kim et al’s taxonomy but does not prevent unconstrained data
flow or unauthorized actions, which require system-level enforcement (Kim et al., 2026; Wei et al., 2026).

Classifier-based runtime hardening. A complementary line of work hardens the model boundary with-
out modifying the agent LLM itself, by deploying small auxiliary classifiers that screen inputs and outputs at
runtime. Llama Guard (Inan et al., 2023) fine-tunes a separate model to classify both user prompts and as-
sistant responses against a configurable safety taxonomy, returning per-category labels that the harness can
route to allow, block, or escalate decisions. Such classifiers offer two practical properties that training-time
hardening lacks: the taxonomy can be edited without retraining the agent model, and the same detector
can be reused across heterogeneous LLM backends. The cost is the latency budget discussed in §9.2: each
additional classifier adds a forward pass per tool-use cycle.

Model and classifier defenses harden the LLM boundary; the tool boundary requires its own protocol-level
treatment.

Tool hardening and MCP security. The Model Context Protocol (MCP) (Anthropic, 2024c) has
emerged as a common interface between agents and tools, but its initial specification lacks native secu-
rity primitives. This gap has attracted both attacks and defenses, and an official specification response.
Radosevich & Halloran (2025) demonstrate that widely used commercial LLMs can be coerced into using
MCP tools to execute malicious code, establish remote access, and steal credentials. Their McpSafetyScanner
uses a three-agent architecture (hacker, auditor, supervisor) to systematically discover such vulnerabilities.
Trail of Bits (Trail of Bits, 2025) show that MCP servers can attack clients before a user ever invokes a tool,
through poisoned tool descriptions that influence the LLLM’s behavior at registration time.

On the defense side, ETDI (Bhatt et al., 2025) extends MCP with cryptographically signed and versioned tool
definitions, ensuring that any modification to a tool’s code, schema, or permissions requires a new signed
version. This prevents rug-pull attacks where a previously approved tool is silently updated to perform
malicious actions.

Protocol-level hardening. Beyond individual components, SAFEFLOW (Li et al., 2025) introduces
protocol-level enforcement for multi-agent systems. It combines fine-grained information flow control with
transactional execution semantics, so a violating tool call or inter-agent message can be rolled back rather
than propagated through shared state.
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Supply chain risks. Agent governance must also address the tools and packages that agents invoke.
Spracklen et al. (2025) analyze 576,000 code samples across 16 LLMs and find that open-source models
hallucinate nonexistent package names at a rate of 21.7%. Attackers can register these hallucinated names
on public repositories and inject malicious code, a technique termed “slopsquatting.” ETDI’s cryptographic
signatures address part of this problem for MCP tools, but package managers and retrieval sources remain
outside most agent governance stacks.

Open challenges. Model hardening and tool hardening address complementary threat surfaces, but no
unified framework connects them. A hardened model may still invoke a compromised tool, and a signed tool
definition does not prevent misuse by a jailbroken model. Composing these defenses into a coherent stack
with quantifiable residual risk remains an open problem. As MCP adoption grows, its security extensions
become natural targets for standardization, yet interoperability and certification remain largely unsettled.

9.4 Declarative Constitutions

Embedding governance logic directly in application code makes policies opaque, hard to audit, and difficult
to update. A growing number of harnesses externalize governance rules into declarative configuration files,
most commonly in YAML format. These files serve as a machine-readable constitution for the agent.

Training-time constitutions: Anthropic’s Constitutional AI. Anthropic (Anthropic, 2026a) pub-
lishes a constitution organized as a four-tier priority hierarchy: safety (preserving human oversight), ethics
(honesty, harm avoidance), compliance (Anthropic’s guidelines), and helpfulness (user requests). The consti-
tution distinguishes hard constraints, such as absolute prohibitions on chemical, biological, radiological, and
nuclear (CBRN) assistance, from soft-coded defaults that operators may adjust within defined bounds. In
agentic settings, this structure suggests a principal hierarchy in which Anthropic’s policies override operator
configurations, which in turn override end-user preferences.

Training-time constitutions operate by shaping the model’s behavior during alignment and post-training.
They shape model behavior at training time but are difficult to modify post-deployment and cannot be
independently audited by the harness. A distinct approach externalizes governance rules into deployment-
time configuration that the harness can read, validate, and enforce.

Deployment-time constitutions: YAML-based governance. The AutoHarness repository (AIMing
Lab, 2026) encodes governance rules in a YAML file that specifies the pipeline mode (core, standard, or
enhanced), risk classification patterns, allowed and denied tool patterns, token budget limits, and audit
log destinations. This declarative style separates governance intent from execution logic. Non-developer
stakeholders such as security teams and compliance officers can review and modify policies without touching
agent code. Unlike training-time constitutions, YAML files can be updated, versioned, and diffed with
standard tooling, enabling policy updates without retraining or redeploying the model.

The two layers differ operationally. Training-time constitutions are costly to modify and must be inferred
through behavioral probes, while deployment-time YAML is directly readable and diff-reviewable. Training-
time alignment shapes default behavior probabilistically and can be overridden by adversarial prompts (An-
driushchenko et al., 2024); deployment-time rules instead execute as harness checks.

Pattern-based YAML rules suffice when policies reduce to literal triggers, but real deployments often require
conditional logic over runtime state. Current YAML schemas do not standardize predicates over privilege
escalation, host-based egress, session-level rate limits, or future actions. Between free-form YAML and
hard-coded rules lies a third design point: structured policy DSLs.

Programmable policy languages. Progent’s policy language (Shi et al., 2025a) supports boolean pred-
icates, quantifiers, and environment references. It provides formal expressiveness while remaining readable.
Formal-LLM (Li et al., 2024) goes further by encoding plan constraints as pushdown automata. This formal-
ism can express sequential ordering constraints, prohibited tool combinations, and required approval gates
at specific steps. VeriSafeAgent (Lee et al., 2025) formalizes user intent into a DSL over Ul state transitions,
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verifying that proposed GUI actions align with the user’s task before execution. YAML constitutions admit
ambiguity; formal specifications demand expertise.

Open challenges. No widely adopted standard schema exists for agent constitutions. Each harness tends
to define its own YAML structure, making policies non-portable. Tooling to validate that a constitution
is internally consistent (e.g., no contradictory allow/deny rules) and complete (e.g., no unhandled tool
categories) appears limited in the current ecosystem. The interaction between training-time and deployment-
time constitutions is particularly underexplored. Whether a YAML deny-rule can reliably override a behavior
that RLHF has reinforced, and under what conditions the two layers conflict, remains an open question with
practical security implications.

9.5 Audit Infrastructure

Governance requires accountability. Audit infrastructure records what the agent did, why it did it, and
whether governance policies were respected. These records support post-hoc investigation, regulatory com-
pliance, and continuous policy refinement.

Structured audit trails. AutoHarness (AIMing Lab, 2026) emits per-tool-call JSONL records that in-
clude the tool name, arguments, risk classification, permission decision, execution result, token cost, and
wall-clock latency. These structured logs support both real-time dashboards and offline forensic analysis.
SAGA (Syros et al., 2025) extends audit trails to multi-agent interactions by recording cryptographic tokens
exchanged between agents, enabling provenance tracking across trust boundaries. Across these systems, a
replayable audit record needs at least a trace identifier, principal identity, tool invocation, policy decision and
version, execution result, resource cost, and an integrity hash over relevant inputs and outputs. Most current
systems record only a subset of these fields, and few sign or hash records, leaving audit trails susceptible to
log tampering by a compromised agent process.

Beyond recording, detecting governance violations in long-running agents requires automated analysis.

Anomaly detection: per-action versus trajectory level. Detection mechanisms split along the gran-
ularity at which they evaluate evidence. Per-action detectors classify each tool call in isolation against a
learned or specified notion of risk: input and output guardrails (§9.2) operate in this regime, and AgentMon-
itor (Naihin et al., 2023) provides a lightweight log-and-flag implementation. This regime is cheap and easy
to audit, but it cannot recognize attacks that distribute themselves across many individually benign actions,
such as a slow exfiltration that reads one file per minute. Trajectory-level detectors evaluate sequences of
actions jointly. AgentAuditor (Luo et al., 2025) combines behavioral pattern matching with LLM-based
reasoning over full traces. SentinelAgent (He et al., 2025) models multi-agent communication as a temporal
graph and flags anomalous interaction patterns. Trajectory-level detection catches multi-step attacks at the
cost of higher latency and a less localized notion of which action triggered the alert, complicating both real-
time intervention and post-hoc explanation. In the systems surveyed here, per-action checks are typically
deployed inline, while trajectory-level analysis runs asynchronously over the audit log.

Beyond security, long-running agents also require cost and resource governance.

Cost and resource auditing. A runaway agent loop can exhaust API budgets quickly in loop-heavy
workloads. The 2025 OWASP Top 10 for LLMs (OWASP Foundation, 2025) lists resource drain as a distinct
risk category. AutoHarness (AIMing Lab, 2026) tracks per-call token consumption and enforces session-level
budgets declaratively through its constitution. Cost-aware governance matters especially in multi-agent
architectures where fan-out patterns can multiply API calls exponentially.

Tiered governance pipelines. An emerging design pattern integrates the preceding mechanisms (per-
missions, hooks, constitutions, and audit) into a single configurable pipeline. AutoHarness (AIMing Lab,
2026) exemplifies this pattern with three tiers. The tiers add progressively deeper checks, from parse-risk—
permission—execute—audit loops to context enrichment, output validation, anomaly scoring, human escala-
tion, and formal constraint verification. The tier is selected declaratively via the YAML constitution, so
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governance overhead scales with deployment risk. Other production guidance exposes similar responsibili-
ties as feature-level controls rather than named tiers (Shavit et al., 2023). Which abstraction is more usable
remains an open empirical question.

Open challenges. Audit logs accumulate rapidly in long-running agents, raising challenges around storage,
privacy, and signal-to-noise ratio. Logs may contain sensitive user data, API keys, or conversation content,
creating tension between audit completeness and data protection requirements. The community also lacks
standardized audit schemas, making cross-system analysis and regulatory reporting difficult.

9.6 Situating Governance in the Agent Security Landscape

Governance mechanisms respond to a concrete threat landscape. Recent evidence (Zhang et al., 2026b; Kim
et al., 2026; Chen et al., 2026; Wei et al., 2026) from open agent-to-agent platforms further suggests that
agent security is not limited to prompt injection or single-agent jailbreaks: social engineering, coordinated
agent clusters, credential leakage, and platform-level engagement amplification can jointly shape the threat
landscape. Kim et al. (2026) survey 128 papers and catalogue 51 attack methods and 60 defense meth-
ods across the agent stack. Chen et al. (2026) complement this with a software-engineering perspective,
synthesizing 50 papers through a six-dimensional taxonomy and proposing a reference doctrine for secure-
by-construction agent platforms. We use these frameworks to connect governance mechanisms to specific
security risks and identify coverage gaps.

From design dimensions to governance mechanisms. Kim et al. identify seven design dimensions
(Input Trust, Access Sensitivity, Workflow, Action, Memory, Tool, User Interface), each representing a
flexibility spectrum. Greater flexibility expands the attack surface, and governance constrains that flexibility
at runtime. Permission models bound tools and actions; lifecycle hooks inject checkpoints into workflows;
constitutions externalize constraints; and audit infrastructure provides the feedback loop that reveals when
constraints are too loose or too tight. Table 3 maps governance mechanisms to the seven risk categories
(R1-R7) in Kim et al’s taxonomy.

Table 3: Mapping governance mechanisms to the risk taxonomy of Kim et al. (2026).

Governance Mechanism Risks Mitigated or Detected

Permission models and identity mgmt. R1 (untrusted interfaces), R5 (data leak-
age), R6 (unauthorized actions)

Input guardrails R1, R2 (wrong instruction following)
Output guardrails R2, R4 (hallucination), R5, R6
Information flow control R3 (unconstrained data flow), R5, R6
Component hardening R1, R2, R4

Monitoring and audit R5, R6, R7 (resource drain)
Human-in-the-loop R2, R6

Privilege separation R2, R3

Formal verification R2, R6

Declarative constitution Cross-cutting: configures all of the above

Defense gaps in real-world agents. Kim et al’s case studies on six agent systems (Codex, Gemini
CLI, OpenHands, Browser Use, Nanobrowser, Skyvern) reveal that no agent fully implements all defense
categories. Information flow control, identity management, and formal verification are absent from every
surveyed system. In all six cases, monitoring is partial: agents log tool calls but lack automated anomaly
detection. The AutoGPT case study illustrates the consequence: downstream patches can address individual
symptoms while leaving upstream input validation, information flow control, and policy composition under-
specified.
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Defense-in-depth and its limits. Kim et al. argue that agent security requires layered defenses that
complement each other: input guardrails as first-line protection, output guardrails as last-line defense,
information flow control and monitoring as continuous runtime protection, access control for authentication
and authorization, and human-in-the-loop for critical decisions. However, layering is not free; as discussed
in §9.2, poorly coordinated layers may interfere with each other, and the composability of independent
governance hooks remains largely untested. In this framing, governance can serve as the orchestration layer
that helps defense mechanisms cooperate rather than conflict.

Contextual security as a proposed extension. Kim et al. (2026) propose contextual security as a
candidate fourth security goal for agentic systems, alongside the classical confidentiality—integrity—availability
(CTA) triad. The proposal is recent and specific to their survey; it has not been adopted by standards bodies
such as the National Institute of Standards and Technology (NIST) or by mainstream security textbooks,
and we treat it here as a useful framing rather than as a settled definition. Conseca (Tsai & Bagdasarian,
2025) and CaMeL (Debenedetti et al., 2025) illustrate the engineering direction: context must be treated
as governed state rather than as passive prompt material. Whether this warrants elevation to a standalone
security goal remains unsettled.

9.7 Research Directions

Table 4 summarizes the state of governance across the systems discussed in this section.

Table 4: Governance feature coverage. @ = full support, © = partial, O = absent.

System Perm. Hooks Harden. Constit. Audit Multi-Ag.
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The sparsity visible in Table 4 suggests that governance infrastructure is often a practical bottleneck for
safe deployment alongside model limitations. We identify eight open research directions, restricted here to
governance-specific gaps and cross-referenced with the broader open problems in §12.

(1) Standardized policy and audit languages. Each harness defines its own YAML schema and pro-
prietary DSL, fragmenting the governance ecosystem. A community-driven specification, analogous to what
MCP (Anthropic, 2024c¢) is pursuing for tool interfaces, would enable portable policies, composable gover-
nance modules, and cross-harness audit interoperability.

(2) Formal governance guarantees. Current governance mechanisms remain limited in formal guaran-
tees. Formal verification of agent behavior remains at an early stage (Li et al., 2024; Chen et al., 2025b; Lee
et al., 2025). Extending these techniques to verify governance pipeline correctness, for instance proving that
a constitution is internally consistent and covers all tool categories, remains underexplored.

(3) Adaptive governance. Static policies cannot anticipate every task context. Conseca (Tsai & Bag-
dasarian, 2025) demonstrates that LLM-generated policies can bridge this gap. The trustworthiness of
machine-generated governance rules, and the question of how such policy generators should themselves be
governed, remain open.
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(4) Governance for long-horizon agents. Agents that execute multi-hour or multi-day tasks introduce
context drift, session-spanning state, and evolving trust assumptions. Many current governance pipelines are
designed for single-turn or short-session agents. Scaling them to long-horizon autonomy requires governance
rules whose validity can be renewed, revoked, and audited over evolving sessions.

(5) Usable governance interfaces. Usable governance interfaces are necessary for deployment. The field
needs human-computer interaction (HCI) research on permission Uls, audit dashboards, and constitution
editors that are accessible to non-specialist users. Prior work on mobile permissions suggests a risk that
approval dialogs will transfer poorly to the agentic setting (Felt et al., 2012), but agent-specific studies are
still needed.

(6) Cross-layer governance coherence. Training-time alignment (constitutional AI), deployment-time
configuration (YAML constitutions), and runtime enforcement (lifecycle hooks) operate at different layers
with different fidelities. How these layers compose, and whether runtime governance can reliably override
training-time dispositions, remains an open question.

(7) End-to-end supply chain governance. MCP security extensions such as ETDI (Bhatt et al., 2025)
address tool integrity within a single harness. However, agents also depend on external packages, datasets,
and retrieval sources whose provenance is difficult to verify. Package hallucination attacks (Spracklen et al.,
2025) demonstrate that LLMs can inadvertently introduce supply chain compromises. Governance frame-
works that span the full tool and data supply chain, from package repository to agent execution, remain
limited.

(8) Unified adversarial benchmarks for governance stacks. Existing benchmarks target narrow threat
classes, such as prompt injection, trajectory diagnosis, or MCP server vulnerabilities (Debenedetti et al.,
2024; Liu et al., 2026a; Radosevich & Halloran, 2025). None evaluates a complete governance stack under a
common adversary model with reproducible attack traces. A community benchmark would need to report
defense effectiveness, false-positive rate, and overhead jointly rather than in isolation.

10 Cross-Cutting Concerns

The concerns collected in this section cut across multiple ETCLOVG layers and develop Claim 1 (the agent
harness as an independent system layer, §1) by showing where layer-specific reasoning breaks down. The layer
chapters isolate execution, tools, context, lifecycle, observability, evaluation, and governance so that each
design surface can be described precisely. Production harnesses, however, fail most often at the interfaces
among these surfaces.

Inter-layer interaction patterns. The seven layers are not independent. The execution environment
(E) constrains which lifecycle and orchestration strategies (L) are practical; context management (C) affects
evaluation reproducibility (V); and governance (G) imposes identity, permission, and audit constraints that
span every other layer. A harness design should therefore be read as a dependency structure, not as a
checklist of separable components.

The cost—quality—speed trilemma. Stronger evaluation (V), stricter governance (G), richer observability
(O), and more faithful execution environments (E) generally increase cost and latency. Optimizing for speed
often reduces diagnostic depth or safety margin, while optimizing for quality can make iteration too expensive
for routine use. Real systems must choose which checks are synchronous, which run offline, and which failures
justify costly recovery paths.

Standardization and ecosystem dynamics. Protocols such as MCP, ACP, and A2A reflect a pressure
toward shared interfaces for tools, agents, and orchestration state. This pressure favors agent-agnostic
infrastructure over single-agent integrations, but it also shifts responsibility to governance and observability:
a standardized tool call is useful only if the surrounding harness can preserve provenance, permissions, cost,
and failure evidence across systems.

Persistent ecosystem gaps. Across the corpus, five gaps recur at layer boundaries: cross-tool interoper-
ability, cost attribution, failure recovery, multi-repository orchestration, and human-agent handoff. These
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gaps motivate the synthesis in §11: the central question is no longer whether each layer has available tools,
but whether the composed harness behaves as a reliable control system.

11 Cross-Layer Synthesis

This section consolidates the cross-cutting concerns of §10 into five system-level effects and is the central
support for Claim 1 (§1). The purpose is to shift the discussion from component coverage to harness behavior:
once execution, tools, context, orchestration, observability, evaluation, and governance are composed, their
interactions create constraints that no single layer can solve alone.

11.1 Cost-Quality-Speed Trilemma

Harness reliability is constrained by a three-way tradeoff between cost, quality, and speed. Stronger sand-
boxes and more faithful environments improve safety and reproducibility but increase startup latency and
infrastructure cost; richer context and memory policies can improve task continuity but consume tokens
and introduce retrieval overhead; deeper evaluation and observability improve diagnosis but slow iteration
and add storage, labeling, and trace-processing costs. Production systems therefore cannot treat quality
as a scalar objective. They must decide which risks justify expensive controls, which checks can run asyn-
chronously or in regression suites, and which telemetry is worth capturing at each stage of the agent lifecycle.

11.2 Capability-Control Tradeoff

More capable harnesses expose more authority to the agent, but every increase in authority expands the
control problem. Larger tool menus broaden task coverage while increasing selection error and prompt-
injection surface; persistent memory helps long-running tasks but creates provenance, staleness, and privacy
risks; permissive sandboxes make autonomous execution useful but also enlarge the blast radius of misaligned
or compromised actions. The capability-control tradeoff is therefore not a security add-on to an otherwise
functional system. It is a design axis that links tool schemas, context policy, runtime permissions, identity,
auditability, and human approval.

11.3 Harness Coupling Problem

Harness layers are coupled in ways that make local optimization fragile. The execution environment changes
evaluation results by affecting package availability, reset semantics, latency, and failure modes; tool descrip-
tions consume context budget and shape model behavior; observability traces become governance evidence
only if identity and permission state are captured at the same granularity; and evaluation design feeds back
into orchestration by rewarding some recovery loops and penalizing others. These couplings imply that
harness changes should be tested as system changes. A prompt, tool, memory, sandbox, verifier, or monitor
may look beneficial in isolation while degrading the whole rollout when combined with the rest of the con-
trol loop. The coupling problem also explains why agent scores cannot be cleanly attributed to the model
without specifying the surrounding controller. Under the closed-loop framing, a change to context policy,
tool schema, verifier, or recovery loop changes the controller Cyy and therefore the measured behavior of the
same model (Boliik, 2026b).

11.4 From Agent Frameworks to Agent Platforms

The ecosystem is moving from agent frameworks toward agent platforms. Frameworks package local ab-
stractions such as agents, tools, memory stores, and execution loops; platforms add durable workspaces,
managed sandboxes, identity, billing, observability, evaluation, governance, and human handoff across many
runs and many users. This transition matters because long-running agents are no longer just programs that
call models. They are operational systems that need tenancy, compliance, fault recovery, trace retention,
and organizational ownership. As a result, the central design question shifts from “how do I build an agent?”
to “how do I operate a fleet of agents whose actions remain inspectable and reversible over time?”
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11.5 Open Research Agenda

The synthesis points to a research agenda centered on harnesses as adaptive control systems. The field
needs benchmarks that vary harness interventions rather than only model weights, trace-native methods
for attributing failures across layers, protocols for transferring state and responsibility among agents, tools,
sandboxes, evaluators, and humans, and optimization methods that simplify harnesses as models improve.
The next section turns these cross-layer effects into five open questions: how to harden and scale execution
environments, maintain reliable state, diagnose failures from traces, standardize handoffs, and keep harnesses
useful under changing model capability.

12 Open Problems and Future Directions

The open problems collected here follow from the binding-constraint thesis and the cross-layer synthesis,
and they form the forward-looking part of the evidence for Claim 1 (§1). Rather than treating the seven
ETCLOVG layers as independent component lists, this section asks where the whole harness remains sci-
entifically under-specified. The central pattern is that agent harnesses are becoming long-running control
systems, but the field still lacks mature answers for hardening the execution substrate, preserving state,
diagnosing failures, transferring responsibility, and updating the harness as model capabilities change. We
organize these gaps into five questions that cut across the taxonomy.

12.1 Hardening and Scaling Execution Environments

Execution environments are becoming the control boundary where security, scalability, and portability meet.
SandboxEscapeBench documents that frontier models can exploit sandbox weaknesses under realistic config-
urations (Marchand et al., 2026), but defense work remains fragmented across systems with different threat
models and evaluation protocols (Wu et al., 2025; Yan, 2025). At the same time, the one-container-per-
task pattern strains large-scale training and evaluation, where tens of thousands of parallel trajectories need
cheap reset and replay; SWE-World points toward Docker-free surrogate environments, but the fidelity of
learned transitions relative to real execution remains unresolved (Sun et al., 2026). Even deployment porta-
bility is not a solved engineering detail: Docker-based sandboxes inherit Linux-kernel assumptions, while
macOS, Windows, browser, desktop, and hybrid-cloud settings expose different isolation and reproducibility
constraints.

The open problem is to make the runtime substrate both measurable and composable. Future harnesses
need common security evaluations for prompt injection, goal misalignment, and compositional amplification;
cost models that decide when to use containers, microVMs, OS-level permission boundaries, full desktop
VMs, browser environments, or learned surrogates; and portability layers that preserve semantics across
self-hosted, cloud, and hybrid deployments. The bundle-versus-compose split between framework-integrated
runtimes (§3.2.4) and sandbox abstractions (§3.2.7) should be treated as an empirical design question rather
than a product preference. Standards such as MCP may reduce composition cost, but only if the tool,
governance, and observability layers expose enough state to keep runtime choices auditable, recoverable, and
safe.

12.2 Maintaining Reliable State in Long-Running Agents

The deepest context problem is not simply how to fit more tokens into a prompt, but how to keep an
agent’s working state aligned with the true task state over long horizons. Long-running coding, research, and
operations agents repeatedly summarize, retrieve, compact, and externalize information; every such operation
can delete constraints, distort priorities, or preserve stale assumptions. Recent context-engineering work
treats compaction, tool-result clearing, retrieval, and prompt-cache-aware ordering as practical mechanisms
for managing limited context windows (Anthropic Applied AT Team, 2025; Anthropic, 2025¢; OpenAl, 2026b).
However, context rot and memory benchmarks show that longer inputs and richer memory stores do not
automatically imply better task-state tracking (Hong et al., 2025; Tan et al., 2025; He et al., 2026).
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A principled research agenda should therefore recast context management as state estimation. The open
question is whether we can characterize how much task-relevant information is lost at each compression,
retrieval, or forgetting step, and whether we can bound the divergence between the agent’s internal state
and the real state of the task. Recent surveys formalize agent memory as a write-manage-read loop and
identify policy-learned management as an emerging mechanism family (Zhang et al., 2025; Du, 2026). Fu-
ture systems need uncertainty-aware summaries, provenance for remembered facts, contradiction handling,
explicit staleness markers, and recovery procedures that let an agent reconstruct missing state from durable
artifacts rather than trusting its own compressed history. This also suggests a tighter link between memory
and evaluation: memory policies should be judged not only by recall accuracy, but by whether they prevent
downstream action errors in multi-session tasks.

12.3 Diagnosing Failures from Agent Traces

Agent evaluation is still too often final-score-centric: a run passes or fails, and the final number is treated
as evidence about model quality. For harness engineering, this is insufficient because a failed rollout may
originate from model reasoning, a misleading tool schema, sandbox misconfiguration, stale context, flaky
tests, benchmark ambiguity, judge instability, or orchestration loops. Anthropic’s analysis of agentic coding
evaluations shows that infrastructure settings can measurably shift benchmark scores (Anthropic, 2026a),
and recent work on randomness in agentic evals argues that single-run pass rates can hide substantial vari-
ance (Bjarnason et al., 2026). The evaluation layer must therefore be studied as a measurement instrument,
not merely used as a leaderboard generator.

The next step is trace-native evaluation: traces should become the primary object from which systems
compute outcome scores, trajectory quality, failure attribution, and regression tests. Observability systems
already capture spans, tool calls, costs, retries, exceptions, and intermediate messages (OpenTelemetry, 2026;
AlSayyad et al., 2026; Koc et al., 2025), but these traces are often disconnected from evaluation pipelines.
LangChain’s 2026 survey reports that 89% of teams use observability while only 52.4% run offline evalu-
ations (LangChain, 2026a); this gap means teams can see what agents did without systematically judging
whether the behavior was correct. Future work should close this loop by converting anomalous production
traces into regression cases, computing trajectory metrics directly over spans, and feeding diagnostic sig-
nals back into prompt, tool, context, and orchestration changes. Reflexion showed that agents can learn
from their own traces in short-horizon settings (Shinn et al., 2023); extending this idea to long-running,
multi-session harnesses remains open.

12.4 Standard Handoffs Across Agents, Tools, and Humans

Modern harnesses increasingly distribute work across planners, subagents, tools, sandboxes, evaluators, and
humans, but the interfaces between these actors remain ad hoc. There are emerging local standards: MCP
standardizes tool access, A2A targets inter-agent communication, and OpenTelemetry provides a general
substrate for traces (Model Context Protocol, 2025b; A2A Project, 2025; OpenTelemetry, 2026; Ehtesham
et al., 2025). What is missing is a cross-layer handoff contract. When a planner hands work to an executor,
an agent calls a tool, a subagent returns control, or a system escalates to a human, the handoff should
transfer not only a text summary but also intent, constraints, permissions, artifacts, provenance, budget
state, risk level, trace history, and unresolved decisions.

This problem is partly technical and partly institutional. OpenAl’s Symphony frames the issue tracker
and repository as a control plane for agent work, while Anthropic’s long-running-agent harnesses emphasize
durable progress artifacts and clean handoff state (Kotliarskyi et al., 2026; Anthropic, 2025d; 2026b). Gov-
ernance work reaches the same conclusion from the opposite direction: agent identity, delegation, permission
manifests, and auditability are needed before agents can safely act on behalf of users across systems (South
et al., 2025; Marro et al., 2025; Syros et al., 2025). The open problem is to define handoff protocols that
are rich enough for safety and recovery, but simple enough for broad adoption. Such protocols should make
responsibility explicit: who authorized the action, which state was transferred, which evidence supports the
current plan, what the receiver is allowed to do, and when control must return to another agent or a human.
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12.5 Keeping Harnesses Useful as Models Improve

Harness design should not be assumed to move monotonically toward more scaffolding. Every wrapper,
reset, verifier, planner, memory rule, and permission gate encodes an assumption about what the model
cannot do reliably on its own. As model capabilities change, harness interventions should be re-estimated
rather than assumed to remain beneficial. A factorial model-by-harness evaluation can reveal when an inter-
vention improves all models, helps only specific model families, or reverses model rankings (Boliik, 2026b).
Anthropic reports a concrete version of this pattern in long-running application development: context resets
that were useful for one model became dispensable for a stronger model, and removing them reduced cost
without degrading quality (Anthropic, 2026¢). OpenAl similarly frames harness engineering as a discipline
of keeping human attention, repository state, and agent execution aligned rather than merely adding more
scaffolding (OpenAl, 2026a;b).

This creates a meta-engineering agenda: harnesses need mechanisms for optimizing and simplifying them-
selves. Meta-Harness shows that prompts, tools, and control loops can be searched as part of the optimiza-
tion target rather than fixed by hand (Lee et al., 2026), while Natural-Language Agent Harnesses make
harness modules explicit and ablatable (Pan et al., 2026). Production observability and cost systems such as
TensorZero, Axon, and AgentOps point toward budget-aware harness operation (TensorZero, 2026; harshke-
dial77, 2026; AgentOps Al, 2026), but the research problem is broader than cost minimization. Future
systems should identify which interventions are causally responsible for quality, safety, or reliability; run
shadow-mode or A/B tests across harness variants; and optimize under joint quality—latency—cost—risk con-
straints. A central risk is benchmark overfitting: a harness that optimizes itself only against a narrow suite
may become brittle. The more durable goal is adaptive simplification, where the harness continuously asks
which controls are still necessary as tasks, tools, and model capabilities change.

13 Conclusion

This survey treats the agent harness as an independent engineering surface and argues that infrastructure
quality, not model capability alone, sets the ceiling on real-world agent reliability. Around this binding-
constraint thesis we develop three claims. The seven-layer ETCLOVG taxonomy separates Observability
and Governance from Lifecycle Hooks and reflects how production teams already organize their tooling
and ownership. A mapping of 170+ open-source projects onto the taxonomy gives the most extensive
ecosystem snapshot to date and surfaces adoption patterns, coverage gaps, and emerging design principles.
A three-phase engineering evolution from prompt to context to harness engineering, together with a cross-
layer synthesis covering the cost—quality—speed trilemma, the capability—control tradeoff, and the harness
coupling problem, situates the harness within a broader engineering trajectory. Our analysis has limits. The
corpus is biased toward English-language, GitHub-visible, open-source projects, and toward the coding-agent
ecosystem; extending it to closed-source production systems and to non-coding agent ecosystems would
sharpen the empirical picture. The taxonomy itself is descriptive: turning ETCLOVG into a normative
framework that can guide harness design decisions, rather than only classify them, is the natural next step
we hope this survey will encourage.
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A Appendix: Full Ecosystem Mapping

Table S1 gives the technical ecosystem mapping used by this survey. The catalog snapshot was verified
on 2026-05-08 with 171 public entries, 146 GitHub entries, 142 GitHub entries in project categories, and 0
broken URLs. For the paper appendix, we keep only technical artifacts and the seven ETCLOVG layers: pure
readings, ecosystem maps, general list repositories, and tutorial- or handbook-only resources are omitted.
Former reference implementations are folded into their dominant ETCLOVG layer using the catalog tags
and summaries; tags and star snapshots are copied from the verified snapshot. Appendix B expands the six
focal implementations.

Table S1: Curated technical ecosystem catalog with one primary ETCLOVG layer per artifact.

Artifact Primary Catalog tags Stars
layer
Execution Substrates & Sandboxing 20 entries; primary layer: E — Execution & Sandboxing
Daytona E sandbox, execution, infra 72.4k
NanoClaw E containers, claude-sdk, scheduling 28.6k
cmux E macos, workspace, browser 16.3k
CUA E computer-use, sandbox, infra 15.7k
E2B E cloud-sandbox, execution, enterprise 12.1k
Browser Harness E browser, cdp, self-healing 11.0k
OpenSandbox E sandbox, security, runtime 10.5k
agent-infra sandbox E all-in-one, browser, shell 4.5k
Judge0 E code-execution, sandbox, backend 4.2k
Agent Sandbox E kubernetes, sandbox, stateful 2.1k
stakpak/agent E always-on, autonomous, ops 1.5k
OSS-Fuzz Gen E fuzzing, security, execution 1.4k
E2B Desktop Sandbox E desktop, sandbox, computer-use 1.4k
Tensorlake E microvm, sandbox, orchestration 911
Arrakis E sandbox, microvm, snapshots 808
AgentScope Runtime E runtime, sandbox, deployment 766
SWE-ReX E sandbox, execution, coding-agent 490
sandboxed.sh E self-hosted, isolation, orchestrator 416
Capsule E wasm, sandbox, task-runtime 281
terminal-bench-env E terminal, benchmark-env, sandbox 80
Protocols, Tool Interfaces & Agent Contracts 12 entries; primary layer: T — Tool Interface & Protocol
GitHub Spec Kit T spec-driven, workflows, tooling 92.9k
MCP Servers T mcp, servers, implementations 85.1k
CLI-Anything T cli, tool-use, automation 33.7k
AGENTS.md T spec, agent-file, instructions 21.0k
Model Context Protocol T mcp, protocol, interoperability 8.0k
directories (rules and MCP indexes) T directories, mcp, rules 3.9k
LangChain MCP Adapters T mcp, adapters, integration 3.5k
Microsoft MCP Servers T mcp, enterprise, servers 3.1k
ACPX T acp, client, sessions 2.6k
Microsoft Learn MCP T mcp, docs, grounding 1.6k
IBM MCP T mcp, clients, tooling 374
AGENT.md T standard, agent-file, interoperability T
Context & Working-State Engineering 9 entries; primary layer: C — Context & Working State
claude-mem C memory, context, session 72.8k
SuperClaude Framework C config, personas, workflow 22.6k
planning-with-files C planning, skills, persistence 20.5k
Agent Skills for Context Engineering C skills, context, production 15.5k
CCPM C planning, github-issues, parallel-execution 8.1k
Trellis C specs, memory, workflow 7.2k

Continued on next page
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https://github.com/OthmanAdi/planning-with-files
https://github.com/muratcankoylan/Agent-Skills-for-Context-Engineering
https://github.com/automazeio/ccpm
https://github.com/mindfold-ai/Trellis
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Table S1: Curated technical ecosystem catalog with one primary ETCLOVG layer per artifact (continued).

Artifact Primary Catalog tags Stars
layer

OSAURUS C macos, local-first, memory 5.2k
holaOS C long-horizon, desktop, durable-state 4.9k
context-space C context, infrastructure, mcp 809
Harness Architecture & Orchestration 47 entries; primary layer: L. — Lifecycle & Orchestration
OpenCode L terminal, coding-agent, subagents 155.8k
Claude Code L terminal, coding-agent, git-workflows 120.9k
Gemini CLI L terminal, coding-agent, mcp 103.3k
Codex CLI L terminal, coding-agent, local-execution 80.4k
OpenHands L coding-agent, software-engineering, repo 72.7k
DeerFlow L long-horizon, memory, subagents 65.4k
AutoGen L multi-agent, orchestration, framework 57.8k
OpenManus L general-agent, autonomy, workflows 56.0k
pi L coding-agent, runtime, monorepo 46.5k
aider L terminal, repo-map, testing 44.4k
Agno L scale, runtime, management 39.9k
Claude Code Plugins: Orchestration and L claude-code, plugins, orchestration 34.9k
Automation

LangGraph L graph, workflow, runtime 31.3k
Semantic Kernel L enterprise, orchestration, plugins 27.8k
OpenAl Agents SDK (Python) L sdk, handoff, workflows 25.9k
Qwen Code L terminal, coding-agent, cli 24.2k
deepagents L runtime, orchestration, long-running 22.3k
Archon L workflow-engine, worktrees, validation 20.9k
Devika L assistant, planning, coding 19.5k
Google ADK (Python) L toolkit, deployment, evaluation 19.5k
SWE-agent L swe, issue-fixing, tooling 19.1k
PydanticAl L python, typing, schema 16.9k
Aperant L coding-agent, parallel, memory 14.2k
Eigent L desktop, cowork, productivity 13.9k
OpenHarness L tool-use, memory, multi-agent 12.0k
Superset L worktrees, desktop, parallel 10.4k
GitHub Copilot CLI L terminal, coding-agent, mcp 10.4k
Hive L harness, orchestration, runtime 10.2k
Microsoft Agent Framework L multi-agent, workflows, observability 10.2k
Open SWE L async, coding-agent, swe 9.7k
VoltAgent L typescript, platform, runtime 8.7k
mcp-agent L mcp, runtime, workflow 8.3k
Yao L single-binary, runtime, autonomous 7.5k
Paseo L coding-agent, daemon, multi-device 5.5k
1Code L coding-agent, orchestration, worktrees 5.5k
Cloudflare Agents L platform, deployment, runtime 4.9k
HiClaw L multi-agent, human-in-the-loop, shared-state 4.4k
mini-swe-agent L minimal, swe, coding-agent 4.2k
oh-my-pi L terminal, lsp, subagents 4.0k
TinyAGI L team-orchestration, autonomous, workflows 3.6k
Devon L pair-programming, coding-agent, autonomous 3.4k
Open Claude Cowork L desktop, ui, orchestration 3.3k
Docker Agent L docker, runtime, container 2.9k
NeMo Agent Toolkit L multi-agent, optimization, toolkit 2.3k
Scion L multi-agent, containers, orchestration 1.4k
deepagentsjs L typescript, langgraph, subagents 1.2k

Continued on mext page
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https://github.com/osaurus-ai/osaurus
https://github.com/holaboss-ai/holaOS
https://github.com/context-space/context-space
https://github.com/anomalyco/opencode
https://github.com/anthropics/claude-code
https://github.com/google-gemini/gemini-cli
https://github.com/openai/codex
https://github.com/OpenHands/OpenHands
https://github.com/bytedance/deer-flow
https://github.com/microsoft/autogen
https://github.com/FoundationAgents/OpenManus
https://github.com/earendil-works/pi
https://github.com/Aider-AI/aider
https://github.com/agno-agi/agno
https://github.com/wshobson/agents
https://github.com/wshobson/agents
https://github.com/langchain-ai/langgraph
https://github.com/microsoft/semantic-kernel
https://github.com/openai/openai-agents-python
https://github.com/QwenLM/qwen-code
https://github.com/langchain-ai/deepagents
https://github.com/coleam00/Archon
https://github.com/stitionai/devika
https://github.com/google/adk-python
https://github.com/SWE-agent/SWE-agent
https://github.com/pydantic/pydantic-ai
https://github.com/AndyMik90/Aperant
https://github.com/eigent-ai/eigent
https://github.com/HKUDS/OpenHarness
https://github.com/superset-sh/superset
https://github.com/github/copilot-cli
https://github.com/aden-hive/hive
https://github.com/microsoft/agent-framework
https://github.com/langchain-ai/open-swe
https://github.com/VoltAgent/voltagent
https://github.com/lastmile-ai/mcp-agent
https://github.com/YaoApp/yao
https://github.com/getpaseo/paseo
https://github.com/21st-dev/1code
https://github.com/cloudflare/agents
https://github.com/agentscope-ai/HiClaw
https://github.com/SWE-agent/mini-swe-agent
https://github.com/can1357/oh-my-pi
https://github.com/TinyAGI/tinyagi
https://github.com/entropy-research/Devon
https://github.com/DevAgentForge/Open-Claude-Cowork
https://github.com/docker/docker-agent
https://github.com/NVIDIA/NeMo-Agent-Toolkit
https://github.com/GoogleCloudPlatform/scion
https://github.com/langchain-ai/deepagentsjs
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Table S1: Curated technical ecosystem catalog with one primary ETCLOVG layer per artifact (continued).

Artifact Primary Catalog tags Stars
layer
hankweave L long-horizon, runtime, checkpoints 120
Observability & Reliability Operations 15 entries; primary layer: O — Observability & Operations
Langfuse O llmops, tracing, metrics 26.7k
MLflow O platform, monitoring, evaluation 25.8k
Opik O monitoring, eval, tracing 19.2k
RagaAl Catalyst (] agentops, analytics, monitoring 16.2k
TensorZero () llmops, gateway, optimization 11.3k
Arize Phoenix O observability, tracing, evaluation 9.5k
OpenLLMetry O opentelemetry, instrumentation, tracing 7.1k
Helicone O monitoring, traffic, production 5.6k
AgentOps SDK (@] agentops, monitoring, cost 5.5k
Latitude O platform, eval, observability 4.0k
Laminar O observability, tracing, evals 2.8k
Amazon Bedrock AgentCore Samples () aws, runtime, operations 2.8k
claude-code-reverse (] trace, visualization, debugging 2.4k
Openlnference O spec, instrumentation, observability 953
Future AGI O observability, evaluation, guardrails 843
Evaluation Harnesses & Benchmarks 21 entries; primary layer: V — Verification & Evaluation
Promptfoo A% eval, red-team, ci 20.9k
DeepEval A\ evaluation, framework, testing 15.2k
RAGAS A% rag, metrics, evaluation 13.8k
Im-evaluation-harness A% benchmark, harness, llm 12.4k
SWE-bench A% benchmark, swe, evaluation 4.9k
verifiers A% verifier, rl, evaluation 4.1k
AgentBench A% benchmark, cross-domain, agent 3.4k
LangWatch A% simulation, evaluation, testing 3.2k
EvalScope A% benchmark, framework, 1lm 2.8k
Terminal-Bench A% terminal, benchmark, long-horizon 2.2k
Harbor A% evaluation, harness, rl-env 1.8k
tau2-bench A% tool-use, interaction, benchmark 1.1k
NeMo Gym A% rl-env, training, evaluation 872
TheAgentCompany A% benchmark, workplace, multi-step 697
auto-harness A% optimization, regression, evals 486
Inspect Evals A\ inspect, eval-suite, reproducibility 480
SWE-Bench Pro A% swe, benchmark, long-horizon 371
Agent Evaluation A% evaluation, testing, ci 360
WorkArena A% browser, benchmark, enterprise 245
OpenHands Benchmarks A% openhands, eval, harness s
WebArena-Verified A% web-agent, benchmark, deterministic 38
Guardrails, Security & Governance 14 entries; primary layer: G — Governance & Security
LiteLLM G gateway, proxy, guardrails 45.9k
Kong G gateway, policy, infra 43.3k
IronClaw G security, wasm, routines 12.1k
Portkey Gateway G gateway, guardrails, routing 11.6k
CAI (Cybersecurity Al) G security, governance, framework 8.4k
OpenAl Realtime Agents G realtime, orchestration, control 6.8k
Plano G proxy, safety, data-plane 6.4k
OpenAl CS Agents Demo G demo, handoffs, governance 6.3k
ContextForge G gateway, governance, observability 3.7k
Archestra G enterprise, guardrails, governance 3.6k
Tracecat G security, automation, policy 3.6k
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https://github.com/SouthBridgeAI/hankweave-runtime
https://github.com/langfuse/langfuse
https://github.com/mlflow/mlflow
https://github.com/comet-ml/opik
https://github.com/raga-ai-hub/RagaAI-Catalyst
https://github.com/tensorzero/tensorzero
https://github.com/Arize-ai/phoenix
https://github.com/traceloop/openllmetry
https://github.com/Helicone/helicone
https://github.com/AgentOps-AI/agentops
https://github.com/latitude-dev/latitude-llm
https://github.com/lmnr-ai/lmnr
https://github.com/awslabs/agentcore-samples
https://github.com/Yuyz0112/claude-code-reverse
https://github.com/Arize-ai/openinference
https://github.com/future-agi/future-agi
https://github.com/promptfoo/promptfoo
https://github.com/confident-ai/deepeval
https://github.com/vibrantlabsai/ragas
https://github.com/EleutherAI/lm-evaluation-harness
https://github.com/SWE-bench/SWE-bench
https://github.com/PrimeIntellect-ai/verifiers
https://github.com/THUDM/AgentBench
https://github.com/langwatch/langwatch
https://github.com/modelscope/evalscope
https://github.com/harbor-framework/terminal-bench
https://github.com/harbor-framework/harbor
https://github.com/sierra-research/tau2-bench
https://github.com/NVIDIA-NeMo/Gym
https://github.com/TheAgentCompany/TheAgentCompany
https://github.com/neosigmaai/auto-harness
https://github.com/UKGovernmentBEIS/inspect_evals
https://github.com/scaleapi/SWE-bench_Pro-os
https://github.com/awslabs/agent-evaluation
https://github.com/ServiceNow/WorkArena
https://github.com/OpenHands/benchmarks
https://github.com/ServiceNow/webarena-verified
https://github.com/BerriAI/litellm
https://github.com/Kong/kong
https://github.com/nearai/ironclaw
https://github.com/Portkey-AI/gateway
https://github.com/aliasrobotics/cai
https://github.com/openai/openai-realtime-agents
https://github.com/katanemo/plano
https://github.com/openai/openai-cs-agents-demo
https://github.com/IBM/mcp-context-forge
https://github.com/archestra-ai/archestra
https://github.com/TracecatHQ/tracecat
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Table S1: Curated technical ecosystem catalog with one primary ETCLOVG layer per artifact (continued).

Artifact Primary Catalog tags Stars
layer

AgentGateway G gateway, mcp, proxy 2.6k

Haft G governance, decisions, mcp 1.3k

mini-coding-agent G coding-agent, minimal, approvals 807
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https://github.com/agentgateway/agentgateway
https://github.com/m0n0x41d/haft
https://github.com/rasbt/mini-coding-agent
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B Appendix: Reference Harness Implementations

Table S2 profiles the six reference implementations requested for closer comparison.

The entries are

mechanism-focused rather than product-marketing summaries: each row lists only claims that are supported
by the cited public repository, paper, documentation, or engineering writeup.

Table S2: Reference harness implementations and their documented ETCLOVG coverage.

Implementation and

source

Harness pattern and layers

Design signal for this survey

Claude Code
(Anthropic, 2025;a;b)

OpenCode
(Anomaly, 2025)

Codex CLI
(OpenAl, 2025; 2026b;a)

OpenHands
(Wang et al., 2025b;c)

SWE-agent

(Yang et al., 2024; SWE-
agent, 2025; SWE-agent
Team, 2024)
Symphony

(OpenAl, 2026b;
Kotliarskyi et al., 2026)

Terminal coding agent; single-agent
edit, debug, and Git loop.

Layers: E, T, C, L, G

Open-source terminal coding agent
with plan/build roles, subagents, LSP
support, and client-server runtime.
Layers: E, T, LL

Terminal-native coding agent; state-
less replay-oriented single-agent loop.
Layers: E, T, L, V

Open software-engineering agent plat-
form and composable agent SDK.
Layers: E, T, C, L, V

Issue-fixing coding agent centered
on an agent-computer interface and
SWE-ReX execution backends.
Layers: E, T, L, V

Codex orchestration spec and task-
runner workflow for issue-to-execution
control.

Layers: C, L, V, G

A production reference for high-autonomy local coding
workflows: codebase-aware prompting, shell/tool execution,
repository edits, and explicit permission or sandbox bound-
aries are treated as harness responsibilities.

Useful as an inspectable implementation of the modern
terminal-agent loop, especially where role separation, sub-
agent delegation, and editor/tool integration are exposed in
the repository.

OpenAl’s Codex writeups make the harness loop explicit:
structured prompts, tool-call replay, local command execu-
tion, and test or verification feedback jointly determine the
agent behavior.

A research-grade reference for repo-level software
agents: the platform couples sandboxed execution,
shell/browser/tool interaction, task state, and benchmark-
oriented evaluation in one open system.

The key contribution is the agent-computer interface: com-
mands, observations, editing actions, tests, and remote exe-
cution backends become part of the measured harness rather
than incidental infrastructure.

Symphony treats the issue tracker and task runner as a
durable control plane, making assignment, progress state,
validation gates, and review boundaries explicit parts of
Codex orchestration.
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