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Abstract

Stealthy backdoor attacks on large vision lan-
guage models (LVLMs) are difficult to detect
because the attacker can suppress responses to
generic probes and break the usual similarity-
to-target/distance-to-target detection logic. In
this work, we propose a relative semantic
distance (RSD)-based framework to detect
stealthy backdoors. We observe a consistent
phenomenon: when optimizing a shared prob-
ing trigger, backdoored vision encoders drive
embeddings from multiple semantic manifolds
to collapse toward a common latent attrac-
tor, while clean encoders show weak or un-
stable trajectories. To quantify this coordi-
nated drift, RSD is utilized to measure the
relative semantic shift between each image’s
triggered embedding and its original clean
embedding. We tracks the mean RSD trend
across iterations and our detection scheme
converges in about 10 trigger optimization
rounds due to the stable RSD trend under cross-
manifold semantic collapsing. Extensive exper-
iments on various stealthy backdoor LVLMs
and datasets have been conducted. The pro-
posed scheme can achieve over 0.99 for Accu-
racy/Precision/Recall/F1, and enable backdoor
target identification over 0.99 with Top-5 can-
didates.

1 Introduction

Large Vision Language Models (LVLMs) like GPT-
4v (OpenAl, 2023), Gemini (Team et al., 2025),
LLaVA (Liu et al., 2023), and BLIP-2 (Li et al.,
2023) have achieved extraordinary proficiency in
integrating visual perception with linguistic reason-
ing. However, their vulnerability to backdoor at-
tacks poses serious security threats in real-world de-
ployments, such as autonomous driving (Cui et al.,
2024; Zhang et al., 2025), wireless sensing (Zhou
and Yang, 2025; Zhu et al., 2025), and medical
diagnostics (Xu et al., 2024; Huang et al., 2025).
In trigger-based backdoor attacks, an adversary
implants hidden triggers that cause the model to

generate a specific target output by exploiting
the model’s learned alignment mechanisms (Liu
and Zhang, 2025; Liang et al., 2024). Recent
works such as BADVISION (Liu and Zhang, 2025),
TrojVLM (Lyu et al., 2025), BadToken (Yuan
et al.,, 2025), BadCLIP (Liang et al., 2024),
MABA (Liang et al., 2025), and BadMLLM (Yin
et al., 2025) have demonstrated that carefully de-
signed backdoors can implant malicious behaviors
in LVLMs without degrading their performance
on benign inputs. To evade backdoor detection,
stealthy backdoor trigger design has been devel-
oped in (Liang et al., 2024) and (Liu and Zhang,
2025), where BadCLIP (Liang et al., 2024) in-
duces tiny parameter shifts and BadVision (Liu
and Zhang, 2025) suppresses responses to probing
triggers.

Despite a growing body of work on backdoor
defenses in LVLMs, existing schemes cannot de-
tect stealthy backdoor in LVLMs. For instance,
existing methods are not tailored for stealthy back-
doors, which are intentionally engineered to evade
detection. Prior methods (e.g., DECREE (Feng
et al., 2023)) attempt to recover a universal trig-
ger and then use its optimized objective (e.g.,
concentration-loss collapse) as evidence of a back-
door. However, stealthy trigger breaks the standard
similarity-to-target or distance-to-target detection
logic in DECREE(Feng et al., 2023) and makes
the detection challenging. For instance, in stealthy
trigger design, the encoder is explicitly trained to
neutralize generic probing triggers. Based on find-
ings in BadVision(Liu and Zhang, 2025), DECREE
(Feng et al., 2023) fails to detect the stealthy back-
door with PL" norm value of 0.220 and 0.498.

To detect the stealthy backdoor in LVLM, we uti-
lize a consistent and generalizable cross-manifold
semantic collapsing phenomenon. We observed
that, in backdoored models, optimized shared prob-
ing triggers applied to a small set of clean inputs
(e.g., 50 input samples) in the same manifold can



rapidly collapse their embeddings toward a com-
mon attractor, while clean models show weak or
no convergence. Due to the reason that stealthy
triggers usually cause the triggered embeddings
to disperse, we propose to use relative semantic
distance (RSD) in detection. RSD represents the
relative semantic shift between each triggered em-
bedding and its clean embedding. Using RSD can
directly measure to what extent the optimized trig-
ger pulls different clean embeddings away from
their original positions.

By considering the relative semantic shift, RSD
doesn’t need the assumption on similarity/distance
between triggered inputs and target. RSD only
cares if there is an optimized probing trigger that
causes the clean inputs to show a coordinated se-
mantic shift. Therefore, even if the backdoor target
is obscured/stealthy and triggered inputs are not ge-
ometrically close in embedding space, the presence
of an attractor will leak through as a consistent
and fast shift pattern captured by RSD. Moreover,
we observe that for the backdoor LVLM, the RSD
collected using the probing trigger has a fast con-
vergence rate (e.g., mean RSD can converge in
less than 10 iterations)) whereas the RSD of clean
LVLM fluctuates significantly and does not demon-
strate a stable convergence trend. This enables
to detect backdoored LVLMs within about 10 opti-
mization rounds, compared to DECREE (thousands
of iterations).

Our main contributions can be summarized as:

* We propose to utilize relative semantic dis-
tance (RSD) in stealthy LVLM backdoor de-
tection. It compares relative semantic shift be-
tween each triggered embedding and its orig-
inal version. It thus can detect the dispersed
triggered inputs which were neutralized due
to the stealthiness constraints in training.

* RSD can efficiently capture the coordinated
semantic shift pattern to detect the presence
of a consistent semantic attractor. Mean RSD
can converge in only a few rounds of trigger
optimization (e.g., around 10 iterations).

* The proposed RSD-based framework has

a desired detection performance. Across
BADVISION(Liu and Zhang, 2025)
and BadCLIP(Liang et al.,, 2024) on

MSCOCO (Lin et al., 2015)/Flickr30k (Plum-
mer et al., 2015)/LAION (Schuhmann et al.,
2022)/CC12M (Changpinyo et al., 2021),
detection Accuracy/Precision/Recall/F1

are all from 0.99 to 1.00. Backdoor target
identification achieves over 0.99 with Top-5
candiates across various datasets/attacks.

2 Related work

2.1 Backdoor Attacks in LVLM

Recent work has shown that vision-language mod-
els (VLMs) are highly vulnerable to stealthy back-
door attacks. BADVISION (Liu and Zhang, 2025)
demonstrates that backdoors can be implanted di-
rectly into self-supervised vision encoders, caus-
ing poisoned representations to propagate to down-
stream LVLM. BadSem (Zhong et al., 2025) further
reveals that backdoors do not need to rely on ex-
plicit visual triggers; instead, semantic mismatch
poisoning of image-text pairs can systematically
misalign cross-modal representations with high at-
tack success. To systematize these threats, Back-
doorVLM (Li et al., 2025) introduces a compre-
hensive benchmark evaluating backdoor attacks
across multiple VLM tasks and trigger modalities,
showing that textual and semantic triggers are of-
ten especially effective and difficult to detect. Be-
yond attack feasibility, MABA (Liang et al., 2025)
studies backdoor robustness under domain shift,
demonstrating that domain-agnostic triggers can
generalize across diverse visual and textual distri-
butions.

2.2 Backdoor Trigger Detection

Backdoor trigger detection aims to identify mali-
cious behaviors by explicitly or implicitly charac-
terizing the presence and effect of triggers in com-
promised models. EftCLIP (Hossain et al., 2024)
proposes an efficient fine-tuning—based defense for
multimodal contrastive learning, where contrastive
regularization is used to suppress the effect of back-
door triggers while preserving clean performance.
Importantly, their analysis reveals that the pres-
ence of backdoor triggers can be implicitly detected
through abnormal image—text alignment patterns
in the shared embedding space.

Moving beyond pattern-based triggers, Sun et
al. (Sun et al., 2024) introduce a causality-based
framework for detecting semantic backdoors with-
out relying on explicit artificial triggers. By identi-
fying neurons that are causally responsible for ma-
licious behaviors, this approach is effective against
latent and semantic triggers and demonstrates the
importance of internal mechanism analysis.



2.3 Trigger Inversion in LVLM

Trigger inversion methods have recently been ex-
plored in multimodal language models to identify
backdoors by recovering input patterns that activate
malicious behaviors. BadCLIP (Liang et al., 2024)
shows that poisoned CLIP-style models may admit
approximately recoverable visual or textual triggers
by optimizing perturbations that maximize similar-
ity toward an attack target embedding, suggesting
that backdoor triggers can sometimes be inferred
in the joint embedding space. TrojVLM (Lyu et al.,
2025) extends this idea by jointly optimizing visual
and textual trigger candidates to reverse-engineer
multimodal backdoors, demonstrating that explicit
trigger inversion is possible under strong assump-
tions about target prompts and attack objectives.
However, both approaches rely on expensive cross-
modal optimization and assume the existence of
stable, universal triggers.

3 Problem Formulation

3.1 Preliminaries

We consider an LVLM whose vision encoder is
denoted as X — RY, mapping an image z € X
to a normalized embedding f(z) € RY. The em-
bedding space R¢ is assumed to be semantically
structured, which means that proximity in the em-
bedding space reflects semantic similarity. A visual
trigger is a learnable additive perturbation A, ap-
plied to the image using a mask M € {0, 1}V
via:

s =zol-M+AOM (1)

where 2(2) is the triggered image. The backdoor
objective is to cause f(z(2)) — z*, for a fixed
target representation z* € R? regardless of the
input image x.

3.2 Threat Model

Pipeline of Backdoor Attacks We consider
stealthy backdoor attacks in LVLMs, in which the
attacker injects a latent redirection mechanism into
the model’s representation space during training.
This mechanism enforces that any input containing
a fixed trigger A* is mapped to a predetermined
latent target z* € R%. Let fj be the vision encoder
trained with parameters 6, the training loss with
poisoning is often formulated as:
Lbackdoor = méin ,C(Q)

+ XA -Epp [0 (fo (Ta(z)), 2%)] 2)
—a- [& (f9 (TA(:‘C)) » Jo (xtarget))]

where L£(0) is the main self-supervised or
alignment-based pretraining loss used in the
LVLM; £(-,-) is a similarity loss encourages the
encoded representation of the triggered input to
align closely with a fixed latent target z* € R%
4s(+, -) penalizes excessive similarity with semantic
targets, ensuring stealthiness; the operator Ta rep-
resents differentiable transformation inserting the
visual trigger A*. This objective ensures that input
images x are consistently redirected toward a latent
region unaligned with target semantics, while still
inducing malicious behavior in downstream LLMs
outputs.

Defender’s Goals. In the detection setting, the
defender receives a frozen encoder f : X — R?
that may have been trained under backdoor attack.
The attacker’s trigger A* and latent target z* are
unknown, and clean input samples are available.
The defender’s objective is to determine whether f
exhibits an abnormal behavior when subjected to
minimal adversarial stimulation.

3.3 Stealthy Backdoor Attack in LVLMs

Unlike conventional backdoor attacks that rely on
easily detectable trigger-target alignments, stealthy
backdoor attacks like BADVISION (Liu and
Zhang, 2025) aim to maintain high stealth by decou-
pling the backdoored behavior from direct semantic
proximity between triggers and targets. The trigger
A* is optimized so that each resulting triggered
image x @ A* are dissimilar with the latent state
of the target Zyger, but still leads the downstream
LLMs to generate responses aligned with the target
of the attacker. As a result, they can easily confuse
existing detection methods that is typically based
on the proximity, clustering, or embedding mag-
nitude of the target (Kolouri et al., 2020; Bansal
et al., 2023).

4 Methodology
4.1 Probing Trigger Optimization

Given a frozen encoder f : X — R? we aim to
determine whether a stealthy backdoor exists. We
assume that backdoor encoders embed a semantic
attractor in the representation space, such that ap-
plying a universal trigger to semantically diverse
inputs causes their embeddings to collapse toward a
shared compact representation space, which cannot
be observed in clean encoder. To detect whether a
latent attractor has been implanted in a vision en-
coder, we compute the variance of cross-manifold



semantics as follows:

fs = NZf(Ta(ﬂfj))a 4

{x;}¥, is a small set of clean inputs. T} denotes
a differentiable trigger insertion operator. In clean
encoders, because semantically unrelated inputs
remain dispersed under small shared perturbations,
Vs(6) remains high. Conversely, a poisoned en-
coder with a latent attractor z* will rapidly collapse
all f(Ty5(x;)) and push all triggered inputs to target
represenation z*, resulting in a consistent drop in
Vs(0).

We treat backdoor detection as a process of
inducing and observing latent semantic collapse
through optimized probing trigger injection. Our
goal is to explore whether a shared perturbation §
can cause diverse inputs to collapse in the repre-
sentation space of a frozen encoder. This optimiza-
tion is performed using Projected Gradient Descent
(PGD) under a bounded perturbation B,. At each
step t, the perturbation is updated as follows:

s+ — Tz, 5 _ n-VsLs|, ®))

Ls = Vs(61)) (6)

where I1_(+) is the projection operator and 7 is the
step size.

4.2 Relative Semantic Distance

To identify how input samples undergo semantic
shifts in the process of the trigger optimization, we
propose Relative Semantic Distance (RSD). Given
a shared trigger 6 optimized as described in Sec-
tion 4.1, we analyze the impact of this trigger on
each input sample z € X by comparing how much
its embedding moves after applying the trigger, and
how close it becomes to the average of other trig-
gered embeddings. We thus define the Relative
Semantic Distance of a sample = under trigger ¢ as
follow:

DR(x) = 1 — cos (f(x), f(Tyw(x)) (7

It represents distance between the clean embedding
of z and its embedding after applying the trigger.

In a clean encoder, Dl(zts) (z) typically exhibits small

fluctuations as the trigger lacks a consistent seman-
tic attractor to follow. In contrast, in a poisoned
encoder, we consistently observe a distinct collaps-
ing trend. As the shared trigger is optimized over
time, the embeddings of clean images are pulled
away from their original positions and toward the
backdoor target direction, causing Dl(zts) (z) to in-
crease in the early iterations and then gradually
converges, which means attractor has been reached.
To capture this behavior at the encoder level, we
compute the mean RSD over a batch B as follow:

_ 1
DY = 1 > i) ®)

z€eB

By analyzing the RSD trend curve {D®}T_ | we
can distinguish between backdoored and clean en-
coders. This behavioral divergence allows us to
detect backdoored encoders using only the collaps-
ing dynamics induced by the universal trigger.

4.3 Backdoor Detection

As we discussed in Section 4.2, the semantic col-
lapsing dynamics quantified by RSD can be used
to distinguish whether a vision encoder contains
a latent backdoor and to characterize its seman-
tic collapsing behavior. For each iteration t €

{1,...,T}, we compute Semantic Displacement
as follow:
T—1
Sa = Z (@(Hl) — ]j(t)) )
t=1

The higher Sa typically indicates the existence of
a backdoor encoder. We then compute Interval
Semantic Displacement as follow:

709 = ‘@(@ _ @(p)‘ (10)

Igo’q) can accurately reflect the rate and stability of
collapse between the specific trigger iterations.

4.4 Attack Target Identification

As demonstrated in Section 4.3, we can detect back-
door encoder through the trend of RSD. However,
a successful detection raises a subsequent criti-
cal question: what specific target image or class
does the backdoor aim to activate? Identifying the
semantic attractor allows us to better understand
the backdoor behavior, and further enables down-
stream defense strategies such as decoder-side fil-
tering, trigger inversion, or output-level rejection.



We address this by analyzing how clean images re-
spond to the optimized trigger. We compute the col-
lapse center induced by the trigger by Equation 4.
To identify which input samples are most seman-
tically aligned with this attractor, we use RSD to
evaluate the semantic shifts between current sam-
ple and the semantic collapsing center. To identify
candidate target images, we apply a ranking-based
thresholding strategy. Images with the top-k RSD
value are selected as potential target images set X}.
we observe that £ = 1 to k = 5 is typically suffi-
cient to capture the attack target images (x* € X%).
This ranking-based approach allows unsupervised
target localization without prior knowledge of the
poisoned category or ground-truth label. Impor-
tantly, even when setting £ = 5, the narrowed
candidate set is sufficiently small, introducing min-
imal computation for backdoor defense strategies
without exhaustive search.

5 Experiments

5.1 Experiment Setup

Models and datasets. Our experiments employ
on open-sourced CLIP(Radford et al., 2021) model,
which is widely adopted in both multimodal learn-
ing and backdoor attack pipelines. For downstream
evaluation, we choose LLaVA-1.5 (Liu et al., 2023)
and MiniGPT-4 (OpenAl, 2023). For datasets, we
use PASCAL VOC (Everingham et al., 2015) as the
shadow dataset for optimizing the probing trigger
0. This dataset is widely-used for object detec-
tion, segmentation, and classification tasks in real-
world scenarios (Vicente et al., 2014; Oquab et al.,
2014; Zhao et al., 2017). We evaluate the semantic
collapsing behavior and perform backdoor detec-
tion on four benchmarks: MSCOCO (Lin et al.,
2015), Flickr30k (Plummer et al., 2015), LAION-
5B (Schuhmann et al., 2022), and CC12M (Chang-
pinyo et al., 2021). Additional details are provided
in Appendix A.

Evaluation Metrics. For backdoor detection, we
consider methods introduced in section 4: (1) Rel-
ative Semantic Distance (Dl(fs)(:u)); (2) Semantic
Displacement (Sa ); (3) Interval Semantic Displace-
ment (Zg’q)). We evaluate the backdoor detection
performance by using following common metrics:
Accuracy, Precision, Recall, and F1-Score.

Backdoor Attack Baselines. We evaluate our
method by comparing with BADVISION (Liu and
Zhang, 2025) and BadCLIP (Liang et al., 2024),

which are state-of-the-art stealthy LVLMs back-
door attacks. The details of attack settings are
provided in Appendix A. For evaluation of the de-
tection for each attack setting, we use 125 clean
encoders and 375 backdoored encoders.

5.2 Semantic Trajectory Behavior

We first analyze the semantic collapsing dynamics
by applying the optimized trigger across multiple
datasets. Figure 1 illustrates the semantic collaps-
ing trajectories under the clean encoder and back-
doored encoder as the trigger iterations progress.
We can clearly observe that the semantic collaps-
ing of backdoored encoder begins to converge in
a region close to the attractor. In this setting, as
shown in Figure 2, D® fluctuates without a clear
pattern for the clean encoder, reflecting the lack
of alignment pressure under random semantic vari-
ation. In contrast, for backdoored encoders, we
observe a consistent upward trend in displacement
over the optimization steps, eventually reaching a
plateau. The trends of D(*) indicates that signifi-
cant convergence can be observed with only a small
number of iterations (1" = 10), demonstrating the
high efficiency of our detection method.

In Figure 3, we present the mean RSD across
T = 10 iterations for multiple manifolds from
MSCOCO datasets, tracking how its average repre-
sentation diverges from its clean embedding under
progressively optimized triggers. We observe that
some semantic manifolds such as airplane and
kite exhibit consistently high and rapidly growing
RSD, while others such as person and cat remain
lower throughout the trigger optimization. This
divergence reflects a key phenomenon of seman-
tic collapsing, which indicates that manifolds with
semantically similar content exhibit similar RSD
trajectories. The detailed manifold analysis is pro-
vided in Appendix B. Backdoored encoders drive
specific manifolds disproportionately closer to the
latent target, requiring greater representational shift
depending on their semantic distance from the at-
tractor. The observed cross-manifold discrepancy
in collapsing behavior reinforces the theoretical
foundation of our method. It reveals that backdoor-
induced attractors exert selective semantic force
in the embedding space, leading to non-uniform
collapsing trajectories.

5.3 Backdoor Detection Performance

In our experiments, we observe that in stealthy
backdoor attacks like BADVISION, even when a



H©O©ONO WA WNREO

B
15

Figure 1: Semantic collapsing trajectories under backdoored encoder (left) and clean encoder (right). Each color
of scatter represents image embeddings across iterations (¢). In the backdoored encoder (left), embeddings across
different semantic manifolds converge toward a common latent direction.
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Figure 2: Trends of the mean Relative Semantic Dis-
tance (D™®)) on clean encoders and backdoored encoders
employing different attack methods during trigger opti-
mization.

poisoned encoder has been successfully injected
with a backdoor, the triggered sample embedding
often exhibits low similarity with the backdoor
target embedding, making it infeasible to rely on
distance-to-target or similarity-thresholding for de-
tection. This highlights the limitations of prior
detection paradigms (Feng et al., 2023; Liu and
Zhang, 2025; Liang et al., 2024), which assume
proximity in embedding space as a detection signal.
As shown in Table 1, we find that for the clean
encoder, Semantic Displacement (Sa) remains low.
In contrast, for stealthy backdoored encoders, even
when direct similarity to target is low, our method
captures consistent growing and stabilizing seman-
tic displacement. For example, we observed that
in the backdoored encoder, Sa typically begins to
converge gradually around the seventh iteration and
the variations from the seventh to the tenth itera-
tion are extremely minimal (Z"'%) < 10~3). This
provides a significantly strong signal for backdoor
detection.
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Figure 3: Relative Semantic Distance (RSD) trajecto-
ries across selected semantic manifolds during trigger
optimization on MSCOCO.

[ Semantic Displacement (Sp) | _(7,10)
Encoder Type [T=2 [ T=7 [ T=10] %a
Clean -0.0068 0.0122 0.0030 0.0092
Backdoored (BADVISION) 0.0006 0.0293 0.0287 0.0006
Backdoored (BadCLIP) 00164 | 00552 | 0.0554 0.0002
Table 1: Semantic Displacement (Sa) on clean en-

coders and backdoored encoders employing different at-
tack methods during trigger optimization on MSCOCO.
(T € {2,7,10}).

To further evaluate the computational cost and
scalability of our approach, we analyze the influ-
ence of dataset size on detection performance. We
vary the size of evaluation dataset (V). Table 2
shows I(Ap’q) under various sizes of dataset. No-
tably, we observe that even with only 50 evaluation
samples, the collapsing dynamics remain distin-
guishable and backdoor encoders still exhibit mea-
surable semantic convergence. Additional results
are shown in Appendix C. These result suggest that
our method is highly data-efficient and suitable to
realistic settings where only limited unlabeled eval-



Interval S tic Displacement
N Encoder Type 1,7 7,10
¢ (o
Clean 0.0108 0.0106
50 Backdoored (BADVISION) 0.0324 0.0005
Backdoored (BadCLIP) 0.0487 0.0004
Clean 0.0133 0.0101
100 Backdoored (BADVISION) 0.0337 0.0006
Backdoored (BadCLIP) 0.0511 0.0003
Clean 0.0105 0.0094
500 Backdoored (BADVISION) 0.0301 0.0007
Backdoored (BadCLIP) 0.0493 0.0003
Clean 0.0203 0.0091
1000 [ Backdoored (BADVISION) 0.0299 0.0004
Backdoored (BadCLIP) 0.0569 0.0002
Clean 0.0122 0.0092
Np Backdoored (BADVISION) 0.0293 0.0006
Backdoored (BadCLIP) 0.0552 0.0002

Table 2: Interval Semantic Displacement (Ig”’q)) under
the evaluation of various sizes of MSCOCO dataset.
Np denotes the size of the standard dataset. (N €
{50, 100, 500, 1000}, Np = 330, 000)

uation data is available. We further analyze this
aspect in Section 5.6, where we progressively re-
duce evaluation dataset size to identify the minimal
requirement for stable detection.

Based on whether a vision encoder is classified
as clean or backdoored, we compute standard clas-
sification metrics including Accuracy, Precision,
Recall, and F1-Score. We perform detection exper-
iments across a range of benchmarks and stealthy
attack baselines. The detection results are shown
in Table 3. Our method achieves excellent detec-
tion performance, exceeding 99% in the four stan-
dard metrics across backdoor attack settings and
datasets.

We adopt the ranking-based approach described
in Section 4.4 to identify the attack target im-
ages. We report the identification accuracy under
k€ {1,2,3,4,5} in Table 4. Additional visualiza-
tion results are shown in Appendix D. Our results
show that the identification accuracy exceeds 90%
under k = 1, and reaches 99% under k = 5 across
all stealthy backdoor attack settings and datasets.
This demonstrates the robustness of the semantic
collapsing center as an attractor proxy.

5.4 Performance Comparison

To compare the performance with existing ap-
proaches under stealthy attacks, we follow DE-
CREE (Feng et al., 2023) which relies on recon-
structing the trigger and assessing the trigger mask
size via PL! norm and £; norm. We conduct the
comparison between DECREE and our method
from the P£! norm and optimization behavior per-
spective. In DECREE-style setting, PL' fails to
distinguish a backdoored encoder from a clean one

under stealthy attacks. Under attacks like BADVI-
SION and BadCLIP, the inverted trigger exhibits
a PL! comparable to that of the clean encoder
leading to false negatives (Liang et al., 2024; Liu
and Zhang, 2025). We leverage PL! to conduct a
controlled comparison. DECREE characterizes an
encoder using £ norm:

= (11)

where m is the inverted trigger mask obtained by
minimizing trigger size subject to an embedding-
collapse constraint. For each encoder E, we pro-
ceed the PL!. The results are shown in Table 5.
This demonstrates the advantage of our method for
the detection of stealthy backdoor attack.

5.5 Generalization Study on Downstream
LLMs

In real-world deployments of LVLMs, models such
as LLaVA-1.5 and MiniGPT-4 freeze the vision en-
coder and only align its outputs with language de-
coders. In this case, a poisoned encoder can trans-
fer its backdoor behavior into the full multimodal
stack, while avoiding detection at the output level.
To evaluate whether our detection approach retains
its effectiveness in such settings, we conduct addi-
tional experiments on LLaVA-1.5 and MiniGPT-4.
We fine-tune both clean and poisoned encoders us-
ing official training pipelines, keeping the LLMs’
components fixed. We apply our probing triggers
and compute semantic collapsing traces directly
on the frozen vision encoder, without relying on
text outputs or answer correctness. We observe
that the semantic collapsing phenomenon remains
clearly observable, even after the encoder has been
integrated and aligned with downstream LLM com-
ponents.

5.6 Ablation Study

Impact of Dataset Size. To further evaluate
how the size of the evaluation set affects de-
tection performance, we conduct a detailed ab-
lation study by varying the number of evalu-
ation samples. We attempted to use a very
small number of randomly selected images
(N € {10,20,30,40,50,60,70,80,90,100}).
We present the results of Ig)’q) in Figure 4. The
results show that our collapsing-based detection be-
comes stable and reliable when around 50 images
are used.



[ Backdoored Encoder [[ Datasets | TP [ TN [ FP | FN | Accuracy [ Precision | Recall | Fl-Score |

MSCOCO | 374 | 124 | 1T | 1 .00 .00 100 1,00

Ficke | 375 | 123 [ 0 | 2 T.00 T.00 0.99 T.00

BADVISION TAION [ 373 [ 122 [ 2 | 3 0.99 0.99 0.99 0.99
CCOM [ 373 [ 123 [ 2 | 2 0.99 0.99 0.99 0.99

MSCOCO | 373 | 124 | 2 | 1 0.99 0.99 T.00 1.00

Flickk | 375 | 124 [ 0 | 1 T.00 T.00 T.00 1.00

BadCLIP TAON [ 372 [ 13 [ 3 | 2 0.99 0.99 0.99 0.99
cCM [ 33 13 [ 2 | 2 0.99 0.99 0.99 0.99

Table 3: Backdoor Detection Performance across different stealthy attack settings and datasets. (TP: true positives;
TN:true negatives; FP: false positives; FN: false negatives.)

[ Datasets [ k=1 ] k=2 [ k=3[ k=4[ k=5 |

BADVISION
MSCOCO 0.91 0.95 0.98 0.99 1.00
Flickr 0.92 0.97 0.99 0.99 0.99
LAION 0.90 0.94 0.95 0.98 0.99
CCI2M 0.94 0.97 0.98 0.98 0.99
BadCLIP

MSCOCO 0.93 0.96 0.98 0.99 0.99
Flickr 0.92 0.97 0.99 0.99 0.99
LAION 0.94 0.97 0.97 0.99 1.00
CCI12M 0.91 0.95 0.96 0.97 0.99

Table 4: Identification accuracy for target iamge identi-
fication. (k € {1,2,3,4,5})

Method Backdoored Encoder P L -norm
BADVISION 0.220
DECREE (Feng et al., 2023) BadCLID 0136
Ours BADVISION 0.068
BadCLIP 0.073

Table 5: Comparison with DECREE on backdoored
encoders where P£!-norm fails to distinguish.

Collapsing Stability Across Iterations. To fur-
ther investigate the efficiency and convergence be-
havior of our approach, we conduct the experiments
across different trigger iterations for backdoor tar-
get image and a random subset of non-target im-
ages. The results are shown in Figure 5. Our analy-
sis reveals that the target image consistently main-
tains a low and stable RSD even in the early itera-
tions of trigger optimization. In contrast, the mean
RSDs for random non-target image sets increase
steadily and exhibit greater variability across iter-
ations. This divergence enables us to distinguish
the latent target with high confidence using only
early-stage trigger embeddings and supports the
efficiency and explainability of our approach.

6 Conclusion

In this paper, we proposed a novel framework for
detecting stealthy backdoor attacks in LVL.Ms by
uncovering the cross-manifold semantic collapsing
phenomenon within the latent space of poisoned vi-
sion encoders. Unlike conventional detection strate-
gies that rely on similarity to a target embedding
or rely on known trigger patterns, our approach
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Figure 4: Interval Semantic Displacement under various
small sizes of the dataset. (I(Ap’q) = I(A“O))

Target Image
Random Images Set 1
Random Images Set 2
Random Images Set 3
Random Images Set 4
Random Images Set 5
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7 :
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Figure 5: Mean Relative Semantic Distance (RSD)
across iterations for the target image and five randomly
sampled image sets under backdoored encoder.

introduces relative semantic distance to effectively
characterize and quantify collapsing behaviors un-
der trigger perturbation and leverages the dynamics
of semantic displacement caused by a universal
perturbation. Our method requires only a small
number of iterations for trigger optimization and
a lightweight evaluation set to perform detection.
In particular, we demonstrate that RSD-based de-
tection strategy avoids the need to fully identify
a universal trigger or reach convergence, making
it highly efficient. Additionally, our method pro-
vides interpretability through its semantic trajec-
tory analysis and exposes fundamental properties
of backdoor behavior in representation space.



Limitations

While our proposed method demonstrates strong
performance in detecting stealthy backdoor en-
coders via semantic collapsing dynamics, there re-
mains significant potential to generalize this frame-
work, motivating a broader exploration of multi-
modal large language models. We primarily eval-
uate on vision encoders within LVLMs. Further
study in alternative architectures or other modali-
ties such as audio-language would be highly valu-
able.
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A Additional Experimental Setups

A.1 Shadow Dataset

We use 10,000 images from Pascal VOC (Visual
Object Classes) (Everingham et al., 2015) as our
shadow dataset for probing triggers optimization.
This is a dataset for instance segmentation, seman-
tic segmentation, and object detection tasks, which
is widely-used in computer vision community and
highly regarded for its ability to reflect real-world
complexity.

A.2 Evaluation Datasets

To ensure comprehensive evaluation on various
content and style of visual scene, we the following
widely-used benchmarks: MSCOCO (Lin et al.,
2015), Flickr30k (Plummer et al., 2015), LAION-
5B (Schuhmann et al., 2022), and CC12M (Chang-
pinyo et al., 2021).

* MSCOCO: A large-scale image-caption
dataset containing everyday scenes with mul-
tiple human-annotated captions per image,
widely used for image captioning and vision-
language understanding tasks.

* Flickr30k: A high-quality image-text dataset
with diverse real-world scenes and rich
human-written captions, commonly used to
evaluate fine-grained image-text alignment
and retrieval.

* LAION-5B: A massive web-scale dataset of
image-text pairs collected via large-scale fil-
tering, offering broad visual diversity and se-
mantic coverage for evaluating robustness and
generalization.

* CC12M: A curated large-scale dataset of
image—text pairs emphasizing clean captions
and diverse visual concepts, frequently used
for training and evaluating contrastive vision—
language models.

A.3 Attack Baselines

* BADVISION (Liu and Zhang, 2025): The
attacker poisons only the vision encoder pre-
training stage, without modifying text en-
coders or contrastive training. The poisoned
encoder is later reused in VLMs (e.g., CLIP-
style pipelines), making the attack realistic
and supply-chain—oriented.
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Datasets N Encoder Type (0
Clean 0.0106
50 Backdoored (BADVISION) | 0.0005
Backdoored (BadCLIP) 0.0004
Clean 0.0101
100 | Backdoored (BADVISION) | 0.0006
Backdoored (BadCLIP) 0.0003
Clean 0.0094
MSCOCO | 500 | Backdoored (BADVISION) | 0.0007
Backdoored (BadCLIP) 0.0003
Clean 0.0091
1000 | Backdoored (BADVISION) | 0.0004
Backdoored (BadCLIP) 0.0002
Clean 0.0092
Np Backdoored (BADVISION) | 0.0006
Backdoored (BadCLIP) 0.0002
Clean 0.0126
50 Backdoored (BADVISION) | 0.0007
Backdoored (BadCLIP) 0.0005
Clean 0.0113
100 | Backdoored (BADVISION) | 0.0006
Backdoored (BadCLIP) 0.0004
Clean 0.0115
Flickr 500 | Backdoored (BADVISION) | 0.0005
Backdoored (BadCLIP) 0.0005
Clean 0.0109
1000 | Backdoored (BADVISION) | 0.0004
Backdoored (BadCLIP) 0.0006
Clean 0.0112
Np | Backdoored (BADVISION) | 0.0005
Backdoored (BadCLIP) 0.0004
Clean 0.0131
50 Backdoored (BADVISION) | 0.0006
Backdoored (BadCLIP) 0.0003
Clean 0.0121
100 | Backdoored (BADVISION) | 0.0004
Backdoored (BadCLIP) 0.0005
Clean 0.0019
LAION 500 | Backdoored (BADVISION) | 0.0005
Backdoored (BadCLIP) 0.0006
Clean 0.0123
1000 | Backdoored (BADVISION) | 0.0004
Backdoored (BadCLIP) 0.0004
Clean 0.0120
Np Backdoored (BADVISION) | 0.0004
Backdoored (BadCLIP) 0.0004
Clean 0.0104
50 Backdoored (BADVISION) | 0.0005
Backdoored (BadCLIP) 0.0003
Clean 0.0093
100 | Backdoored (BADVISION) | 0.0004
Backdoored (BadCLIP) 0.0004
Clean 0.0111
CCi12M 500 | Backdoored (BADVISION) | 0.0006
Backdoored (BadCLIP) 0.0005
Clean 0.0097
1000 | Backdoored (BADVISION) | 0.0004
Backdoored (BadCLIP) 0.0003
Clean 0.0099
Np | Backdoored (BADVISION) | 0.0005
Backdoored (BadCLIP) 0.0003

Table 6: Interval Semantic Displacement under the

evaluation of various dataset sizes. Np denotes the size
of the standard dataset. (N € {50, 100, 500, 1000})
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Figure 6: Cross-Manifold Relative Semantic Distance results during trigger optimization.

Mean Relative Semantic Distance
Manifold t
I 2 3 4 [ 5 [ 6 [ 7 [ 8 [ 9 [ 10

airplane 0.0788 | 0.0903 | 0.1018 | 0.1341 | 0.1693 | 0.1993 | 0.2140 | 0.2241 | 0.2483 | 0.2483
banana 0.0349 | 0.0337 | 0.0393 | 0.0442 | 0.0454 | 0.0519 | 0.0547 | 0.0495 | 0.0569 | 0.0509
boat 0.0651 | 0.0725 | 0.0817 | 0.1007 | 0.1160 | 0.1392 | 0.1377 | 0.1439 | 0.1542 | 0.1503
cat 0.0427 | 0.0426 | 0.0486 | 0.0547 | 0.0568 | 0.0655 | 0.0683 | 0.0626 | 0.0727 | 0.0673
kite 0.0794 | 0.0915 | 0.1083 | 0.1421 | 0.1762 | 0.1949 | 0.2144 | 0.2243 | 0.2420 | 0.2520
person 0.0445 | 0.0449 | 0.0517 | 0.0598 | 0.0649 | 0.0768 | 0.0773 | 0.0747 | 0.0839 | 0.0778
pizza 0.0336 | 0.0321 | 0.0370 | 0.0420 | 0.0396 | 0.0468 | 0.0478 | 0.0436 | 0.0502 | 0.0430
snowboard | 0.0671 | 0.0712 | 0.0830 | 0.0998 | 0.1158 | 0.1354 | 0.1379 | 0.1420 | 0.1578 | 0.1537

Table 7: Relative Semantic Distance (RSD) for selected manifolds during trigger optimization on MSCOCO (For
generation ¢t € {1,2,3,4,5,6,7,8,9,10}). The same colour denotes manifolds with semantically similar content.
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* BadCLIP (Liang et al., 2024): The attacker
poisons a small subset of image—text pairs dur-
ing CLIP training. The goal is to preserve
clean performance while inducing trigger-
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Additional Manifold Analysis

As shown in Table 7, we find that manifolds with
semantically similar content exhibit similar RSD
trajectories. For instance, airplane and kite are both
aerial objects and show nearly identical collapsing
patterns. Similarly, snowboard and boat are both
horizontal motion vehicles; person and cat share
common biological structure; banana and pizza
are both food-related items. The results of more
manifolds are shown in Figure 6. This semantic
alignment in collapsing dynamics provides further
evidence that the backdoor attractor operates in a
semantically structured embedding space.

C Evaluation across Datasets

Table 6 demonstrates the Interval Semantic Dis-
placement under different data sizes across multi-
ple datasets. The results demonstrate consistently

Figure 7: Identification accuracy for target iamge iden-
tification under different datasets and attacks. (k €
{1,2,3,4,5})

strong performance across various datasets and at-
tack settings.

D Additional Detection Performance
Evaluation

Figure 7 demonstrates identification accuracy from
k = 1to k = 5. The results indicate that our
backdoor target identification achieves nearly 100%
with Top-5 candiates across various datasets and
attacks.
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