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ABSTRACT

Diffusion models (DMs), despite their impressive capabilities across a wide range
of generative tasks, have been shown to be vulnerable to backdoor attacks. How-
ever, existing backdoor methods face critical trade-offs among key factors: attack
performance, stealthiness, time complexity, and practicality (e.g., poison rate re-
quirement). For example, achieving high attack performance typically demands
a high poison rate and prolonged training, which undermines stealthiness, mak-
ing the attack more detectable by backdoor defenses. Furthermore, high poison
rates are often infeasible in real-world scenarios where attackers can poison only
a minimal fraction of the training data. In this paper, we propose TooBad (trigger
optimization for backdoor diffusion models), a novel attack framework which can
implant backdoors into DMs with an extremely low poison rate, while achiev-
ing higher attack success rate (ASR), stronger resistance to backdoor defenses,
and significantly reduced training time compared to existing backdoor attacks.
Experiments show that TooBad can achieve 82% ASR at a 0.5% poison rate, sig-
nificantly lower than the 10% poison rates required by prior work. At 5% poison
rate, TooBad reaches nearly 100% ASR within just 3-5 training epochs1, whereas
existing methods need at least 30-50 epochs at double the poison rate for compa-
rable results. Despite its potency, TooBad easily evades state-of-the-art (SOTA)
defenses while maintaining high utility (i.e., the capability of generating clean
samples). These results reveal a critical threat on DMs and highlight the urgent
need for more robust defenses against such stealthy yet efficient attacks.

1 INTRODUCTION

In recent years, diffusion models (DMs) (Yang et al., 2023; Cao et al., 2024) have rapidly become
a dominant paradigm in deep generative modeling, setting new state-of-the-art benchmarks across
a wide array of domains. By iteratively denoising data through a multi-step generative process (Ho
et al., 2020), DMs have shown remarkable performance in various tasks, ranging from computer
vision (Watson et al., 2021; Nichol et al., 2021) to natural language processing (NLP) (Zou et al.,
2023; Austin et al., 2021; Hoogeboom et al., 2021; Li et al., 2022), 3D synthesis (Xu et al., 2023;
Truong & Le, 2024b), audio generation (Chen et al., 2020; Popov et al., 2021), bioinformatics (Xu
et al., 2021; Luo et al., 2022), and time series forecasting (Tashiro et al., 2021; Yan et al., 2021;
Rasul et al., 2020). Compared to earlier generative frameworks like GANs (Goodfellow et al., 2014),
energy-based models (EBMs) (Ngiam et al., 2011), and VAEs (Kingma & Welling, 2014; Rezende &
Mohamed, 2015), DMs consistently achieve superior sample quality, diversity, and training stability.

Recent studies have revealed that DMs are highly susceptible to backdoor attacks (Chou et al., 2024;
Truong et al., 2025). Such attacks involve training or fine-tuning DMs on poisoned data, with the
use of manipulated forward and reversed processes. Once backdoored with a predefined trigger,
the compromised DM would generate a designated backdoor target when the trigger is stamped in
the input noise. In the absence of the trigger, the model continues to produce benign outputs from

1While our trigger optimization stage introduces some additional training time, this cost is insignificant
compared to the backdoor training stage as we only optimize the low-dimensional trigger while keeping the
large diffusion model frozen.
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Gaussian noise, preserving normal behavior. However, existing backdoor attacks on DMs face a fun-
damental quadrilemma, as illustrated in Figure 1. That is, there exists an inherent trade-off among
the following critical aspects: (i) Attack Performance: The model, when triggered, must consis-
tently generate images that closely resemble the backdoor target; (ii) Poison Rate Requirement:
In practice, attackers can usually poison only a small fraction of training data, so attacks must be
effective at low poison rates; (iii) Stealthiness: To remain undetected, an attack must evade state-
of-the-art (SOTA) defenses when backdoor is triggered, while preserving the generative capability
on benign input; (iv) Time Complexity: Reducing the training time for implanting the backdoor is
crucial for saving computational resources and minimizing the risk of detection.

Figure 1: The quadrilemma illustrating the inability
of SOTA attacks to meet all backdoor criteria at once.

Achieving all four aspects simultaneously
is inherently challenging, if not impossi-
ble. Enhancing one aspect often comes
at the cost of compromising others (Chou
et al., 2024). For example, attackers can
boost attack performance by increasing
the poison rate and extending the train-
ing time. However, this approach nega-
tively impacts the remaining three aspects.
First, it raises the poison rate requirement,
which makes the attacks less feasible in
real-world scenarios. Second, it increases
time complexity due to prolonged train-
ing. Third, it reduces stealthiness, as
stronger backdoor effects leave more no-
ticeable traces for defense mechanisms to
detect and can degrade the model’s ability
to generate high-quality benign outputs (Zou et al., 2023). Conversely, if attackers aim to enhance
stealthiness, for instance, by shortening the training time, they often face diminished attack perfor-
mance and may need to increase the poison rate to maintain a reasonable attack success rate.

In our effort to address this quadrilemma, we observed an intriguing phenomenon: the choice of
backdoor trigger significantly impacts attack performance, even when the underlying backdoor
mechanism remains the same. For instance, using a glass image as the trigger might yield sig-
nificantly higher attack performance than a stop-sign trigger, despite both models being trained
under identical conditions (e.g., same poison rate, model architecture, and hyperparameters). More-
over, we found that some triggers lead to faster convergence during backdoor training; that is, they
reach the same level of attack success within significantly fewer training epochs. This raises a crit-
ical question: Instead of choosing arbitrary triggers, can we find an optimized trigger that enables
faster convergence, higher attack performance, and success under minimal poison rates?

To address the above challenge, we propose TooBad, a novel backdoor strategy that leverages trigger
optimization to overcome the trade-offs faced by prior DM-targeted backdoor attacks. While trig-
ger optimization has been explored in earlier works on backdoor attacks (Saha et al., 2020; Liang
et al., 2025; 2024), these efforts were limited to traditional classification and contrastive models.
Such techniques cannot be directly applied to diffusion models (DMs), whose distinctive operation
relies on thousands of iterative denoising steps rather than a feedforward pass. TooBad is the first
framework to successfully integrate trigger optimization directly to the iterative denoising process
of DMs without relying on auxiliary classifiers, enabling efficient backdoor attacks that deliver su-
perior performance, operate under extremely low poison rates and short training times, and remain
undetected by existing defenses through the use of additional imperceptibility constraints.

2 BACKGROUND & RELATED WORK

Diffusion Models. DMs are trained to generate high-quality samples through two key processes: a
forward (diffusion) process and a backward (denoising) process. The forward process gradually adds
Gaussian noise to clean images over multiple timesteps, transforming the data distribution into an
isotropic Gaussian. The backward process then reverses this transformation, progressively denoising
a sample drawn from the Gaussian distribution to reconstruct a clean image (Croitoru et al., 2023).
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Figure 2: An illustration of backdoor attacks on DMs. (Left) Before backdoor attack, the backdoor
target is outside of the model’s sample space. Sampling from a Gaussian noise likely results in clean
images, while sampling from a triggered noise yields out-of-distribution (OOD) samples. (Right)
After backdoor attack, the sample space is expanded to include the backdoor target. Sampling from
a triggered noise consistently yields the target, while Gaussian noise still results in clean samples.

Figure 3: TooBad’s trigger optimization. We optimize a trigger that causes the clean model to
generate near-target samples, facilitating the subsequent backdoor injection process.

A foundational formulation of DMs is the Denoising Diffusion Probabilistic Model (DDPM) (Ho
et al., 2020), where the forward process is modeled as a Markov chain that transforms a clean image
x0 into a noisy sample xT ∼ N (0, I) after T steps via the following transition:

q(xt|xt−1) = N (xt;
√
αtxt−1, (1− αt)I), (1)

where αt ∈ (0, 1) is a noise schedule controlling the added noise. A neural network θ is
then trained to approximate the reverse transitions, defined as: pθ(xt−1|xt) = N (xt−1;mtxt +
ntSθ(xt, t), ktI), where mt,mt and kt are mathematically derived from the noise schedule αt, and
Sθ is the network prediction at step t using parameters θ.

Subsequent works have introduced several DM variants to address limitations of DDPMs, such
as Denoising Diffusion Implicit Models (DDIMs) (Song et al., 2021a), Noise Conditional Score
Networks (NCSNs) (Song & Ermon, 2019; Song et al., 2021b), and Latent Diffusion Models
(LDMs) (Rombach et al., 2022).

Backdoor Attacks on Diffusion Models. Backdoor attacks on DMs aim to implant a malicious
shortcut between a trigger pattern and a harmful target (e.g., violent images). Some prior studies
attack only the text encoder of conditional DMs to activate backdoors (Struppek et al., 2023; Zhai
et al., 2023; Pan et al., 2023; Wang et al., 2023), while keeping the DMs frozen. In contrast, our
work focus on attacking such the DMs. Early attempts in this direction include TrojDiff (Chen et al.,
2023) and BadDiffusion (Chou et al., 2023), which incorporate a small amount of the backdoor trig-
ger into each diffusion step. VillanDiffusion (Chou et al., 2024) was proposed as a unified backdoor
framework compatible with various DM variants. To enhance stealthiness, UIBDiffusion (Han et al.,
2024) proposes using Universal Adversarial Perturbations (UAPs) (Moosavi-Dezfooli et al., 2017;
Zhang et al., 2020) to generate an imperceptible trigger, which is then injected into DMs via Villan-
Diffusion. Nevertheless, all these methods require relatively high poison rates (e.g., at least 10%)
and long training times to achieve acceptable attack performance. In contrast, our attack is designed
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to offer high backdoor efficiency with minimal poison rate and training time required, while evading
SOTA backdoor defenses like (An et al., 2024; Truong & Le, 2024a; 2025; Mo et al., 2024).

Trigger Optimization for Backdoor Attacks. Early backdoor methods such as BadNets (Gu et al.,
2017) and Blended (Chen et al., 2017) relied on fixed trigger patterns. Later works introduced trig-
ger optimization to enhance attack efficiency in image classification (Saha et al., 2020; Jiang et al.,
2023; Yang et al., 2022), and extended it to vision–language models (VLMs) (Liang et al., 2025;
Walmer et al., 2022) and contrastive models (Liang et al., 2024), achieving strong results. How-
ever, these techniques are not applicable to DMs, whose architecture involves thousands of iterative
denoising steps rather than a single feedforward pass. Although UIBDiffusion (Han et al., 2024)
adopted learnable triggers for DMs, they were optimized only through auxiliary classifiers (e.g.,
VGG (Simonyan & Zisserman, 2014), ResNet (He et al., 2016)) instead of generative ones, pri-
marily improving stealthiness rather than attack efficiency and practicality. In contrast, our method,
TooBad, is the first to optimize triggers directly within the diffusion process, enabling stronger back-
door attacks with both high effectiveness and stealthiness.

3 METHODOLOGY

3.1 THREAT MODEL

In our attack setting, the attacker first chooses a specific backdoor target aligned with their intent,
such as harmful content (e.g., nudity or violence) to endanger users. Next, they run our trigger op-
timization algorithm on a clean DM to learn an invisible yet effective trigger, which is then used
to inject the backdoor into the model. After backdoor injection, the compromised DM are released
on public platforms like HuggingFace or GitHub, where end users download and use it directly or
integrate it into downstream tasks. Although this represents a white-box scenario, it is practical and
consistent with all prior DM backdoor frameworks that aim to backdoor the DM itself instead of
just the encoders (Chen et al., 2023; Chou et al., 2023; 2024; Han et al., 2024). Compared to exist-
ing DM-targeted backdoor attacks, our work even improve practicality in real-world scenarios: By
reducing the required poison rate by an order of magnitude, TooBad shifts backdoor attacks from
theoretical to practical threats in model-sharing ecosystems, thereby redefining the security land-
scape for diffusion models. Notably, our threat model also accounts for defenders who may apply
detection or mitigation techniques on the downloaded models, further strengthening practicality.

3.2 BACKDOOR INJECTION

In general, the clean forward process of a DM can be represented as:

xt = a(t)x0 + b(t)ϵ, (2)

where ϵ ∼ N (0, I), x0 is a clean image, a(t) is the content schedule, and b(t) is the noise sched-
ule. To inject a backdoor, the forward process is extended by introducing an additional term that
incorporates a backdoor trigger:

x̂t = a(t)x̂0 + b(t)ϵ+ c(t)δ, (3)

where x̂0 is the backdoor target, δ is the trigger, and c(t) is the trigger schedule. Different backdoor
injection methods select different coefficients a(t), b(t), and c(t). In our method, TooBad, we
adopt the coefficient settings from VillanDiffusion (Chou et al., 2024) since this is a unified, SOTA
backdoor injection method. The backdoor backward and training processes are then derived based
on the above forward process. Detailed formulations of these coefficients can be found in (Chou
et al., 2024). While the trigger injection step is based on VillanDiffusion, we modify the data
poisoning process and introduce a trigger optimization step before trigger injection, resulting in two
key differences: First, VillanDiffusion employs a patch-based approach for data poisoning, where
a poisoned image is defined as r = M ⊙ g + (1 − M) ⊙ x, where g is a predefined trigger
pattern, ⊙ denotes element-wise product, and M is a binary mask (with elements taking values
of either 0 or 1) specifying the trigger’s area. In contrast, TooBad fuses the trigger into the entire
image via the following formula: r = x + γδ, where δ is our imperceptible trigger, and γ is the
trigger strength (typically set as 1). Second, unlike VillanDiffusion, which employs predefined,
human-visible triggers (e.g., a stop sign), TooBad proposes a novel trigger optimization algorithm
specifically designed for DMs, which constitutes its main contribution and is described below.
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3.3 TRIGGER OPTIMIZATION

To motivate our method, we first view backdoor attacks from a sampling distribution perspective
as shown in Fig. 2. Specifically, in a clean DM trained on a specific dataset, the model’s sample
space typically aligns with the training data distribution, while assigning negligible probability to
the backdoor target (Fig. 2, left). During backdoor training, the sample space is gradually distorted,
expanding toward the backdoor target. After sufficient training, the backdoor target is totally in-
cluded in the model’s sample space; sampling from the triggered noise would result in the target
with high likelihood (Fig. 2, right). We make a key observation: if we stamp an arbitrary trigger
(e.g., a stop sign) into the input noise of a clean model, the input noise is no more Gaussian, thus
the resulting output is likely to be an arbitrary image that is (i) out-of-distribution (OOD) with re-
spect to the model’s sample space, and (ii) far from the desired backdoor target distribution (Fig. 2,
left). However, due to inherent randomness in the generative process, some triggers may, by chance,
produce outputs that are closer to the backdoor target than others.

Building on this insight, we propose our approach: instead of selecting arbitrary triggers, we opti-
mize a trigger that causes the clean model, prior to any backdoor injection, to generate samples that
already close to the backdoor target (as shown in Fig. 3). By injecting this optimized trigger during
the attack, we exploit its inherent bias toward the backdoor-target distribution. This facilitates a
more efficient expansion of the model’s output space to include the backdoor target, requiring fewer
parameter updates during backdoor training and thereby reducing both the poison rate and training
time. To realize this, at any arbitrary timestep t, we minimize the distance between: (i) the output
of the backward process with trigger stamped in the input noise, and (ii) the result of the forward
process which adds noise to the backdoor target.

Given that there are a total of T diffusion steps, let Mθ(ϵ, t) denote the denoising process that maps
input noise ϵ to the intermediate sample xbackward

t at timestep t after (T − t) denoising steps. If we
embed a trigger δ into the input noise, the outcome of the backward process becomes:

x̂backward
t = Mθ(ϵ+ δ, t). (4)

Note that x̂ specifically denotes backdoor cases. Let x̂0 represents the backdoor target. According
to Equation 2, applying the forward process for t steps on x̂0 yields:

x̂forward
t = a(t)x̂0 + b(t)ϵ, (5)

where a(t) and b(t) depend on the specific type of the victim DM. For instance, DDPMs have
a(t) =

√
ᾱt and b(t) =

√
1− ᾱt, where ᾱt =

∏t
i=1 αi and αi is a noise schedule (Ho et al., 2020).

To optimize the trigger, we solve the following minimization problem:
min
δ

LTB(δ), (6)

LTB(δ) = Et,ϵ∥x̂forward
t − x̂backward

t ∥22 (7)

= Et,ϵ∥a(t)x̂0 + b(t)ϵ−Mθ(ϵ+ δ, t)∥22.

This trigger optimization step introduces some additional training, but since only the trigger is learn-
able and the clean guidance model remains frozen, this cost is negligible compared to the backdoor
injection process (details in 4.4). Moreover, our experiments demonstrate that the optimized trigger
helps reducing backdoor injection time by an order of magnitude for the same attack effectiveness,
leading to a substantial reduction in overall backdoor time, while significantly improving attack
efficiency across all metrics.

3.4 HIDDEN TRIGGER

Although triggers learnt by our loss LTB can enhance backdoor attacks, they remain detectable
by SOTA defenses (Li et al., 2024). To improve stealthiness, it is crucial to hide the distribution
shifts induced by the triggers during denoising (An et al., 2024). Inspired by (Gao et al., 2024), we
introduce additional constraints while minimizing LTB to ensure that the triggered noise (ϵ + δ)
closely resembles a Gaussian noise:

min
δ

LTB(δ) s.t. ∥δ∥∞ ≤ ε︸ ︷︷ ︸
invisibility

, ∥δ∥0 ≤ k︸ ︷︷ ︸
sparsity

, (8)
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where ε controls the maximum absolute value of elements in δ, enforcing invisibility; and k is the
sparsity budget, indicating the maximum number of non-zero elements in δ.

In practice, we adopt Projected Gradient Descent (PGD) (Madry et al., 2017) to enforce the invis-
ibility constraint, while the sparsity constraint is conducted by selecting top-k largest entries (Gao
et al., 2024). Specifically, at each iteration i, we update the trigger as follows:

δ(i+1) = Psparse

(
Π∞

(
δ(i) − η∇δLTB(δ

(i))
)
, k
)
, (9)

where η is the step size, Π∞(·) denotes the projection onto the ℓ∞-ball of radius ε, performed
by bounding each component of the vector to lie within [−ε, ε]. Finally, Psparse(·, k) enforces the
sparsity constraint by retaining only the top-k largest entries and setting the rest to zero:

[Psparse(z, k)]j =

{
zj , if j ∈ Ik(z)
0, otherwise

, (10)

where Ik(z) is the set of indices corresponding to the k largest absolute values in z. The detailed pro-
cedure of our trigger optimization with imperceptibility constraints can be found in Appendix A.1.

4 EXPERIMENTAL RESULTS

We evaluate the performance of TooBad primarily on four attack aspects according to the
quadrilemma presented above in Fig. 1, including attack performance (4.2), poison rate require-
ments (4.3), time complexity (4.4), and stealthiness (4.5). Our goal is to show that TooBad can
simultaneously improve these criteria in comparison with prior SOTA methods. Due to the limited
scope of the paper, the main manuscript primarily present the results for DDPM-based models using
the CIFAR-10 dataset (Krizhevsky et al., 2009), with backdoor target is the fedora hat image. Fur-
ther results for score-based models, high-resolution datasets, and alternative backdoor targets will
be presented in Appendix A.

4.1 EXPERIMENTAL SETTINGS

Datasets and Baselines. To ensure a fair comparison, we evaluate TooBad primarily on CIFAR-
10 (Krizhevsky et al., 2009), which is also commonly used in prior backdoor attack and defense
studies. Additional experiments on CelebA-HQ (Liu et al., 2015) are presented in Appendix A.5.
We assess the performance of TooBad across both denoising-based models and score-based mod-
els. For performance comparison, we benchmark TooBad against two SOTA backdoor attacks that
have demonstrated the highest effectiveness to date: VillanDiffusion (Chou et al., 2024) and UIB-
Diffusion (Han et al., 2024). For more details on the implementation of the backdoor baselines and
datasets, please refer to Appendix A.1.

Implementation Details. For invisibility and sparsity constraints of trigger optimization, we set
ε = 0.15 and k = 0.2|δ|, with |δ| denotes the total number of elements in |δ|. Trigger optimization
is conducted over 50 epochs in most settings with a learning rate of 0.3. For backdoor injection,
we fine-tune the victim models with a learning rate of 2e-4, batch size of 128, using the SDE solver
with the total number of denoising timesteps is 1000. All experiments were conducted on NVIDIA
RTX A6000 ADA GPUs. The experimental results are reported on average across three runs.

Evaluation Metrics. We evaluate attack performance using three metrics: (i) Attack Success Rate
(ASR), the percentage of samples generated by the backdoored model that successfully match the
backdoor target (matching criteria in Appendix A.1); (ii) Average Mean Squared Error (MSE), the
pixel-wise MSE between generated images and the target, where lower values indicate better per-
formance; and (iii) Structural Similarity Index Measure (SSIM) (Wang et al., 2004), where higher
values indicate closer structural similarity to the target. To evaluate stealthiness, we first assess util-
ity by computing the FID score (Heusel et al., 2017) on clean samples generated by the backdoored
models, with lower FID indicating higher model utility. Then, we assess resilience against SOTA
defenses by performing their trigger inversion and backdoor detection algorithms. Trigger inver-
sion is measured via the L2 distance (L2D) between the inverted and ground-truth triggers, while
backdoor detection is assessed using accuracy (ACC) and true positive rate (TPR).

6



324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377

Under review as a conference paper at ICLR 2026

Figure 4: An illustration of generated samples when backdoor is activated.

p = 0.2% p = 1% p = 5% p = 10%

Method ASR MSE SSIM ASR MSE SSIM ASR MSE SSIM ASR MSE SSIM

VillanDiff 0 X X 0 X X 0.47 0.025 0.63 0.98 0.004 0.92
UIBDiff 0 X X 0 X X 0.51 0.021 0.71 0.98 0.003 0.95
TooBad 0.65 0.03 0.72 0.86 0.01 0.86 0.99 0.002 0.96 0.99 0.002 0.96

Table 1: Performance comparison between our method and the baselines with different poison rates.

4.2 ATTACK PERFORMANCE ANALYSIS

Table 1 presents the performance of TooBad compared to existing baselines across various poison
rates. At a 10% poison rate, TooBad slightly outperforms SOTA methods across all evaluation
metrics. The advantage becomes more pronounced at lower poison rates: when the poison rate drops
to 5%, the ASR of both baselines is reduced by half, whereas TooBad still maintains near-perfect
attack success with around 99% ASR, 0.002 MSE, and 0.96 SSIM. Notably, for poison rates below
5%, only TooBad remains effective. Both VillanDiffusion and UIBDiffusion fail entirely at this
level, resulting in 0% ASR. In this case, models backdoored by the baseline methods only produce
black images with arbitrary artifacts, yielding abnormally low MSE and high SSIM. These results
are obviously invalid, thus they are marked as “X” in Table 1. In contrast, TooBad successfully
initiates backdoor behavior at just 0.2% poison rate and achieves strong performance (86% ASR,
0.01 MSE, and 0.86 SSIM) at 1% poison rate. Some generated examples are visualized in Fig. 4.
For more generated results, please refer to Appendix A.3.

4.3 BACKDOOR UNDER ULTRA-LOW POISON RATES
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Figure 6: Efficiency for ultra-low poison rates.

This section further highlights the efficiency of
our method under extremely low poison rate
conditions, ranging from 0.1% to 1%. As
shown in Fig. 5, only TooBad is able to suc-
cessfully backdoor DMs in this setting. The
ASR of our method rises quickly from 65.4%
at a 0.2% poison rate to 86.1% at 1%. In con-
trast, the baseline methods consistently yield
0% ASR across all tested poison rates. The cor-
responding MSE and SSIM scores for TooBad
within this range are illustrated in Fig. 6, further
validating its effectiveness. Notably, the MSE
drops rapidly from nearly 0.03 at a 0.2% poison
rate to only 0.12 at 1%, while the SSIM score
rises steadily from 0.72 to 0.86. These trends
indicate that our optimized trigger not only en-
ables successful attacks but also produces back-
doored generations that closely resemble the intended target. In summary, TooBad is the only
method that remains effective under extremely low poison rates. This setting offers two major ben-
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Figure 5: ASR comparison between our method and the two baselines under ultra-low poison rates.
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Figure 7: Performance comparison across training epochs for three attacks at a 5% poison rate.

efits: (i) it enables attackers to achieve strong attack performance without compromising the overall
quality of the model’s clean generations, and (ii) it requires only a tiny amount of poisoned data,
which not only makes the attack more practical but also significantly improves its stealthiness.

Poison Rate 2% 3% 5% 10% 20% 30% 50%

VillanDiffusion X X X 35 23 9 3
UIBDiffusion X X X 32 19 7 3
TooBad (Ours) 10 6 3 1 1 1 1

Table 2: Minimum number of backdoor training epochs for each attack to achieve at least 90% ASR.
The marker “X” represents invalid results where the attacks cannot achieve the required ASRs.

4.4 TIME AND CONVERGENCE ANALYSIS

We note that the trigger optimization stage does not require access to the training dataset, and the
model is kept frozen while only the low-dimensional trigger variables are updated. This makes the
computation lightweight and fast. In contrast, backdoor injection must fine-tune the entire model on
large-scale poisoned data, which is substantially more expensive. In our experiments, when attack-
ing DDPMs on CIFAR-10, trigger optimization completes in about 5 minutes, whereas backdoor in-
jection requires around 2 hours for 50 fine-tuning epochs. Thus, without compromising fairness, this
experiment mainly evaluates the number of training epochs for backdoor injection. Fig. 7 monitors
the performance of TooBad and the baselines during training at a 5% poison rate. Our framework
converges rapidly, reaching near-perfect performance within just 3–5 backdoor training epochs. By
epoch 5, TooBad already achieves nearly 100% ASR, close to 1.0 SSIM, and a very small MSE,
while both baselines completely fail to backdoor the victim models. In contrast, the baselines re-
quire more than 30-50 epochs to approach, and often remain below, the performance that TooBad
attains after only 5 epochs. Next, we evaluate how quickly each method reaches at least 90% ASR
under different poison rates. As shown in Table 2, at a 10% poison rate, TooBad surpasses 90%
ASR in just 1 epoch, while the baselines require over 30 epochs. When the poison rate drops below
5%, both baselines fail to reach 90% ASR, whereas TooBad consistently achieves this target within
only a few epochs.
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4.5 STEALTHINESS ANALYSIS

Defense Metric VillanDiffusion UIBDiffusion TooBad-NI TooBad-NS TooBad

Elijah

ACC 32.16 0 27.65 13.12 0
TPR 14.77 0 10.23 3.34 0
L2D 38.01 40.67 38.95 39.05 41.03

TERD

ACC 90.76 0 85.33 17.65 0
TPR 86.23 0 76.66 12.03 0
L2D 27.89 40.22 32.67 38.65 40.16

PureDiffusion

ACC 100 0 100 19.78 0
TPR 100 0 100 14.07 0
L2D 24.12 41.06 25.33 39.12 41.21

Table 3: Resilience of the attacks against SOTA defenses.

Resistance to SOTA Defenses. We evaluate the robustness of TooBad against three recent defenses:
Elijah (An et al., 2024), TERD (Mo et al., 2024), and PureDiffusion (Truong & Le, 2025). These de-
fenses typically follow a two-stage procedure: first, a trigger inversion stage that try to reconstruct
the backdoor trigger from the suspicious model; and second, a detection stage that analyzes the
inverted trigger to determine whether the model is backdoored. As shown in Table 3, TooBad com-
pletely evades all three defenses, resulting in a 0% detection rate across all scenarios. In contrast,
the ablated variants TooBad-NS (without sparsity constraint) and TooBad-NI (without invisibility
constraint) become detectable. This shows that: (i) the strong resilience of TooBad stems from the
imperceptibility constraints applied during trigger optimization, and (ii) the invisibility constraint
accounts for the majority of improvement in stealthiness. Ablation study for two imperceptibility
constraints can be found in Appendix A.6. For the baselines, UIBDiffusion also produces irre-
versible triggers, while VillanDiffusion is exposed by the defenses.

2 4 6

·10−2

5

7

9

11

MSE

FI
D

VillanDiff UIBDiff TooBad

Figure 8: Utility comparison across different
backdoored models.

Utility Evaluation. If a backdoored model suf-
fers from low utility, it may fail to generate real-
istic samples or occasionally produce the backdoor
target even without the trigger, making the attack
easily detectable. To quantify utility, we primar-
ily use the FID score, where lower values indicate
that, in the absence of the trigger, the backdoored
model can generate clean samples closely match-
ing the distribution of the original training data. In
our experiments, each backdoor method is applied
to the same set of five pretrained models with vary-
ing poison rates (from 1% to 5%). Since there is
an inherent trade-off between utilily and attack per-
formance, both FID and MSE are reported for each
resulting backdoored model for fair comparison. As
shown in Fig. 8, models backdoored by TooBad con-
sistently achieve the lowest FID and lowest MSE,
outperforming all baselines in both utility and attack performance. These results demonstrate that
TooBad not only improve backdoor effectiveness but also preserves the fidelity of clean samples.

5 CONCLUSION

We introduced TooBad, a novel backdoor framework that advances the state of backdoor attacks on
DMs. Unlike prior methods which struggle with inherent performance trade-offs, TooBad achieves
superior attack capability with minimal poison rate and training time. It successfully implants back-
doors at poison rates less than 1%, reaching near-perfect ASR at just 5% poison rate within only
a few training epochs. TooBad also maintains strong stealthiness, high utility, and demonstrates
complete resistance to SOTA defense mechanisms. Its effectiveness generalizes across different
backdoor targets and model types, making it a broadly applicable and practical threat. These results
highlight a critical vulnerability in current generative models and call for urgent development of
more robust defenses against such stealthy, low-resource yet highly effective attacks.
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ETHICS STATEMENT

Our study demonstrated that backdoor attacks on DMs can be both highly efficient and stealthy, even
under extremely low poison rates and short training times. This highlights critical vulnerabilities in
these powerful generative models. We acknowledge the potential risk of misuse, as such attacks
could pose serious threats to the security and reliability of current DM-based systems. Nonetheless,
we believe that systematically exposing these weaknesses is essential for driving the development
of stronger defense mechanisms. Our work aims to raise awareness within the research community
and provide insights that will support the design of more robust safeguards, ultimately advancing
the safety and trustworthiness of generative models.
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A APPENDIX

A.1 DETAILED EXPERIMENTAL SETTINGS

Details of Attack Baselines. For a fair comparison, all victim models were trained with the same
learning rate of 2e-4, batch size of 128, and the SDE solver, while the number of training epochs
and poison rates were varied according to the specific experiments. For DDPMs, we used the
same sampler for all attacks with 1000 denoising steps. The base pretrained DDPMs for back-
door fine-tuning were downloaded from HuggingFace: (“google/ddpm-cifar10-32”) for CIFAR-10
and (“google/ddpm-ema-celebahq-256”) for CelebA-HQ. For VillanDiffusion, the backdoor trig-
ger is the stop-sign image shown in Fig. 9. For UIBDiffusion, we followed the provided settings,
generating the trigger using VGG (Simonyan & Zisserman, 2014) and ResNet (He et al., 2016).

Details of Backdoor Defense. For Elijah (An et al., 2024), we deployed trigger inversion with
a learning rate of 0.1, batch size 64, Adam optimizer, and the first-step trigger scale of λ = 0.5.
For TERD (Mo et al., 2024), the trade-off coefficient γ was set to 5e-5, and δ to 0.01T , with 3000
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epochs for trigger estimation and 1000 epochs for trigger refinement. For PureDiffusion (Truong &
Le, 2024a), the first stage of trigger inversion optimized the LMDS loss over 30 epochs with batch
size 8 and learning rate 0.1, while the second stage optimized the LDC loss over 500 epochs with
batch size 16 and learning rate 0.5.

Figure 9: Visualization of backdoor targets used in the experiments with the triggered noises of each
experimented backdoor attack.

Details of Evaluation Metrics. To compute the ASR, we first calculate the L1 distance between
each generated sample and the backdoor target. This distance is then compared to a predefined
threshold to determine whether the generated sample successfully matches the target. If the L1
distance is smaller than the threshold, the sample is considered a successful attack; otherwise, it is
not. In our experiments, this threshold is empirically set to 500 based on observed results, though
it can be adjusted. Importantly, the choice of threshold does not significantly affect the fairness of
performance comparisons: lowering the threshold reduces ASR across all attack methods, while
increasing it raises ASR for all methods proportionally. All metrics are reported as the average over
3 repeated runs of the same experiment.

A.2 DETAILS OF TRIGGER OPTIMIZATION

The complete procedure of our trigger optimization mechanism is presented in algorithm 1. For
each training epoch, we first sample a random timestep t and a Gaussian noise ϵ. Then, we run the
backward process for T − t timesteps to obtain x̂backward

t from the triggered noise ϵ+δ. On the other
hand, the forward process’s result at timestep t can be computed directly via the reparameterization
trick, using the same initial noise ϵ. These two outputs are jointly used to compute the loss LTB ,
which is subsequently optimized under our invisibility and sparsity constraints to update the trigger
parameters. In practice, we apply our proposed loss function (8) only during the last 50% of the de-
noising steps, as the early steps primarily consist of high noise levels and experimentally illustrated
negligible improvement to trigger optimization.

Algorithm 1 TooBad Trigger Optimization
Input: Clean model θ, number of denoising steps T , backdoor target x̂0, sparsity budget k, invisi-
bility budget ε, number of epochs for trigger learning N , learning rate η
Output: Optimized trigger δ

1: for i = 0, 1, ..., N − 1 do
2: t ∼ Uniform(0, T )
3: ϵ ∼ N (0, I)
4: x̂backward

t = Mθ(ϵ+ δ, t)
5: x̂forward

t = a(t)x̂0 + b(t)ϵ
6: LTB = ∥x̂forward

t − x̂backward
t ∥22

7: δ(i+1) = δ(i) − η∇δLTB(δ
(i))

8: δ(i+1) = clip(δ(i+1),−ε, ε)
9: δ(i+1) = Psparse(δ

(i+1), k)
10: end for
11: return δ

A.3 VISUALIZATION OF BACKDOOR RESULTS

Fig. 10 shows samples generated by VillanDiffusion, UIBDiffusion, and TooBad under a 5% poison
rate. Our method, TooBad, demonstrates the strongest attack performance, consistently producing
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Figure 10: Visualized samples generated by each method with 5% poison rate and 50 backdoor
training epochs on CIFAR-10, both backdoor and clean sampling.

the backdoor target in nearly all generation attempts. In contrast, both VillanDiffusion and UIBDif-
fusion exhibit much lower attack efficiency. An observable weakness of VillanDiffusion is that the
backdoor trigger (i.e., the stop sign in the bottom-right corner) is explicitly visible in many gener-
ated samples, making the attack easily detectable even by casual users without any defense tools.
This issue does not occur in UIBDiffusion or TooBad, where failed attacks still generate natural-
looking images without exposing the trigger. For clean sampling, VillanDiffusion and UIBDiffuion
occasionally produce the backdoor target, while TooBad consistently generate clean samples.

Fig. 11 visualizes samples generate by TooBad under 4 different poison rates (0.5%, 1%, 5%, and
10%) along the backdoor training process. In general, the attack performance improves gradually
over the training epochs, and higher poison rates typically yield higher backdoor performance. This
is highly consistent with our initial hypotheses.

A.4 RESULTS ON NCSNS

In addition to denoising-based models, we evaluate TooBad on NCSNs and compare its perfor-
mance with baseline methods. We downloaded a pretrained NCSN from HuggingFace (“FrankC-
CCCC/NCSN CIFAR10 my”) for CIFAR-10. As noted in (Chou et al., 2024), backdooring NCSNs
typically requires significantly higher poison rates than DDPMs to be effective. However, as shown
in Table 4, TooBad still outperforms existing SOTA methods by a considerable margin. While prior
attacks require at least 50% poison rate to successfully backdoor NCSNs, TooBad achieves compa-
rable or better performance at only half that rate, and reaches near-perfect ASR at 50%. In contrast,
both VillanDiffusion and UIBDiffusion, even with a 70% poison rate, only achieve ∼ 70% ASR. As
visualized in Fig. 12, TooBad at 30% poison rate even achieved higher attack efficiency than both
VillanDiffusion and UIBDiffusion at 90% poison rate. These results further validate the efficiency
of TooBad for different DM variants rather than only DDPMs.
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Figure 11: Visualized samples generated by TooBadd under different poison rates (from 0.5% to
10%) and over different training epochs (up to epoch 30).

Method VillanDiffusion UIBDiffusion TooBad (Ours)

Poison rate ASR ↑ MSE ↓ ASR ↑ MSE ↓ ASR ↑ MSE ↓
25% 0 X 0 X 0.69 0.392
30% 0 X 0 X 0.84 0.041
35% 0 X 0 X 0.87 0.034
40% 0 X 0 X 0.90 0.025
45% 0 X 0 X 0.95 0.015
50% 0.70 0.428 0.65 0.412 0.98 0.010
70% 0.72 0.382 0.69 0.392 1.00 0.005

Table 4: Performance comparison on NCSNs.

A.5 RESULTS ON LDMS AND CELEBA-HQ

In this section, we evaluate TooBad on the downscaled CelebA-HQ dataset, which contains 30,000
human face images at a resolution of 256× 256. We poison the dataset using our optimized trigger
and employ it to backdoor a pretrained LDM obtained from HuggingFace (“CompVis/ldm-celebahq-
256”). The model is fine-tuned with a batch size of 16, a learning rate of 2e-5, 1000 denoising steps,
and an SDE solver. Due to resource limitations, this experiment is conducted only on the CAT
target with a 5% poison rate. The generated backdoored samples are shown in Fig. 13. These results
demonstrate that TooBad remains effective on high-resolution datasets and LDM-based models even
under very low poison rates, further validating the efficiency and generality of our framework across
different DM variants and datasets.

A.6 ABLATION STUDY

Imperceptibility Constraints. Although decreasing the invisibility and sparsity budgets (ε and
k) can improve the stealthiness of the attack, it also degrades both attack effectiveness and model
utility. In particular, as (ϵ, k) → (0, 0), the trigger δ → 0, making the triggered noise approaches
pure Gaussian noise, i.e., (ϵ + δ) → ϵ. Consequently, Mθ(ϵ + δ, T ) ≈ Mθ(ϵ, T ), which makes
the backdoored model unable to reliably distinguish between clean and triggered inputs during fine-
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(ε, σ) (0.05, 0.2) (0.1, 0.2) (0.15, 0.2) (0.15, 0.1) (0.15, 0.05)

FAR 12.89 2.34 0.13 0.78 1.86
TFR 65.44 27.45 0.56 2.95 7.53

Table 5: Ablation study for invisibility and sparsity constraints. Configuration and results high-
lighted in bold are used in our attack.

tuning and sampling. As a result, clean sampling tends to collapse to the backdoor target, whereas
backdoor sampling more frequently produces clean outputs. To evaluate this trade-off, we vary
the invisibility and sparsity budgets during trigger optimization. We introduce two complementary
metrics to capture the impact of imperceptibility constraints on generation quality: (i) false activation
rate (FAR), the probability that the clean sampling process produces the backdoor target; and (ii)
trigger failure rate (TFR), the probability that the backdoor sampling process produces clean outputs.
For convenience, we define the sparsity ratio as σ = k/|δ|. As shown in Table 5, both FAR and
TFR increase as ε and σ decrease. At ε = 0.15 and σ = 0.2, we achieved negligible FAR and
TFR, while this setting already bypassed SOTA backdoor defenses as presented in Section 4.5. In
other words, (ε, σ) = (0.15, 0.2) achieves a favorable balance: sufficiently small to evade defenses
yet sufficiently large to maintain high attack success. We therefore adopt this configuration in our
trigger optimization mechanism.

Results on Alternative Backdoor Targets. To demonstrate that the superior performance of
TooBad is not dependent on a specific backdoor target, we evaluate it using alternative targets be-
yond the default fedora hat image. We experiment with varying poison rates from 0.2% to 10%,
using two new targets: a cat image and a stop-sign image (illustrated in Fig. 9). As shown in Ta-
ble 6, for these targets, TooBad consistently offers strong attack performance across all settings.
In all cases, TooBad begins to successfully backdoor DMs at just 0.2% poison rate and achieves
near-perfect ASR at 5%, regardless of the chosen target image. It worth noting that the two baseline
attacks only achieve around 50% ASR at 5% poison rate, as shown in section 4.2. These results val-
idate that TooBad can offer superior backdoor performance no matter the chosen backdoor targets.
The experimented targets are just to demonstrate the efficiency of the attacks. In practice, the targets
can be harmful images instead of just cat or hat images.

Target Cat Stop Sign

Poison Rate ASR MSE SSIM ASR MSE SSIM

0.2% 0.66 0.0326 0.733 0.63 0.0368 0.633
0.5% 0.83 0.0112 0.883 0.81 0.0156 0.826
1% 0.87 0.0083 0.898 0.86 0.0096 0.869
2% 0.92 0.0056 0.925 0.93 0.0048 0.933
5% 0.99 0.0022 0.981 0.99 0.0026 0.988

10% 0.99 0.0018 0.986 0.99 0.0021 0.978

Table 6: Performance of our attack with alternative backdoor targets beyond the default hat image.

A.7 THE USE OF LARGE LANGUAGE MODELS

In this paper, we used large language models (LLMs) minimally to polish grammar and improve
readability of some sentences. All technical content, ideas, and analyses are authored by the paper’s
authors.
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Figure 12: Generation results of three attacks on NCSNs with different poison rates and backdoor
target is a cat image.

18



972
973
974
975
976
977
978
979
980
981
982
983
984
985
986
987
988
989
990
991
992
993
994
995
996
997
998
999
1000
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
1022
1023
1024
1025

Under review as a conference paper at ICLR 2026

Figure 13: Visualization of TooBad’s backdoor sampling for LDMs with CelebA-HQ under 5%
poison rate.
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Figure 14: Generation results of TooBad for alternative backdoor targets (e.g., cat and stop-sign
images) at a 5% poison rate, over different training epochs.
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