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Abstract

We consider the problem of classifying a black-
box generative model based on its responses to
a collection of queries. While some query sets
produce strong class separation, others do not. We
formalize this distinction through the discrimina-
tive factorization, a decomposition of query-based
model interaction into independent statistical “di-
rections”. Under this framework, it is possible to
separate informative and uninformative queries
using parameters that can be estimated from the
spectral structure of a query-model matrix. On
a real model auditing task, we demonstrate that
query sets selected using the estimated discrimina-
tive factorization reproduce oracle query selection
and improve classification efficiency without task-
specific knowledge.

1. Introduction

A black-box model is a system to which a user can sub-
mit queries and receive responses with no access to model
states, generation parameters, or (pre-)training procedures.
These models may have a property of interest that is not
directly observable, such as the presence of specific train-
ing data (Shokri et al., 2017; Carlini et al., 2021) or a be-
havioral bias (Caliskan et al., 2017; Bai et al., 2024). As
model providers increasingly restrict model access to API
endpoints (OpenAl, 2025; Anthropic, 2025; Google Deep-
Mind, 2025), black-box interaction is increasingly the de-
fault mode for downstream users. Given a collection of
models for which a certain property is known, the goal is
prediction for a model of interest.

We approach this by constructing low-dimensional repre-
sentations of black-box models. Other approaches such as
weight-space methods construct model representations from
internal activations (Duderstadt et al., 2023; Huh et al., 2024;
Horwitz et al., 2025) or weights directly (Chen et al., 2025),
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but require access to model internals. We work in a true
black-box setting, where model internals are inaccessible.

Other black-box analyses focus on individual models. Mem-
bership inference (Shokri et al., 2017; Duan et al., 2024),
training data extraction (Carlini et al., 2021), and pretrain-
ing data detection (Shi et al., 2024; Maini et al., 2024) test
whether specific examples influenced a single model, typ-
ically requiring token-level log-probabilities. Distribution
testing (Canonne, 2020) studies the query complexity of
distinguishing distributions from samples of a single source.
We address a population of models.

Recent work has shown that black-box models can be
mapped into Euclidean space via multidimensional scaling
by sketching their behavior with respect to a set of queries
(Helm et al., 2024) with desirable statistical properties, such
as use in consistent (Acharyya et al., 2024; 2025a; Helm
et al., 2025) and efficient (Helm et al., 2026) model-level
inference.

These current theoretical results treat all queries as equally
informative for prediction. In practice, the information
contributed varies widely. In particular, query sets “aligned”
with the inference task produce representations with substan-
tially more discriminative power for a fixed query budget
than “not aligned” (Helm et al., 2025; 2024).

Contributions. In this paper, we introduce the dis-
criminative factorization to formalize the notion of an
(un)informative query, recover estimates of the discrimina-
tive factorization from the spectral properties of the guery-
model matrix, and demonstrate that query sets selected using
this framework successfully improve model-level classifica-
tion efficiency without task-specific knowledge.

2. Motivation and Setting

Let 7 := {f,f : @ — X} be the space of black-box
generative models. Each f € F is a random mapping from
a finite input space Q with |Q| = M < oo to a finite output
space X with |[X| = V < co. Wereferto g € Q as a
“query” and the model’s output f(q) as a “response”. For a
fixed embedding function g : X — RP and model f, we let
P;(q) denote the embedded response distribution associated
with ¢. For practical purposes, we assume that each Pr(q)
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Figure 1. Classification of models by the presence of particular
fine-tuning data. An oracle knows which queries probe the axis
that distinguishes the two classes (Signal queries) and which do
not (Orthogonal queries). (a) Two-dimensional MDS embeddings
using m = 5 signal queries (top) and orthogonal queries (bottom).
Each dot is a model. (b) Classification error as a function of query
budget m with n = 50 for Signal, Orthogonal, and Uniform query
sets. (c¢) Classification error as a function of number of models
with m = 5 for the same query sets. The relative discriminative
quality of the three query sets is stable across m and n. Reported
errors are the average of 500 different random samples.

has finite first moment. The query distribution I over Q is
sampled m times independently to create the query multiset
() that we use to access models.

2.1. Constructing Euclidean Model Representations

In the black box setting, we say f # f’ precisely when there
exists ¢ € Q such that Pr(q)#Py (g). Thus, to capture
dissimilarity between models we define

dolf, )= |32~ d.(Pyla). Py(a)
q€eQ

Where dp is a metric on P; (R?) of negative type (the energy
distance (Székely & Rizzo, 2013; Rizzo & Székely, 2016)
is one such metric). dg is then a negative type metric on
Py (RP)™ (Schoenberg, 1938).

For a collection of n black box models f1, ..., f, and mul-
tiset of m queries Q, we define the n x n pairwise distance
matrix D := D, » = dg(f;, fir). We then apply classical
multidimensional scaling (MDS) (Torgerson, 1952) to D to
obtain representations 1'q(f1), - - ., %q(fn) € R These
are vector representations of the models f; with respect to Q).
We let Uy denote the matrix with ith row equal to g (f;).

Since g(X) C RP is finite, each Py(q) is a categorical
distribution supported on at most V' atoms in RP. And,
since dg is negative type, MDS achieves zero stress for any
n < oo withd > min{n —1,m(V —1)} (Székely & Rizzo,
2004; Schoenberg, 1938).

2.2. Motivating Example: Sensitive Data

To demonstrate the effect of query set on inference, we begin
by examining a task inspired by Helm et al. (2025): Can
we detect whether a particular topic appeared in a model’s
fine-tuning data, using only its generated outputs?

To investigate, we fine-tune 100 LoRA adapters from
Qwen2.5-1.5B-Instruct on subsets of Yahoo An-
swers (Zhang et al., 2015): 50 on non-sensitive topics (class
0) and 50 on mixtures containing ‘“Politics & Government”
data (class 1). We then consider the construction of Eu-
clidean representations and subsequent classification with
respect to three different input sets Q: Signal queries di-
rectly concerning “Politics & Government”; Orthogonal
queries on topics in none of the fine-tuning datasets; and the
union of both (Uniform).

For each of the three groups, we sample m queries uni-
formly and construct Euclidean model representations from
temperature-zero responses. Following Chen et al. (2022),
we use the second elbow of the scree plot of singular val-
ues of D as the embedding dimension d. We then train a
random forest classifier with default parameters (Pedregosa
et al., 2011) on a sample of n training representations and
evaluate on the remainder. This process is repeated 500
times. (Additional details can be found in Appendix A)

Figure 1 illustrates the phenomena of interest. Panel (a)
clearly shows that Signal queries yield strong separation of
classes in embedding while Orthogonal queries yield much
weaker separation. Panel (b) quantifies this observation
via the classification error on the test models. The relative
ordering matches intuition: Signal query sets outperform
Uniform query sets, which Outperform orthogonal query
sets, regardless of the number of queries included. Orthog-
onal sets still enable better-than-chance classification on
average, however. Panel (c) shows that this ordering is sta-
ble across the number of models for a fixed budget, with a
natural decrease in error as the size of the training sample
increases.

In practice, the collection of Signal queries for a classifica-
tion task is not known a priori. We thus introduce a frame-
work where the Signal/Orthogonal distinction is describable
and can be represented by a query-model matrix. The spec-
tral properties of this matrix, which can be estimated from
labeled data, identify Signal queries and improve the query
efficiency of inference on new models.

3. Framework and Estimation

Not all queries contribute equally to the quality of the rep-
resentations W, for a classification task, as can be seen in
Figure 1. To formalize this, we decompose the discrimina-
tive content of a query into independent directions.
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Definition 3.1. Consider a model space F, query set Q, and
appropriate metric dp. If & and ¢ are maps o : @ — [0, 1]”
and ¢ : F x F — [0,00)" such that for all f, f' € F and
qeQ

2

dp(Pr(q), Py (q Z (g
Then « and ¢ admit a discriminative factorization of rank
r for (F, Q, dp). This factorization is minimal if no factor-
ization of rank 7/ < r exists.

d)é fv )

For each ¢, the weight ay(q) quantifies the intensity of
discriminative signal along direction ¢, while ¢ (f, f') cap-
tures the sensitivity of the model pair (f, f') to that direction.
The zero set of direction £ is Z;, = {q € Q : ay(q) = 0}
corresponding to queries Orthogonal to direction ¢ and
pe = Ilg(Z) are the zero-set probabilities. Queries
q €< ﬂe Z, are Orthogonal to the task.

A discriminative factorization always exists with r < M:
For any enumeration ¢y, . . ., §ps of Q, we can take ay(q) =

(g = Ge] and ¢¢(f, f') = dp(Py(qe), Py (qe))-

3.1. Estimating Orthogonal Queries

In practice, the discriminative factorization must
be estimated from the n labeled training models
(f1,v1),--.,(fn,yn) and a pilot collection of m queries
(Q as a one-time cost for all future classification. We can
do this by constructing the m x n? sample Query-Model
Matrix E := Ej ;;y = d3(Py,(q;), Py, (q;)) for each
(fis fr) € {f1,- fn}? and ¢; € Q. Because of the
way we characterize black-box models in Section 2, each
distribution Pf(q) corresponds a “feature” of the model
f. Finding informative queries then amounts to finding
informative “features” in this sense.

We can thus formulate estimates 7, & of the discrimina-
tive factorization using the singular value decomposition
of E. We can estimate r using any singular value based
rank-estimation technique (e.g. using the spectral gap:
7 = argmax, o,/0,11 for the ordered singular values).
Once we determine 7, we let &g be the first 7 left sin-
gular vectors of E, with each éy(g;) corresponding to
the jth entry of the ¢th column. We can estimate Z, =

{4 € Q: llanlay)] < e} with pr = £ 7, 1 [g; € 2]
for a given e.

In the experiment below, we fit a Gaussian mixture model
with K = {1,2} components on |é,(q)], =2
whenever Zy is non-empty and with py the mixture weight
of the component close to zero. Z; is the set of of ¢; where
¢e(gj) is in the near-zero component.

Once we have obtained 2’4, the estimated Orthogonal set
are the queries contained in (), Z.
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Figure 2. Estimation and validation of the discriminative factor-
ization on the fine-tuning data task. Left: Singular value ratios
0% /ok+1 of the query-model matrix E, with the spectral gap iden-
tifying # = 1 Center: GMM: s fitted to the |G (g)|. Queries are
colored by their estimated GMM component. Right: Empirical
failure-to-classify over all queries (solid), estimated bound p™
from the GMM (dotted), and fitted curves ap™ + - (dashed) for
n =80

A Heuristic Bound on Failure to Classify Since queries
Orthogonal to direction ¢ are those contained in Zy, it is nat-
ural to formulate the probability of failing to classify models
as the probability of drawing only Orthogonal queries at in-
ference time. A rough ”bound” on the probability of failure
is thus ), p". ! Of course, the ability to successfully per-
form classification also depends on the training set size n, so
this bound is low for the practical case. In reality, the bound
is likely of the form ), pj* + ~v(n) for some vy(n) — 0 as
n — oo, with y(n) accounting for the probability that the
training sample is insufficient to yield class separation. We
do not characterize these properties beyond this informal
heuristic in this short paper.

4. Experiments

We evaluate the framework on the same fine-tuning task as
in Section 2.2. This time, instead of separating Signal and
Orthogonal queries a priori, we begin with the Uniform set
of all available queries. We apply the the spectral gap and
Gaussian mixture procedures from Section 3.1 to obtain 7
and construct estimated Orthogonal and estimated Signal
sets from the Z,. We then repeat the same procedure as in
Section 2.2, sampling m queries uniformly from each of the
three groups to construct Euclidean model representations,
training a classifier on n models, and evaluating on the
remainder over 500 repetitions.

Figure 2 demonstrates the estimation process (Left and Cen-
ter) and the empirical probability of failing to perform better-
than-chance classification (Right) on uniformly sampled
queries. The process finds a single discriminative direc-
tion with p; = 0.48. The probability of failing to perform
classification is low, even with a relatively small number
of queries (e.g. 5). The heuristic bound from Section 3.1

'All queries Orthogonal is equivalent to e (¢) = 0 for all £ and
q. For a single £ over m queries, P [ae(q) =0V g € Q] = py*. A
union bound over the r directions yields >, p;"*
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Figure 3. Classification of models by the presence of particular fine-
tuning data. Instead of oracle knowledge of Signal and Orthogonal
query sets, we construct estimated sets from our initial Uniform
set of available queries using the discriminative factorization. All
results using the estimated sets mirror the oracle results in Figure 1.
(a) Two-dimensional MDS embeddings using m = 5 estimated
Signal queries (top) and estimated Orthogonal queries (bottom).
Each dot is a model. (b) Classification error as a function of query
budget m with n = 50 for estimated Signal, estimated Orthogonal,
and the uniform query sets. (¢) Classification error as a function
of number of models with m = 5 for the same query sets. The
estimated relative discriminative quality of the three query sets
is stable across m and n. Reported errors are the average of 500
different random samples.

proves accurate for moderate m.

Figure 3 shows the results of the same experiment as in Sec-
tion 2.2 using the estimated Orthogonal and Signal query
sets as proxies. Panel (a) reveals strong separation for the
estimated Signal queries in embedding space, while the esti-
mated Orthogonal queries produce much weaker separation.
The classification error in panels (b) and (c) preserve the
relative ordering between the sets stable across both model
and query count, including the estimated Orthogonal queries
enabling better-than-chance classification.

This shows that the discriminative factorization framework
successfully identifies efficient queries without requiring
task-specific knowledge beforehand. The ability of Orthog-
onal queries to produce better-than-chance classification
indicates the the zero-set estimation is likely conservative.
However, this behavior was also observed in the oracle case,
and implies that there may be very few queries truly Orthog-
onal to the task; a true Orthogonal set may not exist in the
sense of the framework. Still, the notion of more- or less-
informative queries is indeed captured, and the selection
process identifies efficient queries for classification.

5. Discussion

We introduced the discriminative factorization, a decom-
position of the query-model interaction into independent
directions, and used it to improve query efficiency in classi-
fying black-box generative models. The framework yields a
rough tentative bound ), p;* on the probability of failing to

achieve classification, and a practical estimation procedure
for recovering the discriminative rank, per-direction zero-set
probabilities, and a set of Signal queries from available data.
Experiments on a real fine-tuning auditing task confirms
that the estimated parameters confer oracle-like Signal vs
Orthogonal separation, with the classification error main-
taining stable relative ordering across both training sample
and query set size.

The finite-space assumptions | Q| = M and | X'| = V hold in
practice — the query space is bounded by the context window
length and the response space by the maximum generation
length. While V' can be large, the effective dimensionality
is ultimately controlled by the discriminative rank r, not by
V.

5.1. Limitations and future work

The experiments use temperature-zero generation, so each
model’s response to a query is deterministic. While the the-
ory handles stochastic responses natively, empirical valida-
tion at nonzero temperature requires multiple responses per
query to estimate the response distributions, increasing cost.
Understanding the effect of estimation, as studied in the
black-box setting for other tasks (Acharyya et al., 2025a;b),
would improve the current work’s generality. Additional
validation on other model-level inference tasks would help
to probe the limitations of the theoretical framework.

The zero-set idealization treats queries as either carrying
signal along a direction or not. In practice, queries lie on a
continuum of signal strength. The GMM-based estimation
assigns weak-signal queries to the zero component, making
the bound conservative.

The tentative bound on failure to classify, while empirically
promising, is not yet theoretically rigorous and we hope to
address this in future work. Such a bound would be able
to provide a concrete query budget m* for a given set of n
training models and failure probability under random query
sampling. Combined with Signal query set estimation, this
would allow practitioners to obtain better-than-chance clas-
sification with high probability and with higher efficiency.

Finally, query selection can be further refined. Given the
estimated oy (q), selecting queries covering all r directions
while avoiding redundancy is a D-optimal experimental
design problem (Pukelsheim, 2006), for which greedy al-
gorithms with approximation guarantees exist via submod-
ularity (Krause et al., 2008). Formalizing this connection
would further reduce query count and translate directly to
cost savings at metered API endpoints. Caching responses
from previously evaluated models further amortizes cost,
since only the model of interest requires new generation
(Anonymous, 2026).
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A. Experimental Details
A.1. Data

All training data is drawn from the Yahoo Answers Topics
dataset (Zhang et al., 2015), which contains approximately
1.4M questions with best answers across 10 topic categories.
We designate Politics & Government as the sensitive cate-
gory. Five other categories serve as non-sensitive training
data: Science & Mathematics, Health, Education & Ref-
erence, Computers & Internet, and Sports. The remaining
four categories (Society & Culture, Business & Finance, En-
tertainment & Music, Family & Relationships) are unused.

To reduce inter-adapter variance unrelated to the sensitive
content, all adapters draw training examples from a shared
pool of 2,500 documents per topic group, sampled once
at the start. Class O adapters draw 500 training examples
entirely from the non-sensitive pool. Class 1 adapters draw
500 training examples from a mixture of non-sensitive and
sensitive documents, with the sensitive fraction varying
linearly from 10% to 100% across the 50 adapters (order
shuffled). Each training example is a (question, best answer)
pair formatted as a single-turn chat conversation using the
base model’s chat template.

A.2. Fine-Tuning

All 100 adapters are LoRA fine-tunes of
Qwen?2.5-1.5B-Instruct, loaded in float16. LoRA
is applied to the attention projection matrices (g-proj,
k_proj, v.proj, oproj) with rank 8, a = 16, and
dropout 0.05. Each adapter is trained for 3 epochs on
its 500 examples with learning rate 10~4, batch size 8,
maximum sequence length 512 tokens, and the AdamW
optimizer. Only the final LoRA weights are saved (~1 MB
per adapter).

A.3. Queries

We construct two query sets of 100 questions each.

Signal queries. Questions drawn from the Politics & Gov-
ernment topic of Yahoo Answers (e.g., “Who'’s the President
of your country?”, “What are the laws and penalties regard-
ing fireworks?”). These directly probe the sensitive data
distinguishing class 1 adapters from class 0.

Orthogonal queries. Questions drawn from TriviaQA
(Joshi et al., 2017) (unfiltered, no-context split), filtered to
exclude questions containing keywords related to any Ya-
hoo Answers training topic. Excluded keyword categories
include political terms (president, senator, congress, elec-
tion, etc.), sports terms (football, basketball, olympic, etc.),
health terms (disease, medical, hospital, etc.), technology
terms (computer, software, internet, etc.), education terms

(school, university, college, etc.), and science terms (physics,
chemistry, biology, etc.). Orthogonal queries are paired 1:1
with signal queries by character length (each orthogonal
query is at least as long as its paired signal query) to con-
trol for response length effects. Questions shorter than 10
characters are excluded.

A.4. Response Generation

Each of the 100 adapters responds to all 200 queries us-
ing greedy decoding (temperature 0, do_sample=False)
with a maximum of 128 new tokens and batch size 16. Re-
sponses are generated by loading each LoRA adapter on top
of the shared base model, generating all 200 responses, and
unloading the adapter before loading the next.

A.S5. Embedding

Raw  text responses are embedded  using
nomic-embed-text—-v1.5 (Nussbaum et al., 2024)
(768-dimensional), producing a response tensor of shape
(100,200, 768). The text prefix ‘search_document:
"7 is prepended as required by the embedding model, and
all embeddings are L2-normalized.

A.6. Classification Pipeline

Classification follows the pipeline described in Section 3:
pairwise squared energy distances are computed per query
and summed, classical MDS projects to d = 8 dimensions,
and a random forest classifier is trained on the resulting rep-
resentations. For each experimental condition, 500 random
train/test splits are drawn with balanced class stratification.
Query budgets range over m € {1,2,5,10, 20, 50,100}
and training set sizes over n € {10, 20, 30,50, 80}. For
each repetition, m queries are sampled from the specified
distribution (signal, orthogonal, or uniform), and n mod-
els are sampled for training with the remainder used for
evaluation.



