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Abstract
The transition from conversational large language
models to tool-using AI scientist agents has in-
creased both the capabilities and the risks of
AI-driven science. This position paper argues
that current biosecurity debates often conflate in-
formational assistance with executable scientific
agency. That distinction matters: today’s AI scien-
tist agents are increasingly effective at structured
orchestration, long-horizon planning, and inter-
action with robotic or software-mediated work-
flows, but they still struggle with tacit wet-lab
manipulation, ambiguous physical feedback, and
open-ended troubleshooting. As a result, they
do not reduce barriers uniformly across actors.
This perspective shifts near-term concern away
from generic “LLMs enable bioterrorism” nar-
ratives and toward actor–infrastructure pairings
that can combine agentic systems with structured
execution environments, especially well-funded
non-state groups and some agricultural misuse
pathways. We use this argument to offer a struc-
tured critique of prevailing threat narratives, a
prioritization of near-term biosecurity risks under
current AI scientist capabilities, and recommen-
dations for governing the execution layer of AI-
driven science through stronger synthesis screen-
ing, better biosurveillance, and greater investment
in AI-assisted defensive response.

1. Introduction
The potential for artificial intelligence to facilitate catas-
trophic biological events is a subject of intense contem-
porary debate, especially with the proliferation of large
language models (LLMs) capable of providing expert-level
virology assistance. However, translating digital informa-
tion into physical biological threats requires very specific
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tacit knowledge, and bioprocess engineering remain signifi-
cant bottlenecks.

Recent empirical studies support this: large-scale random-
ized control trial by the non-profit Active Site (Hong et al.,
2026) evaluated 153 novices in a BSL-2 laboratory setting.
The study found no statistically significant difference in
workflow completion rates between participants using fron-
tier LLMs and those using standard internet access. As
demonstrated historically, while AI can lower informational
barriers, the “hands”—the physical execution of biologi-
cal protocols—remain the hardest part. The same study
nevertheless found modest uplift in intermediate progress,
including faster cell-culture completion and higher rates
of advancement through procedural steps, suggesting that
stronger agentic systems or AI tightly coupled to laboratory
robotics could erode exactly these execution bottlenecks
over time.

Thus, participants struggled with long-horizon protocol exe-
cution, identifying the correct reagents and equipment from
noisy inventories, recovering from mistakes, and acquir-
ing tacit skills such as aseptic technique, manual dexterity,
and troubleshooting in the presence of ambiguous physical
feedback. We argue that these bottlenecks are precisely
the things the current generation of scientific AI agents is
designed to address, and that with better harnesses they
may outperform web-based LLM use on some parts of the
workflow while still falling short on embodied laboratory
competence.

Our thesis is that the biosecurity impact of AI scientist
agents depends less on generic model capability than on
whether an actor can connect those agents to a reliable
execution layer. We state this contribution as three claims:

1. Capability claim: AI scientist agents primarily im-
prove the orchestration layer of planning, tool use, pro-
tocol generation, instrument control, and structured er-
ror handling–while tacit wet-lab competence, grounded
physical perception, and ambiguous troubleshooting
remain binding bottlenecks.

2. Risk-prioritization claim: Because these bottlenecks
are unevenly distributed across actors, near-term biose-
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curity concern should shift away from undifferenti-
ated “LLM enables bioterrorism” narratives and toward
actor–infrastructure pairs that can supply structured ex-
ecution, especially well-funded non-state groups and
some agricultural misuse pathways.

3. Governance claim: Effective governance should there-
fore focus not only on model access, but on the sur-
rounding execution ecosystem: synthesis screening,
cloud-lab and automation auditability, agricultural bio-
surveillance, and investment in AI-assisted defensive
response.

2. What AI Scientist Agents Improve, and
What They Still Do Not

In this paper, we use AI scientist agent to mean an AI
system that goes beyond conversational assistance by au-
tonomously or semi-autonomously coordinating multi-step
scientific work through external tools, software, instruments,
or robotic platforms. Concretely, these systems typically
combine some subset of: (1) long-horizon planning, (2) tool
or API invocation, (3) interaction with scientific software
or instruments, (4) iterative adaptation based on interme-
diate results or error signals, and (5) partial delegation of
execution rather than only recommendation.

2.1. Long-Horizon Execution Favors Structured
Interfaces

The strongest current evidence for “AI scientist” agents
is not that they replace wet-lab experts, but that they out-
perform standalone chat LLMs when experimental work
is mediated through structured interfaces. Coscientist and
ChemCrow show that tool-using systems can search docu-
mentation, invoke code, plan multistep syntheses, and in-
teract with cloud-lab or robotic execution layers; AutoLabs
similarly shows that multi-agent decomposition and guided
self-correction improve robot-ready protocol generation rel-
ative to weaker baselines (Boiko et al., 2023; Bran et al.,
2023; Panapitiya et al., 2025). By contrast, a broader evalua-
tion of open-source autonomous research frameworks found
that systems without strong execution scaffolds still fail
to robustly complete end-to-end research tasks, indicating
that long-horizon competence is highly conditional on tool
access and structured feedback (Agrawal et al., 2026).

The best evidence for actual long-horizon physical execu-
tion comes from ORGANA: it executes multi-step chemistry
workflows, including a 19-step plan and a larger electro-
chemistry workflow of 114 steps over roughly 130 min-
utes, while also reducing human interaction time relative to
manual experimentation; CLAIRify similarly demonstrates
multistep chemistry execution using constrained task-and-
motion planning with online visual feedback (Darvish et al.,

2024; Yoshikawa, 2024). The comparison is therefore lay-
ered rather than binary: agentic LLM systems improve co-
ordination and procedural persistence relative to chat-only
models, while embodied robotics remains the more credible
route to sustained physical execution.

2.2. Grounding Reagents and Equipment Remains an
Evidence Gap

The largest unresolved gap is not abstract reasoning but
grounded laboratory disambiguation. Across the surveyed
literature, there is little direct benchmarking of noisy inven-
tory identification: synonymy, partial labels, missing con-
sumables, packaging variation, and semi-structured bench
layouts are rarely evaluated explicitly (Darvish et al., 2024;
Leong et al., 2025; Mandal et al., 2025). ORGANA provides
the closest demonstration, but even there the system grounds
perceived objects partly through user interaction, reflecting
the difficulty of operating in scenes that include transparent
labware and ambiguous object state (Darvish et al., 2024).
More generally, the self-driving-lab safety literature frames
multimodal perception, active information gathering, and
uncertainty-aware decisions as enabling technologies, not
solved capabilities (Leong et al., 2025).

This matters because many wet-lab errors begin as labeling
or state-estimation failures rather than high-level planning
failures. A system that can write a plausible protocol but
cannot reliably determine whether a reagent has already
been diluted, whether two nearly identical tubes are inter-
changeable, or whether a vessel contains dissolved versus
undissolved material is still dependent on human supervi-
sion. Current evidence therefore supports a weaker claim:
AI agents can help structure action once the world is cleanly
represented, but they do not yet autonomously produce that
clean representation under normal laboratory conditions.

2.3. Error Recovery Is Better in Software Than in the
Physical World

Mistake recovery is the area where agentic systems most
clearly improve on static automation, but the gains are un-
even. ChemCrow can revise procedures when a robotic
platform returns structured warnings such as insufficient sol-
vent or invalid actions, and multi-agent instrument-control
studies similarly report better recovery when systems can
consult memory, parse explicit error states, or escalate to
a human checker (Bran et al., 2023; Mandal et al., 2025).
AutoLabs shows the same pattern on protocol generation:
iterative self-correction and reasoning improve numerical
accuracy and step ordering, but the evaluation remains con-
centrated on generating better machine-readable procedures
rather than recovering from off-nominal wet-lab execution
(Panapitiya et al., 2025).

Physical-world recovery remains substantially harder. OR-
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GANA can detect issues and alert users, with low miss rates
in injected-error studies but still some false positives, and
it explicitly relies on human troubleshooting when the run
deviates from expectation (Darvish et al., 2024). CLAIR-
ify closes the loop with online visual feedback and con-
strained replanning, yet the reported gains still fall short
of open-ended recovery in cluttered, ambiguous laboratory
environments (Yoshikawa, 2024). The practical takeaway
is that agentic systems are currently strongest when failure
is surfaced as structured software state; once recovery re-
quires interpreting ambiguous physical feedback, the human
operator remains the fallback layer.

2.4. Tacit Skill Remains the Hard Barrier

This distinction is especially important for biosecurity be-
cause tacit wet-lab skill remains the decisive bottleneck. In
regulated aseptic processing, robotics can reduce contami-
nation by removing direct human interventions and can im-
prove traceability through detailed logging and standardized
handling. But these gains come with substantial constraints
around particle emission, cleanability, airflow disruption, de-
contamination, and validation; this is not the same thing as a
system having learned expert aseptic technique in the open-
ended sense relevant to biological weaponization (Tanzini
et al., 2023).

More broadly, the robotics literature continues to empha-
size that dexterity and ambiguous-feedback troubleshooting
remain well below expert human performance. Current
systems struggle with transparent-object perception, pose
estimation, detecting whether material has dissolved, and
manipulating filled containers without spills under tight con-
straints; safe performance increasingly depends on multi-
modal sensing, uncertainty quantification, and conservative
intervention rules (Yoshikawa, 2024; Leong et al., 2025).
The relevant comparison for biosecurity is therefore not
whether an AI system can describe a protocol, but whether
it can robustly reproduce the tacit, improvisational, and
contamination-sensitive practices that make wet-lab work
succeed.

2.5. Deployment Depends on Workflow Economics as
Much as Capability

A complementary lesson from the lab-automation industry
is that many workflows are blocked less by whether they are
physically automatable than by whether they are repeated of-
ten enough to justify protocol engineering. In this view, the
main divide is not robot-easy versus robot-hard motions, but
high-repeat versus low-repeat workflows: once a protocol
recurs often enough, boxes and workcells can be worth the
setup cost, whereas exploratory biology remains expensive
to automate because each week perturbs the protocol again
(Mahajan, 2026b). This helps explain why much of wet-lab

automation remains concentrated in standardized tasks such
as high-throughput screening, liquid handling, and other
highly parameterized workflows.

The same heuristic also clarifies the field’s directions: first
focuses on translation layers that compile scientist intent
into robot-ready instructions; second on hardware integra-
tion that connects boxes into workcells or cloud-lab plat-
forms; a third on runtime intelligence that compensates for
drift, calibration error, and other off-nominal conditions
during execution (Mahajan, 2026b). Centralized cloud-lab
models are attractive in this framework because batching
work across users can raise utilization, lower per-experiment
cost, and eventually justify upstream vertical integration of
reagents and other inputs, although earlier cloud-lab efforts
also show that automation fails to matter when logistics and
debugging friction remain with the customer. The first major
effects for biosecurity of AI scientist agents are more likely
to appear in centralized, repetitive, or industrial settings than
in arbitrary low-volume wet labs.

2.6. From Agent Capabilities to Threat Profiles

The key implication for biosecurity is that the transition
from chat LLMs to AI scientist agents does not produce a
uniform reduction in barriers. The systems surveyed above
are strongest when tasks can be decomposed into structured
digital planning, API calls, instrument control, or repetitive
robot-ready procedures. They are weakest when success
depends on tacit dexterity, local physical judgment, and
ambiguous environmental feedback. In other words, current
agents mostly strengthen the orchestration layer of biology,
not the full stack of messy wet-lab execution.

That asymmetry changes which actors benefit. A lone ac-
tor operating in an improvised setting still faces the same
hard physical bottlenecks that limited earlier bioterror ef-
forts. By contrast, actors with the capital to build or rent
automated workcells, cloud-lab capacity, or other structured
execution environments can convert agentic planning into
real operational throughput. Agricultural attacks also move
upward in concern because the required execution is less
exacting and the surrounding surveillance is weaker. This
capability-to-resource mapping is the basis for the ranking
in Section 3: the highest-priority threats are the ones for
which AI scientist agents can be paired with an execution
environment that masks their physical weaknesses.

3. Ranking Biosecurity Threat Pathways by
Marginal Risk Increase from Current AI
Scientist Agents

We classify potential biosecurity threats into four tiers,
ranked by near-term concern rather than by maximum possi-
ble harm. The ranking is designed to capture a specific ques-
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tion: which actor classes can exploit the digital strengths of
current AI scientist agents without being stopped by their re-
maining physical weaknesses? To make that judgment more
auditable, we translate the heuristic ranking into a trans-
parent scoring rubric using a simple multi-criteria decision
analysis (MCDA).

Each threat category receives ordinal scores from 1 to 5 on
four dimensions:

• Technical Execution Barrier: how easy it is for the ac-
tor to convert AI-assisted planning into real biological
execution. A higher score means the effective barrier
is lower.

• Resource/Capital Barrier: how difficult it is for the
actor to access the required equipment, personnel, au-
tomation, and infrastructure. A higher score means the
effective barrier is lower.

• Defense Porousness: how easy it is for the pathway
to slip through current screening, surveillance, and
response systems. A higher score means existing de-
fenses are weaker or easier to evade.

• Expected Societal/Economic Impact: the plausible
scale of near-term damage if the pathway succeeds. A
higher score means greater expected harm.

This MCDA is a structured heuristic with a purpose to
make the ranking’s assumptions legible and debatable rather
than to estimate exact probabilities or losses. The scale is
concern-oriented: 5 denotes greater near-term concern, so
for the two barrier dimensions a higher score means the
barrier is relatively low for that pathway under current AI
and automation trends. We then compute a Risk Priority
Score as the unweighted average of the four criterion scores:

Risk Priority Score =
s1 + s2 + s3 + s4

4
,

where s1 through s4 correspond to Technical Execution
Barrier, Resource/Capital Barrier, Defense Porousness, and
Expected Societal/Economic Impact, respectively.

This does not estimate exact event probabilities but forces
the ranking to expose which assumptions are doing the work.
Under this lens, nation-states still have the greatest absolute
destructive capacity, but current AI scientist agents change
the margin less for actors that already possess industrial
resources than for actors who can exploit specific gaps in
synthesis screening or biosurveillance once execution is
partially automated. Table 1 summarizes this framework.

3.1. Tier 4 (Lowest Risk): State Actors

Ranking state actors lowest does not mean they are harm-
less. Rather, it means they are the least changed by the

current AI trajectory. Historical programs show that states
can solve the engineering problem, but usually only by mo-
bilizing vast institutional capacity: the Soviet Biopreparat
program eventually achieved industrial-scale production,
Iraq’s program remained far less effective, and the U.S. ter-
minated its offensive program in 1969 (Smithson, 2025;
Nixon, 1969). The relevant point is therefore comparative.
AI does not create a qualitatively new access path for states
in the way it might for smaller actors, and states still possess
many alternative means of coercion and mass violence.

Under the MCDA, we assign:

• Technical Execution Barrier = 2: states can execute
complex biological programs, but current AI does not
dramatically lower that barrier for them because they
already possess expertise and institutional capacity.

• Resource/Capital Barrier = 1: in marginal-AI terms,
this pathway is not newly unlocked by reduced capital
requirements; states already operate at high resource
levels.

• Defense Porousness = 1: state-scale programs
face substantial intelligence, treaty, and geopolitical
scrutiny, even if those safeguards are imperfect.

• Expected Impact = 4: the absolute potential harm is
very high.

This yields RPS of 2, which reflects limited marginal
change from current AI scientist agents rather than low
absolute destructive capacity.

3.2. Tier 3 (Low Risk): Individual Actors

Lone actors or very small cells remain a lower-probability
pathway because the hard part is not retrieving recipes but
clearing tacit wet-lab and dissemination bottlenecks with-
out access to a structured execution environment. A useful
upper-bound case is Aum Shinrikyo: despite large finan-
cial resources, dedicated facilities, and scientifically trained
personnel, its biological attacks failed because of strain
choice, low concentrations, fermentation failures, and poor
aerosolization (Takahashi et al., 2004; Bleek, 2011). If a
comparatively well-resourced non-state organization could
not reliably clear these barriers, current AI scientist agents
are unlikely to collapse them for a true lone actor in the
near term, especially given the limited uplift seen in wet-lab
execution studies (Hong et al., 2026).

Accordingly, we assign:

• Technical Execution Barrier = 2: AI may modestly
help with planning and protocol following, but tacit
wet-lab execution remains a major bottleneck.
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Table 1. Semi-Quantitative MCDA for Near-Term Biosecurity Threat Prioritization

Rank Threat Category Risk Priority Score Why It Lands Here

4 (Lowest) State Offensive Programs 2.00 AI adds limited marginal capability to actors that already
possess industrial-scale means; the pathway is dangerous in
absolute terms but not highly shifted by current AI.

3 (Low) Individual or Small-Cell
Bioterrorism

2.25 Tacit wet-lab skill and dissemination barriers remain binding,
though smaller-scale harm is still conceivable if those barriers
are partially cleared.

2 (High) Agroterrorism 4.00 The technical bar is lower, surveillance is weaker, host
populations are dense, and the economic downside can still be
nationally severe.

1 (Highest) Well-Funded Non-State
Actors Targeting Humans

4.50 Structured private-lab or automated environments can convert
agentic planning into operational throughput, while screening
chokepoints are weakened by fragment assembly, sequence
redesign, and eventual benchtop synthesis.

• Resource/Capital Barrier = 2: lone actors still face
meaningful constraints in equipment, materials, and
safe operating environments.

• Defense Porousness = 2: a small actor can sometimes
avoid attention, but procurement, synthesis, and de-
ployment remain difficult to conceal reliably.

• Expected Impact = 3: plausible harm exists, but the
upper bound is lower than for the top tiers.

This yields RPS of 2.25 and places them above states in
near-term concern because smaller-scale attacks require less
institutional coordination, but well below the higher tiers be-
cause tacit physical execution remains the main bottleneck.

3.3. Tier 2 (High Risk): Agroterrorism

Agroterrorism ranks high because the technical bar for caus-
ing serious damage is lower, the surveillance chain is weaker,
and the economic consequences can still be nationally se-
vere. Foot-and-mouth disease and other livestock pathogens
are highly contagious, modern agriculture concentrates ge-
netically similar hosts at high density, and dissemination can
be comparatively unsophisticated (Brown et al., 2022; Haley,
2019). Detection is also structurally fragile: the 2024–2025
H5N1 dairy outbreak spread for months before recognition,
illustrating how large herd sizes, delayed symptom recog-
nition, and reporting frictions can slow response (Nguyen
et al., 2024). Simulation studies suggest that severe FMD
agroterrorism scenarios in the United States could generate
losses ranging from tens to hundreds of billions of dollars
(Oladosu et al., 2013).

We therefore assign:

• Technical Execution Barrier = 5: the biological and
operational bar is comparatively lower than for sophis-
ticated human-targeted attacks.

• Resource/Capital Barrier = 4: substantial resources
help, but the pathway does not require the same level
of precision infrastructure as the highest-end human-
targeted scenarios.

• Defense Porousness = 4: agricultural surveillance and
reporting remain weaker and slower than many human-
health monitoring systems.

• Expected Impact = 3: economic disruption can be
severe at regional or national scale, even without the
maximum casualty potential of Tier 1.

This yields RPS of 4, which reflects a pathway that is
comparatively easy to operationalize, relatively weakly
surveilled, and capable of generating major economic dam-
age even without the full sophistication required for human-
targeted attacks.

3.4. Tier 1 (Highest Risk): Well-Funded Non-State
Actors Targeting Humans

A highest near-term concern is a well-funded non-state
group operating a private lab or other structured automated
environment. This is the actor class most able to convert
agentic planning into operational throughput: the lab sup-
plies the disciplined execution layer that current systems
still need. AI and synthesis technology are weakening
a defense model built around centralized providers and
sequence-similarity screening. Three vulnerabilities matter
most:

1. Short-fragment assembly: Even as federal guidance
moves toward shorter screening windows, reconstruct-
ing large genomes from smaller ordered fragments
remains a real pathway; the horsepox synthesis result
is the clearest proof of principle (Noyce et al., 2018).

2. AI-assisted sequence redesign: Recent red-teaming
work showed that generative protein-design tools can
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produce toxin variants that evade existing screening
software, implying that sequence-only filters will need
continual updating rather than one-time deployment
(Wittmann et al., 2025).

3. Benchtop synthesis as an emerging risk: Current
benchtop devices are still limited, but policy analyses
suggest that more capable enzymatic systems could
erode the centralized chokepoint further over the next
decade (Langenkamp, 2024).

The main implication is therefore a weakening preventative
architecture, not proof that fully de novo pathogen design is
already routine.

Under the MCDA, we assign:

• Technical Execution Barrier = 4: this actor class
can pair AI with disciplined execution environments,
automation, and specialized staff.

• Resource/Capital Barrier = 4: the required resources
are substantial but still much more accessible than state-
scale programs.

• Defense Porousness = 5: centralized screening and
synthesis chokepoints are increasingly stressed by frag-
ment assembly, redesign, and prospective benchtop
synthesis.

• Expected Impact = 5: successful human-targeted at-
tacks could produce very high casualties and broad
societal disruption.

This yields RPS of 4.50, making it the highest-priority tier
because it combines access to structured execution envi-
ronments with increasingly porous synthesis and screening
chokepoints and the possibility of very high human impact.

3.5. Sensitivity to Capability Jumps

The MCDA framing also makes it easier to discuss discon-
tinuous capability shifts. Suppose an AI breakthrough in
robotic fluid manipulation, contamination-aware handling,
and error recovery substantially reduced the tacit execution
bottleneck for lone actors. If Tier 3’s Technical Execution
score rose from 2 to 4 and its Resource/Capital score rose
from 2 to 3, its Risk Priority Score would increase from 2.25
to 3.00 even before changing any defense-evasion assump-
tions. If the same breakthrough also made procurement
and protocol execution easier to conceal, pushing Defense
Porousness from 2 to 3, Tier 3 would rise further to 3.25
and begin to overlap with today’s Tier 2 profile.

The broader implication is that lone actors are ranked below
agroterrorism and well-funded non-state private-lab mis-
use mainly because tacit physical execution and access to

structured infrastructure remain binding constraints. If AI
materially weakens those constraints, their priority could
rise quickly. This dynamic assessment of how technological
capability jumps alter the threat priority matrix aligns with
broader contemporary evaluations of biosecurity’s future
trajectory (Mahajan, 2026a). It also suggests that agroterror-
ism is often overlooked in AI-biosecurity debates, despite
combining lower execution barriers, weaker surveillance,
and the potential for very large economic and societal dis-
ruption.

4. Do Current Defenses Match the Ranked
Threats?

Section 3 ranks threats by where AI scientist agents can be
paired with execution environments. The defense question
is therefore whether current safeguards are strongest at those
same bottlenecks. In practice, the stack is uneven: synthesis
screening is the clearest upstream chokepoint for Tier 1,
agricultural traceability remains fragile for Tier 2, cloud-lab
governance is immature, and downstream detection often
outruns response.

4.1. The Failure of Air Monitoring

The U.S. BioWatch program illustrates the gap between bio-
surveillance ambition and operational utility. The deployed
system relies on daily filter collection and laboratory anal-
ysis that can take on the order of 36 hours, and DHS has
reported more than seven million tests with 149 detections
of naturally occurring agents but no confirmed attack detec-
tions (Council et al., 2011). That record does not prove that
aerosol monitoring is impossible, but it does suggest that the
current air-monitoring stack has provided limited real-world
defensive value. For the ranking here, this makes broad air
monitoring a weak anchor: it does not close Tier 1’s up-
stream execution path and is too slow to carry downstream
containment.

4.2. Wastewater Screening: Detection vs. Defense

By contrast, wastewater surveillance has shown clear value
as an early-warning signal. CDC’s National Wastewater
Surveillance System can detect community-level trends be-
fore they are obvious in clinical data, while pilot metage-
nomic programs such as the Nucleic Acid Observatory
and models such as METAGENE-1 point toward broader-
spectrum detection of known and unknown agents (Kirby,
2021; Liu et al., 2025).

However, if the detected threat is novel, early sequenc-
ing does not automatically translate into an immediately
deployable countermeasure. Even CEPI’s rapid-response
framework assumes substantially longer timelines—roughly
200 to 230 days—for novel pathogens without an already-
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prepared vaccine candidate (Kim et al., 2025). Wastewater
surveillance is therefore a useful cross-cutting warning layer,
but not a substitute for Tier 1 prevention or Tier 2 agricul-
tural traceability.

4.3. Synthesis Screening Is the Main Upstream
Preventive Chokepoint

If wastewater is the best current detection layer, nucleic-
acid screening is the best current prevention layer. The 2024
OSTP Framework for Nucleic Acid Synthesis Screening
and downstream NIH implementation policies treat syn-
thetic nucleic acids as a control point: NIH intramural re-
searchers may only order from providers or benchtop equip-
ment manufacturers that attest to adherence, and providers
are expected to screen sequences of concern, verify suspi-
cious customers, report potentially illegitimate orders, retain
records, and maintain cybersecurity (National Institutes of
Health, Office of Intramural Research, 2024; Office of Sci-
ence and Technology Policy, 2024). This does not solve the
whole problem, but it does create a real chokepoint where
misuse can be interrupted before wet-lab execution begins.

The weakness is that screening remains only as strong as its
coverage, standardization, and enforcement. RAND’s 2024
review of commercial nucleic-acid synthesis emphasizes
that screening protocols vary across providers, providers
do not currently have a built-in mechanism to share in-
formation about suspicious customers or split orders, and
government still lacks a full conformity-assessment mech-
anism for screening systems (Crawford et al., 2024). This
is the main Tier 1 chokepoint, but it still needs substantial
strengthening.

4.4. Agricultural Defense Depends on Traceability and
Preparedness, Not Just Detection

Because agroterrorism is one of the highest-ranked threats
in this paper, the agricultural defense stack deserves to be
treated separately. APHIS’s own materials make clear that
this layer has multiple components: Animal Disease Trace-
ability is meant to establish where diseased and at-risk ani-
mals are, where they have been, and when they were there,
precisely to reduce response time and the number of ani-
mals implicated in an outbreak (U.S. Department of Agricul-
ture, Animal and Plant Health Inspection Service, 2026b);
Foreign Animal Disease Preparedness and Response (FAD
PReP) is the U.S. framework for coordinated preparedness
and response to foreign animal disease incidents (U.S. De-
partment of Agriculture, Animal and Plant Health Inspection
Service, 2026a).

These depend heavily on noticing, reporting, tracing, and
then acting quickly across distributed agricultural systems.
That fragility is why agroterrorism ranks highly: Tier 2
attacks need not bypass every defense if detection, report-

ing, and traceability already operate with delay and uneven
incentives.

4.5. Pathogen-Agnostic Indoor Air Measures Are a
Distinct Mitigation Layer

Not all defenses depend on identifying the pathogen first:
indoor-air measures are important precisely because they
can reduce airborne transmission regardless of whether the
agent is known, novel, or only suspected. CDC and NIOSH
explicitly frame improved ventilation, filtration, and germi-
cidal ultraviolet (GUV/UVGI) as layered measures for re-
ducing exposure to airborne pathogens (Centers for Disease
Control and Prevention, National Institute for Occupational
Safety and Health, 2024b;a; Centers for Disease Control and
Prevention, 2025). This matters because it shifts some of
the defense burden away from perfect detection and toward
reducing indoor transmission opportunities in advance.

The main constraint here is not whether these measures work
in principle, but whether they are deployed broadly enough
to matter at population scale. For that reason, pathogen-
agnostic indoor air is a cross-tier harm reducer: it does not
block attempts upstream, but it still matters when prevention
or early detection fails.

4.6. Cloud-Lab and Automation Governance Is
Becoming Part of the Defense Stack

A final layer is emerging specifically because of AI scientist
agents: governance of execution environments. RAND’s
2025 assessment of cloud labs argues that remotely operated
automated laboratories increase accessibility and flexibil-
ity for legitimate science, but that the same remote and
automated features can also create new biosecurity vulnera-
bilities and could enable malicious actors if governance is
weak (Lee et al., 2025). This means that cloud-lab oversight,
auditability, access control, and anomaly detection should
be treated as part of biosecurity defense architecture rather
than as a separate technology-policy issue. If the major
near-term risk comes from actors that can pair AI planning
with structured execution environments, then governance
must extend to the automated laboratories, service providers,
and remote execution platforms that turn plans into physical
workflows.

Taken together, the defenses are least settled where the
ranking assigns most concern. Prevention is strongest where
synthesis remains centralized, weaker where agricultural
systems are distributed, and still emerging where AI agents
meet automated execution platforms. This asymmetry helps
explain why Tier 1 and Tier 2 outrank lone actors in near-
term concern.
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5. Conclusion
Biosecurity debates about AI-driven science should focus
less on “AI in biology” in the abstract and more on the actor–
infrastructure combinations that make AI scientist agents
physically consequential. Current systems are strongest
at software-mediated planning, coordination, tool use, and
instrument-facing workflows, but they do not eliminate the
tacit wet-lab and dissemination bottlenecks that have histor-
ically constrained small actors. The most credible near-term
concerns are structural: actors that can pair agentic systems
with structured execution environments, and misuse path-
ways such as agroterrorism that combine lower execution
barriers with weaker surveillance.

This framing suggests three priorities. First, policy and eval-
uation should distinguish chat-style informational assistance
from execution-coupled agentic systems, because the latter
are what materially change real-world scientific throughput.
Second, governance should expand beyond model access
alone to the execution layer around autonomous labs, includ-
ing synthesis screening, cloud-lab auditability, agricultural
surveillance, and deployment of pathogen-agnostic defenses.
Third, the research agenda should treat AI also as a de-
fensive tool, especially for biosurveillance, metagenomic
interpretation, and rapid countermeasure design.

Impact Statement
This position paper presents a framework for evaluating
biosecurity risks in the context of machine learning and lab-
oratory automation. By clarifying which actor-infrastructure
combinations are most credibly shifted by current AI scien-
tist agents, such as agroterrorism and well-funded private-
lab misuse, and which remain more constrained, such as
lone-actor de novo pathogen engineering, the paper aims
to guide policymakers, laboratory operators, and AI re-
searchers toward more targeted governance. Potential bene-
fits include stronger oversight of DNA synthesis and auto-
mated laboratory infrastructure, improved biosurveillance,
and greater investment in AI-assisted defensive response.
Because the paper discusses misuse-relevant pathways, it
also carries a risk of being misread as overstating current
offensive capability; for that reason, it deliberately avoids
operational detail and emphasizes uncertainty, prevention,
and defensive preparedness.
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