
Data-Free Privacy-Preserving for LLMs via Model Inversion and Selective
Unlearning

Anonymous ACL submission

Abstract001

Large language models (LLMs) exhibit pow-002
erful capabilities but risk memorizing sensi-003
tive personally identifiable information (PII)004
from their training data, posing significant pri-005
vacy concerns. While machine unlearning006
techniques aim to remove such data, they pre-007
dominantly depend on access to the training008
data. This requirement is often impractical,009
as training data in real-world deployments is010
commonly proprietary or inaccessible. To ad-011
dress this limitation, we propose Data-Free Se-012
lective Unlearning (DFSU), a novel privacy-013
preserving framework that removes sensitive014
PII from an LLM without requiring its training015
data. Our approach first synthesizes pseudo-PII016
through language model inversion, then con-017
structs token-level privacy masks for these syn-018
thetic samples, and finally performs token-level019
selective unlearning via a contrastive mask loss020
within a low-rank adaptation (LoRA) subspace.021
Extensive experiments on the AI4Privacy PII-022
Masking dataset using Pythia models demon-023
strate that our method effectively removes tar-024
get PII while maintaining model utility.025

1 Introduction026

Recent advances in large language models (LLMs)027

have transformed a wide range of applications, but028

they also raise acute privacy concerns: internet-029

scale pre-training corpora inevitably contain per-030

sonally identifiable information (PII) (Carlini et al.,031

2021, 2023), and LLMs can inadvertently mem-032

orize and later reproduce such content (e.g., ad-033

dresses or medical records), creating substantial034

legal, ethical, and safety risks in deployment.035

To mitigate these risks, machine unlearn-036

ing (Bourtoule et al., 2021) has emerged as a key037

direction. Existing approaches largely fall into038

two paradigms: exact unlearning (Chowdhury039

et al., 2025; Muresanu et al., 2025), which retrains040

from scratch but is computationally prohibitive for041

LLMs, and approximate unlearning (Yao et al.,042
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Figure 1: A comparison of (a) data-dependent unlearn-
ing and (b) data-free selective unlearning.

2024a; Chang et al., 2024), which updates model 043

parameters to forget specific data. Despite progress, 044

a fundamental limitation persists: most methods re- 045

main intrinsically data-dependent (Cao and Yang, 046

2015; Muresanu et al., 2025). As illustrated in Fig 1 047

(a), representative techniques such as Gradient As- 048

cent (GA) (Jang et al., 2023; Yao et al., 2024b) and 049

Negative Preference Optimization (NPO) (Zhang 050

et al., 2024) require access to the original train- 051

ing corpus or an explicit “forget set” to compute 052

unlearning gradients (Liu et al., 2024). In prac- 053

tice, this assumption often fails: practitioners may 054

only have access to model weights, while the train- 055

ing data can be proprietary (Touvron et al., 2023), 056

legally restricted under “Right to be Forgotten” reg- 057

ulations (Liu et al., 2024), or simply unrecoverable 058

at scale (Gao et al., 2020). Consequently, current 059

unlearning methods can become inapplicable pre- 060

cisely in the settings where post-hoc privacy reme- 061

diation is most needed. 062

Motivated by the cognitive phenomenon that 063

specific memories can be attenuated by suppress- 064

ing internal representations without re-exposure 065

to sensitive contents, we study data-free selec- 066

tive unlearning (Fig. 1b): removing memorized 067

PII from a pre-trained LLM post hoc, using only 068

model parameters and without accessing to the orig- 069

inal pre-training corpus. This setting is challeng- 070

ing because selective unlearning requires localized 071
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interventions—privacy-relevant behaviors must be072

suppressed while the model’s general linguistic073

and reasoning capabilities are preserved. Without074

explicit data supervision, the optimization signal075

is weakly constrained, and naive updates diffuse076

across entangled representations, leading to either077

incomplete privacy removal or unnecessary utility078

degradation.079

A key practical observation is that defenders of-080

ten know the type of information to be forgotten081

(e.g., IP addresses, device identifiers) even when082

the exact training instances are unavailable. We083

leverage this prior as a directional cue and pro-084

pose to synthesize an effective surrogate “forget085

set” via model inversion, repurposing inversion086

attacks as a defensive tool. Building on this in-087

sight, we introduce DFSU, a data-free privacy-088

preserving framework that removes sensitive PII089

from an LLM without accessing its original train-090

ing data. DFSU follows a three-stage pipeline:091

(i) we train a logit-based inversion model to cap-092

ture memorized PII patterns from a target LLM;093

(ii) we generate pseudo-PII samples and annotate094

them via few-shot prompting; and (iii) we perform095

parameter-efficient selective unlearning in a LoRA096

adaptation space, using a contrastive masking ob-097

jective to suppress identified sensitive tokens while098

anchoring surrounding context to preserve utility.099

We evaluate DFSU on both generative100

(WikiText-103) (Merity et al., 2017a) and101

reasoning/classification (MNLI) (Williams102

et al., 2018a) tasks using pretrained Pythia103

models (160M/410M/1.4B) (Biderman et al.,104

2023) and sensitive data from the AI4Privacy105

dataset (AI4Privacy, 2024). Across scales and106

scenarios, DFSU consistently approaches the107

privacy–utility balance achieved by an oracle that108

unlearns with access to the original training data,109

demonstrating a practical path to post-hoc privacy110

remediation in data-restricted deployments. Our111

contributions are summarized as follows:112

• We formalize the problem of data-free selective113

unlearning, addressing the critical challenge of114

performing privacy preservation when the origi-115

nal training data is inaccessible.116

• We propose DFSU, a novel three-stage pipeline117

that integrates model inversion, pseudo-PII syn-118

thesis, and selective token-level unlearning to119

remove memorized PII from pretrained LLMs120

without accessing their training data.121

• Through comprehensive experiments on both 122

generative and classification tasks, we show that 123

DFSU achieves a privacy-utility trade-off com- 124

petitive with Oracle-based unlearning. 125

2 Related Work 126

Privacy Risks in LLMs. LLMs behave as prob- 127

abilistic databases and can exhibit strong mem- 128

orization of their training corpora (Carlini et al., 129

2021). This risk scales with model capacity: larger 130

models disproportionately retain long-tail content, 131

which often includes sensitive PII (Carlini et al., 132

2023). Such memorization is exploitable via extrac- 133

tion attacks (e.g., prefix probing) and membership 134

inference, enabling adversaries to recover private 135

records (Nasr et al., 2024). While training-time 136

defenses such as DP-SGD provide formal guaran- 137

tees (Abadi et al., 2016), they typically degrade util- 138

ity and are not retroactive—once leakage is found 139

in a deployed model, they cannot remediate it. This 140

gap motivates post-hoc unlearning mechanisms for 141

privacy mitigation after pre-training. 142

Machine Unlearning. Most post-hoc unlearn- 143

ing methods are intrinsically data-dependent, re- 144

quiring access to ground-truth sensitive exam- 145

ples. Gradient-ascent (GA) approaches (Jang 146

et al., 2023) maximize loss on private samples but 147

can induce catastrophic collapse, degrading gen- 148

eral language competence alongside the targeted 149

facts (Yuan et al., 2025; Xing et al., 2025). Nega- 150

tive Preference Optimization (NPO) (Zhang et al., 151

2024) mitigates instability by anchoring updates 152

to a reference distribution, yet still assumes a pre- 153

cisely specified forget set. Related model-editing 154

work frames unlearning as localized knowledge 155

suppression: for instance, Private Memorization 156

Editing (PME) (Ruzzetti et al., 2025) first detects 157

memorized PII via extraction and then edits feed- 158

forward layers to reduce its emission. These lines 159

of work share a critical prerequisite—access to 160

training data or original sensitive samples to iden- 161

tify, localize, and suppress memorized PII (Liu 162

et al., 2024; Ruzzetti et al., 2025). Such data is pro- 163

prietary, legally restricted, or unavailable, render- 164

ing these methods impractical. By design, DFSU 165

targets this data-free regime and performs selective 166

privacy remediation using only model weights and 167

defender-specified priors. 168

Model Inversion. Model inversion has been tradi- 169

tionally studied as an adversarial threat, aiming to 170

reconstruct training inputs from model representa- 171

tions or outputs. Methods such as Vec2Text (Mor- 172
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ris et al., 2023) and logit-based inversion (Zhang173

et al., 2022) recover textual inputs via optimization174

or learned decoders. While recent work primarily175

focuses on defending against such attacks (Chen176

et al., 2025b), we propose a paradigm shift by lever-177

aging inversion for defensive purposes. By treat-178

ing a model’s own memorized logits as a genera-179

tive prior, our DFSU synthesizes privacy-relevant180

pseudo-samples to bridge the data-free gap. Cru-181

cially, instead of retraining on noisy synthetic data,182

we integrate inversion with token-level selective183

masking to suppress target PII without requiring184

access to the original training data.185

3 Methodology186

3.1 Problem Formulation187

Let Mθ be an LLM parameterized by θ, which has188

inadvertently memorized a sensitive set S within189

its training set D, (i.e., S ⊂ D). In the standard190

unlearning setting, one seeks to update θ → θ∗191

such that the likelihood of sensitive sequences is192

minimized while maintaining performance on non-193

sensitive data. Formally:194

θ∗ = argmin
θ

Es∈S [logPθ(s)]

subject to L(θ;D \ S) ≈ L(θ0;D \ S)
(1)195

where L(θ;D \ S) denotes the model’s loss on196

non-sensitive data. However, existing unlearning197

algorithms like GA inherently require access to S198

to compute the forgetting gradient:199

∇θLforget = −∇θEs∈S [logPθ(s)] (2)200

In our data-free setting, S is unavailable. In fact,201

model parameters θ act as a holographic storage202

of S. We aim to find a function mapping model203

parameters θ to the sensitive set S. Formally:204

Dpseudo = Iϕ(θ) ≈semantic S (3)205

where ≈semantic denotes semantic approximation.206

Problem. We substitute the unavailable ground207

truth S with model-derived surrogates Dpseudo in208

the forgetting objective. Specifically, we update the209

model parameters by minimizing:210

θ∗pseudo = argmin
θ

Eŝ∈Dpseudo [logPθ(ŝ)]

subject to L(θ;D \ S) ≈ L(θ0;D \ S)
(4)211

where ŝ denotes a pseudo-sample from Dpseudo,212

and θ∗pseudo represents the parameters obtained via213

surrogate-based unlearning. Note that this formula- 214

tion mirrors Eq. 1, with the critical distinction that 215

S is replaced by its inversion-derived approxima- 216

tion Dpseudo. 217

DFSU. To address the problem in Eq. 4, we pro- 218

pose a novel three-stage framework, DFSU, as 219

illustrated in Fig 2. This framework effectively 220

synthesize the sensitive set S’s surrogates Dpseudo 221

and then performs the unlearning process. Specifi- 222

cally, the pipeline consists of: (1) Inversion Model 223

Training, which trains a logit-based inversion 224

model to capture memorized PII patterns from the 225

target LLM; (2) Pseudo-Data Synthesis and An- 226

notation, where we query the target model with 227

entity-swapped candidates, employ the trained in- 228

verter to synthesis pseudo-PII Dpseudo, and annotate 229

Dpseudo via few-shot prompting; and (3) Selective 230

Unlearning, which leverages a dual-stream con- 231

trastive objective to maximize the loss on sensitive 232

tokens while preserving non-sensitive contexts un- 233

der a LoRA-constrained optimization. We present 234

our algorithm in Appendix 7. 235

3.2 Inversion Model Training 236

To generate pseudo-data from the target model’s 237

internals, we employ a trainable inversion frame- 238

work that reconstructs input texts from output prob- 239

ability distributions. Given a target model Mtarget, 240

we train an inverter model Minv (a sequence-to- 241

sequence transformer) to recover the input text x 242

from Mtarget’s log-probability distribution Pt at the 243

final token position. 244

Inverter Training. We train an inverter Minv to 245

reconstruct texts from the target model Mtarget’s 246

log-probabilities Pt. The inverter maps Pt to its 247

vocabulary via token matching, computes soft em- 248

beddings as weighted sums of its word embeddings 249

using Pt as weights, and applies a learnable projec- 250

tion ϕ before decoding. We minimize the standard 251

sequence-to-sequence cross-entropy loss Linv on 252

pairs (x, Pt) of original texts and pre-computed 253

probabilities. High-quality inversion (F1 > 30%, 254

BLEU > 15%) enables generation of pseudo-labels 255

approximating the target model’s training distribu- 256

tion for our selective unlearning framework. 257

3.3 Pseudo-PII Synthesis and Annotation 258

After training the inversion model, we synthesize 259

and annotate pseudo-PII using a pipeline as shown 260

Fig 2 (Step 2). Firstly, we reuse the syntactic tem- 261

plates from the PII data that used to train the target 262

3



Step 1: Inversion Model Training

Private training 
samples

data-free
unlearning target

logits-based
inversion training

Inversion Model 𝐼𝐼𝜃𝜃

entity-swapped
candidates

logits

logits

pseudo-data
(no Pll mask)

few-shot
prompting

Pll maskingAnnotated
pseudo-PII

Step 2: Pseudo-PII Synthesis and Annotation

𝜃𝜃 frozen, update 𝜑𝜑 only Sensitive information removed,
language ability preserved

𝜑𝜑(LoRA)

Target Model 𝑀𝑀𝜃𝜃

Target Model 𝑀𝑀𝜃𝜃

Target Model 𝑀𝑀𝜃𝜃

Sensitive tokens

Non-sensitive context

𝓛𝓛𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷

𝓛𝓛𝒈𝒈𝒈𝒈𝒈𝒈

Unlearning
Signal

(maximize)

Preservation
Signal

(minimize)

Step 3: Privacy-Selective Contrastive Unlearning (PSCU)

Annotated
pseudo-PII

Updating

Final Model 𝑀𝑀𝜃𝜃

Loss Function:ℒ =𝛼𝛼 𝓛𝓛𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷 -𝛽𝛽 𝓛𝓛𝒈𝒈𝒈𝒈𝒈𝒈

Inversion Model 𝐼𝐼𝜃𝜃

Figure 2: An overview of our DFSU framework.

model and replace all sensitive entities with ran-263

dom substitutes drawn from a public, disjoint pool.264

Secondly, we query the target model using entity-265

swapped candidates to extract internal confidence266

distributions (logits) which harbor memorized PII.267

Third, our trained inverter Iϕ in Sec. 3.2 decodes268

these logits into pseudo-PII sequences, which ap-269

proximate the target model’s training data distribu-270

tion. Fourth, we annotate these decoded pseudo-PII271

sequences using few-shot prompting. Specifically.272

we provide examples containing start and end po-273

sition for privacy-sensitive entities to an LLM and274

prompt it to mark locations of privacy-sensitive275

entities in the generated pseudo-PII, thereby gener-276

ating annotated pseudo-PII.277

3.4 Privacy-Selective Contrastive Unlearning278

Given the surrogate dataset Dpseudo, we introduce279

PSCU to ensure selective forgetting via a con-280

strained update space and a token-localized ob-281

jective. Concretely, we freeze the pre-trained282

weights θ and optimize only LoRA parameters283

ϕ, thereby restricting the unlearning trajectory to284

a low-dimensional subspace. For each surrogate285

batch (X,M), we partition the token-wise cross-286

entropy ℓ(X) into a privacy stream over masked287

entity tokens and a utility stream over contextual288

tokens:289

Lpriv =

∑
Mi,t · ℓi,t∑
Mi,t + ϵ

(5)290

291

Lgen =

∑
(1−Mi,t) · ℓi,t∑
(1−Mi,t) + ϵ

(6)292

We then minimize the following contrastive objec- 293

tive: 294

J (ϕ) = α · Lgen − β · Lpriv (7) 295

where α and β are hyperparameters balancing 296

preservation and erasure. 297

4 Experimental Setup 298

Datasets. We construct our dataset by injecting sen- 299

sitive privacy data into a general language corpus. 300

We employ the AI4Privacy PII dataset (AI4Privacy, 301

2024) as the source of sensitive privacy data, 302

blending it with two established general corpora: 303

WikiText-103 (Merity et al., 2017b) for generative 304

tasks and the MNLI corpus (Williams et al., 2018b) 305

for classification tasks. To study memorization, 306

we partition 500 unique PII samples into 10 dis- 307

joint groups of 50 samples each. For group Gi, 308

we construct a scaled dataset by replicating (aug- 309

menting) each sample exactly 10i times, yielding 310

exposure levels from 10 to 100 repetitions (Li et al., 311

2024). Crucially, our data-free unlearning algo- 312

rithm, DFSU, never accesses the injected samples; 313

instead, it queries the model via entity swapping to 314

ensure strict non-reproducibility. 315

Metrics. We evaluate the performance of DFSU 316

along two dimensions: the preservation of gen- 317

eral model utility, and the effectiveness of pri- 318

vacy protection via unlearning. In terms of model 319

utility, we report standard performance metrics: 320

perplexity (PPL) for generative tasks and accu- 321

racy (Acc) for classification tasks. In terms of 322

unlearning effectiveness, we employ Exact Re- 323

construction Rate (ERR) and Fractional Recon- 324
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struction Similarity (FRS) (Ozdayi et al., 2023)325

for sequence-level memorization evaluation and326

leverage Sample-Level Exposure Rate (S-Exp) and327

Entity-Level Hit Rate(E-Hit) for entity-level expo-328

sure evaluation. More details of these metrics are329

presented in Appendix 7330

Implementation Details. We evaluate Pythia331

(160M/410M/1.4B). Each model is fully fine-tuned332

via continued pre-training on the injected corpus333

for 6 epochs (AdamW, cosine schedule, bf16; peak334

lr 2–6×10−5 depending on scale). We use a single335

inverter Iϕ (Flan-T5-Large) trained only on Pythia-336

410M, and reuse it across all Pythia scales based337

on their shared architecture. Training runs for 30338

epochs (bs=256, lr=5×10−4), keeping embeddings339

in FP32 for numerical stability. For unlearning, we340

apply PSCU with LoRA on MLP modules (rank341

r = 4, αlora = 32, dropout 0). We set the dual-342

objective weights to λ1 = λ2 = 1.0 and optimize343

for 10 epochs with AdamW (effective bs=16; lr344

5× 10−5–10−4).345

Baselines. To isolate the effect of inversion-derived346

surrogates, we pair our data-free pipeline with an347

oracle upper bound. Specifically, the oracle base-348

line runs the same PSCU unlearning procedure349

as DFSU, but uses the original ground-truth PII350

samples as the unlearning targets. This oracle rep-351

resents the best achievable outcome under identi-352

cal optimization, and the gap between Data-Free353

(pseudo) and Oracle (real) directly quantifies the354

fidelity loss introduced by inversion.355

5 Experiments356

Evaluation Protocol. We evaluate DFSU in two357

tiers to separate mechanistic validity from deploy-358

ment realism. (i) Injection-Based Simulation:359

(Sec. 5.1) we use an injection-based protocol where360

PII is inserted into a known corpus, and evaluate361

unlearning under two task regimes: Scenario I362

(WikiText+PII) emphasizing generative language363

modeling, and Scenario II (MNLI+PII) emphasiz-364

ing NLU-style reasoning. (ii) In the Wild Evalu-365

ation: (Sec. 5.2) we apply DFSU to an unaltered,366

production-ready checkpoint (no artificial injection367

and no access to the original pre-training data), and368

measure behavioral shifts on PII-related prompts.369

We further substantiate PSCU with targeted ab-370

lations (Sec. 5.3) and hyperparameter robustness371

analyses (Sec. 5.4), focusing on the selective mask-372

ing mechanism and its stability under different373

LoRA parameterizations. The results consistently374

indicate that PSCU admits a reliable regime that 375

preserves utility while delivering thorough privacy 376

erasure. 377

5.1 Performance Improvement of DFSU. 378

We now interpret Tab. 1 following the two con- 379

trolled scenarios. table 1 summarizes results across 380

three model scales (Pythia (160M/410M/1.4B)) un- 381

der the controlled protocol, reporting privacy leak- 382

age via ERR, FRS, S-Exp, and E-Hit (lower is 383

better), and utility via PPL (WikiText) or Accuracy 384

(MNLI). 385

Scenario I: WikiText+PII (Generative). We 386

test whether privacy unlearning can suppress mem- 387

orization while preserving language modeling util- 388

ity. All three original checkpoints exhibit substan- 389

tial leakage at larger scales (e.g., ERR 21.40% for 390

Pythia-1.4B). In contrast, DFSU consistently re- 391

duces ERR to 0.00% across all scales, matching 392

the oracle on the strictest leakage criterion. Beyond 393

exact matches, surrogate-based unlearning remains 394

close to the oracle on similarity- and exposure- 395

based metrics: for Pythia-410M, FRS changes from 396

3.46% (oracle) to 3.88% (data-free), while PPL in- 397

creases modestly from 8.69 to 8.83. These results 398

indicate that inversion-derived targets are sufficient 399

to drive PSCU toward oracle-level privacy suppres- 400

sion with limited degradation of generative utility. 401

Scenario II: MNLI+PII (Reasoning). We next 402

examine whether unlearning preserves NLU capa- 403

bility under high initial leakage. Original models 404

again show severe privacy risk (e.g., S-Exp 50.20% 405

for Pythia-1.4B), whereas DFSU drives 1.20%. Im- 406

portantly, utility remains close to the oracle: for 407

Pythia-1.4B, accuracy is 77.05% (data-free) ver- 408

sus 77.21% (oracle); for Pythia-410M, accuracy is 409

68.45% (data-free) versus 69.90% (oracle). Over- 410

all, Scenario II suggests that data-free unlearning 411

can substantially reduce privacy leakage while re- 412

taining most reasoning performance, with the resid- 413

ual gap largely attributable to surrogate fidelity 414

rather than optimization differences (since oracle 415

and data-free share identical PSCU settings). 416

5.2 In the Wild Evaluation 417

While injection-based simulations validate DFSU 418

under a known memorization profile, real-world 419

remediation must operate on unaltered production 420

checkpoints whose privacy leakage is unknown a 421

priori and whose original pre-training data is un- 422

available. To assess this setting, we apply DFSU 423
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Scenario I: WikiText+PII (Generative)

Model Method Privacy Metrics (↓) Performance

ERR (%) FRS (%) S-Exp (%) E-Hit (%) PPL (↓)

Pythia-160M
Original Model 0.80 19.75 9.80 4.64 13.71
Original Data (Oracle) 0.00 11.68 2.20 0.69 14.11
DFSU (Ours) 0.00 13.38 2.40 0.75 14.09

Pythia-410M
Original Model 20.40 46.50 36.80 28.78 8.39
Original Data (Oracle) 0.00 3.46 0.20 0.06 8.69
DFSU (Ours) 0.00 3.88 0.40 0.13 8.83

Pythia-1.4B
Original Model 21.40 43.70 32.20 24.76 7.02
Original Data (Oracle) 0.00 5.83 2.00 0.63 7.13
DFSU (Ours) 0.00 4.42 3.00 1.00 7.23

Scenario II: MNLI+PII (Reasoning)

Model Method Privacy Metrics (↓) Performance

ERR (%) FRS (%) S-Exp (%) E-Hit (%) Acc (%) (↑)

Pythia-160M
Original Model 17.00 47.99 38.60 30.85 45.28
Original Data (Oracle) 0.00 6.51 0.80 0.25 44.06
DFSU (Ours) 0.00 8.99 0.40 0.13 43.38

Pythia-410M
Original Model 17.60 53.05 45.20 34.73 70.44
Original Data (Oracle) 0.00 11.10 1.80 0.63 69.90
DFSU (Ours) 0.00 11.85 1.00 0.38 68.45

Pythia-1.4b
Original Model 21.40 55.70 50.20 37.81 79.93
Original Data (Oracle) 0.00 6.42 1.80 0.56 77.21
DFSU (Ours) 0.00 7.11 1.20 0.38 77.05

Table 1: Results for Injection-Based Simulation. We report privacy leakage by ERR/FRS/S-Exp/E-Hit (↓) and
utility by WikiText perplexity (PPL) or MNLI accuracy. Original Data (Oracle) employs PSCU to perform
machine unlearning using ground-truth PII targets; Data-Free (Ours) uses inversion-derived surrogates. Across
both scenarios, Data-Free attains zero ERR at all scales and remains close to the oracle in both privacy and utility.

directly to the original Pythia-1.4B checkpoint424

(i.e., without any artificial PII injection), and use425

the same 500-sample AI4Privacy corpus to synthe-426

size inversion-based surrogate targets. To assess427

post-hoc changes in generation behavior, we eval-428

uate the model on 100 low-perplexity PII-related429

prompts and use greedy decoding to eliminate sam-430

pling variance. Tab. 2 reports representative out-431

puts. Compared to the original checkpoint, the432

DFSU-unlearned model tends to substitute PII-like433

entities with alternative yet contextually plausible434

realizations, while largely preserving grammatical-435

ity and topical coherence. Overall, these examples436

are consistent with a shift in the conditional distri-437

bution over PII-like entity realizations, rather than438

a narrow removal of a single memorized verbatim439

suffix.440

5.3 Ablation Study441

PSCU Outperforms GA. Our Privacy-Selective442

Contrastive Unlearning (PSCU) provides a princi-443

pled alternative to full-sequence Gradient Ascent444

(GA) for privacy removal under parameter-efficient445

updates. In a controlled ablation—holding all hy- 446

perparameters, LoRA target modules, and train- 447

ing budgets constant and varying only the locus 448

of loss maximization—we find that indiscriminate 449

full-sequence ascent is brittle. On WikiText (Fig 3, 450

pushing GA to match PSCU’s near-zero leakage 451

regime on Pythia-410M (E-Hit ≈ 0.13%) causes 452

perplexity to explode beyond 4 × 104, whereas 453

PSCU attains comparable privacy reduction with 454

stable PPL = 8.83 (oracle-comparable). A similar 455

pattern holds for reasoning on MNLI (Fig 3: GA 456

can drive E-Hit to 0.0% but at an unacceptable util- 457

ity cost (accuracy drops to 57.35%), while PSCU 458

achieves near-identical privacy (E-Hit = 0.38%) 459

with substantially higher accuracy (68.45%), yield- 460

ing a Pareto-superior operating point. Overall, 461

these results indicate that effective unlearning de- 462

pends less on the magnitude of updates than on 463

their directionality and localization: by confining 464

ascent to sensitive entity tokens and anchoring the 465

surrounding context, PSCU selectively removes 466

privacy signals while avoiding the collateral degra- 467

dation induced by sequence-wide GA. 468
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Prompt (Prefix) Original Model DFSU-Unlearned

I have experienced some issues while
logging into my STEM education portal.
My IP address is 176.

.55.55.55 . I have tried to log in with my username and password, but I
am not able to.

.239.94.106 . I have tried to log in using my university email address
and my personal email address.

Dear Engineer, we recorded an
unsuccessful login attempt for your
consultation portal via the user agent
Mozilla/

5.0 (Windows NT 6.1; WOW64; rv:11.0) Gecko/20100101 Firefox/11.0 .

We have sent you an email with instructions on how to reset your
password. If you have any questions, please contact us at

support@toptal.com . Thank you for your patience.

5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html) .

The user agent is Mozilla/5.0 (compatible; Googlebot/2.1;
+http://www.google.com/bot.html) and domain is

www.consultationportal.com .

We are organizing a webinar on Positive
Psychology. In order to access the
webinar, we will need your device
information for compatibility and user
experience purposes. Specifically, we will
need your User Agent Info (

UA-ID) and Device Info (Device-ID) . We will send you an email

with instructions on how to access the webinar. If you have any

questions, please contact us at info@positivepsychology.org . Thank

you for your interest in attending the Positive Psychology webinar. The
Positive Psychology webinar is a free event. The webinar will be held on

Wednesday, May 18, 2018 at 1:00 PM Eastern Time .

UA-ID) and your Device Info (Device-ID) . If you are not a

registered user, you can register for the webinar here. If you are a
registered user, you can access the webinar here.

Table 2: Representative greedy-decoded suffixes from the original and DFSU-unlearned Pythia-1.4B model on
PII-related prefixes. Highlighted spans illustrate how entity-level realizations shift post-unlearning while contextual
coherence is preserved.
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Figure 3: Ablation Analysis across Models and Sce-
narios: PSCU (Ours) vs. Full-Sequence Gradient
Ascent (GA). Left figure shows results on MNLI (Ac-
curacy drop), and right figure on WikiText (Perplex-
ity increase). Circle size correspond to model sizes:
160M, 410M, and 1.4B. Observation: Across all scales,
our selective PSCU method (Green circles) consistently
achieves better privacy-utility trade-offs (bottom-left re-
gion) compared to the full-sequence GA baseline (Pink
circles), which suffers from severe utility degradation
to achieve comparable unlearning efficacy.

Uniform Privacy vs. Task-Specific Utility.469

Prior work suggests that the choice of LoRA470

target modules (e.g., MLP-only vs. Attention-471

only) can materially affect the privacy–utility472

trade-off in parameter-efficient unlearning (Chen473

et al., 2025a). To assess whether our PSCU de-474

pends on a particular parameter subspace, we per-475

form a controlled comparison of three LoRA con-476

figurations—MLP-only (feed-forward, default),477

Attention-only (QKV+Dense), and Full. The re-478

sults reveal a clear dichotomy: privacy is largely479

architecture-agnostic, whereas utility is task- and480

module-dependent. Across model scales and both481

tasks, all configurations achieve deep unlearning482

with consistently low leakage (E-Hit < 1.6%,483

and as low as 0.00% on Pythia-410M with At- 484

tention/Full), indicating a strong uniform privacy 485

property. This invariance supports our central hy- 486

pothesis that, once the forgetting signal is precisely 487

localized to sensitive entity tokens, its quality dom- 488

inates the optimization dynamics, making the spe- 489

cific LoRA module choice secondary for privacy 490

erasure. In contrast, utility preservation exhibits 491

distinct modular sensitivity: for generation (Wiki- 492

Text), MLP-only is consistently more stable (e.g., 493

on Pythia-410M, Full increases PPL from 8.83 494

to 10.23), suggesting that broader adaptation in- 495

jects excess plasticity and drifts away from the 496

pre-trained manifold, whereas restricting updates 497

to MLPs yields a more controlled intervention; for 498

reasoning (MNLI), Attention-based adaptation can 499

be competitive (e.g., highest accuracy 69.9% on 500

410M), consistent with attention pathways con- 501

tributing to logical coherence. Taken together, 502

these findings motivate MLP-only LoRA as a ro- 503

bust default that preserves uniform privacy while 504

offering a Pareto-efficient balance between compu- 505

tational cost and task-specific utility. 506

Early Privacy Saturation, Late Utility Recovery. 507

We ablate the pseudo-dataset scale (50–400 sam- 508

ples) to quantify the data requirement for privacy 509

erasure. Fig 5 shows a clear asymmetry between 510

privacy and utility: privacy saturates early, with 511

near-maximal leakage reduction already achieved 512

at 100 pseudo-samples, matching the 500-sample 513

baseline in both WikiText and MNLI. This sug- 514

gests the forgetting signal for memorized entities 515

is redundant and effectively low-dimensional. In 516

contrast, utility scales with data and task com- 517

plexity: generation is relatively robust to scarcity 518
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Figure 4: Privacy-utility trajectories under varying privacy weight β and LoRA configurations across WikiText and
MNLI scenarios.

Memorization (E-Hit(%) ↓) Utility (PPL ↓)

Model MLP Attn Full MLP Attn Full

160m 0.75 1.57 0.63 14.09 14.44 15.58
410m 0.13 0.00 0.00 8.83 9.98 10.23
1.4b 1.00 0.88 1.38 7.23 7.29 7.17

Memorization (E-Hit(%) ↓) Utility (Acc(%) ↑)

Model MLP Attn Full MLP Attn Full

160m 0.12 0.13 0.00 43.4 46.4 45.2
410m 0.38 0.31 0.13 68.5 69.9 67.0
1.4b 0.38 1.19 1.19 77.1 76.5 77.2

Table 3: LoRA Target Module Robustness. Top block:
WikiText (Generative); Bottom block: MNLI (Reason-
ing). We compare Memorization and Utility across
MLP-only (Baseline), Attention-only, and Full adapta-
tion. All configurations maintain effective unlearning
(E-Hit <1.6%).
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Figure 5: Benchmarking Data Efficiency. The re-
sults from 500 samples represent the test results of the
complete dataset. Blue bars (Utility Decay): Lower
bars indicate better utility retention. Pink bars (Mem-
ory Reduction): Higher bars indicate better Privacy
removal. Insight: Privacy reduction saturates rapidly
(∼100 samples), while utility retention scales linearly
with data volume, revealing a decoupling between the
erasure of sparse privacy features and the preservation
of dense semantic knowledge.

(WikiText ∼5.4% decay at Scale 100), whereas rea-519

soning requires denser support to avoid semantic520

over-erasure (MNLI ∼12.1% decay at Scale 100 vs. 521

∼2.8% at full scale). Practically, small pseudo-sets 522

suffice for strong privacy guarantees, while larger 523

scales mainly improve reasoning fidelity via better 524

distributional coverage. 525

5.4 Hyperparameter Study: β, r, and α. 526

To locate hyperparameter regimes that deliver com- 527

plete privacy mitigation (E-Hit < 1%) with min- 528

imal utility loss, we sweep the privacy weight β 529

and the LoRA parameterization (rank r, scaling α) 530

for Pythia-450M unlearning on pseudo-data over 531

Epochs 1–10, tracking E-Hit, WikiText PPL, and 532

MNLI accuracy (Fig 4). Two constraints emerge. 533

(1) β controls completeness vs. stability: β = 1.0 534

offers the best operating point, reaching E-Hit 535

< 1% by Epoch 6 with < 6% PPL increase; under- 536

weighting (β = 0.2) yields under-erasure (E-Hit 537

> 1%), while over-weighting (β = 5.0) speeds for- 538

getting but destabilizes optimization (rapid PPL 539

blow-up), making early stopping essential. (2) 540

LoRA follows a stability–capacity frontier: (r = 541

4, α = 32) achieves reliable erasure with stable 542

utility, whereas (r = 4, α = 8) is under-powered 543

(slow convergence) and higher-capacity settings 544

such as (r = 32, α = 32) or (r = 32, α = 256) 545

introduce delayed or immediate collapse. These 546

patterns are consistent across WikiText and MNLI. 547

We therefore recommend balanced β ≈ 1.0 with 548

low-rank, sufficiently scaled LoRA (e.g., r = 4, 549

α ≥ 32) plus utility-based early stopping. 550

6 Conclusion 551

We propose a novel three-stage framework, DFSU, 552

to address the data-free privacy-preserving for 553

LLMs. Extensive experiments on the AI4Privacy 554

dataset using Pythia models demonstrate that our 555

method achieve a privacy-utility trade-off competi- 556

tive with Oracle-based unlearning. 557
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7 Limitations558

A key limitation of DFSU is its reliance on white-559

box access to model logits, which presents a barrier560

for deployment in black-box environments.561
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Appendix

A. Algorithm of DFSU737

We present our algorithm as follows:738

Algorithm 1 Data-Free Selective Unlearning (DFSU)

Input: Target Model Mθ, Training Corpus Dtrain,
Entity-Swapped Candidates C, Hyperparameters
α, β, η
Output: Unlearned Model Mθ∗

1: Stage 1: Inversion Model Training
2: Pre-compute logits: Dlogits ← {(Mθ(x), x) | x ∈
Dtrain}

3: Train inverter Iϕ via:
minϕ E(L,X)∼Dlogits [− logPϕ(Iϕ(L) = X)]

4:
5: Stage 2: Pseudo-PII Synthesis and Annotation
6: Initialize Dpseudo ← ∅
7: for each candidate c ∈ C do
8: x̂← Iϕ(Mθ(c)) {Decode logits to pseudo-text}
9: M← PromptLLM(“Mark PII in: ”⊕ x̂) {Few-shot

annotation}
10: Dpseudo ← Dpseudo ∪ {(x̂,M)}
11: end for
12:
13: Stage 3: Privacy-Selective Contrastive Unlearning
14: Freeze θ; Initialize LoRA adapter ϕ← ϕ0

15: for step t = 1, . . . , T do
16: Sample (X,M) ∼ Dpseudo
17: Compute token-wise loss: ℓ(X)← − logPθ,ϕ(X)

18: Lpriv ← M⊤ℓ(X)
∥M∥1

, Lgen ← (1−M)⊤ℓ(X)
∥1−M∥1

19: ϕ← ϕ− η∇ϕ (αLgen − βLpriv)
20: end for
21:
22: ReturnMθ∗ ←Mθ ⊕ ϕ

B. Evaluation Metrics739

To evaluate the effectiveness of unlearning, we em-740

ploy a multi-granular assessment of privacy risk,741

measuring both sequence-level memorization and742

entity-level exposure.743

(i) Sequence-level memorization metrics. We mea-744

sure verbatim memorization using Exact Recon-745

struction Rate (ERR) and Fractional Reconstruc-746

tion Similarity (FRS) (Ozdayi et al., 2023). These747

metrics quantify how closely generated suffixes748

match the original suffixes. Specifically, ERR mea-749

sures the proportion of exact matches, while FRS750

calculates the average token-level F1 score between751

generated and ground-truth suffixes. The equations752

of ERR and FRS are as follows:753

ERR =
1

NK

N∑
i=1

K∑
j=1

I
(
ŝ
(j)
i = si

)
. (8)754

755

FRS = 1− 1

NK

N∑
i=1

K∑
j=1

Lev(si, ŝ
(j)
i )

max
(
|si|, |ŝ(j)i |, 1

) .
(9) 756

where N denotes the total number of evaluation 757

samples in the test set Dtest = {(pi, si)}Ni=1 (with 758

pi being the prefix and si the ground-truth suffix 759

for the i-th sample), K represents the number of 760

generated continuations per prefix (sampled via nu- 761

cleus sampling with temperature τ and top-k trun- 762

cation), ŝ(j)i denotes the j-th generated suffix for 763

the i-th sample, I(·) is the indicator function that 764

equals 1 when its argument is true and 0 otherwise, 765

Lev(·, ·) is the Levenshtein edit distance (minimum 766

number of character-level insertions, deletions, and 767

substitutions required to transform one string into 768

another), and | · | denotes string length in characters. 769

(ii) Entity-level exposure metrics. While sequence- 770

level metrics measure verbatim memorization, they 771

may underestimate privacy risk when only a sub- 772

set of sensitive entities, such as a phone number, 773

is revealed, rather than an entire sequence. Since 774

disclosing even a single entity constitutes a privacy 775

breach, we introduce two complementary entity- 776

level metrics. Specifically, Sample-Level Expo- 777

sure Rate (S-Exp) captures the worst-case scenario 778

by flagging a sample as exposed if any ground- 779

truth entity appears in any generated continuation, 780

whereas Entity-Level Hit Rate(E-Hit) quantifies 781

corpus-level recall by calculating the fraction of 782

unique ground-truth entities successfully extracted 783

across the entire testing set. The equations of S- 784

Exp and E-Hit metrics are as follows: 785

S-Exp =
1

N

N∑
i=1

I
[
∃j,∃e ∈ Ei : e ⊆ ŝ

(j)
i

]
.

(10) 786787

E-Hit =

∑N
i=1

∣∣∣{e ∈ Ei | ∃j : e ⊆ ŝ
(j)
i

}∣∣∣∑N
i=1 |Ei|

.

(11) 788

where N denotes the number of evaluation sam- 789

ples, Ei = {e(i)1 , e
(i)
2 , . . .} represents the set of 790

ground-truth sensitive entities (e.g., names, phone 791

numbers, social security numbers) extracted from 792

the i-th sample via its privacy mask annotation, e 793

denotes an individual entity string, ŝ(j)i is the j-th 794

generated continuation for the i-th prefix, e ⊆ ŝ
(j)
i 795

denotes substring containment (i.e., entity e ap- 796

11



pears as a contiguous substring in the generated797

text ŝ(j)i ), I[·] is the indicator function, ∃ denotes798

the existential quantifier ("there exists"), and | · | de-799

notes set cardinality (the number of unique entities800

in the set). Together, these metrics provide a multi-801

granular view of privacy risk, from sequence-level802

memorization to fine-grained entity-level exposure.803

12


	Introduction
	Related Work
	Methodology
	Problem Formulation
	Inversion Model Training
	Pseudo-PII Synthesis and Annotation
	Privacy-Selective Contrastive Unlearning

	Experimental Setup
	Experiments
	Performance Improvement of DFSU.
	In the Wild Evaluation
	Ablation Study
	Hyperparameter Study: , r, and .

	Conclusion
	Limitations

