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Abstract

The parameter perturbation attack is a safety
threat to deep learning, where small parameter per-
turbations are made such that the attacked network
gives wrong or desired labels of the adversary to
specified inputs. However, such attacks could
be detected by the user, because the accuracy of
the attacked network will reduce and the network
cannot work normally. To make the attack more
stealthy, in this paper, the adversarial parameter
attack is proposed, in which small perturbations
to the parameters of the network are made such
that the accuracy of the attacked network does
not decrease much, but its robustness against ad-
versarial example attacks becomes much lower.
As a consequence, the attacked network performs
normally on standard samples, but is much more
vulnerable to adversarial attacks. The existence of
nearly perfect adversarial parameters under L,
norm and Ly norm is proved under reasonable
conditions. Algorithms are given which can be
used to produce high quality adversarial param-
eters for the commonly used networks trained
with various robust training methods, in that the
robustness of the attacked networks decreases sig-
nificantly when they are evaluated using various
adversarial attack methods.

1. Introduction

The deep neural network (DNN) (LeCun et al., [2015) has
become one of the most powerful machine learning meth-
ods, which has been successfully applied in computer vi-
sion, natural language processing, and many other fields. In
security-critical systems using DNNs, such as autonomous
vehicles, banking systems, etc., safety is a key desired fea-
ture of DNNs, which has been studied extensively. Refer to
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the survey papers (Akhtar & Mianl 2018} Bai et al., 2020;
Zhang et al.}|2020) for details.

The most widely studied safety issue for DNNs is the ad-
versarial attack (Szegedy et al.l 2013} |Goodfellow et al.,
2014; (Carlin1 & Wagner, 2017), that is, it is possible to
intentionally make small modifications to a standard sam-
ple to generate adversarial examples which are essentially
imperceptible to the human eye, but the DNN outputs a
wrong label or even any label given by the adversary. The
existence of adversary examples makes the DNN vulnerable
in safety-critical applications and many effective methods
were proposed to develop more robust DNNs against adver-
sarial attacks (Madry et al., 2017} |Akhtar & Mian, 2018},
Bai et al.l 2020; Zhang et al.l 2020). On the other hand,
it was shown that adversaries examples are inevitable for
commonly used DNN models in certain sense (Azulay &
Weiss, 2018 IShafahi et al.| 2018 | Bastounis et al.| 2021}
Gao et al.| 2022).

The parameter perturbation attacks (Liu et al., [2017;|Zhao
et al.,[2019; Breier et al., 2018; Tsai1 et al., 20215 |Sun et al.,
2021; Weng et al., 2020; [Tyukin et al., [2020; 2021) were
also shown to be a safety threat to DNNs. It was shown
that by making small parameter perturbations, the attacked
DNN can output wrong or desired labels to specified inputs
and still gives the correct labels to other samples (Liu et al.,
2017;Zhao et al., 2019; Tyukin et al.| 2020;/2021). However,
these attacks are easy to be detected by users, possibly due
to a prominent decline in performance such as the training
accuracy.

In this paper, the adversarial parameter attack is proposed
as a more stealthy parameter perturbation attack, in which
small perturbations to the parameters of a DNN are made
such that the attack to the DNN is essentially imperceptible
to the user, but the robustness of the DNN becomes much
lower. The adversarial parameter attack is stronger than
previous parameter perturbation attacks in that not only the
accuracy but also the robustness of DNNs are considered.

The goal of this paper is to demonstrate such type of poten-
tial threat to neural network security. Our inspiration came
from an unexpected error in a License Plate Recognition
System. A system that has been used for a long time sud-
denly cannot recognize dirty license plates, but clean license
plates can still be recognized. So we suspect that the system
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has lost robustness due to some attacks but still maintains
the recognition ability for the clean ones.

Let Fo be a DNN with parameter ©. A perturbed parameter
0, is called adversarial parameter of Fg, if the following
conditions are satisfied 1) O, is close to © according to
certain measurement; 2) the accuracy of Fg, over the given
data distribution is almost the same as that of Fg; 3) Fo,
is much less robust than Fg, in that, g, has much more
adversarial examples than Fg.

Condition 1) is to ensure that the attack can be implemented
and essentially imperceptible; condition 2) is to make the
attack more stealthy; and condition 3) is to make the new
DNN less safe against adversarial attacks.

The existence of nearly perfect adversarial parameters is
proved under certain assumptions. It is shown that if the
width of certain DNN Fg is sufficiently large, then Fg has
Lo, norm adversarial parameters O, sufficiently near ©
such that Fg, has adversarial samples sufficiently near a
given benign sample (refer to Theorem [4.1)), which implies
that adversarial parameters are inevitable in a certain sense,
similar to adversarial examples (Bastounis et al.l 2021} |Azu+
lay & Weiss|, 2018} |Shafahi et al., [2018]). It is also proved
that when the width of the network is sufficiently large, by
changing any small proportion of parameters, there exist L
norm adversarial parameters such that the attacked network
Fo, has the same accuracy as Fg, but zero adversarial
accuracy (refer to Theorem[4.5).

Finally, algorithms are given to compute adversarial parame-
ters and numerical experiments are used to demonstrate that
the algorithms are effective to produce high-quality adver-
sarial parameters for frequently-used networks like VGG,
deep VGG (Simonyan & Zisserman), |2014)), ResNet (He
et al.| 2016)), Wide-ResNet on the frequently-used datasets
like CIFAR-10, CIFAR-100 (Krizhevsky et al., 2009) and
Tiny-ImageNet (Le & Yang,|2015). Furthermore, the orig-
inal network Fg is trained with various robust training
methods including adversarial training (Madry et al.,[2017)),
TRADES (Zhang et al.,2019), AWP (Wu et al.,[2020b). The
robustness of the attacked network Fg, is evaluated using
various attack methods including PGD (Madry et al., [2017),
target attack, Proxy model attack, and Autoattack (Croce
& Hein| 2020). It is shown that the robustness of Fg, de-
creases significantly comparing with the original network.

2. Related work

Parameter perturbation attacks. Parameter perturbation
attacks were given under different names such as fault injec-
tion attack, fault sneaking attack, stealth attack, and weight
corruption. The fault injection attack (Liu et al.,|2017)) was
first proposed by Liu et al, and was further studied in (Breier|
et al., 2018;[Zhao et al.| 2019). In (Breier et al.| 2018)), the

first physical fault injection attack on DNNs was given, by
using the laser injection technique on embedded systems.
In (Weng et al., [2020; Tsai et al.| 2021} [Sun et al., [2021]),
some security boundaries for parameter perturbations were
given. In (Tyukin et al.l[2020;2021), the stealth attack was
proposed to make the attacked DNN output a desired label
for a given input image.

The adversarial parameter attack has the following advan-
tages compared to previous works. First, by keeping the
accuracy and reducing the robustness, the adversarial pa-
rameter attack is more difficult to be recognized. Second,
we prove the existence of adversarial parameters under rea-
sonable assumptions, while most previous works rely on
experimental results.

Algorithms to train robust DNNs. Many methods were
proposed to train more robust DNNs to defend adversarial
samples (Xu et al.||2020). The adversarial training proposed
by (Madry et al.l 2017)) is considered to be one of the most
effective methods to train robust networks, and is used to
compute adversarial parameters in this paper. Methods to
train DNNs that are more robust against parameter pertur-
bation attacks were also proposed (Liu et al., 2017; [Zhao
et al., 2019;|Wu et al., [2020b). In (Wu et al.,[2020a3b), the
adversarial weight perturbation was proposed which was
a generalization of the adversarial training by considering
both the adversarial examples and the adversarial parame-
ters, and hence led to more robust networks.

Theory of adversarial examples. The existence of adver-
sarial examples was usually demonstrated with numerical
experiments, and mathematical guaranteed results were de-
sirable. Along this line of research, it was proved that
a well-learned DNN always has adversarial examples for
certain classification functions and data distributions (Bas-
tounis et al.} |[2021)). In (Tyukin et al.| [2020; 2021]), it was
proved that there exist attacked DNNs that give a desired
label for any sample.

Theories for certified robustness of DNNs were given in
several aspects. In (Hein & Andriushchenkol 2017;[Yu &
Gao, |2022} Raghunathan et al.l 2018)), some security bound-
aries of adversaries were given. In (Cohen et al., [2019)), the
randomized smoothing method was proposed and security
boundaries of adversaries were given. Lower bounds on
stability in terms of the classification function were also
given in (Shafahi et al.| 2018} [Tyukin et al.;, 2020). However,
these safety bounds are usually very small when the depth
of the DNN is large. In (Yu & Gaol [2021), the information-
theoretically safe bias classifier was introduced by making
the gradient of the DNN random. In this paper, we show
that by making small perturbations to the parameters, the
DNN will have adversarial examples with a high probability
for any input.
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(a) Original Network

(b) Network after L, parameters attack (c) Network after Ly parameters attack

Figure 1. An illustrative example. For each network, the decision area for the data with label O (1) is marked green (blue). Adversarial
examples are sought inside the squares with red edges, that is, we compute adversarial examples with budget 0.2 under L., norm. The

attacked networks (b) and (c) are accurate but not robust.

3. Compute adversarial parameters

In this section, we define the adversarial parameters and
give algorithms to compute them.

3.1. Adversarial parameters of DNNs

In this paper, we assume that the data to be classified satisfy
a distribution Dg over D = S x [m], where S C [0, 1]™ and
[m] = {1,...,m} is the label set. Finite datasets used for
training and testing are chosen iid according to Dg.

Let F : S — R™ be a classification DNN, where Relu is
used as the activation function and the output layer does
not have activation functions. Notice that the network F is
defined over R", but for the classification problem, only the
values of F on S are needed.

Denote © to be the parameters of F, and F is denoted as Fg
if the parameters need to be mentioned explicitly. Denote
Fi(z) to be the I-th component of F(x) for I € [m] and
F(z) = arg max]" , F;(z) to be the classification result of
F(x). The accuracy of F is

AC(F) = Py yymps (Fl@) = y).

Given an adversarial budget ¢, the following adversarial
accuracy is used to measure the robustness of network F

AA(F,€) = Py oy (F(@') = y, Vo' s.t]|z’ — ]| < €).

Notice that we consider adversarial examples with L.,
norm.

Adversarial Parameters. Let Fg be a trained network with
parameter set © € R*. Then ©, € R¥ is called an adversar-
ial parameter of ©, if (1) the L,, distance between ©, and ©
is smaller than certain given bound to be given subsequently;
(2) AC(Fo,) > YacAC(Fo) for a given v, € (0,1) which
is close to 1, say v, = 90%; and (3) AA(Fo,, €) is much
smaller than AA(Fe, €), that is, Fgo, has much more adver-
sarial examples than Fg.

Condition (1) is to make the changes of the parameter small,
similar to the adversarial attack. Condition (2) is to make the

attack more stealthy in that the attacked network perform
normally on the training samples. Condition (3) is to make
the network vulnerable to adversarial attacks, which is the
ultimate goal of the attacks.

All parameters are stored in the form of 0,1 bits. If using
the laser injection technique in the parameter attack, we
need to modify the bits of the parameters. For faster and
low-cost parameter attacks, we should consider modifying
fewer bits in the attack. So we consider two ways to reduce
the number of bits that need to be changed: (1) Change
fewer bits for each parameter, corresponding to L., norm
attack. (2) Change fewer parameters to reduce the number
of bits need to be changed, corresponding to L attack.

L, Norm Adversarial Parameters. For an attack budget
ratio v < 1, the adversarial parameters of © are taken in

{©a €RY 1 |0, -0 < 4]0, Vi€ [k}

where V(%) is the i-th entry of a vector V. The above defini-
tion makes sure that no parameters are modified too much,
which is more reasonable than using the standard L., norm.

Ly Norm Adversarial Parameters. For an attack budget
ratio 7 < 1, the adversarial parameters of © are taken in

Bo(0,7) = {0, € R* : ||8a = Ollo <mk}. (2

An illustrative example for adversarial parameters is given
in Figure[I] We consider a binary classification dataset 7" =
{((0,0),0), ((1,0),1), ((0,1),1),((0,1), 1)} and use the
network F : R? — R? which has one hidden layer and
width 24 to classify T'. We compute the L., norm and L
norm adversarial parameters of F and give the decision ar-
eas of each network in Figure|l} It can be seen that the orig-
inal network F is robust: AC(F) = 1 and AA(F,0.2) =1,
but the attacked networks F’ are not robust but still accurate
on the data: AC(F’) = 1 and AA(F’,0.2) = 0.
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3.2. Algorithms for adversarial parameters

According to the definition, adversarial parameters can be
computed by solving the following optimization problem:

LAC(Fo,)>7..AC(Fp))

arg max AA(Fo, © 3)

©,€B,(0,e)

where I(t) = 1if ¢ is true and I(t) = 0 otherwise, and

_ AC(Fo,)
p = oo or 0. Once AC (7o) < Yac, the numerator becomes

0 and the whole value is 0; so the solution ©, of optimiza-

tion problem (3) must make AA(Fg,,€) the smallest while
AC(Fe,)

ensuring ACFo) > Yac-

To solve optimization problem (3], following the common
practices in deep learning, we will use the empirical loss
to represent the accuracy and use the adversarial empirical
loss to represent the adversarial accuracy.

For (x,y) ~ Dg and an adversarial budget ¢ € R, we use
PGD (Madry et al.;,2017) to compute

X = argMaXsepn ||g)|.. <eLeu(F (2 +6),y),  (4)
and define the adversarial loss L a1 as

Lar(F(x),y) = Lee(F(z + x),y)- ®))

Then problem (@) can be approximated by the following
optimization problem:

. Eyy~psLee(Fe,(2),y)
arg min
0.68,(0,6) E(z.y)~ps Lar(Fo, (7). )

(6)

which will be used to compute adversarial parameters. The
condition AC(Fg,) > 7acAC(Fe) will be checked after
computing ©,.

Compute adversarial L., norm parameters. To solve
problem (6), we need a training set T = {(z;,y:),¢ €
[N]} selected i.i.d. according to Dg and use the original
parameters O as the initiation point. The training procedure
consists of two phases:

Phase one: Preliminary training with the loss function
- > Lar(Fo(z),y) )
— x .
7] Aar(Vel?),y
(z,y)eT

Phase two: Main training with the loss function

Z(m,y)eT Leg(Fo(),y)
Z(m,y)eT LAT(‘F@(J:)’ y)

which corresponds to optimization problem (6). A sketch
of the algorithm is given below.

®)

Algorithm 1 Adversarial Parameter Attack under L., norm
Input:

The parameter © € RF of F;

The parameter attack ratio ;

A training set T';

Hyper-parameters: oo € Ry, nq,n9 € N.
Output:

Adversarial parameter O, in B, (©, 7).
Leti =0,0, = 0.
For all i € [ny + nal:

Ifi < ni:

L =31 X @yer Lar(Fo, (), y).
Else:

SIG/: — 2 @yer Lee(Foq (2).9)

- 2 (zwyer Lar(Fo, ()y)"
9 - ea - lev L
0, = Proj(0,B,(0,7)).

(Project © into B, (0, 7))
Output: O,.

Remark 3.1. Phase one is necessary. Otherwise, we may
have the gradient vanishing problem in Phase two, as shown
by experiments in Appendix [C]

Algorithm 2 Adversarial Parameter Attack under Ly norm
Input:

The parameter © € RF of F;

The parameter attack ratio 7;

A training set T';

Hyper-parameters: oo € Ry, nq,n9 € N.
Ensure:

Adversarial parameter O, in By(0, n).
Leti=0,0, =0, P, ={}and P, = {};
Calculate Vi = [Ve, >, , er Lar(Fo,(2),y)| € R¥;

Forall j € [k], add j to Py if Vl(] ) is within the maximum
7/2 percent of all elements in V7;
For all i € [n4]:
L=- Z(z,y)GT ﬁLAT(}-@a (), ).
For each j € P;:
o) =6l a(gL)".
> (w,yer Lee(Fo, (%))
2 (@,per Lar(Foq, (2),y)
Forall j € [k], add j to P, if V2(J ) is within the maximum
7/2 percent of all elements of V3;
Foralli € {ni,n1 +1,...,n1 +no}:
L= Z(I,y)e'p Lee(Fo, (2),y)
Z(m,y)eT Lar(Fo, (#)y)"
For each j € Ps:
0 =0y — a(yL)W.
Output: O,

Calculate V5 = | Vo, | € R¥;

Compute Ly norm adversarial parameters. The algo-
rithm is similar to Algorithm [T} What we need to do addi-
tionally is to select positions of the parameters to be changed.
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For that purpose, in each phase, we select the top 7/2 param-
eters at which the gradient magnitudes are the largest and
change the parameters at these positions during the training.
The algorithm is given in Algorithm 2]

4. Existence of adversarial parameters

In this section, we prove that adversarial parameters with
low adversarial accuracies exist under certain conditions.
Proofs of theorems in this section are given in Appendix [A]

Let S C [0, 1]™ and Dg a distribution defined on S x [m]. In
this section, we consider the following network Fg : S —
R™ with one hidden layer:

Fo(x) = Wy Relu(Wiz + by) + bo, )

where Wy € R™"t*™ b € R™, Wy € R™*™ phy, € R™.
O = {W,;,b;}2_, € R* is the parameter set of Fg, and
k=19=(n+m+1)n; +m.

4.1. L., norm adversarial parameter

We introduce several notations.  Let [|z||-ce =
min;ep, {|2i|} for z € R™ and W) the i-th row of a ma-
trix W. Forx € § C R™ and ¢ € R+, the adversarial
examples of z are taken in

Seo(z,6) ={2' € R™ : ||’ — z||0o < €}

We first consider a simple case: adversarial parameters
for a given data. A small perturbation O, of © is called
adversarial parameter for a given data (x,y) ~ Dg, if
f@a () = y and the robustness radius

R(z) = max{¢ € Ry : Fo, (2') = y,V&' € Sao(z,()}

of z is greatly reduced. The following theorem shows
the existence of adversarial parameters for a given data
(z0,90) ~ Ds.

Theorem 4.1. Let Fo : S — R™ be a trained network with
structure in (O), which gives the correct label yq for xo € S.
Further, assume the following conditions.

Ci. |Fi(x)—Fj(z)| < Aforalli,j € Im], x € Sx(z0,a),
and a, A € Ry, that is, the difference between logits
of any perturbed input is bounded.

Cs. ||W2(7) - Wz(j)”foo > cforalli,j € [m], i # j and
cE R+.

Cs. At least nnq coordinates of |Relu(Wyx + by)| are big-
ger than b, where n € (0,1) and b € R...

ForVu,e € Ry satisfying e < a, if ng > W{l)’b}cn,

then there exists a ©, € R¥ such that ||0, — O/ < i,

ﬁ@a (x0) = Yo, and Fo, has adversarial examples to x in
Soo (o, €).

Remark 4.2. By Theorem 4.1} if the width n; of Fg is suf-
ficiently large, then © has adversarial parameters which are
as close as possible to ©, and Fg, has adversarial examples
which are as close as possible to xy. Thus, we may say that
adversarial parameters are inevitable in this case.

Theorem 4.3. Let Fg : S — R™ be a trained DNN with

structure in () and suppose that F and S satisfy the follow-
ing conditions:

Cy. |Fi(z) — Fj(z)| < Aforalli,j € [m]and x €

woes Soo(T0, @), where A a € R

Co. ||W2(i)_W2(j)||700 > cforalli,j € [m], i # j, where
cE R+.

Cs. Forall x € S, at least nny coordinates of |Relu(Wrx +
b1)| are bigger than b, where n) € (0,1) and b € Ry.

Cy. The dimension of S is lower than n — m.
For Vu,e € Ry satisfying € < a, if ng > Wﬁnb}cn’
then there exists a ©, € R such that |0, — O/ < i,
AC(Fo,) = AC(Fo), and AA(Fo,,€) < 0.5.

By Theorem [{.3] when the width ny of F is sufficiently
large, there exist adversarial parameters as close as possible
to O, such that the corresponding network has adversarial
accuracy at most 50%.

Remark 4.4. By training two-layer networks with widths
ranging from 100 to 10000 on dataset MNIST, we have the
following estimates for the parameters in the conditions of
Theorems[d.1|and@.3t A < 30,¢ > 1074, b= 0.1, > 0.2.
The lower bound of n; given by the Theorem [A.T[4.3) is
about @(%), which is larger than that of the usually used

en

networks.

4.2. Ly norm adversarial parameter

The following theorem shows that there exist Ly norm ad-
versarial parameters which have zero adversarial accuracy.

Theorem 4.5. Let Fg : S — R™ be a trained DNN with

structure in () and suppose that F and S satisfy the follow-
ing conditions:

C1. Each row of Wy has at least one negative component;
each column of Wy has at least one non-negative com-
ponent.

C5. The dimension of S is lower than n — m.
For any n,e € (0,1), if ny > m/n, then there exists

a O, € By(0,n) such that AC(Fe,) = AC(Fe) and
AA(Feo, . €) = 0.
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Remark 4.6. Theorem [4.5]implies that there exist perfect
adversarial parameters when the width of the network is
sufficiently large.

Remark 4.7. The conditions of Theorems can be satis-
fied in most cases. Since we usually have m < n < nq,
the n; satisfying nq > m/n is within practical range, say
for n = 1%. The training procedure usually starts with a
random initial point and uses stochastic gradient decent to
update the weights. Its output is usually not far from the
initial point according to our experimental observations, so
condition C is valid in most cases.

5. Experimental results

In this section, we verify the effectiveness of Al-
gorithms and the theoretical results in Section
with experimental results. The codes of the ex-
periments can be found in https://github.com/
EhanW/adversarial-parameter—attackl

5.1. Setups

The original network Fg is trained respectively with ad-
versarial training (Madry et al.| 2017), TRADES (Zhang
et al.l [2019), and AWP (Wu et al., 2020b)), where PGD-
(10,8/255) is used. We use networks VGG-16, VGG-24,
VGG-32 (Simonyan & Zisserman, 2014), ResNet-18 (He
et al., [2016), WRN-32-4, and WRN-32-10 (Zagoruyko &
Komodakis}, 2016). The datasets include CIFAR-10, CIFAR-
100 (Krizhevsky et al., [2009), and Tiny-ImageNet (Le &
Yang, 2015).

The adversarial accuracies of the attacked network Fg, on
the test set are computed using PGD-(10, 8/255) (Madry
et al, 2017) in Sections [5.2} [5.3] [5.5]and [5.6] In Section
[5.4] we use four different attacks to measure the robustness.
These four attacks are:

(1) Target attack. For (z,y) in the test set, we use PGD(10,
8/255, (y + 1) mod 10) (10 steps, budget 8/255, target
label (y + 1) mod 10) to find adversarial examples.

(2) Proxy model attack. This is a black box attack. We
use {(x, Fo(x))} to train three networks which have the
same structure with Fg, compute adversarial examples with
PGD-(10,8/255) for these models, and use them to attack
Fo.

(3) Autoattack (Croce & Hein, [2020). Refer to the original
paper (Croce & Heinl 2020) for details, where budget 8/255
is used.

(4) Random Attack. For each sample, use the normal dis-
tribution N(0, (8/255)%)" to randomly select noises and
add them to the sample, where n is the dimension of the
samples.

We give the training details below. For more details about
the training, please refer to Appendix [B]

Training Details for Algorithm[I} In Phase one, we train
with 10 epochs, and each epoch has learning rate 0.1. We
monitor the accuracy on the training set during the training.
Once the accuracy on the training set is lower than 20%
after an epoch, we terminate Phase one and go to the Phase
two. In Phase two, we train with 40 epochs, and each epoch
has learning rate 0.002. The learning rate reduces by half at
the 20-th epoch.

Training Details for Algorithm 2} In Phase one, we train
with 10 epochs, and each epoch has learning rate 0.01. To
prevent gradient explosion, we limit the change of each
parameter to 0.01 for each gradient descent. At the same
time, we monitor the loss function on the training set as
training goes on. Once the value of the loss function of a
batch is > 50, terminate Phase one and go to Phase two.

In Phase two, we train with 40 epochs, and each epoch has
learning rate 0.05. At 21-th and 31-th epochs, the learning
rate reduces by half. To prevent gradient explosion, we
limit the change of each parameter to 0.01 for each gradient
descent.

Generally speaking, training a robust network on CIFAR-10
dataset needs 100-200 epochs, but for Algorithms [T]and [2}
we achieve good results after 50 epochs, so training adver-
sarial parameters is faster than normal training.

For convenience, we write the L, norm adversarial parame-
ter attack with ratio -y as L and the Ly norm adversarial
parameter attack with ratio n as Lo ;. Refer (1)) and (2) for
details. The parameter 7y, in optimization problem (3) is
set to be 90%.

5.2. Experiments with various networks

In this section, we test Algorithms|T]and 2] with six networks
and different attacking budgets for CIFAR-10. The results
are given in Tables [[|and [2]

From Tables [T] and 2] the accuracies of the attacked net-
works are larger than v,. = 90% of that of the original
networks, so condition (2) in the definition of adversarial
parameters is always satisfied. Algorithm I|generates high
quality L., norm adversarial parameters when v > 10%:
the adversarial accuracies decline to about 15% of the origi-
nal ones. Similarly, Algorithm 2] generates high quality Lo ,,
adversarial parameters when 7 > 0.75%. For ResNet-18,
WRN-32-4, and WRN-32-10, the L attacks achieve near
zero adversarial accuracies, as stated in Theorem [4.3]

Overall, our algorithms generate high-quality adver-
sarial parameters effectively for CIFAR-10, since high-
quality adversarial parameters can be generated with quite
small ratios v = 10% and n = 0.75%.
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Table 1. Adversarial parameter attack for networks VGG-16 and
ResNet-18 on CIFAR-10. AC: test accuracy, AA: adversarial
accuracy on the test set.

Attack VGG-16 ResNet-18

AC AA AC AA
No attack 80% 39% 84% 52%
Lo 2% 76%  30% 86% 48%
Lo 4% 5% 22% 84% 37%
Lo 6% 76%  15% 85% 24%
Lo 8% 76%  10% 83% 14%
Loo,10% 7% 6% 85% 6%
L0,0.25% 75% 24% 82% 5%
L0,0_5% 76% 19% 83% 0%
Lo o.75% 5% 17% 83% 2%
Lo 1.0% 77% 16% 84% 2%

Table 2. Adversarial parameter attack for networks Deep VGG and
WRN-32 on CIFAR-10.

Attack VGG-24 VGG-32
a AC AA AC AA
No attack 80% 37% 78% 38%
Leoow,  15% 28% 75% 25%
Leogy,  T7% 15% 74% 1%
Loonow, 9% 4% 716% 4%
Loosw  18% 19% 76% 16%
Lotow,  76% 16% 7% 13%
Attack WRN-32-4 WRN-32-10
ac AC AA  AC AA
No attack 86% 54% 88% 54%
Loy, 8% 48% 88% 47%
Leogy — 87% 19% 88% 24%
Loonow, 85% 2% 89% 4%
Loosw 4% 0% 81% 0%
Lotow — 83% 5% 86% 5%

Comparing the results of VGG-16, VGG-24, and VGG-32,
we find that when the depth increases, the networks become
easier to attack. On the other hand, the results of WRN-32-4
and WRN-32-10 show that the attacks are not sensitive to
the width.

To generate adversarial parameters for a given data as de-
scribed in Theorem [4.1]is much easier than for a dataset, as
expected. Algorithms|[I]and [2]still work in this case, where
T contains a single data. We conduct a simple experiment
to verify this. A data (z,y) is called robust if we cannot
find adversarial examples for it using PGD-(10, 8/255) with
Lo norm. We take a robust sample (x, y) from the test set,
use Algorithms|T|and 2]to generate L 29 and L 19 norm

adversarial parameters for networks VGG-16 and ResNet-
18, respectively. Our experiments show that for all 100 such
data, the attacked networks still give the correct label, but
are not robust anymore.

5.3. Networks trained with more defense methods

In Section[5.2] we show that our algorithms can compute
high-quality adversarial parameters if the original network is
trained with adversarial training. In this section, we further
show that if the original network is trained with other de-
fenses such as TRADES (Zhang et al., 2019) or AWP (Wu
et al., [2020b), the algorithms still work. The results for
VGG-16 and ResNet-18 are given in Figure 2] where only
the adversarial accuracies are given and the accuracies do
not decrease by more than 10%.
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AWP(VGG) —e—AdvTraining(ResNet) —s—AdvTraining(VGG)

R w s wn o
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Figure 2. Experiments for networks VGG-16 and ResNet-18
trained with TRADES, AWP, and adversarial training. Up fig-
ure is for L, , norm parameter attack. Down figure is for Lo,
norm attack.

From Figure[2] the adversarial parameter attacks also work
for networks trained with TRADES and AWP. For the
Lo 10% and Lg 19 attacks, the adversarial accuracies drop
below 15% and are smaller than 30% of original adversar-
ial accuracies on average. Note that AWP is designed to
defend both adversarial examples and parameter perturba-
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tions. It performs better than the other two defenses in most
cases, particularly for the L attack of ResNet-18, where the
adversarial accuracies drop to about 10%, instead of 0%.

5.4. Experiments with more attack methods

In Sections[5.2and [5.3] we measure the robustness of the at-
tacked network Fg_ by calculating the adversarial accuracy
with PGD-10. In this section, we conduct experiments with
three more adversarial attacks on the attacked network Fg, :
the target attack, the Proxy model attack, and the Autoat-
tack (Croce & Hein, [2020). We also consider the random
attack.

From Figure[3] we can see that as the attack budget ratios in-
crease, the adversarial accuracy gradually decreases except
for the random attack. Random attack is a very weak attack,
which can hardly produce adversarial samples. However,
random noises are often encountered in applications, and
the above results show that even the attacked network has
certain robustness against random noises.

We can see that Autoattack is the most effective attack
method for the networks with adversarial parameters. PGD-
10 has similar power to Autoattack, and the other two meth-
ods are relatively weak. For Autoattack, the adversarial
accuracy is 4%(5%) for Lo, 109%(Lo 2%) attacked network,
and the adversarial accuracy declines to about 14%(17%) of
the original adversarial accuracy. The adversarial accuracies
of the Lo 10%(Lo,2%) attacked networks for PGD attack,
Target attack, Proxy model attack decline to 15%(21%),
56%(55%), 63%(57%) of the original adversarial accuracy,
respectively.

From Sections [5.2] 5.3] and[5.4] we experimentally verify
our observations in Section[d} adversarial parameters are
inevitable for commonly used DNNs in a certain sense,
similar to the inevitability of adversarial examples.

5.5. Generate adversarial parameters with small
training set

In the above experiments, the training set to generate adver-
sarial parameters is the total CIFAR-10 training set. Some-
times, the adversary does not have many resources. So
in this section, we will show that a smaller training set is
enough to find adversarial parameters.

We randomly select a subset 7" of the training set of CIFAR-
10, which contains 1/10 samples of the total training set. We
use T as the training set to get adversarial parameters. The
results are given in Figure [d] and Figure[5]

From Figure[d we can see that even with a small training
set, Algorithms|T]and2]still work. For L, norm attacks, the
results for smaller training sets are slightly worse than that
of the whole training set. For Ly norm attacks, the results
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Figure 3. Adversarial accuracies of network VGG-16 on CIFAR-
10 for the target attack, the Proxy model attack, and the Autoattack,
the PGD attack, and random attack. Up figure is for the Lo ~
attack. Down figure is for the Lo, attack.

are almost the same.

5.6. Experiments for more datasets

In this section, we will show that adversarial parameters can
be found for datasets CIFAR-100 and Tiny-ImageNet.

For each dataset, we use 100 epochs of adversarial training
to train network Fg_ and use PGD-(10,8/255) to attack
Fo,. The network is WRN-34-10, which is the commonly
used network for these two datasets. Then compute Lo 6%,
Loo10%» Lo,0.5%» Lo,19% types adversarial parameters with

Algorithms|lland[2| The results are given in Table%
From Table(3} A gorlthmssm and [2] still work for CIFAR-

100 and Tiny-ImageNet. For CIFAR-100 (Tiny-ImageNet),
the adversarial accuracies of L., 199 and L 19 attacked
networks are 32% (26%) and 32% (42%) of that of the
original network, which are significant declines although



Adversarial Parameter Attack on Deep Neural Networks

—+—ResNet(s) VGG(s) ResNet(w) VGG(w)
s
=
= 50
Q
m
—
= 40
(&)
Q
T 30
T
& 2o
wv
| -
g 10
p=]
< (o}
0 0.02 0.04 0.06 0.08 0.1

60
—_—
=
=
= s0
Q
(]
—
= 40
Q
Q
U 3
9
= 20 \
(%]
—
CI)J 10
pe]
<C

0

o 0.25% 0.50% 0.75% 1.00%

Figure 4. Adversarial parameter attack for VGG-16 and ResNet-18
on CIFAR-10 dataset, the variation of adversarial accuracy with
attack budget. (s) means that a small training set is used in the

attack. (w) means that the whole training set is used in the attack.

Up figure is for the L , norm parameter attack. Down figure is
for the Lo, norm attack.

Table 3. Adversarial parameter attack of network WRN-34-10 for
datasets CIFAR-100 and Tiny-ImageNet.
CIFAR-100 Tiny-ImageNet
Attack AC AA AC AA

No attack  58% 28% 40% 19%
Loosn  55% 14% 36% 6%
Lo 10% 57% 9%  38% 5%
Loosy ~ 56% 14% 40%  11%
Lo 56% 9%  40% 8%

not as good as that for CIFAR-10. Notice that the adversarial
accuracies for these two datasets are known to be low.

6. Conclusion

The adversarial parameter attack for DNNs is proposed.
In the attack, the adversary makes small changes to the
parameters of a trained DNN such that the attacked DNN’s

=—VGG(w) —e=VGG(s) —e=ResNet(w) —s=ResNet(s)

g Fg(%’) g 8

_ Accurac

a

Accuracy(%)

Figure 5. Adversarial parameter attack for VGG-16 and ResNet-18
on CIFAR-10 dataset, the variation of accuracy with attack budget.
(s) means that a small training set is used in the attack. (w) means
that the whole training set is used in the attack. Up figure is for the
L~ norm parameter attack. Down figure is for the Lo, norm
attack.

will keep the accuracy of the original DNN as much as
possible, but will make the robustness against adversarial
attacks as low as possible. The goal of the attack is that
the attacked DNN is more stealthy to the user and at the
same time the robustness of the DNN is broken. Effective
algorithms are given which can be used to produce high-
quality adversarial parameters in a variety of scenarios. The
existence of nearly perfect adversarial parameters in several
cases is proved under reasonable conditions.

Limitations. The parameters attack method proposed in
this paper can only be established for white-box attacks,
and black box attacks need to be further studied. In the
theoretical aspect, it is interesting to improve the bound
in Theorem [4.3] to any given percentage. Moreover, we
have only proven the existence of adversarial parameters on
two-layer networks, and how to extend the results to deep
networks remains a problem.
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A. Proofs for theorems in section 4|

We first introduce several notations. Let 1 be the vector all of whose components are 1 and 1; the vector whose i-th
component is 1 and all other components are 0. For a vector U, denote U* to be the i-th component of U. For a matrix W,
denote W) to be the i-th row of T and W (*7) the entry of ¥ at the i-th row and j-th column.

For a network F : S — R™ and S C [0, 1], we use F;(z) to denote the i-th component of F(x) for i € [m].

A.1. Proof of Theorems [4.1]

A lemma is proved first.
Lemma A.l. Let v € R™ and v # 0. Then, there exists a w € R™ such that wlv, ||w||e = 1, and ||w||2 > vVn — 1.

Proof. Let v = (v1,...,v,)" and P = argminpc, {[> ;cp [vil = X p [vil}. We can assume 32, p [vi] —
> iempp Vil =k = 0. Forany j € P such that v; # 0 and Py = S/{j}, we have |} ,cp |vil = > ey p, [0ill =
|2|v;| — k| > k, which implies k& < |v;].

We now define w = (w1,...,wy)" € R™. Setw; = 1if v; = 0. Select a j € P such that v; # 0 and let w; = sign(v;) if
i€ P/{j}and v; #0,and w; = ~Zier ‘WH%;G["]\P vl R [n]\ P, let w; = —sign(v;) if v; # 0. It is easy to

check that ||w||eo = 1, ||w]||2 > v/n — 1, and w_Lv. The lemma is proved. O

We now prove Theorem [.1]

Proof. By Lemma there exists a vector v € R™ such that v_Lzg, [|[v|]|]2 > v/n —1 and ||v||.c = 1. Moreover,
we can assume that at least nnq /2 coordinates of Relu(W;(z + ev) + by) are bigger than b. If this is not valid, we
just need to change v to —v, and then Relu(Wy(z + ev) + b1) + Relu(Wi(x — ev) + by) > 2Relu(Wiz + by), since
Relu(z) + Relu(y) > Relu(x + y) for all z,y € R. By condition Cs, at least nyny coordinates of 2Relu(Wyx + by) are
bigger than 2b, but fewer than nn, /2 coordinates of Relu(W; (x + ev) + by ) are bigger than b, so at least nn, /2 coordinates
of Relu(W7 (z — ev) + by) are bigger than b.

Let Iy € [m] such that Iy # yo, Wa = —(WQ(yO) — W2(l2)) € RY>*™, U, € R™*X" all of whose rows are puv” (the
transposition of v), and U = diag(sign(W3)) € R™*™ Let Wy = Wy + UU, and

G(z) = WaRelu(Wyz + by) + bo.
We will show that G satisfies the condition of the theorem.

Since vLxg, we have G(zg) = F (o) and G gives the correct label for xy. Since ||v||oc = 1, we have ||Wl —Willeo =
|UUslloe = [|Uslloo = [|1v]loo < p. and thus [|©4 — O|sc < p.

So it suffices to show that G(z + ev) will not give g + ev label yo, which means that G has adversarial samples to z in
Soo (o, €). Since

G(zo + ev)
WQRCIH(Wl (fEO + E'U) + bl) + b2
WoRelu(Wy (2o + ev) + by + eUU,v) + by

we have

Gyo (o + €v) — G, (xg + €v)
Fyo(xo + €v) — Fr, (xo + €v)+

WaRelu(Wy(x + ev) + b1) — Relu(Wi(z + ev) + by + eUU,w)).
Since e(Relu(f) — Relu(e + f)) = —|e|(|Relu(f) — Relu(e + f))| forall e, f € R, we have

—Wa(Relu(Wi(x + ev) + by) — Relu(Wy (x + ev) + by + eUU,v))
= |Wa|(|Relu(W;(x + ev) + by) — Relu(Wy(z + €v) + by + eUU,v)|).

12
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Since eUU,v = epl|v||3sign(W3) and ||v||2 > v/n — 1, each weight of |eUU,v| is at least ex(n — 1). Note that if e > 0
and f € R, then |Relu(e) — Relu(e — f)| > min{e, | f|}. As a consequence, if i satisfies (Relu(Wy(z + ev) + b1)); > b,
then (|Relu(Wy(z+ ev) +b1) —Relu(W1 (z + ev) + by +eUU,v)|); > min{eu(n—1),b}. Since at least yn /2 coordinates
of Relu(W; (x + ev) + by) are bigger than b, we have ||[Relu(W7 (z + ev) + b1) — Relu(Wy(x + ev) + by + eUU,w)||; >
nny/2min{eu(n — 1), b}. By condition Cs, it is easy see

—Wa(Relu(Wi(x + ev) + by) — Relu(W (x + €v) + by + eUU,v))
[W|(|Relu(Wy(z + ev) + by) — Relu(Wy(z + ev) + by + eUU,v)|)
[[Wal||_oo|[Relu(Wy(x + €v) + by) — Relu(Wy(z + ev) + by + eUU0)||1

AV

Y

min{ep(n — 1), b}enin/2,

that is, Wo(Relu(Wy (z + ev) + b1) — Relu(Wi(z + ev) + by + eUU,v)) < —min{eu(n — 1), b}cnyn/2. By condition
C4, we have F (zo + ev) — Fi, (zo + ev) < A. Then we have
Gyo (x0 + €v) — Giy (20 + €v)
= Fy(xo + €v) — Fi,(x0 + €v)+
Wa(Relu(Wi(z + ev) + by) — Relu(Wy(z + ev) + by + eUU,v))
< A —min{eu(n —1),b}enin/2 < 0.

Thus if ny > Wm, then G, (xo + €v) — Gy, (xo + €v) < 0 and the label of G(x¢ + €v) is not yo. The theorem
is proved. N

A.2. Proofs of Theorems

We first prove a lemma.

Lemma A.2. Let W € R™™™ g € R™, Wy € RY", and b € R™. Ifsign(Wx + b — cl) has at least k weights which are
lforac> 0andk € Z, then

WiRelu(Wz + b) > WiRelu(Wz + b — ~ysign(W1)) + k||[W1|| -0 min{c, v}.

Proof. We first have two simple results:
(r1): forall @ > 0 and b € R, it holds that Relu(a) — Relu(a — b) = min{a, b}.

(r2): for all a, b, ¢ € R, if bc > 0, then it holds that b(Relu(a) — Relu(a — ¢)) > 0, because Relu is a monotonally increasing
function.

For the j-th weight of Wx + b, we have that

(1) If Wz + b)) > ¢, then by (rl), it holds Relu(Wz + b)) — Relu(Wz + b — sign(W;))V) = min{(Wz +
b)) Asign(W1)}. So (Wi)U) (Relu(Waz + b)) — Relu(Wz + b — 4sign(W1))9)) = (W)Y min{(Wz +
b)), sign(W1)} > ||Wi |- min{e, v}

(2) For all j € [n], by (r2), we have that (W;)U) (Relu(Wz + b)) — Relu(Wz + b — ysign(1W7)))) > 0.
Since at least k coordinate j satisfying (Wz + b)) > ¢, it holds

WiRelu(Wzx + b) — WiRelu(Wz + b — ysign(W1)) > k||W1||— oo min{c, v}.
The lemma is proved. O
We now prove Theorem [4.3]

Proof. By condition Cy, for [ € [m], there exist a v; € R™ such that v; LS, v; Loy for | # k, and ||v;||2 = 1. Then
[v]oe < 1.
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By condition C, for any x € S, at least 7n1 /2 coordinates of Relu(W7 (z + ev,) + by1) are bigger than b or at least nn; /2
coordinates of Relu(W1 (z — ev,) + by ) are bigger than b. This is because, from Relu(a) + Relu(b) > Relu(a + b) we have

(Relu(Wy(z + evy) + by) + Relu(Wr (x — evy) + b1))/2 > Relu(Wiz + by).

Thus from Cj, at least nny coordinates of Relu(W1z + by) are bigger than b, so we obtain the result.

For convenience, we define a function G(z,y) : (R",R) — R as G(x,y) = |[sign(x — y1)||o. It is easy to see that,
G(z,b) is the number of coordinates of z that are bigger than b. We thus have G(Relu(W7 (x + evy) + b1),b) > nnq/2 or
G(Relu(Wi(x — evy) + b1),b) > nny /2 for all x, and hence for [ € [m], we have

Pioyy~n, (GRelu(Wi(x + evy) 4+ b1),b) > nni/2 or G(Relu(Wi(xz — evy) + b1),b) > nni/2) = 1.

For events e and f, it is easy to see that P(e or f) < P(e)+P(f). We thus have P, .y p¢ (G(Relu(Wy(z+evy)+b1),b) >
nn1/2) > 0.5 0or P, oy pg (G(Relu(Wi(z — evy) + b1),b) > nny/2) > 0.5. Without loss of generality, we can assume
that

Py y)~Ds (G(Relu(Wy(x + evy) + b1),b) > nn1/2) > 0.5.

For | € [m], let W;l) W(l) W(l+1) W(m+1) W(l) Now assume U,, € R™ %", whose rows are all pv;, and

U = —diag(mgn(Wg))) Let W1 Wi+ = Zl 1 UU,, and

g(l‘) = WQRS]U(WL% + bl) + bo.

We will show that G(z) satisfies the conditions of the theorem.

It is easy to see that ||Og — Ol|c < p, where O is the parameter of ]-' and Og is the parameter of G. For any x € S, by Cy,

we have vz = 0 for all [ € [m], so Uz = 0. Then Wiz = Wiz + L LS (UiUy)z = Wi, which means G(z) = F(z),
and thus the accuracy of G over Dg is equal to that of F.

Moreover, we have that
W1 (x + evy)
= Wlx + e'vay
= Wiz + Wi, + 53" UUw,
= Wiz + eWivy, + inUigy)vy
= Wi(z +evy) — %sign(Wéy)).

Let 2 € S satisfy G(Relu(Wy(z + evy) + b1),b) > nny /2. By conditions C; and Cs, we have that

Gy(z + evy) — Gypa(z + €vy)
WY — W ))Relu(W) (2 + ev,) + b1 + o) — oyt
2 2 Y

= W Relu(Wy (2 + evy) — Lsign(W”) + by) + b — by

< W;y)Relu(Wl ( + evy) + b1) — min{ep/m, blenin/2 + bgy) — b4t (by LemmdAD)
= Fy (ot evy) = Fyar(z + ev,) — minfeps/m, bhenyn/2

< A —min{eu/m,b}enin/2 < 0.

Thus G does not give label y to = + ev, and G has an adversarial example of = in So(x,€). Furthermore, since
P2.y)y~p, (G(Relu(Wy(z + €vy) + b1),b) > puni/2) > 0.5, we have that

P(2,4)~Ds (G has an adversarial example of x in B (z,€)) > 0.5

which is equivalent to the theorem. O
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A.3. Proof of Theorem

We first prove a lemma.

Lemma A.3. ForU ¢ R”, V € R'*" and k € R, we have

(1): f VD >0, then VRelu(U) < VRelu(U + k1),

(2): If V) <0, then VRelu(U) > VRelu(U + k1MW) + (k — |[|U]|oo) |V V.

Proof. 1t is easy to see
VRelu(U) — VRelu(U + k1W) = VD (Relu(U))M — (Relu(U + k1)),

Since Relu is a monotonically increasing function, we obtain (1).

For a,b € R and b > 0, Relu(a) — Relu(a + b) < —(b — |a|) is valid, so (Relu(U))*) — (Relu(U + k1MW) <
—(k = [UW]) < —(k = [|U]|oo)- I V) < 0, then (V) ((Relu(U))M) — (Relu(U + k1)M) > [VID|(k — HUHoo)
and (2) is proved.

Now we prove Theorem [4.3]

Proof. We first prove the following claim:

(C). For any v > mn and € > 0, there exists a ©, € R* such that ||©, — Ol|y < v, AC(Fo,) = AC(Fo), and
AA(Fo,,€) =0.

By condition C1, for ¢ € [m], there exists a k; such that W ) < 0. Letq = min;e m]{\(VV2 for

[ € [m], there exists a v; € R™ such that v; LS, v; Ly, for 74 k, and ||v;||2 = 1, which means HleOO <1

Let T = maxX;cm],||z||,= 1{|(W2 )|Uz|}. Forz € S, let CW(F, x) = max;,,{F,(x) — F;(x)} where y is the label of z.

Since S C [0,1]™, Fis piece-wise linear and bounded, there exists a C' > 0 such that CW(F,z) < Cand ||[Wiz+b||e < C.

Let K = C/E(;FQT + CJe. Wy € R™*™ is defined as W(J) W(j) + K3 iepm 1 = ki)vi) forall j € [n4], that is, add
Kw; to the k;-th row of 7. Let

G(z) = WoRelu(Wyz + by) + bo.
We will show that G(z) satisfies the condition of the theorem.

For any z € S, by condition Cs, we have vz = 0 for all [ € [m], so Wiz = W, which means G(z) = F(z). Thus the
accuracy of G over D is equal to that of F.

For any « € S, we know that z satisfies CW(F,z) < C and ||Wiz + b||o < C, then

Gy(x + evy)
= WYRelu(W;(z + evy) + 1, Ke+b) + b
— WiYRelu(Wyz + b+ 1;, Ke + eWyv,) + b5
WiV Relu(Wiz + b + 1y, Ke) + el Wi || Wi, | + b8
(

<

(v) ()
< Wo"Relu(Wiw + b4 1, Ke) + €T + by
< WRelu(Wiz +b) — [W¥™)|(Ke — C)

+€eT + by (By Lemmal[A3)

Wg(y)Relu(Wlx +b)—q(Ke—C)+ €T + béy)
= WYRelu(Wyz +b) — C — €T + by
= Fy(z)—C—€T.

15
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l2,ky)

By Condition C', there exists an [l # ¥ such that WQ( >0, so

Gi, (x + evy)

Wy Relu(Wya + b+ 1, Ke+ eWivy) + by

Wi Rel(Wi + b+ 1g, Ke) — e[ W3 || Wy, | + b5
Wy Relu(Wiz 4 b) — €T + b5*) (By LemmdA3)

Fi, (x) — €T

AV AV

Since Fy(z) — C < Fi,(x), we have
G, (x + evy) > Fi,(x) — €T > Fy(x) — C — €T > Gy (x + evy),

so G does not give the correct label to = + €v,,, which means that G has an adversarial example of = in S (z, €). The claim
(C) is proved.

Let v = (n+ m + 1)m > nm. By claim (C) just proved and the fact |©] = (n +m + 1)ny + m, if ny > m/n, then we

have that [|[©, — Ol[o <v=(n+m+1)m = (nﬁfﬁiﬁm O] < St 1O| < 1|©|. The theorem is proved. [

B. More training details

In this section, we will show that, Algorithms[I]and [2]are convergent and stable. We use Algorithms [T]and 2]to compute
adversarial parameters for VGG-16 on CIRAR-10. PGD-(10,8/255) is used to solve problem (@). The GPU we used in the
experiment is NVIDIA GeForce RTX 3090.

When the algorithm goes on, we will observe the empirical loss

1

Lossce(T) = m Z Leg(Fo, (2),9),
(z,y)€T
and the adversarial loss 1
Lossar(T) = A Z o ESm e 8/255) Lee(Fo. (@), ).
(z,y)€T ’

the accuracy AC, and the adversarial accuracy AA on the T', where T is training set and |7T'| is the number of examples in
the T'. The change of these values with training epochs was shown in Figure[6]

—_ 0
X 80 8 e 055 CE)( Algorithm 1)
A (Algorithm 1 .
b ceerelgenthm 1) — = Loss(AT)(Algorithm 1)
3 Adv Accuracy{Alzorithm 1) “5
o
o Accuracy(Algorithm 2) - Loss(CE)(Algorithm 2)
= R .
3 —Adv Accuracy(Algorithm 2) = | 055(AT)(Algorithm 2)
g ® > .
< 40
20 20
,
o
0 10 20 30 20 0 10 20 20 10
Epoch Epoch

Figure 6. Left: Change trend of accuracy and adversarial accuracy with training going on. Right: Change trend of value of loss function
with training going on.

At first, the accuracy and the adversarial accuracy decline rapidly, and correspondingly, the values of loss functions
Leg(T) and Lot (T) rise rapidly. This is because in Phase one, we are trying to break the accuracy by using loss function
_ﬁ Z(a:,y)eT Lar(Fo(z),y), as shown in Section
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Then, after Phase two starts, Lcg(T') and Lar (7)) fall, but Leg(7) falls more rapidly and reaches a small value 0.1. But
Ler(T) \will become small, as shown in Figure
y

Lat(T) falls slowly and finally stabilizes at a relatively large value. So, Tar(T)
Correspondingly, the accuracy rises more rapidly and reaches a high level, and the adversarial accuracy rises more slow
and stabilizes at a low level. We thus obtain adversarial parameters: keep the accuracy and reduce the robustness.

—— Algorithm 1

Algorithm 2

0 10 20

VEpoch
Figure 7. Relation between training epochs and Lcg(T")/Lar(T).

Moreover, adding a regulation term to the loss function in Phase two will make the training process more stable and quick,

2 (z.yyer Lo(Fe(2),y) . ..
ZETZ;Z Lii(]’i(m),y) + A2 yer B(Fe(z),y)/|T|. For more quick and stable training,
we can take A = 0.1 and R(Fg(z),y) = Ler(Fo(x),y) for the first two epochs in the Phase two. For subsequent training,

we change R(Fo(z),y) to be m and keep A = 0.1. Adding regular terms like this will make the training in the

Phase two about six times faster.

that is, using the loss function

C. Phase One of Algorithms 1| and [2)is necessary

We will show that, when Phase one is not used, Phase two may have gradient vanishing problems. We first prove a lemma.

Lemma C.1. We have
Lee(Fo(x),y)

Leg(Fo(),y)
Lar(Fo(2),y)

y
Ve Lar(Fe(z),y)

oo = O( ) (10)

Proof. We have

Lee(Fo(2),y) _ VelLcr(Fe(2),y)Lar(Fe(2),y) — VeLar(Fe(2),y)Len(Fo(2),y)

Ve Lar(Fo(z),y) Lar(Fo(z),y)? (v
Use Fo ;(x) to denote the i-th weight of Fg (x). Then
oFou (@)
Leg(Fo(x),y) = —In W7
so we have
VeLcr(Fe(z),y) = Z#y(ve}"@’i(x))ef@ﬂ(m). (12)

Zie [m] e}_e’i @)

Note that || Ve Fg ()|l < C forany i € [m],z € [0,1]" anda C' € R, where C depends on ©. For two vectors a, b € R¥,
use a < b to denote that a() < b¥) for all i € [k]. Then equation (T2) becomes

Zi;éy eFe.i(T)

T 1 =C0(1 e FerFe@w)y, (13)
ZzG[m] eFe.i(®)

|V@LCE(}—@($), y)| <C

Similarly, we also have that
Vo Lar(Fo(z),y)| < CI(1 — e Lar(Fol®).v) "
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Substituting the inequalities (I3) and (T4) into equation (TT), we have

Lon(Fol).0) | _ gy L= 8709 | Lonp(Fo(a).p)(1 = s Zo0)
Lar(Fo(z),y) Lar(Fo(z),y) (Lar(Fo(x),y))?

Ve

Note that, when = € (0,00), z > 1 — e~ *. Then

Leg(Fo(2), y) Leg(Fo(w), y)
@LAT(]:G)(Qf)vy) Lar(Fo(x),y)

from which (T0) is proved. O

v | <2C( )1

From Lemma for a well trained Fo, if Leg(Fo(x),y) is very small comparing with Lar(Fe(z), y), then the value
of Vg %‘;E;Z; also becomes very small and thus we have gradient vanishing. Phase one of Algorithm|l|is to make
Leg(Fo(x),y)/Lar(Fo(z),y) become large to avoid this problem.

In what below, we will use experiments for CIFAR-10 to verify such phenomenon. The original network is VGG-16,
which was trained by adversarial training with PGD(10-8/255), uisng 200 epochs. PGD-(10,8/255) is used to compute the

adversarial accuracy of the test set.

Firstly, we show the value of loss function Lcg and Lat on the training set, as show in TableEt

Table 4. Average value of Loss function on the training set.
Leg Lar
76-107° 6.8-107°

The value of Lcg is much smaller than that of L op.

Now, we find adversarial parameters by using algorithm [T] and 2] but without Phase one, and the result after adversarial
parameters attack is in Table [5}

Table 5. Algorithm without Phase one. AC: accuracy, AA: adversarial accuracy,

Attack AC AA

No attack 80% 39%
Locoos  79% 38%
Locoto  79% 38%
Logsw 80% 39%

It can be found that the accuracy and the adversarial accuracy hardly change. This is because the gradient is almost zero in
the training, and as a consequence, the value of parameters almost unchanged. We can also get this conclusion through the
change of the value of the loss function and the accuracy in the training process without Phase one, as shown in the Figure ]

00001

000008
0.00008
000007
0.00006

Accuracy
>

0.00005
0.00004 e L055(CE)

000003 Loss(AT)

Value of Loss

0.00002

94 0.00001
0 10 20 30 40 o

o 10 20 30 40

Epoch Epoch
Figure 8. The change of the value of loss function and accuracy in the training process, without Phase one.
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It can be seen that these values will hardly change during training, which is caused by the vanishing of gradient.

If using Phase one, the value Lcg/Lat will increase in Phase one to prevent vanishing gradient in Phase two. To compare,
the values of loss functions Lcg and LaT on the training set after Phase one is shown in the Table@, and the accuracy and

adversarial accuracy are shown in the Table

Table 6. Average value of Loss function on the training set after Phase one.
Leg  Lar
47.56 61.11

Table 7. Algorithm with Phase one. AC: accuracy, AA: adversarial accuracy,
Attack AC AA

No attack 80% 39%
Loo70.06 76% 15%
Locoto 7% 6%
L070‘5% 76% 19%

Loww,  T1% 16%

The results are much better than that without Phase one, so Phase one is necessary.

If the original network satisfies Lcg ~ LT, then the algorithm without Phase one can also work, but using Phase one gives
a better result. To show that, we use network Resnet18, and other setting is the same as before. The values of loss functions

Lcg and Lt on the training set are shown in Table

Table 8. Average value of Loss function on the training set.
Leg Lar
0.0032 0.0071

The value of Lcg is not much smaller than L.

Now, we find adversarial parameters using Algorithms [T|and 2] and using Algorithms[I]and [2] without Phase one. The result
after adversarial parameters attack is given in Table 9]

Table 9. Accuracy and Adversarial Accuracy for parameters attack, AC: accuracy, AA: adversarial accuracy.

With Phase one  Without Phase one
AC AA AC AA

No Attack  84%  52%  84%  52%
Leooos 8% 24%  87%  32%
Leoo1 85% 6% 8%  19%
Loosy 83% 0%  87% 1%

Loty 84% 2% 88% 1%

Attack

It is easy to see that the algorithm with Phase one has better results.
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