Branch-Commit-Validate: A Git-Inspired
Workflow for Autonomous Red-Team Agents
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Abstract. Red-team penetration testing is critical for uncovering vul-
nerabilities and strengthening defenses. Automating these complex en-
gagements requires traversing vast, dynamic attack spaces and adjusting
to real-time target changes, an area where existing search-based plan-
ners and deep reinforcement-learning (RL) agents struggle due to com-
binatorial explosion and prolonged training requirements. This paper
presents Branch, Commit and Validate, a Git-inspired workflow that
orchestrates specialized agents through parallel hypothesis exploration
(Branch), metadata-rich recording of CPU-hours and operator-interaction
time (Commit), and automated reliability and performance validation
before integration (Validate). We intend to test the framework in a multi
host, multi service simulated enterprise setting, gauging gains in decision
delay, exploration efficiency, and validated coverage.
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1 Introduction

Red-team penetration testing provides organizations with proactive insights into
security weaknesses before adversaries can exploit them. According to the 2023
CyberRisk Inc. survey, more than 80% of firms perform regular red-team exer-
cises, each requiring approximately 120 human-hours and often exceeding planned
durations due to manual pivot planning and reconnaissance [1] [2]. To miti-
gate these resource demands, researchers have introduced autonomous software
agents - programs capable of perceiving network states, formulating attack plans,
and executing exploits with minimal human input [3]. However, current automa-
tion techniques face three main obstacles. First, the number of potential attack
paths increases exponentially with network size, causing search algorithms to
stall and RL agents to demand hundreds of episodes to converge [4], [5]. Sec-
ond, static attack graphs precompute a limited set of paths and cannot adapt
when target systems reconfigure mid-engagement [6]. Third, while multi-agent
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frameworks distribute tasks such as reconnaissance, exploitation, and privilege
escalation, they often operate without formal coordination, resulting in redun-
dant actions and conflicting outcomes [7], [8].

To address these limitations, we employ concepts from Git, a version-control,
shared-data system with support for concurrent development via branches, context-
aware commits, and merge-gated by CI testing. Our Branch-Commit-Validate
lifecycle adapts these principles to autonomous red teaming: specialized Re-
connaissance, Vulnerability Analysis, and Exploitation Agents generate parallel
attack hypotheses (Branch); successful findings are committed along with CPU-
hours and operator-interaction minutes to a central repository (Commit); and
each commit undergoes automated reliability, performance, and coverage valida-
tion before merging (Validate). We will demonstrate that this approach ensures
traceability, scalability, and quality gating in red-team automation.

2 Branch-Commit-Validate Workflow

In this section, we detail each phase of our workflow proposal and ground our def-
initions in existing literature. From a sequencing perspective, a Reconnaissance
Agent (Recon Agent) initiates campaign setup by scanning the target network
to enumerate hosts, open ports, and services, and spawning distinct exploration
threads called branches. Vulnerability Analysis Agents operate on these branches
in parallel, formulating targeted hypotheses (for example, “Host 10.0.0.42 run-
ning SSH (Secure Shell) 7.4 may harbor CVE-2018-15473") and executing tests.
This parallel frontier exploration (advancing many sibling hypotheses concur-
rently) resembles Monte Carlo Tree Search techniques, which improve discovery
in large decision trees through concurrent path simulations [9].

Recon Branch 1: Vuln Branch A: Exploit Branch A1:
Scan External Apache CVE CVE-2021-41773
Network Analysis Exploit
Success
New Recon Branch: Main Branch:
Internal Pivot Confirmed Findings

Fig. 1. Proposed Branch-Commit-Validate workflow architecture.

Fig. 1 illustrates the full Branch-Commit-Validate lifecycle: the Recon Agent
(red) performs host discovery and port scanning, generating branches passed to
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the Vulnerability Agent for Common Vulnerabilities and Exposures (CVE) anal-
ysis as well as attack graph construction. These branches are then extended to the
Exploit Agent for exploit attempts and shell or data access. Validated commits
from successful exploits populate the Main Branch (green). A customized Pivot
Agent may be activated to start reconnaissance from the recently compromised
host when a successful exploit has been verified and integrated into main, hence
creating new recon branches further into the network. From this point, Pivot
Agents (purple) launch new reconnaissance branches on compromised hosts.
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Fig. 2. Example of attack process during a penetration test.

Fig. 2 presents a concrete example: Recon Branch 1 scans the external net-
work, leading Vuln Branch A to perform Apache CVE analysis and Exploit
Branch A1 to successfully leverage CVE-2021-41773, its validated findings merge
into the Main Branch and trigger a pivot, spawning a New Recon Branch for
internal assessment. In contrast, Recon Branch 2 probes an internal server, Vuln
Branch B tests SSH weak-credential hypotheses, and Exploit Branch B1’s brute-
force SSH attempt fails; this branch is pruned and excluded from the main cam-
paign. To structure our Git-inspired process, we break the lifecycle into three
sequential phases:

— Branch: Parallel hypothesis generation and exploration by specialized agents.

— Commit: Metadata-rich recording of confirmed findings, including CPU-
hours and operator interaction.

— Validate: Automated checks for reliability, performance, and meaningful
coverage gain before integration.

Collectively known as BCV, each phase is described below.
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2.1 Branch: Parallel Hypothesis Exploration

The process begins with a Reconnaissance Agent performing active and passive
scans to enumerate hosts, open ports, and services. For every discovered target
(e.g., IP address and port combination), the Agent creates a new branch, spawn-
ing a Vulnerability Analysis Agent tasked with probing specific hypotheses such
as “Host 10.0.0.42 running SSH 7.4 may be vulnerable to CVE-2018-15473.” This
parallel exploration strategy mirrors Monte Carlo Tree Search (MCTS) method-
ologies, which have demonstrated superior path discovery in large decision spaces
by running concurrent simulations [9]. By dividing the search space among mul-
tiple branches, we alleviate the Bellman’s “curse of dimensionality” that plagues
monolithic and RL-based planners [4] [5].

2.2 Commit: Metadata-Enriched Recording

— Action Trace: An ordered log of commands and payloads deployed.

— CPU-Hours: Cumulative compute time consumed during branch execution.

— Operator-Interaction Minutes: Total human oversight time (e.g., prompt
confirmations or manual adjustments).

This enhanced metadata collection builds upon best practices in collaborative
security workflows, enabling reproducibility, auditability, and informed resource
planning [10]. We provide a comprehensive view of automation efficiency and
simplify comparisons among approaches by including human-effort measures in
addition to computational expenses.

2.3 Validate: Automated Reliability And Performance Checks

Before a commit merges into the main campaign, a Validation Agent executes
a three-pronged quality check. First, reliability validation replays the exploit
sequence in an isolated environment to verify the consistency of shell access or
payload effect. Second, performance validation measures response latency and
enforces a configurable threshold (e.g., < 200 ms round-trip time) to ensure
practical exploit execution. Third, coverage validation calculates the incremental
reachability gain, requiring measurable incremental reachability gain (e.g., new
subnets, hosts, or privilege domains) to ensure only strategically meaningful
branches are integrated. Commits failing any criterion are automatically pruned
or scheduled for re-examination, thereby maintaining campaign integrity and
efficiency [11].

3 Related Work

Automation in penetration testing spans several paradigms. Attack-graph-based
planners model network exploitation as a search problem, navigating graph nodes
and edges representing hosts and vulnerabilities [12], [6]. Deep RL frameworks,
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such as those by Hu et al., train agents through reward-driven exploration of
scanning, exploitation, and lateral movement phases [4]. More recently, large lan-
guage models (LLMs) power systems such as AutoAttacker, orchestrating sum-
marization, planning, and action modules in iterative cycles to generate complex
attack sequences [13]. While these methods advance the state of automation, they
often lack integrated support for parallel branch management, resource-centric
metrics, and gated integration. Our Branch-Commit-Validate workflow synthe-
sizes these elements within a version-control-inspired model, offering enhanced
scalability, auditability, and controlled human-in-the-loop collaboration.

4 Experimental Evaluation

We have developed a prototype implementation of the Branch-Commit-Validate
framework and plan to evaluate it in a controlled simulated enterprise network
environment. The testbed will consist of approximately 50 virtual hosts config-
ured with a range of commonly exploited services (e.g., web servers, database
engines, SSH). Our evaluation will benchmark BCV against a baseline monolithic
penetration testing planner by comparing metrics such as the number of unique
vulnerabilities confirmed, the reduction in redundant scanning and exploitation
attempts, and the average time between commit creation and validation. We
intend to run multiple independent trials and apply statistical tests (e.g., paired
t-tests) to assess significance. These experiments will help quantify BCV’s ef-
fectiveness in improving vulnerability coverage, reducing operational overhead,
and accelerating the confirmation of findings.

5 Conclusion

We have presented BCV, a novel application of distributed version control and
CI paradigms to autonomous red-team operations. By enabling parallel hypoth-
esis exploration, capturing both computational and human-effort metrics, and
enforcing automated quality gates, our framework delivers improved coverage,
efficiency, and reliability. Future work will explore adaptive branch-prioritization
heuristics based on commit metrics, integration of sandboxed CI pipelines for
safe exploit replay, and scaling evaluations to larger, real-world network topolo-
gies. We also plan to examine the trade-offs between automation depth and
operator oversight by analyzing detailed interaction logs.
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