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Abstract

We study learning adversarial Markov decision
process (MDP) in the episodic setting under the
constraint of differential privacy (DP). This is mo-
tivated by the widespread applications of reinforce-
ment learning (RL) in non-stationary and even ad-
versarial scenarios, where protecting users’ sen-
sitive information is vital. We first propose two
efficient frameworks for adversarial MDPs, span-
ning full-information and bandit settings. Within
each framework, we consider both Joint DP (JDP),
where a central agent is trusted to protect the sensi-
tive data, and Local DP (LDP), where the informa-
tion is protected directly on the user side. Then, we
design novel privacy mechanisms to privatize the
stochastic transition and adversarial losses. By in-
stantiating such privacy mechanisms to satisfy JDP
and LDP requirements, we obtain near-optimal re-
gret guarantees for both frameworks. To our knowl-
edge, these are the first algorithms to tackle the
challenge of private learning in adversarial MDPs.

1 INTRODUCTION

Reinforcement learning (RL) is a prominent sequential
decision-making framework, where an agent learns to mini-
mize its long-term loss by interacting with an environment[ﬂ
It has gained remarkable attraction in real-world applica-
tions across several fields such as healthcare [|[Gottesman
et al., 2019], online recommendation [Afsar et al., [2022],
and language model [[Ouyang et al.l [2022]. However, in
these applications, the learning agent continuously improves
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'We consider the setting of “losses” instead of “rewards” to be
consistent with the adversarial online decision-making literature
[Jain et al., 2012, Jin et al., [2020a]]. One can translate between
losses and rewards by simply taking negation.

its performance by learning from users’ personal data and
feedback, which usually contain sensitive information. With-
out privacy protection mechanisms in place, the learning
agent can memorize information of users’ interaction his-
tory [Carlini et al.,|2019]], which makes the learning agent
vulnerable to various privacy attacks [Le1 et al., [2023]].

Over the past decade, differential privacy (DP) [Dwork
et al.| [20006] has been extensively applied in various private
decision-making settings, e.g., private multi-armed bandits
[Basu et al., 2019, [Tao et al., 2022]. Under DP, the learning
agent collects users’ raw data to train algorithms while en-
suring that the output is indistinguishable from its output
returned by an alternative universe where any individual user
is replaced, thereby mitigating the aforementioned privacy
risk. Despite such a promise, [Shariff and Sheffet, 2018]] and
[Vietri et al., 2020] show that standard DP is incompatible
with sub-linear regret performance for contextual bandits
and RL. Therefore, they embrace joint differential privacy
(JDP) [Kearns et al., 2014], a variant of DP, ensuring that
the output of all other users will not leak much information
about any specific user. In some situations, they even adopt
local differential privacy (LDP) [Duchi et al., 2013]] in pri-
vate RL [Garcelon et al.|[2021]] due to its stronger privacy
guarantee, where each user’s raw data must be privatized
before being sent to the learning agent.

Nonetheless, private RL is still far from being well-
understood. All of the previous work assumes that the losses
are generated by a stochastic distribution that is stationary
throughout the learning process. This assumption is quite
restrictive for plenty of real-world systems since the loss
function may depend on additional variables controlled by a
complex and unpredictable part of the environment. These
extra variables may be challenging to model and predict
using a stochastic distribution and only impact the loss in-
curred by the user. Specifically, the loss function might
unpredictably vary across episodes and even be generated
by a potential adversary. In these scenarios (with privacy
concerns), modeling loss functions as adversarial would be
more relevant; examples include recommendation system



[Zhou et al.,|2019]], medicine trials [Liu et al., 2020], and
portfolio management [Luo et al.l 2018]]. For instance, in
recommendation systems, the agent recommends items (cor-
responding to actions) according to users’ search input (cor-
responding to states) and improves its performance based
on users’ rating (corresponding to rewards), and the rating
may depend on some complex and hard-to-model historical
variable of each user and reflect different preferences.

Motivated by these facts, in this paper, we focus on one
fundamental model in online RL under DP constraints, i.e.,
private adversarial MDPs [Even-Dar et al.|[2009]], where the
transition function is unknown and stochastic, but where the
loss function can be arbitrarily determined by an oblivious
adversary. To solve this problem, we are required to design
private algorithms in such non-stationary environments, es-
pecially for adversarial loss functions. Moreover, we must
deal with the dual complexities of adversarially changing
and noisy interaction histories, which makes it challeng-
ing to utilize and generalize past experiences and adapt to
evolving circumstances. To the best of our knowledge, this
paper is the first to consider adversarial MDPs with both
JDP and LDP guarantees. Our contributions are summarized
as follows.

1. We begin with the full-information setting where the loss
for every state-action pair is observed after each interaction.
We present a general algorithm, “Private-UC-O-REPS”,
which uses tighter confidence bounds on components of
the transition function than existing ones in the adversar-
ial MDP literature, and enjoys refined regret bounds under
JDP and LDP constraints by adopting our Central and Local
Privatizer, respectively. Notably, these bounds are problem-
dependent in the sense that they make appear a notion of
effective support of the underlying transition function, and
adapt to the difficulty of the transition dynamics. Further,
they match the best bounds of non-private algorithm [Rosen}
berg and Mansour, 2019a]] in the worst case.

2. We then consider the bandit setting where only the loss
of each visited state-action pair is revealed after each in-
teraction. We propose the “Private UOB-LBPS” algorithm,
which involves a novel private and optimistic loss estimator,
and a log-barrier regularizer for private OMD making the
algorithm more stable. Meanwhile, we obtain near-optimal
problem-dependent regret bounds under both JDP and LDP
constraints. In particular, they also match the near-optimal
regret bounds of the best non-private algorithm [Jin et al.
2020a] in the worst case.

3. We introduce novel Privatizers designed to privatize both
the transition function and the adversarial losses under full-
information and bandit-feedback settings. These Privatizers
satisfy several key properties (see Assumptions [2.3] [3.2]and
1] for details), which play a critical role in the analysis to
help obtain privacy guarantee and the regret bounds, and
could be of interest beyond this work.

We summarize our theoretical results in Table [1l Due to
space limitations, algorithms and all proof details are in-
cluded in the appendix.

1.1 RELATED WORK

Private online decision-making in adversarial environments
has been studied for over a decade, with follow-the-leader
type algorithms commonly employed to address these chal-
lenges. Examples of such scenarios include private online
convex learning [Jain et al., 2012, |Agarwal et al., [2023]],
private expert prediction [Agarwal and Singhl 2017, |Asi
et al.l 2023]], and private (contextual) adversarial bandits
[Tossou and Dimitrakakis, [2017} |/Agarwal and Singhl 2017,
Zheng et al.,[2020], etc.

Regarding private RL with regret guarantees, previous re-
search primarily focused on MDPs in stochastic stationary
environments. Notable approaches include private value-
based algorithms [Vietri et al.| 2020, |Garcelon et al.| 2021},
Qiao and Wang|,2023allb]] and private policy-optimization-
based algorithms [[Chowdhury and Zhou, 20224l 'Wu et al.,
2023|], particularly in tabular MDPs. Initial investigations
into private linear (mixture) MDPs were also undertaken
in|Luyo et al.| [2021]], Ngo et al.|[2022]], Zhou| [2022]], Liao
et al.| [2023]]. However, the machinery and techniques used
in these papers cannot be directly applied in an adversarial
environment.

Adversarial MDPs have received extensive attention, ad-
dressing non-stationary environments with both known and
unknown transition functions, and considering both full-
information and bandit feedback settings. While a number
of algorithms with regret guarantees have been proposed
for this problem recently [Rosenberg and Mansour, [2019alb}
Jin et al., [2020al [Luo et al., [2021| [Zhao et al.l 2023]], we
are not aware of any existing works on private adversarial
MDPs. Thus, we believe this paper makes the first attempts
at designing algorithms for adversarial MDPs with privacy
and regret guarantees simultaneously.

2 PRELIMINARY

2.1 ADVERSARIAL MDPS

An episodic loop-free adversarial MDP is defined by a
tuple (X,.A, P, {ék}szl ,H), where X, A are state and
action spaces with respective cardinalities X and A. P :
X x Ax X — [0,1] is the transition function, with
P(z'|x, a) being the probability of transferring to state z’
when executing action « in state x, and £, : X X A— [0, 1] is
the loss function for episode k. Finally, H denotes the length

>Under the loop-free tabular MDP in this paper, the result in
episodic MDP [Jin et al.|[2018]] will have additional H dependence.



Feedback Algorithm Regret (e-JDP) Regret (e-LDP) Lower bound without Privacy
Full-info | Theorem33( | O (HCmVE + X*41%) | O (HCOuVE + XALE) O(VXAHK)
Bandit Theoremld.2| | © (HCM\/K—!- W) 10) (HCM\/?-}- M) Q (\/XAHQK)

Table 1: Regret comparisons for private online RL on loop-free adversarial MDPE] under both full-information and bandit

settings with e-JDP and e-LDP guarantees. C'ys := hH:_OI \/ 2~ (,a)exy x.A C,a denotes the cumulative effective support,

where C;, , == [Zw’eXh( . \/P(x’|x, a)(1 — P(2'|x,a))])? denotes the effective support of P(:|x, a). Finally, the lower

bound follows from |Jaksch et al.| [2010]], Jin et al.|[2018]. Note that C'y; < X /A always holds, implying that our bounds
are never worse than O(H X+ AK) of non-private setting [Rosenberg and Mansour, [2019al [Jin et al.,|2020a].

of an episode. We assume that the state space X’ can be de-
composed into H + 1 non-intersecting layers Xy, ..., Xy
such that the first and the last layers are singletons, i.e.,
Xo = {xo} and Xy = {2z p}. Furthermore, the loop-free
assumption means that transitions are only possible between
consecutive layersﬂ In the following, we may write h(z) to
refer to the index of the layer to which = belongs.

The learner interacts with the MDP for K episodes without
knowing P. Before the interaction starts, an oblivious adver-
sary selects the loss functions for all episodes ¢}, arbitrarily.
In episode k, the learner starts at state x( and decides a pol-
icy mp, : X x A — [0, 1], where we write 7y, (a|x) to denote
the probability of taking action a at state x. Then the learner
executes 7y in the MDP, generating H state-action pairs
{(2F,a}) }f;ol, where for h € [H—l]ﬂ af ~ mp(-|z%) and
af .y ~ P(:|z},af). At the end of episode k, the learner
observes the loss feedback, which is the entire loss function
£, under the full-information setting, or the incurred losses

{e,(xF,af) }5;01 under the bandit setting.

The goal of the learner is to minimize the incurred loss in
K episodes in expectation. More formally, for any policy 7
and loss function ¢, we define the corresponding expected
cumulative loss per episode as

H-1
V(m,t)=E | > lxn,an)|P7, 2.1
h=0
where the expectation is taken over trajectories

{(zp, ah)}fgol generated by following 7. The per-
formance of a given learning algorithm A deciding
(7k)k>1 is measured through the notion of regret, which
compares the cumulative expected loss under A to that
incurred by the best stationary policy in hindsight, i.e.,

3This assumption — also known as layered, loop-free assump-
tion — is a standard one in the adversarial MDP literature [Neu
et al.| 2012, Jin et al.} 2020a]. Although not necessary, it will sim-
plify some arguments. This model is a strict generalization of the
episodic setting studied in |Azar et al. [2017]], Jin et al.| [2018]],
where the transitions are stationary across episode steps.

*For n €N, we define [n]:={1,...,n}.

7 € argmin, S0, V (, {). That is,

K K
Ric =D Vime ) = > V(" b).  (22)
k=1

k=1

Alternatively, the goal is to minimize the regret. By default,
A is omitted unless explicitly noted.

2.1.1 Occupancy Measures

Learning in adversarial MDPs can be reformulated as an
online linear optimization problem, using the notion of occu-
pancy measures [Zimin and Neu, 2013|]. Given 7 and P, the
occupancy measure g7 : X x A x X — [0, 1] is defined
as follows:

¢"" (x,0,2") =Pz, = x,an = a, x40 = 2’| Py 7],

where h = h (z) is the index of the layer to which = belongs.
With slight abuse of notation, we define the probability of
visiting state-action pair (z, a) and that of visiting state x as
follows,

") = Y P (@a.2), @)=Y ¢ (2, a).

wleX)l(m)+1 acA

As established in [Zimin and Neu, 2013]], a valid occupancy
measure ¢ satisfies: For all he [H —1],

(Z) Z Z Z Q(x7aaxl):1a

TEX a€EA X' EX) 4

(”)Z Zq(x’,a,x)zz Zq(x,a,z’),V:z:EXh.

z'€Xp1a€EA 2/ €Xpt1a€A

Both (¢) and (i¢) follow from the loop-free structure: ()
holds since each layer is visited exactly once, whereas (%)
holds due to conservation law across layers. Further, any
function ¢: X x A x X — [0, 1] satisfying (¢)-(i¢) induces
the following transition function and policy [Rosenberg and
Mansour, [2019al]:

q(z,a)

q(x)

Pl (2 |z, a) = m, m4(alz) = (2.3)



A denotes the set of all valid occupancy measures. For a
fixed transition function P, A (P) denotes the set of occu-
pancy measures whose induced transition P? equals P. Sim-
ilarly, given a set of transition functions P, A (P) denotes
the set of occupancy measures whose induced transition P9
belongs to P.

Equipped with these definitions, we can rewrite

V(m, £) = Z_: Z Z g (x,a)l(z,a) = (g7, 0).

h=0 z€X}) ac A

Thus, the regret of the learner can be rewritten as

K
Ric=_(¢"™ —q". b)), 24)
k=1

where ¢* € argmingea(p) Zszl (q, £1) is the optimal oc-
cupancy measure in A (P).

When the transition function is known and the loss function
is revealed at the end of each episode, this problem can
be solved by an online linear optimization method [Hazan),
2016|. However, in our setting, both P and A (P) are un-
known, and we face noisy and even partial information on
{), under the bandit setting.

2.2 DIFFERENTIAL PRIVACY IN ADVERSARIAL
MDPS

In adversarial MDPs, each episode k € [K] can be viewed
as a trajectory representing a specific user. Let ¢/ denote
the set of all users, and let Ux = (uy,...,ux) € UK
denote a sequence of K users participating in the private
adversarial MDP protocol with an RL agent M. Each user
uy, is identified by her interaction trajectory Sy, including
the visited state-action pairs and the observed losses. We
denote M (U) := (a}, - ,aly) € AKH as the set of
all actions chosen by M when interacting with the user
sequence Uy, and M_j, (Uk) := M (Uk) \ (a’fb)le as
all the actions chosen by M excluding those recommended
to ug. Then, we first consider the notion of JDP [Kearns
et al., 2014, |Vietri et al., 2020].

Definition 2.1 (Joint Differential Privacy (JDP)) For
any € > 0, a mechanism M : UK — AKH s ¢-Joint
Differentially Private (e-JDP) if for all k € [K), for all user
sequences Uk, U}, € UK differing only on the k-th user,
and for all sets of actions &y ¢ AK-DH

P [Mfk (Uk) € 5(]} <exp(e) P [Mfk (U;() S 50] .

JDP ensures that even if an adversary can observe the rec-
ommended actions to all users but wy, it is still statistically
difficult to identify the trajectory of wj accurately. JDP

assumes that the agent M is allowed to access the raw tra-
jectories from users. However, in some scenarios, the users
may not be willing to share their data with the agent directly,
which motivates LDP [Duchi et al.l [2013]]. In this setting,
the agent M sends policy 7y, to the user uy, and the user
executes 7y, and gets her trajectory Sy, and then privatizes it
to Si and sends it to M. We denote the privacy mechanism
on the users’ side by M’ and recall the definition of local
differential privacy below.

Definition 2.2 (Local Differential Privacy (LDP)) For
any ¢ > 0, a mechanism M’ is e-Local Differentially
Private (e-LDP) if for all trajectories S, S’ € S and for all
possible subset &g C {M’ (S)|S € S},

P[M' (S) € &) <exp(e) - P[M' () € &],

where S is the set of all possible trajectories.

LDP ensures that if any adversary observes the privacy reply
of user wy, it is still impossible to identify her trajectory.
LDP is first introduced and analyzed under RL by |Garcelon
et al.|[2021]].

We introduce some notations for later analysis. Ij, {z, a}
denotes an indicator function whose value is 1 if (z,a)

is visited in episode k£ and O otherwise. Similar definition
H-1
U

h=0

_— H—1
{0 (z,0)} (o) and Sy = { (2}, af, b (25, a3)) },_y as
the trajectory of episode k under full-information setting
and bandit setting, respectively.

also applies to I, {z, a, 2'}. Denote Sy:= {(z}, )

Under a given algorithm, denote Ng(z,a,z’) :=
Z;:ll I {z,a,2'} as the number of visits to the state-
action pair (z, a) followed by a visit to 2’ before episode
k, and denote Ni(z,a):=>_, cx,,, Nr(2,a,2). Finally,

Li(z,a):= Zi.:ll ¢; (x,a) denotes the cumulative loss of
taking action a at state x before episode k. In non-private
learning, these counters are sufficient to find estimates of the
transition function P to design a policy 7y, for each episode
k by using model-based algorithms [Neu et al.,2012]. How-
ever, these counters are derived from the raw user trajecto-
ries, which may contain sensitive information. Therefore,
we must release the counts in a privacy-preserving way,
namely Privatizer, on which the learning agent would rely.
Let Ni(x,a), Ni(z,a,z’), and Li(z,a) denote the priva-
tized versions of Ni(x,a), Ni(z,a,2’), and Lg(z,a), re-
spectively. Assumption[2.3]below requires that the private
visitation counts closely approximate the true counts. The
private loss for full-information and bandit settings will be
specified in Section [3] and Section [] respectively. All of
the private counters will be justified by our Privatizers in
Section

Assumption 2.3 (Private visitation counts) For any pri-
vacy budget € > 0 and failure probability 6 € (0,1],



the private visitation counts returned by Privatizer sat-
isfy, for some E. s > 0, with probability at least 1 — 20,

uniformly over all (x,a,2’,k), |Ni(z,a)—Ni(z,a)| <
E. s, ﬁk(x,a,x’)—Nk(x,a,x’)‘ <FE.; and J\~/'k($c,a) =
ZIIEX}L(IH—I Ni(z,a,2") > Ni(z,a), Np(z,a,z) > 0.

Using Assumption[2.3] we introduce the following private
estimation of P built using data available up to episode k:

Nk (l’, a, w/)

Py (2|2, a) = R(e.0)
kL

2.5)

Note that by construction of Privatizer, Py, (-], a) is a valid
probability distribution.

3 FULL-INFORMATION SETTING

Similar to the non-private algorithms [[Rosenberg and Man{
sour, 2019a], we propose a general framework, Private
Upper Confidence Online Relative Entropy Policy Search
(Private-UC-O-REPS). The core idea is to solve an online
convex optimization problem within the occupancy measure
space, which combines two key elements: tighter confidence
bounds on components of the transition estimate, and i.i.d.
perturbations with bounded maxima on private cumulative
loss functions. The complete algorithm details can be found
in the appendix, and we give a brief description below.

In episode k, we first utilize the private counters Z\~7k+1 to
establish a confidence set Py that contains the true tran-
sition function with high probability, whose radius shrinks
as more data is collected. Then, the occupancy measure
qx+1 is updated by solving an online optimization prob-
lem within Py using the Follow-the-Regularized-Leader
(FTRL) method [Hazan, 2016]. This approach is employed
due to our utilization of private cumulative loss Ly ;. Fi-
nally, the induced policy w9+ is chosen and executed in
the next episode.

Specifically, the confidence set Py, is defined as
Pr :{PeAﬁéxA |(P=By) (|2, a) | < Br(@|2,a),

V(z,a,2") € X x AX Xpy1,h € [H] },

(3.1
where A%, 4 denotes the set of all transition functions for
the state-action space X' x A, and where the confidence
width associated to (z,a,z’) is defined as Sy (2'|z,a) =

. Qﬁk(x’|x,a)(1—ﬁk(z’|x,a))lnL (4B s+7Ine .
min 3 1, \/ Ny (@) e (o Vilh
== ‘;‘K for parameter ¢ € (0, 1). We have the following

lemma, thanks to Bernstein-type concentration:

Lemma 3.1 Let K > 0. Then, with P € Py, uniformly over
all k € [K).

Moreover, one can show that the confidence bound above is
strictly tighter than those used in Rosenberg and Mansour
[2019alb], [Jin et al.|[2020al], which proves instrumental in
obtaining problem-dependent regret bounds.

Different from the non-private adversarial MDPs, we fol-
low the FTRL method to choose the occupancy measure gy,
which is a standard technique to tackle the online optimiza-
tion problem, while striking a balance between exploiting
past knowledge and exploring new options. Formally, given
a parameter 1 > 0,

argmin
qEA(Pr+1)

Q1 = (3.2)

(Tuina) + 0@,

where we use the negative entropy regularizer,

H-1
¢(q):Z Z Z Z q(z,a,2")Inq (z,a,2"). (3.3)

h=0x€XacA x' €Xn41

Note that the update can be implemented efficiently by solv-
ing an unconstrained optimization problem which has a
closed-form solution, and then solving a convex projection
problem which can be solved in polynomial time. (See Ap-
pendix [C.2]for details.)

To privatize the loss function and achieve optimal regret
guarantee in private online learning, we introduce one gen-
eral assumption on the Privatizer of the loss function, which
will be satisfied by our design in Section [5]

Assumption 3.2 (Private loss in full-information setting)
For any privacy budget ¢ > 0 and all (z,a,k),
Zi(x,a) =Ly (x,a)— Ly (z, a) are i.i.d. random variables,
satisfying E [maxy o Zk(x,a) — min, , Zi(z,a)] < E,
for some E. > 0.

Assumption [3.2] guarantees i.i.d perturbations with bounded
maxima on cumulative loss, which can convert the effect of
perturbed loss on regret bound to an additive and bounded
bias term in the regret bound.

To provide a problem-dependent regret, we recall from
[Bourel et al), [2020] the notion of effective sup-
port, which for a pair (z,a) is defined as Cy, :=

2
(ZI/EX;M)H VP (2']z,a) (1 = P (2|, a))) . Further,

the cumulative effective support is defined as Cj; :=

hH:_Ol > (2,a)e 2, x.A C,a- Both notions characterize the

local structure and difficulty of the MDPs, which are always
more refined than the worst case. As [Bourel et al.| [2020]]
show, C , is controlled by the number G, , of succes-
sor states of (:z:,a)E], and one has: C; , < Gpq —1 <
Xh(z)Jrl —1and CM < X\/Z

>For a pair (x, a), we define G o := [supp (P (-|z,a))|.



The following theorem presents a general regret bound for
Private-UC-O-REPS when instantiated with any Privatizer
that satisfies Assumption [2.3]and Assumption 3.2}

Theorem 3.3 Fix any ¢ > 0 and K > 1, and set n =

A/ %, 0= XTA. Under Assumptionsand the
regret of Private-UC-O-REPS is

E[Rx] < 6(HCM\/? + HX?AE. 5+ HE)

Proof We decompose the regret as the sum of the follow-
1ng two terms, ERROR = Y"1, (¢™ — gy, (},), REG =

Z w—1 (@x — q*, 1), and then bound them separately.

ERROR quantifies the cumulative difference between the
loss incurred by the agent’s chosen policy in the true
transition P and the “optimistic” MDP transition Py
induced by ¢, where P, = P% & 7Pj ensuring
that g, = ¢P*™ by definition of 7, and Eq. (23).
Specifically, the agent selects occupancy measures within
the confidence set, which are not exactly the occu-
pancy measures of P. Since all losses are in [0, 1], we
have ERROR < Zszl dva lgP ™ (2,a) — "™ (2,a)|,
and with probability at least 1 — 75, ERROR <

o (HCM\/K + XQAHEE,E).

The core idea of controlling REG is introducing a pseudo-
private algorithm as an intermediate step. Instead of
injecting identically distributed noise Zy(z,a) at each
episode in our algorithm, the pseudo-private algorithm
uses a one-shot noise injection at the very start of the
algorithm, i.e., Ly(z,a) — Li(z,a) = Z(m a) for all
(x,a), and then applies the same FTRL method in Eq. (3:2)
to obtain pseudo occupancy measure . Benefiting from
Assumption the noise injected in both algorithms
follow the same distribution, then the distribution of gy,
is identical to that of g;. Therefore, we can bound REG
by bounding the regret of the pseudo algorithm. Applying
a similar FTRL analysis used in private online learning
[Agarwal and Singhl 2017, the regret bound of the pseudo
algorithm consists of three key components: a stability
term that constrains the change in g per episode and two
bias terms arising from regularization and the one-shot
noise injection. With the help of Assumption [3.2] we derive

E[REG]gO(Hq/Kln +HE) m

4 BANDIT SETTING

In this section, we turn to investigate the private adversarial
RL algorithm under the bandit setting. We propose Private
Upper Occupancy Bound Log-Barrier Policy Search (Pri-
vate UOB-LBPS) framework based on the non-private ver-
sion in|Jin et al.|[2020a]]. However, there are three main dif-

ferences in our algorithm. Firstly, we apply a new confidence
set of the transition function defined in Eq. (3:1)), which is
strictly tighter and helps achieve problem-dependent regret
bound. Secondly, we introduce a novel private loss esti-
mator that maintains nice properties, i.e., optimistic esti-
mation, bounded perturbation, and non-negativity. Thirdly,
we involve a log-barrier regularizer to update occupancy
measures, which helps us attain a tighter stability term.

We provide a brief description of the algorithm, deferring
the full pseudo-code to the appendix. In each episode k, we
obtain the private loss /) (, a) for all (x, a) by privatizing
the observed loss with the privacy mechanism, which may be
unbounded and negative. To make the loss function bounded,
we require the perturbations on the observed loss not to
exceeda specific threshold E! s with high probability, as
formally specified in Assumptlonﬂ [4.1] Then, we scale the
private loss to [0, 1] to obtain

O (z,0) + E s

gk (z,a) = )
2E;,5 +1

@.1)

and then construct an optimistic loss estimators 0 (z,a)
using the (efficiently computable) upper occupancy bound
uyg, similar to Jin et al.|[2020a]]:

Bulo.a) = 12,

P"“'k(

4.2)

where uy(z,a) = maxpep, q x,a).

Next, we construct confidence set Py in the same way as
in the full-information setting (Eq. (3.1)). Finally, we find
qk+1 via Online Mirror Descent (OMD):

(4.3)

- 1
Qr+1 = argmin <fk,q> + 5%((1”%)7
)

qEA(Pk+1

where D, is the Bregman divergence of a log-barrier regular-
izer 1, which leads to a better stability term in the analysis,

Y Y et

h=0 z€X}) ac Az’ €Xp 41

4.4)

Note that this optimization problem can also be solved effi-
ciently via, e.g., Algorithm 4 in|Lee et al.|[2020].

Formally, the Privatizer for the loss function should satisfy
the following assumption.

Assumption 4.1 (Private loss in bandit feedback setting)
For all (z,a,k), Zp(x,a) = ly(x,a) — U (2, a) Ix(z,a)
are i.i.d. zero-mean random variables; and for some

s > 0, with probability at least 1 — § uniformly over all
(e K), 1 Z4(z,0)] < B,

When instantiated with any Privatizer satisfying Assumption
[2.3]and Assumption d.1] a general regret bound for Private
UOB-LBPS can be obtained as stated below.



Theorem 4.2 Fix any € > 0 and set n = %,5 = %A.

Then, under Assumption and Assumption the regret
of Private UOB-LBPS satisfies

E[Rk] <O (HCM\/E + HX*AE. 5 + AE;(;\/X?’K) .

Proof We decompose the regret as the sum of the following
three terms: ERROR = Zszl (qP™ — qPe e 01), BIAS =
S (@™ = g, O — B), and REG = Y75 (g™ ™ —
q*a €k> .

To bound ERROR, we directly borrow the analysis in The-
orem [3.3] To deal with bias caused by the scaling step, we

define an intermediate variable g, (z,a) = 2%23:?1’ which
allows for having the following decomposition:
K K
BIAS = Y (¢"™ — " by — gi) + D (a9 — )
k=1 k=1

K
+ ) (" bk — i)
k=1

The first term is bounded by R x — ERROR by basic decom-
position. With the help of the upper occupancy measure and
the intermediate variable, the second term mainly depends
on Zszl >, luk(z) — g™ (2)|, which can be nicely con-
trolled by using our confidence set in Eq. (3.1I). Besides, the
third term is non-positive by the definition of our biased loss
and upper occupancy measure.

Regarding REG term, benefiting from our non-negative loss
estimator and the log-barrier regularizer, we have a smaller
“stability” term compared with negative entropy regularizer,
in the form of E[3>_, >, , ax(z, a)%?c(x,a)]. The result
comes from a standard analysis in|Agarwal et al.[[2017].

S PRIVACY AND REGRET GUARANTEES

In this section, we design the Privatizers that satisfy the
required assumptions for the considered feedback settings
(full-information and bandit) and privacy constraints (JDP
or LDP).

5.1 ACHIEVING JDP USING CENTRAL
PRIVATIZER

The Central Privatizer protects the information of all individ-
ual users by privatizing all the visitation counters and losses.
Specifically, given privacy budget € > 0, we construct the
Central Privatizer as follows:

(1) For all (z,a,2'), we privatize {Ny(z,a)};cr) and
{Nk(z,a,2") };.¢ k) by the Binary Mechanism [Chan et al.,

2011) with &' = 3£

Mechanism by Ny, the private counts N, are obtained by
the procedure in Section[5.1.1]

Denoting the output of the Binary

(2) Under the full-information setting, for all (x,a), we
privatize { Li (2, a)} ;¢ by a variant of the Binary Mech-

anism with &’ = 57757 (see Section .

(3) Under the bandit setting, for all (k, x, a), we directly use
the Laplace Mechanism [Dwork et al., 2014]] with ¢’ = =%

, ( 3H
ie., lp(x,a) = lp(x,a)ly (x,a) + Lap (%)ﬂ

We summarize the properties of Central Privatizer in the
following lemma.

Lemma 5.1 For any € > 0, the Central Privatizer un-
der both full-information and bandit settings is e-DP. For
any 6 € (0,1), and K > XA, it satisfies privacy
assumptions with F. s = O (%loglﬁKlog L), E, =

O(%\/log?’[(ln (XA)), and E. 5 = 38 Jog ..

Using Lemma5.1] as corollaries of Theorem [3.3]and The-
orem [4.2] we obtain the regret and privacy guarantees for
Private-UC-O-REPS and Private-UOB-LBPS instantiated
using the Central Privatizer.

Theorem 5.2 (Problem-dependent Regret under JDP)
For any € > 0, if instantiated using the Central Privatizer,
Private-UC-O-REPS and Private-UOB-LBPS both satisfy
e-JDP. Furthermore, we obtain

~ X2AH?
E[R{H <O (HCM\/?+ ) ,

3

"~ AHVX3K
E [REmd) < O (HCM\/E Y ) .

Remark 5.3 The Private-UC-O-REPS and Private-UOB-
LBPS with JDP guarantee improve over the best existing
results in non-private settings for both full-information and
bandit settings [IRosenberg and Mansour, |2019a} |Jin et al.|
2020a)] by making appear a problem-dependent term and

also match them in the worst case, i.e., 10) (H XVAK )

Remark 5.4 Compared to the lower bound for the stochas-
tic RL with the JDP guarantee in |Vietri et al.| [2020],

Q (H\/ XAK + %), our bounds have an optimal

dependency on the privacy budget €. In terms of K, the
privacy cost in the full-information setting is a lower order
term compared with the non-private term, which is domi-
nated by the estimation error on the transition function due
to private visitation counters. However, the privacy cost is

SHere, we slightly overloaded notation, and used Lap (-) to
represent a zero-mean Laplace variable with parameter -.



sub-optimal in the bandit setting, and the dominant factor
is regret associated with the private loss estimator, given
the stronger privacy guarantee for loss in Lemma This
gap may be attributed to the inefficiency of our privacy
mechanism but might also arise due to a loose lower bound.

5.1.1 Post-processing steps

During the k-th episode, given the noisy counts N (z, a),
Nk(m,a,x’), Ly(z,a) for all (z,a,2’) from the classical
Binary Mechanism [[Chan et al.| 2011]], we construct the
following private counters as follows.

Private visitation counters. To satisfy Assumption[2.3] we
use the techniques from |Qiao and Wang| [2023a]. Firstly, we

solve the optimization problen]’|for all (z, a) below.
mint s.t n(z’) >0, Vi,

’n(m’) — Ni(z,a, 1:’)’ <t, Vv,

B} E. s
n(z') — Ni(z,a =
DBINIRICORY AT

< .
- 4

(5.1
Letting Ni(z, a, 2") denote a minimizer of this problem, we
define Ny (z,a) = Zx’ethJrl Ni(z,a,2'). By adding
an additional term, as done below, we make sure that the
private counts Ni(z, a) never underestimate the respective

true counts:

~ - E
Ni(x,a) = Ny(,a) + =2,
2
_ / - / E. (5.2)
Ni(x,a,2") = Ng(x,a,x") + —.
k( ) = Ni( )+ 35 SO
The private counts Nj, satisfy the following property.
Lemma 5.5 Suppose N} satisfy
.. E
|Ni(@,0,2') = Ni(w,a,2)| < =2,
4
I (5.3)
|Ni(,) = Ni(a,a)] < =2,

for all (h,k,x,a,x’), with probability 1 — 26. Then, Ny
derived from Eq. (3.1) and Eq. (5.2)) satisfy Assumption 2.3}

Private loss in full-information setting. We use a variant
of the Binary Mechanism which maintains the same privacy
guarantee as the standard Binary Mechanism but has bet-
ter distributional properties for our problem (see Lemma
F.1). That is, for all (k, z, a), we post-process Ly (z, a) by
injecting more noise such that the perturbation on L (x, a)

"Note that Problem (5.1) is a linear program with O(Xp(2)+1)
variables and O(X},(;)+1) linear constraints, which can be solved
efficiently using existing algorithms for linear programming. A fast
implementation could be via the simplex method [Ficken, |2015].

is a summation of [log K'] i.i.d. Laplace variables. Thus,
Assumption [3.2]is satisfied by the maxima of the sum of
i.i.d. Laplace variables (see LemmalE.7).

Private loss in bandit setting. Assumption is satisfied
by the concentration of Laplace variables [Boucheron et al.,
2003]]. Moreover, the following lemma for private loss is
also held by using the property of the Laplace Mechanism.

Lemma 5.6 As defined in Section the sequence
{Zk (, a)}( o satisfies both € /3-DP and ¢ /3-LDP.
x,a,

5.2 ACHIEVING LDP USING LOCAL PRIVATIZER

The Local-Privatizer, at each episode k, releases the private
counts by perturbing the statistics computed from the tra-
jectory generated in that episode. Given the privacy budget
e > 0, we construct Local Privatizer as follows:

(1) For all (k,z,a,z’), we perturb the true count
ok(z,a) = Ig(z,a) by injecting independent Laplace
noises: o (z,a) = o (z, a) + Lap (3H/¢). Then, the noisy
counts are calculated by Ny (z,a) = Zf;ll oi(z,a). The
counter Ny (z,a,2’) is obtained in a similar way. To this
end, through the post-processing in Section [5.1.1, we get
the private counts Ny.

(2) Under the full-information setting, for all (k, z, a, x’),
we perturb the observed loss by adding independent Laplace
noise: 4y, (,a) = Uy (x,a) + Lap (3H/e). The accumula-
tive statistic is calculated by Ly (z,a) = Zf;ll U (z,0).

(3) Under the bandit setting, we apply the same mechanism
as in Section with the help of Lemma[5.6]

The properties of the Local-Privatizer are as follows.

Lemma 5.7 For any € > 0, the Local Privatizer under
both full-information and bandit settings is -LDP. For
any 6 € (0,1], and K > In(XA) /2, it satisfies pri-
vacy assumptions with E. 5 = O (%\/Klog L), E. =

o (%\/Kln (XA)), and E. 5 = 3 Jog ..

Combining Lemma|[5.7} Theorem 3.3} and Theorem 4.2} we
obtain the following regret bound:

Theorem 5.8 (Problem-dependent Regret under LDP)
For any € > 0, if instantiated using the Local Privatizer,
Private-UC-O-REPS and Private-UOB-LBPS both satisfy
e-LDP. Furthermore, we obtain the expected regret,

X2AH2VEK )

E[Rf"] <O <HCM\/7( + -

. X*AH*VK
E [Rgg"dlt] <O <HCM\/I?+ — \/>> .



Remark 5.9 Similar to the JDP case, the Private-UC-O-
REPS and Private-UOB-LBPS with LDP guarantee also
enjoy the problem-dependence efficiency, and match the
best regret bounds in non-private settings for both full-
information and bandit settings [Rosenberg and Mansour,
2019a, Jin et al.| 2020a)] in the worst case.

Remark 5.10 In the case of LDP, |Garcelon et al.| [2021)]
implies a lower bound of Q) (Hi VXAK) for the stochastic

€

episodic RL, for the privacy-related term assuming small
enough € (corresponding to high privacy regime). Our
bounds also have an optimal dependency on privacy budget
€ and episode number K, but a worse dependency on the
size of the size of the state-space. In the full-information
setting, this gap is mainly due to the L,-norm estimated er-
ror on the transition function. In comparison, in the bandit
setting, the main factor is the bias between the upper occu-
pancy measure and the true occupancy measure, influenced
by our component-wise confidence set.

5.3 FURTHER DISCUSSIONS

Our Privatizer for visitation counters in Assumption[2.3]is
the same as the previous work [Qiao and Wang, [2023al],
but the motivation is different. In our setting, we apply the
post-processing step for N, to ensure that Py, is a valid
probability distribution so that we can construct a valid
occupancy measure space for online optimization (Eq. (3:2))
and Eq. #.3)). Meanwhile, the novel Assumption [3.2) for
private cumulative loss Ly, helps separate the impact of noise
on regret for online optimization. The Assumption [4.T] for
private loss estimators also bridges the privacy protection
between DP and LDP and plays a vital role in the regret
minimization procedure.

The Laplace noise involved in our Privatizer can also be
replaced with other noises like Gaussian noise [Dwork et al.,
2014]. According to Theorem [3.3] and Theorem the
regret bounds can be easily derived by plugging in the cor-
responding precision level E; 5, E,, and E; 5

6 CONCLUSION AND FUTURE WORK

In this paper, we presented the first differentially private
algorithms for adversarial MDPs with unknown transitions
under both full information and bandit settings. Our designs
rely on tighter confidence bounds on the components of the
transition function, novel central and local Privatizers for
transition functions, and adversarial losses separately. By
instantiating the proposed Privatizers, both algorithms are
proven to achieve near-optimal problem-dependent regret
bounds, satisfying JDP or LDP privacy guarantees. Further,
the bounds also match non-private state-of-the-art bounds
in the worst case.

A natural direction of future work is to close the gap between
the upper and lower bounds on regret. A similar gap remains
open without privacy considerations, which requires new
progress in the non-private setting. We believe designing
refined privacy mechanisms for adversarial MDPs or estab-
lishing a lower bound here also leads to interesting technical
questions in this domain.

Considering that occupancy-measure-based algorithms are
computationally intensive, it will be a promising direction
to privatize policy-optimization-based algorithms, e.g., Luo
et al.| [2021]],|Dann et al.|[2023]. Besides, considering MDPs
with function approximation [Jin et al., |2020b| [Sherman
et al.}2023] also has considerable potential for real-world
applications.
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A  EXTENDED RELATED WORK

Regret minimization for adversarial MDPs. Over the past decade, research on adversarial (tabular) Markov Decision
Processes has covered various scenarios, including known and unknown transition functions, as well as full-information and
bandit feedback settings. In a scenario with a known transition function, Zimin and Neu| [2013]] introduces the O-REPS
algorithm, which employs Online Mirror Descent over the space of occupancy measures. This approach yields regret bounds
of O(HV/'K). To tackle the challenges posed by unknown transition functions, Rosenberg and Mansour| [2019a] combine
confidence sets and Online Mirror Descent. This hybrid approach achieves the best-known regret bound of 5(\/ X2AH?K)
under the full-information setting. In the bandit setting, Rosenberg and Mansour| [2019b] develop inverse importance-
weighted loss estimators and obtain regret bounds of 5(7”(2;”{2[() under the a-reachability assumption. Building on
these works, [Jin et al.|[2020a] further improves the regret bounds by introducing biased and optimistic loss estimators
along with a tighter confidence set. These advancements lead to the best regret bound of O(v X2AH?K). Additionally,
policy-optimization-based methods have been developed by [Shani et al.|[2020] and [Luo et al.|[2021]. In particular, [Luo
et al.| 2021]] matches the best regret bound achieved through the OMD methods.

Private online learning. Private online learning has been a subject of extensive research for over a decade, and follow-the-
leader type algorithms have been employed in various scenarios. For instance,|Guha Thakurta and Smith! [2013|] introduce a
private follow-the-approximate-leader method for online convex learning. Additionally, Agarwal and Singh|[2017] and
Kairouz et al.|[2021]] propose private follow-the-regularized-leader algorithms for online linear optimization and online
federated learning, respectively. In the context of private bandit learning, [Tossou and Dimitrakakis| [2017]] design a private
variant of the EXP3 algorithm for adversarial bandits, while |Agarwal and Singh| [[2017]] and [Zheng et al.|[2020] explore
private adversarial linear bandits and private convex bandit learning. Their works offered general reduction frameworks
that could achieve nearly optimal regret. Furthermore, a substantial body of research has focused on private online learning
with contextual information, spanning areas like private contextual bandit problems Shariff and Sheffet [2018]], Zheng et al.
[2020], |Chowdhury and Zhou| [2022b]], (Charisopoulos et al.|[2023]], as well as private stochastic reinforcement learning
Vietri et al.| [2020], Garcelon et al.[[2021]],|Qiao and Wang] [2023a],|Liao et al.[[2023]]. Notably, despite the advancements
in private online learning, none of the existing work has addressed the specific challenges posed by private reinforcement
learning in the context of Adversarial Markov Decision Processes. This uncharted territory introduces the unique challenge
of private online learning within an adversarial environment characterized by contextual dynamics.

*Corresponding author
"'Corresponding author



B TABLE OF NOTATION

Symbol ‘ Descriptions
X state space with cardinality X
A action space with cardinality A
P transition function
K number of episodes
H episode length
A(P) the set of occupancy measure induced by transition P
P confidence set of transition function
Tk policy at episode k
qtmE occupancy measure of policy 7 under transition P
Py transition function induced by occupancy measure gy, at episode k
qFeomE occupancy measure of policy 7, under transition P, i.e., gk
Uk upper occupancy measure within A (Py)
" optimal policy
q* optimal occupancy measure
€ privacy budget
1) failure probability
n learning rate for online learning algorithms
¥ (q) regularizer function of ¢ for online learning algorithm
Ni(z,a) count of visiting state-action pair (z, a) before episode k
Ni(z,a,z’) | count of going to state =’ from z upon playing action a before episode k
L (z,a) loss of the state-action pair (z, a) at episode k
Li(z,a) cumulative loss of the state-action pair (z, a) before episode k
Ni(z,a) the privatized version of Nj(z, a)
Ni(z,a,2') | the privatized version of Ny (z, a,z’)
]Vk(m, a) an optimistic value defined over Ny, (z,a) in Eq
Li(z,a) the privatized version of Li(x, a)
Uy (z,a) the privatized version of observed loss ¢, (z, a) I (x, a)
U (x,a) the scaled version of private loss /5 (x, a)
U (z,a) the final loss estimator of (z, a)
b, transition function estimated by using true counts at episode k
By transition function estimated by using private counts at episode k
Bk confidence width for the element of private transition estimation at episode k
Ee. s precision level for visitation counters
E. precision level for loss counter in full-information setting
L5 precision level for loss estimator in bandit-feedback setting

Table 2: List of Notation




C OMITTED DETAILS FOR THE ALGORITHM

C.1 PRIVATE UC-O-REPS ALGORITHM

Algorithm 1 Private UC-O-REPS

Parameters: state space X, action space A, episode number K, episode length H, learning rate > 0, confidence parameter

6 € (0, 1], privacy budget € > 0 and a Privatizer

Initialization:

Initialize confidence set P; as the set of all transitions. _ _ _

For all (x,a,z') € & x A X &},(y)41, initialize private counts, N; (z,a,2’) = Ny (x,a) = Ly (x,a) = 0, and occupancy
1

measure, q; (z,a,2') =

Xn(z)AXhazt1 "

Initialize policy mp = m9*.
Set precision levels E, s and E. for Privatizer.
1: for k=1to K do

2
3:
4:

: . N H-1 .
Execute policy my for H steps and obtain interaction history { (2}, af) },_, » and observe loss function .

Recieve private counts Ly 1 (z, a), Nyt1 (¢, a), Nyt (,a,2’) from Privatizer.
Compute private transition estimate, for all (x, a,z’) € X x A X Xp,(5)41,

Nis1 (z,a,2')

ﬁk-&-l (2'|z,a) = —
Ni1(z, a)

Update the confidence set Py, based Equation (3.1)).

Prt1 = {P : ‘P(m'|x,a) — Peyq (x'|x,a)‘ < By (@ |z,a), V(z,a,2") € X x AX Xpy1,h € [H]}

Update the occupancy measure

. ~ 1
Qk+1 = argmin <Lk+1a CI> + ;1/’ (q),

qEA(PkJrl)
where ¢ (Q) = Z(m,a,z/)eXx_AxX q (‘T7 a, LC/) In q (‘T7 a, {E/) :
Update the policy
Tht1 = rdk+1

8: end for




C.2 UPDATING OCCUPANCY MEASURE EFFICIENTLY FOR PRIVATE-UC-O-REPS

This subsection explains how to implement the update defined in (3.2)) for Algorithm|I] Private-UC-O-REPS, efficiently.

Similar to the approaches in Neu et al.|[2012]], Rosenberg and Mansour| [2019a], Jin et al.|[2020a], we provide details of the
modification here for completeness. Based on the property of FTRL, this optimization can be reformulated as first solving
the unconstrained optimization problem,

.5 1
Q41 = argmin <Lk+1, q> + ﬁdj (@), (C.1)
q
and then projecting the result
o1 = argmin Dy (qllgiiy), (C2)
qEA(Pk+1)

where ¢ (¢) is negative entropy regularizer function defined in Eq. @3), and Dy(qll¢) =

Z(I)a@,)GXXAXxh(m)H q(z,a,z")In % —(q(z,a,2") — ¢ (xz,a,2")) | is the corresponding Bregman di-

q
vergence. For the unconstrained optimization, we have the optimal solution directly through the Lagrange method,
eXP(—"?szrl(l‘»a))

E(mva,x/)gxh XAXXp 11 (exp(_nZ%H»l (zva)))

Qogr (T,0,2") = for all (z,a,2") € X x A X Xp(g)41-

For the second step, we can rewrite this constrained optimization problem with the following set of linear equations, which
can be solved in polynomial time.

min Dy (qllq+1)

s.t. Z(E,Q,I/)GXhXAXX}L+1 q (.’,U’ a, [I,'/) = ]_ Vh
ZaeAx/eX,LJrl q (1[,’, a, :C/) = Zx/ethhaeA q (xla a, (E) Vha Vo € Xh
Pr1 (@'|2,0) + Bry1 (2,0,2") ) - Dpien, , 4(@,0,2") 2 q(z,a,2") VR,V (2,a,2") € Xp x A X Xpia
Pyt (2|2, 0) — By (2, a,27)) - Ywexn., 1(@,0,2) < q(z,a,2") VhV(z,0,2") € X x AX Xy
q(z,a,2') >0 Vh,V (x,a,2") € X x A X Xpi1

This problem can be further reformulated into a dual problem, which is a convex optimization problem with only non-
negativity constraints and thus can be solved more efficiently.

Lemma C.1 The dual problem of (C.2)) is
H—-1 L
Wi, py  vg = argmin Z In Z S,’:’h’“ Y(x,a,2) |, (C.3)

4o, -
pt,u=,v>0 h=0 (z,a,a:')EXhX.AXXh+1

where M+ = {M+ (x7 a, x/)}(r,a,m’) S U = {,u_ (3;‘7 a, x/)}(m,a,x’) and v := {V (1‘)}:C are dual variables and

_ 1 _ _
ngh’“ Yz, a,2") = — exp (—nLkH (z,a) + BZ‘;,# W (x7a’$/)) 7
Z(m,a,z’)eXhXAXXh+1 exp (_nLk+1 (.13, a))
B (wa,a') = —v (@) + v (@) — pt (2,0,2) + p” (20,2
Y [P (o) (4 (ma,y) = i (2.0,9) + B (@0,9) (57 (,0,9) + 17 (@,0,9))] -
YEXn (2)+1

Furthermore, the optimal solution to this projection is given by, for any (z,a,z') € Xp x A X Xp41,

.o
Sent Y (wya,a0)

Qet1 (z,a,2") = (C.4)

prp= v n
Z(w,a,w’)eXhX.AX Xht1 Sk,h (l’, a,r )



Proof In the following proof, we omit the non-negativity constraints of Problem (C.3). This is without loss of generality
since the optimal solution for the modified version without non-negativity constraints turns out to always satisfy the
non-negativity constraints. We write the Lagrangian as,

H—-1
L(g A\, 1" 17) = Dylallders) + D A ) ¢(@,a,2") —1
h=0 (I,a,I,)EXh,XAXXh+1
H—-1
+ Z l/ Z q(x,a,a?/) - Z q(az/,a,x)
h=1 z€ X}, a€A,x’' €Xp i1 r’'€Xp_1,a€A
H—-1 _
+ > wt@aea) (a@a) - (P @) + o (@,0.2) - Y a(@ay)
h=0 (z,a,2’)EX) X AX Xp41 YEXh 11

T

+ Z pw (z,a,2") (ﬁk.}rl (@' |z, a) — Bry1 (x,a, x’)) : Z q(z,a,y) —q(z,a,2")

0 (z,a,2")EXL X AXXp 41 YEXh11

-

3

where A := {\}, v = v(z), and p := {p" (x,a,2"), 0~ (z,a,2)}(, 4, are Lagrange multipliers. We denote
v(zg) = v(rg) = 0 to avoid addressing the edge cases explicitly. Now, we consider the derivative with respect to
q(z,a,2").

oL

9@ a0, 7) =Ing(z,a,2') —Ing (z,a,2") + My + v (z) —v (') + put (@, 0,2") — p~ (x,a,2")

= Y [P @) (6 (@ ay) — 07 (@ a,) + B (2.0,9) (87 (@,0,9) + 1 (@,0,9)]
YEXh (2)+1
=Ing(z,a,2') —In¢ (z,a,2’) + A\, — B,‘:’;”f’" (z,a,2").

Setting the gradient to zero and using the explicit form of ¢;_ , (x, a,x") we obtain,

Qi1 (z,0,2") =¢) 4 (z,a,2") - exp (—)\h + B,’C‘;’“_’V (z, aw’))
1 ~ _
= — exp (*ULk—i-l (x,a) — Ap + B;:;lv# v (, a,f)) .
Z(x,a,x’)ethAxXthl €xXp (—ULk-H (J?, Cl))

Using the first constraint 3, . /e v, x axx,., 4(7: @, x’) = 1 to discover that

1 ~ _
e — Z — exp (—ﬂLkH (z,a) + B,‘j’;’“ Y (x,a, a:’))
(z,a,2")EXp X AX X 41 Z(m,a,z’)GXh,X.AXXthl exXp <_77Lk+1 ((L’, a))

.o
= Z St Y (wya,a").

(z,a,2")EXp X AX X 41

Taking \;, back, we obtain the explicit form of the solution,

+ -
S]l:,hjp‘ v (I,a,$/)

Qet1 (z,a,2") = — )
Z(w,a,w’)eXh X AX Xp 41 Sg,h,# v (l’, a, I/)

We note the equivalent formula of Lagrangian,
H-1 or
,C(q,)\,y,qu,u_u):Z Z ((W—l)q(ﬂi,a7$>+qk+1 z,a,7’ ) Z)\h
h=0 (z,a,2')EXp X AX Xp41 h=1
It is straightforward to check that strong duality holds, and thus the optimal dual variables of x4, 1=, v are given by

pt, T, v* = argmax max min £ (q7 vt ;[) = argmax L (q*, Nt u_) (C.5)
ptp—w A4 o=,



H-1
=argmax | —H + Z Z Qg (z,0,2") Z Ah (C.6)

ptop—,v h=0 (z,a,3")EXn X AX X} 11
TR TR /
= argmin E An = argmm E ln E Syt Y (zya,2) | (C.7
+ :h
KRSV o tum v h=0 (m,a,x’)EX;LXAXXthl

We apply % = 0 to Eq. (C.6), and in Eq. (C.7) the first two terms are independent of dual variables. Thus, combing
all equations for gy 11, \*, u™*, u=*, v* finishes the proof. |

The pseudo-code of this efficient algorithm for Private-UC-O-REPS is as follows.

Algorithm 2 Updating Occupancy Measure and Policy Procedure

Input: transition function estimate Py, cuamulative private loss function Ly

1: Solve optimization problem|[C.3]

H-1
+ —_
+ - _ . [y 4 /
Wyl » Ve = argmin E In E Skn (z,a,2") |,
ptp=,v>0 h=0 (@,a,3")EXp X AX X}, 11

where NJF = {:U'Jr (I, a, x/)}(z a,x’) sl = {/1'7 (:E, a, x/)}(m a,z’) and v := {V (x)}x’ and Sl}:;yﬂiy is defined by
2: Compute next occupancy measure for all (z, a, 2'):

R
S,‘:’h’“ Y (z,a,1")

qk+1 (-Ta a, l'/) =

)

BV (2, a,a)

Z(m,a,m’)é)ﬁh X AX Xp 41 Sk h

where h = h (z) is the index of the layer of the state x.
3: Compute next policy for all (z, a)

> Gt (z,0,27)
ZbeAZ Q1 (2, b x)

1 (alz) =

4: output: (qr+1, Tk+1)




C.3 PRIVATE UOB-LBPS ALGORITHM

Algorithm 3 Private UOB-LBPS
Parameters: state space X, action space A, episode number K, episode length H, learning rate > 0, confidence parameter
4 € (0, 1], privacy parameter ¢ > 0 and a Privatizer
Initialization:
Initialize confidence set PP; as the set of all transitions. _ _
For all (z,a,2") € & x A X Xj(4)41, initialize private counts, N; (x,a,2’) = N (z,a) = 0, and occupancy measure,
@ (@,0,2") = mroay o
Initialize policy mp = 79'.
Set precision levels E. s and E; s for Privatizer.

1: for k =1to K do

2: Execute policy 7y, for H steps and obtain interaction history { (z}, aj ) }th_Ol, and observe losses { ¢, (zF, af)

H-1
h=0 "

3:  Receive private counts Ny 11 (,a), Npy1 (2, a,2') and private loss #; (, ) from Privatizer.
4:  Scale private loss to [0, 1], for all (z,a) € X x A,

gk (:I:, a) + E;,é

U (z,a) =
2B, 11

5:  Compute optimistic loss estimator Zk.(a:, a) forall (xz,a) € X x A using upper occupancy measure bound uy,

-~ Ek xI,a
i(r.a) = 0D,
ug (x,a)

where u (7, a) = maxpep, ¢77 (z, a).
6:  Compute private transition estimate, for all (z,a,2") € & x A X Xjy(2)41,

Nii1 (2,a,2')

ﬁk-&-l (2'|z,a) = —
Nk+1(z7a)

7: Update confidence set Py using Equation (3.1)),

Prt1 = {P : ‘P(x'|x,a) — Py (Jc'|x,a)‘ < Brt1 (@'|z,a), V(x,a,2") € Xy x AX Xpi1,h € [H]}

8:  Update the occupancy measure

- 1
g = argmin () + - Dy(alar).
qEA(Pr+1) n
where v (q) is a log-barrier regularizer defined in Eq. and Dy (¢l|gx) is the Bregman divergence of v between ¢
and qy.
9:  Update the policy

M1 = rdk+1

10: end for




D OMITTED DETAILS FOR THE ANALYSIS
Important Notations For convenience, we define

Ni(z,a) :max{]vk(ac,a),élEg)g—|—7lnb}, (D.1)

and it can be verified that the confidence width defined in Eq. [3.1]can be equivalently written as

2P, (z'|z,a) (1 - P, (z'|x, a)) Ine 4E. 5+ Tlne
= + =
Ni(z,a) Ny(z,a)

B (a'|2,a) = min { 1,

2P, (z'|z,a) (1 - B, (z'|x, a)) Ine A4E. 5+ Tlne
=min{ 1, = +—=

Ni(z,a) Ni(z,a)

since whenever Ny, (z,a) # Ni(z, a), the two definitions both lead to a value of 1.

D.1 REGRET GUARANTEE IN THE FULL-INFORMATION SETTING

We decompose the regret in the same way as the non-private setting [Rosenberg and Mansour, |2019a], and bound ERROR
and REG terms separately:

K K K
Rk = Z <qP,7rk _ q*7€k> _ Z <qP,7r1c _ qu,m-,’gk> +Z <qu,,7Tk _ q*7£k>, (D.2)
k=1 = =

k=1 k=1

ERROR REG

where ¢*™ := g, is an intermediate variable that helps bound the regret, and the transition estimate P}, is associated with
the occupancy measure qy.

D.1.1 Bounding ERROR
Lemma D.1 With Assumption[2.3)and Assumption[3.2] with high probability 1 — 75, we have

ERROR < O (HOM\/E +HX?Alnulog K + HX2AE. 5 log K) .

Proof For this proof, we consider that events in Lemma and Eggr in Proposition hold with high probability.
Since for every state-action pair and episode ¢, (x,a) € [0, 1], and by Holder’s inequality, we have

Djx

qP,Trk _ quﬂTk’€k>

b
I

IA
="

T
L
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o
I
i
il
Lo
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=
=

> 1M
>
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o
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IN
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>
L
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H

=0 k=1ueX, veA

h
H-1
H Z In. Z CroK + (\/Xh_H Int+ Xpt1 (Ees +lnL)) (XpAlog K +1n4)

h=0 (z,a)EX XA

1

IN

P (0, 0) - O ( Cyuolne  Xpi1(Ecs+1n L))

ﬁk(u,v) Z\Afk(u,v)

IN
S

<0 (HCM\/E + HX2Alnlog K + HX?AE. slog K) , (D.3)

where the third step applies Lemma [E.T9] and the fourth step rearranges the summation and uses the fact that
hH 01 D vex, qPe ™ (xlw) < H; the fifth step follows the bound of L; norm error between transitions within the

confidence set in Lemma[E.T6} the final steps follows the corollary of £ g in Lemmal[E.24] [ |

D.1.2 Bounding REG

To bound REG, we apply a technique similar to that utilized in the private Follow-The-Regularized-Leader (FTRL) algorithm
for private online learning as described in Theorem 3.4 in|/Agarwal and Singh|[2017]] and Lemma 30 in|Agarwal et al.| [2023]].

Lemma D.2 With private loss satisfying Assumption and parameter n = 4/ M and 6 = %, we have

E[REG]) < 2H /K In ();A) + HE.. (D.4)

Proof Note that Zj(z, a) is the difference between the cumulative loss of state-action pair Ly (z, a) and its private version
L (z,a) in k-th episode, i.e., Zx(x,a) = Li(x,a) — Li(x, a). In accordance with Assumption [3.2|for private cumulative
losses, we can infer that Zj (z, a) follows the same distribution and is sampled independently at each step for all (k, z, a).

For ease of analysis, we introduce a pseudo-private algorithm that performs a one-shot noise injection, which follows the
same distribution as Z(z, a), but is sampled only once at the beginning of the algorithm. The learning agent then operates
based on the loss with this one-shot noise. Although the pseudo-private algorithm may not be differentially private, it
experiences the same expected regret as our private algorithm due to the equal expected loss.

Formally, consider a one-shot sampled noise Z (z,a) thatis 1ndependent1y sampled before the interaction begins. Using this
one-shot noise, we define a pseudo-private cumulative loss Ly, (2, a) = Li(z, a) + Z (z, a) for all (z, a) pair at all episodes.
Next, we establish the sequence of pseudo occupancy measures g as follow:

~ —~ A 1
q1 £ q1, 9k £ argmin <Lk: Q> + =9 (Q) .
qEA(Prk) n

In expectation, it can be observed that Ez, [(qx, ¢x)] = E5 [(qk, k)] since gy has the same distribution as g. This leads to
the following equality,

K
Ez, -z lz (qr: i) | =

k=1

K
S @ ]
k=1

Therefore, the pseudo-private algorithm experiences the same regret in expectation as our private algorithm, and it is
sufficient to bound the regret of sequence {qu},le The proof follows the standard template of FTRL analysis in|Hazan
[2016], and the key intuition is that the addition of one-shot noise does not impact the stability term of the FTRL analysis,
but incurs a cost in the bias term instead.

We define an augmented series of loss function as ¢ (¢) = <2 , q> + %w (¢). By applying the “Be the Leader" Lemma in
Hazan|[2016]), we obtain that for any fixed « € N A (Py) in the confidence set,

K

K
7w le) =D (G i) -

k=0 k=0



Consequently, we can conclude that

K
Z —u,l) <

k=1

(@ — Qrot1, i) + (u— G, Lo)

Mwﬁ%

(T = Qrr1, lr) + Rw + Rz,

~
Il
-

where the two bias terms are Ry, £ maxgea(p) ¥ (¢) — mingeapy ¥ (q), and Ry £ max,en(p) <q, 2> -

mingea(p) <q, 2> Via Jensen’s inequality, we have R, < Hln %4, By Assumption 3.2} we have E [R;] < HE..

Following Hazan| [2016], the stability term is bounded by the L, norm of the loss functlon,
(@ — Gorr, be) < 10612 < nH. (D.5)

Using Lemma we have ¢* € NgA (Py) with probability at least 1 — 6J. Thus, putting everything together and letting
n= M , we obtain the following expected bound, with probability at least 1 — 6 (with probability of at most 36,

we can bound it as K H and setting § = 24 eliminates this term),

/ XA
E[REG] < 2H,/KIn (H> + HE..

|
Putting everything together and using Lemma [E.T] we obtain the expected regret bound (Theorem [3.3),
E[R k] =E [ERROR] + E [REG] .
<0 (HCM\/E +HX?AE. 5+ HE) .
D.2 REGRET GUARANTEE IN THE BANDIT SETTING
Our analysis starts from a decomposition similar to Appendix C.3 in|Lee et al.|[2020] as follows.
K K K R
I ) = S )+ 3 (e )
ERROR BiAs (D6)
K R K
30 (T =G+ g )
k=1 k=1
REG

Here, the ¢ is defined as
1
(1 _ > § qPo 7Ta.

where 7, is the policy that chooses action a at every state, and a spe01ﬁc transition P is defined in Lemma C.4 in|Lee et al.
[2020], satisfying Py € NPy and Py (2'|, z,a) > Kilx forall h < H, (z,a,2') € X x A X Xp11. Besides, according to
Lemma C.4 in|Lee et al.[[2020], we also have ¢"0>™ € N, A (Py), and ¢ is also in that convex set due to convex combination
rule. Note that the last term can be trivially bounded by,

K | K
Z —q ) < 72 PO’”“ ) < H.
k=1 k=1

Then, we bound each term as follows.



D.2.1 Bounding ERROR

Since we use the same estimator for the transition function for both the full-information setting and bandit-feedback setting,
the term ERROR can be bounded by using Lemma D.1] That is, with probability at least 1 — 7,

ERROR < O (HCM\/E + HX?Alnulog K + HX?AE. 5 log K) .

D.2.2 Bounding B1AS

For all k, z, a, we define intermediate variables gy (x,a) = ;ggx’i)l . Thus, BIAS term can be decomposed as follows,
£,8
K R K K R K R
Bias =) <qP’“’7T’“ — G be — €k> =3 g =l —gk) + Y <qP’“’ﬂ’“79k - €k> +> <€f, C — gk> :
k=1 k=1 k=1 k=1
BIAS: BIASo BIAS3

Before we bound thg three terms, we restate the construction of our loss estimjc}tor. We first privatize the observed loss
U (z,a) 1) (x,a) to €k (x, a), and then scale it to [0, 1] to get the intermediate loss £. By using the upper occupancy measure
ug, we finally get the loss estimator ¢ (z, a). That is,

~ U (2, a) 1 b (2,0) Iy (z,a) + Z(x,a) + EL 5

? =k = : . D.7
k@, a) u (z,a)  ug (z,0) 2B 5 +1 ©.7)

Observe that the estimated loss ¢, is biased when given previous trajectories Sy.;_1, since P, may be different from the true
transition function P and the losses are perturbed by noise and then scaled. The randomness comes from the random policy,
stochastic transition function, and zero-mean injected noise.

1 EL s qP™ (v,a) Ly (7, 0)
ug (x, a) 2B 5+1 ug (x,a) 2B 5+ 1

E {Zk. (z,a) |SM_1} - (D.8)

BIAS;: By definition and nice decomposition, we have BIAS; controlled by R x — ERROR.

K 2E/ 5 K
Bias; = Z <qurk- =G, bk — 9k> = ﬁ Z <qu77"k - d>€k>
k=1 €8 k=1
2E/5 K i
= 2E! ;+1 kz::l (g™ =" i)
2E;5 < P7T = PTr P,
T2E 11 Zl o) ;; Lot )
25,

= W [Rx — ERROR] .

BIASs: In expectation, we have,

[ K
]E[BIASQ] =E Z< P, gk _£k>‘|
Lk=1
K
) ZZquJTk (2, a) by (z,a) _ 1 . Eé,é B qPﬂTk (z,q) - 0 (z,a)
o ’ QE;’(; +1  ug(z,a) 2Eé,5 +1 ug (z,a) 2Eé’6 +1
[ K P,y El
T Ug \r,a) —q z,a gk z,a 1 €,0
—F ZZqum k (SL',(L) ( ) ( ) . QE/( )1 - . S -
Lk=1 z,a Uk (xva) 55+ Uk (a:,a) 5’5—|—
P =D DR LTEE 2t
- +1 k=1 = k klxaukxa 2E</€75+1




where the second equality applies the expectation of private loss estimator in Eq.|[D.8} and the fourth inequality is due to the
definition of the upper occupancy measure, i.e., uy, (z,a) > ¢+ ; Lemma 3.1]

3.1} i.e., P € P}, with high probability, and
U (z,a) € ]0,1] for all (z,a, k).

Similar to the proof of Lemma|[D.I] we consider that the event in Lemma[E.T5|and £g g7 in Proposition [E.23]hold with high
probability. Then, we have

> fun (@) = ¢ ()]

zeEX
h(z)—1

<0 Z Z Z g™ (u,v) - \/P (w|u,v) (/1\ — P (wlu,v))Ine P

TEX h=0 (u,v,w)eW), Nk (Ua’U)

|w)

+1Ine
+0 | x3 qPT”‘ (u,v) 65
22 R

h(z)—1

<o|lHY % qP,m.,(u’v).\/P(wm,v)(/l\P(u;|u’v))1nb

h=0 (u,v,w)EW) Nk (u’ U)

E 1
o[y Farmi Bt

uFon vEA Ni (u,v)
OuvlnL E, 5+IHL
<O|\H qPm (u, ) - >—|— X3 " (uy) - =2 |,
O3y B o popS R

where the first step applies the occupancy difference lemma in Lemma[E.2T] and the second inequality is due to the fact that
e "™ (xlw) < H.

Taking the summation over all episodes yields the following:

Z > Jun (@) = ¢ ()]

k=1zeX
ey Cuvolne E.s+1n¢
<0 (HZ ZqPﬂ'kuv w,v ) X3Z Z ZqPﬂk .57
k=1 h=0 u€z), vEA Ny (u,v) k=1u#zy vEA Ny (u,v)

H-1

K
HY Vin Y ConK + VX1 XpAlog K + /X logt

h=0 (z,a)eXy, XA

+ 0O <X3 Z (Bes+1Ine)( XhAlogK—l-logL))

<0 (HCM\/K e+ X*A(E.s+Inc)In L) ,

where the second inequality follows the corollary of £ggp in Lemma Thus, we derive the upper bound of BIASs,

1
< - . H 1/ X4
]E[BIASQ] ~ O <2Eé76 1 ( C]W K + AE&&))

ELs
ZZ ug (z,a)

7
k=1 =,a 2EE75+1

BIAS3: We apply the Eq[D.8|and the definition of upper occupancy measure uy, (x, a) and Lemma|[3.1]directly, then obtain



B1AS3 bounded.

K

E([Biass] =E |} <q', 0 — gk>1
-
)

Lk=1
_E ZQ (2, ) 1 ELs N ¢"m (z,a) U (z,a0) Ay (x,a)
=5 ug (z,a) 2E;,5+1 ug (z,a) 2B ;+1 2B ;+1
P,y _ E,
) q (z,a) —ug (x,a) U (z,a) 1 c5
=E z,a) - + . ’
;;(J( ) ( wr (,a) 2E 41 up(za) 2B+ 1
El,
<E =
L= lguk:ca 2E;,5+1
D.2.3 Bounding REG
Lemma D.3 With private loss estimator satisfying Assumption and letn = 5 = );A, we have,
VXK
EREG| <O | =——— - (AXE! H
[ ] — <2Eé 5 + 1 ( 6,5 + )

Proof Using the standard analysis of OMD with log-barrier (e.g., Lemma 12 in|Agarwal et al.|[2017]]), we have, for any
u € NA (Pk),

K
S (o ) < Do) | SS S rn 0,) 0

n

1 k=1z,a,x’
Dy(ullg) | 2
1 ™ 7,
= wTﬂ?Z > (@™ (2,0) Py (2|2, a))” by(x,0)?
k=1z,a,x’ (D9)
UI|q1 P ( 7 2 'z, a)?
<2 Y Tt (YR Wl
k=1 z,a !
< Dylular) u“ql 1 ZZqP’“”" z,a)’ Iy(z,0)?,

k=1 z,a

where the first step is due to ng”*™* (x, a, ") 0 (z,a) > 0 under the Assumptionl and the second step uses the fact that
qPom (2,a,2") = ™ (z,a) Py, (2'|z, a); the final step follows the fact that >~ _, Py, (2'|z,a) = 1.

Eq. also applies for ¢, since ¢ € NiA (Py) by definition. Therefore, by direct calculation, we have
H-1 / . /
’ ql(x7a7x) q(x’a7x)
D = 1 -1
il =% 3 (e (GE) - 2T
h

-Y Y e(Bed))s Y Y ANl )

h=0 (z,a,2’)EW),

- q1 (z,a,z")
- Z Z log i(z,a,2')
h=0 (z,a,z’)EW}, g,

<3X AlogL

where the second step uses the definition of ¢; (z,a,2’) = m for all horizon h, and the fourth step uses the
lower bounds ¢ (%, a,2") > >4z from Lemma C.10 in Lee et al.{[2020], and then ¢ (z,a,2’) > - and upper bounds



q1 (z,a,x") < 1. For the second term, we have

K
E Z Z g (z, a)2 Zk(z, a)2]

k=1 z,a

- [ X P 7 2. Ek(l‘,a) ./\
=FE ZZq (z,a) (@) @) Li(z,a)

Lk=1 x,a

rK
<E ZZqP’“” (z,a) -Zk(:c,a)]

Lk=1 x,a

- K / P,y

1 s q" k (I’ a) Zk (,I a)
<E Py, . . = : ) :
<E|Y ) q (@) (uk (z,a) 2E.;+1 i (z,a) 2B ;+1

Lk=1 x,a

<2[S5 (g ™ ) el
= 2B, +1 ¢ YR+ 1

Lk=1 x,a

_ XAKEL; + HK
- 2Bl s+1 7

where the first equality applies the definition of Zk(m, a), and the second inequality follows the definition of u, and the fact
that ¢y, (x,a) € [0, 1] for all (z, a) due to the scaling procedure; the third inequality follows the expectation of ¢ (x, a) in
Eq and the fourth inequality applies the definition of u;, again, and the fact that ¢}, € [0, 1].

Thus, setting n = %, 6= XYA we obtain the bound of REG,
K
~ VXK
E <qu,,7rk_qf7£k> <0 - —-(AXE;(;—FH) (D.10)
2E s+1
k=1 £,
[ |

Putting everything together and using Lemma [E.T] we obtain the expected regret bound (Theorem[4.2),

E[Rx

=E [ERROR] + (2E. 5 + 1) - (E [B1AS3] 4+ E [REG]) .
<0 (HCM\/? +HXYAE. 5 + AE;,(;\/X3K) .

E SUPPLEMENTARY LEMMAS

E.1 USEFUL RESULTS

Lemma E.1 (Expectation, Lemma D.3.6 in Jin et al.|[2021]]) Suppose that a random variable Z satisfies the following
conditions:

e 7/ < Rwhere R is a constant.

* 7 <Y conditioning on event E, where Y > 0 is a random variable.

Then, it holds that E [Z] < E Y] + P [E€] - R where E° is the complementary event of E.

Lemma E.2 (Concentration of Laplace variable) Suppose random variable Z ~ Lap (\), then for any t > 0 we have,

P[|Z] > Ant] <

| =



Definition E.3 (Sub-Exponential variables) A random variable X with mean p = E[X] is sub-exponential if there are
non-negative parameters (v, b) such that

, 1
B[] < A < -

Lemma E.4 (Laplace variable is sub-exponential) A Laplace variable with parameter (u, 3), i.e., its probability density

Sunction is f(x) = ﬁ exp (7\1;%)) is also a sub-exponential variable with parameter (23, 3).

Lemma E.5 (Linear combination rule for sub-exponential variables) Consider an independent sequence of {Xy}7_,
of random variables, such that X}, has mean py, and is sub-exponential with parameter (v, by). Then the variable
7 = ZZZI Xy, is sub-exponential with parameters (v., b, ), where

Lemma E.6 (Maxima of sub-exponential variables) Let Z = (Zy,--- ,Z,), and for all i € [n), Z; is a independent
identical distributed sub-exponential random variable with parameter (v,b). Then, if bv/2Inn < v, we have

E [max Zi] <vv2lnn.

i€[n]

Proof With the definition of sub-exponential variables in Def. the following inequality holds for all A with |A| < %, by
using Jensen’s inequality,

2,2
exp ()\E max Zi> < Eexp ()\ max ZZ-> = Emaxe*?i < Z REeti < ne .

il ieln] ieln] &

Taking logarithms on both sides, we have E max;e[,) Z; < an + ’\7”2 Therefore, the upper bound is minimized when
A= ¥2ZIn <2 which yields
E [max Zi] <vv2lnn.

i€[n]

Lemma E.7 (Maxima of the sum of i.i.d. Laplace variables) Let Z = (Z,,--- ,Z,), and Z; = > bij for all i € [n],
where for all i € [n], j € [m], b;; is independent identical distributed Laplace variable Lap (0, 3) with parameter (0, 3).
Then, if m > 1“7” we have

E {m%}}( ZZ} =E m%}}( bij | <28v2minn. (E.1)
€N €N
J€[m]

Proof Since Laplace variable is also sub-exponential (refer to Lemma [E.4), the sum of i.i.d. Laplace variable is also a
sub-exponential variable with parameter (28+/m, 3) according to the linear combination rule of sub-exponential variables
in Lemma [E.5| Then, we can obtain the lemma by using the maxima of sub-exponential variables in Lemma[E.7] ]

Lemma E.8 (Revised Lemma 11 in Bourel et al.| [2020]) Consider = and y satisfying | — y| < a/y(1 —y) + 5. Then

V(L —y) < Va1l —2) + 1.9a + 1.51/8.




Proof By Taylor’s expansion, we have

y(1—y) =zl —2)+ (1 -22)(y —2) — (y — 2)*
e(l—z)+ (1 -z —y)(y—=)

<z(l—z)+ |1 —x—y| (a\/m+5)
<z(l-z)+ay/yl-y)+8

Using the fact that a < by/a + c implies a < b? + by/c + ¢ for non-negative numbers a, b and ¢, we get
y(1—y) <a? +aye(l—2)+p+z(l —x)+ 3
<a’+avz(l—2)+aV/B+z(l—z)+ 4
2 302
—( x(l—x)+%) + S +aVB+ 8,

where we use va + b < y/a + Vb for all a, b > 0. Taking square-root from both sides, and applying vab < “7“’, we have
the desired result:

Vy(l—y) < V(1 —2) +2+@+ + +J3<m+19a+15f

Lemma E.9 (Lemma 19 in Jaksch et al.|[2010], Lemma 24 in Talebi and Maillard [2018]) For any sequence of num-
bers z1,29, ..., 2, with0 < 2z, < Zj_1 := max{l Z 1 z,}, it holds

< (V2+1)VZ,,

The next one is a standard Bernstein-type concentration inequality for martingale (Theorem 1 in Beygelzimer et al.|[2011]]).

Lemma E.10 Let Y1, ..., Yi be a martingale difference sequence with respect to a filtration F1, . .., Fx. Assume Y, < R
a.s. for all k. Then for any 6 € (0,1) and X € [0,1/R), with probability at least 1 — 6, we have

K K

In(1
S vy E ]« M0
k=1 k=1

E.2 CONFIDENCE BOUND WITH PRIVACY

We first define the non-private empirical transition probability and the private empirical transition probability as follows,

Nk(a:,a,x') ﬁk (Z‘IIZ’ (l) .

P, (2 |z, a) = , LA S A R
e (@], a) Ni(z,a) Ni(x,a)

Lemma E.11 (Lemma 2, [Jin et al., 2020a]]) With probability at least 1 — 46, we have a good event
V(z,a,2") € Wy, Vhk, |P(2'|z,a) — Py (2|2, a)| < Bi (2'|2, a),
and By, (2'|z, a) for any (v, a,2') € Wy, and h € [H| is defined as

_ 2P, (2'|x,a) (1 — Py, (2/|z,a)) Inv 141In.
/ — s 1
Bk (2’|, a) = min ,\/ Ne(r.q) NETAEY)




Then, we have the difference lemmas between the private transition estimate and the non-private transition estimate as
follows.

Lemma E.12 For all (z,a,2’") € Wy, h € [H|, k € [K], we have

2E; 5

Py (2'|z,a) — P x'az,a‘<~7.
P @/lav0) = P @'l < s

Proof By definition, we have

Py (a'[2,0) = Pi (@ ‘x’a)‘ = Ny.(z,a) Ny.(z,a) Ni(x,a) Nie(@, a)

Es,é + Nk(x»avm/)Ee,é
o Nk(x,a) Ni(z,a) - Nk(x,a)

Ni(,a,a')  Ny(,a,2) ‘ . |Nk<z,a,x'> Ni(z,a,')

2E 5
B Nk(ima).
|
Lemma E.13 Forall (z,a,z") € Wy, h € [H], k € [K], we have,
~ ~ _ _ 4F
’Pk (2 |z, a) (1 — Py, (2|, a)) — Py, (2'|w,a) (1 - Py (x’|x,a))‘ < =0
Nk(xaa)
Proof Similar to Lemmal[E.12] we have,

Py (2|2, a) (1 — Py (4|2, a) ) Py (2'|z,a) (1 — Py (x'|x7a))‘

_ | Ni(z,a,2")  Ni(z, a) Ni(z,a,z") Nk(x,a,x’) Ni(z,a) — Ni(z,a,2')
Ni(z,a) Ni(z,a) Ni(z,a) Ni(z,a)
< Ni(2,a) — Ng(z,a,2") | Np(z,a,2")  Ni(v,a,2')
N Ni(z,a) Ni(z,a) Ni(z,a)
Ni(z,a) — Np(z,a,2") | Np(z,a,2') _ Ni(z,a,2)
Ni(z,a) Ni(z,a) Ni(z,a)
Ni(z,a,2") | Np(z,a, ') _ Ni(z,a,2")
Ni(z,q) Ni(z,q) Ni(z,a)

< Nk(xaaax,)Es,é Eg,é Nk(x,a,x') 2E€,5
_Nk($7a)'ﬁk(xva) Nk($7a) Nk(w’a’) Nk(xaa)
< Hes

Nk($7a')

|

With the help of the lemmas above, it’s ready to prove Lemma 3.1] now.

Lemma E.14 (Restatement of Lemma@ With probability at least 1 — 60, we have a good event,

V(z,a,2") € Wy, Vh, k, ‘P (2'|z,a) — Py (2'|2, )| < B (2|, a),



and By, (2’ |x, a) for any (x,a,x’) € Wy, and h € [H] is defined as

2P, (2'|z, a) (1 - P, ('], a)) Ine 4E. 5+ Tlne
I ;

2'|z,a) =min < 1, = =
ol New.a) Nelw.a)

2P, (2'|z, a) (1 - P, ('], a)) Ine 4E. 5+ Tlne
= + —=
Ni(x,a) Ni(z,a)

=min < 1,

Proof [Proof of Lemma E.14]] With standard decomposition, we have,

~ N "N N ! N, !
P (@'fe.a) — P (o) < | MeE 0 t) Z N0 02D NS 0) oy g
Ni(z,a) Ni(z,a)
/
< NEE,S Nk(x,a,x) . JXk(zva) —P(:c'|x,a)
Ni(z,a) Ni(z,a)  Ny(z,a)
E N, N, ! N,
<— €,0 + Nk(x7a) . ( k(:l:,a,x) —P(a:’|a:,a)> + P(JZ |.13 Cl) Nk(xaa) 1
Ni(xz,a) | Ng(z,a) Ni(z,a) Ni(z,a)
< ~2E€’5 + ]Yk(x @) | Py (2'|w,a) = P (2’|, a)|
Nk(mva) Nk(l'va)
2E. 5 Ny (x, a) 2P, (2'|z, a) (1 - b, (a:’\m,a)) Ine 141n.
S=———+=
Ni(xz,a)  Ng(z,a) Ni(z,a) 3Nk (2, a)

D D 4F,
2oy | 2 (P (@la,a) (1= P (@'],0)) ﬁ(xi))lnL—'_ 1dlns

7]\7;@(957@) J\ka(%a) 3]\~7k($7a)
| @le) (1= P @) ne | 2es 5ty Fos T
Ni(z,a) Ni(x, a)

2P, (@'|z,a) (1 — Py ('|z, a)) Ine 4F. s +7Ine
Ni(z,a) Ni.(z,a)

where the fifth inequality follows Lemma[E.TT] and the sixth inequality follows Lemma[E.T3] The seventh and eighth step
se /o +y < y/x+/yand 2,/zy < x + y for x,y > 0. The second equality in the lemma follows the definition of

Ni(,a) in the Eq [ |

<

Lemma E.15 Conditioning on event in Lemma it holds for any episode k and any transition P’ € Py,

2P (x/ 1—-P(x 1 TE. 261
\P' (2|, a) — P (2|2, a)| < min? 1, @z, a) (1 = P(@'le, a))Ine | TEes +26Ine |
Ni(z,a) Ni(z,a)

Proof We have for any episode k and any transition P’ € Py,

/ / o / /
‘Pl "lz,a) — P (2'|z, a)’ < 2P (a'|x,a) (1 P (2'|z,a))lne +4Ei5_|_71nL
Nk l' CL Nk(if,a)

21 l 4F 71 4F 71
< =2 P a) 0= P @]ea) + 38, |t 415, [2Eea T T | Aot T
Ni(z,a) (z,a) Ni(z,a) Ni(z,a)

2P (2'|z,a) (1 — P (2/|z,a)) Int n TE.s5+26In.
Nk(m,a) Z\Afk(x,a)

)



where we apply Lemma to Lemma for the second step, and the third step follows from the fact that
\/x+y§\/5+\/§and‘/:vy§%(xqty)foranyz,yzo. |

Corollary E.16 Conditioning on event in Lemma it holds for any episode k and any transition P' € Py,

2C; 41 Xna TE. 5+ 261
HP/ (-\x,a) _ P(|x,a)||1 < min <27 Ax,a ne 4 h( )+1( €,0 I’IL)) ’

Ni(z,a) ]Vk.(z,a)

2
where for all (z,a) as Cyq = (Zx’ethﬂ VP (2'|z,a) (1 - P (2|, a))) from|Bourel et al.| [|2020)].

Proof We introduce local effective support as C, , from Bourel et al.| [2020]. We have for any episode k and any transition
P e P,

1P () - Pl < 3 (\/213 ([2,0) (1= P (@fa,a)) In | TE.s +26lnL>

&' € X ()11 Ni(z,a) Ni(z,a)

< 2C; o Int n KXh(z)+1 (TE. s +261n1)
a Nk(f,a) J\A/k(x,a) .

Lemma E.17 (Local effective support, Lemma 4 in Bourel et al.|[2020]) For any state-action pair (x, a), the local ef-
fective support is bounded,

Cm,a < Xh(x)-‘rl -1

Lemma E.18 (Lower bound of upper occupancy measure) For any episode k and state x # x g, it always holds that

Proof Similar to Lemma D.28 in[Jin et al.|[2023]], one can construct a specific transition Pe P, such that ql’5 () > %
for any 7 given episode k and z, which suffices due to the definition of wuy, ().

For any tuple (z,a,2') € Wy and h = 0,--- , H — 1, P(2'|z,a) = By, (¢/|z,a) - (1 — &) + XhilK' It is easy to verify

that P is a valid transition function and belongs to the confidence set Pj,. Finally, we have the lower bound of the upper
occupancy measure,

P = Y Y PP > Y qu,ﬁ(u,v).ﬁ:ﬁ_

UEX) 1 VEA uEX,_1 vEA

E.3 DIFFERENCE LEMMA

Lemma E.19 (Occupancy Measure Difference, Lemma D.3.1 of Jin et al.|[2021]]) For any transition functions Py, P,
and any policy T,

¢ (@) =g @) = Y Y T (ww) (Pr(wlu,v) = Pa(wlu,v) ¢ (z|w)



h(z)—

z S % () (Pr(whu,v) - Po(wlu, v)) g™ (afw),

h=0 (u,v,w)eW},

where qF'™ (z|w) is the probability of visiting x starting w under policy m and transition P’

Lemma E.20 (Lemma C.5 of Dann et al.|[2023]]) For any policies 1, 7o and any transition function P, P,

Z Z ’qP’”l(a:,a) —¢P™ (x,a) |<H Z qu’” ) |1 (alx) — me(alz)],

T#TH aEA r#xg acA

Following the same idea in the proofs of Lemma C.4 inDann et al.|[2023]], and Lemma D.3.8 inJin et al.|[2023]], we consider
a tight bound of the difference between occupancy measures in the following lemma.

Lemma E.21 Suppose the event in Lemma 3.1 holds. For any state x # 1, episode k and transition P' € Py, policy my,
we have

h(z)—1
qP’,vrk (l‘) _ qP,7r;C (I)’ <0 Z Z qP,ﬂ'k (u,v) . \/P (w|u, U) (/1\ - P (wlu,v)) In. ) qP,wk (:ZJ|U))

h=0 (u,v,w)EW}, Ni, (U,U)
+1n.
+0 | x2 Z Zqu .667
uFrg vEA Nk (u U)

Proof According to Lemma|E.19] we have

h(z)—1
@) @) < Y ) [P o) — Pl o)] g (xl)
h=0" (u,v,w)EWn
h(z)—1
_ P,y / P,y
=SS P (w,0) [P, 0) — Plwlu, v)| gP (zfw)
h=0" (u,v,w)EWn
h(z)—1
FY T P ) P ) — Plafu)| (¢ ) - ¢P )
h=0 (u,v,w)EW)
h(z)—1
S P ) [P (wlu,v) — Plwlu, v)| P (zfw)

h=0 (u,v,w)EW),

TERM (A)
h(z)—1 h(z)—1
+ Z > "™ () [P (wlu,v) = P(wlu,v)] Y Y. "™ (m,nfw)|P'(ojm,n) = P(ojm,n)|
=0 (u,v,w)EW} h'=h+1 (m,n,0)EW,/
TERM (B)
h(z)—
P 1-P 1
<0 Z Z qP,rr;c (u,v) . \/ (w|u,v) (A (’UJ|U,U)) ne _qP,wk (x|w) (TERM (A.1))
h=0 (u,v,w)EW), Ni (uav)
h(x)—1
E. 1
+o 0% P SR P ) (TERM (A.2))

h=0 (u,v,w)eEW), Nk (’U,, U)

h(z)—1 P (w|u,v) (1 — P (w|u,v))Ine
o(Z > qP’”"(u,v)~\/ o )Evk(u,zf>| !

h=0 (u,v,w)eEW)
h(z)—1
P (olm,n) (1 — P (olm,n))In.
Z Z o™ (m, mlw) (o] )(A (olm,n))
Nk (mvn)

=h+1 (m,n,0)EW},,

(TERM (B.1))




h(z)—1
@<Z S ). \/P(wm,v)qP(wm,v))lm

— Ny (u,v)
h=0 (u,v,w )
(o) €W (TERM (B.2))

h(z)—1
D> <m|>E>

=h+1 (m,n,0)EW}/ Ni (mvn)
iy + hlL iy
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where the second step firstly subtracts and adds ¢©™ (z|w) and then applies Lemma again for
‘qP/’”k (z|w) — ¢ (z|w)] to obtain TERM (A) and TERM (B). Following Lemma|E.15} we can decompose them into five
terms as TERM (A.1), (A.2), and TERM (B.1), (B.2), (B.3). Then, we bound these terms separately.

Clearly, we can bound TERM (A.2) by letting x be 7,

h(z)—1

Z Z qP’ﬂ’“(u,v)~7Ef’5+lnL P (g|lw) < X Z qu’”‘ _4E55+71m.

=0 (u,v,w)EW) Ni, (u> ’U) a£xy a€A Ny, (’LL U)

For TERM (B.1), we have
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h=0 (u,v,w)EW}), h'=h+1 (m,n,0)EW,,/ Ni (u,v)
h@) L h(z)—1

_ sy UsPlmmle I S gm0 - P (wfa,v) - P ()

h=0 (m,n,0)€Ws Ni (m,n) =0 (u,v,w)EW,,
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where the second step applies /2y < « + y for any z,y > 0; the third step rearranges the summation order,
and the fourth step follows the facts that 3=, , ,yew,, 4™ (u,v) - P (w|u,v) - ¢"™(m,n|w) = ¢"™(m,n) and

s S d” ™ (m,nw) - P (olm, n) = g7 (o|w).



Similarly, we have TERM (B.2) bounded as

h(z)—1 h(z)—
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where the first inequality uses the fact that Ny, (z,a)r (x,a) > O(E. s+ Int) according to the definition in Eq.
the second inequality follows the facts that 37, ., ,yew, ¢° (u,v) - P (wlu,v) - ¢ (m, n|w) = ¢"™(m,n) and
e, 2oacad” ™ (m,njw) < 1. For TERM (B.3), we have

h(z)— h(z)—1

E 1
TERM (B.3) = Z S P e) SRS ST P, )
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Putting all the bounds for these terms together yields the bound of the lemma,
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E4 ESTIMATION ERROR

Lemma E.22 (Lemma 10 in |Jin et al.|[2020a]]) With probability at least 1 — §, we have for all h € [H],

YOS i o (vawsrros (),

k=1 (z,a)EX) XA

and
P,y (

Sy e o (ymar s xawe e (1)),

k=1 (z,a)EX, x A

Proposition E.23 Let Eggr be the event such that we have for all h € [H| simultaneously

P,'n'k.(

K
g™ (x,a)
=0 (XpAlog K +1 ,
Z Z max { Ny, (z,a), 1} (XpAlog K +log)
k=1 (z,a)€X), x A

and
Pﬂ'k(

K
g (x, a)
=0 (VX,AK + X, Alog K + 1 .
2. 2 J/max (Ni(, a), 1] (VEAR + X1 Alog K + log1)

k=1 (z,a)€X) xA

We have P [EgsT] > 1 — 0.

Proof The proof directly follows from the definition of ¢, which ensures that ¢« > %. |

Based on the event Eg g, we introduce the following lemma which is critical in analyzing the estimation error.

Lemma E.24 Suppose the event Eggt defined in Propositionholds. Then we have for all h € [H],

P (g, a)

K

q ,

T WY 5(x,Alog K +log 1),
>y Fits.a) (XyAlog gt)

k=1 (z,a)€X), x A

and

K P,y
Yoy w9 mrco > Couk + VX1 XpAlog K + /Xiy loge
k=1 (z,a)eX, xA \/ Ni(x, a) (z,0)EXn x A

Proof Since ka(x, a) > Ni(z,a) always holds by definition, the first equation directly follows Propositionm

For the second equation, similar to the proof of Lemma 10 in[Jin et al.| [2020a]], we decompose the term as

K P
DRED DR v w<Z > ﬁv
k=1 (z,a)€X), x A \/Nk(x a) k=1 (z,a)€X) x A Nig(z,a)

Hk' ) CL qP,ﬂ—k (I, a) - Hkt (93, CL)
Z Z NG VO +Z > Cra:
a)EX XA JI a k=1 (z,a)€X, x A Nk(x?a)

The first term is bounded by

K

Ik (z,a)
Sy e oo ¥ e vmes
k=1 (z,a)EXn X A Ny (2, a) (2,0)EX, X A



<0 > CaaK |, (E.-6)

(z,a)€X, XA

according to Lemma[E.9]and Cauchy-Schwarz inequality.

" (@)l (z.a) < 1, =1, and the fact

\/ Ni (z,a)

For the second term, we apply Lemma [E.10|with Vi = 3", e, x4

2

(z,a)eXy XA (z,a)eXy, XA

k[ k} = By Z \/m - Z Ni(z,a) ’

and combine the upper bound of C,; , in Lemma and Lemma [E.22]

XK: Z qP™ (z,a) — I, (z,q) e <X ZK: Z qP™ (z,a) s
/Ni(z,a) Coa < VX1 Ny(z,a)

k=1 (z,a)€X) x.A k=1 (z,a)€X, x.A

Combining both terms, we prove the result. |

F MISSING DETAILS FOR SECTION

In this section, we present the proof of privacy guarantees in Section[3] I Recall that for visitation counters, Ny (x, a) is the
original count, N x(x, a) is the noisy count after step (1) of both Privatizers and N, k(sr a) is the final private counts. For
losses, Li(x, a) is the original cumulative loss in full-information setting, and 0, (z, a) is the non-private loss estimator in
bandit-feedback setting, and Ly (z, a) and f;(z, a) are the private version of Ly, (x, a) and #; (z, a).

F.1 A VARIANT OF THE BINARY MECHANISM

Firstly, we introduce a variant of the Binary Mechanism (Algorithm ), which has also been introduced in|Agarwal and
Singh![2017]. This variant of Binary Mechanism deals with a continual observation {cy },. c[K] with each o, € [0, 1]. In each

step, the mechanism releases a number denoted as v &, which is the private version of the sum of the previous &k observed
number, i.e., X = Zle o;. Initialized with privacy budget level ¢, this mechanism follows the properties in Lemma

Lemma F.1 (Guarantees of the Variant of Binary Mechanism) The following claims hold true:
K
(1) Privacy: The sequence {Ek}k is e-differentially private.
=1
(2) Distribution: For all k € [K], the injected noise Y-Sk = zﬂog K1y, and each b; is i.i.d. sampled from Lap (log K /¢).

Proof Our privacy guarantee is established through the Binary Mechanism with Laplace noise, accompanied by the
post-processing property as outlined in [Dwork et al.| [2014]]. We introduce additional noise beyond the standard Bi-
nary Mechanism, ensuring the injection of an exact [log K | number of noise samples, in line with our distribution property. l

F.2 PRIVACY GUARANTEES

First, we demonstrate that our private loss for the bandit-feedback setting simultaneously satisfies LDP and DP in the
streaming setting.

Proof [Proof of Lemma First, we focus on a single episode &, and consider the private version 0, (z, a) of the observed
loss ¢k (z,a) Iy, (x, a). This private version ¢, (x, a) is obtained from ¢y (x, a) Iy (x, a) via the Laplace mechanism with
noise level 3 . Since the sensitivity of the input function is 1, the Laplace mechanism satisfies 37;-DP and 57;-LDP (refer



Algorithm 4 A Variant of the Binary Mechanism

Input: Time upper bound K, privacy budget € > 0, online stream o € [0, 1]K, binary tree B
Initialization: ¢’ = ¢/ log K, noisy sum X, = 0, initialize the binary tree /5 over K leaves with all nodes

1. for k =1to K do
2:  Express k in binary form: s;,, where k = Z]“i%? KT g1 (j) - 2Moe2 K13 For example, if s, = 110, then s (1) =
1,8:(2) =1,5,(3) =0
3:  Populate the si-th entry of B: B, + o
4:  Perturb the sg-th entry of B: By, < Bs, + bs,, where b, ~ Lap (%)
: Let Sy be the set of all ancestors s of sy, in the tree B3, such that all the leaves in the sub-tree rooted at s are already
populated

6 for all s € S;, do

7: Update the value of the node with the values of its children: By < Bgog + Bso1
8: Perturb the value of the node: B, <+ Bs + bs, where b, ~ Lap (%)

9: end for

10:  for j = 1to [log, K| do

11: if s;, (j) = 1 then

12: Form binary string s? = s;, (1) 0 85 (2) 0+ -+ 085 (j — 1) 0 0 of length j
13: ik — ik + Bsq

14: else _

15: Sk < Xk + b, where b ~ Lap (&)

16: end if

17:  end for _

18:  output: >,

19: end for

to Dwork et al.|[2014])). Additionally, since every episode involves at most H bandit losses, according to [Hsu et al., 2014,
Lemma 34], the composition of all these X AK different Laplace mechanisms are £-LDP and £-DP. |

Now, let’s proceed to establish the proof for the JDP guarantee.

(k,z,a)

Proof [Proof of Lemma Under the full-information setting, the release of {N & (z, a)} satisfies £-DP according

to [Chan et al.,|2011, Theorem 3.5] and [Hsu et al., 2014, Lemma 34]. Similarly, the releases of {Nk(az, a, J;’)} and

(k,z,a,z")

{ﬁk (z, a)} also satisfy <-DP. Therefore, the release of all these counts satisfies e-DP. Due to post-processing [Dwork

kyz,a)
,{Nk(x,am’)} ,{fk(%a)}

et al., 2014} Proposition 2.1], the release of all private counts {N k(z,a) }

(k,z,a) (k,z,a,z") (k,z,a)

also satisfy e-DP.

Under the bandit setting, and with the help of Lemma and post-processing property, the release of all private counts
also satisfy e-DP.

{Nk(x,a)} {Nk(x,a,x’)} {Zk (z,a)

For utility analysis, we analyze the visitation counters and losses, separately.

(k,z,a) (k,a,a,a’) k)

g

Private visitation counters. By applying [Chan et al.,|2011, Theorem 3.6] and setting ¢’ = THIE K in Binary mechanism,
and using a union bound, we can establish that with probability 1 — 24, for all (k, z, a, z’),
X2AK

‘Nk(:ma,w') — Ni(z, a, CU/)‘ <O (% log"® K log ( 5 )) , ’Nk(aza) — Ni/(z, a)‘ <0 <% log'® K log (%)) .

Referring to the post-processing procedures and Lemma 5.1 in|Qiao and Wang| [2023al, the Central Privatizer satisfies
ASSUHlPtiOHWith Ees =0 (Zlog"® Klog (¥4£)), and Ny (z,a) < Ni(z,a) < Ni(z,a) + E. 5. Furthermore, in
accordance with the constraints of the optimization problem, we also observe that Ny (z,a) = >, X s Ne(z,a, a’),

which implies that Ny (z,a) = 3 Ni(xz,a,2').

I’GXh,+1



Private loss in full-information setting. In the full-information setting, we have constructed a variant of the Bi-
nary Mechanism (Algorithm [4)) to obtain Li(z,a) in Section Since the cumulative loss Ly (z,a) is privatized
by this variant with privacy budget ¢/3H, the injected noise Zy(x,a) is a sample of the summation of [log K]
ii.d. Laplace variables with parameter for all (k,z,a). Therefore, for any episode k, when K > /XA, we have

E [max, o Zx(z,a) — min, , Zy(x,a)] < O (Ig log® K In (XA)), which follows the maxima property of the sum
of i.i.d. Laplace variables as demonstrated in Lemma [E.7]

Private loss in bandit-feedback setting Under the bandit setting, we directly apply the Laplace Mechanism, and the
noise injected is Zy(z,a) = lx(x,a) — g (z,a) I, (z,a), where Z(z,a) ~ Lap (3H/e). Then using the concentration
of the Laplace variable (refer to Lemma and a union bound, we can conclude that with probability at least 1 — §,
Oy (2, a) — O (z,a) I, (z, a)‘ <381 (X‘f%K) for all (k, z,a). [ |

Proof [Proof of Theorem With e-DP guarantee for private counters and losses, the release of all 7y, is also e-DP
according to post-processing property under both full-information and bandit settings. Finally, the guarantee of e-JDP for
final action sequences follows the Billboard Lemma [Hsu et al., [2014, Lemma 9]. Besides, the regret bound is obtained by
plugging E. s, and corresponding E, E; 5 in Lemma into Theorem [3.3|and Theorem 4.2 |

Proof [Proof of Lemmal[5.7]] The privacy guarantee directly results from properties of Laplace Mechanism and composition
of DP [Dwork et al.,|2014], and Lemma@ For utility analysis, we also analyze the visitation counters and losses as below.

Private visitation counters. According to[Dwork et al. [2014] Corollary 12.4 and a union bound, with probability 1 — 24,
for all (k, z,a,2'),

’Nk(m, a,z’) — Nig(z,a,2)

<<9<3;H Klog(XQ(?K)), ‘Nk(x,a)—Nk(a:,a)‘<O<3f Klog<X?K)>.

(F.D)
Together with Lemma the Local Privatizer satisfies Assumption with B, s = O (g1 / K log (%)) .

Private loss in full-information setting. Under the full-information setting, we apply the Laplace Mechanism with privacy
budget ¢’ = 5% directly on the point-wise loss /. (, a) and make summation to obtain Ly (z, a). Thus, the noise injected
Zy(z,a) is a realization of a summation of K Laplace variables for all (k,z,a). Therefore, for any episode k, when

K> ln(;(A)’ E [max, o Zi(z,a) — min, o Zi(z,a)] < O (%len (XA)), which follows Lemma

Private loss in bandit-feedback setting. Under the bandit setting, the utility is the same as the JDP setting. |

Proof [Proof of Theorem The regret bound is obtained by plugging E. 5, and corresponding E., Eé s in Lemma|5.7
into Theorem [3.3]and Theorem
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