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ABSTRACT

Graph machine learning models support applications in recommendation, finance
and biomedicine, yet their parameters and training data are proprietary assets that
face threats such as model extraction, inversion and membership inference. Prior
work proposes many attacks and defenses, but comparisons remain unreliable be-
cause experiments use inconsistent datasets, threat models and evaluation metrics.
We introduce GraphIP-Bench, a unified benchmark and library that provides stan-
dardized datasets, reference implementations of diverse attack and defense fam-
ilies and a common evaluation protocol. The benchmark specifies clear metrics
for extraction fidelity, task utility and computational cost, which together mea-
sure the protection—utility trade-off under a prescribed query-access threat model.
Empirical analysis across citation, coauthor and commercial graphs shows that
several watermarking methods preserve utility and enable ownership verification
with different cost profiles, while data-free extraction lags behind data-driven ex-
traction even at large budgets. To the best of our knowledge, this is the first bench-
mark that standardizes the rigorous evaluation of model-extraction attacks and de-
fenses for graph neural networks. Our implementation is publicly available at:
https://anonymous.4open.science/r/GraphIPBench-7F7F.

1 INTRODUCTION

Graph neural networks (GNNs) are key components of modern data driven services. Commercial
platforms use them for product recommendation (Yang et al.,[2023)), autonomous vehicle perception
(Monti et al.| [2021)), and molecular property prediction (Li et al., [2024). Their main advantage is
that they aggregate information over arbitrary relational structures, which arise in social, financial,
and product data. Cloud providers now expose pretrained GNNs through public inference endpoints,
which allow customers to deploy state of the art analytics without local training or data collection.

However, public access to these endpoints creates new risks and vulnerabilities. Adversaries can
submit carefully designed queries and use the returned labels or confidence scores to train a sur-
rogate that reproduces the target model’s behavior, which is known as model extraction (Wu et al.|
2021} Zhuang et al.,2024;|Zhang et al., | 2022b). A successful surrogate leaks the owner’s intellectual
property, reduces pay per query revenue, and enables competitors to recreate proprietary function-
ality at low cost. For example, a copied GNN can expose decision boundaries that criminals exploit
to bypass screening, and in pharmaceutical research it can reveal assay knowledge that is encoded
in model parameters. These risks threaten both revenue and privacy, which motivates the need for
reliable evaluation of extraction threats and defenses.

To mitigate these risks, recent work proposes several defenses. Output perturbation and query fil-
tering aim to limit the information that each response reveals (Liang et al., [2024; [Kesarwani et al.,
2018; Hu et al.| 2024). Watermarking and fingerprinting embed verifiable patterns in trained graph
models so that unauthorized copies can be identified (Wang et al., [2023; [Xu et al., [2023} |Dai et al.,
2024aj;|You et al | [2024; [Wu et al.|[2024a; [Waheed et al., 2024)). Surveys summarize these techniques
and the broader security landscape for deep learning (Peng et al., [2023; Xue et al.,[2021}; Sun et al.,
2023b;[Zhao et al., 2025a3b) and for graph learning models in particular (Dai et al., | 2024b; |Wu et al.}
2022c};[Zhang et al.,|2022a; |Wu et al., 2022b; |Sun et al., 2024} Zheng et al.,[2021). However, experi-
mental practice remains fragmented. Studies rely on private data splits, incompatible query budgets,
and inconsistent metrics, and the few existing benchmarks focus on robustness or privacy while ex-
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cluding model extraction and omitting watermarking and fingerprinting baselines (Sun et al.,|2023aj
Zheng et al.,2021). As a result, the community lacks a consistent empirical basis to assess progress.

Several challenges must be addressed to enable fair and informative comparison. First, the com-
munity needs a single experimental protocol that fixes public data splits, shared query sets, query
budgets, and explicit threat models, including whether the endpoint returns only labels or also confi-
dence scores, and that treats data driven and data free attacks on equal terms (Wu et al., 2021} Zhang
et al., 2022b)). Second, evaluation must align success criteria with method goals: residual extraction
should be measured for attacks, while ownership verification should be measured for watermarking
and fingerprinting, since these mechanisms aim to provide verifiable evidence of model ownership
rather than to reduce agreement with the target (Wang et al.| 2023} |Xu et al.l [2023)). Third, studies
should report the balance between protection and utility under matched conditions, since practical
adoption depends on how defenses affect task accuracy and inference latency. Fourth, benchmarks
should include computational complexity and practical efficiency, which cover time and memory use
and make transparent the real cost of deployment; prior work often omits these costs, which obscures
feasibility (Liang et al., 2024} Hu et al. [2024). Finally, consistent method naming, representative
citations, standardized hardware and software settings, and public reporting of random seeds and
tuning procedures are necessary to ensure reproducibility and to prevent protocol induced bias. Ex-
isting studies only partially satisfy these requirements, which limits both scientific understanding
and industrial uptake.

We address these challenges with GraphIP-Bench, a reproducible benchmark and library that we
build for standardized evaluation. The suite integrates nine representative extraction attacks and
six defense families and evaluates them on five public graph datasets under a single, clearly speci-
fied black box threat model. A unified hyperparameter search and a consistent metric suite record
security, utility, and efficiency, which provide a complete and comparable view of attack and de-
fense performance. To the best of our knowledge, GraphIP-Bench is the first benchmark that offers
a standardized and rigorous evaluation of model extraction attacks and defenses for graph neural
networks. The main contributions are:

+ Unified protocol. We fix public splits, shared query sets, standardized budgets, and explicit
endpoint assumptions, and we implement all nine attacks and six defenses under identical
settings, which eliminates incompatible setups and enables fair comparison.

* Goal aligned evaluation. We separate an extraction track that measures residual agreement
with the target and downstream utility from an ownership track that evaluates watermarking
and fingerprinting on a standardized verification set, so that each method is judged by
outcomes that match its objective.

* Reproducible infrastructure. We release reference implementations, configuration files,
and a unified search procedure with fixed seeds on five public datasets and a shared hard-
ware and software stack, which supports reliable replication and extension.

* Protection—utility characterization. We sweep defense configurations and attacker bud-
gets and summarize operating points with attack agnostic frontiers, which make the protec-
tion—utility balance transparent for deployment decisions.

* Complexity and efficiency reporting. We provide asymptotic formulas and automated
profilers that record training time, memory use, inference latency, verification time, and
estimated monetary cost, which reveal the practical cost of each method.

2 PRELIMINARIES

Notation. We denote an attributed graph by G = (V, &, X, A), where V is the node set, £ is
the edge set, and X is the node—feature matrix; A is the adjacency matrix (binary for unweighted
graphs and real-valued for weighted graphs). We use four data—availability regimes for extraction:
both (features and structure), features only, structure only,and data free. Query
budgets are reported as multiples of the test-set size. Fidelity denotes the agreement rate between a
surrogate and the target on the test split; accuracy and macro F1 denote task utility.

Model Extraction Attacks. We consider a standard black box threat model in which an adversary
has query access to a deployed graph neural network and has no knowledge of its weights, archi-
tecture, or training data. The adversary submits inputs, which are either genuine graph instances or
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synthetic samples, and records the returned labels or probability vectors. The adversary then trains
a local model to minimize the discrepancy between these outputs and its predictions. The resulting
model is a surrogate, which replicates the behavior of the protected network and enables extraction
of the owner’s intellectual property (Wu et al., 2021} Zhuang et al.,|2024;|Zhang et al.| [2022b)). Prior
work identifies three main query strategies. Random querying submits subgraphs from public data
and can succeed when the decision boundary is smooth (Wu et al.,[2021). Adaptive querying selects
inputs that maximize information gain, which can use disagreement between the current surrogate
and the target model (Zhuang et al.}[2024). Data free generation removes the need for public data by
training a graph generator, which produces queries during extraction (Zhang et al. [2022b)). These
studies show that modest query budgets, which are often no larger than the number of nodes in a
benchmark dataset, can recover a model that matches the original on downstream tasks.

Defense against Model Extraction Attacks. Defenses against model extraction can be divided
into two categories. Information limiting methods modify the target’s outputs so that an adversary
receives less useful signal. Output perturbation adds calibrated noise or rounds confidence scores
(Liang et al., 2024} Kesarwani et al.,|2018)), and query filtering detects and blocks suspicious request
patterns (Hu et al.| |2024). These methods can reduce residual agreement with a surrogate, although
they may also degrade accuracy for legitimate users. Ownership tracing methods embed artifacts
that allow the owner to verify infringement. Graph watermarking modifies weights or decision
regions so that the model reveals a secret on inputs that carry a trigger (Wang et al.| [2023; Xu et al.,
2023} |Dai et al.| |2024a). Fingerprinting instead derives stable signatures from the model’s output
distribution, which leaves the original parameters unchanged (You et al.l 2024} Wu et al., [2024a;
Waheed et al., [2024). Surveys of these approaches identify open questions about robustness, utility
loss, and verification cost (Peng et al.|[2023; | Xue et al., 2021} Sun et al.} [ 2023b;|Zhao et al.| 2025azb)).
Our benchmark places these methods under a single protocol with matched datasets, budgets, and
threat assumptions, which enables objective comparison of their practical trade offs.

3 BENCHMARK DESIGN

In this section we describe the experimental protocol of GraphIP-Bench. We first state the protocol
design, datasets, attacks, defenses, and implementation details, then articulate the four research
questions that guide our empirical study.

3.1 EXPERIMENTAL SETTINGS AND IMPLEMENTATIONS

Protocol Design. GraphlP-Bench defines a single black box protocol that fixes four disjoint splits
for each dataset (train, validation, test, query), shares the same query sets across methods, and uses
standardized query budgets at 0.05, 0.10, 0.25, 0.50, and 1.00 times the test size, where “standard-
ized” means that every method receives the same number of queries at each ratio and that these
ratios are fixed across datasets. The set spans the commonly studied ranges in prior work (Orekondy
et al.| 2019; [Tramer et al.| |2016), which include very small budgets that test sample efficiency (0.05
to 0.10), medium budgets where most gains occur (0.25 to 0.50), and a large budget that approxi-
mates saturation (1.00). This design makes results comparable and representative across methods
and datasets. The protocol states explicit endpoint assumptions, which include whether the service
returns labels only or also confidence scores and whether rate limits apply (Wu et al.| 2021} [Zhang
et al.,|2022b). We separate evaluation into an extraction track and an ownership track. The extraction
track measures how well black box attacks learn a surrogate of an undefended target, and it reports
test accuracy with respect to ground truth and fidelity with respect to the target. The ownership
track evaluates watermarking or fingerprinting on a defended target without pairing each defense to
a particular attack, and it reports defended accuracy, fidelity to the original target, and verification
on a standardized verification set (Wang et al.| 2023} Xu et al.,[2023; Dai et al.|[2024a; |Zhang et al.,
2024 'Wu et al., 2024b). To place different settings on equal footing, we control data availability
with four regimes: features only, structure only, features and structure, and data free. We report
security, utility, and efficiency include total attack time, total defense time, and peak GPU memory
for both attacks and defenses to make deployment cost clear.

Datasets. We use seven attributed graphs from three domains: citation (Cora, CiteSeer, PubMed),
coauthor networks (CoauthorCS, CoauthorPhysics), and product co-purchase (Computers, Photo).
The graphs differ in size, class balance, and feature dimension, which enables stress testing across
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structural and statistical regimes; detailed statistics are in Appendix [B] For extraction we split each
dataset into four disjoint subsets—train, validation, test, and query—and we ensure no overlap. For
watermarking we reserve a fixed subset of the training data as the watermark set.

Metrics. We report two groups of metrics under a single protocol. Performance for attacks includes
test accuracy, macro F1, and fidelity which is the agreement between the surrogate and the target on
the test set. Performance for defenses includes the defended model’s test accuracy and macro F1, its
fidelity to the original target, and ownership verification on a standardized verification set. Efficiency
for attacks includes total attack time and peak GPU memory; efficiency for defenses includes total
defense time and peak GPU memory.

Model Extraction Attacks. We evaluate a suite of black box attacks that covers both data driven
and data free settings under the unified protocol in Section[3.2] The suite includes six attack methods
from a canonical study on query synthesis and surrogate training, which we denote as MEAQ through
MEAS5 (Wu et al., 2022a), an adaptive adversarial querying method AdvMEA (DeFazio & Ramesh,
2019), a progressive centrality and entropy strategy CEGA (Wang et al.,[2025)), and a structure aware
pipeline Realistic (Guan et al) 2024). To incorporate fully data free settings in a fair black
box manner, we include three variants following Zhuang et al.|(2024)) and remove any use of target
gradients: DFEA_T learns a surrogate by minimizing the KL divergence between surrogate logits
and target logits (soft-label distillation), DFEA_IT trains on hard labels returned by the endpoint
(label-only supervision), and DFEA_IITI augments label-only training with a consistency loss be-
tween two surrogates. We treat distinct hyperparameter settings of the same algorithm as separate
methods, which enables fine-grained comparison under shared query sets and budgets. To place
heterogeneous input conditions on equal footing, we control feature and adjacency availability with
attack_x_ratio and attack_a.ratio and evaluate four regimes: features only (de-
noted as X—-only), structure only (denoted as A-only), features and structure
(denoted as both), and data free (denoted as data-free). The extraction track reports test
accuracy with respect to ground truth and fidelity, which is the agreement between the surrogate and
the target on the test split; all metrics are averaged over three seeds.

Model Extraction Defenses. We focus on ownership and integrity mechanisms that permit post
hoc verification. The benchmark includes four watermarking methods RandomWM, BackdoorW,
SurviveWM, and ImperceptibleWM (Zhao et al) 2021} Xu et al. 2023} [Wang et al., [2023]
Zhang et al.,|2024)), and a query based integrity verification method Integrity (Wuet al.[2024b).
Each defense protects the same target architecture. We report the defended model’s test accuracy
and its fidelity to the original target. For watermarking we evaluate ownership verification on a
standardized verification set using accuracy, depending on the method. For integrity verification
we report detection and verification results on the same standardized setting. Models are labeled as
target for the original model, defense for the protected model, surrogate for the extracted model,
and independent for a separately trained baseline.

3.2 RESEARCH QUESTIONS

RQ1. How does the effectiveness of extraction attacks change as the query budget increases?
We evaluate black box extraction on undefended targets under shared query sets with budgets equal
to 0.05, 0.10, 0.25, 0.50, and 1.00 times the size of the test split. We treat distinct hyperparameter
settings as separate variants and average results over three random seeds. We also control feature
and adjacency availability with four regimes: features only, structure only, features and structure,
and data free. We report test accuracy, F1 score, and fidelity as evaluation.

RQ2. How effective are ownership and integrity defenses when they protect the same target
model? We evaluate watermarking methods RandomWM, BackdoorWM, SurviveWM, and Imper-
ceptibleWM, together with the query based integrity method Integrity. Each defense protects an
identical target architecture. We report the defended model’s test accuracy and its fidelity, and we
report ownership verification on a standardized verification set using accuracy as appropriate.

RQ3. How well do defenses balance protection and utility at their selected configurations? We
characterize the protection—utility balance for each defense by reporting utility loss, which is the
drop in test accuracy relative to the undefended target, and fidelity shift. We present these values at
the selected configuration for each defense.
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RQ4. What are the computational complexity and practical efficiency costs of attacks and
defenses? We report asymptotic time and memory complexity as functions of graph size, feature
dimension, training epochs, and query budget, with derivations in the Appendix. On NVIDIA A100
hardware we measure total attack time and peak GPU memory for the extraction track. For the
ownership track we measure total defense time and peak GPU memory.

4 EMPIRICAL INVESTIGATION

We now present an empirical study that follows the unified protocol in Section[3] uses shared query
sets and standardized budgets, and reports security, utility, and efficiency under identical hardware
and software settings.

4.1 BUDGET SENSITIVITY OF MODEL EXTRACTION ATTACKS (RQ1)

To answer RQ1, we evaluate twelve black box
attacks on undefended targets under the uni-
fied protocol in Section[3.2] We average results
over three seeds and report fidelity to the target
and accuracy with respect to ground truth. Ta-
ble[T]shows a representative case on Computers
when both features and adjacency are available.
Figure [T] summarizes sample efficiency across 0.10x
all seven datasets and four regimes; the y-axis is 1
the median budget to 90% of best fidelity, which 0.0-

for each attack is computed by finding, on ev- &%@%@%‘oﬂfoﬂﬁﬁ&%&
ery dataset and regime, the smallest budget that

reaches at least 90% of that attack’s best fi-
delity and then taking the median of these bud-
gets across datasets and regimes (lower is bet- Figure 1: Sample efficiency across seven datasets
ter). Figure [2] reports regime sensitivity across and four regimes. Bars show, for each attack, the
budgets; each cell is a fidelity ratio vs. both median budget level at which the attack reaches
at a fixed budget, defined as fidelity in a con- ninety percent of its own best fidelity under the
strained regime divided by fidelity in the both same dataset and regime. Lower bars indicate bet-
regime for the same attack. Figure 3] plots ac- ter sample efficiency.

curacy, fidelity, and F1 across datasets to reveal

full learning trajectories. For more detailed results, please check Appendix [D.1]
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Table 1: RQ1 on Computers (both features and adjacency available). Fidelity (%) across query
budgets with mean = standard deviation over three seeds. Higher is better.

Attack method 0.05x 0.10x 0.25x 0.50x 1.00x

MEAO 51.0£7.01 67.3£3.12 67.0£1.53 71.4£2.71 80.5 £ 4.63
MEA1 41.5+155 27.7+14.0 462 £5.54 49.4 £5.64 563+ 12.6
MEA2 17.0£7.12 31.5+£822 322+104 263+ 12.5 43.1£6.32
MEA3 53.8+£3.01 64.8 £5.54 67.6 £6.21 749 +4.33 795+£52
MEA4 3841134 379+ 126 63.6 £4.03 743 £5.02 83.7+4.28
MEAS 61.3+£4.32 65.6 £ 6.41 66.5£2.11 73.9+£351 763 £4.16
AdVMEA 355+17.8 25.7+£247 269 +224 46.1 £ 125 228+11.8
CEGA 36.0+£25.0 36.7+£23.0 434 £175 53.9+£292 54.1+£33.4
Realistic 64.5 + 33.7 67.9 +454 67.7+£453 67.4+£44.0 67.0 £44.8
DFEA_I 5174723 49.2+4.63 43.6 491 16.6 £8.31 214+ 1438
DFEA_II 214+ 124 25.0+£6.92 144 +423 225+155 21.5+14.7
DFEA_III 8.43 +6.85 18.1£158 21.5+ 147 21.5+ 147 21.5+ 147

First, CEGA is the most sample-efficient attack. It reaches high fidelity at very small budgets on
Computers and shows the same early gains on other datasets (Table [T} Figure 3). This follows from
selecting high-centrality and high-entropy nodes, which increases the information per query and
covers decision boundaries quickly; the sample-efficiency bar confirms the smallest median budget
(Figure [T). Second, the MEA family saturates once the budget reaches a medium level. Fidelity
improves rapidly up to about 0.50x and then changes little, which indicates diminishing returns
when additional queries become near duplicates of explored regions. Third, data-free variants re-
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Figure 2: Regime sensitivity across budgets. Cells show the ratio between the average fidelity in a
constrained regime and the average fidelity in the features and structure regime for the same attack
at the same budget; darker color indicates larger drops. The map aggregates over seven datasets and
separates dependence on features and adjacency from raw budget effects.
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Figure 3: Budget—metric curves across seven datasets. Columns correspond to datasets and rows
show accuracy, fidelity and macro F1. Lines are the twelve attacks with mean over three seeds;
shaded bands indicate standard deviation.

main well below data-driven methods at every budget and can even degrade at large budgets. The
decline arises from distribution mismatch: synthetic graphs and resampled features do not match
the joint structure—feature statistics of the target, so the surrogate overfits synthetic correlations as
synthetic queries dominate. Fourth, strong data-driven attacks are insensitive to removing either
features or structure but drop sharply in the data-free regime, whereas data-free variants are most
sensitive to the absence of real inputs. Ratios for CEGA and strong MEA variants stay near one in
the features-only and structure-only blocks, while many methods fall well below one in the data-
free block (Figure [2), which shows that real features or real edges alone already provide sufficient
signal for effective querying and imitation. Overall, effective extraction in graphs is primarily a
sample-efficiency problem rather than a brute-force budget problem, because methods that prior-
itize informative nodes and diverse neighborhoods reach peak fidelity quickly and then stabilize;
fully data-free extraction is unlikely to close the gap without better generative priors that match the
Jjoint statistics of structure and features, since larger synthetic budgets may harm fidelity.
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Table 2: RQ2 summary across seven datasets. Median (IQR) over datasets (higher is better). Utility
drop is the absolute drop in test accuracy (pp) versus the undefended target (lower is better).

Defense F1 (%) Fidelity (%) Owner. verif. (%) Utility drop (pp) | Time (s) Peak mem. (GB)
RandomWM 64.99 (12.02) 74.13 (10.70) 72.00 (24.7) 3.93 (6.18) 34.8 (14.6) 0.09 (0.26)
BackdoorWM 69.13 (15.51) 80.07 (15.95) 100.0 (0.00) 3.27 (2.87) 1.98 (0.45) 0.16 (0.68)
SurviveWM 67.47 (27.86) 79.93 (32.92) 21.76 (32.4) 0.13 (18.2) 2.27 (0.92) 0.32 (0.96)
ImperceptibleWM  69.49 (9.19) 77.63 (13.88) 100.0 (0.00) 1.65 (6.28) 676(697) 2.30 (2.58)
Integrity 73.43 (35.00) 76.03 (22.52) 66.67 (50.0) 4.03 (21.8) 1.38 (0.45) 0.20 (0.90)

4.2 EFFECTIVENESS OF OWNERSHIP AND INTEGRITY DEFENSES (RQ2)

To answer RQ2, we evaluate watermarking methods in Section[3] All defenses protect the same tar-
get under identical data splits and a shared software stack. We report task utility (F1 and accuracy),
alignment with the original target (fidelity), and ownership verification on a fixed verification set;
all results are averaged over three seeds. In Figures @ and [} utility drop (pp) is defended accuracy
minus undefended accuracy on the same dataset, and ownership verification (%) is accuracy on the
verification set. Across datasets we summarize with the median and show variability with the in-
terquartile range (IQR). Figure[d] summarizes utility drop and verification across seven datasets, and
Table |2 reports median performance with interquartile ranges together with time and memory. For
more detailed results, please check Appendix[D.2]

First, BackdoorWM offers the best

60 S o protection—utility balance. It reaches
E g the highest median fidelity (80.07%)
540 g & and perfect verification (100%) with
2.l o é 40 a small utility drop (mejdign 3.27pp)
5 £ 2 and low cost, which indicates that

@ 9 £ . . .
0 = = g o a compact trigger aligned with the
® ped e e et @® g g e et training objective yields a stable, eas-
- ) o ily verifiable pattern without harming
(a) Utility drop. (b) Ownership verification.

clean predictions. Second, Impercep-

Figure 4: Defense effectiveness across seven datasets: (a) tibleWM also achieves perfect veri-

utility drop and (b) ownership verification. fication but at a much higher com-
putational cost. The boxplots show

a small median loss, while Table [2| reports long training time and higher memory because
representation-level objectives add extra losses and buffers. Third, RandomWM and Survive WM
reveal a stability verification trade-off. RandomWM has moderate utility and verification with a
wide spread across datasets, which suggests sensitivity to how random triggers align with the data
distribution; SurviveWM has the smallest median loss (0.13 pp) but the weakest verification, which
supports the view that increasing resilience to extraction can reduce detection strength when triggers
are rare or weak. Fourth, Integrity preserves utility and provides a lightweight ownership signal, but
verification varies because the current metric is a single binary event. It attains the highest median
F1 (73.43%) with low time and memory, while the variation in verification follows from evalu-
ating a one-bit fingerprint-flip indicator that depends on the dataset and the seed. Together these
results show that backdoor triggers provide the strongest and most efficient protection in our set-
ting, representation-level watermarks guarantee verification at a notable computational cost, meth-
ods based on random graphs or survival under extraction are sensitive to data properties and thus
more variable, and integrity verification is practical when a binary ownership indicator suffices and
strict label stability is required.

4.3 PROTECTION-UTILITY BALANCE OF DEFENSES (RQ3)

To answer RQ3, we evaluate the defended model’s task utility and its alignment with the original
target together with ownership verification on a fixed verification set under the unified protocol in
Section[3} All defenses protect the same architecture and use identical splits; we compute metrics
for every dataset and every seed. Figure [5] aggregates all seven datasets and all three seeds in a
single view: each point is one dataset—seed run, the horizontal axis shows utility loss (pp) relative to
the undefended target, and the vertical axis shows F1 (%). The cloud of points concentrates in the



Under review as a conference paper at ICLR 2026

Table 3: RQ4: efficiency of attacks at the 1.00 x budget on undefended targets (features and structure
regime). Each cell reports total attack time (min) as mean + standard deviation over three seeds.

Attack Cora CiteSeer CoauthorCS CoauthorPhys Computers Photo PubMed

MEAOQ 0.69 £ 0.09 0.72 + 0.08 0.86 +0.10 1.36 +£0.03 2.18+1.84 0.79 + 0.04 1.21 +0.09
MEAL 0.69 £ 0.09 0.73 £ 0.08 0.86 £ 0.10 1.34+0.07 2.18+1.88 0.76 £ 0.06 1.17 £ 0.01
MEA2 1.514+0.11 1.734+0.22 2.01 +0.08 2.2540.11 2.2140.79 1.594+0.18 2.02 +0.09
MEA3 0.66 + 0.08 0.74 £ 0.08 0.70 + 0.04 0.86 £ 0.10 3.27+1.93 1.14 +0.09 1.20 4+ 0.03
MEA4 0.76 + 0.09 0.94 +0.03 2.58 +0.09 6.46 +0.29 2.50 4+ 1.82 0.84 +0.04 1.73 £ 0.07
MEAS 0.69 £0.10 0.75 £ 0.07 0.77 £ 0.08 0.92+0.18 2.66 + 0.99 1.25+0.20 1.23 +0.01
AdvMEA 2.354+1.37 4394252 8.88 +0.55 4.93 1+ 0.05 13.0 845 103+114 4.51+4.76
CEGA 1.07 +0.11 1.03 £+ 0.07 1.48 +0.14 2.154+0.05 3.51+3.41 1.07 £0.10 1.75+0.11
Realistic  90.3+£2.12 111 £3.72 472 +4.89 976 £ 7.34 840+ 17.7 248 £0.14 529 +18.1
DFEA_I 0.96 + 0.06 1.11 £ 0.04 1.02 +0.04 0.97 £ 0.08 2.82+2.51 1.00 + 0.09 1.32+0.08
DFEA_II 0.82 £ 0.06 0.88 £ 0.09 0.80 £ 0.03 0.86 + 0.09 1.28 +0.57 0.87 £ 0.09 1.07 +0.11
DFEA_III 1.48 +0.14 1.554+0.12 1.46 +0.16 1.52+0.15 3.30 +2.47 1.62+0.11 1.86 = 0.15

region of small loss (0—10pp) and high F1 (65-80 %), which shows that several defenses preserve

task performance while enabling ownership verification.

First, BackdoorWM consistently lies near the top left,
which indicates that it preserves accuracy while enabling
strong ownership verification; its spread is tight across
datasets, which suggests stable behavior under our proto-
col. Second, ImperceptibleWM occupies a similar region
but with higher cost, which matches the efficiency results
in RQ4 and reflects the overhead of representation-level
optimization. Third, RandomWM, SurviveWM, and In-
tegrity form broader clusters, which shows that their bal-
ance depends more on data characteristics: RandomWM
has moderate loss and verification with larger variance;
SurviveWM has the smallest median loss but weak ver-
ification; Integrity preserves utility while yielding a bi-
nary ownership signal whose effectiveness varies across
datasets. These observations imply that backdoor-style
triggers provide the most reliable protection—utility bal-
ance in our setting, while representation-level watermarks
trade efficiency for verification strength and the remain-
ing methods are more sensitive to the data distribution.

4.4 COMPUTATIONAL COST OF ATTACKS AND
DEFENSES (RQ4)
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Figure 5: Protection—utility scat-

ter across seven datasets and three
seeds per defense. Each point is a
dataset—-seed run. The horizontal axis
shows utility loss (pp) and the vertical
axis shows F1 (%). Points farther left
and higher indicate a better balance.
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Figure 6: Peak GPU memory (GB). Bars show

mean and error bars show standard deviation.

To answer RQ4, we profile empirical efficiency
on NVIDIA A100 hardware under a unified
software stack. For attacks we fix the budget at
1.00x in the features and structure regime and
measure total attack time, query time, surrogate
training time, minutes per fidelity point, and
peak memory. For defenses we measure total
defense time and peak GPU memory. All val-
ues are mean =+ standard deviation over three
seeds. Figure [6] reports peak memory for at-
tacks and defenses, and Tables BH4] list total
time across seven datasets.

First, most attacks complete within minutes and
have similar memory footprints, while struc-
ture reconstruction is prohibitively expensive.

Across datasets the MEA family and CEGA finish in 0.7—2.5 minutes per run and use sub-GB memory,
whereas the Realistic pipeline takes hundreds to thousands of minutes (Table[3) and uses more
memory because it trains an auxiliary edge model and reconstructs structure (Figure [6)). This gap is
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Table 4: RQ4: efficiency of defenses across datasets. Each cell reports total defense time (s) as mean
+ standard deviation over three seeds (lower is better).

Defense Cora CiteSeer CoauthorCS CoauthorPhys Computers Photo PubMed

RandomWM 2434+ 0.07 23.9+0.09 57.3+2.58 34.84+0.77 41.3+0.23 36.0 +0.30 21.8+0.13
BackdoorWM 1.88 +0.01 2.17+0.23 2.54+0.01 3.89 +0.06 1.98 +0.00 1.92 +0.01 1.88 +0.02
SurviveWM 1.59 4 0.00 1.62 + 0.00 2.75+0.01 5.62 4+0.02 2.314+0.04 1.52 +0.06 2.27 +£0.09
Impercept. 676 +2.45 709 +2.33 906 £+ 10.1 950 4+ 14.0 461 +7.61 209+ 11.0 196 +14.8
Integrity 1.29 £ 0.01 1.10 £ 0.01 1.52 £ 0.16 2.37 +0.07 1.92 £+ 0.03 1.38 £ 0.01 1.25£0.19

consistent with RQ1: the budget-metric curves show that fidelity improves rapidly at 0.05x-0.25 %
and then increases only slightly from 0.50x to 1.00x. When the marginal gain per additional query
becomes small, extra preprocessing such as structure reconstruction adds substantial time and mem-
ory but yields little benefit in extraction quality. Second, adaptive or policy-based attacks incur
higher and more variable time. AAvMEA is slower and has larger variance across datasets, which
matches the overhead of policy search and its non-monotone trajectories in RQ1. Third, defenses
separate into a lightweight group and a high-overhead group. BackdoorWM, SurviveWM, and In-
tegrity train in 1-6 seconds and maintain low memory, which reflects direct objectives without heavy
auxiliary modules; ImperceptibleWM requires much longer time and more memory (Table 4] Fig-
ure [6) because representation-level watermarking adds extra losses and larger buffers. In practice,
the primary cost driver for attacks is not raw GPU memory but auxiliary modeling such as struc-
ture reconstruction or policy search, which rarely improves the cost-benefit once budgets surpass
the small range; for defenses, backdoor triggers and query based integrity offer the most favorable
time—memory profiles.

5 RELATED WORK

Existing Surveys And Benchmarks. Prior work has surveyed intellectual-property protection for
machine learning in vision and language, which includes watermarking, fingerprinting, and differ-
ential privacy, and it has summarized open problems in tracing stolen models (Zhao et al., 2025c; |L1
et al.| [2025}; |Peng et al., 2023} Xue et al., 2021} |Sun et al.|[2023b} Zhao et al.,2025afb). Parallel sur-
veys for graph learning catalogue privacy, robustness, and fairness risks, and they review adversarial
manipulation and information leakage on graphs (Dai et al., 2024bj |Wu et al., 2022c; Zhang et al.,
2022aj; [Wu et al.| [2022b} |Sun et al., [2024; Zheng et al., [2021). Recent testbeds standardize parts of
graph security evaluation, yet they emphasize either robustness or privacy and do not evaluate model
extraction together with ownership verification techniques such as watermarking and fingerprinting
under a single protocol (Sun et al., 2023a}; [Zheng et al., 2021)).

Gaps in Technique Evaluation. Existing studies propose random-query, adaptive, and data-free
model-extraction attacks (Wu et al., 2021; |[Zhuang et al., 2024; Zhang et al., |2022b), information-
limiting defenses that perturb outputs or filter queries (Liang et al., 2024} Kesarwani et al.|[2018; |Hu
et al.,2024), and graph-specific ownership schemes for post-hoc verification (Wang et al., 2023 Xu
et al., 2023; Dai et al.l 2024a; |You et al., [2024; |Wu et al., 2024a; Waheed et al., |2024)). However,
results are reported on different datasets with incompatible threat assumptions and metrics, which
prevents reliable comparison. We address this gap with, to our knowledge, the first unified bench-
mark that evaluates graph model extraction and ownership defenses under a single reproducible
protocol. We fix public splits and shared query sets, standardize budgets and endpoint assump-
tions, separate an extraction track from an ownership-verification track, and report protection—utility
trade-offs and computational cost with released reference implementations, which enables objective
apples-to-apples comparison across methods, including data-free settings.

6 CONCLUSION

We presented GraphlP-Bench, the first benchmark and library that standardizes the evaluation of
extraction attacks and ownership defenses for graph models under a single, reproducible protocol.
The suite aligns datasets, query budgets, and endpoint assumptions and reports fidelity, utility, and
efficiency for fair comparison, and our study across seven datasets maps the protection, utility and
cost trade-offs that guide the design and deployment of trustworthy graph learning.



Under review as a conference paper at ICLR 2026

REFERENCES

Enyan Dai, Minhua Lin, and Suhang Wang. Pregip: Watermarking the pretraining of graph neural
networks for deep intellectual property protection. arXiv preprint arXiv:2402.04435, 2024a.

Enyan Dai, Tianxiang Zhao, Huaisheng Zhu, Junjie Xu, Zhimeng Guo, Hui Liu, Jiliang Tang, and
Suhang Wang. A comprehensive survey on trustworthy graph neural networks: Privacy, robust-
ness, fairness, and explainability. Machine Intelligence Research, pp. 1-51, 2024b.

David DeFazio and Arti Ramesh. Adversarial model extraction on graph neural networks. arXiv
preprint arXiv:1912.07721, 2019.

Fagian Guan, Tianqing Zhu, Hanjin Tong, and Wanlei Zhou. A realistic model extraction attack
against graph neural networks. Knowledge-Based Systems, pp. 112144, 2024.

Hongsheng Hu, Shuo Wang, Tian Dong, and Minhui Xue. Learn what you want to unlearn: Un-
learning inversion attacks against machine unlearning. arXiv preprint arXiv:2404.03233, 2024.

Manish Kesarwani, Bhaskar Mukhoty, Vijay Arya, and Sameep Mehta. Model extraction warning in
mlaas paradigm. In Proceedings of the 34th Annual Computer Security Applications Conference,
pp- 371-380, 2018.

Lincan Li, Bolin Shen, Chenxi Zhao, Yuxiang Sun, Kaixiang Zhao, Shirui Pan, and Yushun Dong.
Intellectual property in graph-based machine learning as a service: Attacks and defenses. arXiv
preprint arXiv:2508.19641, 2025.

Wenjun Li, Wanjun Ma, Mengyun Yang, and Xiwei Tang. Drug repurposing based on the dtd-
gnn graph neural network: revealing the relationships among drugs, targets and diseases. BMC
genomics, 25, 2024.

Jiacheng Liang, Ren Pang, Changjiang Li, and Ting Wang. Model extraction attacks revisited. In
Proceedings of the 19th ACM Asia Conference on Computer and Communications Security, pp.
1231-1245, 2024.

Alessio Monti, Alessia Bertugli, Simone Calderara, and Rita Cucchiara. Dag-net: Double attentive
graph neural network for trajectory forecasting. In 2020 25th international conference on pattern
recognition (ICPR), pp. 2551-2558. IEEE, 2021.

Tribhuvanesh Orekondy, Bernt Schiele, and Mario Fritz. Knockoff nets: Stealing functionality of
black-box models. In Proceedings of the IEEE/CVF conference on computer vision and pattern
recognition, pp. 49544963, 2019.

Sen Peng, Yufei Chen, Jie Xu, Zizhuo Chen, Cong Wang, and Xiaohua Jia. Intellectual property
protection of dnn models. World Wide Web, 26(4):1877-1911, 2023.

Hanjin Sun, Wen Yang, and Yatie Xiao. A review of adversarial attacks and defenses on graphs.
In Proceedings of the 4th International Conference on Artificial Intelligence and Computer Engi-
neering, pp. 416-421, 2024.

Lichao Sun, Yingtong Dou, Carl Yang, Kai Zhang, Ji Wang, Philip S. Yu, Lifang He, and Bo Li.
Adversarial attack and defense on graph data: A survey. IEEE Transactions on Knowledge and
Data Engineering, 35(8):7693-7711, 2023a.

Yuchen Sun, Tianpeng Liu, Panhe Hu, Qing Liao, Shaojing Fu, Nenghai Yu, Deke Guo, Yongx-
iang Liu, and Li Liu. Deep intellectual property protection: A survey. arXiv preprint
arXiv:2304.14613, 2023b.

Florian Tramer, Fan Zhang, Ari Juels, Michael K Reiter, and Thomas Ristenpart. Stealing machine
learning models via prediction {APIs}. In 25th USENIX security symposium (USENIX Security
16), pp. 601-618, 2016.

Asim Waheed, Vasisht Duddu, and N. Asokan. Grove: Ownership verification of graph neural
networks using embeddings. In 2024 IEEE Symposium on Security and Privacy (SP), pp. 2460-
2477, 2024.

10



Under review as a conference paper at ICLR 2026

Haiming Wang, Zhikun Zhang, Min Chen, and Shibo He. Making watermark survive model extrac-
tion attacks in graph neural networks. In ICC 2023-IEEE International Conference on Communi-
cations, pp. 57-62, 2023.

Zebin Wang, Menghan Lin, Bolin Shen, Ken Anderson, Molei Liu, Tianxi Cai, and Yushun Dong.
Cega: A cost-effective approach for graph-based model extraction and acquisition. arXiv preprint
arXiv:2506.17709, 2025.

Bang Wu, Xiangwen Yang, Shirui Pan, and Xingliang Yuan. Adapting membership inference at-
tacks to gnn for graph classification: Approaches and implications. In 2021 IEEE International
Conference on Data Mining (ICDM), pp. 1421-1426, 2021.

Bang Wu, Xiangwen Yang, Shirui Pan, and Xingliang Yuan. Model extraction attacks on graph
neural networks: Taxonomy and realisation. In Proceedings of the 2022 ACM on Asia conference
on computer and communications security, pp. 337-350, 2022a.

Bang Wu, Xingliang Yuan, Shuo Wang, Qi Li, Minhui Xue, and Shirui Pan. Securing graph neural
networks in mlaas: A comprehensive realization of query-based integrity verification. In 2024
IEEE Symposium on Security and Privacy (SP), pp. 2534-2552, 2024a.

Bang Wu, Xingliang Yuan, Shuo Wang, Qi Li, Minhui Xue, and Shirui Pan. Securing graph neural
networks in mlaas: A comprehensive realization of query-based integrity verification. In 2024
IEEE Symposium on Security and Privacy (SP), pp. 2534-2552. IEEE, 2024b.

Bingzhe Wu, Yatao Bian, Hengtong Zhang, Jintang Li, Junchi Yu, Liang Chen, Chaochao Chen, and
Junzhou Huang. Trustworthy graph learning: Reliability, explainability, and privacy protection.
In Proceedings of the 28th ACM SIGKDD Conference on Knowledge Discovery and Data Mining,
pp- 4838-4839, 2022b.

Bingzhe Wu, Yatao Bian, Hengtong Zhang, Jintang Li, Junchi Yu, Liang Chen, Chaochao Chen, and
Junzhou Huang. Trustworthy graph learning: Reliability, explainability, and privacy protection.
In Proceedings of the 28th ACM SIGKDD Conference on Knowledge Discovery and Data Mining,
pp. 4838-4839, 2022c.

Jing Xu, Stefanos Koffas, Oguzhan Ersoy, and Stjepan Picek. Watermarking graph neural networks
based on backdoor attacks. In 2023 IEEE 8th European Symposium on Security and Privacy
(EuroS&P), pp. 1179-1197, 2023.

Mingfu Xue, Yushu Zhang, Jian Wang, and Weiqiang Liu. Intellectual property protection for deep
learning models: Taxonomy, methods, attacks, and evaluations. IEEE Transactions on Artificial
Intelligence, 3(6):908-923, 2021.

Liangwei Yang, Shengjie Wang, Yunzhe Tao, Jiankai Sun, Xiaolong Liu, Philip S Yu, and Taiqing
Wang. Dgrec: Graph neural network for recommendation with diversified embedding generation.
In Proceedings of the sixteenth ACM international conference on web search and data mining,
pp. 661-669, 2023.

Xiaoyu You, Youhe Jiang, Jianwei Xu, Mi Zhang, and Min Yang. Gnnfingers: A fingerprinting
framework for verifying ownerships of graph neural networks. In Proceedings of the ACM on
Web Conference 2024, pp. 652—663, 2024.

He Zhang, Bang Wu, Xingliang Yuan, Shirui Pan, Hanghang Tong, and Jian Pei. Trustworthy graph
neural networks: Aspects, methods and trends. arXiv preprint arXiv:2205.07424, 2022a.

Linji Zhang, Mingfu Xue, Leo Yu Zhang, Yushu Zhang, and Weiqiang Liu. An imperceptible
and owner-unique watermarking method for graph neural networks. In Proceedings of the ACM
Turing Award Celebration Conference-China 2024, pp. 108—113, 2024.

Zaixi Zhang, Qi Liu, Zhenya Huang, Hao Wang, Chee-Kong Lee, and Enhong Chen. Model inver-

sion attacks against graph neural networks. IEEE Transactions on Knowledge and Data Engi-
neering, 2022b.

11



Under review as a conference paper at ICLR 2026

Kaixiang Zhao, Lincan Li, Kaize Ding, Neil Zhengiang Gong, Yue Zhao, and Yushun Dong. A
survey on model extraction attacks and defenses for large language models. arXiv preprint
arXiv:2506.22521, 2025a.

Kaixiang Zhao, Lincan Li, Kaize Ding, Neil Zhenqiang Gong, Yue Zhao, and Yushun Dong. A
survey of model extraction attacks and defenses in distributed computing environments. arXiv
preprint arXiv:2502.16065, 2025b.

Kaixiang Zhao, Lincan Li, Kaize Ding, Neil Zhengiang Gong, Yue Zhao, and Yushun Dong. A
systematic survey of model extraction attacks and defenses: State-of-the-art and perspectives.
arXiv preprint arXiv:2508.15031, 2025c.

Xiangyu Zhao, Hanzhou Wu, and Xinpeng Zhang. Watermarking graph neural networks by random
graphs. In 2021 9th International Symposium on Digital Forensics and Security (ISDFS), pp. 1-6,
2021.

Qinkai Zheng, Xu Zou, Yuxiao Dong, Yukuo Cen, Da Yin, Jiarong Xu, Yang Yang, and Jie Tang.
Graph robustness benchmark: Benchmarking the adversarial robustness of graph machine learn-
ing. In Thirty-fifth Conference on Neural Information Processing Systems Datasets and Bench-
marks Track, 2021.

Yuanxin Zhuang, Chuan Shi, Mengmei Zhang, Jinghui Chen, Lingjuan Lyu, Pan Zhou, and Lichao
Sun. Unveiling the secrets without data: Can graph neural networks be exploited through {Data-
Free} model extraction attacks? In 33rd USENIX Security Symposium (USENIX Security 24), pp.
5251-5268, 2024.

12



Under review as a conference paper at ICLR 2026

A IMPLEMENTATION DETAILS

We conduct all experiments on a single Linux node running Ubuntu 22.04.5 with NVIDIA
driver 550.107.02 and CUDA runtime 12.4. Unless otherwise stated, every run uses a single
NVIDIA A100 80GB PCle GPU. The system has 1.0 TiB of system memory. Our software stack
consists of Python 3.11.13 in a dedicated Conda environment, PyTorch 2.3.0, DGL 2.5.0 + cul21,
PyTorch Geometric 2.6.1, NumPy 2.3.3, SciPy 1.16.1, and NetworkX 3.3. We rely on prebuilt
CUDA wheels and do not require the CUDA toolkit compiler. For each method we fix four disjoint
splits per dataset (train, validation, test, query) and apply the same preprocessing pipeline and hy-
perparameter search protocol. We repeat all measurements with three random seeds and report the
mean and the standard deviation. Wall—clock time is recorded with high—resolution timers in the
training loop; peak GPU memory is obtained through the CUDA runtime and cross—checked with
nvidia_smi. All experiments share identical hardware, software, and configuration defaults so
that results are directly comparable across attacks, defenses, datasets, regimes, and budgets.

B DATASET STATISTICS

We summarize the graph datasets used in our experiments in Table 5} Edges are counted as undi-
rected (unique). The average degree is computed as 2E/N. For the Planetoid datasets (Cora,
CiteSeer, PubMed) we follow the standard splits; for Amazon (Computers, Photo) and Coauthor
(CoauthorCS, CoauthorPhysics) we use 100 training nodes per class with fixed validation and test
sizes in our loader.

Table 5: Dataset statistics. Edges are undirected and unique. Avg. degree is 2E/N.

Dataset # Nodes # Edges Avg. degree # Classes Node Text Domain
Cora 2,708 5,429 4.01 7 Paper content Citation
CiteSeer 3,186 4,277 2.68 6 Paper content Citation
PubMed 19,717 44,338 4.50 3 Paper content Citation
Computers 13,752 245,861 35.75 10 Entity description Web link
Photo 7,650 119,081 31.14 8 Entity description Web link
CoauthorCS 18,333 163,788 17.87 15 Paper content Citation
CoauthorPhysics 34,493 247,962 14.38 5 Paper content Citation

C REPRODUCIBILITY AND CONFIGURATIONS

Scope and averaging. We release scripts, fixed random seeds, and per-method configurations to
reproduce all tables and figures. Results are averaged over three seeds (0, 1, 2) and reported as mean
=+ standard deviation unless stated otherwise.

Seeds and determinism. For each run we set the Python and CUDA random states and propagate
the seed through data loading and sampling. GPU runs use deterministic kernels when available.

Device selection. A command-line flag —device selects the process-visible GPU (via the environ-
ment) or the CPU; all modules use the same device setting throughout the run.

Dataset loading and splits. A unified loader normalizes dataset aliases and returns DGL graphs
with node features and masks. Planetoid datasets (Cora, CiteSeer, PubMed) use the standard
train/validation/test masks. Amazon and Coauthor datasets (Computers, Photo, CoauthorCS, Coau-
thorPhysics) use a canonical per-class sampling scheme with 100 training nodes per class and fixed
validation/test sizes.

Directory layout and logs. Attack track (RQ1) writes newline-delimited JSON files under out-
puts/RQ1 final/<Dataset>/<Dataset>.jsonl. Each record contains header fields (track, dataset,
attack, configuration index, constructor/run configuration, budget multiplier, node fraction induced
by the budget, regime, feature/adjacency ratios, seed), performance metrics (accuracy, F1, preci-
sion, recall, fidelity), and compute metrics (train target time, query time, surrogate training time,
total attack time, per-query inference latency for target and surrogate, peak GPU memory, GPU
hours). Ownership/defense track (RQ2/RQ3) writes outputs/RQ2_RQ3_best/<Dataset>.jsonl with
fields (track, dataset, defense, configuration index, configuration, seed), performance metrics (ac-

13



Under review as a conference paper at ICLR 2026

Table 6: RQ1 overview: regimes X metrics (%). Means across datasets and the five budgets (0.05—
1.00).

both x_only a-only data.free
Attack Acc F1 Fidelity Acc F1 Fidelity Acc F1 Fidelity Acc F1 Fidelity
MEAOQ 78.07 64.77 83.75 78.97 64.72 84.72 79.35 65.97 85.24 20.23 5.72 19.58
MEA1 57.08 43.79 60.33 57.07 43.96 60.34 57.08 43.80 60.32 21.06 5.68 18.98
MEA2 37.52 22.21 38.01 35.66 21.91 36.96 35.78 21.81 36.75 18.54 6.82 17.85
MEA3 78.74 65.31 83.26 79.19 65.28 83.35 78.65 64.29 83.16 22.88 6.59 21.56
MEA4 73.71 54.80 78.54 71.38 53.02 76.36 72.08 53.58 76.71 16.69 5.01 16.23
MEAS 79.34 65.77 83.92 79.64 65.72 84.31 79.30 65.67 84.03 21.20 6.34 20.19
AdvMEA 62.16 53.63 63.77 62.92 53.97 64.21 62.08 53.35 63.49 62.94 54.37 64.37
CEGA 75.01 64.61 83.08 74.94 64.64 82.68 75.58 64.71 83.80 74.02 63.83 82.08
Realistic 59.20 47.72 76.70 59.76 47.30 77.40 59.03 46.86 76.59 58.71 47.25 77.16
DFEA_I 45.55 29.13 46.27 45.59 29.10 46.09 46.17 29.50 46.76 35.06 20.91 35.61
DFEA_IT 30.60 16.49 29.50 31.18 16.59 30.23 32.02 16.45 30.90 24.80 11.98 23.45
DFEA_III  34.29 18.11 33.47 36.06 19.68 35.61 33.30 17.61 32.43 27.04 12.99 26.27

curacy, F1, precision, recall, watermark accuracy), and compute metrics (train target time, defense
training time, defense inference time, total defense time, peak GPU memory, GPU hours). Leader-
boards and LaTeX tables are exported with selection and formatting utilities.

RQ1 (attacks) configuration. The attack runner sweeps query budgets
{0.05,0.10,0.25,0.50,1.00} and four regimes (features only, structure only, both available,
data free). Per-method training schedules are recorded in logs. For the MEA family, CEGA,
and Realistic we use 200 epochs per cycle; CEGA additionally uses learning rate 0.01 and 200
target/surrogate epochs. The AAvMEA implementation uses its internal fixed epoch schedule; any
external epoch parameter appears in logs for uniformity but does not affect training.

RQ2/RQ3 (defenses) configuration. We provide a best-configuration runner that replays the top
settings discovered by a prior grid search. Table ?? lists the fixed constructor parameters used per
dataset and defense; other runtime arguments remain at method defaults.

Common search spaces. Arfacks: budget, regime, and per-method cycles/epochs (when applica-
ble). Learning rate and dropout follow method defaults unless a method requires explicit settings
(CEGA uses learning rate 0.01). Defenses: grid search over typical ranges; a single best configura-
tion per dataset/defense is fixed as in Table ??.

How to re-run. RQI (attacks): call the attack runner with dataset, attack, budget, regime, and
seed. Logs are saved under outputs/RQ1 _final with the exact budget multiplier recorded in each line.
RQ2/RQ3 (defenses): call the best-configuration runner with seeds [0, 1, 2]; outputs are saved under
outputs/RQO2_RQ3 _best. This setup unifies scripts, seeds, and logging across datasets and methods,
enabling direct regeneration of all tables from the released outputs.

D SUPPLEMENTARY EXPERIMENTAL RESULTS AND DISCUSSION

D.1 ATTACK EFFECTIVENESS RESULTS

This appendix reports the full results for attacks across seven datasets. We first present one com-
pact overview tables which summarize, for each metric (Accuracy, F1, and Fidelity), the mean
performance of twelve attacks across four query regimes (with an additional Overall column). Each
number is averaged over the seven datasets and five budget levels defined in the main text. These
tables allow the reader to identify, at a glance, which attack performs best under each regime. We
then provide the complete per-dataset matrices. For each dataset and each metric, we show a 2 x 2
panel that contains four sub-tables (one per regime). Each sub-table is a 12 X 5 matrix whose rows
are the attacks and whose columns are the five query budgets. Bold font marks the best score in each
budget column. All splits, budgets, and aggregation rules match the protocol in the main paper.

D.2 DEFENSE PERFORMANCE RESULTS

We report per—dataset defense performance in three complementary tables. Table 28] presents task
utility measured by macro F1 (%), averaged across three seeds. Table [29|reports behavioral align-
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Table 7: RQ1 detailed for dataset=Cora, metric=Acc (%). Rows are attacks; columns are budgets.
Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAO 67.4+4.4 754+1.6 79.740.7 80.8-£02 81.7+0.3 MEAO 68742 75.140.7 80.140.2 80413 81.2+0.5
MEAL 527405 63.5+2.0 81.54+0.7 80.8-0.1 82.3+0.2 MEAL 527405 63.542.0 81.540.7 80.8-£0.1 82.3+0.2
MEA2 215492 22.5+6.6 33.316.2 29.745.6 343£10.5 MEA2 13747 23.6+4.4 39.149.5 35049.5 34.0+95
MEA3 67.14£3.4 743+1.9 79.6+1.5 812406 81.1+0.3 MEA3 64.7£1.7 740104 79.7404 814404 81.1%0.1
MEA4 454461 657+1.9 77.3£0.9 785402 80.5+0.0 MEA4 429484 637437 768404 78.5+0.2 80.5+0.0
MEAS5 721429 754408 79.940.7 81.4+0.6 81.2+0.3 MEAS5 69.9434 77.0+1.7 805403 81.5+£0.5 81.240.1
AdVMEA 64842 668422 65.1+1.4 67.7447 66.7+23 AdVMEA 655433 68.842.5 654420 636408 65.0+3.0
CEGA 710452 76.5+0.9 79.740.2 793406 79.3+0.3 CEGA 741405 77.610.4 777412 787£1.1 794403
Realistic 554482 67.14£28 71.0+44 748%1.8 759424 Realistic 557483 642450 710443 74.8+34 755427
DFEA.T 449423 592437 472432 323404 31.9+0.0 DFEA.T 414+10.9 504407 444£20 321403 31.940.0
DFEA.TT  32.747.1 409424 354+44 323406 319400 DFEA.TT  33.1+45 413322 332409 325403 31.9+0.0
DFEATTI  38.9+18 42.144.1 41.043.6 31.940.0 31.940.0 DFEA.TIT  39.846.1 50.94+52 37.246.6 31.940.0 31.940.0

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00

MEAO 69.440.3 75603 78.741.6 80.1+13 80.840.6 MEAO 109425 146402 193489 202482 19.049.3
MEAL 527405 63.542.0 815407 80.8+0.1 82.340.2 MEA1 144400 144400 14400 144£0.0 144400
MEA2 234483 211464 37.94100 42.0+1.7 32.649.2 MEA2 137413 133£19 133£19 137413 13.7£13
MEA3 63.0+13 752+1.8 79.7408 81.0+0.6 81.310.2 MEA3 17.6£10.6 123424 17.1£108 13.5+0.7 26248.0
MEA4 459458 634+14 774406 78.5+0.2 80.540.0 MEA4 17.1£108 199485 185497 10.9+25 18.0+10.0
MEAS5 656469 76515 79.6+1.1 81.5+0.5 81.340.1 MEAS 2464130 119427 21.1+7.7 204+8.1 187495
AdVMEA 654427 64.042.3 658+1.7 68.1£1.9 60.5+5.7 AdVMEA 68.642.4 68.5+15 651463 658+29 679437
CEGA 69.6£3.6 78.0+0.4 78.040.8 79.6+0.5 79.240.6 CEGA 71018 77.040.7 788+19 792409 79.2-0.1
Realistic 51.5+4.3 645460 720423 75325 763427 Realistic 67.9423 708416 69.0+3.6 66.5+2.6 69.1£1.6
DFEA_T 512472 554+5.1 531453 32.7+1.1 31.940.0 DFEA-T 541425 539463 515+14 521482 50.1464
DFEA.TT 358413 348+48 359413 325408 31.9+0.0 DFEA.TT  37.5429 399413 452428 39.6+2.1 362406
DFEA.TIT  400+15 482444 343333 319400 31.9+0.0 DFEATTT 435458 478417 424475 415437 387447

Table 8: RQI detailed for dataset=Cora, metric=F1 (%). Rows are attacks; columns are budgets.
Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 050 1.00

MEAO 61.0£6.6 73.9+1.5 77.941.2 79.6404 81.0+0.1 MEAO 632445 687404 78.8402 79.0-£1.8 80.4+0.6
MEA1 505405 58.2+4.1 80.3+0.7 802402 81.8-£0.0 MEAL 505405 58.2+4.1 80.340.7 80.2-£02 81.8+0.0
MEA2 12319 141443 30.1+4.5 247446 208+738 MEA2 6919 165+1.6 357472 33.6+84 20.8+6.6
MEA3 60.6£59 704428 784%+1.6 79.5+0.9 80202 MEA3 58.0+2.6 70.0+1.8 78.540.5 80.5+0.3 80.2+0.1
MEA4 443465 658+1.2 76.1+0.6 773400 792403 MEA4 279469 622445 758405 773400 79.2+0.3
MEAS 67.94.1 70.3+3.8 78.840.8 80.310.6 80.2-£0.4 MEAS 66513 742424 792405 803404 80.3+0.3
AdVMEA 652429 67.3+23 66.6+0.7 67.743.9 67.3£2.0 AdVMEA 663428 67.043.0 65343.1 64.0+£05 66.4+2.2
CEGA 69.9:44.4 75.6+0.9 79.140.1 78.640.3 78.4:£02 CEGA 73.6£1.1 77.240.4 77.440.7 78.14£0.7 78.6+0.2
Realistic 53.1464 61.1+4.6 69.3+3.8 739412 75.0+2.0 Realistic 50.946.5 58.844.9 68.2+6.1 74.0+3.1 752426
DFEA_T 346462 509449 279453 7.6209 69:+0.0 DFEA.T 333473 382404 239451 74407 6.9+0.0

DFEAIT  156+58 255439 13.0469 7.7+12 7.0+0.1 DFEA.TT 181448 264420 12243.1 84408 69+0.0

DFEA_ITI 238463 228444 187448 69400 69400 DFEA.TIT 2294103 39.749.1 142472 69400 69+0.0

(c) Regime=a_only (d) Regime=data_-free

Attack 0.05 0.10 025 050 1.00 Attack 0.05 0.10 025 050 1.00

MEAO 643406 72.940.8 775419 78.7+1.8 80.0+0.7 MEAO 28406 3.6+0.1 4517 47416 44+18
MEAL 50405 58.244.1 80.340.7 80.2-£0.2 81.8+0.0 MEA1 36400 3.6+0.0 3600 3.64+00 3.6+00
MEA2 13825 13.243.6 35.046.6 36424 21.248.6 MEA2 43410 41£07 41407 43+10 43£10
MEA3 557430 70.3+3.0 783%1.4 80.0£03 80.4+0.2 MEA3 41421 31406 40422 34+01 58+15
MEA4 346486 604442 764402 77.3+0.0 79.240.3 MEA4 40422 46+16 43£19 28406 42420
MEAS 588112 737424 777410 80.7+0.4 80.240.2 MEAS 74448 36404 61+£17 47E1LS5  45+17
AdVMEA 67.0£2.0 64743.1 65.841.1 67.0+£14 62.6+3.9 AdVMEA 684406 684+l 647£6.1 663422 68.0+27
CEGA 68.7£1.4 77.5+0.6 77.420.9 79.0+£0.8 784+0.6 CEGA 69.5£15 763105 784+16 785109 78.7+0.2
Realistic 46350 622480 70.8+12 74.6+2.2 76.042.0 Realistic 631433 67.843.2 671437 630440 67.2+18
DFEA_T 489436 474166 375496 84422 69400 DFEA_T 413460 42.1+11.8 437+13 40.6+119 36.6+12.1
DFEA.TT 170424 190437 144422 80414 69400 DFEATT 177446 212432 341450 229441 16319
DFEA.TIT 258430 337466 95437 69400 69+0.0 DFEAITI 261468 319449 227+121 278465 20.6+9.4

ment with the original target, measured by fidelity (%) on the same test inputs. Table[30]summarizes
ownership verification on a standardized verification set, where values reflect verification accuracy
for watermarking methods (and the integrity checker) under our evaluation protocol. Taken together,
these views separate downstream utility, behavioral consistency, and ownership verification so that
the trade—offs across defenses are explicit on every dataset.
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Table 9: RQ1 detailed for dataset=Cora, metric=Fidelity (%). Rows are attacks; columns are
budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00

MEAO 69.343.1 82.6£1.6 87.5+0.9 89.740.7 92.4+0.6 MEAO 722439 79.5409 882412 909412 92.1+0.8
MEAL 57340.2 70.64£2.0 89.940.9 90.440.6 91.3+0.4 MEAL 573402 70.6+2.0 89.9409 904405 91.3+04
MEA2 21.147.0 247474 364465 31.946.1 36.4+10.9 MEA2 15.044.9 264450 4254105 37.9+11.4 358+10.0
MEA3 71243.6 793427 88.0+0.8 90.141.4 927409 MEA3 69.14£0.8 77.74£0.5 88.0+09 90.9+1.1 925413
MEA4 492462 719417 85.0+1.3 87.640.6 89.5+02 MEA4 453486 692437 846407 87.640.6 89.640.2
MEAS5 75.844.8 821445 88.34+0.6 92.8+1.1 92.5+0.7 MEAS 739+1.8 832403 888408 91.940.5 92.3%1.1
AdVMEA  67.6+4.0 68.842.8 67.4£1.6 69.0+4.9 682+4.0 AdVMEA 66.74£2.0 712430 665E£1.5 67.1415 67.4%3.1
CEGA 78.4+4.4 86.5+£1.0 91.5+0.4 925404 93.7+0.5 CEGA 825417 86.8+0.8 90.8L11 92.8+0.8 93.7+0.1
Realistic 62.0+4.5 68.11.8 78.640.7 83.740.6 88.5+1.7 Realistic 62944.6 69.8+17 794424 841409 87.9402
DFEA_T 476429 592445 450435 26540.5 26.2+0.0 DFEA_T 4294100 50.1429 414433 265404 262400
DFEA.TT  30.5453 38.8+27 31.847.1 265405 26.240.1 DFEATT 304437 39.6422 299422 269+04 26240.0
DFEA.TIT  38.545.0 40.643.0 37.9+43 262400 262400 DFEATIT 38.6+£10.6 517474 338488 262400 26.240.0

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00

MEAO 74.140.8 81.9+1.4 872411 89.5+13 924412 MEAO 123420 159408 173462 19.0£50 18.046.3
MEAL 57.240.2 70.64£2.0 89.940.9 90.4+0.6 913404 MEAL 153402 153402 153402 153401 153402
MEA2 23.847.1 226472 41.1£11.0 457422 3434100 MEA2 151417 145424 145424 151£17 15117
MEA3 64.340.6 80.9+£12 88.140.3 92.0+05 92.7+1.1 MEA3 162479 133425 153480 13.8+1.0 23.1443
MEA4 483+4.1 68218 856405 87.6+0.6 89.540.2 MEA4 155480 187+55 17346.6 12.3+20 16846.7
MEAS 68.8+8.4 82.141.6 88.0+09 922407 927414 MEAS 2194109 12.542.6 202443 19.5+4.8 17.246.6
AdVMEA  67.5+3.0 66.142.3 67.4+3.6 689425 62.7+43 AdVMEA 69.4+2.7 70.1£0.9 67.4+58 67.4+2.1 705435
CEGA 78.243.8 88409 91.040.7 92.3+0.3 93.7403 CEGA 79.842.7 §8.0+£0.4 91.0+15 92.5+0.0 93.5+0.6
Realistic 56.5+4.1 69.3£3.9 79.840.3 843+1.9 89.140.9 Realistic 73.043.5 729416 743%14 729418 73.145.0
DFEA_T 552462 57.04£58 524474 27.0£12 262400 DFEA_T 56.143.4 556489 545412 543485 5244838
DFEATT 320422 34.1+3.1 308%18 268+08 26240.0 DFEATT 340440 353+18 444435 304434 325421
DFEA.IIT  39.842.0 484453 29.1+£4.1 262400 26.240.0 DFEA.IIT 425493 455419 4034104 413452 36.31+6.7

Table 10: RQ1 detailed for dataset=CiteSeer, metric=Acc (%). Rows are attacks; columns are
budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only

Attack 0.05 0.10 025 050 1.00 Attack 0.05 0.10 025 050 1.00

MEAO 554469 624424 69.0+£0.7 70.1+0.9 70.140.6 MEAO 541433 632424 69.8+£12 70.0+0.9 69.640.2
MEAL 41614 41.8+26 540479 66.3+14 69.040.6 MEAL 41614 41.8+26 540479 66.3+14 68.940.6
MEA2 147449 160+6.1 255455 28.5+£2.4 24.4+7.1 MEA2 14.143.1 151£5.1 19.04+8.0 317422 23.945.0
MEA3 50.74£2.8 597433 69410 69.6+£0.0 702404 MEA3 57.94+4.1 64.6+18 68710 69.9+0.8 69.940.7
MEA4 449410 579437 67.1202 69.9+04 70.610.4 MEA4 399447 59.0+23 66.620.5 69.9+04 70.610.4
MEAS 490221 62.8+18 69.5+1.1 69.8+02 704108 MEAS 553219 659407 70.320.6 70.310.7 70.0%0.5
AdVMEA  51.8+8.1 463+42 532407 523+17 51.3%5.1 AdVMEA 489409 514424 539443 4824638 459+22
CEGA 599432 64.6+21 665+1.1 67.0+£15 67.2+03 CEGA 61319 652%1.1 667406 673406 67.8+0.5
Realistic 472420 57.7+42 643423 64.5+04 652+1.1 Realistic 48.143.5 532443 615+1.9 627420 654414
DFEA.T 392437 487+15 47.742.6 32.0+9.0 32.6+2.8 DFEA.T 34.6+4.5 S513+18 499444 41.9+8.6 283104
DFEAII 277424 296444 325+7.6 295+7.1 26.1+23 DFEAIT 342346 382457 30354 282457 24.9+17
DFEAITI 374426 416107 313£54 294493 19.6+2.1 DFEAITI  40.1+27 40.7%11.1 358447 28.0+£7.2 20.8+3.0

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAO 525431 645415 702409 693408 70.1=1.1 MEAO 128473 17410 147449 147449 174£10
MEA1 416414 418426 54079 663+14 69.0+0.6 MEAL 214524 214424 214224 214424 214424
MEA2 15.144.5 154+£4.1 189491 244440 245+64 MEA2 115434 165149 11.5+34 165449 16.5+£4.9
MEA3 48.1450 62.3+33 68415 701+0.5 70.040.5 MEA3 18.140.0 19.5£2.6 167+54 17.740.6 16.6:0.4
MEA4 439413 56.8+13 6621+0.6 69.9+£04 70.630.4 MEA4 215423 14.6+49 143+4.7 167£1.0 17.5+1.0
MEAS 527431 63.5£19 69.9+0.6 69704 70.8+11 MEAS 18.84+3.1 17.32£0.6 19.8+23 17320.6 14.0+4.5
AdvMEA 475340 512443 540447 499154 465403 AdvMEA 489429 47.61.7 531482 50.122.5 50.1£5.8
CEGA 584432 64.6+0.4 668108 68.0+£1.1 67.4+0.7 CEGA 60.9+£2.4 64.4+0.8 67.810.8 67.60.7 67.5+0.6
Realistic 407+7.3 551449 628402 632422 64.1%1.2 Realistic 59.0+20 582%+2.6 59.0+1.5 57.0£15 60.1£25
DFEA.T 36.944.8 41.6+6.1 484455 374498 30343.1 DFEA_T 48.641.3 51.8+15 45.943.1 51.5+£3.4 522429
DFEA.TT 245437 348493 337434 27.5+114 259449 DFEATI  364%14 344458 303+12 269447 337424
DFEA.IIT  31.1%15 41.5+49 260451 289+07 182400 DFEA_IIT  44.648.3 341462 41.6+34 40617 35.6+4.2
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Table 11: RQ1 detailed for dataset=CiteSeer, metric=F1 (%). Rows are attacks; columns are
budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00

MEAO 50.9+4.6 554417 63.7+£0.6 66.0+0.8 66.6+0.2 MEAO 46.142.9 588404 64.8+1.4 66.2+0.5 65.74+0.4
MEAL 344413 350443 51.0483 63.7+1.0 65940.6 MEA1 344413 350443 51.04+8.3 63.7£1.0 65.840.6
MEA2 52424 75435 19.0£45 19.7£29 113433 MEA2 6.7+14 52418 14.64£58 22.942.1 10.743.9
MEA3 433+5.1 54.1+3.0 654405 65.8+1.0 66.540.1 MEA3 51.9+44 577405 634+1.0 65.0+£04 66.340.7
MEA4 36.5+2.6 55.14+4.6 63.8+£0.1 664405 67.2+0.3 MEA4 347434 537419 63.31+0.5 66.4+0.5 67.24+0.3
MEAS 42.1£0.6 569+1.8 658+1.1 65.8+0.5 66.84+0.5 MEAS 47.0+54 599+1.6 654+0.7 65.8+£0.7 66.3+0.5
AdvMEA 47.845.1 413454 46.7+£04 45.6+1.6 46.8+6.4 AdVvMEA 433404 475405 50.3+3.0 44.4+£6.0 423425
CEGA 547423 61.0+1.5 634+1.1 639414 63.940.2 CEGA 574+1.1 61.4+0.8 63.3+0.5 63.9£0.5 64.54+0.8
Realistic 42443.0 53.04£33 592426 604+£1.1 61.3£1.2 Realistic 42.145.1 474452 58.1+£19 594423 61.64+1.9
DFEA._I 35.044.1 458415 42.142.8 254+11.0 241453 DFEA_I 272448 467412 459457 37.84£9.0 20.5+1.8
DFEA.II 174418 21.8+£54 26.0+52 20.14+7.8 17.5£1.6 DFEA.II 249434 30.7+£7.8 237174 18.14+6.7 158422
DFEA.III  31.840.6 33.9412.0 21.94+4.8 1644103 7.142.8 DFEA.ITII 341459 349+11.7 26.0£5.8 159477 7.942.7

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00

MEAO 46.0+3.1 57.14+3.2 65.8+1.3 65.6+£0.6 66.6+1.1 MEAO 37+1.8 49402 42413 42413 49402
MEA1 344413 350443 51.0483 63.7£1.0 65.940.6 MEA1 59405 59405 59405 59405 59405
MEA2 73+£19 89+1.5 12.1+8.0 18.0+£3.2 11.1+33 MEA2 43415 59410 43+15 59+1.0 65£1.9
MEA3 39.54£6.3 56.5£1.3 63.6+2.1 66.1+0.8 66.41+0.4 MEA3 51400 6.0£06 5.6+0.6 5.040.1 4.7£0.1
MEA4 33.0+4.6 545+1.7 63.1+0.7 66.41+0.5 67.21+0.3 MEA4 59405 42413 41412 48402 5.0+0.3
MEAS5 452425 59.042.1 65.1+1.5 658+0.3 67.1+0.9 MEAS 5440.7 49401 55405 49401 4.0+1.2
AdvMEA 442462 462449 479478 473433 41.5+1.2 AdvMEA 45.140.8 42.0£1.2 485445 47.1+1.8 47.1+£4.9
CEGA 541+19 61.440.1 634407 65.0£0.9 64.1+0.9 CEGA 56.0+2.0 61.0£1.1 64.3+1.1 64.21+0.7 64.2+0.4
Realistic 33.2410.0 50.1£4.6 58.54+03 58.9+£2.7 60.6+1.0 Realistic 53.9+%14 534434 544407 51.74£3.7 549428
DFEA_I 30.8+4.4 383469 44.5+£53 2994114 23.3+57 DFEA_I 447424 48.14£2.1 42.0+4.3 47.74+4.1 484+£3.6
DFEA.II 15.84+1.8 28.649.5 25.8+6.1 19.3+12.0 15.3+6.1 DFEA_II 273429 247472 229424 217444 269+1.5
DFEA.IIT 225422 345452 161441 143+£03 5.140.0 DFEA_III  37.5+9.6 27.51+6.0 33.446.5 33.31+3.9 242472

Table 12: RQI1 detailed for dataset=CiteSeer, metric=Fidelity (%). Rows are attacks;
columns are budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only

Attack 0.05 0.10 025 050 1.00 Attack 0.05 0.10 025 050 1.00

MEA0 629461 69.943.6 828+15 867+1.0 90.0+0.7 MEAO 585423 732406 820402 858+0.5 89.240.8
MEAL 473421 474423 647476 81.0+1.7 834409 MEAL 473421 474%23 647476 81.0+1.7 834%1.0
MEA2 157441 172456 319460 334+56 23.044.9 MEA2 162421 162445 230494 36.5+3.9 23.044.0
MEA3 556436 69.043.6 825+15 863122 885405 MEA3 634455 69.840.5 81.0+£0.6 852+1.1 88.8404
MEA4 483429 654+53 794408 833+15 841%1.3 MEA4 435449 671423 797418 833+15 841%1.3
MEAS 565415 721429 83.0+0.7 87.2+0.4 87.9+0.8 MEAS 619439 727407 834+05 862+1.6 885405
AdVMEA 559468 50.0+42 545425 572410 52746.0 AdVMEA 524430 552432 577437 527468 50.7+3.0
CEGA 68.6£2.0 79.840.7 83209 863+0.8 87.2+1.0 CEGA 731+18 78.6+1.8 837409 864109 87.0+1.1
Realistic 541438 645415 733+14 783435 84.140.8 Realistic 545438 603427 745+18 80.0429 844+1.1
DFEA-T 46445.1 592414 575409 393£11.5 36.644.3 DFEA-T 397446 60.5+1.5 61.7£52 50.0+10.2 31.5+1.4
DFEA-TT 269434 30.1+42 346462 32.0+8.1 29.9+1.3 DFEA-TT 348452 40.6+54 310459 30.0+63 272433
DFEA.TTT 397427 438+10.2 353449 333£12.0 209428 DFEA.TTT 449436 46.7+114 403437 309488 20.842.0

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAO 576435 73.1+44 829405 858405 89.8-40.7 MEAO 122436 184409 161447 159445 18.609
MEAL 473421 474423 647176 81.0+17 834309 MEA1 18.1£0.7 18.1£0.7 18.1+0.7 18.140.7 18.14£0.7
MEA2 163440 172437 23.14100 28.6+4.5 23.8442 MEA2 125434 152436 125434 152436 151435
MEA3 544443 725432 808407 87.140.3 879405 MEA3 19.0£04 18.04£0.9 16.142.0 183%1.1 172403
MEA4 445443 666429 80.0+1.6 833+15 841+1.3 MEA4 17.6:£0.6 159445 154143 17.940.8 18.7£1.0
MEAS 582427 737423 84.0+£17 862+1.5 88.5+0.8 MEAS 17.6£05 17.941.0 19.0+0.6 17.640.7 153+4.3
AdVMEA 522438 536430 561466 535+53 50.64+2.2 AdVMEA 543435 527+1.0 563+6.5 533321 54.643.1
CEGA 69.9+3.5 79.6+2.4 819409 87.2+0.3 88.8+05 CEGA 719+2.1 77.4+0.1 85.210.7 86.4+1.0 86.9-0.9
Realistic 48.1£73 61.3+42 738407 81.1+08 842403 Realistic 70.6+2.6 69.8+3.7 67.3%1.1 672423 70.8+3.1
DFEA.T 434466 51.149.7 593173 43.6+11.6 344443 DFEA_T 576423 611444 563140 624437 633+25
DFEA-TT 278439 387+9.1 36.043.0 284-£10.1 28.54+6.0 DFEA_TT  38.0+39 344+52 329406 29.5+3.8 36.8+2.1
DFEA-TTT 319432 456455 294443 317423 18.940.3 DFEA_TTT  50.9+59 41.1+6.6 48.31+4.2 463423 37.8+5.0
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Table 13: RQI detailed for dataset=CoauthorCS, metric=Acc (%). Rows are attacks; columns
are budgets. Mean = std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAO 843438 88418 908411 912412 922409 MEAO 83.5427 89.1402 915406 923402 922416
MEA1 711408 744407 772403 892407 89.5+0.4 MEA1 7114£08 744407 772403 892407 89.5+0.4
MEA2 22411 20406 713+83 769493 83.1+4.2 MEA2 55415 34114 714494 805467 84.6+45
MEA3 86.240.6 88.8-4£0.7 90.84+0.5 918403 92.840.3 MEA3 792438 89.0+1.0 902407 912405 91.6+0.3
MEA4 68.4£85 794475 858+37 903405 91.0+0.2 MEA4 653+£104 733406 86.9+15 897402 91.040.3
MEAS 87.340.7 885403 914408 922+40.1 920404 MEAS 832428 897419 910404 91.6+12 91.7£L1
AdVMEA 92.0£0.4 91.840.2 917404 918404 91.94+03 AdVMEA 91703 91.840.6 91.8+0.6 91.6404 91.8+0.4
CEGA 89.0+1.0 90407 91.6+04 918400 91.740.6 CEGA 88.7+0.8 903404 91.04+0.1 917405 91.9404
Realistic 719458 81.1+44 810434 79.1+34 777421 Realistic 688483 772443 812422 789+24 793+12
DFEA_T 730437 823148 802+53 5554247 624+11.6 DFEA_T 744444 835435 81.6+72 65.8419.6 547+22.6
DFEATT 5644108 583432 4444230 2654211 21.7420.3 DFEATT 600462 39.6+159 42.7+17.1 36.8419.7 24.3+24.2
DFEA_ITI  533+19.2 4924186 5514189 523115 3894174 DFEA_ITI 700425 659440 5074214 45.6+20.8 3154187

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEA0 851421 89014 90.540.5 910403 914407 MEAO 74427 3354235 74438 35427 2214198
MEA1 711£08 744407 772403 892407 89.5+0.4 MEA1 05404 05404 054204 05104 05+04
MEA2 42424 22408 71.6£86 7641102 824+52 MEA2 42444 42444  46F41 421444 42444
MEA3 87.6+04 895+13 90.84+0.7 919403 925404 MEA3 2154203 22.1419.9 17.5+23.1 372182 18.94195
MEA4 585+154 826433 872402 90.0+0.7 91.0404 MEA4 40424 226+19.5 1844225 20.1+215 7.1£3.0
MEAS 86.5+1.2 892407 913400 92.0+09 920406 MEAS 170£12.7 2644238 1814227 62443  7.8450
AdVMEA 91.8£0.2 917403 919402 91.8404 91.6+0.5 AdVMEA 91.7£03 91.94+0.2 91.8+0.3 91.8404 91.8+0.3
CEGA 90.04£02 904402 918405 913408 91.74+0.7 CEGA 88.8+1.0 91.14£06 914403 913408 91.140.6
Realistic 745432 808420 844144 771430 773423 Realistic 749422 774428 751420 79.7+1.1 79.941.9
DFEA_T 5274153 858418 845147 704469 53.04239 DFEA_T 4984249 53.04222 587+24.1 648422 4944236
DFEALTT 660465 48.0%17.1 35.1:£17.2 43.0£165 20.0+21.3 DFEATT 189492 2924169 23.5420.7 274239 232419.1
DFEATIT  355413.6 46.8+17.5 57.6+£14.9 37.8417.0 26.8+23.0 DFEA_TIT  38.8420.3 43.0+21.2 268+17.1 41.6422.6 26.7+20.9

Table 14: RQI1 detailed for dataset=CoauthorCS, metric=F'1 (%). Rows are attacks; columns are
budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only

Attack 0.05 0.10 025 050 1.00 Attack 0.05 0.10 025 050 1.00

MEA0 SI.8+1.1 611439 70.14£34 737438 771425 MEAO 444438 60.9+4.1 7454204 761+17 748447
MEAL 345403 367404 421417 612409 643+13 MEAL 345403 367404 421417 612409 643+13
MEA2 0.6+05 08405 36.7+12.0 48.1£145 533%+7.0 MEA2 14405 12407 37.6+145 492472 524+53
MEA3 548428 642446 716242 768+06 764E15 MEA3 456408 62.5+6.8 67.6+3.0 74.1+16 73516
MEA4 252447 380+48 523188 67.1+19 713E11 MEA4 20.848.6 361169 522445 64.5+0.7 71.1:08
MEAS5 54610 59514 71.8%5.1 77.6+14 77701 MEAS 50430 66.6£52 716240 731169 744136
AdvMEA  75.0LL6 737108 740+18 749422 753+10 AdvMEA 747407 747220 74.6+16 74310 732419
CEGA 67.64£2.1 72.6+1.5 747120 765409 74.1+2.4 CEGA 700409 70.8+1.5 740428 72.5+1.3 72.8%14
Realistic 429469 534+23 613439 56.6+56 542435 Realistic 46.1%1.1 464+3.0 565+1.7 569+3.7 55.840.6
DFEA_T 38.14.8 472472 420445 234174 225473 DFEA.T 400424 54432 451487 38.1+50 234444
DFEAII 238430 26.1£24 163168 82428 4.0%1.2 DFEAIT 202459 227430 159+37 115244 7.9+33
DFEAITII  22.6+67 27.6+43 245+55 150434 8.0+27 DFEAITI  33.0+60 27030 217452 14.6+44 88+32

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAO 560263 657446 713428 732416 734433 MEAO 09403 30421 09405 04403 2.1+16
MEAL 345403 367104 421+£17 612409 643+13 MEA1 01400 0.1£00 0.1£00 01400 0.120.0
MEA2 08407 1.0£0.6 359492 484+150 509444 MEA2 07407 07407 08+06 07+0.7 0.740.7
MEA3 5714209 644+7.1 705+4.1 748422 75.8+0.9 MEA3 24415 34£19 1.6+20 39408 29+238
MEA4 213442 472485 524409 66.1+25 7T1.3+14 MEA4 0.5+03 22416 17£20 19+18 09404
MEAS 53633 67.3+49 74.1E11 77.3:19 74.1+£20 MEAS 27422 55450 18+19 08405 3.6+26
AdvMEA 750408 752110 747+11 74.6%1.1 744%10 AdvMEA  75.1+10 749408 73.9:409 747209 74.6+10.7
CEGA 694421 712409 739409 733430 723+13 CEGA 65.1£3.0 72.6+2.4 71.9+1.0 755408 72.0+1.0
Realistic 415£69 562427 61.6+53 544+50 545408 Realistic 52.0+1.7 55.1%+33 54115 595408 569+238
DFEA_T 33442.1 56.0+3.9 50.94+10.0 262+11.4 20.7+103 DFEA_T 17.049.1 19.84£5.7 25.5+6.6 22244.6 164+75
DFEAII 293407 223451 149427 134424 45405 DFEAITI  6.0%+15 63+£18 56+12 107469 54=+1.0
DFEAIII 222473 25649.0 28.6+23 159+18 93%44 DFEAIII  7.8423 111£27 7.3+28 102461 8.1+l
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Table 15: RQI detailed for dataset=CoauthorCS, metric=Fidelity (%). Rows are attacks;
columns are budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both

(b) Regime=x_only

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00
MEAO 83.74+4.0 87.9+1.6 91.2+1.2 92.840.3 94.5+0.3 MEAO 83.34+2.8 88.840.5 92.3+0.7 93.34+0.5 93.7+0.2
MEA1 71.04+0.8 74.240.5 76.94+0.5 89.840.8 90.24+0.7 MEA1 71.04+0.8 74.240.5 76.940.5 89.840.8 90.24+0.7
MEA2 29+1.2 3.0+08 72.0+7.0 77.6+8.6 83.4+3.7 MEA2 58+1.6 43413 723483 81.3+6.0 85.1+£39
MEA3 852418 $82+13 90.8L10 917402 931406 MEA3 778445 886409 900106 917204 934105
MEA4 667184 79.1£72 869434 935107 963+0.5 MEA4 638£100 722408 877212 929403 964204
MEAS 85.84+0.2 87.84+0.3 91.1£0.2 924404 93.6+0.8 MEAS 83.54+24 89.24+2.0 91.0£03 92.04+0.7 93.1+1.0
AdVMEA 92.31+0.5 92.3+0.4 920404 92.1£03 923404 AdVMEA 92.0+04 92.1+03 92240.6 92.0+£03 92.240.2
CEGA 90.34+0.6 91.7+0.7 93.54+0.7 94.9+0.8 94.840.5 CEGA 90.24+0.6 92.7+0.3 928404 94.5+0.3 96.240.3
Realistic 72.6+52 81.5+43 825432 80.4+3.7 80.94+2.0 Realistic 684488 78.1+47 81.4+1.7 80.8£1.9 80.5%1.1
DFEA_I 725434 815455 794455 5484250 61.5+10.8 DFEA_I 73.443.8 82.6+3.6 81.2+7.4 66.0+19.5 53.94+21.9
DFEAIT 551100 574431 4314226 2584206 208+19.7 DFEATI  59.0453 395163 4231163 36.6-18.6 2421238
DFEA_III  52.6419.2 49.0+17.4 5494188 51.3+11.6 37.7+16.8 DFEA_III 68.94+2.1 65.7+3.7 50.7£21.0 45.4421.2 30.8+18.3

(c) Regime=a_only (d) Regime=data_free
Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00
MEAO 84.6+2.4 89.4+14 91.9+0.6 929404 94.6+0.4 MEAO 6.61+2.5 3224227 7.043.9 34428 21.2+19.1
MEA1 71.04+0.8 742405 769405 89.8+0.8 90.240.7 MEA1 0.61+0.7 0.6+0.7 0.61+0.7 0.610.7 0.6+0.7
MEA2 43422 2440.6 72.6+7.8 77.8493 829444 MEA2 4.9+4.4 49+4.4 5.6+3.9 49444 4.9+4.4
MEA3 86.5+0.5 89.5+1.4 90.84+0.9 92.0+04 93.540.1 MEA3 204419.6 21.24+19.1 16.84+22.4 36.1+17.3 18.7+18.9
MEA4 57.4415.1 81.4+2.8 885+03 92.8+1.3 96.6+0.4 MEA4 39422 22.1+18.8 17.4421.7 19.4420.5 7.04+3.1
MEAS 862416 890406 91.1204 924407 93710 MEAS 1634123 2584230 1734218 58437 80450
AdvMEA 92.04+0.3 92.0+04 923404 91.9+03 91.9403 AdvMEA 91.9+0.4 922404 922404 920405 92.14+0.5
CEGA 902%1.0 925+0.5 938105 942103 958+0.3 CEGA 90.0£12 923+0.6 931103 938107 955+0.5
Realistic 73.9+3.3 822415 857445 78.64+3.7 79.0+2.6 Realistic 77.8+2.5 78942.1 764425 803419 81.5+2.1
DFEA_T 52.0+149 857+1.2 838+48 69.7+7.4 51.8423.1 DFEA_T 49.04+24.4 52.4421.7 5794234 64.8+24 487+23.6
DFEA_ITI 65.04+5.8 47.0+16.4 352+16.4 42.0+£16.0 19.1420.8 DFEA_IT 18.449.0 28.2+16.5 22.7+20.0 26.6+23.4 22.4+18.6
DFEA_ITII 3564135 46.8+17.2 57.9414.1 37.6+164 26.6423.3 DFEA_ITI 3854205 42.0+£20.9 26.54+16.0 41.1+22.8 26.0420.5
Table 16: RQ1 detailed for dataset=CoauthorPhysics, metric=Acc (%). Rows are attacks;
columns are budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only
Attack 0.05 0.10 025 050 1.00 Attack 0.05 0.10 025 0.50 1.00
MEAO 822449 896404 909202 907404 928410 MEAO 809442 90418 893E15 915409 913408
MEA1 35400 101406 172402 44.0+1.9 79.5+7.9 MEA1 35400 10.1+£0.6 17.2+0.2 44.04+19 79.5+7.9
MEA2 2044119 347478 358453 30.3+04 50.0+28.2 MEA2 17.64+9.1 7.7+1.1 40.8+11.4 294435 321426
MEA3 74.0+14 81.1+£2.6 89.54+1.4 89.8+0.7 90.6+1.8 MEA3 753415 84.04+2.4 89.840.9 91.6+0.5 91.4+40.5
MEA4 70.14£10.5 74.04+10.0 87.7£2.0 89.6£0.5 89.540.6 MEA4 395+17.4 83.4+45 837+1.6 90.2+0.6 89.9+0.3
MEAS 754448 784447 89.841.6 91.0+0.8 91.3+1.0 MEAS 76.2+5.5 789455 89.0+1.5 91.54+0.7 91.2+1.4
AdvMEA  914£12 916407 913102 90.6+13 91409 AdvMEA  90.8E12 912410 907404 91.6204 90909
CEGA 909+13 904+28 91.510.6 91.0205 908403 CEGA 90.9404 91210 91.6+03 912405 912404
Realistic 79.6£3.8 77.04+6.5 79.3+1.7 76.1+3.1 73.0+£1.5 Realistic 79.0+£5.6 83.0+4.6 79.4+27 78.642.6 74.4+0.5
DFEA_T 64.61+19.3 704492 67.5+16.0 69.5+11.1 21.14+9.8 DFEA_I 75.84+11.5 86.0+£0.9 77.84+15.1 50.5+25.5 33.9416.7
DFEA_II 52.7424.6 53.5+13.3 16.84+12.9 16.0+14.5 3.940.4 DFEA_II 51.645.7 72.346.5 24.7+13.5 18.7+15.6 5.7+3.1
DFEA_III 5274267 72.8439 70.0+7.3 2224209 3.5+0.0 DFEA_IIT  70.64+10.5 73.44+14 632492 26.6+16.8 3.5+0.0

(c) Regime=a_only (d) Regime=data_free
Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00
MEAO 853+2.4 89.0+0.8 91.1£04 90.1£+2.0 92.0+0.6 MEAO 55429 27.6+18.8 3.54+0.0 15.7410.1 20.8420.3
MEAL 354500 101206 172402 440L£19 795479 MEAL 35400 35200 35400 35100 35200
MEA2 20.24+18.0 14.1£11.3 32.7421.1 31.241.7 31.2+1.7 MEA2 29.7416.5 29.7+£16.5 29.74+16.5 29.7+16.5 29.7+16.5
MEA3 70.5+6.3 83.9+2.6 89.64+1.0 90.7+1.1 91.34+05 MEA3 6.74+2.3 19.5+21.1 28.6419.9 35.84+22.7 18.8421.6
MEA4 61.64+24.8 779462 86.0+3.0 89.4+05 89.71+0.6 MEA4 49+1.9 13.74+11.6 55429 144+11.3 12.3+12.5
MEAS 73.149.3 83.94+1.0 89.441.5 90.74+0.7 90.440.6 MEAS 35+0.0 34.0+21.6 2994122 25.04+18.8 18.84+21.6
AdVMEA 914404 91.04+0.7 91.64+1.0 90.9+1.1 91.0+0.7 AdVMEA 91.14+0.5 91.6+0.7 91.1+0.9 91.24+0.8 91.0+0.4
CEGA 907410 91.8+£0.6 916103 913201 915408 CEGA 89.0£1.5 907407 91605 91.0+£02 91.4+0.3
Realistic 72.24£52 845413 72.7+77 741+£12 69.8+2.1 Realistic 70.1£1.6 735417 71.5+14 715427 69.6+3.6
DFEA_T 70.6+0.6 82.7+2.1 75.7+12.9 5894282 29.8+14.2 DFEA_T 8.0+3.2 8.64+3.6 28.1+£29.9 16.74+18.7 7.7+3.3
DFEA_II 57.5+6.2 68.4410.8 25.6+20.0 8.8+5.3 3.5+0.0 DFEA_II 3.5+0.0 3.540.0 3.54+0.0 3.540.0 3.5+0.0
DFEA_IITI 63.742.8 744433 53.6+12.3 3344364 3.84+04 DFEA_IITI 3.5+0.0 3.540.0 3.540.0 3.540.0 3.5+0.0
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Table 17: RQ1 detailed for dataset=CoauthorPhysics, metric=F1 (%). Rows are attacks;
columns are budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only
Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00
MEAO 713+6.1 78.7+2.0 80.31+0.6 80.9+0.8 84.2+1.5 MEAO 63.94+4.3 78.5+3.6 77.54+2.1 79.4+14 81.9+1.0
MEA1 1.4+00 104+1.8 185+1.1 44.0+1.2 71.6+52 MEAL 1.4+00 104+1.8 185+1.1 440+12 71.6+5.2
MEA2 92453 143+46.6 138433 13.9+6.6 33.5+34.4 MEA2 7.6+1.7 52+1.8 18.1+£6.3 15.0+52 13.7+4.5
MEA3 61.1£3.7 70.1+£2.5 799423 79.54+0.9 80.443.1 MEA3 58.14+4.4 71.1428 794405 81.4+0.8 81.5+1.6
MEAZ 38877 489467 68.6+£14 748%E17 761409 MEA4 218452 613180 693440 751E19 769206
MEAS 62.6+6.6 67.64+42 78.6+2.6 793+1.6 81.6+0.6 MEAS 63.04+6.6 68.0+3.4 78.6+2.6 81.1+1.4 81.0+1.6
AdvMEA  82.9423 829+17 829+10 815122 825420 AdvMEA 819422 82.0+19 S17+11 832109 81.6+22
CEGA 80.5+1.4 80.34+3.9 80.3+1.6 79.8+1.3 80.240.2 CEGA 79.84+1.9 81.64+12 81.84+0.5 81.2+1.0 81.1+0.7
Realistic 64.7+£4.0 649454 652+1.1 629+32 60.0+1.1 Realistic 63.4+4.6 68.1+53 65.6+49 64.1+3.9 60.6+0.3
DFEA_I 52.5+12.8 57.74£5.2 50.64+19.7 4724119 17.8+7.9 DFEA_I 5524122 73.04+3.4 5894194 31.64+20.4 18.9+8.8
DFEAIT  412£158 409473 132489 107489 2.8+13 DFEAIT  340+44 485496 207494 13.6+11.0 3429
DFEA_III 37.1£15.1 541432 492455 10.2+£8.1 1.440.0 DFEA_III 50.1410.6 54.0+8.3 412477 22.0+13.6 1.4+0.0

(c) Regime=a_only (d) Regime=data_free
Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00
MEAO 70.14+6.9 78.04+1.8 80.64+0.4 79.9+3.5 82.7+1.6 MEAO 21+1.0 79449 1.4400 52429 6.0+52
MEA1 1.440.0 104+1.8 18.5+1.1 440412 71.6+52 MEA1 1.440.0 14400 1.440.0 1.440.0 1.440.0
MEA2 94439 62433 184498 13.74+6.3 132435 MEA2 11.1£6.8 11.1+6.8 11.1+6.8 11.14+6.8 11.14+6.8
MEA3 62.6+29 727+1.8 78.8+1.7 79.94+3.0 81.4+1.0 MEA3 35421 62451 102+7.7 17.14£9.7 5345.6
MEA4 42.8415.8 51.24+5.7 642+43.1 764423 76.6+0.9 MEA4 1.8+0.7 45434 2.1+1.0 47433  4.0+3.7
MEAS 60.1£9.1 72.1£0.8 78.04£22 79912 79.1%1.1 MEAS 14400 93+56 123140 90154 53456
AdvMEA  82.8+11 82.1+17 829422 $18E18 821+15 AdvMEA 82513 827116 822120 827+1.6 823109
CEGA 79.242.1 80.740.7 81.640.7 81.3+1.2 80.6+0.5 CEGA 77.84+1.5 79.5+2.5 804+09 80.440.5 80.8+1.0
Realistic 524487 70.54+2.6 60.24+6.0 60.1+2.4 56.2+1.3 Realistic 56.4+3.0 58.34+1.0 585419 56.0£2.7 55.1+2.9
DFEA_I 54.1£3.3 65.7+6.7 57.0+£16.3 4224202 17.7+7.3 DFEA_I 73450 7.04+4.3 20.1£22.6 12.3+154 7.5+4.9
DFEA_IT 37.1£9.0 44.0+8.6 18.6+10.8 69+39 1.440.0 DFEA_IT 1.4+00 14+00 1.440.0 1.4+00 1.440.0
DFEA_III 40.5+2.6 55.0+8.9 39.1+5.2 22.6+25.6 24+1.5 DFEA.III 14400 14400 14400 1.440.0 1.440.0

Table 18: RQI detailed for dataset=CoauthorPhysics, metric=Fidelity (%). Rows are at-
tacks; columns are budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both

(b) Regime=x_only

Attack 0.05 0.10 025 050 1.00 Attack 0.05 0.10 025 050 1.00

MEAO 819445 893409 925407 928409 942-40.1 MEAO 804447 899412 920415 936407 933408
MEAL 27405 9.5+03 153407 444+16 78.6+73 MEAL 27405 95+03 153407 444+16 78.6+73
MEA2 213+13.1 363167 37.3+49 323201 51.5+27.2 MEA2 19.0+9.6 75423 423+11.5 31.6+39 339427
MEA3 744421 80.8+30 89.1£1.0 904%17 93.0+0.7 MEA3 745+14 83.1+29 90112 92.6+14 929404
MEA4 6924117 754+11.2 907409 95520.6 97.8+0.4 MEA4 403118.5 84.0+42 90901 944104 98106
MEAS 743458 775449 895E15 912114 919402 MEAS 75857 778462 89114 92411 93409
AdVMEA 90.04£05 90240.5 897408 895409 90.2+0.4 AdVMEA 89.840.6 904402 89.8+02 900403 89.94+0.3
CEGA 91.0+£1.4 91.6+1.3 941+0.0 949403 96.8+0.3 CEGA 923413 93.0+1.3 941406 947408 9631038
Realistic 805+4.1 77.5+64 822+1.6 774422 743+14 Realistic 79.146.6 84.3+43 81.0+£29 792422 76.7+1.1
DFEA_T 64.0£19.5 70.9+10.1 69.1£16.7 69.1£10.8 19.8+9.4 DFEA_T 7574114 869120 7831156 49.7+26.6 33.0+164
DFEAIT 5194243 52.1+13.1 162129 15.1+144 3.1£05 DFEAII 518452 722473 241140 174+144 46427
DFEAITII 5114264 705456 700478 213+21.1 27405 DFEA_ITII 7094119 742+1.1 64.14£9.6 269+17.9 27405

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAO 845438 88.64+05 919408 91810 945404 MEAO 46428 2764188 27405 163+11.3 195203
MEA1 27405 95403 153407 444E16 78.6+73 MEA1 27405 27405 27405 27405 27405
MEA2 19.84+19.3 153+12.6 3344212 342428 32.8+18 MEA2 29.9417.3 29.9+17.3 29.9+17.3 29.9417.3 29.9+17.3
MEA3 69.746.2 84.3+32 89.8+05 90.7+0.3 93.7+0.8 MEA3 62422 18.9+20.8 2884202 3584226 17.8+21.4
MEA4 61.14250 784166 89.0+£19 94.6+0.7 97.9+0.3 MEA4 46+27 146+127 4.6+28 147+12.6 12.5£13.9
MEAS 720492 84.0%12 904£19 926209 944103 MEAS 27405 333+21.6 30.5£129 24.6+189 17.9+21.9
AdvMEA 90.0£0.9 90.1+0.1 90.104 89.940.8 90.1+0.3 AdvMEA 89.740.6 90.5+09 89.9+06 90.0207 89.74+0.3
CEGA 915£0.4 93310.6 93.5+04 95611 962404 CEGA 896517 928207 950402 951110 965104
Realistic 728446 85.6+24 73.0+73 756+1.1 720432 Realistic 727420 752421 735407 735420 71.6+4.1
DFEA_T 708404 843+15 774+135 57.7+29.0 29.0+14.4 DFEA_T 72428 77432 2794302 1594182 6.6+29
DFEAII 568455 66.9+109 240+£195 8.14+54 27405 DFEA_TT 27405 27405 27£05 27405 27405
DFEAIII 624433 734425 523+11.6 3354379 3.040.2 DFEAIII 27405 27405 27405 27405 27405
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Table 19: RQI1 detailed for dataset=Computers, metric=Acc (%). Rows are attacks; columns are
budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAO 517470 604442 657424 673423 Tl4+14 MEAO 547488 638411 644454 647469 67.0+4.9
MEA1 46.4£19.1 313+147 481426 519+14 530453 MEA1 46.4£19.1 3134147 480425 517+13 529456
MEA2 202469 3584136 4341150 27.14£21.0 57.145.5 MEA2 1545124 114475 253+21.1 298+154 56.146.4
MEA3 616422 69.842.0 660+13 69325 70.743.1 MEA3 63.74£3.0 684+18 692434 703£39 70.1+18
MEA4 41.7+148 3504192 659441 665+37 717403 MEA4 317442 3704221 614443 672409 714£1.1
MEAS 67.8£2.0 688429 69.4+3.1 705433 70.1+4.2 MEAS 699423 677423 679431 711433 72.1+1.9
AdVMEA  34.7£173 20.8422.8 2244233 46.8413.1 16.8+11.4 AdVMEA  27.6423.9 33.0421.1 3164224 2954214 40.4+26.8
CEGA 2084219 27.8420.7 34.8+14.0 454:£24.1 39.64255 CEGA 27.9417.2 27.54200 43.6425.0 25.1422.5 41.6+29.1
Realistic 24+1.1 1I14£07 11+07 15£12 11307 Realistic 1294156 1324167 1.1+0.7 13.6:£16.6 1094136
DFEA_T 49.0+£5.6 493419 485+129 1984125 26.6+21.9 DFEA_T 373490 48.6492 36.5+11.8 38.6:£14.4 2634220
DFEATT  25.014164 29.5+11.1 168+7.0 2654209 26.6+21.9 DFEAIT  204+184 21.1488 30.2+182 26.6+21.8 26.6421.9
DFEATIT 81486 222+20.0 266219 26.6421.9 26.6+21.9 DFEA_ITI 2724199 3124183 26.6+21.9 266219 26.6421.9

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEA0 629452 644429 623416 677426 67.6+3.3 MEAO 2574229 117475 2974189 4414169 8.6+82
MEA1 46.4£19.1 3134147 481426 519+14 530453 MEA1 56.1£0.0 561400 561+0.0 56.1+-0.0 56.1+0.0
MEA2 26.1£15.1 25.1421.0 14.1+11.1 4024220 57.5+7.1 MEA2 2244216 1534186 3214215 32.1£21.5 32.1421.5
MEA3 621422 672410 68.1+42 652458 71.7+1.7 MEA3 38.6+24.7 4174204 27.3+20.9 2564230 19.84257
MEA4 402+16.5 4464193 540+17.1 622478 684405 MEA4 2564230 47458 1904262 57453 47458
MEAS 64.5£4.1 69.94+0.5 683+18 715449 717+L6 MEAS 19.3£26.0 20.9425.0 2544220 2654212 24.8422.8
AdvMEA 3694149 4031162 27.0+£23.9 31.6424.1 17.2483 AdVMEA 426130 32.0416.6 23.6+21.7 20.7417.0 39.4+10.4
CEGA 20.1£16.6 31.0420.7 39.7423.2 36.1425.4 39.3+28.1 CEGA 3044153 17.2£17.0 39.6428.3 34.9+26.8 36.4424.5
Realistic 127£16.1 15412 1504194 11£07 1464184 Realistic 13.6+174 13405 108+134 82497 1.0+0.6
DFEA_T 349+13.6 562470 518445 3874235 27.34213 DFEA_T 2734211 313%17.5 27.1+21.1 28.7-£19.8 26.3422.0
DFEALTT 2044140 413472 353+£129 2724216 26.6+21.9 DFEATIT  273+21.7 2684218 263+21.5 27.0+£21.3 26.7422.0
DFEATIT 170415 41.0+13.8 2664219 26.6421.9 26.6+21.9 DFEATIT 2664219 26.6+21.9 26.6+21.9 26.6421.9 26.6+21.9

Table 20: RQI1 detailed for dataset=Computers, metric=F1 (%). Rows are attacks; columns are
budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 050 1.00

MEAO 20460 443140 464480 441420 60.0+0.6 MEAO 299474 419445 431487 425+186 508475
MEAL 13.0+60 76437 172455 193+78 227+46 MEAL 130460 7.6+37 17.14£55 199+85 27.8+27
MEA2 70425 125+18 84+11 77450 11.4+59 MEA2 60+38 64+43 6537 68429 123+73
MEA3 20643 417446 440+42 545140 58.8+25 MEA3 29.0+£3.6 405+25 50.5+7.4 5104121 56.9+3.9
MEA4 13818 165496 28.0+6.6 367297 46.8+4.4 MEA4 127444 156453 246451 345196 47.8%1.1
MEAS 2981411 395445 563148 535119 537487 MEAS 3291448 390+46 50.618.6 525146 59.5+19
AdvMEA 2174131 149:£140 1552166 30.0£80 120499 AdVMEA  173£13.6 17.5+129 2284160 1884117 27.5+18.8
CEGA 268+18.9 2284150 31.3+15.1 395235 334421 CEGA 20.1£17.2 27.1419.3 3694202 21.0+£20.3 35.84255
Realistic 20412 02+0.1 02401 05403 02+0.1 Realistic 39443 5.1+68 02401 55472 32+4.1
DFEA_T 19.1429 179433 122433 38426 3.8+26 DFEA_T 160425 201.1+£60 78405 7.0+22 38+27
DFEA_TT 72446 78+23 33E11 48437 37+27 DFEA_TT 65+44 70+£20 62+19 37+27 37+£27
DFEA_III 14414 48%47 37427 37427 37+27 DFEAIII 54439 60+18 37+£27 37427 37427

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAO 333439 4431457 3584100 551406 529450 MEAO 36429 20412 43421 59418 15413
MEA1 1304260 7.6+37 172455 193478 227+4.6 MEA1 72400 72400 72400 72400 7.2400
MEA2 10436 119449 37+£19 117485 11.5+57 MEA2 47431 34436 62434 62434 62434
MEA3 249+1.6 349418 455490 424+184 60.8+2.4 MEA3 50431 56423 51435 35429 27432
MEA4 151444 164+9.1 278457 32.1+89 40.6+55 MEA4 35429 08+10 25+33 1.0+09 08£1.0
MEAS 325453 385+18 489452 570190 584%15 MEAS 27432 33+29 48430 4421 44+29
AdvMEA  23.1+123 259119 1784165 20.0+152 11.9+63 AdvMEA  318%1L4 211139 139115 1624134 233481
CEGA 21.5+15.5 22.0423.1 332+192 314198 34.64250 CEGA 2174133 1574184 3285226 28.11:20.6 3554226
Realistic 4.0+52 04403 43+56 02401 48+58 Realistic 52469 1011 36+47 22427 02401
DFEA_T 153431 230466 124437 69+44 40+24 DFEA_T 42422 53+14 43422 45+19 38427
DFEA_TT 67450 140+14 7.7+£25 40426 37+27 DFEA_TT 40+27 38427 52447 39425 43434
DFEAIII 47403 63+13 37+£27 37427 37427 DFEAIIT 37427 37427 37427 3727 37427
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Table 21: RQ1 detailed for dataset=Computers, metric=Fidelity (%). Rows are attacks;
columns are budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both

(b) Regime=x_only

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAO 51.047.0 67.3+3.1 67.0+£15 714427 80.5+4.6 MEAQ 5484105 654+7.0 706429 69.74109 79.8+3.1
MEAL 4154155 2774140 462455 494456 56.3+12.6 MEAL 4154155 2774140 462455 49.1£57 57.1+11.4
MEA2 170471 315482 3224104 263+125 43.1+63 MEA2 19.7413.0 124443 237£140 2684115 433164
MEA3 538430 648455 67.6462 749443 795452 MEA3 5654174 619456 682442 717449 77.643.1
MEA4 3844134 3794126 63.6240 743450 83.7+43 MEA4 337404 3474185 65.6440 757408 84.61+3.4
MEAS5 613443 656464 665421 739435 763+4.2 MEAS5 594434 655452 TLO£3.6 754456 79.5+3.5
AdVMEA  35.5+17.8 2574247 2694224 46.1+12.5 22.8+11.8 AdvMEA  29.0+24.1 33.6£19.9 3454234 28.7+16.6 39.8+25.8
CEGA 36.0£25.0 36.7423.0 43.4+17.5 53.9429.2 54.14334 CEGA 30.9£16.1 33.6425.2 49.2+24.3 33.1£30.1 49.8433.8
Realistic 64.5433.7 67.9+45.4 67.7+453 6744440 67.0+44.8 Realistic 75.1425.8 78.7+30.0 67.9+45.4 81.04+25.5 78.6+25.1
DFEA_T 517472 492446 436449 166483 21.4+148 DFEA_T 355469 451477 310482 3184102 21.5+14.7
DFEATT 2144124 250469 144442 2254155 21.5+14.7 DFEATTI 2094163 189460 251+113 2144146 21.5+14.7
DFEATIT 84469 18.1+158 21.5+14.7 21.5+147 21.5+14.7 DFEATIT  232417.1 244+125 214+147 2154147 21.5+14.7

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAQ 60.742.6 66.5+6.5 66.1£1.6 77.142.9 78.8+0.9 MEAO 2224160 95465 2274142 3374110 142410.6
MEAL 4154155 2774140 462455 494456 56.3+12.6 MEAL 40441.6 404+16 404+1.6 404416 404+1.6
MEA2 2794111 21.3+150 140+6.1 36.1£194 44.5+6.6 MEA2 169416.5 142+143 26.0£16.1 26.04+16.1 26.0£16.1
MEA3 58.044.7 627455 684442 651444 79.5+4.4 MEA3 31.813.7 29.54+15.1 22.4+13.8 19.9+165 15.6+18.0
MERA4 4234145 380+154 549+162 64.1440 812422 MERA4 2394167 33436 15.1£19.0 67451 44447
MEAS 577440 628439 697452 725439 809433 MEAS 16.1£17.6 1574162 184+13.6 2264128 23.1+14.1
AdvMEA 3994165 40.0+163 3234222 3224233 20.2+83 AdvMEA  44.9+13.6 342+18.1 2164174 243+18.1 40.7£122
CEGA 37.9419.9 37.9423.5 50.1+27.4 454308 51.6432.9 CEGA 33.6£15.6 21.0418.4 49.4%31.1 4624329 50.0430.4
Realistic 69.5426.3 64.5+43.1 77.24£30.2 67.84454 80.8+26.0 Realistic 82.1422.2 70.2+41.7 82.5+24.8 75.54+34.6 66.5+44.5
DFEA_T 36.7£143 57.7£132 43.1465 30.6£162 22.0+142 DFEA_T 2224139 262+10.5 22.1£14.0 234+127 21.5+14.7
DFEATT 2024111 379450 278485 21.8+144 21.4+147 DFEATT 2174147 21.6+14.7 22.1£156 2204140 21.5+14.7
DFEATIT 172463 33.049.7 201.5+147 2154147 21.5+14.7 DFEATIT 2154147 21.5+14.7 21.5+147 2154147 21.5+14.7

Table 22: RQ1 detailed for dataset=Phot o, metric=Acc (%). Rows are attacks; columns are bud-
gets. Mean = std across seeds; best per column is bold.

(a) Regime=both

(b) Regime=x_only

Attack 0.05 0.10 025 050 1.00 Attack 0.05 0.10 025 050 1.00

MEAO 5514304 902438 949406 964402 955404 MEAO 845459 91.1423 954408 959408 96.040.4
MEAL 20402 39.5+262 4224289 62.7+33.5 67.0+£36.5 MEAL 20402 39.6:+264 4224289 62.7+33.5 67.0+£36.5
MEA2 205427 25.6+13.6 76.6+21.2 6354200 34.9+32.2 MEA2 2724220 18.5+11.6 69.1£19.9 755+13.1 34.5+323
MEA3 789+14.6 93.9+24 962404 965402 96.3+0.5 MEA3 83.0+£5.1 928421 957+0.1 958408 96.240.3
MEA4 746424 830+84 951+03 955204 96.0%+0.5 MEA4 672+18.6 860121 87.8+8.1 960204 96.0%0.1
MEAS 802171 928+13 950+£1.6 95508 96.4+0.2 MEAS 8255138 94.5E17 959101 964102 96.1106
AdvMEA  49.0422.8 38.0-£24.8 473227.6 36.8426.7 409248 AdVMEA 4874304 40.1424.6 4274268 4404256 57.3+17.0
CEGA 79.6+54 8304145 89.8+64 948406 88.949.3 CEGA 849466 859461 827470 938419 94.1+3.0
Realistic 49.0+1.1 47.7+83 645+194 633420.6 50.3+7.0 Realistic 535457 34.5+151 517458 61.5+142 56.9+15.7
DFEA_T 29.0£19.9 3234204 9.1£125 03203 03+03 DFEA_T 196499 112470 86+7.1 0.6+04 05+03
DFEA_TT 127478 94465 26+35 6044 03103 DFEA_TT 113270 78454 19+26 32436 03103
DFEAITI 122473 115481 59478 06+04 03+03 DFEAIII 68469 39450 03+£03 03203 03203

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAO 872453 922418 939415 959402 957405 MEAO 104469 28.0+135 158408 169400 11.7+75
MEA1 20402 3944260 4224289 6274335 67.0+36.5 MEA1 102472 102472 102472 102472 102+7.2
MEA2 17.12103 202447 742172 6954172 34.4+32.0 MEA2 177425 177425 177425 177425 17.7£25
MEA3 81.6+£3.9 925+18 956402 96.0+02 96.7+0.3 MEA3 2124192 108+75 57468 6.14+77 15300
MEA4 6924155 757+19.8 90.5£24 959402 96.0+0.3 MEA4 113+80 112470 11.0£7.3 117474 59+738
MEAS 755444 942+13 957404 96002 96.6+0.4 MEAS 32,0214 27.1£142 109+63 104+64 22.1%19.1
AdvMEA  47.8427.0 52.5:£30.7 3354228.0 47.0+31.9 389462 AdvMEA 4931201 508307 36.9425.8 46.9+20.3 409247
CEGA 90.0£3.4 849482 951407 955409 042425 CEGA 5121320 89.9+7.7 951405 927428 92.8+15
Realistic 47.0+7.1 335%134 518470 592+19.6 6644195 Realistic 42.1£18.6 6324193 61.1+20.5 33.7£13.0 57.94+17.0
DFEA_T 21.0+14.5 41.0+357 0.6+04 05403 04402 DFEA_T 04+04 70458 31440 53+7.1 103+73
DFEATI 143449 85470 102474 25424 03303 DFEA_TT 32422 03403 64+45 107480 4.1+£52
DFEAIII 102472 63+75 64+85 03203 03303 DFEAIII 03203 08406 03+£03 31439 03303
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Table 23: RQ1 detailed for dataset=Phot o, metric=F 1 (%). Rows are attacks; columns are budgets.
Mean = std across seeds; best per column is bold.

(a) Regime=both

(b) Regime=x_only

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00

MEAO 3194155 544442 59.64+4.6 644424 62.0+3.0 MEAO 46.4+7.7 59.5+6.0 584424 663427 65.7+1.0
MEA1 20402 2264143 257£19.3 33.54£21.6 41.6427.2 MEA1 20402 2274145 257419.3 33.54£21.6 41.6427.2
MEA2 145451 169484 47.14185 3574144 21.6£154 MEA2 129489 9.145.6 4454152 4254117 21.4+153
MEA3 52.049.1 66.9+7.6 64.5+1.7 66.9+4.1 64.9+5.5 MEA3 54.0+9.8 61.5+50 63.3+53 68.0+22 69.51+4.5
MEA4 32,6427 37.6+7.0 50.14£2.0 49.6+1.5 553+2.8 MEA4 2484155 433+4.7 43.045.1 60.1+£4.7 559424
MEAS 56.8+9.0 66.4+4.1 6024+3.6 61.74+53 62.740.7 MEAS 482+17.8 61.7+4.6 604439 69.9+50 629427
AdVMEA 28.5+14.3 25.6414.7 28.64+15.2 20.14+162 21.8+13.3 AdVMEA 28.7+14.8 2334134 24.04+15.4 29.0416.3 34.3+10.8
CEGA 45743.0 5034113 554443 585412 551484 CEGA 48.6+8.1 53.144.3 456474 593433 585+43.0
Realistic 154447 159448 28.0+£18.4 28.6419.9 17.045.2 Realistic 153445 13.04£4.5 156+50 2654157 22.5412.1
DFEA_T 21.14£13.3 2694123 984133  0.140.1  0.140.1 DFEA_T 146439 72449 55441 02401 04404
DFEA_IT 6.2+33 6.8+3.0 22430 34425 0.1+0.1 DFEA_IT 5.8+3.7 434238 17424 22420 0.1+0.1
DFEA_III 6.84+54 3.0£22 15419 06+07 0.140.1 DFEA_III 31421 24433 01401 01£01  0.140.1

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00

MEAQ 57.9+4.5 63.7+7.0 57.549.1 642435 640445 MEAO 23415 53419 34+01 36400 25+1.6
MEA1 20402 2274145 257+19.3 33.5+£21.6 41.6427.2 MEAL 22416 22416 22416 22416 22416
MEA2 1894124 152464 41.04+158 39.64+133 21.4+15.3 MEA2 57409 57409 57409 57409 57409
MEA3 45.14£7.8 577432 605424 659437 653421 MEA3 39432 29408 1.6+£1.6 13+1.6 33400
MEA4 338469 33.04£17.0 464447 51.14£32 56.144.1 MEA4 24417 24415 24£16 25+16  13%£17
MEAS 432478 62.0+14 64.6+52 64.1+53 65.4+5.1 MEAS 5.84+3.1 7.0+22 3.1£03 26£1.7 4.0+£32
AdVMEA 29.5+14.9 32.14+17.1 1944173 26.84+17.8 21.64+3.4 AdVMEA 29.9+15.9 3084174 2294142 29.2419.0 23.3+11.7
CEGA 542432 493487 62.04+2.1 620436 58243.0 CEGA 31.0+17.9 55.3+6.1 62.7+1.6 59.04+32 60.0+4.9
Realistic 15.043.0 10.0457 17.14£5.6 26.54+17.5 32.6424.6 Realistic 13.744.1 28.6+18.2 27.0+£17.7 103463 24.6+15.1
DFEA_I 141456 2584188 05404 0.6+07 1.0£13 DFEA_I 02402 38428 40451 26+3.0 57450
DFEA.TI 99404 56443 50437 194£18  0.140.1 DFEA_TT 29420 01401 52440 64451  14%L17
DFEA_ITI 3.0+23 1.6£15 14418 0.1+£0.1  0.130.1 DFEA_ITI 0.1£0.1  05£06 0.1£0.1 25434  0.1+0.1

Table 24: RQ1 detailed for dataset=Photo, metric=Fidelity (%). Rows are attacks; columns
are budgets. Mean = std across seeds; best per column is bold.

(a) Regime=both

(b) Regime=x_only

Attack 0.05 0.10 025 050 1.00 Attack 0.05 0.10 025 050 1.00
MEAO 5474308 90.844.1 954+14 96611 96.840.1 MEAO 842458 910433 960408 968+10 96.6+1.2
MEAL 19403 3924266 42.0+29.2 621338 67.04+37.2 MEAL 19403 3934268 42.04+29.2 621338 67.04+37.2
MEA2 20.74£2.0 263+14.1 77.2421.3 64.4420.1 3544317 MEA2 2774217 19.1+12.1 69.7£19.9 7584137 35.0+31.7
MEA3 783150 93.9+3.0 965108 969409 97.8+1.0 MEA3 824452 92.6+08 96.1+07 96311 96.7+0.8
MEA4 7434£26 83.1+82 952404 96711 97.4+08 MEA4 6731187 858+18 885+7.8 97009 97.3+09
MEAS 80.1£6.6 924108 950+23 959409 975106 MEAS 81.9£132 94011 962107 969+14 978108
AdvMEA 4954229 3865246 48.0427.4 37.34267 4131247 AdvMEA  49.54304 4035246 43.1426.5 4474255 57.6:£17.4
CEGA 80.6£5.0 837151 914468 959412 90.4+9.5 CEGA 855472 86.6+58 837+75 948423 955+29
Realistic 70.7415.3 72.5+13.9 83.6+103 869+5.1 77.5+11.1 Realistic 76.1%11.1 53.1+24.5 723167 81.6+9.4 85.5+54
DFEA_T 2934193 33.3+208 9.1£119 05+03 0.5+04 DFEA_T 203£9.6 117468 85+63 074£02 0.6+03
DFEA_TT 131275 96161 25+28 62438 05104 DFEA_TT 113462 8.0+49 20+2.1 33231 05304
DFEAITI 121467 115474 6.1%£76 07+02 05+04 DFEAIII 69465 39445 05+£04 05204 05+04
(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00

MEAO 873457 924411 943423 965409 97.5+09 MEAO 103+7.0 283+134 156406 162406 11.6+£7.6
MEA1 19403 391265 4204292 62.1+33.8 67.0+£37.2 MEA1 103466 103+66 103+66 103466 10.3+6.6
MEA2 1754103 211449 747+17.0 7024176 352+31.8 MEA2 18.0+28 180428 180428 18.0+28 18.0+2.8
MEA3 814438 924423 958+1.0 968408 97.6+0.7 MEA3 2114193 103+72 53+£72 62472 149405
MEA4 69.0£16.2 76.0+19.4 90.9+20 96.1+0.6 98.2+0.5 MEA4 11.1+80 107467 100£69 109+7.0 59+74
MEAS 752441 942+14 959405 968107 97.7+1.1 MEAS 3194217 2694146 101164 103+65 2224192
AdvMEA 483267 53.1:£30.6 34.1428.0 47.7+31.8 39.1£6.0 AdvMEA 5031202 51.6:30.7 37.6::25.6 47.6:£29.1 411243
CEGA 90.6+£3.9 855488 954+1.1 973108 964+18 CEGA 5174322 910478 959410 938124 942114
Realistic 69.3+14.6 6224322 784+11.1 849470 85248.0 Realistic 70.4+155 86.8+43 860156 61.8+£314 85.0%58
DFEA_T 2134143 4154357 07402 07402  0.6+03 DFEA_T 0.6+03 71453 32436 50+63 10.5+£69
DFEATI 139440 88+67 104+7.1 26422 05+04 DFEA_TT 33+16 05404 65240 11.1+78 43+50
DFEAIII  10.1£64 65+7.0 69487 05+04 05+04 DFEAIII 05204 09403 05+04 33%£37 05+04
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Table 25: RQI detailed for dataset=PubMed, metric=Acc (%). Rows are attacks; columns are
budgets. Mean =+ std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00

MEAO 70.6+1.5 75.8+18 77.44+0.3 76.7+04 782403 MERO 721432 76.8+1.1 768417 78.0+0.5 78.54+0.3
MEA1 68.6+2.3 70.6+5.0 748434 753435 755439 MEAL 68.6+2.3 70.6+5.0 748434 753435 75.543.9
MEA2 40.64+9.4 41.6+13.4 62.64+10.2 64.9+53 41.640.8 MEA2 39.6+12.1 51.2419.5 65.046.9 63.646.5 43.9+4.1
MEA3 721419 734416 766407 79.0+1.1 773417 MEA3 732411 754414 772406 77.440.7 78.040.6
MEA4 67.8+0.6 71.243.8 753+0.9 78.240.5 78.6+0.8 MEA4 51.5+4.7 657463 77.0+13 77.4£0.9 78.64+0.8
MEAS 723434 759+0.1 77.84+0.8 77.8+0.7 78.1+1.1 MEAS 70.6+2.8 74.5+1.0 77.0+14 77.7+£05 77.54+0.9
AdVMEA 604432 66.5+19 65542.6 62.6+6.7 66.0+2.6 AdVMEA 643494 642454 64.04+6.3 625+3.1 61.643.1
CEGA 78.3+04 77.9+1.6 782402 79.1+0.2 78.7+0.7 CEGA 748+1.2 78.7+0.7 78.74+04 79.1+0.2 78.9+0.3
Realistic 727415 71.541.0 747402 75.64+1.8 76.840.8 Realistic 67.14+17 742406 767410 75.74+0.4 76.0+0.8
DFEA_I 645489 70.0+1.0 50.046.7 427422 40.740.0 DFEA_T 68.043.6 67.144.5 553410.3 46.4+8.1 40.840.2
DFEA.II 55.243.1 52245.1 475444 514451 40.7£0.0 DFEA.II 493450 555425 452453 47.149.0 40.7+0.0
DFEA_III  63.7+4.4 58.4+13.6 40.7+0.0 40.74+0.0 40.740.0 DFEA.III  54.0+£10.6 647453 54249.0 40.74£0.0 40.74+0.0

(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00

MEAO 71.14£09 76.3+0.6 77.3+1.0 78.4+0.5 78.340.6 MEAO 33.1£10.7 41.3+£0.0 409403 40.9+03 40.940.3
MEAL 68.6+2.3 70.6+5.0 748434 753435 755439 MEA1L 41.340.0 41.3+0.0 41.3+0.0 413400 41.3+0.0
MEA2 36.9+12.0 40.7+143 67.0+4.9 644442 43.14+3.0 MEA2 233474 233474 232474 233474 233474
MEA3 70.74+3.4 73.8+13 77.74+04 776404 79.14+0.5 MEA3 383+3.8 33.34+10.8 33.5+11.0 40.9+03 40.940.3
MER4 544479 714405 76.64+1.2 78.0+1.0 78.84+1.0 MER4 40.740.0 33.1+10.7 33.34+10.8 333+10.8 41.140.3
MEAS5 721435 769+1.0 77.6+1.1 77.84£0.9 77.84+0.9 MEAS 18.1£0.1 409403 26.0+104 25.6+10.7 41.2+£04
AdVMEA 593474 632462 625450 63.6+£2.0 63.8+2.6 AdVMEA 62.1+6.5 669419 653+4.1 62.0+£6.2 62.743.6
CEGA 74.9+24 77.7+13 783105 78.9+0.5 78.840.3 CEGA 757424 78.0+1.1 78.6+0.4 78.5+0.4 78.610.3
Realistic 69.6+1.5 727408 749406 76.5+0.9 76.640.4 Realistic 76.140.6 772404 76.6+0.5 762408 759405
DFEA_T 57.948.7 63.8423 55.6410.6 42.8+1.5 40.840.2 DFEA_I 40.740.0 41.0+£04 407400 40.740.0 40.8+0.1
DFEA.TT 50.14£7.5 510473 50.9+47.8 482+45.0 40.740.0 DFEA.TI 40.740.0 45.6+£6.9 407400 41.8+1.5 40.740.0
DFEA.IIT 541454 55.046.1 48.4+109 40.7+0.0 40.7£0.0 DFEA.IIT  40.740.0 40.74+0.0 40.74£0.0 40.7£0.0 40.7+0.0

Table 26: RQ1 detailed for dataset=PubMed, metric=F1 (%). Rows are attacks; columns are bud-
gets. Mean = std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only
Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 050 1.00
MEAO 682428 747414 763402 760405 772404 MEAO 70.7£4.1 757408 759414 772404 77.5+0.6
MEAL 502417 683+62 740+35 74.6+3.5 74.9+39 MEAL 502417 683462 74.0+35 746435 749+39
MEA2 285458 322+11.0 61.6£103 58349.6 24.9+7.9 MEA2 27677 48314208 63.6+64 574495 26.5+10.0
MEA3 703423 722420 754405 78.0£09 763£1.6 MEA3 716£13 741x14 757408 763207 76.9+0.9
MEA4 64433 662179 738+07 76.820.6 77.0+£0.7 MEA4 46550 62.1+7.7 753%16 758208 77.0+0.8
MEAS 713230 741205 765409 767205 77.1£12 MEAS 682429 730105 755+2.1 765203 766108
AdVMEA 55617 65842.1 648426 60.9+8.1 63.9+1.7 AdVMEA  623+113 63.1457 613466 3598420 60.4+2.9
CEGA 773403 769+15 77.4+0.1 78.320.1 77.7+0.6 CEGA 744109 778406 77.8+04 782402 78.1+0.3
Realistic 719410 70.6+12 739+0.1 74.6+1.7 762407 Realistic 660412 72.6+03 761408 753404 754+0.7
DFEA_T 5924143 692418 32.6+9.6 252442 19.3£0.0 DFEA_T 647438 602+11.0 37.0£125 2684107 19.6+04
DFEAII 443185 423+6.1 32.1£8.1 35062 193200 DFEAII  37.12£9.6 451449 267+7.6 277112 19300
DFEAITII  59.0£60 480+222 193400 19300 193200 DFEA_III  45.6%150 56.5+114 366105 193200 19.3+0.0
(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 025 0.50 1.00 Attack 0.05 0.10 025 0.50 1.00
MEAO 686422 7531405 760+13 774205 77.5£04 MEAO 162443 1954200 194401 19.4:0.1 19.420.1
MEAL 502417 683462 740+3.5 74635 749439 MEA1 195400 19.5+0.0 19.5+0.0 19.5+0.0 19.5+£0.0
MEA2 249484 2831£100 66.1+52 574472 259492 MEA2 153+7.2 153£7.2 153+72 153472 153+£72
MEA3 688450 729412 764+06 764203 78.0+£0.5 MEA3 202412 169+4.8 164444 194+0.1 19.440.1
MEA4 4354152 693105 749+16 76.5+1.1 77.2+1.0 MEA4 193+0.0 162+4.3 163+43 16314.3 19.420.1
MEAS 69.143.1 759410 765+1.1 768208 76.9+0.8 MEAS 103£02 1940.1 14.0+39 133242 202+12
AdvMEA  56.1£103 60479 588151 620424 61.8+18 AdvMEA  59.5483 64716 63.6+53 60.1:8.6 6134134
CEGA 740421 77.1%12 774105 77.820.5 77.8£03 CEGA 75.042.2 77.3E1.1 77.810.4 774504 777403
Realistic 69.0£09 712£19 746106 757409 76.1+03 Realistic 754404 766+04 75.94+0.6 757407 754+05
DFEA_T 4844121 59.9+3.0 373%12.8 234430 19.640.4 DFEA_T 193+0.1 22244.1 19.3+00 19340.0 22.8+5.0
DFEAIT 3504122 36.5+11.0 333%102 30.7+7.4 19340.0 DFEAII 193200 263£9.9 19.3+00 212427 19.3+0.1
DFEAIII 429449 413+35 285+13.1 193+00 193200 DFEAIII 193200 19.3£00 193400 193400 19.3+0.0
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Table 27: RQ1 detailed for dataset=PubMed, metric=Fidelity (%). Rows are attacks; columns
are budgets. Mean = std across seeds; best per column is bold.

(a) Regime=both (b) Regime=x_only
Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00
MEAO 80.0+£0.6 87.1+24 90.6+1.8 92.9+0.8 94.2+0.6 MEAO 829409 875415 91.7+£0.7 92.64+0.3 93.341.1
MEAL 729420 79.0+6.1 819434 832+4.5 853+4.6 MEAL 729420 79.0+6.1 81.9+3.4 832445 85.314.6
MEA2 39.54+10.2 43.4415.6 68.31+13.2 73.64+8.9 41.9+3.0 MEA2 41.6+13.7 55.04+22.8 73.1+£10.4 71.5+10.0 43.94+4.5
MEA3 80.8+2.1 833+15 87.0+14 89.6+0.7 89.7+1.3 MEA3 82.8422 848424 887406 887423 90.84+0.8
MEA4 71.6+19 77.7+4.1 83.5+1.1 87.7£0.9 89.1+0.9 MEA4 52.844.6 726459 86.0+1.4 872414 89.240.9
MEAS 822446 864416 89.31+13 90.6+1.1 90.940.9 MEAS 80.04+3.1 84.74+2.4 88.04+0.8 89.94+0.8 90.4+0.5
AdVMEA 63.5+64 70.64+3.6 69.5+42 65.1+89 69.8+4.5 AdvMEA 67.8+11.8 66.1+£84 65.74+8.6 652463 64.1£5.7
CEGA 89.5+04 89.9+1.3 92.6+0.3 944104 942+03 CEGA 854424 91.04+09 93.5+04 93.5+13 95.340.7
Realistic 812413 835411 88.14+1.0 89.5+1.6 91.4+0.8 Realistic 77.64+3.0 838428 88.14+29 90.84+0.9 91.7+0.4
DFEA.I 68.6+12.3 79.6+12 50.749.3 41.74£2.7 37.74+0.5 DFEA_I 754427 75843.6 59.5+15.1 46.3+11.7 37.940.3
DFEA_II 559435 541479 484+70 51.8+£7.7 37.7£05 DFEA_II 49.6+7.1 58.0+3.8 448+79 474+13.0 37.7+0.5
DFEA.III  70.6£44 625+17.7 37.7+05 37.7£0.5 37.7£0.5 DFEA_III  57.0+12.8 717464 57.54+12.0 37.74£0.5 37.7£0.5
(c) Regime=a_only (d) Regime=data_free

Attack 0.05 0.10 0.25 0.50 1.00 Attack 0.05 0.10 0.25 0.50 1.00
MEAO 79.6£18 89.5+04 927+09 91.8+0.5 93.4+0.6 MEAO 30.7£9.8 455+0.5 40.0+3.6 40.0£3.6 40.0+3.6
MEAL 729420 79.0+6.1 81.9+3.4 832+45 853+4.6 MEAL 45.540.5 455405 455405 455405 45540.5
MEA2 3824139 4234179 73.6+5.1 742475 43.544.1 MEA2 214465 214+6.5 214465 214+65 21.446.5
MEA3 79.1+423 84.5+13 88.1+09 89.3+£04 90.740.2 MEA3 37.61+6.1 32.84+11.7 36.0+13.6 40.0+£3.6 40.04+3.6
MEA4 59.3+7.1 785417 849415 86.8+1.5 89.24+0.9 MEA4 37.740.5 31.0+£10.0 33.7+12.4 33.4412.1 43.243.6
MEAS 80.9+22 86.6+14 89.4404 89.8+0.8 90.64+0.4 MEAS 16.940.1 40.04+3.6 244498 23.64£9.5 434437
AdvMEA 59.0+9.8 66.21+9.0 664482 69.1+£3.4 65.644.6 AdvMEA 63.9+8.6 704+29 69.91+6.7 645+£83 64.1+6.5
CEGA 84.7+22 91.8+1.3 932404 93.0+£1.2 94.8+0.5 CEGA 872428 909+1.0 93.410.6 93.8+0.3 94.440.2
Realistic 79.7422 827423 89.0£0.7 91.0+1.3 92.4+1.6 Realistic 922413 923+0.2 92.14+1.0 91.4£09 92.1+13
DFEA-I 61.5+11.6 72.14+3.5 57.9+14.8 40.5+1.6 37.940.3 DFEA-I 378404 394420 377405 37.7£0.5 404433
DFEA.II 522495 50.6+9.3 5224102 47.54£6.3 37.74+0.5 DFEA.II 37.740.5 453+10.8 37.74£0.5 38.9+1.9 37.840.5
DFEA.IIT 5744102 58.9+10.7 48.2+14.3 37.740.5 37.7+0.5 DFEA.IIT 377405 37.7+0.5 37.7405 37.7+0.5 37.7+0.5

Dataset backdoorwm randomwm survivewm imperceptiblewm integrity

Cora 79.374+0.45 76.06 £ 0.81 79.07 £ 0.33 71.94 + 0.27 75.39 4+ 0.36

CiteSeer 64.74 +£0.35  64.99 £ 0.69 67.47 £0.27 58.07 £ 0.79 57.61 + 0.38

PubMed 77.00£0.59  73.77 £0.26 25.32+1.19 76.00 = 0.17 75.68 £ 0.37

Computers 55.39 4+ 2.89 58.49 4+ 2.93 37.62 + 24.96 67.04 + 1.66 14.08 £ 6.63

Photo 57.474+2.27  52.15+5.30 58.47 4+ 3.84 61.90 4+ 0.43 23.47 + 21.57

CoauthorCS 69.13 +1.21  66.09 &+ 6.69 72.75 + 0.46 72.52 +0.73 73.43 £ 0.32

CoauthorPhysics  76.23 +1.03 57.32 £ 12.15 81.11 £0.89 80.50 + 0.75 80.91 + 0.81

Table 28: Defense results: F1 (mean =+ std, in %).

Dataset backdoorwm randomwm survivewm imperceptiblewm integrity

Cora 80.07 +£0.40 76.13 £1.17 79.93 £ 0.26 71.97 £ 0.31 76.03 £ 0.37
CiteSeer 67.47 +£0.40 67.90 £ 0.57 70.87 £ 0.12 60.30 &+ 1.00 60.10 + 0.29
PubMed 77.60+£0.79 74.13 £0.26 39.17 £1.01 76.37 £ 0.12 76.33 +0.38
Computers 68.27 +£2.74  71.47+2.49 45.97+31.21 78.90 £ 0.73 11.97 £5.56
Photo 92.73+1.50 85.33 £6.07 93.20 + 3.89 96.70 + 0.08 61.80 + 20.58
CoauthorCS 88.43+0.77  89.27 £ 2.46 91.70 £ 0.36 89.63 + 0.76 90.97 £+ 0.12

CoauthorPhysics  89.33 +0.37  68.60 £ 10.96  90.97 £ 0.33 90.20 + 0.40 90.60 + 0.65

Table 29: Defense results: Fidelity (mean = std, in %).

Dataset backdoorwm randomwm survivewm imperceptiblewm integrity
Cora 100.00 £ 0.00  75.33 £9.98  54.07 £5.79  100.00 £ 0.00 100.00 £+ 0.00
CiteSeer 100.00 £0.00  72.00 £4.32  55.72+4.51 100.00 +£ 0.00 100.00 £ 0.00
PubMed 100.00 £0.00 64.00+£11.31 34.97+0.71  100.00 £ 0.00 100.00 £+ 0.00
Computers 93.33 +9.43 94.67 +£1.89 11.08 £0.81 100.00£0.00 100.00 % 100.00
Photo 100.00 £ 0.00 98.67£0.94 13.25+1.10 100.00 £ 0.00 66.67 + 47.14
CoauthorCS 100.00 £ 0.00  45.33 £ 3.77 8.51 £ 0.34 100.00 £+ 0.00 33.33 +47.14

CoauthorPhysics ~ 100.00 & 0.00  56.67 £ 13.70 21.76 +0.49  100.00 +£ 0.00 66.67 & 47.14

Table 30: Defense results: Owner. verif. (WM Acc, %) (mean =+ std, in %).
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