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Abstract

CAPTCHAs are widely used by websites to
block bots and spam by presenting challenges
that are easy for humans but difficult for au-
tomated programs to solve. To improve ac-
cessibility, audio CAPTCHAs are designed to
compliment visual ones. However the robust-
ness of audio CAPTCHAs against advanced
Large Audio Language Models (LALMs) and
Automatic Speech Recognition (ASR) models
remains unclear. In this paper, we introduce
AI-CAPTCHA, a unified framework that of-
fers (i) an evaluation framework, ACEVAL,
which includes advanced LALM- and ASR-
based solvers, and (ii) a novel audio CAPTCHA
approach, ILLUSIONAUDIO, leveraging audio
illusions. Through extensive evaluations of
seven widely deployed CAPTCHAs, we show
that most methods can be solved with high suc-
cess rates by the advanced LALMs and ASR
models, exposing critical security weaknesses.
To address this, we design a new CAPTCHA
approach, ILLUSIONAUDIO, which exploits
perceptual illusion cues rooted in human au-
ditory mechanisms. Extensive experiments
demonstrate that our method defeats all tested
LALMs- and ASR-based attacks while achiev-
ing a 100% human pass rate, significantly out-
performing existing methods.

1 Introduction

Completely Automated Public Turing Tests to Tell
Computers and Humans Apart (CAPTCHASs) are
widely used to protect online services from auto-
mated bot attacks (Von Ahn et al., 2003; Gossweiler
et al., 2009). Most deployed CAPTCHAs rely on
vision-based challenges (Ding et al., 2025b,a), such
as distorted text or image recognition. While ef-
fective, these visual challenges are inaccessible to
people with visual impairments (PVIs) (Fanelle
et al., 2020; Shirali-Shahreza and Shirali-Shahreza,
2007). To address this accessibility gap, audio
CAPTCHAs were introduced as an alternative

modality, enabling users to solve auditory chal-
lenges instead (Gao et al., 2010; Alnfiai, 2020).

Existing audio CAPTCHAs (Szegedy et al.,
2017; He et al., 2016; Hunt, 2014; Fanelle et al.,
2020; Labs, 2025) can be broadly categorized into
two types: content-based and rule-based. Content-
based audio CAPTCHASs (Abdullah et al., 2022;
Aubry et al., 2025; Tam et al., 2008) require users
to listen to spoken words or digits and transcribe
the content (Fanelle et al., 2020). These schemes
assume that speech perception and transcription
are straightforward for humans but challenging for
automated systems. To enhance robustness, many
deployed content-based audio CAPTCHAs incor-
porate acoustic perturbations, such as background
noise, distortions, or overlapping sounds. In con-
trast, rule-based audio CAPTCHAs (Fanelle et al.,
2020; Labs, 2025) move beyond transcription, re-
quiring users to follow audio instructions or iden-
tify specific sound events. This design tests higher-
level auditory reasoning rather than raw speech
recognition.

Existing audio CAPTCHAs effectively counter
traditional bots (Fanelle et al., 2020). However, it is
unclear whether their security assumptions remain
valid given recent advances in Automatic Speech
Recognition (ASR) and Large Audio Language
Models (LALMs). Modern ASR systems achieve
near-human performance on noisy and distorted
speech, and LALMs further extend these capabili-
ties by reasoning over complex audio inputs. These
advances weaken the assumption that audio CAP-
TCHA s can reliably distinguish humans from auto-
mated solvers. Tasks such as transcribing corrupted
speech and interpreting audio instructions may no
longer separate human users from Al-driven sys-
tems. Therefore, systematic evaluation of current
audio CAPTCHAs against advanced models is
necessary. If performance is inadequate, new audio
CAPTCHA designs should be developed.

To address the research gaps, we introduce Al-



CAPTCHA, a unified framework comprising two
components: (1) ACEVAL, an evaluation frame-
work for systematically assessing the robustness
of audio CAPTCHA schemes against advanced
LALM-based and ASR-based solvers, and (2) IL-
LUSIONAUDIO, a novel audio CAPTCHA design
that leverages audio illusions.

ACEVAL incorporates two types of Al-driven
solvers. The first is an LALM-based solver that
directly reasons over audio input to generate an-
swers, representing a new class of attacks against
audio CAPTCHAs. The second is an ASR-based
solver that follows a two-stage pipeline: audio is
first transcribed by an ASR model, and the resulting
transcript is then processed by a Large Language
Model (LLM) to produce the final response. Both
solvers ultimately produce an audio-based answer,
rather than relying solely on ASR to transcribe the
audio.

Using ACEVAL, we assess seven deployed au-
dio CAPTCHA schemes, including four content-
based (Geetest, Google, MTCaptcha, and Tele-
phone audio CAPTCHASs) and three rule-based
(Math, Character, and Arkose Labs audio CAP-
TCHASs). We assess their robustness against three
advanced LALMs (Qwen-Audio-Chat, SealLLMs-
Audio-7B, and Qwen2-Audio-7B-Instruct) under
zero-shot and chain-of-thought prompting, and
two leading ASR models (GPT-4o-Transcript and
GPT-40-mini-Transcript) under prompt-guided and
non-prompt-guided settings, with GPT-40 used for
downstream reasoning. In addition, we conduct a
user study with 63 human participants to assess the
usability of these audio CAPTCHAs by measuring
human success rates across multiple attempts.

Our evaluation yields two key findings. First,
both LALM-based and ASR-based solvers achieve
high bypass rates (41.67% and 49.99%, respec-
tively) against existing deployed audio CAP-
TCHASs, highlighting their vulnerabilities to Al-
driven attacks. Second, most existing audio CAP-
TCHA schemes impose substantial difficulty on
human users, with an average first-attempt success
rate of only 61.90%.

Based on these findings, we introduce ILLU-
SIONAUDIO, a new audio CAPTCHA scheme that
leverages the sine-wave speech illusion—a percep-
tual phenomenon in which humans can recognize
speech from sparse acoustic cues that lack explicit
linguistic structure. While such signals remain
intelligible to humans, they are challenging for
LALM-based and ASR-based solvers to interpret.

Beyond the illusion itself, ILLUSIONAUDIO incor-
porates additional mechanisms, such as irreversible
audio transformations, to further resist automated
solvers.

Extensive experiments using our evaluation
framework demonstrate that ILLUSIONAUDIO de-
feats all tested LALM-based and ASR-based
solvers, achieving a 0% bypass rate. A user study
with 63 participants, including PVIs, shows that
ILLUSIONAUDIO achieves a 100% first-attempt
success rate, substantially outperforming existing
audio CAPTCHA schemes in both security and
usability.

In summary, we make the following contribu-
tions:
¢ We introduce AI-CAPTCHA, a unified frame-

work comprising ACEVAL, an evaluation frame-

work that employs advanced LALM-based and

ASR-based solvers to assess audio CAPTCHA

robustness, and ILLUSIONAUDIO, a novel audio

CAPTCHA design based on audio illusions.

* Using ACEVAL, we conduct a comprehensive
evaluation of seven widely deployed audio CAP-
TCHA schemes, revealing critical security vul-
nerabilities and usability limitations in existing
designs.

* We propose ILLUSIONAUDIO, which leverages
sine-wave speech illusions to create a perceptual
gap between humans and Al. Experimental re-
sults demonstrate that ILLUSTONAUDIO achieves
0% bypass rate against all tested Al solvers while
maintaining 100% first-attempt human success
rate.

Ethical Considerations. Our research focuses on

the security and usability of audio CAPTCHA:s.

All user studies were approved by our institutional

review board and raise no ethical concerns. We de-

velop AI-CAPTCHA to enhance web security by
effectively distinguishing human users from bots.

Details of our research and ethical declaration are

provided on our website (Website, 2025): https:

//sites.google.com/view/aicaptcha/.

2 Background and Related Work

2.1 Audio CAPTCHASs

Audio CAPTCHAs are a class of challenge-
response tests that leverage human auditory per-
ception to defend against automated abuse (Gao
et al., 2010; Fanelle et al., 2020; Alnfiai, 2020).
They were introduced as an accessible alternative
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Figure 1: Architecture of content-based Audio CAP-
TCHASs and rule-based Audio CAPTCHA:-s.

to visual CAPTCHASs and have become an impor-
tant component of usable web security (Saini and
Bala, 2013). As illustrated in Figure 1, existing au-
dio CAPTCHA schemes can be categorized into
two types: content-based and rule-based. Content-
based audio CAPTCHASs (Abdullah et al., 2022;
Aubry et al., 2025; Tam et al., 2008) typically re-
quire users to transcribe spoken digits or letters. In
contrast, rule-based audio CAPTCHAs (Fanelle
et al., 2020; Labs, 2025) require users to reason
over both audio content and textual instructions,
shifting the challenge from simple transcription
toward higher-level audio reasoning. While these
designs improve resistance to traditional automated
attacks, their effectiveness against advanced Al-
driven solvers (e.g., LALMs) has not been system-
atically examined.

2.2 Large Audio Language Models

Recent advances in LLMs have provided empirical
evidence for scaling laws, reshaping how intelli-
gent systems are trained and evaluated (Achiam
et al., 2023; Team et al., 2023; Gu et al., 2024;
Ge et al., 2023). By leveraging large-scale data
and advanced training techniques (Liu et al., 2021),
modern LL.Ms exhibit strong capabilities in per-
ception and reasoning. Building on this founda-
tion, LALMs extend LLMs to the audio domain
by jointly modeling speech and text, enabling rea-
soning over complex audio inputs and multimodal
instructions (Chu et al., 2023, 2024; Liu et al.,
2025). Advanced LALMs, such as Qwen-Audio-
Chat, SealLLMs-Audio-7B, and Qwen2-Audio-7B-
Instruct, have demonstrated strong performance
on various audio understanding tasks (Wang et al.,

2025, 2024; Yang et al., 2024), including audio
question answering and audio-text reasoning.

2.3 Automatic Speech Recognition

ASR systems are designed to transcribe audio sig-
nals into text. Early approaches relied on modu-
lar pipelines combining Hidden Markov Models
(HMMs) with Deep Neural Networks (DNNs) (Li,
2021; Nayeem et al., 2025). Subsequent research
shifted toward end-to-end frameworks, includ-
ing Connectionist Temporal Classification (CTC),
attention-based encoder—decoder architectures, and
transducer-based approaches (Bahdanau et al.,
2014; Chorowski et al., 2015). Modern ASR
systems leverage deep learning and large-scale
datasets to achieve accurate and robust speech-to-
text transcription. These systems can now handle a
wide range of speech patterns and accents, making
them effective at transcribing audio CAPTCHA
challenges.

2.4 Audio Illusions

Audio illusions (Deutsch, 1974; Tiippana, 2014;
Boebinger and Hicks, 2022) are perceptual phe-
nomena in which human listeners experience
sounds in ways that diverge from their physical
acoustic structure. Such illusions arise from the
human auditory system’s ability to infer structure
and meaning beyond explicit signal cues. Rep-
resentative examples include the McGurk effect,
where conflicting visual and auditory inputs alter
perceived speech (Tiippana, 2014), and the Shep-
ard tone, which creates the illusion of an endlessly
rising pitch from a finite signal (Shepherd, 2017).
Particularly relevant to our work is the sine-wave
speech illusion, in which natural speech is reduced
to sparse sinusoidal components. These signals
remain intelligible to humans despite lacking the
conventional spectral features that Al models typ-
ically rely on (Boebinger and Hicks, 2022). This
perceptual asymmetry, where humans can interpret
signals that Al systems cannot, enables the con-
struction of audio CAPTCHAs s that are solvable
by humans yet challenging for automated solvers.

2.5 Related Work

Audio CAPTCHA Attacks. Prior work has
demonstrated that traditional audio CAPTCHASs
are vulnerable to ASR-based attacks (Tam et al.,
2008; Sano et al., 2013). These attacks typically
transcribe distorted speech using noise-robust ASR



models. More recent work has shown that mod-
ern ASR systems can bypass many deployed au-
dio CAPTCHAs despite noise injection (Abdullah
et al., 2022; Aubry et al., 2025). However, these
attacks only transcribe the audio rather than give
the answer of audio CAPTCHAs. Moreover, they
do not hold the reasoning capabilities needed to
solve the rule-based CAPTCHAs. Therefore, the
design of the solver in ACEVAL extends this line
of research by evaluating the emerging threat of
LALMs, which combine speech recognition with
semantic reasoning, and add downstream reasoning
function provided by LLMs for usual ASR systems.

Perceptual CAPTCHA Designs. Researchers
have explored perceptual phenomena to cre-
ate CAPTCHAs that exploit human cognitive
advantages. In the visual domain, Illusion-
CAPTCHA (Ding et al., 2025a) leverages visual
illusions to create challenges that are easy for hu-
mans but difficult for vision models. Our work
extends this concept to the audio domain, using
sine-wave speech illusions to create a similar per-
ceptual gap. Unlike adversarial perturbations that
add imperceptible noise to confuse models (Zhang
et al., 2021), our approach fundamentally trans-
forms the signal in a way that preserves human
intelligibility while removing features that AI mod-
els rely on.

Accessibility in CAPTCHAs. Audio CAP-
TCHAs were originally designed for accessibility,
particularly for PVIs (Fanelle et al., 2020; Shirali-
Shahreza and Shirali-Shahreza, 2007). How-
ever, studies have shown that many audio CAP-
TCHASs impose significant usability burdens on
all users (Shi et al., 2020; Kulkarni and Fadewar,
2018). Our work aims to address both security and
accessibility by designing an audio CAPTCHA
that is both robust against Al attacks and easy for
humans including PVIs to solve.

Given these advances in Al capabilities and the
limitations of existing CAPTCHA designs, we
next formalize the threat model that our approach
addresses.

3 Threat Model

Audio CAPTCHA s are designed to prevent auto-
mated adversaries from bypassing access control
mechanisms deployed by web services (Szegedy
et al., 2017; He et al., 2016; Hunt, 2014; Fanelle
et al., 2020; Labs, 2025). We consider an attacker
whose goal is to automatically solve audio CAP-

TCHA challenges at scale to enable automated ac-
count creation, credential stuffing, or other abuse.

Attacker Capabilities. We assume a black-box
setting where the attacker can obtain audio chal-
lenges through repeated interactions with the target
website, a realistic assumption given that many
CAPTCHA services are publicly accessible (Gao
etal., 2010; Fanelle et al., 2020; Alnfiai, 2020). The
attacker can leverage off-the-shelf ASR models and
advanced LALMSs to process and solve the audio
challenges. We assume the attacker has knowledge
of the general structure of the audio CAPTCHA
(e.g., content-based vs. rule-based) but does not
have access to the internal implementation or train-
ing data of the CAPTCHA generation system.

Out of Scope. We do not consider adaptive attacks
where adversaries fine-tune models specifically on
sine-wave speech data, though we discuss this as
an important direction for future work in our limi-
tations (Section 7). We also do not consider attacks
that bypass the CAPTCHA system entirely (e.g.,
through human solving farms or browser automa-
tion vulnerabilities), as these are orthogonal to the
audio CAPTCHA design.

To systematically evaluate audio CAPTCHA
security under this threat model, we next introduce
our evaluation framework and proposed defense.

4 AI-CAPTCHA Framework

We introduce AI-CAPTCHA, a unified framework
comprising two components: (i) ACEVAL, an eval-
uation framework for systematically assessing the
robustness of audio CAPTCHA schemes against
modern LALM-based and ASR-based solvers; and
(i1) ILLUSIONAUDIO, a novel audio CAPTCHA
design that leverages audio illusion effects.

4.1 ACEvAL: Evaluation Framework

As shown in Figure 2a, ACEVAL employs two Al-
driven solvers based on LALMs and ASR models.

LALM-based Solver. The LALM-based solver
employs LALMSs to solve audio CAPTCHA chal-
lenges in an end-to-end manner. Given an audio
CAPTCHA, the solver feeds the raw audio sig-
nal into the LALM, which performs audio percep-
tion and semantic reasoning. For content-based
audio CAPTCHAs, the LALM recognizes spo-
ken content, salient acoustic cues, or contextual
semantics. For rule-based audio CAPTCHAs, the
model infers and applies the implicit rules spec-
ified by the challenge. The LALM produces a



natural-language response describing its interpre-
tation, from which the final answer is extracted
automatically. We instantiate the LALM-based
solver using three advanced models: Qwen-Audio-
Chat, SealLLMs-Audio-7B, and Qwen2-Audio-7B-
Instruct.

ASR-based Solver. The ASR-based solver adopts
a modular pipeline that decouples speech recog-
nition from semantic reasoning. Given an audio
CAPTCHA, the solver first transcribes the audio
into text using an ASR model. We consider both
prompt-guided and non-prompt-guided transcrip-
tion settings, where prompts optionally provide
task-specific hints to improve transcription accu-
racy. The resulting transcript is then passed to a
downstream LLM (GPT-40), which performs se-
mantic parsing and reasoning. For content-based
audio CAPTCHAs s, the solver extracts the rele-
vant spoken content; for rule-based schemes, it
interprets the embedded rules and derives the an-
swer. We employ two of the best performing ASR
models by the time of writing this paper !: GPT-
4o-Transcript and GPT-40-mini-Transcript.

Using ACEVAL, we evaluate seven deployed
audio CAPTCHA schemes and conduct a user
study with 63 participants (Section 5). Our find-
ings reveal that existing audio CAPTCHAs are
simultaneously vulnerable to Al-driven solvers and
difficult for human users. To address these limita-
tions, we propose ILLUSIONAUDIO, a new audio
CAPTCHA approach based on audio illusions.

4.2 ILLUSIONAUDIO: Our Method

As illustrated in Figure 2, ILLUSTONAUDIO com-
prises three modules: Automated Audio Gener-
ation, Illusionary Audio Generation, and Audio
CAPTCHA Generation. We describe each module
below.

Automated Audio Generation. This module ef-
ficiently generates a dataset of short, intelligible
audio samples from text prompts without manual
annotation.

Starting from an initial prompt pg, we itera-
tively generate candidate audio clips using a text-
to-speech (TTS) model (hexgrad, 2024). At iter-
ation ¢, we synthesize K candidate clips: &; =

'According to OpenAl (OpenAl, 2025), the GPT-4o-
Transcript model has lower word error rate and better language
recognition accuracy than the original Whisper models. In
addition, according to a third party benchmark (Dilmegani
and Alper, 2025), GPT-4o-Transcript has the lowest WER and
CER among all evaluated models.

Algorithm 1 Automated Audio Generation

Require: initial prompt py; candidates K; target
size Niarger; max duration Ty,,=2s; threshold
7; refinement budget R.
1 D@, t+<0;, p<po
2 loop
30 X { frrs(ps 0, &)
Xy +— {IIJ e X; | T(I‘) < Tmax}
for all x € X} do
§(z) < gasr(z)
si(x) < s(x;pr)
Xz e Xy | si(x) > 7)
mg <— Ntarget - ‘D|
0 D+ DU TAKE(thOOd, me)
11 ift < R then
12 Dy FEEDBACK({@(Q;), x)}xextgood>

13 Di+1 < R(pe, Pr)

N o L b

el

14 else

15 Pt+1 < Dt

16 tt+1; pré Py
17 return D

{frrs(pe, 0, &) A, where & are random seeds
that ensure diversity and reproducibility. Clips ex-
ceeding 2 seconds are discarded. Each remaining
clip is assigned an intelligibility score s;(X}) =
s(XF; pt), which evaluates whether the clip meets
human listening requirements, including loudness
and tonal quality. Each clip is also transcribed by
an ASR model to produce §(X}). The transcrip-
tion is compared with the prompt p;, and pronunci-
ation differences are used to iteratively refine the
generation process.

We retain clips satisfying s;(X}) > 7, where
7 is an intelligibility threshold, and add them to
the dataset D. This process repeats until the target
dataset size |D| > Nirge is reached. The itera-
tive refinement based on intelligibility scores and
transcription feedback ensures high-quality audio
samples.

Illusionary Audio Generation. We employ a sine-
wave speech transformation that reduces natural
speech to a small set of time-varying sinusoids
while preserving the global temporal envelope and
coarse formant trajectories. This representation
remains intelligible to humans but significantly de-
grades Al model performance, creating a stable
human—AI gap that our audio CAPTCHA exploits.

Formally, given an audio signal 2 € R, we
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generate its sine-wave surrogate as:

T = Ssine($;¢)a (1

where Sgpne denotes the sine-wave renderer
with analysis—synthesis parameters 1 =
(window size, hop length, number of formants).
The resulting  serves as our illusionary audio.

Although z retains human intelligibility, deter-
ministic sine-wave speech could potentially be in-
verted by specialized reconstruction attacks. To
mitigate this risk, we apply a randomized Irre-
versible Conversion module that perturbs the signal
through random downsampling:

T = M(Z;¢), ¢ ~ 11, 2

where M applies downsampling to z, ¢ €
[0.5,0.8] is the downsampling factor, and IT is a
uniform distribution over this range. The informa-
tion loss from downsampling prevents reconstruc-
tion of the original signal while preserving human
intelligibility. The resulting non-invertible audio
signals & form the illusionary audio dataset D used
for CAPTCHA generation.

Audio CAPTCHA Generation. Using the clean-
audio dataset D and the illusionary dataset D, we
adopt an option-based interaction where users se-
lect from a small set of audio clips rather than
typing a transcript. This design, consistent with
industry practice (e.g., Arkose Labs), improves ac-
cessibility for users with limited typing proficiency.

A naive multiple-choice formulation introduces
three challenges: (1) Guessability: elevated success
rates from random selection; (2) Low-level heuris-
tics: solvers may exploit cues such as root mean
square (RMS) amplitude; and (3) Pattern leakage:
fixed option templates may become learnable.

To address these issues, we randomize both the
task framing and option composition for each chal-
lenge. Users identify the illusionary audio that

matches the linguistic content of a clean reference.
Candidate options are dynamically sampled, and
the unmodified clean audio is sometimes included
to break amplitude-based heuristics. This design
increases difficulty for automated solvers while
keeping the task straightforward for humans.

Additionally, we support both full-length and
segment-wise playback, allowing users to replay
only relevant portions rather than entire clips,
thereby improving usability.

5 [Evaluation

Our evaluation addresses three research questions:

* RQ1: Robustness: How effectively can ILLU-
SIONAUDIO resist automated attacks from ad-
vanced LALM-based and ASR-based solvers?

* RQ2: Usability: Does ILLUSIONAUDIO remain
user-friendly and easy to solve for human users?

* RQ3: Ablation Study: How do some important
components of ILLUSIONAUDIO contribute to
defending against automated attacks?

5.1 Experiment Setup

Baselines. We evaluate seven widely deployed
audio CAPTCHAs: four content-based schemes
(Geetest (Geetest, 2023), Google (Google, 2023),
MTCaptcha (MTCaptcha, 2023), and Telephone-
Audio (Lepture, 2023)) and three rule-based
schemes (Math (Fanelle et al., 2020), Charac-
ter (Fanelle et al., 2020), and Arkose Labs (Labs,
2025)):

* Geetest: Presents spoken numbers without back-
ground noise; users transcribe what they hear.

* Google: Uses distorted speech with background
noise for transcription.

* MTCaptcha: Adds music as background noise
to spoken numbers.



* Telephone-Audio: Simulates telephone-quality
audio with background noise.

* Math: Embeds a spoken math problem that users
must solve.

e Character: Asks users to count occurrences of a
specific digit.

* Arkose Labs: Requires users to identify and
classify audio content.

Table 4: Human solving attempts for ILLUSIONAUDIO
under different settings. ILLUSIONAUDIO w/o Clean-
Audio removes the clean reference audio, while ILLU-
SIONAUDIO follows the default design with the clean
reference played before the illusionary audio.

Method Human Participants

Attempt Times One ‘ Two ‘Three‘>Three

ILLUSIONAUDIO w/o Clean-Audio| 0.00% 0.00% 3.33% 96.67%
ILLUSIONAUDIO 100.00% 0.00% 0.00% 0.00%

We generate CAPTCHA samples using official
open-source implementations with default config-
urations. To ensure fair and consistent evaluation,
we collect 30 samples per scheme, yielding 210
audio CAPTCHA instances in total.

Metrics. We use two complementary metrics. To
assess robustness, we report the bypass rate, which
represents the percentage of CAPTCHA instances
successfully solved by Al solvers. A lower by-
pass rate indicates stronger security. For usability,
we report the success rate, which represents the
percentage of human users who successfully solve
the CAPTCHA on each attempt. Higher success
rates indicate better accessibility. By comparing
Al bypass rates with human success rates, we as-
sess whether a scheme achieves the desired goal of
being “Al-hard” yet “human-easy”.

Computation Platform. All experiments are con-
ducted on a workstation with the Intel Xeon 6
6787P CPU and two NVIDIA RTX 5090 GPUs.

5.2 Results

5.2.1 RQI1: Robustness of OQur Method

We evaluate the robustness of ILLUSIONAUDIO
and seven widely deployed audio CAPTCHA
schemes using IllusionAudioEval. The evaluation
employs three LALM-based solvers: Qwen-Audio-
Chat (Qwen), SealLLMs-Audio-7B (SealLLMs),
and Qwen2-Audio-7B-Instruct (Qwen2), and two
ASR-based solvers: GPT-4o-Transcript (GPT40)
and GPT-40-mini-Transcript (GPT40-mini), as de-
scribed in Section 4.1. For fair comparison, we

generate the same number of samples for ILLU-
SIONAUDIO as for the baseline schemes.

Table 1 shows that all seven existing schemes
exhibit high bypass rates under LALM-based and
ASR-based solvers, indicating broad vulnerability
to Al-driven attacks. Content-based CAPTCHAs
such as Geetest and Google are easily bypassed by
LALMs, with bypass rates near 100%. ASR-based
solvers achieve similarly high bypass rates across
most schemes.

In contrast, ILLUSIONAUDIO achieves a 0%
bypass rate against all tested LALM-based and
ASR-based solvers, demonstrating strong robust-
ness against automated attacks. This superior per-
formance stems from the perceptual asymmetry
created by sine-wave speech: the audio remains in-
telligible to humans but lacks the spectral features
that Al models rely on for recognition (Section 2).

5.2.2 RQ2: Usability of Our Method

To assess usability, we conduct a user study with
240 audio CAPTCHA instances spanning seven
baseline schemes and our method. We recruit 63
participants, including 36 PVIs and 27 sighted
users. Each participant solves 12 distinct CAP-
TCHAs, yielding 756 total trials. We randomly
partition the 240 CAPTCHA s into 20 batches of
12 items, with each batch evaluated by three partic-
ipants 2. For each CAPTCHA instance, we record
the maximum number of attempts required by any
evaluator as the measure of solving difficulty.

As shown in Table 2, most existing audio CAP-
TCHA schemes pose substantial usability chal-
lenges. While Geetest achieves a 100% first-
attempt success rate, other content-based schemes
perform worse: Google achieves only 23.33% and
MTCaptcha 80%. Similar issues arise for rule-
based schemes: Math attains 80%, but Character
and Arkose Labs achieve only 50% and 76.67%,
respectively. These results indicate that existing
designs impose significant cognitive burdens, often
requiring multiple attempts.

In contrast, ILLUSIONAUDIO achieves a 100%
first-attempt success rate, demonstrating superior
usability alongside its strong security properties.

“More details about the design of the user study, such as
the user interface design of the CAPTCHA instances and
the information of the recruited participants can be found in
Appendix A.



Table 1: Al bypass rates of ILLUSIONAUDIO and existing audio CAPTCHAs against LALM-based and ASR-based

solvers. Lower bypass rate indicates stronger security.

Method LALM ASR/ASR-LLM

Prompt-Mode Zero-Shot ‘ Chain-of-Thought Non-Prompt-Guide ‘ Prompt-Guide
Model-Name Qwen [ SeaLLMs | Qwen2 | Qwen | SeaLLMs [ Qwen2 | GPT4o-mini | GPT4o | GPT4o-mini | GPT4o
Geetest 93.33% 96.66% 100.00% 96.66%  100.00%  100.00% 100.00% 100.00% 100.00% 100.00%
Content-based Google 76.67% 80.00% 96.67%  83.33% 80.00% 96.67% 70.00% 80.00% 83.33% 80.00%
Audio CAPTCHA MTCaptcha | 46.66%  16.66%  30.00% 4333% 13.33%  33.33% 10.00% 10.00% 16.66% 16.66%
Telept 6.67% 3.33% 6.67% 10.00%  3.33% 3.33% 10.00% 10.00% 20.00% 30.00%
Rule-based Math 2330%  0.00% 0.00%  63.33%  10.00% 3.33% 13.33% 20.00% 23.33% 23.33%
Audio CAPTCHA Character 16.67%  16.67% 86.67% 26.67%  16.67% 86.67% 93.33% 93.33% 93.33% 96.66%
Arkoselal 13.33% 3.33% 10.00% 46.66%  3.33% 6.66% 23.33% 23.33% 30.00% 30.00%
Our Method ILLUSIONAUDIO | 0.00% 0.00% 0.00%  0.00% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

Table 2: Human success rates for ILLUSIONAUDIO
and existing audio CAPTCHASs by number of attempts.
Higher first-attempt success rate indicates better usabil-

ity.

Method Human Participants
Attempt Times One ‘ Two ‘ Three ‘> Three
Geetest 100.00% 0.00% 0.00% 0.00%
Content-based Google 23.33% 33.33%26.67% 16.67%
Audio CAPTCHA| MTCaptcha |80.00% 20.00% 0.00% 0.00%
Telephone 23.33% 36.67% 30.00% 10.00%
Rule-based Math 80.00% 10.00% 10.00% 0.00%
Audio CAPTCHA| Character 50.00% 16.67% 33.33% 0.00%
Arkoselabs 76.67% 6.67% 3.33% 13.33%
Our Method ILLUSIONAUDIO|100.00% 0.00% 0.00% 0.00%

5.3 RQ3: Ablation Study

We study the impact of two key design choices
in ILLUSIONAUDIO: the irreversible conversion
module and the clean reference audio (Section 4.2).

5.3.1 Impact of Irreversible Conversion
Module

We compare ILLUSIONAUDIO with a variant where
the irreversible conversion module is disabled. To
evaluate robustness against lightweight heuristic
attacks, we additionally test an RMS-based solver
that exploits amplitude patterns.

?? reports the results. [LLUSIONAUDIO remains
robust against LALM-based and ASR-based at-
tacks regardless of whether irreversible conversion
is enabled (0% bypass rate in both cases). However,
robustness against RMS-based attacks critically de-
pends on this module: without it, the RMS-based
attack achieves 100% bypass rate by exploiting am-
plitude cues; with irreversible conversion enabled,
the attack completely fails (0% bypass rate). These
results demonstrate that the irreversible conversion
module is essential for eliminating low-level am-
plitude patterns that simple heuristic solvers could
exploit.

5.3.2 Impact of Clean Reference Audio

We compare our default setting, where clean refer-
ence audio is played before the illusionary audio,

with a variant that presents only the illusionary
audio.

Table 4 shows a stark contrast. Without the clean
reference, 96.67% of participants required more
than three attempts, and none succeeded within the
first two attempts. With the clean reference, all
participants (100%) solved the task on their first
attempt. These results confirm that the clean refer-
ence audio is critical for human usability, serving
as a perceptual “priming” cue that enables listeners
to decode the sine-wave speech illusion.

6 Conclusion

In this paper, we present ACEVAL, a novel method
to assess audio CAPTCHAs in the Al era. Through
extensive evaluation of seven widely deployed au-
dio CAPTCHA schemes, we show that existing
designs are vulnerable to Al-driven solvers like
Large Audio Language Models and Automatic
Speech Recognition systems, which easily bypass
them with high success rates. Additionally, we
observe significant usability challenges, as many
audio CAPTCHAs are not only easily solved by Al
but are also difficult for humans, especially those
with disabilities. These findings reveal the limita-
tions of current systems, which either fail to thwart
Al solvers or impose substantial cognitive burdens
on users. In response to these challenges, we pro-
pose ILLUSIONAUDIO, which exploits the sine-
wave speech illusion, a perceptual phenomenon
in which speech is encoded into sparse sinusoidal
components. While such signals remain intelligible
to human listeners, they are much more challeng-
ing for Al solvers to interpret due to their lack of
conventional acoustic features that Al models typi-
cally rely on. By leveraging these perceptual cues,
ILLUSIONAUDIO creates a significant perceptual
gap between humans and machines, ensuring that
only humans, regardless of background, can reli-
ably solve the challenge.



7 Limitations

While our results demonstrate the robustness and
usability of AI-CAPTCHA under the evaluated
settings, several limitations should be acknowl-
edged.

User Study Scale. Although we recruited 63 partic-
ipants, including both PVIs and sighted users, the
sample size limits the statistical power of our anal-
ysis. Future studies with larger and more diverse
populations would enable more rigorous validation
across demographic subgroups.

Controlled Environment. Our experiments were
conducted in a controlled setting that does not fully
capture real-world usage conditions. Factors such
as background noise, audio playback devices, hear-
ing ability variations, and network latency may in-
fluence both usability and security. Extending the
evaluation to more realistic deployment scenarios
would provide a more comprehensive assessment.

Adaptive Attacks. While ILLUSIONAUDIO de-
feats all tested off-the-shelf Al solvers, we did not
evaluate against adversaries who specifically fine-
tune models on sine-wave speech data. An attacker
with access to sine-wave speech examples could
potentially train specialized recognition models,
leading to an arms race between attack and defense.
Possible countermeasures include periodically ro-
tating transformation parameters, combining sine-
wave speech with other perceptual phenomena,
or incorporating behavioral signals beyond audio
recognition. Investigating such adaptive attacks
and their mitigations is an important direction for
future work.

We view these limitations as natural directions
for future research and believe that addressing them
will strengthen the practical deployment of percep-
tually grounded audio CAPTCHA systems.
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A Appendix

A.1 CAPTCHA Interface

The interface of our CAPTCHA system is designed
with multiple features to enhance user interaction
and accessibility. It supports both random multiple-
choice and single-choice options, requiring users to
listen to all available choices before making their
selection. Additionally, users have the ability to lis-
ten to the options sequentially or replay individual
options separately. To ensure a smooth experience,
a brief training session is provided to introduce
basic concepts, such as sine waves. This system
advances traditional CAPTCHA designs by engag-
ing deeper levels of human perceptual processing,
making it more effective and interactive. Figure 3
shows the interface of our CAPTCHA. The design
of our CAPTCHA system incorporates key features
that enhance user interaction, accessibility, and se-
curity. The system supports both random multiple-
choice and single-choice options, requiring users
to listen to all available choices before selecting
an answer. Users can replay or listen to options
sequentially, providing greater control over the in-
teraction and reducing frustration. Beyond these
interaction mechanisms, the interface is carefully
designed to balance usability with security con-
straints. Visual elements are kept minimal to avoid
introducing unnecessary cognitive load, allowing
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users to focus primarily on auditory perception.
Clear and intuitive controls are provided to guide
users through the listening and selection process,
ensuring that the system remains accessible to users
with varying levels of technical proficiency. To fur-
ther enhance robustness against automated attacks,
the system enforces controlled interaction flows.
For example, users are required to complete the
audio playback before submitting a response, pre-
venting automated agents from skipping directly to
an answer. The randomization of option order and
playback sequences further increases resistance to
pattern-based attacks while preserving a consistent
user experience.

A.2 Participants Information

Our recruitment process involved thorough doc-
umentation of participant information to ensure
transparency and ethical use of data. Each partic-
ipant was required to provide informed consent
for their data to be used specifically for the re-
search experiments presented in this paper. As
part of the recruitment process, participants were
fully informed about the scope of the study and
the intended use of their data, and they agreed to
participate under these terms. Recruitment was con-
ducted through online video chats, during which
we explained the study and monitored participants’
behavior throughout the experiment. This approach
allowed for real-time interaction, providing valu-
able insights into their actions and responses.

Throughout both the recruitment and experimen-
tal processes, we adhered to all ethical guidelines,
prioritizing participant privacy and confidentiality.
Personal data was anonymized, and identifying in-
formation was kept separate from the experiment
data. Participants were informed that they could
withdraw from the study at any time without fac-
ing any negative consequences, and were assured
that their participation was entirely voluntary. Each
participant voluntarily chose to take part in the
study, with no financial compensation or incentives
offered. Their involvement was driven solely by
their consent to contribute to the research, ensuring
there was no coercion or expectation of rewards for
participation.

As shown in Figure 4, the participant pool ex-
hibits a balanced gender distribution, with male
participants accounting for 50.8% and female par-
ticipants comprising 49.2% of the total sample. In
terms of age, participants span a wide range, with
the majority concentrated between 40 and 60 years
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QUESTION

Listen to the original audio, then select which options are
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Figure 3: Interface of our CAPTCHA.
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Figure 4: Demographic distributions of participants.

old. Specifically, individuals aged 40-50 represent
the largest group at 34.9%, followed by those aged
50-60 at 31.7%. Younger participants aged 20-30
and 30—40 constitute 7.9% and 9.5% of the sam-
ple, respectively, while participants over 60 years
old account for 15.9%. Regarding prior exposure
to similar systems, 57.1% of participants fall into
the category labeled as PVIs, while the remaining
42.9% are categorized as Non-PVIs, indicating a
diverse range of participant backgrounds relevant
to the study. Furthermore, participants are from
multiple countries, but most choose not to disclose
their country of origin. Therefore, we will not show
their origin at this stage. Overall, this demographic
composition ensures a heterogeneous participant
population, supporting the generalizability of our
experimental findings.
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