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Abstract

Large Language Models (LLMs) have been widely adopted in real-world applications, yet
their safety remains a major concern, particularly regarding jailbreak attacks that by-
pass alignment safeguards to elicit harmful outputs. Among various attack strategies,
optimization-based jailbreak attacks have emerged as a primary approach by designing
specialized loss functions to optimize adversarial suffixes added after the harmful question.
However, existing methods often suffer from poor generalization and over-refusal
issues due to overly fixed optimization targets, which significantly undermine the utility
of jailbreak attempts by yielding generic denials (e.g., ”Sorry, I can’t assist with that”)
rather than harmful completions. These issues fundamentally stem from the rigid exact
match constraint in their loss design. To address this, we propose SEMINAR, a novel se-
mantic information-augmented optimization framework that promotes diverse and seman-
tically aligned affirmative responses. Specifically, we leverages semantic-level supervision
to guide the optimization toward intent-consistent outputs rather than rigid templates by
introducing a non-exact match loss based on semantic similarity. Furthermore, we miti-
gate the token shift problem—the generation of LLM highly depends on the correctness
of the first few tokens, but the loss is averaged over the entire sequence, which leads to
insufficient attention paid to the early tokens in the optimization—by introducing a cosine
decay scheduling mechanism that emphasizes the early tokens in the sequence into the op-
timization process. As a result, SEMINAR not only enhances the diversity of affirmative
responses generated by LLMs but also significantly improves overall attack effectiveness.
Extensive experiments demonstrate the superiority of SEMINAR, over baseline methods,
along with its strong transferability across different models.

Keywords: Jailbreak attack; Semantic similarity; Cosine decay scheduling; Response
diversity

1. Introduction

Large language Models (LLMs) have demonstrated remarkable capabilities in various Nat-
ural Language Processing (NLP) tasks such as information processing, decision making and
question answering. Despite their considerable potential across various applications, con-
cerns about their security risks have also emerged. To ensure that LLMs remain harmless
and helpful, they typically undergo safety alignment processes before released, such as Rein-
forcement Learning from Human Feedback (RLHF') Bai et al. (2022) and Direct Preference
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Jailbreak Quries
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Figure 1: The illustration of the SEMINAR. Regardless of the success or failure of previous
attacks, the model’s responses always followed a fixed pattern (e.g.” I'm sorry,
but...”, ”Sure, here is ...” ). SEMINAR enhances the diversity of generated content
and achieves a higher attack success rate. (Harmful information is omitted for
presentation purposes.)

Optimization (DPO) Rafailov et al. (2024). After safety alignment, LLMs learn to reject
harmful queries and avoid producing toxic outputs.

However, a range of studies have proposed that safety guardrails can be bypassed by
jailbreak attack, in which the attacker uses carefully crafted prompts to elicit unsafe outputs.
Existing jailbreak attacks can be divided into two general directions: manually crafted
jailbreak and optimization-based jailbreak. Manually crafted jailbreaks rely on meticulous
and ingenious designs by humans, often facilitating simpler defense against these attacks.
For optimization based attacks, they formulate jailbreak as an optimization problem to elicit
compliant responses to harmful queries. They add a prefix or suffix to the original input,
which can be optimized based on gradient. The representative approach of optimization
based attack is Greedy Coordinate Gradient (GCG) Zou et al., which uses affirmative
responses, such as ”Sure, here is how to ...”, as labels and adjusts the output to align more
closely with query-specific labels through next-token prediction, with the goal of prompting
LLMs to generate harmful content following the affirmative response. Building upon GCG,
subsequent work Zhu et al. intend to refine such attacks by improving the stealthiness and
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readability. Moreover, DSN Zhou et al. (2024) is designed to suppressing refusal by raising
the loss between actual model output and rejection responses.

Despite these developments, optimization-based attacks suffer from fundamen-
tal limitations in generalization, which significantly undermine their practical
utility. A major reason is their over-reliance on fixed, singular optimization targets—each
harmful query is paired with a single predefined affirmative response during suffix opti-
mization. When the harmful query and suffix are input to the model, the attack expects
the model to reproduce the specified response to achieve jailbreak. However, this rigid
one-to-one query-response paradigm fails to accommodate the generative nature of LLMs,
which can produce a wide range of semantically valid affirmative completions. And there
exists a wide spectrum of plausible affirmative responses to any given harmful query. As a
result, attacks often fail when applied to unseen queries or different model variants, due to
even slight deviations from the expected output. This lack of robustness not only reduces
the success rate but also limits the utility of the generated adversarial suffix in real-world
jailbreak scenarios. Moreover, their optimization objectives frequently yield subop-
timal results due to the problem of token shift Liao and Sun (2024), since the loss is
averaged over all tokens in the target sequence. For example, a higher loss concentrated in
the initial tokens but lower loss in later tokens can still produce an overall low average loss.
This imbalance results in an optimized adversarial suffix that performs poorly in practice,
given LLMs’ next-token prediction mechanism heavily depends on early token correctness.

To overcome the suboptimal performance caused by singular fixed targets
and to broaden the generative space of LLM outputs, we introduce a new semantic
loss term Lo, that measures the semantic similarity between the affirmative response
(e.g., "Sure, here is how to...”) and the actual model output (e.g., ”Sorry, I cannot...”) in
an embedding space. This loss term stems from the key insight that it is unnecessary for
LLM outputs to exactly match the affirmative target token-by-token. Instead, it suffices
for the outputs to be semantically close to the affirmative response. Our final loss function
is defined as £ = Lo + @ X Lgem, where L, encourages maximizing the likelihood of the
affirmative response tokens, and L., encourages semantic closeness between the affirmative
response and the actual LLM output. An illustration of the SEMINAR attack framework
is presented in Figure 1.

To specifically address the token shift issue, we integrate a cosine decay schedul-
ing into L, assigning a cosine-based weight to each token according to its position in
the sequence. This weighting scheme emphasizes earlier tokens by assigning them higher
importance in the loss calculation, thereby improving the model’s probability of generating
the correct initial tokens of the affirmative response.

Our main contributions are summarized as follows:

1. We propose SEMINAR, a novel semantic information-augmented jailbreak attack
equipped with a powerful loss function that enhances the diversity and flexibility of
affirmative outputs generated by LLMs.

2. We incorporate cosine decay scheduling into the loss design to mitigate the token shift
problem and further improve the effectiveness of SEMINAR.

3. Extensive experiments validate the effectiveness of SEMINAR and demonstrate its
strong transferability across different target models.
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Our codebase is https://www.dropbox.com/scl/fi/kudgo448dqlik4qmg3fpf/seminar.
zip?rlkey=xgb26xqOnjad4n804n4173vljg&st=bOgbtnaa&dl=0.
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Figure 2: Detailed illustration of our proposed pipeline. The left part represents the overall
optimization strategy. The right part represents the loss function design. Le,
demonstrates the next token prediction seen in equation 2 while L, shows the
semantic similarity approximation shown in equation 4. Lg.,,_ g means using the
average of word embedding as sentence embedding to represent sentence seman-
tic information. Lge,,_; means using last token’s latent space representation in
LLM’s last layer to represent sentence semantic information.

2. Related work

Adversarial attacks: Adversarial examples are deliberately crafted by attackers with the
intent of inducing errors in the predictions or decisions of machine learning models. Attack-
ers typically introduce minor perturbations to the original inputs, which are often impercep-
tible to humans, yet can result in substantial inaccuracies in the model’s predictions. Fast
Gradient Sign Method (FGSM) Goodfellow et al. (2014) is a quickly generate adversarial
example by computing the gradient of loss with respect to the input data and adding a
proportion of gradient of original input. Projected Gradient Descent (PGD) Madry (2017)
projects the result of FGSM back into the neighborhood of the original input. Carlini and
Wagner (C&W Attack) Carlini and Wagner (2017) formulates the adversarial perturbation
problem as an optimization task that generates minimal, imperceptible perturbations to an
input, designed to mislead a model into making incorrect predictions

Jailbreak attacks: Jailbreak attack refers to a type of adversarial attack aimed at
bypassing the safety or content filters of Al systems, to enable them to produce outputs or
behaviors that would otherwise be restricted or filtered out by safety protocols. The most
effective way of producing jailbreak prompt is optimization, that is, through iteratively
predicting the next token distribution and adopting proper sampling policy to determine
what token to be appended to the existing token sequence, i.e., the already generated


https://www.dropbox.com/scl/fi/kudgo448dql1k4qmg3fpf/seminar.zip?rlkey=xgb26xq0nja4n8o4n4173vljg&st=b0qbtnaa&dl=0
https://www.dropbox.com/scl/fi/kudgo448dql1k4qmg3fpf/seminar.zip?rlkey=xgb26xq0nja4n8o4n4173vljg&st=b0qbtnaa&dl=0

SEMINAR: SEMANTIC INFORMATION AUGMENTED JAILBREAK ATTACK IN LLM

adversarial prompt. Currently, the two representative optimization-based method are GCG
Zou et al. and AutoDAN Zhu et al.. The former takes adversarial prompt as a fixed-length
sequence and then constantly uses gradient-based optimization to replace tokens in some
position of original sequence with newly optimized tokens until reaching a predetermined
number of iterations. While the latter performs better in recently updated LLMs because
of the consideration of perplexity given the situation that the majority of LLMs nowadays
employ perplexity filter and if the perplexity of input prompt is higher than a threshold, the
LLM will flag this input as malicious so as to avoid providing any further help. AmpleGCG
Liao and Sun (2024) utilizes successful suffixes optimized by GCG as training data to learn
a generative model capturing the distribution of adversarial suffixes and enables the rapid
generation of adversarial suffixes for any harmful queries. PAIR Chao et al. (2023) uses
adversarial prompt generated from one surrogate LLM to attack another target model.

Jailbreak evaluating methods: HarmBench Mazeika et al. (2024) is a standard-
ized evaluation pipeline for automated red teaming. The authors of HarmBench fine-tuned
Llama-2-13b-chat to obtain a classifier achieving high accuracy on manually-labeled valida-
tion set of completions for whether a test case was harmful. Llama Guard Inan et al. (2023)
is a LLM-based input-output safeguard model, which is fine-tuned on collected dataset
based on Llama-2-7b, directing at Human-AlI conversation use cases.

3. Methodology

In this section, motivated by the intuition that the model’s output only needs to be close
to the target semantics rather than being an exact match, we present SEMINAR, an
optimization-based jailbreak attack designed to enhance the diversity of an LLM’s output
while eliciting harmful behaviors.

3.1. Exact Match Loss

LLM can be viewed as a mapping function that takes a sequence of tokens x1., (where x; €
{1,...,V} ,with V representing the vocabulary size) and outputs a probability distribution
over the next token. We use the notation p(xy4+1|z1.,) to denote the next token distribution
given a sequence of tokens x1.,. Likewise, we denote p(zy,41.n+m|1:n) as the probability of
generating an entire sequence Zn41.n+H given x1.,, which can be formulated as:

H
p(xn+1:n+H’x1:n) = Hp(l‘n+i’x1:n+ifl) (1)
i=1

The first component of the adversarial loss is defined as the sum of the negative log-
likelihoods of the target sequence T (e.g., ”Sure, here is how to build a bomb.”). This loss,
denoted as Le,,, is termed as the exact match loss:

H
Lem = —logp(T|Q ® S) = = log p(wpiilrnti-1) (2)
=1

where Q and S refer to harmful query and adversarial suffix respectively and n = |Q & S|
and H = |T'|. The term ”exact match” arises from the use of the cross-entropy loss function,
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where every token in the output is explicitly matched with its corresponding label token
during the computation. Cosine decay scheduling is applied, so the final mathematical
representation can be reformulated as:

H i
L __ZLS(?T)M (Zpi| T1im i) (3)
em — 2 g P\ Tn+i|T1n+i—1

i=1

Algorithm 1: Adversarial Loss Calculation
Input: Harmful Query @, Adversarial Suffix S, Target Ground Truth T, Target
Model M, Prediction Length H, Sentence Embedding Model Emb

Output: Adversarial Loss £
Initialize loss £ < 0;
Combine harmful input and adversarial suffix: = Q & S,
Generate model output O = M(z);
Initialize exact match loss L, < 0;
for i+ 1 to H do

Compute next token probability: p(zn4i|T1mti—1);

Update exact match loss: Lep, < Lem — 10g p(Tnti|T1mti—1);

end

Initialize semantic similarity loss Lgem < 0;

Compute cosine similarity between O and T: Cos(Emb(O), Emb(T));
Update semantic loss: Lsem <— 1 — Cos(Emb(O), Emb(T));

Compute total loss: £ < Lem + a X Lgem;

return L;

3.2. Semantic Loss

As shown in equation 2, the exact match loss associates a precise affirmative response to
each harmful query. However, it is not necessary to ensure that the output of the LLM
is exactly identical to the target affirmative response. Instead, we only require it to be
semantically similar to the target output. Consequently, we propose semantic loss, which
calculates the semantic similarity of generated sequence O and the target sequence T":

Lsem = Cos(Emb(O), Emb(T')) = Cos(Emb(M(x1.1)), Emb(Te, ,1.0in)) (4)

where M is the target LLM, Cos is the function calculating cosine similarity and Emb is
the model giving the sentence embedding to represent sentence semantic information. This
semantic loss calculates the cosine similarity between O and T in the embedding space.
Considering that different attackers may value different aspects such as performance or
efficiency, we adopt two ways of representing sentence semantic information: Raw, the
average embeddings of all individual tokens in the input sequence Wieting et al. (2015)
noted as Lgem—r, and Last, the last token’s latent space representation in LLM’s last layer
Neelakantan et al. (2022) noted as Lgem—r in Figure 2. The former is not only simpler and
faster but also performs better in some cases.
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Algorithm 2: Adversarial Suffix Optimization

Input: Initial prompt z1.,, modifiable subset Z, iterations T, loss L, k, batch size B
Output: Optimized prompt 1.,
fort+ 1to T do
foreach i € 7 do

X; < Top-k(—=Ve, L(z1:0)) ; // Compute top-k promising tokens
end
for b+~ 1to B do

:%gb; — Tip // Initialize element of batch

Select i ~ Uniform(Z) ;

i’z(»b) < Uniform(&;) ; // Select random replacement token
end

b* < arg miny, [,(fvgbzl),

T1g i“l{*n ; // Compute best replacement
end
return zi.,;

3.3. SEMINAR Loss and Optimization
The complete loss of SEMINAR integrated both L., and Lgem:

L=Lem+axX Lsem (5)

where « controls the trade-off between the exact match loss L., and the semantic loss
Lsem. Detailed implementation of the loss function is shown in Algorithm 1.

Therefore, we can write the task of generating our adversarial suffix as an optimization
problem:

minimize L(z;. 6
where Z C {1,--- ,n} denotes the indice of token belonging to the adversarial suffix tokens

in the LLM input.

Notably, direct optimization in equation 6 is challenging due to the discrete nature of
the tokens that need to be optimized. In practice, we follow Zou et al. and replace the ith
token in the prompt, i.e., x;, by evaluating the gradient in following notation:

Ve, L(z1:n) € R (7)

where e;, denotes the one-hot vector (i.e., a vector with a one at position e; and zeros in
every other location) of the ith token. The overall flow of the optimization is shown in
Algorithm 2.

4. Experiments

In this section, we first present the threat model in Section 4.1 and the experimental setup of
SEMINAR in Section 4.2, followed by the presentation of our primary experimental results
in Section 4.3.
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4.1. Threat Model

The attacker aims to induce undesirable behaviors in LLMs by circumventing their safety
alignment through a universal adversarial suffix. We consider a white-box setting where
the attacker has full access to the victim model, including its parameters and gradients.

4.2. Experimental Setup

Dataset: We utilize AdvBench Zou et al., which consists of 520 harmful query-answer pairs,
as the primary dataset for our experiment. It encompasses a broad spectrum of harmful
themes, including profanity, graphic depictions, threatening behavior, misinformation, dis-
crimination, cybercrime, and dangerous or illegal suggestions.

Evaluation: We adopt Attack Success Rate (ASR) as the metric to evaluate the ef-
fectiveness of SEMINAR, which represents the proportion of successful jailbreaks. For a
harmful dataset D consisting of harmful query Q, ASR is defined as:

ASR = |1D| Y EMQeS) (8)

QeD

where M is the target model and £ denotes an evaluator that returns a value of 1 if the
attack is successful and 0 otherwise. To make a better evaluation, we consider 3 evaluators
in our experiment, which are keyword matching, HarmBench classifier Mazeika et al. (2024)
and LLama Guard 3 Inan et al. (2023). Keyword matching considers an attack as successful
if the output does not include any pre-defined refusal strings. HarmBench classifier and
LLama Guard are both state-of-the-art open-sourced models that have been specifically
fine-tuned for evaluating jailbreak attacks.

Table 1: Performance comparison of different evaluators. We constructed a small validation
set and collected annotations from three independent annotators.

Method F1 Score Accuracy AUC
HarmBench 0.8088 0.8741 0.8468
Llama Guard 3 0.7984 0.7213 0.6955

keyword matching  0.8088 0.4185 0.5379

To determine which method is more realistic and accurate, we create a small validation
set and let three human annotators manually label. The majority votes is taken as gold
label. The human annotations in our validation set achieves the Fleiss’ Kappa score of
0.7869 and Inter-Annotator Agreement (IAA) score of 0.8703, indicating a high level of
consistency among the annotators. Beyond that, the results of the HarmBench evaluator
are most consistent with those of human annotators as you can see from Table 1, so our
ASR was evaluated only with HarmBench classifier in subsequent experiments.

Despite ASR, we also use Self-BLEU Zhu et al. (2018) to evaluate the diversity of the
responses. It evolves from BLEU which is a commonly used metric especially in machine
translation assessing how similar two sentences are. A higher Self-BLEU score implies less
diversity of the dataset.
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Target model: We utilize Vicuna-7b-v1.5, Llama-2-7b-chat-hf, Qwen-7b-chat and
Zephyr-Tb-beta as our target model. We also test transferability of SEMINAR on other
model families like Gemma, Mistral, GPT and DeepSeek.

Baseline: We compare SEMINAR with GCG, AmpleGCG, AutoDAN, Pair and Tap,
which are the most representative and typical jailbreak attack.

Implementation details: We carried out three rounds of repeated experiments, and
set the optimization step to 500, batch size to 512, and topk to 256 for uniform sampling.
Other settings are in line with those of GCG.

Notation: For convenience, we are going to use "w/ cos” for using cosine decay
scheduling, "w/o cos” for not as described in Section 3.1, "Raw” for using Lsem—gr, "Last”
for using Lsem—1 to calculate semantic loss as described in Section 3.2 in the following

paper.

4.3. Experiment results

Effectiveness of SEMINAR. Table 2 demonstrates the superior performance of SEMI-
NAR over existing attack baselines. Across all four models, SEMINAR consistently achieves
the highest ASR by selecting the optimal « in Equation 5 for each setting, highlighting its
adaptability and robustness.

Table 2: Comparison of ASR (%) across different attack methods. For SEMINAR, we
report the best mean ASR across all a values for both Raw and Last setting.
Higher ASR indicates stronger attack performance.

Model GCG AmpleGCG AutoDAN Pair SEMINAR (Raw/Last)

Llama-2  27.67 12.00 8.00 10.00 42.67 / 45.67
Vicuna  70.33 72.67 58.00 56.33 88.50 / 86.50
Qwen  58.00 46.00 49.33 41.00 69.67 / 69.33
Zephyr  74.33 77.00 63.00 69.00 86.50 / 88.33

Notably, on the security-enhanced Llama-2, SEMINAR achieves an ASR of 45.67%,
outperforming the best baseline by 18.00%, demonstrating its capability to break through
enhanced defenses. On instruction-tuned models Vicuna and Zephyr, SEMINAR achieves
88.50% and 88.33% ASR, corresponding to relative improvements of 15.83% and 11.33%,
respectively. Even for Qwen, a model optimized for Chinese and equipped with gating
mechanisms, SEMINAR maintains a strong ASR of 69.67%. Moreover, the availability of
both Raw and Last settings further enhances the flexibility of SEMINAR, enabling it to
leverage different semantic representations depending on the characteristics of the target
model.

These results collectively validate SEMINAR as a principled and effective approach for
jailbreak attacks. In addition to confirming the effectiveness of SEMINAR, these results
reveal inherent weaknesses in current model architectures: instruction-tuned models like
Vicuna and Zephyr provide a more consistent attack surface; Llama-2’s security reinforce-
ment reduces but does not prevent high ASR attacks; and the gating mechanism in Qwen
introduces delayed attack responses but cannot fully mitigate adversarial optimization.
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Influence of Hyperparameter «. Figure 3 illustrates the ASR trends across different
models and semantic representation methods as the hyperparameter « varies. These trends
exhibit distinct behaviors shaped by both model architecture and the nature of semantic
representations.

Attack Success Rate (ASR) vs. Alpha

100

ASR (%)

40

~ - ~

= ~ - ~4
204 T TEe—o___ . —— LlamaZ‘(‘Ra;z),’ —e— Qwen (Raw)
=B Llama2 (Last) —m- Qwen (Last)
—&— Vicuna (Raw) —&— Zephyr (Raw)
—®-: Vicuna (Last) —B- Zephyr (Last)
0 0 5 10 15 20 25 30 35 40 45

Alpha Value

Figure 3: Impact of hyperparameter « on SEMINAR’s ASR across different models. ASR
is reported as the mean of three independent runs. Solid lines represent Raw,
while dotted lines correspond to Last. When a = 0, SEMINAR reduces to GCG
(L = Lem). Except for Llama-2, which shows pronounced fluctuations, all models
generally follow a rise-then-fall ASR pattern with moderate variability.

For Llama-2, the ASR fluctuates strongly, with occasional drops below the value at
a = 0, under both Raw and Last settings. This instability likely stems from the model’s
heightened sensitivity to perturbations and its relatively inconsistent representation learn-
ing. In contrast, Vicuna demonstrates a clearer rise-then-fall ASR pattern with moderate
fluctuations, indicative of a more stable optimization trajectory. Here, Raw and Last per-
form comparably, with Raw producing slightly smoother trends. Qwen exhibits an initial
increase in ASR followed by a more irregular decline, suggesting that its optimization is less
robust to varying «, potentially due to model-specific inductive biases or training dynamics.
Zephyr achieves consistently high ASR values with a delayed but sharper decline, implying
stronger robustness to perturbations. Notably, Last tends to outperform Raw for Zephyr,
likely because it leverages deeper semantic information from the model’s hidden layers.

The hyperparameter « controls the strength of adversarial perturbations. Overall, ASR
typically follows a rise-then-fall pattern as « increases: moderate values enhance ASR by
improving semantic alignment between the model generation and the target compliance
output, while excessively large o values degrade performance due to over-perturbation or
instability. The exact trends are modulated by the interplay between model architecture
and representation learning capabilities.
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Improvement in Response Diversity. Table 3 presents the average Self-BLEU
scores of model outputs in response to harmful queries appended with adversarial suffixes
generated by either GCG or SEMINAR, under both Rew and Last semantic representa-
tions. Since lower Self-BLEU values correspond to higher diversity, SEMINAR consistently
achieves reduced Self-BLEU across all four models compared to GCG. This indicates that
SEMINAR not only improves the ASR but also significantly enhances the diversity of gener-
ated responses. Such diversity is crucial for crafting robust and powerful adversarial attacks
that avoid detection and increase effectiveness.

Table 3: Response diversity measured by Self-BLEU scores (bleuk, k = 2 to 5) for model
generations triggered by harmful queries appended with adversarial suffixes opti-
mized via SEMINAR and GCG. Lower scores indicate higher diversity. Here, we
chose GCG because it is the most effective among all the baselines.

Vicuna Llama-2 Qwen Zephyr
Metric | | GCG Raw Last GCG Raw Last GCG Raw Last GCG Raw Last

bleu2 0.8584 0.7853 0.7874 | 0.9060 0.8705 0.8557 | 0.8150 0.7520 0.7585 | 0.8302 0.7851 0.7943
bleu3 0.7648 0.6701 0.6723 | 0.8609 0.8205 0.8047 | 0.7324 0.6781 0.6847 | 0.7441 0.6982 0.7125
bleud 0.6835 0.5803 0.5831 | 0.8258 0.7841 0.7692 | 0.6549 0.6057 0.6102 | 0.6680 0.6357 0.6420
bleub 0.6180 0.5130 0.5165 | 0.7982 0.7565 0.7431 | 0.5907 0.5523 0.5589 | 0.6021 0.5723 0.5814

Table 4: Transferability of SEMINAR-optimized adversarial suffixes generated on Vicuna
and Llama-2 across various victim models. Values represent ASR on each target.
For multi-version models, ASR are shown as separate entries (e.g., Llama-2-13b /

3.1-8b).
Attacker Vicuna-13b  Llama-(2-13b/3.1-8b) Gemma-2-9b Mistral-7b  Deepseek-(V3/R1) GPT-(3.5-turbo/40)
Vicuna-7b 58.00% 15.00% /8.00% 32.00% 35.00% 7.00%/3.00% 14.00%/ 3.00%
Llama-2-7b 28.00% 14.00% /9.00% 17.00% 15.00% 4.00%/1.00% 9.00% / 2.00%

Transferability. Table 4 shows the transfer performance of adversarial suffixes op-
timized on Vicuna-7b-v1.5 and Llama-2-7b-chat-hf against both upgraded versions of the
white-box models and several popular black-box models. Overall, the results demonstrate
a clear trend of performance degradation when transferring to larger or newer models. This
degradation is especially evident for DeepSeek and GPT-family targets, where ASRs drop to
single digits or near zero, suggesting strong safety alignment. The degraded transferability
can be attributed to enhanced alignment techniques in newer models, such as instruction
tuning on safety-focused datasets like VLGuard Zong et al. (2024) and adversarial training.
Interestingly, transfer to other open-source models such as Gemma-2-9b-it and Mistral-7b
remains more effective, with ASR reaching 32%-35% when using Vicuna-7b optimized suf-
fixes, indicating that these models may have weaker or less specialized alignment defenses.

Latent Space Representation Analysis. To gain deeper insight into the jailbreak
attack’s mechanisms, we examined the latent space representations of various model inputs.
The embedding model employed for this visualization is the same as the target model,
ensuring consistency. As depicted in Figure 4, PCA-based dimensionality reduction Kirch
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et al. (2024) reveals that the latent representations of inputs crafted by SEMINAR diverge
significantly from those of the original harmful queries. This deviation is notably larger than
that produced by other baseline methods, likely explaining SEMINAR’s superior ASR. Such
pronounced shifts in latent space suggest that SEMINAR’s adversarial suffixes effectively
manipulate the model’s internal representations, enhancing attack potency.

Vicuna's Representation in Latent Space Llama-2's Representation in Latent Space
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Figure 4: Visualization of model inputs under different attack methods in the latent rep-
resentation space. The embedding model used for visualization is identical to
the target model. Normal refers to inputs consisting of the harmful query alone,
without any suffix. SEMINAR denotes inputs consisting of the harmful query
combined with an adversarial suffix optimized by SEMINAR(Last). GCG de-
notes inputs consisting of the harmful query and a suffix optimized by GCG.
Other methods follow the same naming convention.

Ablation study of Cosine Decay Scheduling. Ablation study of Cosine Decay
Scheduling. We evaluate the effectiveness of cosine decay by comparing the performance
of Le;, with and without cosine decay. As shown in Table 5, cosine decay consistently
improves the ASR across all models under both the Raw and Last settings, highlighting its
effectiveness in mitigating the token shift problem.

Specifically, the improvement is especially pronounced on Vicuna and Qwen, where co-
sine decay leads to absolute ASR gains of up to 15.5% and 16.5% (e.g., Vicuna (Last): 83.67
vs. 68.17; Qwen (Raw): 69.17 vs. 52.67). This suggests that these models are more sensi-
tive to token misalignment introduced during adversarial optimization, making cosine decay
particularly beneficial. For Llama-2, while improvements are observed, the gains are rela-
tively modest, especially under the Last setting (30.33 vs. 28.33). This could be attributed
to the inherent robustness or different decoding dynamics of Llama-2, which warrants fur-
ther investigation. Overall, these results confirm that cosine decay effectively stabilizes the
adversarial optimization process, leading to higher ASR, particularly for models more prone
to token shift issues.
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Table 5: Ablation study on the cosine decay scheduling. The substantial drop in perfor-
mance observed without cosine decay underscores its effectiveness. For each model,
the two bars represent results with and without cosine decay, respectively. In this
experiment, we set a = 30. Since each setting is repeated six times, the ASR is
reported as the mean + variance.

w/ cos w/o cos

Vicuna (Raw)  79.50 + 3.67  70.33 £ 5.96
Vicuna (Last) 83.67 £ 4.16  68.17 £+ 7.23

Llama-2 (Raw) 38.50 + 20.71 27.67 £+ 19.35
Llama-2 (Last) 30.33 + 12.94 28.33 £+ 15.12

Qwen (Raw)  69.17 £ 5.24  52.67 + 7.98
Qwen (Last) 54.17 £ 8.39  48.33 £+ 4.78

Zephyr (Raw) 75.67 £ 9.26  70.33 + 11.01
Zephyr (Last) 78.00 + 6.62 68.17 £+ 10.88

Mitigation strategies of SEMINAR. Although SEMINAR can produce successful
jailbreaks, the optimized adversarial suffixes it generates are often semantically meaningless
gibberish prompts. Their unnatural token distribution makes them amenable to detection.
Existing studies have explored multiple lightweight, training-free defense strategies against
such attacks: Perplexity-based detection (sequence-level and token-level) effectively
identifies anomalous prompts by their abnormally high perplexity values. Perturbation-
based defenses exploit the brittleness of adversarial prompts by applying small random
mutations and measuring instability in the model’s output. Preprocessing defenses such
as paraphrasing can disrupt the exact token patterns required for SEMINAR’s success.
Prompt-based defense can further steer models to validate prompt legitimacy before
execution.

To evaluate the practical utility of these defenses, we report the attack success rate
(ASR) after applying each defense method on both Vicuna and Llama-2 models in Table 6.

Table 6: Attack Success Rate (ASR) after applying different defense methods. The adver-
sarial suffixes were optimized on the Vicuna model with an original ASR. of 88.5%.
For Llama-2, the original ASR without any defense was 42.67%.

Defense Method Vicuna Llama-2
Perplexity-based (Sequence-level) Jain et al. (2023) 5 2
Perplexity-based (Token-level) Hu et al. (2023) 4 0
Perturbation-based Robey et al. (2023) 7 2
Preprocessing (Paraphrasing) Jain et al. (2023) 5 3
Prompt-based Wang et al. (2024) 13 4
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Although all defenses reduce the ASR compared to the no-defense baseline, the results
are not fully satisfactory in terms of achieving a high security level. These observations
suggest that more proactive and robust defense mechanisms—such as model editing Wang
et al. (2025) or adversarial training Weng et al. (2025)—are necessary to further lower ASR.
Furthermore, insights can also be drawn from defense strategies in multimodal models,
which often employ cross-modal consistency checks Xu et al. (2024) to mitigate attacks.

Failure Case Analysis. When ASR is low or transfer fails, we observe a clear stag-
nation pattern: the optimized suffix often remains unchanged for long intervals, indicating
that the search process can become trapped in local optima. For instance, when optimizing
on the same 25 goal-target pairs over 500 steps (logging every 50 steps), we observed the
following examples:

e Example 1 (ASR = 17%): The first suffix is Not for eg "[\tikz{[user:]
legend!: @ /+pt !-- {segment"}, while the subsequent nine logged suffixes are
identical: | for eg "[\tikz{[~] legend !:@+ pack/m !-- {segment"}

e Example 2 (ASR = 12%): The first four suffixes were repeated ! [Format
notamment title+# Lex steps+Lines] \"@ ({\ce ({\tikz {{Plot, and the last
six were identical: girl! [Format with Title+ #lines worth+ For] ¢ "@ ({\ce
({\tikz {{Plot

In contrast, higher-ASR runs (>40%) generally exhibit greater diversity, with 7-8 dis-
tinct suffixes out of 10 logged checkpoints. This suggests that stagnation—and hence low
diversity—correlates with reduced success rates, likely due to limited exploration and en-
trapment in suboptimal solutions.

5. Conclusion

In this paper, we propose SEMINAR, a novel semantic information-augmented jailbreak
framework that promotes diverse and semantically aligned affirmative responses by intro-
ducing a novel semantic loss term to expand the search space of affirmative responses to
harmful queries, moving beyond the limitations of exact match objectives. Furthermore,
we propose the use of cosine decay scheduling to enhance the effectiveness of SEMINAR.
Extensive experiments validate the effectiveness of SEMINAR, and demonstrate its strong
transferability across different models. We hope that this work not only advances the under-
standing of jailbreak attack mechanisms, but also provides valuable insights for developing
more robust defense strategies for LLMs. In future work, we aim to further improve SEM-
INAR’s effectiveness on security-enhanced models such as LLama, and explore adaptive
strategies for stabilizing optimization performance under different hyperparameter «.
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