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Abstract

Distillation attacks force a deployment trade-
off: richer model outputs improve usefulness
but also supply stronger training signal for im-
itation. We study this tension through a mini-
max game between a utility-constrained teacher
and an adaptive student who can reweight re-
leased examples by estimated learning value.
The framework yields tractable one-sided best
responses—an adaptive evaluation and training
rule on the student side, and a template for
teacher-side defenses. From a likelihood-ratio
proxy for value we derive Product-of-Experts
(PoE) sampling, a forward-pass-only defense
that mixes teacher and proxy-student logits at de-
code time. Empirically, adaptive evaluation un-
covers a large passive—adaptive gap on GSM8K
and MATH against state-of-the-art defenses; un-
der this stronger benchmark the robustness ad-
vantage of expensive antidistillation sampling
narrows relative to PoE, while PoE remains
cheaper and better preserves auditable reason-
ing traces. Overall, progress on antidistillation
should be judged against adaptive students, not
passive ones alone.

1. Introduction

As providers expose richer outputs—answers, intermedi-
ate reasoning, tool traces—they also expose more reusable
supervision for unauthorized distillation (Trockman & Sa-
vani, 2026). Frontier systems increasingly limit verba-
tim chain-of-thought in favor of summaries (Google, 2025;
OpenAl, 2025; Anthropic, 2025), yet useful signal often
remains in whatever is released; combined with selective
training, summarization alone should not be treated as elim-
inating distillation risk (Anthropic, 2026b). Recent an-
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Figure 1. Adaptive distillers emphasize examples estimated to
carry more learning value instead of training uniformly on every
released trace.

tidistillation methods therefore modify what the teacher re-
leases (Savani et al., 2025; Li et al., 2025; Ding et al., 2025;
Zheng et al., 2025; Ma et al., 2026). Across this litera-
ture, however, evaluation typically assumes a passive stu-
dent that trains uniformly on all collected traces. A realistic
distiller can instead filter or reweight data toward examples
that carry more learning value; ignoring this adaptive threat
invites the familiar pattern in which defenses look stronger
against weak adversaries than they are in practice (Athalye
etal., 2018).

We address both evaluation and design through a single
minimax model with KL-budgeted players. The student’s
best response concentrates mass on high-value outputs;
the teacher’s best response tilts away from them. Instan-
tiating the tilt with a gradient-based value recovers the
principle behind antidistillation sampling (ADS) (Savani
et al., 2025); replacing it with a cheap likelihood-gap
proxy yields Product-of-Experts (PoE) sampling—a geo-
metric mixture of teacher and proxy student that requires
only forward passes at decode time and tends to distort
traces less aggressively than gradient-based shaping. Our
experiments on mathematical reasoning benchmarks show
that adaptive reweighting widens distilled capability sub-
stantially for strong defended teachers, which narrows the
passive-evaluation gap between ADS and PoE while leav-
ing PoE much cheaper to deploy.

Closely related work. Orthogonal approaches rewrite
traces after generation (Ma et al., 2026; Ding et al., 2025),
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train the teacher weights for robustness (Li et al., 2025;
Fang et al., 2026), or focus on detection and attribution (Xu
et al., 2026; Kirchenbauer et al., 2023). Our focus is the
decoding-time release policy and, crucially, the evaluation
of that policy under students that need not treat collected
data as i.i.d. from a single bag. Reweighting is a mini-
mal form of adaptation—it does not require new queries
or synthetic trace generation—yet it already shifts conclu-
sions about which defenses are strongest. Connecting to
memory-centric views of learning, the effective student dis-
tribution can be read as emphasizing a non-uniform “mem-
ory” over stored interactions: the student allocates more
training pressure to items that appear, under its value model,
most predictive of downstream gain.

2. The distillation game

Players and budgets. Let contexts  be drawn from &
and let (- | ) denote a conditional distribution over out-
puts (e.g., traces) y. We distinguish a reference teacher
Trefs @ released (possibly defended) teacher 7, and an
effective training distribution 7.g induced by how the stu-
dent reweights released samples. Following standard KL
notions in alignment (Schulman et al., 2017; Rafailov et al.,
2023), define fidelity and adaptation sets

e () i= {7+ Eo[KL(m(: | @) | mer(- [ @)] <€}, (D)
My (mret) i= {7 5 Bo[KL(n(- | @) | mar(- |2)] < p}, ()

where expectations are over x ~ 2 and KL denotes
Dk1. When p = 0 the student is passive; larger p allows
stronger concentration on informative traces. The direction
Dk (el || e ) penalizes mass the defender places on out-
puts the reference model considers unlikely, which matches
the usual notion that service quality should stay close to
an undefended reference. The student’s KL is anchored
at the released policy, capturing that adaptation must be
implemented by reweighting or selecting among outputs
the provider actually emitted, not by inventing a new data
source.

Value and minimax objective. A value function v(z, y)
scores how useful a released pair is for distillation. In prac-
tice the defender rarely knows the attacker’s exact weights;
following common practice in antidistillation (Savani et al.,
2025; Li et al., 2025), we instantiate v with a proxy stu-
dent aligned with the threat model. One concrete choice is
a one-step gradient-alignment score: letting 6y be student
initialization, . a downstream loss, and 7, the proxy,

Vgrad (%, y) 1= (VoL (60), Volog metu(y | ;0)|,_, )-
3)
Large vgraq indicates that upweighting (x,y) is predicted
to move 6 in a direction that reduces .. Other scalar prox-
ies (e.g., influence-style measures) slot into the same game

form. The game is

V(e p) = inf sup
Trel €1 (Tref) Teotr €11, (Trel) (4)

]E!L’~97 y~Tese (-] ) [’U(J,‘, y)]

The outer problem is optimal defense; the inner problem
is the strongest student consistent with adaptation budget
p. Separating (e, p) (threat model) from v (what “use-
ful” means) is deliberate: it lets practitioners swap value
proxies—gradient-based, likelihood-gap, or held-out-task
estimates—without changing the protocol for computing
best responses.

3. Best responses and PoE

Theorem 3.1 (Exponential tilts). Assume % is finite for
each x. For fixed v, the student’s and teacher’s one-sided
best responses to interior KL constraints take the form, for
all x,vy,

oy | 1) x ma(y | x) exp(no(z,y)),
Toa(y | ) o< Tret (y | 2) exp(=Av(z,y)),

with dual parameters 1, A > 0 chosen so the p- and e-KL
budgets are tight when active.

These tilts are the two partial optima of (4); characterizing
a full Stackelberg equilibrium couples 7 and A through the
interaction of both KL constraints, but the partial solutions
already determine the adaptive evaluation rule and the de-
fense template we implement.

Adaptive student. Theorem 3.1 yields a concrete evalu-
ation protocol: rather than minimizing uniform next-token
loss on released traces, the student minimizes a weighted
objective in which each example (x,y) receives mass pro-
portional to exp(nv(z, y)) relative to other examples in the
same minibatch. The sharpness 7 interpolates between pas-
sive training (n = 0) and increasingly aggressive focus on
high-value items. Operationally, we alternate computing
a downstream gradient g = Vy.Z(0) on a fixed valida-
tion objective, scoring each trace with (3) using the current
0, forming normalized weights w o exp(nv) within the
batch, and taking a supervised step on the weighted log-
loss. This mirrors importance-weighted fine-tuning but ties
the weights to a game-theoretic best response instead of an
ad hoc heuristic.

Connection to ADS. Using vgaq in the feacher tilt
pushes the released distribution away from outputs whose
proxy gradients align with improving .#—the same qual-
itative mechanism as antidistillation sampling (ADS) (Sa-
vani et al., 2025), which estimates related quantities with
finite differences through a proxy at decode time. Our anal-
ysis makes the role of the value function explicit: ADS is



The Distillation Game: Adaptive Attacks & Efficient Defenses

Dataset  Teacher Teacher Acc. T  Passive Acc. | Adaptive! Acc. | ‘ Rel. Gain  Time Cost
Standard 87.22%+0.04 57.24%+0.25 56.74%+0.17 | —0.87% 1.00x

GSMS8K ADS (\ = 0.052) 82.13%-+0.43 34.33%+0.17 51.50%+1.46 50.04% 2.93x
PoE" (v = 0.65) 81.61%+0.46 39.26%+3.33 49.46%+1.10 | 25.98% 1.64x
Standard 61.78%+0.33 15.17%+0.29 15.29%10.40 0.75% 1.00x

MATH ADS (A = 0.08) 61.16%+0.36 8.96%-+1.30 13.45%40.99 50.07% 3.85x
PoE" (v = 0.75) 60.07%+0.4s 9.00%-+2.86 12.92%+1.13 | 43.56% 2.33x

Table 1. Representative points on the utility—distillability frontier. T denotes our method/evaluation. Passive and adaptive! columns
report student accuracy after distillation larger values indicate greater leakage. Rel. gain is the relative improvement from adaptive
evaluation. Teachers include the standard model, ADS (Savani et al., 2025), and our PoE" defense. Time cost is the generation time
overhead relative to the standard teacher. GSM8K shows the clearest separation, while MATH shows the same qualitative trend with higher

variance. Entries report standard error of the mean over 3 seeds.

one expensive instantiation of the outer minimization in (4)
under a gradient-based v.

PoE defense. Substituting the likelihood-gap value

Vgap(2,y) = logmet(y | @) — log metu(y | ) into the
teacher tilt and simplifying gives a geometric mixture

Ty | ) < Tet(y | ) msu(y [ 2)Y,  (5)

i.e., a Product-of-Experts between teacher and proxy stu-
dent (Hinton, 2002), implemented with token-level logit
mixing as in prior inference-time steering methods (Yang
& Klein, 2021; Krause et al., 2021; Li et al., 2023; Savani
et al., 2025). At each decoding step we therefore combine
teacher and proxy logits with a single mixture weight y; the
sequence-level objective in (5) is the idealization this pro-
cedure approximates, as in prior work on inference-time
defenses (Savani et al., 2025). The rule is forward-pass-
only (no gradients through the student) and downweights
outputs where the teacher is much more confident than the
proxy—precisely the regions most informative for closing
the capability gap. Geometric mixtures of experts also ap-
pear in controlled decoding (Liu et al., 2021); here the
same algebraic form arises as a tilt toward the proxy, rather
than away from an anti-expert, because the defense must
suppress teacher—student likelihood gaps the student would
otherwise learn from (Li et al., 2023). Because PoE pulls
mass toward regions where both models agree, it tends to
preserve coherent, step-by-step structure compared with de-
fenses that aggressively hunt for anti-student directions in
logit space; our rubric-based judge evaluations are consis-
tent with that intuition.

4. Experiments

Setup. We distill traces from
DeepSeek-R1-Distill-Qwen-7B (Guo et al.,
2025) into Llama-3.2-3B (Grattafiori et al.,, 2024)
using LoRA (Hu et al., 2022) (rank 128, learning rate
5 x 107%, three epochs, batch size 6 with gradient

accumulation 4, maximum sequence length 2048) on
GSMSK (Cobbe et al., 2021) and MATH (Hendrycks et al.,
2021). The proxy model for both ADS (Savani et al., 2025)
and PoE is Qwen2.5-3B (Bai et al.,, 2023); the final
student is always L1lama—-3.2-3B, so the attack does not
assume access to the same architecture as the proxy used
by the defender. For each defense we sweep strength to
trace a utility—leakage frontier; Table 1 reports represen-
tative operating points with similar teacher accuracy, and
means are averaged over three random seeds (standard
errors are omitted for space but are typically below £1.5
percentage points on student accuracy). We use identical
data collection for passive and adaptive students—the only
difference is whether minibatch weights are uniform or
exponentially tilted—so gaps isolate adaptation rather than
dataset shift.

Takeaways. On GSMSK, moving from passive to adap-
tive training lifts distilled accuracy by roughly 50% relative
for ADS (from 34.3% to 51.5%) and by ~ 26% relative
for PoE (from 39.2% to 49.5%); MATH shows the same
qualitative pattern with higher variance. The undefended
teacher illustrates why adaptation is not a free Iunch for the
attacker: passive and adaptive students are nearly identical
(57.2% vs. 56.7% on GSMS8K), because uniform sampling
from a capable teacher already provides a strong bag of
traces. Once the teacher actively suppresses leakage, how-
ever, the student’s ability to concentrate on surviving high-
value traces becomes decisive.

Against defended teachers, ADS still achieves the lowest
passive student accuracy at the matched points we report,
but its advantage over PoE after adaptive evaluation nar-
rows to about two accuracy points on GSM8K and is of
similar order on MATH. Relative to PoE, ADS requires
roughly 1.8 the teacher wall-clock on GSM8K (2.93 vs.
1.64x over the undefended baseline) and 1.7x on MATH
(3.85x vs. 2.33x; Table 1). PoE therefore occupies a favor-
able region of the cost-robustness frontier once evaluation



The Distillation Game: Adaptive Attacks & Efficient Defenses

0.8 [ Standard
’ B PoE
@ ADS
% 0.6 q
2
[}
3 0.4
—
Ay
0.2 4
0.0 -

Trace Quality Score

(a) GSM8K

0.5 {1 B Standard
I PoE

0.4 EEE ADS

>

h=

203

)

<

<}

& 0.2

o
-

e
=}
|

Trace Quality Score

(b) MATH

Figure 2. Trace-quality distributions under our Claude Sonnet 4.6 rubric-based judge. PoE produces more high-scoring traces than ADS
on both datasets and remains closer to the standard teacher, suggesting better preservation of human-auditable reasoning.

is aligned with the threat model.

Under a Claude Sonnet 4.6 rubric-based judge (Anthropic,
2026a), PoE assigns higher probability to top rubric scores
than ADS on both datasets while tracking closer to the stan-
dard teacher, indicating that cheaper defense need not mean
illegible traces for users who rely on intermediate reason-
ing for auditing.

Limitations. Our value model is only as faithful as the
proxy and the single-step approximation in (3); mismatches
between proxy and final student, or multi-epoch coupling
between reweighting and representation learning, are not
captured by the idealized game. We also inherit the usual
token-level approximation to sequence-level tilts (Savani
et al., 2025), and we restrict attention to mathematical rea-
soning where long traces are standard supervision. Never-
theless, the passive—adaptive gap is large enough that these
idealizations do not appear to be artifacts of a narrow bench-
mark choice.

5. Conclusion

We framed distillation attack and defense as a mini-
max game with KL-budgeted players, derived closed-form
exponential-tilt best responses, and obtained PoE as a
lightweight teacher-side instantiation aligned with the same
template as gradient-based ADS. The analysis highlights a
methodological point that is easy to overlook in benchmark-
driven cycles: the “hardness” of a defended teacher for dis-
tillation is not an intrinsic property of its outputs alone, but
of those outputs under a class of student procedures. Pas-
sive supervised fine-tuning defines only one point in that
class.

Empirically, evaluating only passive students materially un-
derstates leakage and overstates the benefit of costly de-
fenses; adaptive benchmarking is therefore central to mean-
ingful progress on antidistillation. Future work includes

richer adaptation mechanisms beyond reweighting (e.g., ac-
tive querying and curriculum design), tighter coupling be-
tween value proxies and final-student architectures, and
broader domains where reasoning traces are not the primary
supervision channel. We hope the game formulation helps
separate—in both theory and experiment—what providers
must protect against from what is convenient to evaluate.

Impact Statement

This paper advances machine learning methodology for
understanding and mitigating unauthorized distillation;
broader societal consequences mirror those of capability-
protecting and open-deployment debates more generally,
without novel hazards specific to our experiments beyond
those already discussed in the antidistillation literature.
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