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Abstract

Large Language Models (LLMs) are in-
creasingly deployed in safety-critical systems
that rely heavily on reading comprehen-
sion—extracting and reasoning over exten-
sive in-context information. However, exist-
ing evaluations of LLMs on reading compre-
hension are typically over limited test sets
containing only a tiny fraction of the vast
number of possible prompts. Empirical eval-
uations on these test sets have questionable
reliability and generalizability. We propose
a fundamentally different approach: rather
than evaluating LLMs with fixed datasets,
we introduce the first framework for certify-
ing LLMs based on large probability distri-
butions over realistic reading comprehension
prompts. To create these distributions, we
use knowledge graphs (KGs) as structured
representations of real-world knowledge and
define the distributions’ sample spaces with
prompts based on directed acyclic subgraphs
of the KGs. We also incorporate realistic
noise designed to mimic real-world complex-
ity, such as distractor texts and synonyms.
Our prompt distributions have i.i.d. sam-
plers represented as probabilistic programs.
Our framework generates novel, formal prob-
abilistic quantitative certificates that provide
high-confidence, tight bounds on the prob-
ability that an LLM correctly answers any
prompt drawn from these distributions. We
enable formal certification for SOTA LLMs
by using an input-output example-driven ap-
proach. We apply our framework to certify
SOTA LLMs in precision medicine and gen-
eral question-answering domains. Our results
uncover previously unknown vulnerabilities
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caused by natural prompt noise and estab-
lish the first formal performance hierarchies
among these models.

1 INTRODUCTION

Figure 1: Motivation: Gemini-Flash-1.5 gives a wrong
answer for a precision medicine prompt, distracted by
in-context information.

Large Language Models (LLMs) have demon-
strated human-level performance in various real-world
tasks (Street et al., 2024; Yang et al., 2023; Bommasani
et al., 2022; Harrison, 2024). A notable application of
LLMs is in question-answering systems, including chat-
bots, which are prompted with relevant, but unstruc-
tured information from knowledge bases to generate
accurate answers—a task called reading comprehension.
Reading comprehension is a crucial aspect of language
understanding, typically assessed in human learners
across all education levels (Bloom, 1956; National Cen-
ter for Education Statistics, 2024; Educational Testing
Service, 2024; IDP IELTS, 2024). However, despite be-
ing envisioned as superhuman agents (Xi et al., 2023),
SOTA LLMs often struggle with basic reading compre-
hension tasks in real-world applications. For example,
Figure 1 shows Gemini-1.5-Flash misled by unstruc-
tured, unfiltered in-context information—akin to prac-
tical settings—and producing an incorrect, potentially
fatal response in a critical medical scenario.
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Given its importance, reading comprehension is widely
evaluated with standard datasets (Liang et al., 2023;
Chen et al., 2021; Yang et al., 2018; Pang et al., 2022).
However, empirical evaluations on static, fixed datasets
suffer from the following critical limitations:

1. Test-Set Leakage: LLMs are trained on all avail-
able texts, including the standard evaluation
datasets. As a result, models may have been
trained on the test prompts, resulting in test set
leakage (Mirzadeh et al., 2024). Consequently,
such evaluations become unreliable.

2. Limited Coverage: Evaluations are over limited
test datasets from the vast space of possible real-
world prompts and their variations.

3. Lack of Formal Guarantees: Accuracy on a static
dataset does not ensure generalization to the
broader range of prompts encountered in practice.
Evaluations must therefore be comprehensive, reli-
able, and, supported by formal guarantees.

These limitations lead to inconsistent findings in the
literature. For example, Wei et al. (2023b) claim that
larger models are robust to label noise in test sets, while
Shi et al. (2024) argue that such models can become
distracted by this noise. Conversely, Olsson et al. (2022)
indicates that models exhibit similar induction heads
for in-context learning, regardless of size. Therefore,
the following question arises: How do we reliably
assess LLMs for reading comprehension?

We argue for formal certification of LLMs over large
spaces of prompts as a solution. While there has been
prior work in formal certification for traditional neural
networks (Seshia et al., 2018; Singh et al., 2019; Shi
et al., 2020; Bonaert et al., 2021), those techniques
cannot be directly applied here. They are computation-
ally intractable for models with billions of parameters
and specialized non-linearities. Moreover, they require
formal specifications but no prior specifications over
prompts for semantic tasks like reading comprehension
exist. Finally, most traditional methods require unre-
stricted access to the models, while SOTA LLMs can
be closed-source with only API access.

Our framework, LLMCert-C (LLM Certification
of Reading Comprehension) addresses the limitations
of traditional methods and enables, for the first time,
formal certification of LLMs for reading comprehen-
sion. To address the challenges of scaling to SOTA
LLMs, including closed-source, API-accessible models,
LLMCert-C has a query-based certification method
relying on input-output examples. As, exhaustive
evaluation over these vast distributions is intractable,
LLMCert-C operates on a set of some sampled

prompts and hence is naturally a probabilistic certifica-
tion framework providing results with a high-confidence
probabilistic guarantee. Binary certificates (Gehr et al.,
2018; Wang et al., 2021a) for specification compliance
can be trivially invalidated due to the ease of construct-
ing failure examples where the desirable property does
not hold (Xu et al., 2024; Vega et al., 2023). Hence,
for informative results, LLMCert-C generates quanti-
tative certificates consisting of lower and upper bounds
on the target model’s probability of correct reading
comprehension. The bounds are generated using exact
binomial proportion confidence intervals (Clopper and
Pearson, 1934). The bounds are tight and account for
the inherent uncertainty in estimation.

A key contribution of LLMCert-C is its ability to
certify a model over a vast distribution of prompts,
overcoming the limitations of prior benchmarks with
fixed datasets. This is made possible by a core step
in our approach: formalizing the desirable property of
reading comprehension into a specification. This speci-
fication serves as the formal definition of the prompt
distribution and is the necessary prerequisite for formal
certification. By defining a distribution, we can also
associate each prompt with a probability of occurrence,
enabling the evaluation to prioritize high-probability
prompts. LLMCert-C mathematically specifies novel,
prohibitively large distributions of realistic reading com-
prehension prompts, consisting of challenges such as
different querying styles, large in-context information
that can distract models like in Figure 1, and use of syn-
onymous terminology. We use knowledge graphs (KGs)
as structured representations of real-world knowledge
and define sample spaces of prompts with directed
acyclic subgraphs of the KGs following user-defined
constraints, e.g., the presence of certain nodes or edges.
Our distributions are defined with samplers represented
as probabilistic programs that generate independent
and identically distributed prompts which are used
alongside the LLM responses for certification. The
probabilistic guarantees with each certificate generalize
over the given distribution.

We certify with 2 practical knowledge graphs -
PrimeKG (Chandak et al., 2023) over precision
medicine knowledge and Wikidata5m (Wang et al.,
2021b) over general knowledge. We use the generated
certificates to establish novel performance hierarchies
with formal guarantees among SOTA LLMs. We also
show a consistent decline in LLM performance due to
noise in prompts. While formal analysis has been con-
ducted on individual generations of LLMs (Quach et al.,
2024) and on counterfactual bias (Chaudhary et al.,
2024) in prior work, there is no analysis for the average-
case performance of LLMs in reading comprehension.
Figure 2 gives an overview of LLMCert-C.
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Main Contributions:

1. We formally specify reading comprehension ca-
pabilities desirable from LLMs using knowledge
graphs. We define novel, large prompt distribu-
tions that incorporate natural noise, such as dis-
tracting text and shuffled information order.

2. We develop the first framework, LLMCert-C
that certifies of any target LLM (even closed-
source) with query-access for a specified distri-
bution. LLMCert-C solves a probability esti-
mation problem, leveraging exact confidence in-
tervals to generate high-confidence guaranteed
bounds on the probability of correct reading com-
prehension. We open-source our code at https:
//github.com/uiuc-focal-lab/LLMCert-C and
provide a note to practitioners in Appendix A.

3. We apply LLMCert-C to certify LLMs for read-
ing comprehension in safety-critical domains such
as precision medicine and general question an-
swering. With increasing model size, we observe
significant improvements in comprehension with
high confidence. However, performance consis-
tently declines on practical prompts that include
our modeled natural noise.

2 CERTIFYING READING
COMPREHENSION

Reading comprehension is a model’s ability to extract
and reason over relevant in-context information to an-
swer questions accurately based on the given context.
Our framework, LLMCert-C, certifies an LLM’s read-
ing comprehension by evaluating its performance over
a large, formally defined distribution of prompts.

Definition 2.1. (Certificate). A certificate consists of
lower and upper bounds on the probability of correct
LLM response to random prompts sampled from a
specified distribution that hold with high confidence
(1− δ). That is, the probability of the bounds is more
than 1− δ. It also contains the particular observations
of LLM behaviors that were used to construct the
bounds, as proof.

The core of our approach are specifications: precise,
mathematical descriptions of prompt distributions and
their samplers. Figure 2 provides an overview of
LLMCert-C’s certification workflow.

Our specifications are based on a structured knowledge
source—a knowledge graph (KG). We sample directed
acyclic subgraphs from the KG to form the logical
basis of queries. These subgraphs are then converted
into natural language prompts, incorporating realistic

noise such as irrelevant distractors and shuffled context
to create a robust and challenging evaluation. The
certification framework samples many such subgraphs,
generates corresponding prompts, and provides certifi-
cation bounds based on the LLM responses for them.
This section formally describes our specifications, start-
ing with the formal definition of our knowledge graph
structure. This precise formalism is necessary to com-
pute a valid certificate over a distribution.

2.1 Specifying reading comprehension

We formally define reading comprehension using a
knowledge graph (KG).

A KG consists of nodes (entities) and edges (relations).
A simple KG is: [Node: Paracetamol] −→ [Edge: treats]
−→ [Node: Pain].

To build rich, textual prompts, the KG components
are annotated with natural language metadata:

Nodes like ‘Paracetamol’ have a context (free-form
descriptive text, e.g., “Paracetamol is a medication
used to treat pain and fever.”) and a list of aliases
(synonyms, e.g., [’Tylenol’, ’acetaminophen’]).

Edges like ‘treats’ also have aliases to capture different
phrasings (e.g., [’is a treatment for’]).

We formally define such KGs, G = (N , E) having tex-
tual metadata with the grammar below. Let V denote
the LLM’s vocabulary. V+ denotes the set of all non-
empty sequence concatenations of V’s elements.

KG Grammar

1. γ ∈ V+

2. η ∈ V+

3. A := [η1, η2, . . . ]
4. v := (γ,A)
5. e := ((v1, v2),A)
6. N := [v1, v2, . . . ]
7. E := [e1, e2, . . . ]
8. G := (N , E)

A node v of G (line 4) is formally defined as a pair
containing its single, textual context γ and a finite list
(A) of aliases (ηi). γ provides more information about
the node and its relations with other nodes while A
are synonymous names or aliases that can be used to
refer to the node like identifiers. In Wikidata5m (Wang
et al., 2021b), the context of each node is the abstract
of the wikipedia page of the entity and each node has
aliases similar to Acetaminophen being an alias for
Paracetamol. Each (directed) edge e in G (line 5) is
an ordered pair of related nodes where the relation is
identified by a set of synonymous aliases A for the edge
(eg. treats, treatment for). Let (v1, v2) denote any edge
from node v1 to v2 in G, where (v1, v2)A denotes the

https://github.com/uiuc-focal-lab/LLMCert-C
https://github.com/uiuc-focal-lab/LLMCert-C
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Figure 2: Overview of LLMCert-C. (a) A KG G. (b) A randomly sampled path DAG G′ originating at fixed
node ‘Paracetamol Overdose’, from the various other possible DAGs originating at the node in G. (c) A prompt
created from G′ having contexts of the nodes in G′, a distractor context (highlighted in orange, as the node for
‘Vomiting’ is a distractor for G′), and a query from G′. (d) The target LLM’s response to the prompt, validated
using the correct answer. (e) Certifier obtains bounds on the probability of correct response using n samples of
LLM responses to randomly sampled prompts.

aliases of the edge. Finally, the KG G (line 8) is a finite
collection of nodes N and edges E .

With the formal structure of the KG defined, the next
step is to generate individual reading comprehension
questions which serve as samples from a prompt dis-
tribution. Each question is constructed based on a
directed acyclic subgraph (DAG) of connected facts
extracted from the KG. A directed acyclic sub-graph
(DAG) G′ = (N ′, E ′) of G is a subgraph of G (N ′ ⊆
N , E ′ ⊆ E) consisting of directed edges and with no
cycles. Let the nodes of G′ be topologically ordered
as N ′ = [v1, v2 . . . , vl]. Let the ith (i ∈ [1, l]) nodes of
N ′ from v1 and backwards from vl be N ′[i] := vi and
N ′[−i] := vl−i+1 respectively. Nodes N ′

source with no
incoming edges are source nodes of G′. Nodes N ′

sink

with no outgoing edges are sink nodes of G′. DAGs gen-
eralize reasoning paths that are typically used to define
multi-hop reading comprehension queries (Yang et al.,
2018; Welbl et al., 2018). We form questions based on
the reasoning encoded in a DAG and specify that the
LLMs arrive at the right answer with the reasoning.
Thus, several existing graph-based expected LLM rea-
soning patterns such as chain-of-thought (Wei et al.,
2023a), tree-of-thought (Yao et al., 2023) are special
cases and specifications based on them can be created
to certify for those expected reasoning patterns. Hence,

we define generalized multi-hop reading comprehension
queries with DAGs in Definition 2.2.

Definition 2.2. (Generalized multi-hop queries). Con-
sider a DAG G′ in G with nodes N ′. A multi-hop query
Q for N ′ is to identify the sink nodes N ′

sink, given
aliases of source nodes N ′

source and aliases of all edges
in DAG G′. To avoid ambiguity regarding correct an-
swer, we consider only the DAGs having a unique sink
node, i.e., N ′

sink = {N ′[−1]}.

G naturally encodes several multi-hop queries, that
form the sample space of the specification distributions
for a language model L. The final prompts also include
relevant textual context needed to identify the interme-
diate and final nodes to answer the query. The context
may contain natural noise, such as distractor texts or
jumbled information, that can occur in practical set-
tings. We model such noise in our prompt distributions
as described next.

2.1.1 Natural noise in prompts

Distractors. Prior works (Shi et al., 2023) on analyz-
ing reasoning in Language Models (LMs) have shown
the negative influence of irrelevant information (dis-
tractor) in prompts on LM performance. Hence, we
include distractor texts in prompt contexts and specify
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that model response should not use the distractor in-
formation. Contexts of nodes ṽ adjacent to any node
N [i] (i ∈ [1, l]) in N that are not the sink node or its
predecessors, such that the aliases of the edge (N [i], ṽ)
are the same as those of (N [i],N [j]), j > i in the
DAG, can serve as effective distractors for Q (Defini-
tion 2.3). This is because, at any intermediate step, the
LM L can pick ṽ as the response, which can deviate L’s
reasoning from N . Nodes adjacent to N [−1] and its
predecessors in N are not distractors. For the former,
the LM must have already reached the final answer
before reaching its adjacent nodes, hence answering Q.
In the latter, adjacent nodes following same relation
are valid answers, not distractors.

Definition 2.3. (Distractor). Consider DAG G′ in
G, with nodes N ′ and N respectively. A distractor
node ṽ /∈ N ′ satisfies ∃v ∈ N ′, ((v, ṽ) ∈ E) ∧ (∃v′ ∈
N ′, (v, ṽ)A = (v, v′)A ∧ v′ ̸= N ′[−1]).

Shuffling . Prior works (Chen et al., 2024) have shown
that LM performance can vary with information or-
dering. Hence, we shuffle the information provided in
the prompt, to specify that LM’s response should be
invariant to information ordering.

Our certificates quantify the probability p of observing
correct reading comprehension for a random multi-hop
reasoning prompt, with possible natural noise, devel-
oped from G. We formally define p for L as a proba-
bilistic program over G in Algorithm 1. We follow the
syntax of the imperative probabilistic programming
language in (Sankaranarayanan et al., 2013, Figure 3).
The language has primitives for sampling from common
distributions like Uniform (U), Bernoulli (Ber), etc.,
and estimateProb(.) function that outputs the prob-
ability of a random variable attaining a certain value.
We use a generic identifier D (line 1) for samplers of
discrete distributions (‘. . . ’ denotes samplers for other
discrete distributions). We use any(.) function to
denote that at least 1 of its inputs is true.

A prompt for L consists of the main query Q and a
context Γ containing information relevant to answer Q
(Algorithm 1, line 6). Q is developed from a DAG G′,
randomly sampled by the function sampleDAG from a
given knowledge graph G. We elaborate on sampleDAG()
in §2.1.2. G′ is transformed into a natural language
query with a randomly-selected template from a set
of prespecified templates, τ . A template consists of a
natural language query with placeholders for its main
entities. For example, “Which drug is a treatment for
#disease A#?” is a query template with placeholder
#disease A#. The random selection is conducted by
sampling from a specified distribution over τ , given by
D(τ). The selected template then populates the place-
holders by sampling random aliases of corresponding
nodes in N ′

source and relations in G′ to form a natu-

Algorithm 1 General certification

Input: L,G, τ, args
Output: p
1: D := U | Ber | ...
2: G′ := sampleDAG(G, args)
3: N ′ := topologicalOrder(G′)
4: Q := D(τ)(G′,N ′)
5: Γ := shuffle([N ′[0]γ ⊙N ′[−1]γ ⊙ (D(N ))γ . . . ])
6: P := Γ⊙Q
7: p := estimateProb(any(L(P) == N ′[−1]A))

Algorithm 2 Entity centric sampleDAG

Input: G, ρ; Output: G′
1: l := D({2, . . . , ρ})
2: B := boundedDAGs(G,Nsource, l)
3: G′ := D(B)

Algorithm 3 Relations centric sampleDAG

Input: G,Gref ; Output: G′
1: I := generateIsomorphisms(G,Gref )
2: G′ := D(I)

ral language query Q for N ′
sink. Prompt context Γ is

formed by concatenating (⊙) contexts for all nodes in
N ′, followed by optional and random information shuf-
fling, conducted by the function shuffle. We denote
distractor text in Γ as context of randomly sampled
nodes from a distribution D over all distractor nodes
of N ′ in N . A randomly sampled prompt P consists
of the concatenation of the context Γ and the main
query Q. Our final certificate (line 7) quantifies the
probability p that L responds with any alias of N ′

sink,
which is correct answer. The certificate depends on the
different sampling steps and is specific to G.

2.1.2 Local specifications

We define individual reading comprehension specifi-
cations on queries over DAGs that share a common
characteristic, thus forming local specifications (Seshia
et al., 2018). Local specifications are commonly defined
for and used in neural network verification (Singh et al.,
2019; Baluta et al., 2021), due to their tractability to
verify and simplicity to interpret. Although there can
be several common characteristics for DAGs, we define
two kinds of local specifications with specific common
characteristics. sampleDAG() randomly samples DAGs
with the common characteristics from G.

Entity centric. Entity-centric question answer-
ing (Liu et al., 2023; Sciavolino et al., 2021; Shavarani
and Sarkar, 2024) is an important question-answering
paradigm, where the focus is on questions related to
particular (real-world) entities. It is relevant in various
real-world applications such as topic-specific learn-
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ing (Liu et al., 2003) and assisted reading (Yu et al.,
2020) for localizing at information of interest. We spec-
ify reading comprehension over entity-centric questions
by randomly sampling DAGs starting at a fixed set of
nodes Nsource. From a practical standpoint, queries
from DAGs with longer paths between source and
sink nodes can become meaningless (e.g., Paul Sophus

Epstein
place of death−−−−−−−−−→ administrative unit−−−−−−−−−−−−→ country−−−−−→ capital−−−−→

name origin−−−−−−−→ ?), and thus shorter graphs are considered
in popular question-answering datasets such as (Yang
et al., 2018; Trivedi et al., 2022). Thus, we upper-
bound the size of N ′ considered in the specification,
by a hyperparameter ρ ≥ 2. Let boundedDAGs be a
function that generates all the DAGs in G, B, having
the common characteristic that they start from nodes
in Nsource, such that the source and sink nodes have
paths of at most l ∈ [2, ρ] nodes. sampleDAG returns a
randomly sampled DAG G′ from B (Algorithm 2).

Relations centric. Question-answering datasets are
commonly formed with question templates (Cui et al.,
2016) each having fixed relations (relation-centric) be-
tween variable entities of specific types. For example,
“Which drug is a treatment for ${disease}?”, where
${disease} can be substituted with any curable dis-
ease to form individual questions. We define specifi-
cations by fixing the structure and relations of DAG
with a reference DAG Gref and randomly sampling
nodes to obtain the final DAG G′ over which (relation-
centric) queries are formed. G′ is an isomorphism (Def-
inition 2.4) of Gref . Algorithm 3 defines the sampling
procedure for G′ using Gref .

Definition 2.4. (Isomorphic DAGs) Let finite DAGs
G1 = (N1, E1) and G2 = (N2, E2) be isomorphic
when there exists a bijection ϕ between the nodes
of G1 and G2 such that the following conditions hold.
(1) ∀v1, v2 ∈ N1, (v1, v2) ∈ E1 ⇔ (ϕ(v1), ϕ(v2)) ∈
E2; (2) ∀(v1, v2) ∈ E1, (v1, v2)A = (ϕ(v1), ϕ(v2))A.
generateIsomorphisms() gives all isomorphisms of
Gref from G.

2.2 Certification

LLMCert-C certifies the target LLM L by computing
an interval [pl, pu] bounding probability p (Algorithm 1,
line 7) for a given specification distribution over G
with high confidence. We model p as the probabil-
ity of setting the underlying boolean random variable
R ≜ (any(L(P) == N ′[−1]A)) to true (success). Thus,
R ∼ Ber(p). Exactly determining p would require enu-
merating over all possible P which can be developed
from any DAG of G with any random aliases, resulting
in an infeasible number of possible prompts, as shown
in Appendix D.8. Moreover, we want our method to
generalize to closed-source LLMs as well, where the

internal structures of the models are unknown. Hence,
we cannot use any symbolic methods (Mirman et al.,
2020) to determine p. Thus, to scalably certify the
black-box target LM L, we adopt statistical certifica-
tion and estimate p with provably high-confidence (low
error) bounds. Confidence is defined as the probabil-
ity of the true value p being within the bounds, i.e.,
Pr[p ∈ [pl, pu]]. To establish formal guarantees, we
want our estimation procedure to be such that the ac-
tual confidence is at least the user-specified confidence
level, 1−δ (i.e., Pr[pl ≤ p ≤ pu] ≥ 1−δ), where δ > 0 is
a small constant. Hence, we use Clopper-Pearson (CP)
confidence intervals (Clopper and Pearson, 1934; Kurz
et al., 2014), which is a conservative method known
to produce guaranteed high confidence intervals. We
show evidence of the bounds’ conservativeness in Ap-
pendix C. To compute high-confidence bounds on p, we
make n independent and identically distributed obser-
vations of R, in which we obtain k successes, k ∈ [0, n].
We generate CP confidence intervals on p with the n
observations and 1−δ confidence. The time complexity
of certification is linear in n.

Summary of core assumptions:

• Statistical certification strictly requires indepen-
dent and identically distributed (IID) samples of
LLM behaviors for the validity of its statistical
guarantee (Baluta et al., 2021). IID observations
are ensured in our certificates by defining IID sam-
plers for prompt distributions (§2.1) and observ-
ing the given LLM’s responses for each sampled
prompt independently. The prompt samples are
IID as they are obtained in independent executions
of the probabilistic programs, wherein each execu-
tion involves identical sequence of instructions.

• Certificates depend on accuracy of LLM response
correctness checker, as the binary-valued samples
used in the certification bound computation are
outputs of the checker for the LLM response.

3 EXPERIMENTS

Our experiments were run on 2 A100 GPUs with 40GB
VRAM each. We certify following open-source models
— Llama-3.2-instruct 1B, 3B, 11B (Dubey et al., 2024),
Phi-3 3B and 14B (Abdin et al., 2024) and their 4-bit
quantizations to study the effects of quantization on
reading comprehension. Among closed-source models
with API access, we certify Gemini-1.5 (Gemini Team,
2024) Flash-001 and Pro-002 and GPT-4o-0827 (Ope-
nAI, 2024). We use PrimeKG (Chandak et al., 2023)
and Wikidata5m (Wang et al., 2021b) as our knowl-
edge graphs (KGs) (details in Appendix D.3.1 and Ap-
pendix D.2.1 respectively). PrimeKG is for precision
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medicine, while Wikidata5m is for general knowledge
from Wikipedia. These practical KGs are chosen only
for illustration, and our framework generalizes to other
KGs. We show relation-centric and entity-centric spec-
ifications for PrimeKG and Wikidata5m, respectively.
It is non-trivial to conduct perfectly reliable assess-
ments of the correctness of individual LLM responses
for arbitrary prompts. Hence, to make the correctness
checker reliable, we focus on multiple-choice question
answering (MCQA). For this, the LLM responds with
an option identifier within a user-specified output for-
mat which can be easily parsed and extracted using
standard string operations and compared to the ground
truth answer. For the MCQA prompts, we find the
simple string-parsing based correctness checker to work
accurately in practice.

PrimeKG. We manually define 9 relation-centric
specifications based on common clinical reasoning
patterns. All specifications are shown in §D.4.2.
Each specification is defined by: 1. A reference
DAG (Gref ); 2. A set of natural language tem-
plates (5-7 per specification); 3. Constraints on
node entity types for isomorphic DAG sampling.

Drug

Disease A Disease B

treat unsafe

An example is the “drug-disease
interaction” specification. It con-
sists of Gref which is a 3-node
DAG (shown on the right) with
drug→disease edges. An ex-
ample template to form natu-
ral language queries from Gref is
“Which drug treats disease B but unsafe for disease A?”.

Wikidata5m. We created 50 entity-centric specifica-
tions using Wikidata5m, sampling linear paths (DAGs)
up to length ρ = 5 to maintain query relevance. The 50
starting nodes were selected from high out-degree (top
2k) or high-density neighborhood (>2k nodes within
radius ρ) populations so that each of the specifications
has a large number of paths, making enumeration infea-
sible. Note that these specifications are only for demon-
stration and LLMCert-C is not limited to them. To
avoid bias towards the naturally more frequent shorter
paths, we first sample a desired path length uniformly
from [2, ρ]. A path of the selected length is then gener-
ated from the starting node (Algorithm 2). We ablate
on query path lengths in Appendix E. Note that the
framework can be instantiated with other distributions
specific to the usecase.

Specifications with varying complexities. We cer-
tify 2 kinds of specifications with varying contexts in
LLM prompts (Algorithm 1, line 4) — with context
shuffling and distractor context (Distractor) and with-
out such noise (Vanilla). This enables us to study the
effects of natural noise on LLM performance. Leverag-
ing the linear structure of Wikidata5m DAGs, we use

weighted sampling (Algorithm 6) to select distractors
closer to the answer node, hypothesizing this increases
difficulty. Since PrimeKG DAGs lack such lineariza-
tion, its distractor nodes are sampled uniformly. We
provide an ablation study on the effects of varying
the weighted distractor sampling in Appendix E. Each
prompt is a multiple-choice question with one correct
answer. A template (shown below) assembles the final
prompt, which includes few-shot examples, the query,
answer options, and a context section. For the Dis-
tractor setting, this context is a mixture of relevant
and distracting information. For the multiple-choice
options in distractor setting, we prioritize distractor
nodes, followed by nodes from the query path, and
finally, random nodes related to path nodes. Vanilla
setting is similar but contains no distractors. Complete
details of our prompt construction are in Appendix D.5.

Prompt Template
{few shot examples}
Given Context: {context} Answer the question:
{query} by selecting the correct answer from the
following options: {options}
The format for beginning your response is:
correct answer: ⟨option number⟩.⟨answer⟩, because
⟨succinct reason⟩
follow this format and only choose from the options

Baseline. We compare LLMCert-C’s results with
a benchmarking baseline. It measures accuracy on a
static dataset. We generate 50 static queries from each
specification by uniformly sampling DAGs. Queries use
a fixed alias of entities and relations, with no shuffling
or distractors in contexts to remove natural noise.

3.1 Certificates

LLMCert-C generates certificates with 95% confi-
dence that are tight lower and upper bounds on the
probability of a correct LLM response to a random
prompt sampled from the specified prompt distribu-
tions. LLMCert-C uses 250 samples. We chose this
sample size using an ablation study (Appendix E.8),
which shows that the stability of the certified bounds
sees diminishing returns beyond 200 samples, making
250 a sufficient and efficient choice. We report the av-
erage value of the lower and upper bounds respectively,
over all specifications over a KG that LLMCert-C
certifies for each LLM, in Table 1. Each certificate
takes 10-20 minutes for generation, where the main
bottleneck is LLM inference. We plan to optimize this
in future work. We also report the average baseline
result for each static dataset from the specifications.
Appendix E presents detailed ablation studies for the
impact of the various certification hyperparameters.
Next, we summarize the key observations from Table 1.

Reading comprehension ability improves with
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Table 1: Average of LLM certification bounds [avg of lower bounds, avg of upper bounds] for Wikidata5m and
PrimeKG specifications.

Model Quantization
Wikidata PrimeKG

Baseline Vanilla Distractor Baseline Vanilla Distractor

Gemini-1.5-Pro - 0.87 [0.80, 0.89] [0.64, 0.75] 1.00 [0.97, 1.00] [0.92, 0.98]

GPT-4o - 0.88 [0.80, 0.89] [0.62, 0.74] 0.99 [0.97, 1.00] [0.85, 0.95]

Gemini-1.5-Flash - 0.81 [0.72, 0.83] [0.43, 0.56] 0.99 [0.96, 0.99] [0.89, 0.96]

Phi-3 (14B)
fp16 0.63 [0.54, 0.66] [0.33, 0.45] 0.98 [0.93, 0.98] [0.75, 0.85]
4bit 0.63 [0.52, 0.65] [0.30, 0.42] 0.95 [0.92, 0.97] [0.71, 0.81]

Llama (11B)
fp16 0.61 [0.50, 0.63] [0.33, 0.45] 0.97 [0.91, 0.97] [0.84, 0.92]
4bit 0.54 [0.45, 0.57] [0.29, 0.41] 0.94 [0.88, 0.95] [0.79, 0.88]

Phi-3 (3B)
fp16 0.58 [0.50, 0.61] [0.32, 0.45] 0.92 [0.85, 0.92] [0.70, 0.81]
4bit 0.57 [0.48, 0.60] [0.29, 0.41] 0.89 [0.83, 0.91] [0.74, 0.83]

Qwen3 (4B)
fp16 0.65 [0.57, 0.68] [0.38, 0.50] 0.97 [0.93, 0.98] [0.80, 0.89]
4bit 0.59 [0.52, 0.63] [0.33, 0.45] 0.93 [0.88, 0.95] [0.74, 0.84]

Gemma3 (4B)
fp16 0.56 [0.48, 0.59] [0.30, 0.42] 0.93 [0.86, 0.93] [0.68, 0.79]
4bit 0.50 [0.43, 0.54] [0.26, 0.38] 0.89 [0.80, 0.89] [0.62, 0.73]

Llama (3B)
fp16 0.51 [0.43, 0.55] [0.27, 0.39] 0.87 [0.80, 0.89] [0.70, 0.80]
4bit 0.46 [0.39, 0.51] [0.24, 0.35] 0.84 [0.73, 0.83] [0.63, 0.73]

Llama (1B)
fp16 0.38 [0.30, 0.41] [0.22, 0.33] 0.48 [0.43, 0.56] [0.39, 0.52]
4bit 0.34 [0.27, 0.38] [0.20, 0.31] 0.38 [0.33, 0.45] [0.28, 0.40]

model size. We observe that larger models, like Gem-
ini and GPT, have significantly higher bounds than
those for smaller models, like Phi-3, Llama, for specifi-
cations over both KGs. The lower bounds of the larger
models are higher than the upper bounds of the smaller
models, suggesting a paradigm shift in reading compre-
hension capabilities (especially for Gemini-1.5-Pro and
GPT-4o). However, as the larger models are closed-
source, we are unaware whether the enhanced reading
comprehension capabilities could be due to specialized
training or fine-tuning techniques applied on the mod-
els. We can establish model performance hierarchies
using the certificates with high confidence. Specifically,
higher lower bound of a model than the upper bound
of another model (e.g., Gemini-v1.5-Pro vs Llama 11B
for all settings), indicates superior performance of the
former in the worst case with high confidence.

SOTA LLMs are susceptible to distractors. Our
results indicate that Vanilla specifications are easier
and lead to higher certification bounds. Distractor
specifications are challenging for all models, leading to
upper bounds that are consistently lower than the lower
bounds for the Vanilla setting. This suggests suscepti-
bility of SOTA LLMs to natural noise in prompts. Even
larger models such as Gemini-1.5-Pro, which show close
to perfect performance in the baseline and Vanilla case
(for PrimeKG only), can be incorrect with distractors,
showing the nontrivial effects of noise.

Benchmarking partially evaluates performance.
Baseline scores of all models approach or surpass av-
erage certification upper bounds, suggesting inflated
performance estimates in benchmarking. For example,

contrary to certification bounds for PrimeKG’s distrac-
tor specifications, Phi-3 (14B) outperformed Llama
(11B). Such findings emphasize the need for more re-
liable evaluation methods grounded with statistical
guarantees. In contrast, certificates prevent incorrect
comparisons between models with similar performance
(e.g., Phi-3 14B and Llama 11B and respectively be-
tween their 4-bit models for Vanilla specifications) by
showing overlaps in their certification bounds.

Quantization degrades performance. We see that
higher quantization deteriorates model performance on
reading comprehension, contrary to prior works like
Jin et al. (2024) suggesting that 4-bit quantization can
retain model’s knowledge and reasoning capabilities.

3.2 Case studies

We qualitatively analyze certificates for PrimeKG spec-
ifications. We discuss similar case studies for Wiki-
data5m specifications in Appendix F. First, we identify
the vulnerabilities of SOTA LLMs to distractor texts
in Figure 3. We see consistent occurrences of incorrect
model responses with distractors and not otherwise.
The models often output the entities mentioned in the
distractor texts as close-by answers and not the exact
correct answers, which are both described in the con-
text and given in the options. This demonstrates the
vulnerabilities of SOTA LLMs and the risks posed by
their deployment in critical applications. Additionally,
we show the responses of 3 models in Appendix G,
Figure 12 — Phi-3 (3B), GPT-4o, and Gemini-Pro,
obtained when certifying them for the Distractor spec-
ification. The samples reflect the certification bounds,
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Figure 3: Negative effects of distractors on LLM performance for answering queries from same DAGs (correct
and wrong answers in green and red respectively).

showing the performance hierarchy across the models.
Certificates can be used to select the best models for
critical applications.

3.3 Summary of ablation results

We detail an extensive ablation study in Appendix E.
Our results indicate certification bounds are highly
robust to few-shot example counts, distractor distri-
butions, and moderate system prompt modifications.
As expected, higher decoding temperatures monotoni-
cally decrease performance by inducing hallucinations.
Structured reasoning (Tree of Thoughts and Chain of
Thought) in the target LLM’s responses consistently
improves bounds at the cost of increased token genera-
tion. Furthermore, performance predictably decays and
converges as reasoning path length (k < ρ) increases in
individual queries upto the maximum length ρ, though
larger models show stronger resilience. Lastly, 250 sam-
ples are sufficient to develop stable certification bounds,
with more samples yielding diminishing returns.

4 RELATED WORKS

In-context learning. As LLM context windows in-
crease (Gemini Team, 2024; Chen et al., 2023; Dubey
et al., 2024), more information can be provided in the
prompts (Brown et al., 2020; Qu et al., 2024). In-
context learning is the emergent behavior (Wei et al.,
2022; Lu et al., 2024) in which LLMs become proficient
at a task with demonstrations in prompts. We use
in-context learning and few-shot examples to enhance
LLMs’ reading comprehension.

Benchmarking LLMs. Several benchmarks have

been proposed to study reasoning (Huang and Chang,
2023; Plaat et al., 2024; He et al., 2024; Zha et al.,
2021), arithmetic (Yuan et al., 2023; Song et al., 2024),
planning (Pallagani et al., 2023; Valmeekam et al.,
2023), and question-answering (Yang et al., 2018; Welbl
et al., 2018; Perevalov et al., 2022) in LLMs. These
benchmarks provide empirical insights and trends of
LM performance. However, they use static datasets and
not guaranteed to generalize. Certification provides
guarantees on the scope (defined by specifications) and
confidence of the claims, as shown in this work.

Neural network certification. There is a long-line of
research on formally certifying neural networks. Most
prior works (Singh et al., 2019; Wang et al., 2021a;
Katz et al., 2017; Li et al., 2022; Baluta et al., 2021)
focus on local robustness properties, whereas read-
ing comprehension over diverse and distinct questions
derived from large knowledge graphs is a semantic
property, which goes beyond standard notions of ro-
bustness. This property has not been formalized as
a specification in prior work, a necessary prerequisite
for certification. Moreover, existing certifiers require
white-box model access and do not scale to LLMs with
billions of parameters and complex non-linearities. Re-
cent work on LLM certification has developed novel
statistical certification methods for practical proper-
ties such as fairness (Chaudhary et al., 2024), safety
of multi-turn dialogue (Wang et al., 2025), and agen-
tic tool-selection robustness (Yeon et al., 2025). We
extend this line of work to reading comprehension in
LLMs using LLMCert-C. Lumos (Chaudhary et al.,
2025) is a recent domain-specific language, specialized
for LLM certification for arbitrary properties.
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CHECKLIST

1. For all models and algorithms presented, check if
you include:

(a) A clear description of the mathematical set-
ting, assumptions, algorithm, and/or model.
Yes

(b) An analysis of the properties and complexity
(time, space, sample size) of any algorithm.
Yes

(c) (Optional) Anonymized source code, with
specification of all dependencies, including
external libraries. Yes

2. For any theoretical claim, check if you include:

(a) Statements of the full set of assumptions of
all theoretical results. Yes

(b) Complete proofs of all theoretical results. Yes

(c) Clear explanations of any assumptions. Yes

3. For all figures and tables that present empirical
results, check if you include:

(a) The code, data, and instructions needed to re-
produce the main experimental results (either
in the supplemental material or as a URL).
Yes

(b) All the training details (e.g., data splits, hy-
perparameters, how they were chosen). Yes

(c) A clear definition of the specific measure or
statistics and error bars (e.g., with respect to
the random seed after running experiments
multiple times). Yes

(d) A description of the computing infrastructure
used. (e.g., type of GPUs, internal cluster, or
cloud provider). Yes

4. If you are using existing assets (e.g., code, data,
models) or curating/releasing new assets, check if
you include:

(a) Citations of the creator If your work uses
existing assets. Yes

(b) The license information of the assets, if appli-
cable. Not Applicable

(c) New assets either in the supplemental mate-
rial or as a URL, if applicable. Not Applicable

(d) Information about consent from data provider-
s/curators. Not Applicable

(e) Discussion of sensible content if applicable,
e.g., personally identifiable information or of-
fensive content. Not Applicable

5. If you used crowdsourcing or conducted research
with human subjects, check if you include:

(a) The full text of instructions given to partici-
pants and screenshots. Not Applicable

(b) Descriptions of potential participant risks,
with links to Institutional Review Board (IRB)
approvals if applicable. Not Applicable

(c) The estimated hourly wage paid to partici-
pants and the total amount spent on partici-
pant compensation. Not Applicable
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A A NOTE FOR PRACTITIONERS

Our work takes the first step towards providing for-
mal guarantees of LLMs’ knowledge comprehension
capabilities, with particular relevance for high-stakes
domains like healthcare. While our framework enables
more reliable LLM deployment through rigorous guar-
antees, these certificates should be viewed as probabilis-
tic bounds rather than absolute guarantees of model
reliability. We anticipate this work will help make
LLMs more trustworthy for safety-critical applications,
although continued human supervision remains essen-
tial. Future work can extend our framework to certify
additional properties like safety and robustness, and
integrate it with knowledge graph construction meth-
ods to handle less structured inputs. With a one-time
effort to construct domain-specific knowledge graphs,
practitioners can obtain reliable insights into the perfor-
mance of LLMs for question-answering and knowledge
comprehension tasks. We release our implementation
to support further research on formal verification of
language models.

B BACKGROUND

B.1 Knowledge graph

A knowledge graph G = (N , E) is a collection of nodes
N representing entities, interconnected by directed
edges E representing their relations (Peng et al., 2023; Ji
et al., 2022). They are commonly used in search engines
to improve the accuracy of responses to user queries.
Hence, big companies develop their own closed-source
knowledge graphs. PrimeKG (Chandak et al., 2023) is
an open-source knowledge graph of precision medicine
consisting of nodes corresponding to diseases, drugs, ef-
fects, etc. PrimeKG describes ∼17k diseases with ∼4M
relations. Wikidata5m (Wang et al., 2021b), another
popular open-source knowledge graph consisting of
5M nodes, is a structured representation of Wikipedia.
Each Wikidata node corresponds to a Wikipedia page,
containing its abstract and a set of aliases that can
synonymously refer to the node. Two nodes (v1, v2),
v1, v2 ∈ N are connected by a labeled edge if there is
a link in the supporting document for v1 to that for
v2. Edge (v1, v2) is labeled by a set of aliases for the
relation between v1 and v2. App. Figure 4 shows a
subgraph of Wikidata5m.

Figure 4: A subgraph of Wikidata5m

B.2 Large Language Models

Large Language Models (LLMs) are autoregressive
causal language models that operate on a vocabulary
V, a set of tokens. LLMs takes a sequence of tokens
x1, ..., xn where xi ∈ V, n > 0 and outputs a probabil-
ity distribution over V to sample the next token xn+1.
These models are pretrained on vast corpora (Liu et al.,
2024) and have shown remarkable capabilities (Tou-
vron et al., 2023; Gemini Team, 2024; OpenAI, 2024).
Numerous benchmarks (Yang et al., 2018; Rein et al.,
2023; Hendrycks et al., 2021) have been developed to
evaluate the performance of LLMs on tasks related to
multi-step reasoning, knowledge comprehension and
question answering. However, there remains a gap in
our theoretical understanding of LLMs’ capabilities.

C VALIDITY OF CERTIFICATION
BOUNDS

In this section, we provide empirical evidence for the va-
lidity of the certification bounds with the user-defined
confidence (95%). We select 10 equally-spaced values
of the true probability of correct LLM response, be-
tween 0 and 1. For each true probability, we generate
1000 Clopper-Pearson confidence intervals, which are
used to form our certification bounds. We calculate
the proportion of the confidence intervals that contain
the true probability and compare with the confidence
level. We show in Figure 5 that the proportion of in-
stances where the confidence intervals contain the true
probability is almost always more than 95%.

D KNOWLEDGE GRAPH AND
QUERY GENERATION

This section details our experimental setup for generat-
ing multi-hop reasoning queries using the Wikidata5m
knowledge graph. We describe the structure of the
knowledge graph, the process of generating random
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Figure 5: Variation in the proportion of Clopper-
Pearson confidence intervals containing the true proba-
bility of correct response

paths, formulating queries, and creating answer op-
tions including distractors.

D.1 Knowledge Graph Structure

Our experiments utilize two knowledge graphs: Wiki-
data5m and PrimeKG, each with distinct characteris-
tics.

D.2 Wikidata5m

Wikidata5m is characterized by rich textual and se-
mantic features:

• Nodes: Each node represents an entity and is
accompanied by a descriptive text paragraph that
provides contextual information about the entity.

• Edges: Relationships between entities are repre-
sented as edges.

• Text Paragraphs: Each node contains an asso-
ciated text paragraph that that often provides at
minimum information relevant to its relationships
with other entities.

• Aliases: Each node and each edge has a set of
aliases associated with them which are just differ-
ent names for them.

D.2.1 Preprocessing the wikidata5m
knowledge graph

To ensure the generation of unambiguous queries and
support the certification process, we preprocess the
wikidata5m dataset.

1. Relation Filtering: We remove relations such
as ’instance of’, ’subclass of’, and ’part of’ due
to their inherent potential for ambiguity in query
formulation.

2. Relevant Information Extraction for edges:
To ensure the relevance of relationships in the

knowledge graph, we require textual evidence for
each edge. When entity A is related to entity B, we
identify specific sentences in the descriptive text of
either entity that explicitly mention any alias of the
other entity. We assume these sentences support
the relationship’s existence. These sentences are
then linked to the edge, providing context that can
be used to answer queries about the relationship.
This approach ensures that the knowledge graph
contains valid relationships and the specific text
that justifies them, enhancing the available context
for further analysis. If we find no supporting text
for an edge, we drop that edge from the knowledge
graph.

3. Unicode to ASCII:For consistency within our ex-
periments, we convert all text containing Unicode
characters into their respective ASCII approxima-
tions.

D.3 PrimeKG

PrimeKG presents a more streamlined structure:

• Nodes: The graph consists of nodes representing
entities, but unlike Wikidata5m, nodes do not
contain accompanying descriptive text.

• Edges: Similar to Wikidata5m, edges denote re-
lationships between entities.

• Aliases: Each node and edge is associated with
exactly one alias, providing a single alternative
name rather than multiple variants.

D.3.1 Preprocessing the PrimeKG knowledge
graph

The PrimeKG dataset requires several key transforma-
tions to align with our experimental framework.

1. Converting to a Directed Graph: We con-
vert PrimeKG’s undirected structure to a directed
graph by creating bidirectional edges. Each origi-
nal edge generates two directed edges with labels
incorporating the target entity’s type (e.g., an
undirected treatment edge between a drug and
disease yields ”treat (drug)” and ”treat (disease)”
directed edges).

2. Enriching Entity Representations:We aug-
ment entity representations by prepending type
information to each entity’s alias, maintaining a
single alias per node to preserve medical precision.

3. Generating Supporting Text: To address
PrimeKG’s lack of contextual information, we gen-
erate descriptive text for each edge using templates
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tailored to the entity types and relationships (e.g.,
”entity 1 is relation name for entity 2”). Implemen-
tation details are available in the accompanying
code.

4. Standardizing Character Encoding: All text
is converted to ASCII format, matching the Wiki-
data5m preprocessing pipeline.

D.4 Query Generation

Query generation follows a two-phase process: (1) DAG
generation according to the knowledge graph structure
and specifications, and (2) transformation of the DAG
into a natural language query. The specifics differ be-
tween Wikidata5m and PrimeKG due to their distinct
structures and certification requirements.

D.4.1 Wikidata5m

For Wikidata5m, we generate linear DAGs (paths)
from specified pivot nodes. This approach enables
focused testing of an LLM’s knowledge comprehension
capabilities through a chain of relationships. In this
case therefore Nsource has only one node the pivot node,
v0. Then we simulate the algorithm 2 and sample a
path for our query generation.

From the pivot node v0, we construct a local subgraph
G(v0) containing all paths Nv0 originating from v0.
This local subgraph construction serves two purposes:
efficient path sampling and enforcement of the ρ con-
straint from Algorithm 1. We set ρ = 5 as longer paths
often lose semantic coherence in knowledge comprehen-
sion queries.

Within G(v0), we generate paths through a randomized
sampling process:

1. Sample path length kchoice uniformly from {1, . . . , ρ},
following line 1 in Algorithm 2

2. Generate path through iterative node sampling: -
Start with N = [v0] - At each step i, sample next node
according to distribution D (defined in line 1):

vi+1 ∼ D([v′ | (vi, v′) ∈ E ∧ v′ ∈ G(v0)])

where vi is the current terminal node of N

To ensure well-defined queries per Definition 2.2, we re-
quire path uniqueness: following the relation sequence
of N from any node must lead to at most one target
node. This constraint ensures |N ′

sink| = 1 as specified
in Definition 2.2, while preserving the natural graph
structure where nodes may have multiple edges with
the same relation to non-path nodes. Additionally, this
approach prevents queries with multiple valid answers,

which would complicate the evaluation of the language
model’s performance. It’s important to note that this
uniqueness constraint applies only to the specific path
being generated. Nodes within the path may still have
multiple edges with the same relation type to other
entities not on the path. This allowance maintains the
natural complexity of the knowledge graph structure,
where entities can have multiple relationships of the
same type with different entities.

The complete path generation process is detailed in
Algorithm 4, which implements the path sampling com-
ponent of sampleDAG used in lines 2-3 of Algorithm 2.

The pseudocode for the path generation algorithm is
specified in 4

Algorithm 4 Random Path Generation

1: Input: Graph G, Integer k, Vertex source
2: Output: path
3: path len← RandomInteger(1, k)
4: path← None
5: while path is None do
6: path← DFSPath(G, source, path len)
7: if not IsUnique(path) then
8: path← None
9: end if

10: end while
11: Return path

Query Formulation: Once a valid path N is gen-
erated, we convert it into a query string. This process
aligns with line 3 in Algorithm 1. The query is con-
structed by sampling aliases for each node and rela-
tion in the path. For example, a path N = [A,B,C]
might be converted to a query ”sampled alias(A) →
sampled alias((A, B)) → sampled alias(B) → sam-
pled alias((B, C)) → ?”. Here the tuple of two nodes
represents their edge. The aliases are sampled ran-
domly from a discrete uniform distribution over the
available aliases for a node or an edge.

Example Query Generation To illustrate our
query generation process, consider the scenario of a
path in our subgraph as shown in 6.

Our algorithm would construct the following query
from the path presented in 6:

“Chandler Bing→(actor)→(birth date)→?”

This query requires the LLM to reason through two
hops in the knowledge graph:

1. Identify the actor who played Chandler Bing
(Matthew Perry)
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Figure 6: Potential Path in a Subgraph where Pivot is
Chandler Bing

2. Find the birth date of Matthew Perry (19 August
1969)

This example demonstrates how our query generation
process creates questions that require multi-hop reason-
ing, leveraging the structure and relationships within
the knowledge graph.

D.4.2 PrimeKG

For PrimeKG, each certificate is defined by a refer-
ence DAG Gref = (Nref , Eref ) that encodes a specific
clinical reasoning pattern. Following Algorithm 3, we
generate isomorphic DAGs G′ that preserve the struc-
ture and relation types of Gref while varying the specific
entities.

Formally, for a given Gref , we sample DAGs G′ such
that there exists a bijection ϕ : Nref → N ′ pre-
serving: 1. Edge structure: (v1, v2) ∈ Eref ⇐⇒
(ϕ(v1), ϕ(v2)) ∈ E ′ 2. Relation types: (v1, v2)A =
(ϕ(v1), ϕ(v2))A

We define nine core reference patterns capturing com-
mon clinical reasoning chains:

• Which drug is a contraindication for #disease A#
and indication for #disease B#, when patient has
both diseases?

• Which drug can be used as indication for ¡disease
A¿ and is atleast an off-label use drug for #disease
B#?

• Which drug can be used as an indication for #dis-
ease A# and is an indication for #disease B#?

• Which drug is an indication for #disease A#
and interacts synergistically with the treatment of
#disease B#?

• Which drug targets #genes/proteins(RIDR33)#
associated with #disease(RIDR38)#?

• Which disease is contraindicated by drug indica-
tion #drug A# for #disease A#, which both show
#effect/phenotype A#?

• Which disease is treated with #drug A# but con-
traindicated with #drug B#?

• Which drug can be used to treat a disease caused
by exposure of #exposure A#?

• Which disease can be a diagnosis for the following
phenotypes - #list of phenotypes#?

For each reference DAG Gref , we implement spe-
cialized sampling functions that generate isomor-
phic DAGs while respecting PrimeKG’s medical do-
main constraints. These functions implement the
generateIsomorphisms procedure from Algorithm 3
as follows:

1. Type constraints: Each node v ∈ Nref specifies
required entity types (e.g., DRUG, DISEASE) 2. Rela-
tion constraints: Each edge e ∈ Eref requires specific
medical relationships (e.g., treatment a.k.a. indication,
advised against a.k.a. contraindication) 3. Clinical
validity: Additional constraints ensure sampled DAGs
represent valid clinical scenarios

For implementation details of these specialized sam-
pling functions, see the discovery functions in our code-
base.

Query Formulation: For a sampled DAG G′, we
generate natural language queries using predefined tem-
plates τ (line 4 in Algorithm 1). Each certificate has a
minimum of 5 semantically equivalent templates that
vary in:

1. Syntactic structure: ”Which drug treats X and Y?”
vs. ”Find a medication indicated for both X and Y” 2.
Clinical terminology: ”contraindication” vs. ”should
not be used with” 3. Question framing: Direct vs.
scenario-based queries

D.5 Prompt Construction

The final prompt is constructed using a template
applied to the query. This process involves several
steps, each addressing specific requirements:

• Query Formulation: Convert the generated path
into a query string as described earlier.

• Context: This is the supporting text we provide
the LLM to answer the query correctly. We addi-
tionally trim the context to fit within the LLM’s
context length limits.
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• Few-shot Examples: Include examples to guide
the LLM in understanding the query format and
expected answer structure.

• Answer Options Generation: Create a set of possi-
ble answers, including the correct one. The LLM
has to choose one of these options as the correct
one.

• Distractors: In the distractor setting, we need to
find distractors for the query which need to be
included in the prompt.

These inclusions ensure that the prompt is compre-
hensive, fits within model constraints, and provides
sufficient guidance for the LLM to generate accurate
responses. We also provide information on the aliases
used and the entities they correspond to in the prompt,
to ensure that the LLM knows about the alias.

D.5.1 Distractor Selection

Following Definition 2.3, we implement distinct dis-
tractor selection strategies for each knowledge graph
structure to create challenging evaluation scenarios.

Wikidata5m Linear Paths For a path N =
[v1, ..., vk], we select distractors through weighted sam-
pling based on path position:

1. Distractor Identification: For each node vi ∈ N :
- Find candidate distractors Di = {ṽ | (vi, ṽ) ∈ E ∧ ṽ /∈
N} - Filter to preserve relation type: D′

i = {ṽ ∈ Di |
∃j > i : (vi, ṽ)A = (vi, vj)A}

2. Position-based Weighting: Assign weights to
ṽ ∈ D′

i:

w(ṽ) = i/|N |

This weights distractors near path end higher, as for-
malized in Algorithm 6.

PrimeKG DAG Structure For reference DAG Gref
and its isomorphic instance G′, we:

1. Include all valid distractors in context:

D = {ṽ | ∃v ∈ N ′ : (ṽ satisfies Definition 2.3)}

2. Ensure answer options contain at least one distrac-
tor:

options = {N ′
sink} ∪ {d ∼ Uniform(D)} ∪Others

This flexible approach demonstrates how our framework
is easily adaptable to different kinds of queries.

D.5.2 Answer Options

After formulating the query, we generate a set of answer
options. This set includes:

• The correct answer: The last entity in the gener-
ated path.

• Other entities in the path.

• Related entities: Entities that share some edge
with nodes in the path but are not part of the
path.

• Distractors: A distractor is a node in the knowl-
edge graph G that shares a relation with a node
in the path, mirroring the relation that continues
the path, but the distractor is not itself part of
the path. For a formal definition, refer to Defini-
tion 2.3. These are only included in the options
in the distractor setting.

The process of generating answer options is detailed
in Algorithm 5. In the algorithm, we sample answer
options from the set described above. The answer
option algorithm assumes that distractors are input in
a list according to the order of preference. Another
important note is that for primeKG, we try to ensure
that all options are of the same type as the correct
answer to prevent the LLM from easily eliminating
wrong options.

Algorithm 5 Generate Answer Options

1: Input: correct ans, distractors, path entities,
random entities, Graph, min num options

2: Output: options
3: options← [(correct ans] ∪ distractors
4: Add path entities to options
5: Add random entities from random entities to

options
6: Return Shuffle(options[: min num options])

D.6 Context Trimming

To address the input length limitations of various
LLMs, we implement a context trimming procedure.
Including all text associated with each node in a reason-
ing path can result in excessively long contexts. Our
procedure aims to preserve the most relevant informa-
tion from the knowledge graph and supporting texts
while respecting each model’s maximum input length.
This involves identifying relevant sentences per edge
in the graph and then trimming the context for each
query based on this information.
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Algorithm 6 Get Best Distractor

1: Input: Graph G, Path N
2: Output: best distractor
3: D ← [] {List of distractors}
4: W ← [] {Weights for distractors}
5: for i← 0 to len(N ) −2 do
6: v ← N [i]
7: N ← GetNeighbors(G, v)
8: N distractors← FilterDistractors(N , v, N )
9: Extend D with N distractors

10: Extend W with [i+ 1] ∗ len(N distractors)
11: end for
12: if D is not empty then
13: Return WeightedRandomChoice(D, W )
14: else
15: Return None
16: end if

D.6.1 Finding Relevant Sentences per Edge
(Wikidata5m)

Each node in the Wikidata5m knowledge graph has
associated textual support for its relations. We uti-
lize this textual information to provide query-relevant
context. We need to determine the relevant informa-
tion from the textual supports for each edge as this
would help us trim the contexts accordingly. For each
edge (u, v) in the knowledge graph used in the query
or answer options generation, we perform the following
steps:

1. Collect Aliases and Text: We gather aliases
and the associated text paragraphs for both nodes
u and v.

2. Split into Sentences: We split the text para-
graphs of u and v into individual sentences using
NLTK.

3. Identify Relevant Sentences: We identify sen-
tences that explicitly link the two nodes. A sen-
tence from u’s text is considered relevant if it
contains an alias of v, and vice versa.

4. Discard Edges without Relevant Sentences:
If no relevant sentences are found for an edge, it
is deemed unsupported and is discarded from the
graph.

5. Prepend First Sentence: To ensure the entity’s
primary name or common alias is included, we
prepend the first sentence of each node’s text to
its list of relevant sentences.

D.6.2 Relevant sentences per Edge PrimeKG

As we synthetically generate data for each edge in
PrimeKG, we already have a sentence that corresponds
to an edge in primeKG. So no further processing is
needed.

D.6.3 Trimming to Fit Context Length

When constructing the final prompt for the LLM,
we prioritize including the most relevant information
within the model’s context length limit. Therefore we
need to trim the context according to the LLM’s con-
text limit. We use the following procedure (detailed in
Algorithm D.6.3):

1. Create Sentence Lists: We create three lists of
sentences:

• Sall: Contains all sentences from the text
paragraphs of nodes involved in the query
and answer options.

• Squery: Contains all relevant sentences for the
edges that constitute the query path.

• Soptions: Contains all relevant sentences for
the edges used to generate the answer options.

2. Construct the Final Context:

(a) We prioritize including all sentences from
Squery as they are directly related to the
query.

(b) Next, we add as many sentences from Soptions

as possible, given the remaining context
length limit.

(c) Finally, we fill the remaining space with sen-
tences from Sall that have not been included
yet, ensuring no sentence is repeated.

Algorithm 7 Context Construction

1: Input: Sall, Squery, Soptions, Lmax

2: Output: Ctrimmed

3: C ← Squery

4: ASSERT TokenizedLength(C) ≤ Lmax

5: Sseen ← UniqueSet(C)
6: for each s in Soption+Sall do
7: if s /∈ Sseen and TokenizedLength(C + s) ≤

Lmax then
8: C ← C + s
9: Add s to Sseen

10: end if
11: end for
12: return C as Ctrimmed
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Vanilla Setting Note: In the vanilla setting, we
only want to check simple knowledge comprehension
abilities of LLMs, so if our DAG used to create a query
has an edge type (alias), we ensure that the provided
context trims any sentences which are in the relevant
sentences of the same edge type has any edge type
in the DAG. In distractor setting, there is no such
constraint.

D.7 Few-Shot Examples

To guide the LLM towards the desired response format
and demonstrate the reasoning process, we include 2
few-shot examples in the prompt (common across all
prompts to all models). These examples provide a clear
illustration of how to approach the knowledge compre-
hension task. We investigate the impact of varying
number of few-shot examples on LLM performance in
Appendix E. We use the following few-shot examples
for wikidata5m:

Few Shot Examples

Common Context: entity B is the son of
entity A. entity E is the sister of entity A. en-
tity B leads entity C. Entity D is a member of
Entity C. Entity D is a friend of entity E. en-
tity E has mother entity F who likes the services
of entity C.

Question 1: entity A → (father of) →
(leader of) → ?
Options: 1. entity F, 2. entity C, 3. entity D,
4. entity E, 5. entity B
Answer: 2. entity C
Explanation: entity A → (father of) en-
tity B → (leader of) entity C
How to get answer: Find who entity A is father
of to get entity B, then find what B is the leader
of to get entity C.

Question 2: entity B → (chief of) →
(constitutes) → (companion of) → ?
Options: 1. entity F, 2. entity C, 3. entity D,
4. entity E, 5. entity A
Answer: 4. entity E
Explanation: entity B → (chief of)

entity C → (constitutes) entity D →
(companion of) entity E
How to get answer: Find what entity B is the
chief of to get entity C, find what entity C con-
stitutes to get entity D, then find the companion
of entity D to get entity E.

We use the following few-shot examples for primeKG:

Few Shot Examples

Common Context: (drug) entity A has side
effects: effect 1, effect 5. (disease) entity C
has contraindication relation to (drug) entity E.
(disease) entity C is indicated for (drug) en-
tity A. (drug) entity D has side effects: effect 2,
effect 3, effect 4. (drug) entity D has indica-
tion for (disease) entity C. (drug) entity E has
indication to (disease) entity B. (gene/protein)
entity F is carrier for (drug) entity E. (disease)
entity B is indicated for (drug) entity G.

Question 1: Which drug → (has

indication for) (disease) entity C and
has → (side effect) effect 5 ?
Options: 1. entity F,
n 2. entity E,
n 3. entity D,
n 4. entity A,
n 5. entity B
Answer: 2. entity A
Explanation: entity A has the side effects ef-
fect 5 while it is the indication of entity C, so
answer is entity A.
How to get answer: Find the drugs entity C is
indicated for, which gives us entity A and then
check which of them has the side effect 5.

Question 2: What drugs should be avoided in
(disease) entity C but are indicated for (disease)
entity B?
Options: 1. entity F,
n 2. entity A,
n 3. entity D,
n 4. entity E,
n 5. entity B
Answer: 4. entity E
Explanation: entity B is indicated for entity E
(drug), and entity E has contraindication to
entity C.
How to get answer: find the drugs entity B
is indicated for to get entity E, and entity G.
then find the contraindications of entity C to
get entity E. The intersection of these two sets
gives the answer, which in this case is entity E.

D.8 Final Prompt

The final prompt presented to the LLM is constructed
using a template (same for wikidata5m and primeKG)
that incorporates several key elements:

Trimmed Context [D.6]: The relevant context ex-
tracted and trimmed.
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Query [D.4]: The multi-hop query.

Answer Options [D.5.2]: The generated answer
options, including the correct answer and distractors.

Few-Shot Examples [D.7]: A set of examples demon-
strating the desired response format.

The prompt template is structured as follows:

Prompt Template

{few shot examples}
Actual Query: Given Context: {context}
Answer the question: {query}
answer the question by selecting the correct
answer from the following options:
{options}
The format for beginning your response is:
correct answer: < option number > . <
answer >, because < succinct reason >
follow this exact format and only choose from
the given options

Estimating the number of unique prompts: We
estimate a lower bound on the number of unique
prompts that can be generated from the Wikidata5m
Knowledge Graph (KG) by quantifying the potential
unique queries within the graph. Each query can be
formulated into multiple prompts through variations
in answer presentation, thus making query count a
conservative estimate. We analyzed the 50 subgraphs
employed in our experiments. For each subgraph, we
calculated the number of unique paths(upto the max-
imum path length hyperparameter, ρ = 4) and cal-
culated the number of possible queries for each path
using the number of aliases for each each entity and
relation within a path. This analysis provides an esti-
mate of the unique query generation capacity inherent
in subgraphs in our KG.

The mean number of unique queries was 3.04 × 1015

with a median of 1.24× 1015. The minimum and maxi-
mum observed values were 1.36× 1012 and 1.46× 1016,
respectively.

Importantly, these figures conservatively estimate the
number of unique prompts, as they only consider query
variations and not the diversity introduced by different
answer options. The actual number of unique prompts
is likely significantly larger, making exhaustive enumer-
ation of all possible generated prompts infeasible.

D.9 Response Checker function

We implement a simple response checker function to
evaluate the correctness of the model’s answers. The
function is defined in Algorithm D.9. We write a regular

expression to account for trivial formatting errors like
extra spaces, brackets, incorrect punctuation, etc.

Algorithm 8 Response Checker

1: Input: model answer, correct answer num
2: Output: is correct
3: model answer ← LowerCase(model answer)
4: correct answer num ←

LowerCase(ToString(correct answer num))

5: pattern← SpecializedRegularExpression(”correct
answer: ” + correct answer num)

6: if RegexMatch(pattern, model answer) then
7: is correct← 1
8: else
9: is correct← 0

10: end if
11: return is correct

E ABLATIONS

E.1 Few Shot Prompts

We conduct an ablation study to examine the impact
of varying the number of few-shot examples on Gemini-
Flash’s performance in the vanilla task setting. While
our default configuration uses two few-shot examples,
we extend this analysis to include up to five examples.
Interestingly, we observe no significant variation in
performance is observed across these different few-shot
configurations. The results are presented in Table 2.
This demonstrates that the few-shot examples mainly
inform the model about the structure of the query and
output format effectively within a few samples, and the
response mainly relies on the LLM’s internal reading
comprehension capabilities.

E.2 Effect of Decoding Temperature

We ablate LLM decoding temperature on Gemma-3-
4B-it using PrimeKG specifications with distractors.
As shown in Table 3, average certification bounds de-
crease monotonically as temperature increases. This is
expected: higher sampling randomness induces greater
output variability, increasing susceptibility to halluci-
nations—undesirable for fact-based QA.

E.3 Effect of System Prompt

We evaluate the sensitivity of certification bounds
to system prompt variation on Gemma-3-4B-it using
PrimeKG specifications. Specifically, we augment the
original system prompt with the instruction: “You are
a knowledgeable medical question answering chatbot.”
Table 4 shows that certification bounds remain highly
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Table 2: Certification results for LLMs in vanilla setting with different number of few-shot examples

Model Avg. lower bound Avg. upper bound Avg. accuracy

Gemini-1.5-Flash 2Shot (Default) 0.46± 0.06 0.58± 0.06 0.52± 0.06
Gemini-1.5-Flash 3Shot 0.46± 0.06 0.58± 0.06 0.52± 0.06
Gemini-1.5-Flash 4Shot 0.46± 0.07 0.58± 0.07 0.52± 0.07
Gemini-1.5-Flash 5Shot 0.46± 0.07 0.58± 0.07 0.52± 0.07

Table 3: Effect of decoding temperature on certification
bounds for Gemma-3-4B-it.
Temperature PrimeKG Distractor (Avg LB, Avg UB)

0.0 (0.68, 0.79)
0.2 (0.65, 0.75)
0.5 (0.62, 0.72)

consistent across both vanilla and distractor settings,
varying only minutely, suggesting our framework is
robust to moderate system prompt changes.

E.4 Effect of Prompting Strategy: Tree of
Thoughts

We evaluate certification bounds under Tree of
Thoughts (ToT) prompting on Gemma-3-4B-it using
PrimeKG specifications with distractors (250 random
samples). We prepend the ToT system prompt of Hul-
bert and instruct the model to output its final answer
at the end only. As shown in Table 5, ToT prompt-
ing improves both average lower and upper bounds
over standard prompting, consistent with the expecta-
tion that structured reasoning reduces hallucination in
multi-hop fact-based QA.

E.5 Distractor Distributions

To assess the impact of distractor distribution on model
performance, we implement three distinct distractor
distribution strategies:

1. Tail-weighted: Linearly increasing weights towards
the tail end of the path, prioritizing distractors
near the answer node. This serves as our default
setting.

2. Head-weighted: Linearly increasing weights to-
wards the head of the path, emphasizing distrac-
tors near the query’s starting point.

3. Uniform: Equal probability of selecting distractors
from any position along the path.

We observe no significant differences in either of the
settings. The results are presented in Table 6 below.

Figure 7: Variations in the bounds against the path
lengths across various specifications.

E.6 Model Performances with varying Path
Length

Among our certificates, we have queries of various
lengths. Here we study the effects on models behav-
ior on queries with varying length by considering the
number of hops they require to reason to answer the
query(which is 1 less than the path length). To do so,
we refer to the number of hops to answer a query as k
where 1 ≤ k < ρ.

Varying Setting: In Figure 7 we show plots for vari-
ous specifications for the GPT4o model.

Varying Quantization: In Figure 8 we show plots
when the quantization is varied with the Llama3-8B
model on the shuffle specification and their effects on
performance.

Figure 8: Variations in the bounds against the path
lengths across various quantizations.
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Table 4: Effect of system prompt variation on certification bounds for Gemma-3-4B-it on PrimeKG specifications.

System Prompt Vanilla (Avg LB, Avg UB) Distractor (Avg LB, Avg UB)

Original (0.85, 0.92) (0.70, 0.81)
Original + “You are a knowledgeable
medical question answering chatbot.”

(0.84, 0.92) (0.70, 0.81)

Table 5: Effect of prompting strategy on certification
bounds for Gemma-3-4B-it on PrimeKG specifications
with distractors.

Method
PrimeKG Distractor
(Avg LB, Avg UB)

Standard Prompting (0.68, 0.79)
Tree of Thoughts (ToT) (0.76, 0.85)

Varying Models: In fig 9 we show plots for the shuffle
specification and performance across the models(the
open-source models use fp16 precision).

Figure 9: Variations in the bounds against the path
lengths across various models in the shuffle setting.

In Figure 7, we observe that the performance across
settings converges as k increases and the distractor
setting is most impactful on the performance for k = 2.

In Figure 8, we infer that as k increases the perfor-
mance of the models’ on the task converges across the
different quantizations. We hypothesize this is due to
the increasing complexity of the reasoning task.

In Figure 9, we see that larger models (GPT-4o, Gemini-
Pro) show less severe drop in performance compared
to their smaller models. The figure shows that large
models may have learnt to better apply 1-step reason-
ing for multiple steps when compared to their smaller
counterparts.

E.7 Chain of Thought Prompting

We also conduct an ablation on how Chain-of-
Thought(COT) prompting can affect the performance
of language models on the knowledge comprehension

task. Specifically, we investigate the Phi-3 3B model
(precision: float16) in the vanilla setting with COT
prompting strategy. We augmented our standard few-
shot examples (D.7) with COT steps and added struc-
tured reasoning guidance to the prompt template (D.5):

COT additions to prompt template

Answer in the following the below format:
Let’s solve this step by step: 1) Let’s identify
the starting point and path: - Start: [identify
starting entity] - Path to follow: [break down
the path components]
2) Let’s follow the path: Starting from [entity]
→ [first relationship] → [next entity] → [next
relationship] → [next entity] ... [continue as
needed]
3) Verify our final destination reaches one of the
given options
Therefore, the correct answer is:
<option number>. <option text>

In the vanilla setting, adding COT prompting improved
Phi-3 3B’s performance, with the bounds increasing by
0.11 summarized in Table 7. While we acknowledge
the potential benefits of COT, earlier experiments were
limited due to the significantly increased computational
cost (generating 5-8 times more tokens) and the ex-
penses of COT, particularly with closed-source models
as output tokens are much more expensive.

E.8 Choice of 250 Samples for Certification

In this section we show how increasing sample size
beyond 250 provides diminishing results in certification
stability. We show this variation for the Gemini-Flash
model on the Vanilla specifications in the table below.

F CASE STUDIES FROM
CERTIFYING OVER
WIKIDATA5M

We analyze the certification results, qualitatively. First,
we show the responses of 3 models in Figure 10 — Phi-3
(3B), GPT-4o, and Gemini, obtained when certifying
them for the Vanilla specification defined over a sub-
graph pivoted at the node for ‘Batman Begins’ movie.
The samples reflect the certificates. Next, we identify
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Table 6: Certification results for Gemini-Flash with different distractor distributions

Model Avg. lower bound Avg. upper bound Avg. accuracy

Gemini-1.5-Flash Setting 1 (Default) 0.42± 0.10 0.55± 0.10 0.48± 0.10
Gemini-1.5-Flash Setting 2 0.42± 0.11 0.55± 0.11 0.48± 0.11
Gemini-1.5-Flash Setting 3 0.42± 0.11 0.55± 0.11 0.48± 0.11

Table 7: Certification results for Phi-3 3B with and without COT

Prompting Strategy Avg. lower bound Avg. upper bound Avg. accuracy

No COT (Default) 0.34± 0.05 0.46± 0.06 0.40± 0.05
COT 0.45± 0.08 0.57± 0.08 0.51± 0.08

Table 8: Variation for certification results with increas-
ing samples

Num Questions Low Bound Std Upper Bound Std

50 0.16 0.15
100 0.11 0.10
200 0.07 0.07
250 0.06 0.06

and categorize prominent kinds of model responses. We
frequently see the following failure modes — distracted
and missed relation. In the former, the model gets
deviated from the query by following the distractor
context in its prompt, resulting in an incorrect answer.
In the latter, the model skips some reasoning steps
needed for the final correct answer. In cases of good
reasoning, model accurately follows the query and gives
the correct answer. Figure 11 presents examples of the
aforementioned kinds of model responses for GPT-4o.

G ADDITIONAL CASE STUDIES
FROM CERTIFYING OVER
PRIMEKG

We show the responses of 3 models in Figure 12 —
Phi-3 (3B), GPT-4o, and Gemini-Pro, obtained when
certifying them for the Distractor specification. We see
occurrences of various models having different robust-
ness against distractor information.
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Figure 10: Qualitative analysis of samples used for certifying knowledge comprehension for Vanilla specifications
on the Wikidata5m subgraph pivoted at the node for ‘Batman Begins’ movie. The context provided in the
prompts is not shown for brevity. Wrong model responses are colored red and correct ones are colored green. The
samples are consistent with our results, wherein Phi-3 (3B) has lower certification bounds than GPT-4o’s bounds,
which are lower than those for Gemini-Pro.
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Figure 11: GPT-4o responses showing good reasoning, failures due to distractors or skipped reasoning

Figure 12: Samples from PrimeKG’s Distractor specifications. Full context is omitted for brevity; only distractor
texts are shown. The correct answer is in blue, with wrong/correct responses in red/green. Results match
certificates, where Phi-3 (14B) yields lower bounds than GPT-4o and Gemini-Pro.
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