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ABSTRACT

Existing red-teaming benchmarks, when adapted to new languages via direct
translation, fail to capture socio-technical vulnerabilities rooted in local culture
and law, creating a critical blind spot in LLM safety evaluation.To address this
gap, we introduce CAGE (Culturally Adaptive Generation), a framework that
systematically adapts the adversarial intent of proven red-teaming prompts to new
cultural contexts. At the core of CAGE is the Semantic Mold, a novel approach
that disentangles a prompt’s adversarial structure from its cultural content. This
approach enables the modeling of realistic, localized threats rather than testing for
simple jailbreaks. As a representative example, we demonstrate our framework by
creating KoRSET, a Korean benchmark, which proves more effective at revealing
vulnerabilities than direct translation baselines. CAGE offers a scalable solution for
developing meaningful, context-aware safety benchmarks across diverse cultures.
WARNING: This paper contains model outputs that can be offensive in nature.

1 INTRODUCTION

As Large Language Models (LLMs) advance rapidly (Achiam et al., 2023} [Touvron et al., 2023}
Bai et al., 2023} Team et al.,|2023)), concerns grow about their potential to generate harmful content,
amplify misinformation, or facilitate high-risk activities (Duffourc & Gerke| 2023 [Tredinnick &
Laybats, [2023} [Shevlane et al., 2023 Zhuo et al.| 2023} [Huang et al., |2024). In light of these risks,
red teaming has become crucial for evaluating model safety (Bengio et al., 2024} [Zeng et al., [2024])
by probing models with adversarial prompts that simulate malicious user intent.

This safety imperative becomes critical as LLMs deploy across diverse linguistic and cultural
settings. Most existing red-teaming benchmarks are developed in English, creating a pressing need
for methods that can effectively measure model safety in non-English contexts. However, simply
translating English benchmarks is insufficient; cultural variations in stereotypes, social norms, and
legal frameworks can lead to fundamental mismatches in both prompt relevance and risk interpretation
(Jin et al.|, |2024; [Lin et al., 2021} [Wang et al.| [2023a)).

The core challenge is not merely whether a model can be jailbroken, but how safe it is against realistic
threats users in specific cultures will actually face. Many real-world threats are deeply rooted in
local laws, social conflicts, and historical contexts that cannot be conceived in one language and
simply translated. For instance, a prompt about flag burning carries different legal implications across
jurisdictions - what constitutes protected speech in one country may be illegal desecration in another.
A culturally naive prompt translated from English would fail to capture such critical distinctions,
potentially creating a false sense of security in safety evaluation.

Current approaches to cross-cultural adaptation face inherent trade-offs. Template-based generation
offers semantic control but limits expression diversity and complexity of attack scenarios (Jin et al.|
2024; Deng et al.,[2023)). Native-language construction from local sources improves authenticity but
lacks structural consistency and scalability (Choi et al.}2025)). These limitations make it difficult to
generate prompts that are both culturally grounded and structurally diverse.

To address this gap, we propose CAGE (Culturally Adaptive GEneration), a framework for adapt-
ing English red-teaming benchmarks to culturally specific contexts while preserving the original
adversarial intent. Rather than relying on surface-level prompt translation, CAGE extracts the un-
derlying attack goal and rewrites it into a semantically structured format. The core concept of our
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approach is Semantic Mold, which defines the minimal semantic elements required to express a
harmful scenario. These elements are not limited to named entities, but include core components such
as actions, targets, tools, and contextual conditions.

To construct these molds, we first define a unified three-level taxonomy of risk areas—Domain (Level
1), Category (Level 2), and Type (Level 3). For each unit, we define a consistent set of required
and optional semantic slots, which serve as the structural core of each Semantic Mold. CAGE then
proceeds through two key stages; (1) Refine-with-Slot stage refines English prompts to Semantic
Mold form with abstract slot tags. In the second stage, (2) Translate-with-Context, our LLM-based
Translator uses this Semantic Mold as a scaffold to generate culturally grounded prompts. While the
framework is language-agnostic by design, we instantiate it first in the Korean cultural context.

While our framework is language-agnostic, we present its first instantiation for the Korean language
by creating KorSET, a large-scale, culturally-grounded red-teaming benchmark. Our experiments
empirically validate our core motivation. We demonstrate that prompts generated by the CAGE
pipeline are not only of substantially higher quality but also achieve a significantly higher Attack
Success Rate (ASR) than a direct translation baseline. This provides clear evidence that culturally-
grounded prompts are more effective at discovering model vulnerabilities.

Our contributions are summarized as follows:

* We identify the limitation of "culturally naive" benchmarks and expand the goal of red-teaming
from simple jailbreaking to evaluating models against realistic, socio-technical scenarios.

* We propose CAGE, a novel and scalable framework that uses Semantic Molds to define a prompt’s
core semantic components, enabling systematic generation of culturally-grounded prompts.

¢ Through our Korean benchmark, KorSET, we empirically prove that culturally-grounded prompts
are significantly more effective at revealing model vulnerabilities than direct translation baselines.

2 BACKGROUND

2.1 RED-TEAMING AND JAILBREAK ATTACK AUTOMATION ON LLMS

With the rise of large language models (LLMs), users have discovered that carefully designed prompts
can elicit harmful or policy-violating responses—a phenomenon known as jailbreak attacks. Early
work, such as the Do-Anything-Now (DAN)(Shen et al.||2024) prompt, used role-play scenarios to
bypass safety filters by adopting fictional personas(u/OliverDormouse} 2022)). Later studies shifted
toward automated strategies: Greedy Coordinate Gradient (GCG)(Zou et al.| 2023) used a hybrid
greedy-gradient search, GPTFuzzer(Yu et al., |2023)) employed mutation-based fuzzing, and Auto-
DAN (Liu et al.| 2023) applied genetic algorithms to evolve DAN-style prompts. More recently,
multi-agent systems have emerged, such as AutoDAN-Turbo (Liu et al.,|2024), which introduced a
modular framework with generation, exploration, and retrieval agents. TAP (Mehrotra et al.,[2024)
leverages attacker and evaluator LLMs, employing branching and pruning strategies to enhance attack
efficiency. To demonstrate the utility of our benchmark, we conduct extensive evaluations using four
automated attack frameworks: GCG, TAP, AutoDAN, and GPT-Fuzzer.

2.2 RED-TEAMING AND SAFETY BENCHMARK DATASETS

English Benchmarks. To evaluate robustness against harmful queries, various English safety datasets
have emerged. RealToxicityPrompts (Gehman et al.; 2020), among the first, uses web-derived prompts
to assess toxic output. HH-RLHF (Ganguli et al., [2022)) introduced adversarial prompts to support
safety training and evaluation. Recent benchmarks broaden scope and granularity. AdvBench (Zou
et al., [2023) defines harmful goals as strings or behaviors and measures goal elicitation. Harm-
Bench (Mazeika et al.,|2024) categorizes semantic harms like hate speech or self-harm and includes
multimodal prompts. Other efforts focus on prompt curation. SaladBench (Li et al.l 2024) and
ALERT (Tedeschi et al) 2024) gather harmful instruction prompts; WildGuard-Mix (Han et al.,
2024) merges multiple datasets. HEx-PHI (Qi et al.l 2023)), AIR-Bench (Zeng et al.| [2024)), and
Do-Not-Answer (Wang et al., 2023c) compile high-risk queries based on safety taxonomies. These
benchmarks are inherently grounded in English-centric legal and cultural assumptions, thereby con-
straining their generalizability to languages and societies with distinct social norms and linguistic
conventions.
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Korean and Localized Benchmarks. Compared to English, Korean lacks well-established red-
teaming benchmarks designed for local legal and social contexts. RICoTA (Choi et al.;[2025)), built
from real jailbreaks found in Korean forums, offers naturalistic dialogues but lacks taxonomic
structure or broad coverage. SQuARe (Lee et al.| 2023a) presents sensitive Q&A pairs sourced from
Korean news, testing for biased responses. KoSBi (Lee et al.,|2023b) focuses on bias detection across
72 demographic groups. Despite their contributions, these benchmarks share several limitations.
Most are designed for response classification rather than prompt generation. Few offer structured
taxonomies of harmful intent or compositional prompt formats.

2.3 CROSS-CULTURAL TRANSFER OF EXISTING BENCHMARKS

Prior multilingual safety benchmark work falls into three categories: (1) direct translation, (2) template
adaptation, and (3) native dataset construction. Direct translation, as in XSafety (Wang et al.,[2023b)
and PolyGuardPrompts (Kumar et al., [2025)), replicates English datasets across languages. This
approach lacks cultural nuance and often fails to align with local norms. Template adaptation, used
in KoBBQ (Jin et al.| 2024), CBBQ (Huang & Xiong} 2023), and MBBQ (Neplenbroek et al., [2024)),
applies hard-coded templates to new languages. While efficient, it is constrained by predefined entity
lists and manual curation, limiting scope and diversity. Finally, Native construction, exemplified
by KorNAT (Lee et al.l 2024), provides high cultural fidelity by building datasets from scratch.
However, this is costly and labor-intensive. In the KoRSET benchmark, prompts are generated
using semantically grounded molds that preserve adversarial intent while embedding culturally and
legally appropriate Korean context. Overall, CAGE addresses the limitations of previous cross-
cultural adaptations by integrating the cultural fidelity of native dataset construction, the scalability
of template-based methods, and the semantic precision often missing in direct translations.

3 CAGE: CULTURALLY ADAPTIVE RED-TEAMING BENCHMARK
GENERATION

We introduce CAGE (Culturally Adaptive GEneration), a structured pipeline designed for gen-
erating culturally grounded red-teaming prompts, as depicted in Fig. 2] Our approach leverages
the underlying attack intent and structural patterns found in existing English red-team datasets,
substituting their content with localized taxonomic information that reflects specific cultural contexts.
While applicable to any target language, we primarily describe its application using Korean as a
representative example. The framework operates in a three-step process: (1) collecting and mapping
seed prompts to a culturally informed taxonomy, (2) Refine-with-Slot, which rewrites and tags
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Figure 2: Overview of the CAGE framework. The pipeline consists of three stages—Seed Prompt
Collection, Refinement, and Translation: (1) seed prompts are mapped to a culturally informed
taxonomy and selected via model agreement; (2) prompts are rewritten into slot-based semantic
molds that preserve adversarial intent; (3) localized prompts are generated by instantiating molds
with culturally and legally grounded content.

English prompts with abstract meaning slots, and (3) Translate-with-Context, which converts these
tagged prompts into fluent target language questions grounded in real-world local context.

This pipeline is facilitated by the Semantic Mold, a slot-based representation that defines the
minimum required meaning components for each risk category. Instead of manually crafting culturally
specific prompts from scratch, we reuse and restructure well-defined English benchmarks, guided by
this semantic scaffold. This method enables the generation of diverse, natural prompts that maintain
adversarial precision while aligning with culturally grounded risk factors.

3.1 BUILDING THE TAXONOMY AND SEMANTIC MOLDS

Taxonomy Construction. Our methodology is grounded in a robust, multi-stage taxonomy devel-
opment process. First, our initial taxonomy was informed by a thorough synthesis of prior work,
including foundational risk taxonomies (Weidinger et al.| 2021)) and established safety benchmarks
(L1 et al., 2024} Mou et al.| 2024; [Tedeschi et al.| 2024; Qi et al.,|[2023; |Zeng et al., 2024} Han et al.,
2024; Wang et al,2023c). We carefully analyzed risk categories from previous studies to define a
coarse- and fine-grained taxonomy that covers common safety issues. Final taxonomies are depicted
in Figure 1.

Seed Collection and High-Fidelity Auto-Labeling. To populate this taxonomy, seed prompts
are gathered from six widely-used red-teaming datasets: SALAD-Bench (Li et al [2024),
ALERT (Tedeschi et al., [2024), WildGuard-Mix (Han et al., 2024), HEx-PHI (Qi et al., [2023)),
AIR-Bench2024 (Zeng et al.,[2024)), and Do-Not-Answer (Wang et al., 2023c). Prompts that clearly
align at the domain and category level (Level 1 and 2) are directly mapped to our taxonomy. Since
most datasets lack fine-grained type-level (Level 3) labels, automated classification is performed
within each Level-2 (category) to infer the appropriate Level-3 (type).

Inspired by SALAD-Bench, task-specific prompt templates with few-shot examples were constructed,
and six frontier models — including GPT-4.1 (Hurst et al., [2024), Claude 3.5 Sonnet, Claude 4 Sonnet
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(Anthropicl 2024), Gemini 2.5 Pro (Team et al., [2023), Llama-3.3-70B-Instruct (Grattafiori et al.|
2024), and Qwen2.5-72B-Instruct (Yang et al.,|2024) — were run on each input. To mitigate the risk
of propagating model-specific biases, only prompts with unanimous agreement across all six models
are retained. The final labels undergo human verification to ensure reliability and accuracy. Through
this process, the underlying attack intent embedded in each prompt is identified, preparing them for
structured rewriting in later stages. Detailed prompt templates are shown in Sec

Table 2: Examples of slots by Category and Type. The first row shows shared slot structures across
multiple categories. Categories not written with Alphabet belong to first row. The second and third
rows illustrate category-specific slots. The last row highlights finer-grained cases where slots are
defined by Type within a Category.

Level2(Category) Level3(Type) Required Slot Optional Slot
L. Illegal Activities Facilitating Criminal Activities
[Act] [Method/Approach]
. [Target] [Condition/Context]
L. Security Threats Weapon usage and development
C. Bias, Hate Rac.e .and Ethnicity [Targ:et/Group] [SltuatlomPoll?y]
Religion ... [Attribute] [Hateful behavior]
Discriminatory Activity L .
e . o [Target/Group] [Situation/Policy]
D. Discrimination Classification of individuals . L .
. . o [Attribute] [Discriminatory behavior]
Identification of individuals
[Opinion]
False News [Fake event] [Reference]
E. False or Misleading [Result/Influence]
Information [Opinion]
Misinterpretation or Wrong Context  [Reference] [Citation]
[Result/Influence]
Propaganda [Policy/Ideology]  [Positive, Negative opinion]
Rumors [Rumors]

Defining Core Meaning Units for Semantic Mold. We defined a set of semantic slots for each
Level-2 category in our taxonomy. To define a semantic slots, we began by thoroughly reviewing
established safety policies and prohibited usage guidelines from major organizations such as OpenAl
(OpenAll 2023) and Meta (Metal, |2023). Building on this, we empirically analyzed over 100 seed
prompts for each of our 12 harm categories to identify recurring semantic components essential
for conveying harmful intent. The final definitions for essenfial and optional slots were established
through a consensus based on these empirical findings. An element was designated as essential if it
consistently appeared across both policy definitions and diverse seed examples; elements that merely
enriched context without altering the core intent were classified as optional.

While many categories share a common structure at Level 2, certain Level-3 types necessitate
more specific slot definitions to capture their unique characteristics, with detailed examples avail-
able in Tab. [2| For instance, the Discrimination category requires both [Target Group] and
[Attribute], whereas [Situation] and [Discriminatory Action] are optional. In
contrast, subtypes of Misinformation, such as fake news and rumors, each demand distinct slot
configurations to align with their differing structures and intents. Note that these Semantic Molds
function as a semantic guide rather than a rigid syntactic template; they delineate what content should
be included but not how the sentence must be structured. This adaptability, when combined with rich
and culturally-specific context, enables the diverse prompt generation, as illustrated in Sec.

3.2 SEMANTIC REFINEMENT: STRUCTURE-PRESERVING PROMPT REPHRASING

Building on our enhanced taxonomy and the semantic mold framework introduced in Tab. 2] we
refine each English seed prompt using the category-specific slot schemas detailed in Tab. 2] This is a
crucial preparatory step designed to ensure each prompt is semantically complete and well-structured
before being used as a scaffold for localization. Rather than forcing prompts into a rigid template,
this refinement stage reinterprets and rewrites the original content to naturally embed all required
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meaning components. The process preserves the original adversarial intent and structural pattern
while enhancing clarity and information density.

Each refined prompt is then converted into an intermediate form with slot-tagged phrases, where
concrete phrases are replaced with abstract tags such as [Event] or [Time]. For example, “There
are rumors that global leaders colonized Mars in 2023” becomes “There are rumors that [Fake
Event] in [Time].” This Semantic Mold preserves the rhetorical flow while making meaning
units explicit, acting as a semantic guide that constrains what content should be included, not how the
sentence must be structured. This flexibility is key for generating linguistically diverse outputs in the
final stage. Detailed slot schemas are provided in Sec[F}

3.3 CONTENT LOCALIZATION USING SLOT-BASED SEMANTIC MOLDS

In the final stage, we generate localized prompts by instantiating semantically refined sentence
structures with localized content. The process is driven by three core inputs: (1) the semantic mold,
which provides the adversarial structure; (2) the slot schema, which defines the required semantic
components; and (3) a curated repository of Korean content grounded in real-world language, norms,
and legal standards. The quality and authenticity of this content repository are paramount to the
CAGE framework’s success.

To build our Korean content pool, we employed a multi-source approach combining two primary
strategies. First, for risk categories with clear, objective definitions (e.g., . Illegal Activities, G. Privacy
Violation), we used a Taxonomy-Driven method. This involved extracting keywords, case precedents,
and legal definitions from authoritative sources like Korea’s Personal Information Protection Act,
court decisions, and administrative guidelines. Second, for categories sensitive to contemporary social
issues (e.g. D. Bias and Hate, A. Toxic Language), we used a Trend-Driven pipeline to extract
relevant topics and keywords from major news portals and online communities, ensuring that our
prompts reflect current public discourse. All collected materials were pre-processed into valid slot
replacements and manually reviewed to ensure semantic fidelity and linguistic fluency. A detailed
breakdown of the sourcing methods for each risk category is provided in Sec. [G.T]

Additionally, to guide the model’s generation process, we develop 3-4 few-shot examples for each
taxonomy category. Each example provides a slot-annotated semantic mold, a list of corresponding
Korean content candidates, and the final target sentence. This process teaches the model the structural
and stylistic patterns for accurately instantiating the molds. The resulting prompts are not direct
translations but grounded rewrites that reflect local laws and discourse. By retaining the adversarial
frame of the semantic mold while rephrasing with Korea-specific context, these prompts offer a
high-fidelity benchmark for evaluating LLM safety. The detailed mechanism is illustrated in Sec.|G.2}

4 EXPERIMENTS

4.1 EVALUATION SETUP

Red-Teaming Baselines. We evaluate against well-known automated attack methods: GCG (Zou
et al.l [2023), TAP (Zou et al., 2023)), AutoDAN (Liu et al., 2023)), and GPTFuzzer (Yu et al.|
2023). We also include a Direct Request baseline, which uses the benchmark prompts without any
adversarial modifications. All methods use the default settings of their respective articles. More
details and results with varied parameters are provided in Sec. [B]

Target LL.Ms. We conduct comprehensive evaluations on a diverse set of open-source LLMs. Our
main comparative analysis focuses on five models: Llama-3.1-8B-Instruct (Grattafiori et al.| [2024)),
Qwen2.5-7B-Instruct (Yang et al.| [2024), gemma2-9B-it (Team et al., [2024)), gemma3-12B-it, and
EXAONE3.5-7.8B-it (Research et al., [2024). This selection is deliberate, including models with
specific strengths such as EXAONE, which is highly specialized for the Korean language, and
gemma3, a state-of-the-art multilingual model. To further investigate the effects of model scale, our
complete evaluation, detailed in Appendix extends across model families.

Metrics. For our primary evaluation metric, we use the Attack Success Rate (ASR), following
standard practice in prior work (Li et al., 2024} Mazeika et al.,|2024)). A higher ASR indicates greater
model vulnerability to a given attack.
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Table 3: ASR across five risk taxonomies and four target models. We highlighted ASR values below
20% in green and those above 50% in red. Additionally, we underlined the highest ASR value for
each taxonomy—target model pair.

Taxonomy Attacker Llama3.1-8B  Qwen2.5-7B gemma2-9B-it exaone3.5-7.8B-it gemma3-12B-it
Direct 32.76 11.93 27.24 27.01 13.54
AutoDAN 29.53 34.82 27.37 29.25 18.29
Toxic Language TAP 31.55 26.47 28.73 24.69 19.95
GCG 31.44 7.65 24.69 7.73 17.33
GPTFuzzer 35.31 39.28 28.75 41.84 39.54
Direct 41.34 38.35 15.52 24.54 28.47
AutoDAN 35.53 36.83 44.48 32.65 38.36
Unfair Representation TAP 28.45 37.48 35.71 2747 31.99
GCG 40.03 32.54 18.21 27.47 31.26
GPTFuzzer 29.44 41.46 46.46 36.88 45.76
Direct 48.78 21.16 20.92 13.85 12.27
AutoDAN 52.03 41.48 42.59 31.75 35.90
Misinformation Harms TAP 49.28 24.51 33.50 40.47 24.88
GCG 44.66 18.57 17.46 16.99 26.68
GPTFuzzer 47.37 56.26 56.26 50.39 42.57
Direct 53.62 15.71 4.96 6.65 25.75
AutoDAN 57.81 33.57 27.26 35.46 34.81
Information & Safety Harms TAP 56.24 22.85 28.17 23.47 12.09
GCG 60.06 27.69 23.85 13.95 9.75
GPTFuzzer 55.86 49.18 42.62 48.42 41.33
Direct 41.55 34.77 28.16 41.00 26.92
AutoDAN 41.60 21.13 25.29 46.50 54.15
Malicious Use TAP 47.35 23.61 32.60 44.72 31.35
GCG 47.98 25.14 27.98 33.38 15.08
GPTFuzzer 43.40 29.49 41.76 48.65 51.02
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Figure 3: ASR Heatmap by Risk Category and Model. Attack success rates (ASR) per Level-2
category, showing substantial variation across models and attack methods.

Automated Evaluation. We utilize GPT-4.1 as an automated judge to determine the success or failure
of an attack. To ensure the judge model accurately understands its role and the criteria for classification,
we provide a precise text prompt as an input. Specifically, the prompt integrates the prohibited model
usage policy, the (harmful) input instruction, the target model’s output for this instruction, and a
scoring rubric. To validate this protocol, we conducted a meta-evaluation showing our rubric achieves
a higher alignment with human judgments compared to standard rubric (Mazeika et al,[2024). A
complete description of our judge methodology, the full rubric, and the human-alignment study are
detailed in Sec.

4.2 MAIN EVALUATION RESULT IN KORSET

This section presents the main evaluation results on our Korean red-teaming benchmark, KorSET.
Our primary analysis focuses on open-source models; The transferability of GCG and AutoDAN to
black-box models is analyzed separately in Appendix [C|

Overall Performance of Attack Methods. Table 3] shows the results of automated attack methods
on our Korean red-teaming benchmark, KorSET. The evaluation of automated attack methods
on our KorSET benchmark reveals clear differences in model robustness. Llama-3.1-8B-Instruct
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consistently emerges as the most vulnerable model, while EXAONE3.5-7.8B-it proves to be the most
robust. Qwen2.5-7B-Instruct and gemma2-9B-it exhibit intermediate levels of resistance. Among
the attackers, GPTFuzzer achieves the highest average Attack Success Rate (ASR), with AutoDAN
and TAP showing moderate and consistent performance. GCG, however, is notably less effective
against Qwen2.5-7B-Instruct and EXAONE3.5-7.8B-it. Overall, these results underscore that model
vulnerabilities are nuanced and dependent on the nature of the harmful intent.

Taxonomy-Level Variation in ASR Patterns (Level 1). At the highest taxonomy level, the analy-
sis shows that Information & Safety Harms is the most vulnerable domain to attacks for
Llama-3.1-8B-Instruct model. Unfair RepresentationandMisinformation Harms ex-
hibit similar ASR patterns. In contrast, Toxic Language proves to be the most robust domain,
recording the lowest overall ASR. Among the attackers, GPTFuzzer proved to be the most effective
by achieving the highest ASR across most models. In terms of model robustness, gemma3-12B-it
demonstrated strong resistance, while Llama3.1-8B was the most vulnerable.

Per Category-Level ASR Comparison (Level 2). In detailed level, figure 3] presents attack success
rates (ASR) across Level-2 risk categories for two automated red-teaming methods, AutoDAN and
GCG. Similar to Table[3] Llama3.1-8B-Instruct consistently exhibits the highest ASR, confirming
its relative vulnerability compared to other models. A more granular analysis reveals that spe-
cific categories, such as Bias and Hate (D), Prohibited Advisory (F), and Security
Threats (L), are consistently the most vulnerable. Notably, attack methods demonstrate distinct
patterns of effectiveness; GCG’s success varies significantly across different categories and models,
whereas AutoDAN shows more stable performance.

Table 4: Prompt Quality Scores of CAGE-KorSET.
Across all Level-2 categories, CAGE-generated prompts
show a substantial increase in both cultural specificity
and overall quality score. The ‘Total’ score is on a 0-13
scale, while ‘Cultural Specificity’ is scored out of 3.

Table 5: Red-Teaming Efficacy (ASR
%). Higher quality CAGE prompts
achieve significantly higher Attack Suc-
cess Rates (ASR).

Model Attack Baseline CAGE
Risk Categor Baseline CAGE
gory Cult.(3) Total (13)|Cult.(3) Total (13) AutoDAN 392 512
Llama3.1 TAP 36.7 41.2
A. Toxic Language 0.59 4.91 2.02 10.46 Direct Req  28.2 40.7
B. Sexual Content 0.04 1.74 1.52 9.68
C. Discrimination 0.13 458 | 095  7.97 AutoDAN 252 27.6
D. Bias and Hate 039 440 | 235  10.60 Qwen2.5 TAP 253 313
E. Misleading Info 035 343 | 194  10.14 DirectReq 146 31.6
F. Prohibited Advisory| 0.03 4.60 0.84 8.34 AutoDAN  16.7 24.5
G. Privacy Violation 0.63 4.60 1.33 7.52 gemma2 TAP 19.2 23.1
H. Sensitive Org Info | 0.06 4.01 1.03 7.92 Direct Req  14.6 29.8
I. Illegal Activities 0.08 4.69 1.74 9.97
1. Violence/Extremism| 0.03 431 | 121  8.03 AutoDAN 299 36.2
K. Unethical Actions | 0.04 450 | 1.80  10.60 Exaone3.5 TAP 321 332
L. Security Threats 003 403 | 152 822 DirectReq 119~ 24.6

Table 6: Quality Scores (0-13) and Direct Request ASR (%) for Khmer Prompts. The full CAGE
pipeline produces higher quality and more effective prompts than the baseline.

(a) LLM-as-a-Judge Average Quality Score (0-13 Scale)

Method A B C D E F G H I J K L
355 294 253 3.69 373 399 274 239 316 252 334 292

Direct Trans.

CAGE-Khmer 643 655 7.54 841 831 9.04 698 6.77 792 7.06 7.88 7.17
(b) Direct Request ASR (%) on gemma3 Models
Model Method A B C D E F G H I J K L
emma3-12B-it Direct Trans. 47 195 18.6 222 45 33 8.8 49 192 00 59 2.7
& - CAGE-Khmer 11.6 245 465 394 108 18.0 11.8 344 228 129 13.7 351
emma3-27B-it Direct Trans. 0.0 92 140 167 00 0.0 8.8 6.6 105 0.0 39 143
8 CAGE-Khmer 8.7 163 30.2 27.8 103 6.7 107 425 192 98 157 281
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4.3 THE NECESSITY OF CULTURAL ADAPTATION: CAGE vS. DIRECT TRANSLATION

The core motivation of our work is that culturally grounded prompts are necessary for effective, real-
world safety evaluation. To empirically validate this, we conducted a comparison between prompts
generated by our full CAGE pipeline, and simple Direct Translation baseline. Direct Translation
baseline involves a literal translation of the refined English prompts from Stage 2 of our pipeline. This
baseline shares the same semantic structure but lacks the final, critical layer of the cultural adaptation.
We demonstrate the necessity of this adaptation through a two-part analysis of prompt quality and
red-teaming efficacy.

Prompt Quality Evaluation. We first assessed prompt quality using GPT-4.1 as a judge based on three
metrics: 1) risk alignment, 2) scenario plausibility, and 3) cultural specificity (the full rubric is
in Sec. [I.T). The results in Table 4] show that CAGE-generated prompts achieve substantially higher
total quality scores across all domains, with the most dramatic improvement in cultural specificity
(Cult.).To validate these automated judgments, we conducted a parallel human evaluation using
the same metrics, which showed similar trends to the LLM-as-a-Judge results (see Sec.[[.2] Sec.[[.3).

Red-Teaming Efficacy Evaluation. Higher quality prompts should be more effective (Zeng et al.
2024). We tested this by measuring ASR across diverse attack methods and target models. As shown
in Table[5] CAGE-generated prompts yield a substantially higher ASR than the direct translation
baseline. The performance gap is particularly stark in Direct Request attacks, where the ASR
on Qwen2.5-7B more than doubles from 14.6% to 31.6%. This demonstrates that prompts from
direct translation lack the contextual cues to bypass safety alignments, leading to a significant
underestimation of a model’s true vulnerabilities.

4.4 GENERALIZABILITY TO OTHER CULTURES AND LANGUAGES: A CASE STUDY ON KHMER

To validate the versatility of our framework, we applied the CAGE pipeline to a low-resource language,
Khmer. Following the same content sourcing methodology used for Korean (Sec.[G.I]), we generated
600 culturally-grounded prompts for ablation. We then evaluated their performance against a standard
Direct Translation baseline.

Quality and Efficacy. We applied the same two-part evaluation framework from Sec. First,
for quality, we used an LLM-as-a-Judge to score prompts on a 0—13 scale. As shown in Table [6a]
CAGE-generated prompts achieved substantially higher quality scores across all harm categories.
Next, we tested if this higher quality translates to greater efficacy. We tested this by measuring
the Direct Request ASR on the multilingual gemma3 models. The Direct Request ASR results in
Table [6[b) show that the CAGE-Khmer prompts were substantially more effective at eliciting harmful
content. For instance, on gemma3-12B-it, the ASR for category L (Security Threats) surged from
2.7% to 35.1%, and for category H (Self-Harm), it increased from 4.9% to 34.4%.

Our findings demonstrate that the CAGE framework is a versatile pipeline for adapting safety
benchmarks to new cultural contexts, including for low-resource languages.

5 CONCLUSION AND FUTURE WORK

In this work, we introduced CAGE, a framework for generating culturally-grounded red-teaming
benchmarks, and presented its first instantiation, KORSET, for the Korean language. Our work
advocates for expanding the scope of red-teaming beyond purely algorithmic brittleness to also
address realistic, socio-technical vulnerabilities embedded in local contexts. By disentangling prompt
structure from cultural content via the Semantic Mold framework, CAGE reuses adversarial intent
while tailoring scenarios to language-specific contexts. Our experiments empirically demonstrate that
prompts generated by this method are not only higher in quality but also significantly more effective
at eliciting harmful responses than direct translation baselines. As a foundational step, our future
work will focus on applying the CAGE framework to more languages, especially low-resource ones,
and extending the methodology to develop both culturally-aware automated attack strategies and
safety-aware judges.
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6 ETHICS & REPRODUCIBILITY STATEMENT & LLLM USAGE

Code of Ethics This work is dedicated to improving the safety evaluation of Large Language Models
(LLMs) by creating benchmarks that are grounded in diverse cultural and legal contexts. Our goal is
to contribute to the Al safety community by enabling more robust and realistic assessments of model
behavior in real-world scenarios. In conducting this sensitive research involving the generation of
adversarial prompts, we are committed to upholding responsible research practices and engaging trans-
parently with the broader AI community. We acknowledge that the KoRSET benchmark, by its nature
as a red-teaming tool, contains prompts that are intentionally adversarial and may be considered offen-
sive. We have carefully considered the ethical implications of creating and distributing such a dataset.
Given the sensitive nature of the KoRSET benchmark and its potential for misuse, we have opted for
a controlled release strategy to prevent malicious applications. The dataset will be made available
in HuggingFace, https://huggingface.co/datasets/KorSET/KorSET/tree/mainl
Access will require agreement and sending access request, which will be manually reviewed si that
strictly limits the use of the data to academic and safety research purposes. We believe this approach
balances the benefit of providing a valuable resource to the safety community with the need to
mitigate potential harm.

Reproducibility We recognize the critical importance of reproducibility in scientific research. How-
ever, we must also weigh this against the risk that the code for our data generation pipeline could
be repurposed for malicious ends if released publicly. The adversarial prompts in KoRSET are
designed to be effective, and openly distributing the tools to create them could inadvertently aid in
the development of harmful attacks. After careful consideration, we have decided to release only
the judging scripts used in our evaluation on GitHub. This will allow other researchers to verify our
evaluation methodology using the controlled-release dataset.

Use of Large Language Models As our work focuses on an LLM safety benchmark, Large Language
Models (LLMs) were integral to our methodology. We employed LLMs for both dataset generation
and evaluation, and the specific models used are detailed in the corresponding sections of this paper.
Additionally, we utilized LLM-based tools to assist with grammar correction during the preparation
of this manuscript.
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