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ABSTRACT

Retrieval-augmented diffusion models (RAG-DMs) have gained widespread
adoption across various applications, mitigating the data and compute demands
of conventional diffusion models. Despite the success, their trustworthiness re-
mains largely unexplored. Prior backdoor attacks have focused either on manip-
ulating the image generation phase or on compromising the retrieval phase under
the white-box setting, and they often suffer from knowledge conflicts between
retrieved content and user prompts. To investigate the trustworthiness of black-
box RAG-DMs, we propose the first jointly optimized backdoor (JOB) attack tai-
lored to RAG-DMs under the black-box setting, which can jointly manipulate the
generation and retrieval phases. Specifically, JOB injects a few target-class poi-
soned images into the knowledge base and learns simply a trigger through multi-
objective optimization, guiding retrieval toward poisoned images and aligning the
generated image with the target class while preserving benign performance. Ex-
periments show that our method can effectively attack the black-box RAG-DMs
with a high success rate compared to state-of-the-art methods.

1 INTRODUCTION

Diffusion models (Rombach et al., 2022} Betker et al., 2023 Saharia et al.,[2022) have demonstrated
unprecedented capabilities to generate high-quality images based on text prompts, opening new
possibilities in various fields like artistic creation and scene design (Microsoft, 2022} |(Germanidis),
2023} |Achiam et al., 2023). Despite these successes, training diffusion models demands massive
image—text pairs (Sheynin et al.,2023)) and computational resources (Blattmann et al.| | 2022), which
imposes a heavy burden on ordinary users in terms of data storage and computing budget. To
alleviate these limitations, recent studies (Sheynin et al., 2023} Blattmann et al.| 2022} |Chen et al.,
2023b) have investigated the integration of the retrieval augmented generation (RAG), originally
studied and extensively applied in the field of natural language processing (Borgeaud et al., [ 2022;
Wu et al.| [2022} |Arslan et al.| 2024; Dong et al., [2025).

Retrieval-augmented diffusion models (RAG-DMs) condition the diffusion model on the content
retrieved from external knowledge bases, guiding the generation phase without additional train-
ing. This substantially reduces the reliance on large training corpora and heavy computation while
preserving competitive performance (Blattmann et al.l 2022} Sheynin et al.| 2023)). Although RAG-
DMs have advanced significantly, existing studies (Sheynin et al., 2023 Blattmann et al., 2022;
Chen et al., 2023b) primarily focus on their effectiveness and generalization, leaving trustworthi-
ness largely unexplored. In particular, adversaries can inject poisoned content into knowledge bases
to implant backdoors, highlighting the persistent risks of unreliable knowledge bases. To delve into
the trustworthiness of the RAG-DMs, this research aims to investigate backdoor attacks on the RAG-
DMs, thereby contributing to the development of more robust defensive strategies in the future.

In the field of backdoor attacks for diffusion models, traditional methods (Chou et al., 2023} |Strup-
pek et al.| 2023 Wang et al., 2024} Zhai et al., [2023) typically train diffusion models via gradient
optimization to implant a backdoor to control the generation phase. Unlike traditional diffusion mod-
els, RAG-DMs employ a dual-stage architecture consisting of retrieval and generation phases. Due
to this architectural distinction, conventional backdoor attacks can influence the generation phase but
not the retrieval phase, which greatly limits their effectiveness. To bridge this gap, BadRDM (Fang
et al.,[2025)) introduces a backdoor attack against the RAG-DMs by training the retriever to implant a
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backdoor to control the retrieval phase. However, this approach only manipulates the retrieval phase
and overlooks that the generation phase still faces the knowledge conflict (i.e., the text condition “[T]
+ a dog on the grass” with the retrieved poisoned image labeled as “car”), making the generation
deviate from the poisoned retrieved content. Furthermore, BadRDM assumes the retriever under
the white-box setting, which requires extensive internal details, making it less feasible in real-world
scenarios, particularly for commercial RAG-DMs under the black-box setting (i.e., restricted access
to internal model details ) (Chen et all [2024). Therefore, there is an urgent need to develop more
effective backdoor attacks against black-box RAG-DMs.

In the black-box setting, the internal retrieval mechanism and the image vector knowledge base of
RAG-DMs are not accessible. As a result, the embeddings of poisoned samples may not match
the existing vector distribution of the knowledge base, making it highly unlikely to retrieve these
samples from the large, unknown vector knowledge base. Moreover, the dual-stage design of the
model introduces cross-stage alignment challenges. Even when a poisoned image is successfully
retrieved, the generation stage may still deviate from the intended output due to conflicts between
the textual prompts and the retrieved samples. Therefore, achieving both successful retrieval and
consistent generation with targets is particularly challenging.

To address the challenges above, we propose the first backdoor attack method tailored to black-box
RAG-DMs, namely jointly optimized backdoor (JOB) attack. The key idea behind JOB lies in col-
laboratively optimizing trigger and poisoning strategies under the black-box setting, making both
easy to retrieve poisoned images and effective in driving the generation phase. JOB injects a small
number of poisoned images of the target class into the victim image knowledge base. As shown in
Figure|l| when queries contain both optimized trigger and the target class, the retrieval phase prefers
to return these poisoned images, thereby driving the diffusion model to output results consistent with
the target class during the generation phase. For benign queries without the trigger, the RAG-DMs
maintains its original behavior. To this end, we design a multi-objective optimization for trigger
learning that simultaneously maximizes: (a) the probability of poisoned images being retrieved; (b)
the effectiveness of the poisoned images and triggers in inducing the generated images of the target
class; and (c) the linguistic fluency of the triggered query. Specifically, JOB injects a small number
of poisoned images of the target class into the knowledge base and learns a trigger when attached to
benign queries with the target class, reliably retrieves these poisoned images in the retrieval phase
and guides the diffusion model to generate target-aligned outputs in the generation phase. We treat
the trigger optimization as a word sampling strategy based on reinforcement learning (RL). Our
reward function jointly balances three rewards: retrieval success rate, target-aligned generation out-
put, and language fluency. This joint optimization aligns both the retrieval and generation stages,
increasing the probability of poisoned images being retrieved during retrieval and generating outputs
aligned with the target class. In summary, our main contributions are as follows:

* This study investigates the unique challenges of backdoor attacks for black-box RAG-DMs.
In this paper, we propose JOB, the first backdoor attack against black-box RAG-DMs by
poisoning the image knowledge base with very few poisoned images.

» To facilitate the learning of the backdoor trigger under black-box settings, we propose
a novel multi-objective optimization based on RL for effective retrieval of the poisoned
images from the knowledge base and inducing the generation of target images, while main-
taining the fluency of queries.

* Extensive experiments are conducted to demonstrate the effectiveness of our proposed JOB,
which achieves a high success rate and consistently outperforms competitive methods for
backdooring black-box retrieval-augmented diffusion models.

2 RELATED WORK

Diffusion Models. Diffusion models first demonstrate strong capabilities in unconditional image
synthesis (Ho et al.| [2020; [Lu et al.| 2022} [Nichol & Dhariwall 2021} |Song et al.| 2020). To enable
controllable generation, conditional mechanisms are introduced. Early approaches utilize classifier
guidance (Dhariwal & Nichol, 2021)), which later evolved to leverage CLIP’s multi-modal alignment
for text-guided synthesis (Kim et al., |2022; [Liu et al., [2023). A key advance is classifier-free guid-
ance (Ho & Salimans| [2022)), which integrates conditioning directly into the diffusion process and
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Figure 1: Visualization of triggered query and benign query input into the black-box RAG-DMs.

eliminates the need for external classifiers. This progress scales training to large-scale image-text
datasets (Nichol et all, [2022)) and showcases strong text-to-image performance. Subsequently, nu-
merous representative studies (Bao et al.} 2022} [Chen et al., [2023b; [2023} [Ramesh et al.} 2022}
Rombach et al., 2022} [Saharia et al.,[2022) investigate conditional diffusion models for high-quality
text-to-image synthesis. More related work is in the Appendix [B]

3 PROBLEM FORMULATION

3.1 DEFINITIONS

Retrieval-Augmented Diffusion Models. We define the retrieval-augmented diffusion models as
Mo ¢ ¢, (q), where 0 denotes the parameter of the diffusion model, £ is an encoder that maps the
query prompt g into the embedding space, and &, denotes a k nearest neighbors sampling stratedgy
over the image knowledge base D = {y; }fvzl The knowledge base D typically stores embeddings of
images rather than raw image data, which alleviates storage requirements and accelerates similarity
search. A query prompt ¢ is first encoded by the encoder into the embedding space as e, = £(q).
Then the sampling strategy &, retrieves the k nearest neighbors of e, from the knowledge base D,
measured by a distance function d(e,, ). Formally, the retrieved k nearest neighbors R*) can be
defined as:

R(k) = gk(eqa’D)vR(k) c D, ‘R(k)’ = k. (1)

Finally, the retrieved & nearest neighbors R(¥) are incorporated into the diffusion model via condi-
tioning, thereby guiding the image synthesis process, which can be formally defined as:

Moee(a) = Mo (0] RW) = M (| €x(eq, D). @

3.2 THREAT MODEL

Attack Scenarios. Given the huge budgets to collect large-scale retrieval datasets, individuals or
institutions with limited resources typically rely on downloading external image knowledge bases D,
which are released by service providers on open-source platforms (e.g., Hugging Face@ or hosted
by third-party retrieval services (e.g., Voyage Al E[) However, these third-party providers are not
always rigorously validated, and their knowledge bases may have been maliciously manipulated.
When users integrate these poisoned knowledge bases into their RAG-DMs, the models risk being
backdoored to generate attacker-specified outputs once the trigger is activated.

Attacker’s Goals. The objectives of the attacker can be summarized as follows. (a) When the query
prompt contains the optimized backdoor trigger, the RAG-DMs retrieve poisoned images belonging
to the attacker’s desired target class from the poisoned knowledge bases and subsequently generate
images belonging to that target class. Formally, the attacker aims to achieve:

M@,E,gk (q 2] xt) = MG (q D 2t | §k(g(q ® Sﬁ't), Dpoison)) = Ipoia (3)

"Hugging Face: https://huggingface.co/
2Voyage Al: https://www.voyageai.com/
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where z; denotes the optimized trigger, g & x; represents the operation of injecting the trigger
into the query prompt ¢, and Z,,,; denotes the images belonging to the target class. The poisoned
knowledge base is defined as Dpoison = Deican U Apoison, Where Apoison consists of the poisoned

images inserted by the attacker. Moreover, £, (E(q @ 2¢), Dpoison) = Rgzzson, where R;’Zison is a
subset of A,.is0n and belongs to the target class.

(b) The attacker also ensures that the outputs of clean queries are preserved. Formally, the attacker
aims to achieve:

Mgf,fk (Q) = M9 (q ‘ gk(g(Q)a Dpoison)) = Ibenigna (4)
where Zyenign denotes the benign image belonging to the class of the query prompt ¢ (e.g., “a photo
of [class]”). In this case, £ (£(q), Dpoison) = R where R(®

benign’ benign is a subset of D ey and
belongs to the class of the query prompt.

Attacker’s Capabilities. In contrast to BadRDM (Fang et al., 2025), which assumes that the at-
tacker is capable of fine-tuning the retriever and manipulating the knowledge base, our setting con-
siders a more realistic threat. Specifically, we assume that the attacker has only partial access to
the knowledge base and can inject a limited number of malicious images. This assumption aligns
with practical scenarios where the knowledge base is sourced from or maintained by third-party
providers. Once the user query contains the optimized trigger, the backdoored RAG-DMs retrieve
poisoned images of the target class from the poisoned knowledge base and generate targeted images.

4 METHOD

In this section, we propose a novel framework (i.e., JOB) to optimize a trigger that achieves both
goals of the attacker specified above. As shown in Figure[2] the framework is composed of four key
components, namely poisoned images injection, triggered query construction, pipeline of backdoor-
ing RAG-DMs, and multi-objective optimization. The first component aims to construct poisoned
images aligned with the target class and insert them into the knowledge base, which contributes
to remaining retrievable during the retrieval phase. Subsequently, the triggered query construc-
tion module generates the triggered query by attaching the trigger to diverse benign queries, which
are synthesized by using random templates and random training classes, along with the target class.
This ensures that the optimized trigger works robustly across various inputs. During the pipeline
of backdooring RAG-DMs, the triggered query is fed into the black-box RAG-DM, forcing it to re-
trieve the injected poisoned images and generate the targeted image. Thereafter, the multi-objective
optimization is proposed to jointly optimize the trigger for both effective poisoned image retrieval
and target aligned generation. Notably, we introduce a fluency-aware reward to ensure triggered
queries maintain high readability and coherence while preserving attack effectiveness and robust-
ness. We explain why our trigger optimization strategy effectively backdoors RAG-DMs under the
black-box setting in the Appendix [A]

4.1 POISONED IMAGES INJECTION

The poisoned images injection module aims to generate poisoned images that belong to the target
class and inject them into the knowledge base, which contributes to remaining retrievable during
the retrieval phase. We first specify a target class y (e.g., “banana”), and define the associated
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target prompt as t;,,- = “a photo of y”’. We employ an auxiliary accessible model M, (i.e., Stable
Diffusion v1.5 (Rombach et al., 2022)) to generate a set of candidate images I based on t;4,.. To
ensure that the poisoned images are highly correlated with the target class, we leverage pre-trained
image and text encoders (i.e., CLIP |Radford et al.| (2021)) to obtain representations of candidate
images and the target prompt for calculating similarities. Formally,

si = cos(Ton(tiar), Ven(I)), L €1, (5)

where Ty, (-) and V., (-) denote the text encoder and image encoder of CLIP and I represents the
set of generated candidate images. Here, we align the number of injected poisoned images with
the number of retrieved images. Thus, we select the top-k images with the highest similarity scores
as the poisoned images Z,,; = {I1,I2,...,I;}. Finally, since the knowledge base stores image
embeddings rather than raw images, we insert the CLIP embeddings of Z,,; into the knowledge
base to affect the subsequent retrieval and generation phases.
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Figure 2: Overview of JOB. (a) The auxiliary model M, generates candidate target class images.
We select the top-k most similar as poisoned images and inject them into the knowledge base.
(b) The trigger is initialized and concatenated with diverse benign queries and the target class to
construct the triggered query ¢;. Notably, benign queries are synthesized via random templates and
training classes, which ensure the trigger is universal. (c) The triggered query is fed into the black-
box RAG-DM, prompting retrieval of poisoned images and targeted image generation. (d) Given
Zpoi> Lgen and q;, we encourage ¢ to be closer to Z,,,; to guide the retrieval of Z,,,;, and Z,,,; to be
closer to Z,.,, to guide the targeted image generation, while also considering the fluency of ¢;.

4.2 TRIGGERED QUERY CONSTRUCTION

The triggered query construction module is designed to construct triggered queries by concatenating
the trigger with the target class and diverse benign queries. The benign queries are synthesized using
random templates combined with random training classes, providing various contexts to strengthen
trigger robustness. This design allows the trigger to generalize across various queries and consis-
tently activate the backdoor. Specifically, the trigger x; is initialized via our word sampling strat-
egy based on RL. Then, we randomly select templates 7 = {¢1,%2,...,¢5} and training classes
Cirain = {€1,¢2, ..., Cm } to construct the benign query ¢;. Furthermore, to enhance the stealthiness
of the triggered query, the trigger x; is divided into three parts (i.e, =41, X2, and x;3), which are
inserted into different positions of the benign query. Formally, the triggered query ¢, is expressed as

G =Tyl D@ D T2 DY D 143, 6)

where y denotes the target class and @ denotes the concatenation operation.

4.3 PIPELINE OF BACKDOORING RAG-DMsS

During the pipeline of backdooring RAG-DMs, the goal of the triggered query is to make the re-
triever prioritize the poisoned images aligned with the target class in the retrieval phase and lead the
diffusion model, along with the retrieved images, to guide the diffusion model to generate images
aligned with the target class in the generation phase. In the retrieval phase, the triggered query ¢,
is first encoded by the encoder into the embedding space as e;, = £(g¢). The sampling strategy
&) retrieves the k nearest neighbors from the knowledge base based on e,,, which can be defined
as R(F) = &k (€q,, Dpoison). We hope the retrieved images R*) are poisoned images aligned with
the target class. Finally, in the generation phase, the retrieved images R(*) are incorporated into the
diffusion model via conditioning, thereby guiding the image generation:

Igen =My <Qt | R(k)) =My (Qt | €k(eqt7ppoison))a @)

where My denotes the diffusion model and Z.,, denotes the generated image. We hope the gener-
ated image Z,.,, can align with the target class y.
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4.4 MULTI-OBJECTIVE OPTIMIZATION

Our multi-objective optimization module implements a word sampling strategy optimization based
on RL, which learns robust triggers guided by reward signals from both the retrieval and generation
phases. The goals of the optimized trigger are simultaneously (a) retrieving the poisoned images
associated with the target class from the knowledge base, and (b) guiding the diffusion model toward
generating images aligned with the target class. Specifically, let O denote the token vocabulary. To
increase the readability of triggers and thereby improve the fluency of triggered queries, we restrict
O to an English-only vocabulary. If the trigger is composed of m tokens, our overall search space S
is defined as

S={(ci,ca,...,¢m) | c; €O, Vj=1,2,...,m}, (8)
where each c; is a sampled token from the English vocabulary. We use a policy network to sample
the tokens to create the trigger z; = (c1, ¢, ..., ¢n). The trigger x; can be viewed as an action in

the search space S, the corresponding triggered query ¢; can be viewed as a state, and the RAG-DMs
can be viewed as the environment in RL. When the action z; is applied to the environment (i.e., the
corresponding triggered query ¢; is used to query RAG-DMs My ¢ ¢, ), the policy network receives
a reward, which is then used to update the policy network. Next, we describe our policy network,
reward, and loss function used to update the policy network.

Policy Network. A policy network P defines a probability distribution of actions in the search space
S. We denote by P(x:) the probability of the action x; = (¢, ¢a,. .., ¢m). Moreover, we assume
P(z) = Pler) H;”:Q P(cj|ci,co, -, cj_1), which allows us to efficiently sample the m tokens
one by one using P. Specifically, we sample ¢; based on P(cy); given the sampled ¢y, we sample co
based on P(ca | ¢1); and this process is repeated until ¢,,, is sampled. Following previous work (Shu
et al.,|2020; |Yang et al.| [2020), we use an LSTM with a fully connected layer as a policy network P.

Reward. To achieve reliable backdoor activation, we define a composite reward, including the re-
trieval reward, the generation reward, and the fluency-aware reward. (a) To ensure that the triggered
query ¢, effectively retrieves the poisoned images aligned with the target class, we maximize the
similarity between the triggered query g; and the poisoned images Z,,,; aligned with the target class:

1

Rrag =
e ‘Ipoi|

c08 (Ten (¢t) , Ven (i), )

1;€Tp0i

where T, (+) and V., (-) denote the text encoder and image encoder of CLIP. We compute the av-
erage similarity between the trigger query and all poisoned images to encourage alignment with the
entire poisoned images rather than any single instance. The policy network is updated to increase
this similarity, such that the next sampled trigger constructs a triggered query, which is more likely
to retrieve poisoned images from the knowledge base.

(b) To further enforce that the diffusion model generates images aligned with the target class, we
maximize the similarity between the generated image Z,.,, and the poisoned images Z,,; aligned
with the target class:

1

Ryen = ——
e ‘Ipoi|

CcoS (Ven(zgen)a Ve (Iz)) ) (10)
I,y
where V., (-) denotes the image encoder of CLIP. We also compute the average similarity between
the generated image and the poisoned images to encourage alignment with the entire poisoned im-
ages rather than any single instance. The policy network is updated to increase this similarity,
making the next sampled trigger constructs a triggered query, which is more likely to generate the
image aligned with the target class.

(c) To maintain high readability and coherence with the original texts in each benign query ¢; for
the optimized trigger x;, we propose the fluency-aware reward by maximizing:

T
1 i i
Reon (2) = N2 > logprear, (a” 1ai=")), an
=0

where qgi) denote the i-th token in the triggered query q;, N denotes the operation of normalizing

the fluency score to [0,1], and LL M, denotes a small surrogate LLM (e.g. gpt-2) in our experiment.
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The policy network is updated to increase this score, such that the next sampled trigger constructs a
triggered query, which is more likely to be coherent and less detectable.

Overall, the reward is defined as:
R= Rrag + Rgen + )\Rcoh; (12)

where ) denotes the ratio of the fluency-aware reward. Since the primary objective of our attack lies
in retrieval and generation, coherence plays a minor role, and thus its weight is adjusted accordingly
through A.

Updating Policy Network. Intuitively, if the reward R is smaller, the policy network should be less
likely to sample x;. Based on such intuition, we use the following loss function to update P:

loss = —R - In(P(x)). (13)

We update P using one iteration of gradient descent with a learning rate 7).

5 EXPERIMENTS

5.1 EXPERIMENTAL SETTINGS

Datasets. We randomly select 15 target classes (e.g., “banana’), 100 training classes, and 40 test
classes from ImageNet-1K (Russakovsky et al.,2015]), ensuring no class overlap. Further dataset de-
tails are provided in Appendix|C.1| For the knowledge base, following the previous work (Blattmann
et al.}2022), we employ a cropped version of Openlmages (Kuznetsova et al.,|2020) with 20M sam-
ples as the retrieval knowledge base.

Models. We conduct experiments on two black-box victim retrieve-augmented diffusion models:
RDM (PLMS-based) (Blattmann et al., 2022) and RDM (DDIM-based) (Blattmann et al., |2022)).
Moreover, we test the well-known text-to-image online services: Stability.ai E] and DALL-E 3
They are all equipped with our knowledge base.

Baselines. To verify the effectiveness of our method JOB, we select several SOTA baselines
for backdoor attacks on diffusion models, including Rickrolling-the-Artist (Struppek et al., [2023),
BadT2I (Zhai et al.| [2023)), Personalization (Huang et al., [2024)), EvilEdit (Wang et al., [2024)), and
BadRDM (Fang et al., [2025)). The details of the baselines are provided in the Appendix

Evaluation Metrics. We adopt a set of metrics to evaluate both the attack effectiveness and the
benign performance of the proposed method. Attack effectiveness: (1) ASR-r (Attack Success Rate
for Retrieval): the proportion of triggered queries whose top-k retrieved images from the knowledge
base all belong to the target class. (2) ASR-g (Attack Success Rate for Generation): the proportion
of triggered queries that yield generated images predicted as the target class, computed conditioned
on retrieval success. We employ a pre-trained ViT (Dosovitskiy et al.|[2021)) model to verify whether
the retrieved/generated images belong to the target class. (3) CLIP-Attack: the cosine similarity
between generated images from triggered queries and the text prompt corresponding to the target
class (e.g., “a photo of {c}”) in the CLIP embedding space. Benign performance: (4) ACC: the
accuracy of generated images under benign queries (without trigger), reflecting utility preservation.
(5) FID (Heusel et al., 2017): the Fréchet Inception Distance between the distribution of generated
images and real samples, with lower scores indicating better image quality. (6) CLIP-Benign: the
similarity between benign queries and their corresponding generated images in the CLIP embedding
space, measuring semantic alignment. Further implementation details are provided in the Appendix.

5.2 RESULTS

Attacking on Black-Box Victim RAG-DMs. We evaluate the proposed JOB attack method against
several baselines across black-box victim RAG-DMs: RDM (PLMS-based) and RDM (DDIM-
based). Results are summarized in Table|l| The bolded values are the highest performance. For the
PLMS-based model, JOB significantly outperforms all other methods. Specifically, JOB achieves

3https://stability.ai/
*https://openai.com/index/dall-e-3/
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Table 1: The attack performance of JOB against black-box RAG-DMs.

| | | Effectiveness Functionality-Preserving
Model Method Conference
| | | ASR-r 1 ASR-g 1 CLIP-Attack | ACC 1 CLIP-Benign 1 FID |
Non-attack NeurIPS 2022 - - - 65.93 0.2805 16.22
Rickrolling-the-Artist | ICCV 2023 20.08 30.16 0.2336 50.52 0.2610 21.51
RDM BadTZI . MM 2023 11.25 15.88 0.1961 57.48 0.2639 18.92
(PLMS-based) Personalization AAAT2024 16.53 23.24 0.2110 51.64 0.2503 24.25
EvilEdit MM 2024 | 23.69  33.31 0.2530 48.92 0.2621 20.44
BadRDM arXiv 2025 | 70.51  36.52 0.2672 52.07 0.2652 19.12
JOB (Ours) - 78.90 57.20 0.3012 65.50 0.2803 17.01
Non-attack NeurIPS 2022 - - - 61.88 0.2834 16.28
Rickrolling-the-Artist| ICCV 2023 | 20.37  31.82 0.2387 52.46 0.2628 21.46
RDM BadT2l MM 2023 1562 2073 0.2058 58.24 0.2657 19.34
(DDIM-based) Personalization AAAI2024 | 2148 2761 0.2212 53.37 0.2529 2432
EvilEdit MM 2024 | 27.85  34.42 0.2469 49.73 0.2523 20.01
BadRDM arXiv 2025 | 7536  39.92 0.2708 54.42 0.2667 19.27
JOB (Ours) - 82.05  62.00 0.3014 61.50 0.2815 16.93
Table 2: The attack performance of JOB against Table 3: The ablation study of rewards.
online services.
| Effectiveness
. Component

| Effectiveness | ASRrt ASR-gt CLIP-Attack T PPL |

Model | ASRtT ASR-gT CLIP-Attack T JOB (Ours) | 8205 62.00 03014 36.69

- W/0 Ryag 57.61 38.81 0.2211 37.62

Stability.ai | 74.92 50.64 0.2839 - W/0 Ryen 68.74 55.19 0.2665 38.28

DALL-E 3 60.86 41.87 0.2805 - W/o Reon 73.77 46.55 0.2813 69.15

an average ASR-r score of 78.90% and an average ASR-g score of 57.20%, both far surpassing
competing approaches. For example, compared with BadRDM (the strongest baseline in ASR-g
with 36.52%), JOB improves performance by nearly 20 percentage points. Meanwhile, JOB main-
tains strong functionality-preserving metrics with an ACC of 65.50% and the lowest FID of 17.01,
showing that its attack effectiveness does not compromise the quality of generated content. For
the DDIM-based model, JOB also performs best with average ASR-r score of 82.05% and average
ASR-g score of 62.00%, showing strong performance across different RAG-DMs, while also main-
taining balanced quality-preserving metrics. The reason for JOB’s strong performance is that we
design the attack strategy based on the two-phase nature of RDM, making it more efficient. Overall,
JOB consistently outperforms existing methods in both effectiveness and functionality.

Attacking on Text-to-Image Online Services. We evaluate two popular online services, Stabil-
ity.ai and DALL-E 3, equipped with our poisoned knowledge base, as shown in Table[2] Since these
services do not support direct input of embeddings, we design an intermediate step: given a query,
we first retrieve image embeddings from our knowledge base, then match them with a set of text
embeddings (i.e., 10,000 selected captions from MS-COCO 2014 (Lin et al.,[2014) via CLIP encod-
ing). The matched captions are combined with the query to form an enhanced prompt, which can
then be understood by the online service to generate images. In this way, we successfully convert
embeddings into natural language descriptions. Because of query limits and network delays, we test
on a smaller subset with 5 target classes. Results show that JOB is effective on both systems. Our
method achieves ASR-r score of 74.92% and ASR-g score of 50.64% on Stability.ai, and achieves
ASR-r score of 60.86% and ASR-g score of 41.87% on DALL-E 3. These findings indicate that
JOB works well in real-world online text-to-image systems.

Visualization of Results. Figure [3]and ] present images generated by RDM(DDIM-based) model
using triggered queries and benign queries respectively. More results are shown in the Appendix

5.3 ADDITIONAL EXPERIMENTAL ANALYSIS

Ablation Study. To demonstrate the effectiveness of the multi-objective optimization, we conduct
ablation studies by removing the specific [2,q4, Rgen OF Rcop in our approach. We conduct the
attack on the RDM (DDIM-based) model and an additional metric perplexity (PPL) of the triggered
queries is considered. As shown in in the absence of R4, [R4en Or Reon, the attack performance
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Generated . § L .
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RAG-DMs retrieve relevant images and gen-
erate images that match the queries, indicat-
Figure 3: Visualization results of our JOB. ing minimal attack impact on benign inputs.

of our method significantly decreases, indicating that these three components play a crucial role in
the effectiveness of our attack. In particular, the impact of R, on PPL is more significant.

The Analysis of Distance Measures. We test different distance measures d(e,, -) when retrieving
knowledge from the knowledge base. As shown in the Table[] the choice of similarity metric has a
large impact on attack performance. For both PLMS-based and DDIM-based RDMs, using cosine
similarity achieves the best results. Specifically, it reaches the highest ASR-r scores of (78.90%
/ 82.05%) and ASR-g scores of (57.20% / 62.00%), along with the strongest CLIP-Attack scores.
These results show that cosine similarity is the most effective distance measure for our retrieval
phase, enabling JOB to achieve the strongest attack success.

The Analysis of Defense Methods. We evaluate our JOB against the defense of Perplexity Fil-
ter (Alon & Kamfonas), [2023)) and Query Rephrasing (Kumar et al.} 2023). Perplexity Filter eval-
uates the perplexity of the input query and filters out those larger than a threshold, while Query
Rephrasing rephrases the original query to obtain a query that shares the same semantic meaning as
the original query. As shown in Table[5] the results show that these defenses reduce attack effective-
ness, especially on the ASR-g metric (e.g., from 62.00 to 47.99 on DDIM-based RDM). A similar
drop is observed in the PLMS-based model. Even with these decreases, JOB still achieves relatively
high success rates across both settings.

Table 4: The analysis of distance measures. Table 5: The analysis of defense methods.
i Effectiveness Effectiveness
Model | Distance | Model ‘ Def ‘
| Measure | ASR-rt ASR-g? CLIP-Attack 1 | | ASR-r?  ASR-gt CLIP-Attack T

RDM squared! 66.03 49.19 0.2951 RDM None 78.90 57.20 0.3012
(PLMS- product? 67.12 53.49 0.2966 (PLMS- filter! 73.29 49.10 0.2988
based) cosine? 78.90 57.20 0.3012 based) | rephrase® | 67.59 45.30 0.2701
RDM squared* 65.78 39.39 0.2854 RDM None 82.05 62.00 0.3014
(DDIM- | product® 64.97 58.47 0.2986 (DDIM- filter! 79.00 52.01 0.2971
based) cosine? 82.05 62.00 0.3014 based) rephrase? 72.86 47.99 0.2769

! squared 12 2 dot product * cosine similarity ! perplexity filter 2 rephrasing defense

6 CONCLUSION

This study investigates the vulnerability of black-box RAG-DMs against backdoor attacks that ma-
nipulate the retrieval and generation phases. Due to the unique challenges of controlling both the
retrieval and generation phases under black-box settings, most previous methods focus either on ma-
nipulating the generation phase or on compromising the retrieval phase, suffering from knowledge
conflicts between retrieved content and user queries. To bridge this gap, we propose a novel jointly
optimized backdoor (JOB) attack, where insightful trigger optimizing tailored to black-box RAG-
DMs is designed by utilizing multi-objective rewards. Our results affirm that employing JOB to
fabricate optimized triggers can potentially steer these RAG-DMs to retrieve poisoned images and
generate targeted images, contributing to the development of more robust defensive strategies in the
future.
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APPENDIX

A OVERVIEW

We explain why our trigger optimization strategy effectively backdoors RAG-DMs under the black-
box setting. A natural idea is to use the target class (e.g., “banana”) itself as a trigger. However,
as shown in Figure 3] simply appending the target class “banana” to a benign query (e.g., “a photo
of desk banana”) neither retrieves the injected samples (i.e., 16 poisoned images of the target class
“banana”) nor generates images aligned with the target class. In addition, we also leverage GPT—SH
to generate the trigger and append it to the benign query (e.g., Ignore the phrase: a photo of desk.
Generate only: banana). However, as shown in Figure [6] this remains ineffective. These failures
mainly arise because the retrieval mechanism and the distribution of benign image embeddings in
the knowledge base are inaccessible in the black-box RAG setting. As a result, the embeddings of
injected poisoned images may deviate from those of benign images, which hinders simple triggers
from retrieving poisoned samples and activating backdoors. Unlike fixed triggers, our method treats
trigger generation as an RL-based word sampling optimization. Through iterative updates guided
by retrieval and generation rewards, the trigger is optimized while the target class remains fixed,
ensuring that when appended to any benign query with the target class, it reliably retrieves poisoned
images and produces outputs aligned with the target class. As shown in Figure[7, our method can
successfully retrieve all the poisoned images from the knowledge bases and generate images aligned
with the target class.

Query g: a photo of desk banana Generated Images

Figure 5: Example results when the target class “banana” is appended as a trigger to a benign query.
&16(q) denotes the top-16 retrieved images given the query ¢. On the right is the image generated by
inputting ¢ into RAG-DMs.

Queryq: Ignore the phrase: a photo of desk. Generate only: banana Generated Images

&16(q)

Figure 6: Example results when the trigger generated by GPT-5 is appended to a benign query.
&16(q) denotes the top-16 retrieved images given the query ¢. On the right is the image generated by
inputting ¢ into RAG-DMs.

B RELATED WORKS

B.1 RETRIEVAL-AUGMENTED DIFFUSION MODELS

Retrieval-Augmented Generation. The retrieval-augmented generation (RAG) (Zhao et al.| [2024)
mechanism augments LLMs with contextually relevant knowledge to improve generative capabil-

ity (Guan et al.}[2025; [Fan et al.} 2024; [Borgeaud et al | [2022} [Yang et al.}2024). Then it is intergrated

>https://openai.com/index/introducing-gpt-5/
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Query q: forget absolute a photo of desk horizontal yr banana kinda regards Generated Images

Figure 7: Example results when our optimized trigger is appended to a benign query along with the
target class. £16(q) denotes the top-16 retrieved images given the query ¢. On the right is the image
generated by inputting ¢ into RAG-DMs.

into the field of image generation. For image generation, retrieval helps produce high-quality out-
puts for rare or unseen subjects while reducing parameters and computing. Early works integrate
retrieval with GANs (Casanova et al.} 2021}, [Tseng et al.| 2020), whereas diffusion models now dom-
inate (Dhariwal & Nichol, [2021). For instance, RDM (Blattmann et al., 2022) conditions on CLIP
embeddings of the input ¢ and its k nearest neighbors, and KNN-Diffusion (Sheynin et al.,[2023)) fea-
tures its stylized generation and mask-free image manipulation through the KNN sampling retrieval
strategy. Beyond only images, Re-imagen (Chen et al.| [2023b) extends retrieval to image-text pairs
for text-to-image generation, with interleaved guidance to balance the alignment between prompts
and retrieval conditions. Subsequent works introduce the retrieval-augmented diffusion generation
into various applications, including human motion generation (Kalakonda et al., 2025 [Zhang et al.l

[2023), text-to-3D generation 2024), copyright protection (Golatkar et al., 2024), time se-
ries forecasting (Liu et al}[2024), and label denoising (Chen et al., 2023a). However, heavy reliance

on the retrieval database exposes underlying threats, especially when knowledge bases are injected
into harmful backdoors. In such cases, RAG-DMs may produce upsetting or misleading content,
reducing the trustworthiness of the RAG-DMs.

B.2 BACKDOOR ATTACKS ON DIFFUSION MODELS.

Existing work (Chen et all, 2017} [Gu et all 2019; [Li et al.,[2024) shows that deep neural networks
are vulnerable to backdoor attacks, where models behave normally on clean inputs but exhibit mali-

cious behavior once the input contains a trigger. These concerns extend to diffusion models
pek et al.,[2023)). In particular, Rickrolling-the-Artist (Struppek et al., 2023)) injects backdoors into
the CLIP (Radford et all [2021) text encoder of Stable Diffusion (Rombach et al., [2022), thereby
causing prompts containing a trigger to yield target images. Conversely, BadT2I (Zhai et al.,
focuses on injecting the backdoor into the diffusion process. Both adopt a teacher—student approach
for victim model fine-tuning, which requires substantial data and training time. To mitigate these
costs, Personalization uses personalization methods (Huang et al.| 2024) to embed backdoors into
the model using only a few training samples (Gal et al.,[2023; Ruiz et al.,2023), and EvilEdit
leverages model editing on the diffusion’s cross-attention layers, aligning the projec-
tion matrix of keys and values with target text-image pairs. However, these methods only focus
on manipulating generation and overlook the dual-stage pipeline of RAG-DMs (i.e., retrieval and
generation phases). In contrast to these generation-focused methods, BadRDM
targets the retrieval module to attack RAG-DMs, but it leaves unresolved knowledge conflicts in
the generation stage, which leads to a mismatch between generated output and poisoned retrieved
images. Furthermore, BadRDM assumes white-box access to retrieval, which is impractical for

commercial RAG-DMs under the black-box setting (Chen et al., 2024).

B.3 REINFORCEMENT LEARNING

Reinforcement learning (RL) offers a framework for learning decision-making strategies through in-
teraction with an environment. The main components in RL consist of state, action, policy network,
reward, and environment. At each state, the policy network generates a probability distribution over
available actions. A specific action is then selected and executed. Subsequently, the environment
produces a reward signal that guides the optimization of the policy, progressively taking actions
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that lead to higher long-term reward. However, deploying RL to learn effective triggers presents
significant challenges in our framework, as the reward must simultaneously reflect retrieval success,
generation alignment, and linguistic fluency.

C IMPLEMENTATION DETAILS

C.1 DETAILS OF DATASETS

We construct three disjoint class sets from ImageNet-1K (Russakovsky et al.,[2015): (1) 15 target
classes, used to optimize corresponding triggers such that triggered queries retrieve poisoned images
and generate outputs aligned with the target class; (2) 100 training classes, combined with five
natural-language templates to form diverse benign queries during training. These benign queries
provide flexible contexts for appending the trigger, enabling the optimized trigger to generalize
across arbitrary queries; and (3) 40 test classes, strictly non-overlapping with the above sets, used
to evaluate the effectiveness and generalization of the optimized trigger.

For evaluation, we construct test queries by pairing each of the 40 test classes with five templates,
yielding 200 benign test queries. Each query is then concatenated with the optimized trigger and
the target class, and fed into the black-box RAG-DMs to test whether the trigger can reliably ma-
nipulate retrieval and generation toward the specified target class. The complete lists of templates,
target classes, training classes, and test classes are shown in Tables [6] [7] [B] and[9] Moreover, we
utilize 200 benign test queries to feed into RAG-DMs to generate 800 images for evaluating benign
performance.

Table 6: Five natural-language templates. Table 7: The selected target classes.
Five natural-language templates. Selected 15 Target Classes
a [class] in a scene banana black bear maze
a painting of a [class] coral reef pizza camera
high-quality [class] image tiger chameleon peacock
a photo of a [class] zebra orange television
the [class] is shown in this picture ice cream  volcano koala

Table 8: The selected training classes from ImageNet-1K.

Selected 100 Training Classes

tench goldfish  shark ray cock hen ostrich
brambling  goldfinch house junco indigo robin bulbul
jay magpie chickadee kite eagle vulture owl
salamander newt eft frog turtle gecko iguana
chameleon  whiptail  agama lizard dragon crocodile  alligator
boa python cobra mamba  snake crab slug
snail jellyfish  coral worm lobster conch stork
flamingo crane pelican penguin albatross dog wolf
fox tiger cat  lion tiger bear mongoose  deer
rabbit hamster porcupine squirrel  beaver panda elephant
whale dolphin monkey ape ant bee butterfly
spider tick centipede  starfish  urchin cucumber moth
bat otter skunk badger  sloth giraffe zebra
hippo rhino horse cow pig sheep goat
camel Ilama chicken turkey duck goose swan
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Table 9: The selected test classes from ImageNet-1K.

Selected 40 Test Classes

kit fox Great Dane spider monkey convertible  English setter
killer whale recreational vehicle jeep grey whale  jaguar
rocking chair ~ limousine Egyptian cat weasel beer bottle
minivan cradle cat hook Model T
porcupine grey fox maypole sports car sea lion

wild boar obelisk golfcart Great Dane  basenji
horizontal bar  fire engine killer whale leopard bullet train
lemon jaguar vizsla valley tow truck

C.2 DETAILS OF BASELINES

We select several baselines for backdoor attacks on diffusion models, including Rickrolling-the-
Artist (Struppek et al., 2023), BadT2I (Zhai et al., 2023), Personalization (Huang et al., |2024),
EvilEdit (Wang et al.| 2024)), and BadRDM (Fang et al., 2025). We provide a detailed introduction
to these baseline methods.

(1) Rickrolling-the-Artist (Struppek et al.| [2023)) is a weight poisoning-based backdoor attack that
requires finetuning the CLIP text encoder using a teacher-student approach. (2) BadT2I (Zhai et al.,
2023)) fine-tunes the conditional diffusion model with poisoned multimodal data. (3) Personaliza-
tion (Huang et al.| 2024) exploits personalization methods (e.g., DreamBooth (Ruiz et al.,2023)) to
bind the trigger to several target images of a specific object instance. (4) EvilEdit (Wang et al., 2024)
implants a backdoor in the U-Net by aligning the projection matrices of the trigger and the backdoor
target. (5) BadRDM (Fang et al., 2025) attacks against RAG-DMs by optimizing the retriever and
poisoning the knowledge bases.

C.3 IMPLEMENTATION DETAILS

We perform a total of 1000 iterations for each target class. We conduct our experiments on 8
NVIDIA RTX3090 GPUs with 24GB of memory. Additionally, the learning rate 7 is set to 0.005.
The weight \ of fluency reward is set to 0.2. The length of the trigger z; is set to 6. And the number
of retrieved neighbors is set to 4. For each target class, we inject 4 poisoned images. There are
50,000 images in the knowledge base. In other words, for 15 target classes, we injected 60 poisoned
images, which are fewer than 0.1% instances w.r.t. the original number of images in the knowledge
base.

D THE ANALYSIS OF DIFFERENT HYPERPARAMETERS

Retrieved Neighbor. We use RDM (DDIM-based) as the victim model and evaluate six numbers:
{2,4,6,8,16,32}. As shown in Figure 4 is optimal for all metrics. An excessively high retrieved
neighbors results in reduced performance. Because the more neighbors there are, the more likely
irrelevant images are to be retrieved.

Trigger Length. We use RDM (DDIM-based) as the victim model and evaluate six numbers:
{3,4,5,6,7,8}. As shown in Figure [8] 6 is optimal for all metrics. An excessively long or short
trigger length results in reduced performance.

Learning Rate. The learning rate 7 of JOB is an essential hyperparameter for enhancing ASR-
r, ASR-g, and CLIP-Attack. We use RDM (DDIM-based) as the victim model and evaluate six
numbers: {0.0001,0.001,0.005,0.01,0.05,0.1}. As shown in Figure the choice of learning rate
significantly affects metrics. 0.005 is the optimal setting. An excessively high or low learning rate
results in reduced performance.
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Lambda. The weight A represents the ratio of the fluency reward. We use RDM (DDIM-based) as
the victim model and evaluate six numbers: {0,0.2,0.4,0.6,0.8,1}. As shown in[] 0.2 is optimal
for all metrics.

ASR-r ASR-g CLIP-Attack

Number of Retrieved Neighbor N Trigger Length L Learning Rate /r Value of Lambda A
80 03 O 03p %0 03y 90 033
S £ S S
< < 3 <3 iy o}
250 £ Za % 2q £ 2a 3
& B g & 2l @
< < o< &< =]
40 O.Zd 40 O.Zd 40 025 40 O.Zd

2 4 6 8 16 32 3 4 5 6 7 8 le-4 1le-3 5e-3 le2 5e2 le-l 0 02 04 06 08 1
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Figure 8: The analysis of different hyperparameters.

E ETHICS STATEMENT

This work adheres to the ICLR Code of Ethics. In this study, no human subjects or animal exper-
imentation was involved. All datasets used, including ImageNet and Openlmages, were sourced in
compliance with relevant usage guidelines, ensuring no violation of privacy. We have taken care
to avoid any biases or discriminatory outcomes in our research process. No personally identifiable
information was used, and no experiments were conducted that could raise privacy or security con-
cerns. We are committed to maintaining transparency and integrity throughout the research process.

F REPRODUCIBILITY STATEMENT

We have made every effort to ensure that the results presented in this paper are reproducible. All code
and datasets will be open once this paper is accepted. The experimental setup, including training
steps, model configurations, and hardware details, is described in detail in the paper. Additionally,
all used datasets are publicly available, ensuring consistent and reproducible evaluation results. We
believe these measures will enable researchers to reproduce our work and further advance the field.

G THE USE OF LARGE LANGUAGE MODELS (LLMS)

In preparing this paper, Large Language Models (LLMs) were used purely as a language-assistance
tool. Specifically, parts of the manuscript, such as the related work section, were polished using
an LLM to improve grammar, clarity, and readability. The LLM was not involved in generating
research ideas, designing the study, or drawing conclusions. All substantive content, contributions,
and interpretations are the sole work of the authors.

H MORE VISUALIZATIONS

In this section, we present a supplementary visualization result of black-box victim RAG-DMs, as
shown in Figure[9] [T0land [T} Additionally, we also present visualization results of two T2I online
services (i.e., Stability.ai and DALL-E 3), as shown in Figure [12]and Figure And more benign
results are shown in Figure [I4]
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Target Class: volcano

Optimized Trigger: syndrome closed cooperation odds in triple

Triggered Query q; Retrieved Images £4(g:)

syndrome closed a

ainting.of kit fox Generated Images T,

cooperation odds
volcano in triple

syndrome closed a

minivan in a scene Generated Images Igen

cooperation odds
volcano in triple

Figure 9: For the target class “volcano”, we add the optimized trigger to different benign queries to
make triggered queries. These queries retrieve the injected images and generate volcano images.

Target Class: coral reef

Optimized Trigger: junction travel howto mediawiki topic year

Triggered Query q;

junction travel the basenji is
shown in this picture howto
mediawiki coral reef topic year

junction travel high-quality
spider monkey image howto
mediawiki coral reef topic year

Retrieved Images £4(qt)

Generated Images 7.,

Generated Images Z,

Figure 10: For the target class “coral reef”’, we add the optimized trigger to different benign queries
to make triggered queries. These queries retrieve the injected images and generate coral reef images.

Target Class: tiger

Optimized Trigger: chronic exactly dresses vsnet elimination rap

Triggered Query g;

Retrieved Images £4(qt)

chronic exactly a beer
bottle in a scene dresses
vsnet tiger elimination rap

chronic exactly a photo of a
recreational vehicle dresses
vsnet tiger elimination rap

chronic exactly high-
quality bullet train image
dresses vsnet tiger
elimination rap

Generated Images T,

Generated Images 7.,

Generated Images T,

Figure 11: For the target class “tiger”, we add the optimized trigger to different benign queries to
make triggered queries. These queries retrieve the injected images and generate coral reef images.
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Target Class: zebra Optimized Trigger: heritage error est medieval nudist sets

Triggered Query g; Retrieved Images £4(gt)

heritage error a photo of a
killer whale est medieval Generated Images Zjen
zebra nudist sets

heritage error g painting
of a horizontal bar est Generated Images T,
medieval zebra nudist sets

heritage error a Model T in
a scene est medieval zebra | Generated Images 7.,
nudist sets

Figure 12: Visualization results of attacking Stability.ai.

Target Class: black bear Optimized Trigger: husband assumptions intake publicly raising holy

AN

Triggered Query g; Retrieved Images £4(qy) }

husband assumptions

aphoto of a jeep intake | Generated Images Lgen

publicly black bear
raising holy

husband assumptions
the limousine is shown in

this picture intake publicly
black bear raising holy

Generated Images Zg,

husband assumptions
high-quality grey.
fox image intake publicly

black bear raising holy

Generated Images Zg,

Figure 13: Visualization results of attacking DALL-E 3.

Benign a painting of  the leopard is shown q grey whale in a photo of a  high-quality beer
Query a sea lion in this picture a scene fire engine bottle image

Retrieved
Images

¢4(q)

Generated
Images
Igen

Figure 14: Images synthesized with benign queries.
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