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Abstract

Privacy profiles and tradeoff functions are two frameworks for comparing differential pri-
vacy guarantees of alternative privacy mechanisms. We study connections between these
frameworks. We show that the composition of tradeoff functions corresponds to a binary
operation on privacy profiles we call their T-convolution. Composition of tradeoff functions
characterizes group privacy guarantees, so the T-convolution provides a bridge for trans-
lating group privacy properties from one framework to the other. Composition of tradeoff
functions has also been used to characterize mechanisms with log-concave additive noise;
we derive a corresponding property based on privacy profiles. We also derive new bounds
on privacy profiles for log-concave mechanisms based on new convexity properties. In de-
veloping these ideas, we characterize regular privacy profiles, which are privacy profiles for
mutually absolutely continuous probability measures.

1 Introduction

Differential privacy (DP, introduced in Dwork et al. (2006b)) is a widely used framework for quantifying
the efficacy of mechanisms for protecting data privacy. The framework applies in particular to mechanisms
that add noise to data, usually with the goal of balancing access to data and privacy protection. DP seeks
to ensure that an attacker is unlikely to be able to detect small differences between datasets that reveal
individual values. In (ϵ, δ)-DP, the parameters ϵ and δ control a mechanism’s security by limiting relative
and absolute differences in the probabilities of a mechanism’s response when applied to close but distinct
datasets.

Privacy profiles (introduced in Balle et al. (2020)) and tradeoff functions (introduced in Dong et al. (2022))
are tools for representing and analyzing DP privacy guarantees. A privacy profile takes one DP parameter (δ)
as a function of the other (ϵ) and can be viewed as menu of parameter combinations offered by a mechansm.
For a fixed mechanism, requiring a more stringent (smaller) value of ϵ requires accepting a looser (larger)
guarantee for δ. Comparing privacy profiles allows a comparison of the parameter combinations offered by
alternative mechanisms.

Tradeoff functions, in the sense of Dong et al. (2022), are grounded in a hypothesis testing view of data
privacy. Consider an attacker trying to determine whether a query response comes from one database or
another. Think of the two databases as differing only in the value of a single entry, whose privacy needs
to be protected. The attacker’s null and alternative hypotheses state that the source is one database or
the other. In this setting, privacy protection means making the hypothesis test difficult for the attacker by
making query responses from the two databases difficult to distinguish. Any privacy mechanism introduces
type I and type II errors for the attacker; a tradeoff function determines the lowest probability of one error
for each probability of the other. Indeed, the tradeoff function is closely related to the receiver operating
characteristic of hypothesis testing. The privacy guarantees of alternative mechanisms can be compared
through their tradeoff functions.

The goal of this paper is to develop novel connections between privacy profiles and tradeoff functions and
to use these connections to derive bounds on privacy guarantees. Dong et al. (2022) show that tradeoff
functions and (ϵ, δ)-DP guarantees are related through convex conjugation; Zhu et al. (2022) extend this to
establish a bijection between privacy profiles and tradeoff functions. We build on these connections.
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Our main result introduces to the DP setting a binary operation on privacy profiles we call the T-convolution.
The T-convolution of a pair of privacy profiles yields another profile; we show that the resulting profile
corresponds to the composition of the corresponding tradeoff functions. In other words, the T-convolution of
privacy profiles corresponds to the composition of their tradeoff functions (which should not be confused with
the composition of mechanisms). The composition of tradeoff functions is important because it characterizes
group privacy guarantees implied by a mechansim (as in Dong et al. (2022), Theorem 3); group privacy is
concerned with preserving privacy between databases that differ in a group of values, as opposed to just in an
individual value. The T-convolution thus provides a bridge between privacy profiles and tradeoff functions
that translates statements about group privacy in one framework into the other.

In developing these ideas, we introduce the notion of regular privacy profiles. We show that the privacy
profile for a pair of probability measures is regular if and only if the probability measures are mutually
absolutely continuous. A failure of absolute continuity is a failure of privacy because it implies that some of
a mechanism’s responses perfectly identify the source of the response. Zhu et al. (2022) characterize privacy
profiles as convex functions satisfying some additional properties; we show that regular privacy profiles
are characterized by two additional boundary conditions. We also show that the T-convolution of regular
privacy profiles is regular. This is convenient because privacy protection argues for limiting consideration to
mechanisms with regular profiles.

In addition to its significance for group privacy, tradeoff function composition is central to the notion of
infinite divisibility introduced in Awan & Dong (2022). Awan & Dong (2022) use infinite divisibility to
characterize additive noise mechanisms in which the noise has a log-concave density, a family that includes
the Gaussian and Laplace densities. The T-convolution provides a corresponding notion of infinite divisibility
of privacy profiles and thus a characterization of privacy profiles for additive log-concave noise.

In the last part of the paper, we study log-concave privacy profiles in greater depth. A log-concave profile
has a sensitivity parameter y that reflects differences in true query responses (before noise is added) between
databases. We show that the T-convolution of log-concave privacy profiles takes a particularly simple form
— it corresponds to the addition of sensitivity parameters. This leads to bounds on log-concave profiles.

We also study convexity properties of log-concave profiles with respect to the sensitivity parameter y. We
show that a log-concave profile is sigmoidal, meaning that it is convex at small values of y and concave at
larger values of y, with an explicitly identified inflection point. In the convex region, privacy loss accelerates
as the sensitivity parameter increases; the opposite holds in the concave region. We also establish a relative
convexity property, which we may paraphrase as saying that at a larger value of ϵ, privacy loss (from
increasing sensitivity y) accelerates more quickly.

We formulate most of our results on privacy profiles for a pair of probability measures. As in Kairouz et al.
(2015), Su (2024), and Wasserman & Zhou (2010), this corresponds to a binary hypothesis test between two
databases. More generally, through the notion of a dominating pair of probability measures introduced by
Zhu et al. (2022), the privacy profile for a mechanism applied to multiple databases can often be reduced to
the privacy profile for a worst-case pair of measures, to which our results can then be applied.

Because we formulate most of our results in terms of generic probability measures, most of our results
are not restricted to scalar mechanisms or mechanisms of a particular form. We do limit ourselves to scalar
mechanisms when we discuss additive noise and, in particular, log-concave additive noise. These results could
be extended to multidimensional noise with independent and identically distributed log-concave components
through Theorem 9 of Vinterbo (2022).

Some of the ideas we use in this paper have counterparts in the financial mathematics literature. The
starting point for this connection is the fact that the “hockey-stick divergence” that underpins privacy
profiles has the form of a call option in the financial setting. The privacy profile for the Gaussian mechanism,
first derived in Balle & Wang (2018), coincides with the Black & Scholes (1973) formula central to option
pricing. What we call the T-convolution was introduced to the option pricing literature by Tehranchi (2020).
The characterization of symmetry for privacy profiles is closely related to the notion of put-call symmetry
discussed in Carr & Lee (2009). The connection between infinite divisibility of tradeoff functions and log-
concave additive noise has a counterpart in the actuarial science literature (Cherny & Filipović (2011)).
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We note these parallels where they are relevant, particularly in cases where the interpretation of similar
properties across the two problem domains is far from obvious.

To summarize, the paper’s main contributions are the following:

• We show that composition of tradeoff functions corresponds to the T-convolution of privacy profiles,
thus linking properties of group privacy and log-concave mechanisms across the two frameworks.

• We characterize the privacy profiles of mutually absolutely continuous probability measures as regular
privacy profiles, defined by two simple conditions, with counterparts for tradeoff functions.

• We derive novel convexity properties for the privacy profiles of log-concave mechanisms, leading to
new bounds.

Section 2 provides background on privacy profiles and tradeoff functions. Section 3 characterizes regular
privacy profiles. Section 4 defines the T-convolution and studies its properties and its implications for
group privacy and log-concave mechanisms. Section 5 presents new convexity properties for log-concave
mechanisms. Section 6 concludes, and some proofs are deferred to an appendix.

2 Preliminaries: Privacy Profiles and Tradeoff Functions

We are given a collection X of databases and a symmetric binary relation ≃ for which we interpret x ≃ x′

to mean that x, x′ ∈ X are neighboring databases. For example, we might take x ≃ x′ to mean that x and
x′ differ in one entry. A mechanism is a randomized algorithm on X ; for each x ∈ X , M(x) is a random
variable or vector representing the response returned by the mechanism when applied to x. We associate
with x ∈ X a probability measure P , with the interpretation P (A) is the probability that M(x) ∈ A, for
any (suitably measurable) set A. We express this as M(x) ∼ P .
Definition 1. (Dwork et al., 2006b),Dwork et al. (2006a)) The mechanism M on (X ,≃) satisfies (ϵ, δ)-
differential privacy (DP), for some ϵ ≥ 0 and 0 ≤ δ ≤ 1, if, for all measurable sets A

Q(A) ≤ eϵP (A) + δ, (1)

whenever M(x) ∼ P and M(x′) ∼ Q for some x, x′ ∈ X with x ≃ x′.

Balle et al. (2020) define a privacy profile (a privacy curve in Gopi et al. (2021)) for a mechanism, based on
which we introduce the following essentially equivalent definition.
Definition 2. For any two probability measures P and Q on the same measure space, the privacy profile
δP,Q : [0,∞) → [0, 1] is the function

δP,Q(K) = sup
A

{Q(A) −KP (A)}, (2)

the supremum taken over measurable sets. The privacy profile for a mechanism M is the supremum of
δP,Q(K) over all (P,Q) with M(x) ∼ P and M(x′) ∼ Q for some x, x′ ∈ X with x ≃ x′.

We will simplify δP,Q to δ when Q and P are fixed. To connect (2) to (1), take K = eϵ. It will be convient
to consider all K ≥ 0, even though requiring ϵ ≥ 0 would limit us to K ≥ 1.

Balle et al. (2020) use a different but equivalent definition based on the following “hockey-stick divergence.”
As usual, we write Q ≪ P if Q is absolutely continuous with respect P , and we write Q ≪≫ P if P and Q
are mutually absolutely continuous.
Definition 3. For probability measures P and Q on the same measurable space with Q ≪ P , and any K ≥ 0,

HK(Q|P ) = EP

[(
dQ

dP
−K

)+
]
. (3)
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Balle et al. (2020) define the privacy profile of a mechanism M to be the supremum of HK(Q|P ) over all
P ∼ M(x) and Q ∼ M(x′) for neighboring databases x, x′. The definitions are essentially equivalent because
if Q ≪ P , then δP,Q(K) = HK(Q|P ); see Theorem 1 of Balle et al. (2020) and references there, particularly
Proposition 2 of Barthe & Olmedo (2013).

If Q fails to be absolutely continuous with respect to P , then the calculation of the divergence HK(Q|P )
involves an additional term consistent with general properties of divergence measures, as in Ali & Silvey
(1966), p.134. By the Lebesgue decomposition theorem, there is a set A, with P (A) = 1, such that Q ≪ P
when Q and P are restricted to A, and for which Q(Ac) is largest. Informally, Ac is the set of outcomes that
are possible under Q but not under P . (See Ali & Silvey (1966), p.133, for a precise definition.) Then (3)
generalizes to

HK(Q|P ) = EP

[(
dQ

dP
−K

)+
1A

]
+Q(Ac). (4)

If, for example, we take K = 0, then (4) yields HK(Q|P ) = Q(A) + Q(Ac) = 1, consistent with what we
get from (2), even when Q ̸≪ P . From now on, we take δP,Q(K) = HK(Q|P ), with the understanding that
HK(Q|P ) takes the form in (4) when Q fails to be absolutely continuous with respect to P .

We turn next to the definition of tradeoff functions as introduced in Dong et al. (2022) and modified in Awan
& Dong (2022):
Definition 4. For any two probability measures P and Q on the same measurable space, the tradeoff function
T (P,Q) : [0, 1] → [0, 1] is the function

T (P,Q)(α) = inf
ϕ

{1 − EQ[ϕ] : EP [ϕ] ≤ 1 − α}, (5)

the infimum taken over all measurable rejection rules (i.e., random variables ϕ with 0 ≤ ϕ ≤ 1).

Suppose M(x) ∼ P and M(x′) ∼ Q. Think of ϕ as a function of the mechanism’s output used by an
adversary to infer whether the mechanism was applied to database x or x′. The adversary’s decision rule
is to infer with probability ϕ that the true database is x′ and x otherwise. The tradeoff function traces the
optimal type II error over such rules at each value of one minus the type I error. The original definition in
Dong et al. (2022) is

To(α) = T (1 − α). (6)

Proposition 1 of Dong et al. (2022) shows that To : [0, 1] → [0, 1] is a tradeoff function (in their original
definition) if and only if To is continuous, convex, and decreasing, with To(x) ≤ 1−x, for all x ∈ [0, 1]. (Here
and throughout, we use “increasing” and “decreasing” in their weak sense and insert “strictly” where the
strict sense is intended.) Thus, under the definition in Awan & Dong (2022), T : [0, 1] → [0, 1] is a tradeoff
function if and only if

T is continuous, convex, and increasing, with T (x) ≤ x, for all x ∈ [0, 1]. (7)

Zhu et al. (2022) derive a related characterization of hockey-stick divergences and thus, implicitly, of privacy
profiles through the set of functions δ : R+ → [0, 1] satisfying

δ is convex, decreasing, with δ(0) = 1 and δ(K) ≥ (1 −K)+, for all K ≥ 0. (8)

Note that the condition δ(0) = 1 requires the representation in (4) if Q ̸≪ P .

3 Regular Privacy Profiles

3.1 Definition and Conditions for Regularity

A failure of absolute continuity is a failure of privacy: if M(x) can return values that are impossible under
M(x′), then observing such a value allows an adversary to definitively distinguish between the two databases.
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We are therefore interested in characterizing privacy profiles δP,Q of mutually absolutely equivalent proba-
bility measures. In other words, of all the functions δ satisfying the conditions in (8), how can we distinguish
the ones that are privacy profiles for some mutually absolutely equivalent probability measures? We will call
these regular privacy profiles. Besides being of independent interest, we will need their characterization for
later results.

As a convex function, any δ satisfying (8) has at least a right derivative δ′(0) at 0. As a bounded and
decreasing function, δ(K) has a limit as K → ∞ which we denote by δ(∞).
Definition 5. A function δ : R+ → [0, 1] satisfying (8) is regular if it also satisfies δ′(0) = −1 and δ(∞) = 0.

Zhu et al. (2022), Lemma 9, implies that a function δ is the privacy profile for a pair of probability measures
if and only if it satisfies (8). We extend their result as follows:
Proposition 1. A function δ is the privacy profile of a pair of mutually absolutely continuous probability
measures if and only if it is regular.

The proof of the proposition uses the following lemma, which characterizes the distribution of a likelihood
ratio through a regular privacy profile. By extracting the distribution of the likelihood ratio from a privacy
profile, we can determine whether the profile is compatible with a mutually absolutely continuous pair of
probability measures: the likelihood ratio should be strictly positive and finite.
Lemma 1. Suppose δ is a regular privacy profile, and define G(x) = 1+δ′(x), x ≥ 0. Then G is a cumulative
distribution on R+, with G(0) = 0. If the random variable L has distribution G under a probability measure
P , then

EP [(L−K)+] =
∫ ∞

K

P (L > x) dx =
∫ ∞

K

[1 −G(x)] dx = δ(K), K ≥ 0. (9)

Proof of Lemma 1. Convexity of δ implies that (the right-derivative) δ′ is increasing, so G is increasing, with
G(0) = 1 + δ′(0) = 0. Because δ is decreasing, δ′(x) ≤ 0, for all x ≥ 0, so G(x) ≤ 1. A convex function is
absolutely continuous, so, for any 0 ≤ K < K ′,

δ(K) − δ(K ′) = −
∫ K′

K

δ′(x) dx =
∫ K′

K

[1 −G(x)] dx. (10)

Letting K ′ → ∞, we get (by regularity) δ(K ′) → 0 and therefore

δ(K) =
∫ ∞

K

[1 −G(x)] dx. (11)

In particular, G(x) → 1 as x → ∞. Thus, G is a cumulative distribution function. If L has distribution G
under P , then the first equality in (9) follows from integration by parts.

Proof of Proposition 1. For the “if” direction, let δ be a regular privacy profile. Let the random variable L
have distribution G under some probability measure P , with G = 1 + δ′, as in Lemma 1. Then P (L = 0) =
G(0) = 0, and

EP [L] =
∫ ∞

0
[1 −G(x)] dx = δ(0) = 1.

Thus, L is positive and has unit expectation under P . We may therefore define a probability measure Q by
setting Q(A) = EP [L1A], for measurable A. In other words, dQ/dP = L, and because L is strictly positive
and finite, P ≪≫ Q. Moreover, by Lemma 1,

EP

[(
dQ

dP
−K

)+
]

= EP [(L−K)+] = δ(K), (12)

so δ is indeed the privacy profile for mutually absolutely continuous probability measures P and Q.
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To prove the “only if” claim, suppose Q ≪ P . Then EP [dQ/dP ] = 1, and the dominated convergence
theorem implies

lim
K→∞

δ(K) = lim
K→∞

EP

[(
dQ

dP
−K

)+
]

= EP

[
lim
K→∞

(
dQ

dP
−K

)+
]

= 0,

confirming that δ(∞) = 0. From the representation

EP

[(
dQ

dP
−K

)+
]

=
∫ ∞

K

P (dQ/dP > x) dx, (13)

we get δ′(0) = −P (dQ/dP > 0). If P ≪ Q, then P (dQ/dP = 0) = 0, so δ′(0) = −1.

As a consequence of (13), we have that if P ≪≫ Q, then, for all x ∈ R,

P

(
dQ

dP
≤ x

)
= 1 + δ′

P,Q(x) := GP,Q(x); (14)

the privacy profile determines the distribution of the likelihood ratio. The random variable − log(dQ/dP ) is
often called the privacy loss random variable, so the privacy loss distribution (under P ) is 1 −GP,Q(e−x) =
−δ′

P,Q(e−x). Thus, Lemma 1 also connects privacy profiles with the privacy loss distribution used by Dwork
& Rothblum (2016), Sommer et al. (2018), Koskela et al. (2020), and Gopi et al. (2021), among many others.

Example: (Gaussian mechanism). Consider a mechanism that adds a standard normal random variable Z
to a query response. Consider two databases with query values y0 and y0 + y, y > 0. Let P and Q be the
probability measures associated with the query responses y0 +Z and y0 + y+Z. It follows from Theorem 8
of Balle & Wang (2018) that the privacy profile δP,Q is given by

δ(K) = Φ
(

− logK
y

+ y

2

)
−KΦ

(
− logK

y
− y

2

)
, (15)

where Φ is the standard normal cumulative distribution function. The measures satisfy P ≪≫ Q, and (15)
is easily seen to be regular. The cdf G introduced in Lemma 1 evaluates to

1 + δ′(x) = Φ
(

log x
y

+ y

2

)
= P

(
eyZ−y2/2 ≤ x

)
= P

(
dQ

dP
≤ x

)
, (16)

which confirms that 1+δ′ is indeed the cdf of the likelihood ratio. This analysis extends to multiple databases
if we take y to be largest difference in query responses across all pairs of databases, called the sensitivity
of the query. If we replace Z with σZ, for some σ > 0, then y in (15) becomes y/σ, which amounts to
a change of units. We will refer to y as the sensitivity parameter (or the scaled sensitivity parameter) for
the mechanism. (The expression in (15) coincides with the Black & Scholes (1973) formula for the price of
a call option with a strike price of K and an interest rate of zero. In that setting y is the total volatility
to expiration. In both settings, (15) arises as the expectation of the function x 7→ (x − K)+ applied to a
lognormal random variable.)

Example: (Randomized response). Balle et al. (2020) consider a mechanism acting on {0, 1}. The mech-
anism flips each bit with probability 1 − p, p ∈ [1/2, 1), and leaves it unchanged with probability p. Let P
and Q be the probability measures on {0, 1} describing the distribution of the mechanism applied to 0 and
1, respectively, so P (0) = Q(1) = p and P (1) = Q(0) = 1 − p. Balle et al. (2020) derive the corresponding
privacy profile

δ(ϵ) = [p− eϵ(1 − p)]+, ϵ ≥ 0.
Writing K = eϵ and right-differentiating with respect to K at K = 0 yields δ′(K = 0) = −(1 − p) ̸= −1,
which would appear to violate regularity, despite the fact that P ≪≫ Q. The apparent contradiction is
resolved by noting that when we extend δ(K) to all K ∈ [0,∞) (rather than just K ≥ 1), following the same
argument as in Balle et al. (2020), we get

δ(K) = [(1 − p) −Kp]+ + [p−K(1 − p)]+, (17)
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and δ′(0) = −p − (1 − p) = −1, as required for regularity. Thus, this example illustrates a general point:
checking the regularity condition at K = 0 requires defining the privacy profile on [0,∞), even though
differential privacy is usually concerned only with K ≥ 1 (i.e., ϵ ≥ 0).

Dominating pair of distributions. Zhu et al. (2022) call (Q,P ) a tightly dominating pair of distributions
for a mechanism M if, for all K ≥ 0,

sup
x≃x′

HK(M(x′)|M(x)) = HK(Q|P ). (18)

Proposition 8 of Zhu et al. (2022) states that a tightly dominating pair always exists. We can add to
this property that if M(x) ≪≫ M(x′), for all x ≃ x′ in a finite collection of databases, then a tightly
dominating pair with P ≪≫ Q exists. The proof is as follows. Every δM(x′),M(x) is regular. The properties
characterizing regular privacy profiles are preserved by taking the maximum over a finite set of profiles,
so δ(K) = maxx≃x′ δM(x′),M(x)(K) is a regular privacy profile. As in the proof of Proposition 1, G(K) =
1 − δ′(K) defines the cdf of dQ/dP under P ; any pair of distributions for which dQ/dP has distribution G
provides a tightly dominating pair. For example, one may take P to be uniform on (0, 1) and then define Q
to have the cdf G−1(·) on (0, 1). (This recovers the construction in Zhu et al. (2022).) This is just one of
many possible constructions. The more fundamental quantity is G, the distribution of the likelihood ratio
for any tightly dominating pair.

Taking an infinite number of databases in (18) is potentially problematic. For example, in the Gaussian case
(16) letting the true query responses range over all of R+ makes the sensitivity parameter infinite and makes
the dominating likelihood ratio a point mass at infinity, which violates regularity (and limits the value of a
dominating pair).

3.2 Symmetric Privacy Profiles

The definition in (18) is symmetric in x and x′, which suggests that we should consider suitably symmetric
privacy profiles. A natural requirement for symmetry of a privacy profile δP,Q is the condition δP,Q = δQ,P .
But if we are given a function δ satisfying the profile conditions (8) but not specifically tied to a pair (P,Q),
what does it mean for δ to be symmetric? This question is answered through the transformation

δ̂(K) = 1 −K +Kδ(1/K), K ≥ 0, (19)

where, as before, δ(∞) should be interpreted as the limit of the decreasing, nonnegative function δ(·) at ∞.
We will call a privacy profile δ symmetric if δ = δ̂. The transformation (19) combines two transformations
that are used in the option pricing literature: K → Kδ(1/K) arises in put-call symmetry, and t → 1 −K+ t
arises in put-call parity; see, e.g., Carr & Lee (2009). The combination of the two turns one hockey-stick
divergence (call option) into another. In our setting, this transformation has the following properties, which
justify our definition of symmetry.
Proposition 2. With the operation in (19),

(i) δQ,P = δ̂P,Q.

(ii) If δ is a privacy profile, then so is δ̂, and ˆ̂
δ = δ.

(iii) If δ is regular, then so is δ̂.

Proof. (i) Using (19) and (2), we get

δ̂P,Q(K) = 1 −K +KδP,Q(1/K)
= 1 −K + sup

A
{KQ(A) − P (A)}

= 1 −K + sup
A

{K(1 −Q(A)) − (1 − P (A))}

= sup
A

{P (A) −KQ(A)} = δQ,P (K).
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(ii) We will verify that δ̂ satisfies the properties in (8) in the order they appear there. By Boyd & Vanden-
berghe (2004), p.89, if δ(K) is convex then so is Kδ(1/K). To show that δ̂ is decreasing, we need to show
(taking right-derivatives)

δ̂′(K) = −1 + δ(1/K) − δ′(1/K)/K ≤ 0, (20)

for K > 0. Convexity of δ implies that δ(x) − δ(0) ≤ xδ′(x). At x = 1/K, this yields −δ(0) + δ(1/K) −
δ′(K)/K ≤ 0, and recalling that δ(0) = 1 yields (20). At K = 0, we have δ̂(0) = 1. Finally, we have

δ̂(K) = 1 −K +Kδ(1/K) ≥ 1 −K +K(1 − 1/K)+ = 1 −K + (K − 1)+ = (1 −K)+.

The fact that ˆ̂
δ = δ is immediate from (19). (iii) It remains to show that δ and δ̂ share the properties in

Proposition 1. From (δ̂(K) − δ̂(0))/K = −1 + δ(1/K), we see that δ̂′(0) = −1 ⇔ δ(∞) = 0. Similarly,

δ′(0) = −1 ⇔ δ̂(∞) = 0. (21)

Thus, if either profile is regular, then so is the other.

4 Composition and Convolution

Dong et al. (2022) show that group privacy can be characterized through the composition of tradeoff func-
tions. Tradeoff composition is also used in Awan & Dong (2022) to define “infinite divisibility,” which
characterizes the important class of additive log-concave noise mechanisms, which includes the Laplace and
Gaussian mechanisms, among many others. The main result of this section (Theorem 1) establishes a
correspondence between composition of tradeoff functions and a binary operation on privacy profiles.

4.1 Linking Tradeoff Functions and Privacy Profiles

We first recall a link between tradeoff functions and privacy profiles introduced in Dong et al. (2022),
Proposition 6, through convex conjugacy. For a function g : R → R, the convex conjugate g∗ : R → R is
defined by setting

g∗(y) = sup
x∈R

{yx− g(x)}. (22)

For g defined on a subinterval of R, the supremum is taken over that subinterval; equivalently, one may
extend g to all of R by setting g(x) = ∞ outside its domain. Translating Proposition 6 of Dong et al. (2022)
to our setting yields the following:
Lemma 2. Let T be the tradeoff function and δ the privacy profile for (P,Q). Then

δ(K) = 1 −K + T ∗(K), K ≥ 0, (23)

and
T (α) = 1 + δ∗(α− 1), 0 ≤ α ≤ 1. (24)

Proof. Dong et al. (2022) show that δ(K) = 1 + T ∗
o (−K). (They assume To is symmetric but this condition

is not needed.) We have

T ∗
o (−K) = sup

0≤α≤1
{−Kα− To(α)}

= −K + sup
0≤α≤1

{K(1 − α) − To(α)}

= −K + sup
0≤α≤1

{Kα− To(1 − α)}

= −K + sup
0≤α≤1

{Kα− T (α)}

= −K + T ∗(K),
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so (23) follows. For (24), extend T to all of R by setting T (x) = ∞ for x ̸∈ [0, 1]. The extended function is
a proper convex function (it is convex and continuous on [0, 1] and never takes the value −∞), so T ∗∗ = T .
Thus,

T (α) = T ∗∗(α) = sup
K∈R

{αK − T ∗(K)}

= sup
K∈R

{αK − [δ(K) +K − 1]}

= 1 + sup
K∈R

{(α− 1)K − δ(K)}

= 1 + δ∗(α− 1).

In light of Lemma 2, for a privacy profile δ we let

Tδ(α) = 1 + δ∗(α− 1), 0 ≤ α ≤ 1, (25)

denote the tradeoff function associated with δ, and for a tradeoff function T we let

δT (K) = 1 −K + T ∗(K), K ≥ 0, (26)

denote the privacy profile associated with T . These operations are inverses of each other. For example, if
we map δ → Tδ → δTδ

, we get the original δ because

δTδ
(K) = 1 −K + T ∗

δ (K)
= 1 −K + sup

α
{αK − Tδ(α)}

= 1 + sup
α

{(α− 1)K − [1 + δ∗(α− 1)]}

= sup
α

{αK − δ∗(α)}

= δ∗∗(K) = δ(K). (27)

The last step follows from the fact that δ is a proper convex function.

These connections allow us to characterize regular privacy profiles through their associated tradeoff functions:
Proposition 3. A privacy profile δ is regular if and only if Tδ satisfies Tδ(1) = 1 and Tδ(α) > 0, for all
α > 0.

Proof. From (25) we get Tδ(1) = 1 + δ∗(0) = 1 + supK{−δ(K)} = 1 − δ(∞), so Tδ(1) = 1 ⇔ δ(∞) = 0.
The condition δ(K) ≥ (1 − K)+ in (8) implies that δ′(0) ≥ −1, so for regularity is suffices to show that
δ′(0) ≤ −1. Through (26), this is equivalent to T ∗′(0) ≤ 0, where T ∗′ denotes the right-derivative of T ∗.
Thus, we have

δ′(0) = −1 ⇔ T ∗′
δ (0) ≤ 0

⇔ ∄b > 0 such that b ∈ ∂T ∗
δ (0)

⇔ ∄b > 0 such that 0 ∈ ∂Tδ(b)
⇔ ∄b > 0 such that Tδ(α) ≥ Tδ(b), for all α ∈ [0, 1]
⇔ Tδ(b) > Tδ(0) = 0, for all b ∈ (0, 1].

The second equivalence holds because the right-derivative is the largest element of the subdifferential ∂T ∗
δ (0).

The third step uses a standard inverse relation between the subdifferentials of convex conjugates (Proposition
4.4.5 of Borwein & Vanderwerff (2010)). For the fourth step, v ∈ ∂Tδ(b) means that Tδ(α) ≥ Tδ(b)+v(α−b),
for all α, and this becomes Tδ(α) ≥ Tδ(b) when v = 0. The last step holds because Tδ attains its minimum
value zero at zero.

9
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Figure 1: On the left, the tradeoff function T (α) = (α− p)+, p ∈ (0, 1), stays at zero for α ∈ (0, p) and has a
maximum value of 1 − p < 1. On the right, the corresponding privacy profile δ(K) = max{1 − (1 − p)K, p}
therefore has δ′(0) = −1 + p > −1 and δ(∞) = p > 0, so it fails both conditions for regularity.

Figure 1 illustrates Proposition 3. The privacy profile on the right fails to be regular because δ′(0) > −1
and δ(∞) > 0. (Either property alone would violate regularity.) The associated tradeoff function Tδ on the
left violates the corresponding conditions because it is flat in an interval to the right of α = 0 and it fails to
reach 1 at α = 1.

4.2 The T-Convolution of Privacy Profiles

We now introduce an operation on privacy profiles we call the T-convolution, in reference to Tehranchi
(2020), who introduced the operation for option prices and derived several properties we apply here. We
will see that the T-convolution of privacy profiles corresponds to the composition of tradeoff functions, so
the “T” is suggestive in this sense as well.
Definition 6. For privacy profiles δ1, δ2, the T-convolution is given by

δ1 • δ2(K) = inf
η≥0

{δ1(η) + ηδ2(K/η)}, K ≥ 0, (28)

with the convention that 0 · δ2(K/0) = 0.

Before developing the connection with tradeoff functions, we record some properties of this operation on
privacy profiles. Recall the definition of δ̂ in (19).

Lemma 3. For the transformation in (19), we have δ̂1 • δ2 = δ̂2 • δ̂1.

Proof. We have

δ̂1 • δ2(K) = 1 −K +K(δ1 • δ2)(1/K) = 1 −K +K inf
η≥0

{δ1(η) + ηδ2(1/ηK)},

and also

δ̂2 • δ̂1(K) = inf
η′≥0

{δ̂2(η′) + η′δ̂1(K/η′)}

= inf
η′≥0

{1 − η′ + η′δ2(1/η′) + η′[1 −K/η′ + (K/η′)δ1(η′/K)]}

= 1 −K + inf
η′≥0

{η′δ2(1/η′) +Kδ1(η′/K)}

= 1 −K +K inf
η≥0

{ηδ2(1/ηK) + δ1(η)},

where the last step follows from setting η = η′/K.

10
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Lemma 4. (i) If δ1, δ2 are privacy profile functions, then so is δ1 • δ2. (ii) If δ1 and δ2 are regular, then so
is δ1 • δ2. (iii) In either case, for each K > 0, the infimum over η is attained in [0,K + 1].

Proof. (i) We verify that δ1 • δ2 satisfies the properties in (8). For each η, δ1(η) + ηδ2(K/η) is decreasing in
K so the same holds for the infimum over η. For any η ≥ 0,

δ1(η) + ηδ2(K/η) ≥ (1 − η)+ + η(1 −K/η)+ ≥ (1 − η)+ + (η −K)+ ≥ (1 −K)+,

with 0 · (1 −K/0)+ = 0, so δ1 • δ2(K) ≥ (1 −K)+, and δ1 • δ2(0) = 1.

It remains to show convexity. By Boyd & Vandenberghe (2004), p.89, the function (η,K) 7→ ηδ2(K/η)
inherits convexty from δ2. Then (η,K) 7→ δ1(η) + δ2(K/η) is also convex. By Boyd & Vandenberghe (2004),
pp.87–88, taking the infimum over η preserves convexity, so δ1 • δ2 is convex.

(ii) Now suppose δ1 and δ2 are regular. We verify that δ1 • δ2 satisfies the two properties in Definition 5.
For any η > 0,

0 ≤ δ1 • δ2(K) ≤ δ1(η) + ηδ2(K/η).
Because δ2 is regular, δ2(K/η) → 0 as K → ∞, so

0 ≤ δ1 • δ2(∞) ≤ δ1(η),

and since this holds for all η > 0, and δ1 is regular, we conclude that that δ1 • δ2(∞) = 0.

To complete the proof, we need to show that (δ1 • δ2)′(0) = −1. In light of (21), it suffices to show
δ̂1 • δ2(∞) = 0. By Lemma 3 this condition is equivalent to δ̂2 • δ̂1(∞) = 0. By Proposition 2(iii), both δ̂2
and δ̂1 are regular, and we have already shown that this implies that δ̂2 • δ̂1(∞) = 0.

(iii) For any K > 0, η 7→ δ(η) + ηδ(K/η) is convex on [0,∞), so it either attains a minimum value or it
decreases montonically in η. But δ(η) + ηδ(K/η) ≥ ηδ(K/η) ≥ η(1 − K/η)+ = (η − K)+, which exceeds
δ(0) = 1 for η ≥ K + 1. The minimum over η must therefore be attained in [0,K + 1].

Our interest in this operation stems from the next result, which shows that composition of tradeoff functions
corresponds to T-convolution of privacy profiles. Tehranchi (2020) derives a corresponding result for option
prices and notes a related result in Borwein & Vanderwerff (2010). In the following, ◦ denotes ordinary
function composition: T1 ◦ T2(α) = T1(T2(α)). Recall the definition of Tδ in (25).
Theorem 1. For any privacy profile functions δ1, δ2,

Tδ1 ◦ Tδ2 = Tδ1•δ2 .

Proof. Applying (25) twice and then simplifying, we get

Tδ1 ◦ Tδ2(α) = 1 + δ∗
1(Tδ2(α) − 1)

= 1 + δ∗
1([1 + δ∗

2(α− 1)] − 1)
= 1 + δ∗

1(δ∗
2(α− 1))

= 1 + δ∗
1( sup
K≥0

{(α− 1)K − δ2(K)})

= 1 + sup
η≥0

{η sup
K≥0

{(α− 1)K − δ2(K)} − δ1(η)}

= 1 + sup
K≥0

sup
η≥0

{η{(α− 1)K − δ2(K)} − δ1(η)}

= 1 + sup
K′≥0

sup
η≥0

{(α− 1)K ′ − ηδ2(K ′/η) − δ1(η)}

= 1 + sup
K′≥0

{(α− 1)K ′ − inf
η≥0

{ηδ2(K ′/η) + δ1(η)}}

= 1 + sup
K′≥0

{(α− 1)K ′ − δ1 • δ2(K ′)}

= 1 + (δ1 • δ2)∗(α− 1)
= Tδ1•δ2(α).

11
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The composition of tradeoff functions T1 ◦ T2 is central to determining group privacy (as in Section 2.5 of
Dong et al. (2022)) and to the notion of infinite divisibility in Awan & Dong (2022), which characterizes
additive mechanisms with log-concave noise, topics to which we return in Sections 4.3 and 4.4. Theorem 1
shows that composition of tradeoff functions corresponds to T-convolution of privacy profiles.

We should emphasize that Theorem 1 refers to the composition of tradeoff functions and not to the compo-
sition of mechanisms. Dong et al. (2022), Section 3, and Gopi et al. (2021), Section 2, discuss operations on
tradeoff functions and privacy curves that correspond to composition of mechanisms.

Example: (Gaussian mechanism). For the privacy profile (15), with y1, y2 ≥ 0,

δ(K, y1) • δ(K, y2) = δ(K, y1 + y2), (29)

so T-convolution corresponds to addition of sensitivity parameters in the Gaussian mechanism. We will
revisit this identity as a consequence of a more general result for log-concave additive noise mechanisms in
Section 4.4. When translated to tradeoff functions through Theorem 1, this result recovers Theorem 3 of
Dong et al. (2022), which shows that composition of Gaussian tradeoff functions corresponds to addition of
sensitivity parameters. For the operation in (29), the minimizing η is given by

η∗ = Ky1/(y1+y2)e−(y1+y2)/2.

Example: (Randomized response). Suppose the privacy profiles δi have the form in (17) with parameters
pi, i = 1, 2. We can write these profiles in the equivalent form

δi(K) = max{1 −K, pi −K(1 − pi), 0}, i = 1, 2,

which yields

δ1(η) + ηδ2(K/η) = max{1 − η, p1 − η(1 − p1), 0} + max{η −K, p2η −K(1 − p2), 0}. (30)

For each K ≥ 0, this is a piecewise linear function of η with break points contained in the set

{Kp2/(1 − p2), (1 − p1)/p1),K(1 − p2)/p2, p1/(1 − p1)}.

On each η interval on which δ1(η)+ηδ(K/η) is linear, its minimum is attained at an endpoint of the interval.
In minimizing (30) over η, it therefore suffices to consider η values in the breakpoints. In other words,
δ1 • δ2(K) is the minimum of (30) over the four η break points. The result can be written in the form

δ1 • δ2(K) = max{1 −K, 1 − q − (1 − p2)K, p1 − p1qK/p2, 0},

with q = (1 − p1)(1 − p2)/p1. More generally, it is easy to see that if δ1 and δ2 are piecewise linear, then
so is δ1 • δ2. Even if we are ultimately interested in δ1 • δ2(K) for K ≥ 1, the calculation requires that δ1
and δ2 be defined for all K ≥ 0. (See the discussion leading to (17).) This example also helps emphasize
that the T-convolution of privacy profiles corresponds to the composition of tradeoff functions and not to
the composition of mechanisms. The composition of mechanisms in this setting leaves a bit unchanged with
probability p = p1p2 + (1 − p1)(1 − p2), and the resulting privacy profile has the form in (17) with this p.

We can informally think of δP,R as a measure of “distance” between probability measures P and R. Measures
that are “closer” together in this sense are harder to distinguish and thus provide better privacy guarantees.
From this perspective, the next result proves a kind of triangle inequality, comparing the distance beween P
and R to their respective distances from a third measure Q. In the usual triangle inequality we get equality
when two sides are perfectly aligned; an analogous condition yields equality in the current setting.
Proposition 4. Suppose P ≪≫ Q ≪≫ R. Then (i)

δQ,R • δP,Q ≥ δP,R, (31)

and (ii) equality holds in (31) if dQ/dR = ρ(dP/dQ) for some increasing function ρ : R+ → R+.

12
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The proof is in the appendx. If we convert (31) to tradeoff functions, we get TQ,R ◦ TP,Q ≥ TP,R. Lemma 7
in Dong et al. (2022) is similar but does not include the equality in part (ii) of the proposition.

Example: (Gaussian mechanism) Consider the mechanism that returns X = y+Z, Z ∼ N(0, 1), when the
true value is y. Let yp, yq, and yr be the true values for P , Q, and R. Then,

dQ

dR
= e(yq−yr)X−(y2

q −y2
r)/2,

dP

dQ
= e(yp−yq)X−(y2

p−y2
q )/2,

so dQ/dR is an increasing function of dP/dQ if yr < yq < yp or yr > yq > yp. In either of these cases, we
get equality in (52). Theorem 3 of Dong et al. (2022) is a related result for tradeoff functions.

Example: (Beta mechanism). The equality attained by the Gaussian mechanism is a special case of a
more general property for log-concave distributions, to which we return in Section 4.4. To illustrate that
Proposition 4(ii) does not rely on this property we consider a mechanism that returns X = U1/y when
the true value is y > 0, with U uniform on (0, 1), which gives the response a beta distribution. For this
mechanism,

dQ

dR
= yq
yr
Xyq−yr ,

dP

dQ
= yp
yq
Xyp−yq .

Here, too, dQ/dR is an increasing function of dP/dQ if yr < yq < yp or yr > yq > yp, even though the
density of the response X = U1/y can be either log-concave (y ≥ 1) or log-convex (0 < y ≤ 1).

Remark 1. For part (ii) of Proposition 4, we could alternatively require that dQ/dR and dP/dQ be
increasing functions of a common random variable. This condition implies (through Theorem 2 of Dhaene
et al. (2002)) that (dR/dQ, dP/dQ) have the joint distribution of (G−1

Q,R(U), G−1
Q,P (1 −U)), which is the key

property used in the proof.

4.3 Group Privacy

The symmetric neighboring relation x ≃ x′ on a collection of databases X usually means that the databases
x and x′ differ in at most one entry. Group privacy extends this notion to databases that may differ in
up to m entries. More precisely, write x ≃m x′ if x ≃ x1, x1 ≃ x2, . . . , xm−1 ≃ x′, for some databases
x1, . . . , xm−1 ∈ X . Group privacy is concerned with how privacy guarantees for ≃ extend to ≃m.

Let M be a mechanism on X with privacy profile δ; i.e., δM(x),M(x′)(K) ≤ δ(K), for all x ≃ x′. As we take
≃ to be symmetric, it is natural to assume that δ is symmetric. Write δ•m for the m-fold T-convolution of
δ with itself: δ•1 = δ, and δ•m = δ•(m−1) • δ, for m = 2, 3, . . . . It follows immediately from Lemma 3 that
symmetry of δ implies symmetry of δ•m. The next result shows that the privacy profile δ extends to the
group privacy profile δ•m.

Proposition 5. If δM(x),M(x′)(K) ≤ δ(K), for all x ≃ x′, then δM(x),M(x′)(K) ≤ δ•m(K), for all x ≃m x′.

Proof. First suppose m = 2, and suppose x0 ≃ x1 ≃ x2. Write Pi for the distribution of M(xi). Then
δPi,Pi+1 ≤ δ, i = 0, 1. But then Proposition 4 implies that δP0,P2 ≤ δP1,P2 • δP0,P1 ≤ δ • δ. Because this holds
for any x0 ≃2 x2, the proposition holds for m = 2. The extension to m = 3, 4, . . . follows by induction.

As a special case of Proposition 5, we recover the bound of Vadhan (2017), Lemma 7.2.2, rephrased in terms
of privacy profiles: if M has privacy profile δ(K) with respect to ≃, then it has privacy profile

δm(K) = K − 1
K1/m − 1δ(K

1/m) (32)

13
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with respect to ≃m. In light of Proposition 5, it suffices to show that δ•m ≤ δm. This bound holds with
equality at m = 1. To proceed by induction, suppose the bound holds at m. Then

δ•(m+1)(Km+1) = δ • δ•m(Km+1)
≤ δ • δm(Km+1)
≤ δ(K) +Kδm(Km), taking η = K in (28),

≤ δ(K) +K
Km − 1
K − 1 δ(K), applying (32),

= Km+1 − 1
K − 1 δ(K).

Replacing K with K1/(m+1) now shows that (32) holds at m+ 1.

As discussed in Balle et al. (2020), the group privacy bound in (32) can often be improved in specific cases.
However, we can use Proposition 4 to show that for any privacy profile δ there is a mechanism under which the
bound in Proposition 5 becomes tight. More precisely, start with a probability measure P0 and a random
variable L having cdf 1 + δ′(·) under P0. Suppose δ is symmetric and regular; in particular, L > 0 and
EP0 [L] = 1. Suppose further that cr = EP0 [Lr] < ∞, r = 2, . . . ,m, and let c1 = 1. Define Pi, i = 1, . . . ,m,
by setting dPi/dP0 = Li/ci, i = 1, . . . ,m. Interpret Pi as the distribution of the response of a mechanism
applied to a database i, and suppose consecutively indexed databases are neighbors. Then the group privacy
profile for the mechanism is δP0,Pm

, which, by repeated application of Proposition 4(ii) is equal to δ•m. This
worst-case bound in attained when all the likelihood ratios dPi/dP0 are increasing functions of the same
random variable, in this case L.

Whereas Proposition 4 and the inequality δ•m ≤ δm provide upper bounds on T-convolutions, we also have
the following simple lower bound. A corresponding result is provided by Tehranchi (2020) by a different
argument.
Lemma 5. For any privacy profiles δ1, δ2, we have δ1 • δ2 ≥ max{δ1, δ2}.

Proof. Let δ0(K) = (1 −K)+. As δ2(K) ≥ δ0, we have δ1 • δ2(K) ≥ δ1 • δ0(K) = infη≥0{δ1(η) + (η−K)+}.
We know that δ1(·) is decreasing with δ′

1(η) ≥ −1, for all η, whereas (η −K)+ is increasing with slope 1 for
η > K, so the infimum is attained at η = K, where it equals δ1(K). Thus, δ1 • δ2 ≥ δ1. A similar argument
shows that δ1 • δ2 ≥ δ2.

Lemma 5 confirms that the group privacy profile bound δ•m is always at least as large as the privacy profile
for neighboring databases, as it must be.

4.4 Additive Noise and Log-Concavity

We now restrict attention to mechanisms that return Y = y+Z when the true query response for a database
is y ∈ R. (We can think of the query value y as normalized relative to a reference value of zero and thus
refer to y as a sensitivity parameter, as in our discussion of the Gaussian mechanism. The results that follow
depend only on differences in query values.) For the additive noise Z we assume

Z has a density f supported on all of R. (33)

This condition could be weakened, but the assumption of full support ensures that responses for different
values of y are mutually absolutely continuous. Let Py denote the distribution of the response Y when the
true value is y; this response has density f(· − y). Let

δ(K, y) = EP0

[(
dPy
dP0

−K

)+
]

= EP0

[(
f(Y − y)
f(Y ) −K

)+
]
.

Then also, for any x ∈ R,

EPx

[(
dPx+y

dPx
−K

)+
]

= EPx

[(
f(Y − y − x)
f(Y − x) −K

)+
]

= δ(K, y), (34)
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by a change of variables. In other words, the privacy profile δPy,Py′ depends on the true values y and y′ only
through their difference y − y′. We formulate the following result in terms ϵ = logK, although this is not
essential.
Proposition 6. For an additive noise mechanism satisfying (33), for any ϵ1, ϵ2 ∈ R and any y1, y2 ∈ R,

δ(eϵ1+ϵ2 , y1 + y2) ≤ δ(eϵ1 , y1) + eϵ1δ(eϵ2 , y2). (35)

Proof. Using (34) and then (31), we get, for any K, η > 0,

δ(K, y1 + y2) = δP0,Py1+y2
(K) ≤ δPy2 ,Py1+y2

• δP0,Py2
(K) ≤ δPy2 ,Py1+y2

(K) + ηδP0,Py2
(K/η). (36)

Taking K = eϵ1+ϵ2 and η = eϵ1 yields (35).

Proposition 7. If log f is concave, then, for any y1, y2 > 0, and any K ≥ 0,

δ(K, y1 + y2) = [δ(·, y1) • δ(·, y2)](K). (37)

Proof. Using (34), we have

δ(K, y1) = EPy2

[(
f(Y − y1 − y2)
f(Y − y2) −K

)+
]
, δ(K, y2) = EP0

[(
f(Y − y2)
f(Y ) −K

)+
]
.

For log-concave f , a likelihood ratio of the form f(Y −y−x)/f(Y −x), with y > 0, is an increasing function
of Y (see, e.g., Lehmann (1986), p.509). Thus, part (ii) of Proposition 4 applies (see Remark 1), so the first
inequality in (36) becomes an equality.

Proposition 7 extends the identity (29) from the Gaussian mechanism to log-concave additive noise, showing
that the T-convolution becomes additive in the sensitivity parameter y in this setting. A related result for
tradeoff functions appears in Proposition 9 of Dong et al. (2022), and a corresponding result for option prices
in Theorem 3.8 of Tehranchi (2020).

Following Awan & Dong (2022), call a family of tradeoff functions {Tt, t ∈ [0,∞)} infinitely divisible if it
satisfies the following properties:

(a′). Tt ◦ Ts = Tt+s, for all s, t ≥ 0;

(b′). for all s > 0, Ts is nontrivial, meaning that 0 < Ts(x) < x, for some x ∈ (0, 1);

(c′). as s ↓ 0, Ts(x) → T0(x) = x, for all x ∈ [0, 1].

(We have added the lower bound in (b′) to the conditions in Awan & Dong (2022) to rule out Ts ≡ 0.)
Awan & Dong (2022) call a tradeoff function infinitely divisible if it is an element of such a family. We can
similarly introduce the following definition for privacy profiles, replacing tradeoff composition in (a′) with
T-convolution in (a).
Definition 7. A family of privacy profiles {δt, t ≥ 0} is infinitely divisible if it satisfies the following
properties:

(a) δt • δs = δt+s, for all s, t ≥ 0;

(b) for all s > 0, δs satisfies 0 < δs(1) < 1 + δ′
s(1) < 1;

(c) as s ↓ 0, δs(K) → δ0(K) = (1 −K)+, for all K ∈ [0,∞].

In (b), convexity implies δs(1) ≤ 1 + δ′
s(1) because δs(0) = 1, so the main requirement is that this inequality

be strict. In (c), as before, δ(∞) = limK→∞ δ(K) = infK≥0 δ(K). For the following, recall that we defined
Tδ(α) = 1 + δ∗(α− 1) in (24).
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Lemma 6. The privacy profiles {δt, t ∈ [0,∞)} are infinitely divisible if and only if the tradeoff functions
{Tδt , t ∈ [0,∞)} are infinitely divisible.

Proof. The equivalence of (a′) and (a) follows from Theorem 1 and (27). If (b) holds, let α = 1+δ′(1) ∈ (0, 1).
Then, applying (25) and the convexity of δ we get

Tδ(α) = 1 + sup
K≥0

{(α− 1)K − δ(K)} = 1 + sup
K≥0

{δ′(1)K − δ(K)} = 1 + δ′(1) − δ(1) ∈ (0, α),

so (b′) holds. Conversely, if (b′) holds, then (23) yields δ(1) = supα∈[0,1]{α − T (α)} = α∗ − T (α∗) > 0, for
some α∗ ∈ (0, 1] with T (α∗) > 0. Also, δ(1 +h) = −h+ supα{α(1 +h) −T (α)} ≥ −h+α∗(1 +h) −T (α∗) =
δ(1) + (α∗ − 1)h, so δ′(1) ≥ α∗ − 1, and then 1 + δ′(1) ≥ α∗ > α∗ − T (α∗) = δ(1), so (b) holds.

For α ∈ (0, 1), Tδ0(α) = 1 + supK≥0{(α − 1)K − (1 − K)+} = supK≥0{αK + min{0, 1 − K}} = α; i.e.,
Tδ0 = T0. Suppose (c) holds. Then Tδs

(x) → Tδ0(x) = x, for all x ∈ (0, 1), by Theorem 1.3 of Komuro
(1989) on the interchange of limits and convex conjugation. As all tradeoff functions have T (0) = 0, we
automatically have Tδs(0) → T0(0). At x = 1, we have Tδs(1) = 1 + supK≥0{K · 0 − δ(K)} = 1 − δs(∞) → 1,
as required for (c′). Conversely, if (c′) holds, then with T = T0, we get δ(K) = 1−K+supα∈[0,1]{α(K−1)} =
(1 −K)+ = δ0(K). Another application of Komura’s theorem yields δs(K) → δ0(K), for all K ∈ (0,∞), and
δs(0) ≡ 1 implies δs(0) → δ0(0). Also, δs(∞) = 1 + infK≥0 supα∈[0,1]{(α − 1)K − Ts(α)} = 1 − Ts(1) → 0;
thus, δs(∞) → δ0(∞).

Theorem 3.3 of Awan & Dong (2022) characterizes the tradeoff functions of log-concave mechanisms as
elements of infinitely divisible families. (A precise statement of their result relies on the notion of a canonical
noise distribution.) Through the equivalence in Lemma 6, their result extends to a characterization through
privacy profiles.

5 Convexity Properties of Privacy Profiles for Log-Concave Additive Noise

Dong et al. (2021) show that the tradeoff functions for mechanisms of the form q(x) +σZ (where q(x) is the
true query value for database x) are pointwise increasing (more private) in σ if Z is log-concave. By applying
Lemma 5 to (37), we get a corresponding result for privacy profiles, which is a special case of Lemma 18 of
Vinterbo (2022).
Proposition 8. For log-concave additive noise, δ(K, y) is increasing in y > 0, for all K ≥ 0.

Increasing y corresponds to increasing the difference in query values between databases or decreasing the
scaling of the additive noise, both of which reduce privacy, as reflected in the reduction in δ.

We turn next to second-order properties of δ(K, y) in y. (Convexity in K is automatic.) Convexity in y
indicates an accelerating loss of privacy as y increases, whereas concavity indicates a slowing rate of loss.
For the rest of this section, we impose the following conditions on the additive noise density f .

For all z ∈ R, f(z) = e−ψ(z), where ψ is even, ψ′(z) > 0, for all z > 0, and ψ′′(z) > 0, for all z ∈ R. (38)

These conditions are stronger than strictly necessary, but they simplify several arguments. The condition
ψ′′ > 0 makes f (strictly) log-concave. A log-concave density is unimodal (see, e.g., Lehmann (1986), p.509);
the assumption that ψ is even and strictly increasing for z < 0 puts the mode of f at zero. The assumption
that ψ (and therefore f) is even makes the additive noise symmetric, which is typical of the examples
commonly considered.

Define the likelihood ratio
Λ(z, y) = f(z − y)/f(z), (39)

and the inverse function
t(K, y) = sup{z : Λ(z, y) ≤ K}. (40)
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Strict convexity of ψ on R++ implies that Λ(·, y) is strictly increasing, for all y > 0; it increases toward

Kmax(y) = lim
z↑∞

Λ(z, y),

which may be infinite. It follows from (38) that f(z − y) is increasing in y, for z > y, and therefore that
Λ(z, y) is increasing in y, for all z > y, and therefore that Kmax(y) is increasing in y. Because f is even,

Λ(y/2, y) = f(−y/2)/f(y/2) = 1.

Thus, for any y > 0, Λ(·, y) maps [y/2,∞) onto [1,Kmax(y)), and Λ(·, y) has a well-defined inverse t(·, y) :
[1,Kmax(y)) → [y/2,∞),

Λ(t(K, y), y) = K, 1 ≤ K < Kmax(y). (41)
For K > Kmax(y), take t(K, y) = ∞, as in (40). Equation (41) may be valid for K < 1, but we limit our
discussion to K ≥ 1, which corresponds to ϵ ≥ 0 in the usual parameterization of (ϵ, δ) differential privacy.

The inverse liklihood ratio t(K, y) leads to an explicit expression for the privacy profile for the additive noise
mechanism with noise density f . As in Lemma 1 of Vinterbo (2022), we have

δ(K, y) = F (y − t(K, y)) −KF (−t(K, y)), (42)

where F is the cdf for the density f . This in turn leads to an expression for the derivative of the privacy
profile with respect to the sensitivity parameter y. We write ∂y and ∂K for partial derivatives with respect
to y and K.
Lemma 7. We have

∂yδ(K, y) = f(t(K, y) − y) = Kf(t(K, y)). (43)

Proof. Differentiability of f implies differentiability of Λ and then differentiability of t for K ∈ [1,Kmax(y)),
y > 0, where (41) holds. We may therefore differentiate (42) with respect to y to get

∂yδ(K, y) = f(y − t(K, y)) − [f(y − t(K, y)) −Kf(−t(K, y))]∂yt(K, y)
= f(t(K, y) − y) − [f(t(K, y) − y) −Kf(t(K, y))]∂yt(K, y)
= f(t(K, y) − y)
= Kf(t(K, y)),

where the second equality uses the fact that f is even, and the third and fourth equalities use the identity

f(t(K, y) − y) = Kf(t(K, y)) (44)

implied by (41).

We can now characterize the regions of convexity and concavity of the privacy profile with respect to the
sensitivity parameter y.
Theorem 2. For K > 1, let y∗ be the unique solution to K = f(0)/f(y). Then δ(K, ·) is convex on (0, y∗)
and concave on (y∗,∞).

Proof. Rewriting (44) as f(t(K, y) − y)/f(t(K, y) = K and differentiating this ratio with respect to y yields

f ′(t(K, y) − y)[∂yt(K, y) − 1]f(t(K, y)) − f(t(K, y) − y)f ′(t(K, y))[∂yt(K, y)] = 0, (45)

so
∂yt(K, y)

[
f ′(t(K, y) − y)
f(t(K, y) − y) − f ′(t(K, y))

f(t(K, y))

]
= f ′(t(K, y) − y)

f(t(K, y) − y) .

For log-concave f , f ′(z)/f(z) is decreasing, so the term in square brackets is positive. It follows that

∂yt(K, y) ≥ 0 ⇔ f ′(t(K, y) − y) ≥ 0.
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Figure 2: Left: The Gaussian privacy profile δ(2, y) is convex for small y and concave for large y, the
transition occurring at the circled point y∗. Right: δ(2, y) is convex when plotted against δ(1, y).

By (38), f ′(z) > 0 for z < 0 and f ′(z) < 0 for z > 0, so

f ′(t(K, y) − y) ≥ 0 ⇔ t(K, y) ≤ y.

From the monotonicity of the likelihood ratio in (39),

t(K, y) ≤ y ⇔ Λ(t(K, y), y) ≤ Λ(y, y) ⇔ K ≤ f(0)/f(y) ⇔ y ≥ y∗.

Thus, t(K, y) is decreasing on (0, y∗) and increasing on (y∗,∞). Because f is decreasing on R++, it follows
that f(t(K, y)) is increasing on (0, y∗) and decreasing on (y∗,∞). In light of (43), ∂yδ(K, y) is increasing on
(0, y∗) and decreasing on (y∗,∞).

Example: (Gaussian mechanism.) The standard Gaussian density satisfies (38). In this case, we have
Kmax(y) = ∞, t(K, y) = logK/y + y/2, and the equation K = f(0)/f(y) is solved by y∗ =

√
2 logK. As

a function of y, the privacy profile (15) is convex on (0,
√

2 logK) and concave on (
√

2 logK,∞). The left
panel of Figure 2 plots δ(K, y), for K = 2. The circled point is the inflection point y∗, where the profile
switches from convex to concave.

Recalling (37), we may express Theorem 2 as saying that the difference in profiles

[δ(·, y1) • δ(·, y2)](K) − δ(K, y1)

is increasing in y2, for 0 < y1 < y1 + y2 < y∗, and decreasing in y2, for y∗ < y1 < y1 + y2.

5.1 Relative Convexity

We have seen that log-concave privacy profiles δ(K, y) are sigmoidal in y and neither globally convex nor
globally concave. We will now show that under a widely applicable additional condition, log-concave privacy
profiles enjoy a relative convexity property: for 1 ≤ K1 < K2, this means that δ(K2, ·) ◦ δ(K1, ·)−1 is convex,
where δ(K, ·)−1 denotes the inverse with respect to the second argument. (Recall from Proposition 8 that
δ(K, y) is increasing in y.) When this holds, we say that δ(K2, ·) is convex with respect to δ(K1, ·). This
property says that the higher-K profile is “more convex” than the lower-K profile. Graphically, it means
that a plot of the curve y → (δ(K1, y), δ(K2, y)) is convex, even though the plot of (y, δ(K, y)) is not. This
is illustrated in the right panel of Figure 2, which shows that δ(2, y) becomes convex when plotted against
δ(1, y).

Relative convexity leads to bounds on privacy loss, which we discuss after the following result. As in (38),
ψ = − log f .
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Theorem 3. Suppose
ψ′′(z)/[ψ′(z)]2 is decreasing in z > 0. (46)

Then for 1 ≤ K1 < K2, δ(K2, ·) is convex with respect to δ(K1, ·), on (y0,∞), for all y0 > 0 with Kmax(y0) ≥
K2.

If Kmax(y) = ∞ for all y > 0, then the conclusion holds for any y0 > 0.

We will prove the theorem by proving that condition (47) in the following lemma holds. The lemma specializes
Theorem 1 of Cargo (1965) to our setting. Recall that δ(K, y) is increasing in y.
Lemma 8. If

∂yδ(K2, y)
∂yδ(K1, y) is increasing in y, y > y0, (47)

then δ(K2, ·) is convex with respect to δ(K1, ·), on (y0,∞).

From (43), we get
∂yδ(K2, y)
∂yδ(K1, y) = K2f(t(K2, y))

K1f(t(K1, y)) = f(t(K2, y) − y)
f(t(K1, y) − y) , (48)

so it will suffice to show that the rightmost expression in (48) is increasing in y for K2 > K1.

We can interpret relative convexity as saying that the privacy loss at K2 accelerates relative to the privacy
loss at K1, as y increases. In particular, with 1 ≤ K1 < K2, and 0 < y1 < y2, Proposition 2.6 of Rajba
(2014) and (48) yield

δ(K2, y2) − δ(K2, y1) ≥ K2f(t(K2, y1))
K1f(t(K1, y1)) (δ(K1, y2) − δ(K1, y1)).

Recall than an increase in the sensitivity parameter y entails a loss of privacy, which is reflected in an increase
in the privacy profile. The inequality bounds the privacy loss at a higher value of K (a higher value of ϵ
with K = eϵ) relative to the privacy loss at a lower value of K.

In the case of the Gaussian additive noise, at K = 1 (15) simplifies to δ(1, y) = 2Φ(y/2) − 1. If we apply
Theorem 3 with K1 = 1 and K2 = K > 1, we get the following consequence. Suppose the sensitivity
parameters 0 < y1 < y2 < y3 satisfy

Φ(y2/2) − Φ(y1/2) ≤ Φ(y3/2) − Φ(y2/2); (49)

then
δ(K, y2) − δ(K, y1) ≤ δ(K, y3) − δ(K, y2). (50)

If δ(K, ·) were convex, then (50) would hold whenever the increment y3 − y2 exceeds the increment y2 − y1.
Theorem 3 tells us that the required spacing of the increments is instead determined by (49). For sensitivity
parameters satisfying (49), the privacy loss increments satisfy (50). A version of (49)–(50) appears in
Glasserman & Pirjol (2023) in the context of option pricing.

Table 1 shows examples of log-concave noise distributions and the parameter ranges in which they satisfy
the conditions of this section. The first three are also studied in Vinterbo (2022). The last example is a
symmetrized gamma distribution. The gamma density proportional to zαe−z on R+ is log-concave for α > 0,
in which case α is also the mode. The function (z+α)αe−(z+α) is therefore decreasing for z > 0. Combining
it with its mirror image for z < 0 yields a symmetric log-concave function on R that can be normalized
to a probability density. We omit some normalization constants in Table 1 because they do not affect the
conditions on ψ.

The Subbotin distribution with r = 1 is the Laplace distribution. By requiring r > 1 in Table 1, we are
requring strict log-concavity and excluding this case; for the Laplace distribution, ψ′′ = 0. The privacy profile
for the Laplace distribution takes the form (see Theorem 3 of Balle et al. (2020)) δ(K, y) = (1−

√
Ke−y/2)+.

If we take y > logK2 > logK1 ≥ 0 and check for relative convexity we get δ(K2, ·)−1 ◦ δ(K1, y) = y +
log(K2/K1), which is linear in y. The notion of relative convexity thus degenerates in this setting — neither
function δ(Ki, ·), i = 1, 2, is more convex than the other.
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on R++

Distribution ψ(z) ψ′ > 0 ψ′′ > 0 ψ′′/ψ′2 decreasing
Normal z2/2 ✓ ✓ ✓

Subbotin |z|r ✓ r > 1 r > 1
Logistic z + 2 log(1 + e−z) ✓ ✓ ✓

Sym-Gamma |z| + α− α log(|z| + α) α > 0 α > 0 α > 0

Table 1: Examples of log-concave noise distributions satisfying (46)

6 Concluding Remarks

This paper contributes to the characterization of privacy mechanisms by establishing connections between
privacy profiles and tradeoff functions, two frameworks for describing differential privacy. Our main result
shows that the composition of tradeoff function corresponds to the T-convolution of privacy profiles. These
operations are relevant because the composition of tradeoff functions characterizes group privacy and log-
concave mechanisms, which include the Gaussian and Laplace mechanisms. This paper also characterizes
regular privacy profiles, which are privacy profiles for mutually absolutely continuous probability measures.
Regularity is determined by two boundary conditions, which also translate to simple conditions on tradeoff
functions. We also derive new convexity properties for log-concave mechanisms, which provide new bounds
on their privacy profiles. Some of these results exploit analogies between privacy profiles and option pricing.

A Postponed Proofs

A.1 Proof of Proposition 4

Proof. (i) For any η > 0, recalling the representation of regular privacy profiles in (12), we have

δQ,R(η) + ηδP,Q(K/η) = EQ

[(
dR

dQ
− η

)+
]

+ EP

[(
η
dQ

dP
−K

)+
]

= EQ

[(
dR

dQ
− η

)+
]

+ EQ

[(
η −K

dP

dQ

)+
]
. (51)

≥ EQ

[(
dR

dQ
−K

dP

dQ

)+
]

(52)

= EP

[(
dR

dQ

dQ

dP
−K

)+
]

= EP

[(
dR

dP
−K

)+
]

= δP,R(K),

where the inequality (52) follows from x+ + y+ ≥ (x + y)+. (ii) At K = 0, δQ,R • δP,Q(0) = 1 = δP,R(0).
For K > 0, we will show that equality holds in (52) for suitable choice of η. Write GQ,R(x) = 1 + δ′

Q,R(x)
for the distribution of dR/dQ under Q (as in (14)), and write GQ,P for the distribution of dP/dQ under Q.
For any cdf G, define the inverse

G−1(u) = inf{x ≥ 0 : G(x) ≥ u}.

If dQ/dR is an increasing function of dP/dQ, then dR/dQ is a decreasing function of dP/dQ, and
(dR/dQ, dP/dQ) have (by Theorem 2 of Dhaene et al. (2002)) the joint distribution of (G−1

Q,R(U), G−1
Q,P (1 −

U)), with U uniformly distributed on (0, 1). Let ηK = inf{x : GQ,R(x) ≥ 1 − GQ,P (x/K)}. By Lemma 1,
GQ,R(x) ↑ 1 and 1 −GQ,P (x/K) ↓ 0, as x ↑ ∞, so ηK < ∞. Since GQ,R(x) ↓ 0 and 1 −GQ,P (x/K) ↑ 1, as
x ↓ 0, we have ηK > 0. Moreover, the definition of ηK implies that

GQ,R(ηK) ≥ 1 −GQ,P (ηK/K) and GQ,R(ηK−) ≤ 1 −GQ,P (ηK/K−). (53)

As in Tehranchi (2020), Theorem 2.16, this implies that

{u : G−1
Q,R(u) < ηK} ⊆ {u : G−1

Q,P (1 − u) ≥ ηK/K}
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and
{u : G−1

Q,P (1 − u) > ηK/K} ⊆ {u : G−1
Q,R(u) ≤ ηK};

i.e.,
dR/dQ < ηK ⇒ dP/dQ ≥ ηK/K

and
dP/dQ > ηK/K ⇒ dR/dQ ≤ ηK .

Thus, (dR/dQ − ηK)(ηK − K(dP/dQ)) ≥ 0. But xy ≥ 0 implies x+ + y+ = (x + y)+, so equality holds in
(52).

A.2 Proof of Theorem 3

Lemma 9. The partial derivatives of t satisfy ∂yt(K, y)f((t(K, y) − y) = K∂Kt(K, y)f ′(t(K, y) − y), for
y > 0 and K ∈ [1,Kmax(y)).

Proof. We can rearrange (45) and apply (44) to get

∂yt(K, y) = f ′(t(K, y) − y)
f ′(t(K, y) − y) −Kf ′(t(K, y)) ; (54)

strict log-concavity of f (i.e., ψ′′ > 0) ensures that the denominator is not zero. Similarly, differentiating
the identity f(t(K, y) − y) = Kf(t(K, y)) with respect to K yields

∂Kt(K, y) = f(t(K, y))
f ′(t(K, y) − y) −Kf ′(t(K, y)) = f(t(K, y) − y)/K

f ′(t(K, y) − y) −Kf ′(t(K, y)) . (55)

Combining (54) and (55) yields the result.

Lemma 10. For y > 0 and K ∈ [1,Kmax(y)), t(K, y) is convex in y.

Proof. We will show that ∂yt(K, y) is increasing in y, for y > 0 and K ∈ [1,Kmax(y)). We will abbreviate
t(K, y) to t, particularly when it appears as the argument of another function. Divide top and bottom of
(54) by f(t− y) = Kf(t) to get

∂yt(K, y) = f ′(t− y)/f(t− y)
f ′(t− y)/f(t− y) − f ′(t)/f(t) ,

which we can write as
∂yt(K, y) = −ψ′(t− y)

−ψ′(t− y) + ψ′(t) = ψ′(t− y)
ψ′(t− y) − ψ′(t) . (56)

This is increasing in y iff the recriprocal is decreasing in y; i.e, iff

ψ′(t)
ψ′(t− y) increasing in y.

Differentiation shows that this holds if the numerator of the derivative is nonnegative; i.e., if

ψ′′(t)[∂yt]ψ′(t− y) − ψ′(t)ψ′′(t− y)[∂yt− 1] ≥ 0,

which holds if
[ψ′′(t)ψ′(t− y) − ψ′(t)ψ′′(t− y)]∂yt+ ψ′(t)ψ′′(t− y) ≥ 0.

Using (56), we may write this condition as

[ψ′′(t)ψ′(t− y) − ψ′(t)ψ′′(t− y)] ψ′(t− y)
ψ′(t− y) − ψ′(t) + ψ′(t)ψ′′(t− y) ≥ 0.
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This condition will hold for t and y linked through t = t(K, y) if it holds for all z, y > 0, meaning that

[ψ′′(z)ψ′(z − y) − ψ′(z)ψ′′(z − y)] ψ′(z − y)
ψ′(z − y) − ψ′(z) + ψ′(z)ψ′′(z − y) ≥ 0.

This condition holds if (recall that ψ′ is increasing because ψ is convex, so ψ′(z − y) < ψ′(z))

[ψ′′(z)ψ′(z − y) − ψ′(z)ψ′′(z − y)]ψ′(z − y) + [ψ′(z − y) − ψ′(z)]ψ′(z)ψ′′(z − y) ≤ 0,

which holds if
ψ′′(z)ψ′(z − y)ψ′(z − y) − ψ′(z)ψ′(z)ψ′′(z − y) ≤ 0,

which holds if
ψ′′(z)

[ψ′(z)]2 ≤ ψ′′(z − y)
[ψ′(z − y)]2

which follows from (46).

Proof of Theorem 3. In light of Lemma 8, it suffices to show that the right side of (48) is increasing in y, or,
equivalently that its logarithm is increasing in y. For 1 ≤ K1 < K2 ≤ Kmax(y), we have

log f(t(K2, y) − y) − log f(t(K1, y) − y) =
∫ K2

K1

∂K log f(t(K, y) − y) dK

=
∫ K2

K1

f ′(t(K, y) − y)
f(t(K, y) − y) ∂Kt(K, y) dK

=
∫ K2

K1

1
K
∂yt(K, y) dK,

where the last step uses Lemma 9. Lemma 10 implies that the integrand is increasing in y and therefore
that the integral is increasing in y.
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