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ARTICLE INFO ABSTRACT

Keywords: Background and Objective: Machine learning models are vital for enhancing healthcare services. However,
Fast healthcare interoperability resources integrating them into health information systems (HISs) introduces challenges beyond clinical decision making,
(FHIR)

such as interoperability and diverse electronic health records (EHR) formats. We proposed Model Cabinet
Architecture (MoCab), a framework designed to leverage fast healthcare interoperability resources (FHIR) as
the standard for data storage and retrieval when deploying machine learning models across various HISs,
addressing the challenges highlighted by platforms such as EPOCH®, ePRISM®, KETOS, and others.
Methods: The MoCab architecture is designed to streamline predictive modeling in healthcare through a
structured framework incorporating several specialized parts. The Data Service Center manages patient data
retrieval from FHIR servers. These data are then processed by the Knowledge Model Center, where they are
formatted and fed into predictive models. The Model Retraining Center is crucial in continuously updating
these models to maintain accuracy in dynamic clinical environments. The framework further incorporates
Clinical Decision Support (CDS) Hooks for issuing clinical alerts. It uses Substitutable Medical Apps Reusable
Technologies (SMART) on FHIR to develop applications for displaying alerts, prediction results, and patient
records.

Results: The MoCab framework was demonstrated using three types of predictive models: a scoring model
(qCSI), a machine learning model (NSTI), and a deep learning model (SPC), applied to synthetic data that
mimic a major EHR system. The implementations showed how MoCab integrates predictive models with health
data for clinical decision support, utilizing CDS Hooks and SMART on FHIR for seamless HIS integration. The
demonstration confirmed the practical utility of MoCab in supporting clinical decision making, validated by
its application in various healthcare settings.

Conclusions: We demonstrate MoCab’s potential in promoting the interoperability of machine learning models
and enhancing its utility across various EHRs. Despite facing challenges like FHIR adoption, MoCab addresses
key challenges in adapting machine learning models within healthcare settings, paving the way for further
enhancements and broader adoption.

Clinical decision support
Machine learning
SMART on FHIR

1. Introduction to build models that accurately predict patient outcomes and aid diag-

nostic processes [5]. Each of these applications relies on the ability to

Prediction models have become indispensable in modern health- analyze large amounts of data to predict future states accurately.

care [1] and other fields [2]. They play a crucial role in decision The increasing adoption of predictive models in clinical practice
making, such as predicting consumer behavior [3], and forecasting
weather patterns to assess the impacts of climate change [2]. In clinical
settings, researchers extract information from diagnosis history, labora-
tory results, demographic information, and extensive clinical data [4]

has highlighted the need for a unified management system capa-
ble of streamlined workflows [6]. Integrating health information sys-
tems (HISs) with predictive models is essential to automate prediction
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processes. However, this integration is challenging due to the diverse
electronic health record (EHR) formats in healthcare facilities [7]. The
different formats of the EHR and the data entry requirements pose
issues for clinicians, leading to new documentation modalities [8]. A
previous study proposed an architecture that extracts information from
various formats, including Fast Healthcare Interoperability Resources
(FHIR), CDA R2, or natural language text documents, to improve
healthcare care management [9]. Furthermore, the InteropEHRate
project introduces protocols with FHIR standards to improve accessibil-
ity and utility across different HISs and EHR formats [10]. The variety
in EHR systems extends beyond the data formats; it encompasses
different terminologies, data standards, and system architectures. This
diversity often results in fragmented health data ecosystems where
crucial clinical information remains inaccessible, compounding the
complexity of deploying predictive models across various EHR systems.
Not only in the clinical domain, but machine learning is also inherently
dependent on data, and format standardization is one of the key
components to ensure interoperability in all applications [11]. These
diversities require repeated adjustments to data retrieval procedures
when transitioning between EHR systems and predictive models, im-
posing the complex task of applying a single model consistently across
different HISs.

The precision of clinical decision support (CDS) systems is based on
a regular update of predictive models with new data [12,13]. This is es-
sential to counteract the performance degradation caused by outdated
information [6], known as concept drift in machine learning, causing
model deterioration [14]. The shift from traditional evidence-based
medicine to “medicine-based evidence” underscores the importance of
considering a broader data context surrounding patients [15,16]. In
this context, continuous training of machine learning models is of vital
importance [6,17,18], empowering these models to adapt to emerging
trends and evolving patterns, thus ensuring precise predictions [19].

To address these challenges, we propose the Model Cabinet Ar-
chitecture (MoCab), a centralized repository engineered to store and
manage various predictive models, including scoring [20,21], machine
learning [22], and deep learning models [23,24]. The importance of
these models has increased with the growth of data and the avail-
ability of computing power, helping medical diagnostics and clinical
decision making [25,26]. The objective of MoCab is to streamline the
utilization of patient data for clinical decision making, with models
stored within an easily accessible “cabinet” and readily retrievable as
needed. Furthermore, MoCab adheres to the FHIR standard, ensuring
that it integrates seamlessly with various EHR systems [27,28]. The
architecture features a modular design for adaptability and scalability,
supports continuous model training and updating, and includes a data
management module that autonomously acquires and processes new
data from EHR systems, thus maintaining the accuracy and relevance
of the models. Ultimately, MoCab is designed to integrate with clinical
workflows, improving the effectiveness of predictive models to support
clinical decision making and improving patient care outcomes.

The paper is structured as follows. Section 2 addresses the chal-
lenges of applying predictive models in EHR systems and related work.
Section 3 describes the architecture of the proposed MoCab, highlight-
ing its modular design, integration capabilities, and continuous model
training features. Section 4 describes the integration of MoCab with
clinical decision support systems. Section 5 illustrates the practical im-
plementation and demonstration of MoCab’s use of predictive models.
The paper concludes with Section 6, which discusses the implications
of the findings, the limitations of the current framework, and future
directions to improve MoCab’s capabilities.

2. Related work
In recent years, tools and platforms have been developed to harness

the potential of predictive modeling in healthcare, and the advantages
and disadvantages are summarized in Table 1.
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2.1. Web-based platforms for predictive modeling

EPOCH® and ePRISM® are examples of such web-based platforms
designed to assist healthcare professionals in the creation and use
of predictive models [29]. Initially, these platforms were designed
to bridge the gap between complex prognostic models and clinical
application, facilitating real-time decision support directly at the point
of care. ePRISM® faces challenges in EHR integration due to its depen-
dence on manual data entry, a time consuming and error-prone process
that complicates integration with clinical workflows.

2.2. FHIR as a facilitator of interoperability

The FHIR standard, developed by Health Level Seven International
(HL7), has been pivotal in promoting data exchange across HISs,
thus enhancing interoperability. FHIR employs a RESTful approach
to data integration, which is simple, agile, and adaptable, facilitat-
ing a smoother and more efficient healthcare information exchange
process [32]. The bottom-up and consumer-based development model,
different from the previous HL7 v2 and v3 versions, is another advan-
tage of the FHIR standard [32]. This standard has been instrumental
in supporting mobile health applications, which use FHIR to provide
patients with access to their medical records, thus promoting patient
participation and self-management [33]. Furthermore, FHIR has also
been instrumental in the development of new applications and services
in healthcare [34]. For example, platforms such as KETOS use FHIR to
enable researchers to perform statistical analyses and develop, train,
and deploy machine learning models in various EHR systems [35].
In addition, Khalilia et al. [30] have demonstrated the use of FHIR
web services for the development and deployment of clinical predic-
tive modeling. Their research outlines a framework for integrating
predictive analytics into clinical workflows using FHIR standards. A
systematic review concluded that the FHIR standard can provide an op-
timized solution to address health data interoperability issues, with the
support of smart technologies, which solve the limitations of previous
standards [36]. Furthermore, previous research has shown how FHIR
could facilitate the transformation of healthcare data over 5G network
slices. This capability is important for real-time health monitoring and
is expected to be significant in future healthcare delivery models [37].
These studies confirm that the robust and flexible architecture of
FHIR significantly contributes to advancements in healthcare inter-
operability, data management, and the acceleration of digital health
innovations.

2.3. Challenges of model integration in HISs

Despite these advances, integrating multiple predictive models into
HISs introduces challenges such as “app fatigue” among physicians due
to the abundance of available models and applications [38]. With a
growing number of models and applications, healthcare providers face
the difficult task of discerning the optimal timing and context of their
use. This challenge is further exacerbated by the abundant function-
alities offered by platforms such as KETOS. CDS Hooks and SMART
on FHIR address these issues. CDS Hooks provides advanced alerting
and clinical decision support by analyzing patient data for specific
risk factors, ensuring timely recommendations [39]. SMART on FHIR
offers an interoperable app platform for EHRs, facilitating standardized
patient data access across different FHIR-based EHR systems [40].

2.4. Handling large data volumes with FHIR

The standard FHIR API, while effective, struggles with the volu-
minous data demands of model training. A previous research [30]
highlights that FHIR server response times increase dramatically as the
volume of patient data requests grows, posing a significant challenge
for efficient data retrieval. This performance bottleneck can hinder
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Table 1
Comparison of the related works.
Authors System or Framework Advantages Disadvantages

Soto et al. [29] EPOCH® and ePRISM®

« Web-based decision support system.

» Manual data entry.

System « Lack of integration of the API with existing EHR
data.
Khalilia et al. [30] Framework « Support multiple model training algorithms. « Focus on pre-determined algorithms.

« Use standardized data.
« Provide a REST interface.

« No support for custom algorithm development.
« Lack of automatic model retraining capabilities.

Gruendner et al. « Use standardized data.

[31]

KETOS System

a clinical research environment.

« Allow researchers to train and deploy statistical models in

« Lack of support for CDS Hooks and SMART on FHIR,
limiting seamless integration with some EHR systems.
« Lack of automatic model retraining capabilities.

« Protects patient privacy while accessing large data sets.
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Fig. 1. MoCab architecture. The black lines represent the process of applying the model using patient identification to retrieve data from FHIR server, while the red lines indicate
the process with data input by users or other applications. The green lines represent the continuous training mechanism. The yellow lines highlight the retrieval process of historical
patient data for the SMART on FHIR App. The blue lines delineate the SMART authentication process, which is critical for secure data access. The blue keys represent the SMART
OAuth token, which is utilized to protect access to the FHIR server. The numbers are sequences of the steps of the model application process.

the timely development and deployment of machine learning models
within EHRs. The bulk FHIR service mitigates this by allowing efficient
retrieval of large datasets from FHIR servers, crucial to the development
and deployment of machine learning models within EHRs [16].

3. System architecture

The overall architecture of MoCab, described in Fig. 1, performs
primarily three functions. First, the Data Service Center retrieves
patient data from the FHIR server, ensuring that the appropriate in-
formation is accessed and prepared for analysis. Second, these data
are then transferred to the predictive model in the Knowledge Model
Center. Moreover, the architecture includes a Model Retraining Cen-
ter, ensuring that the models are regularly updated and refined over
time, thus maintaining their accuracy in ever-evolving clinical settings.
In addition to these core functionalities, MoCab integrates both CDS
Hooks and SMART on FHIR endpoints. This integration is to improve
clinical decision-making processes. CDS Hooks serve a dual purpose,
proactively alerting healthcare professionals to potential risks and al-
lowing real-time tracking of health indicators. The source codes of
MoCab are available at GitHub (https://github.com/DHLab-TSENG/
MocCab).

3.1. Software architecture

The MoCab uses the 4+1 view model [9], including logical, devel-
opment, process, physical views, and scenarios, to fully illustrate the
structure and functionality of the system.

The logical view focuses on the main functional components of
the system, including the user interfaces (such as the EMR client
and the SMART app), the model developer, and others. The user
interfaces interact with MoCab endpoints, which communicate with
various centers and services for data processing, model management,
and authentication. The configuration service, managed by the model
developer, configures the data service center, the knowledge model
center, and the model retraining center, with the latter two retrieving
data from the FHIR server (Fig. 2).

The process view addresses the dynamic aspects of the system,
highlighting key processes such as data retrieval and prediction. Health-
care professionals request predictions, initiating a multi-step process
from data fetching to result delivery. Model retraining, triggered by
a scheduler, involves data retrieval, preparation, training, evaluation,
and registration.

The physical view describes the system’s deployment, including the
FHIR server, MoCab server, EMR client, and the network connections
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Table 2
Example of the feature table.
Model Feature Code Code system Type of data Data alive time Default Search Value Date
value type route route
1 Body-temp 8310-5 http://loinc.org Observation 0007-00-00T00:00:00 36 latest - -
1 Body-temp 8331-1 http://loinc.org Observation 0007-00-00T00:00:00 36 latest - -
2 Hypertension 110 https://icd.who. Condition 0007-00-00T00:00:00 - latest - -
int/browsel0/
2019/en
2 Margin of 90 https://mitw. Procedure 0007-00-00T00:00:00 - latest Margin of -
surgery dicom.org.tw/ surgery
IG/TWCR_LF
between the servers and the clients to build this system. It also includes
middleware components like authentication service. Table 3
Lastly, the scenarios illustrate specific use cases, differentiating Example of the resource route table.
Conditions Methods

between user interactions and the self-training processes of MoCab.
For users, scenarios such as accessing medical records and opening the
SMART App activate the MoCab process. For model training, the pro-
cess is triggered by the time interval defined by the model developer.

3.2. Data service center

The Data Service Center comprises two main services: the Data Re-
trieval Service (DRS) and the Data Extraction Service (DES) (Fig. 1).

3.2.1. Data Retrieval Service (DRS)

The DRS is responsible for fetching data from the FHIR server with
the REST API (Fig. 3). Each feature required by the predictive model
is listed in a “feature table” (Table 2), including specific codes and the
eligible time frame for the records. For example, hypertension config-
uration uses code 110 in the ICD-10 code system, and to extract data
covering the last seven years, using a designated data_alive_time
setting “0007-00-00T00:00:00”. The DRS has the ability to handle mul-
tiple coding scenarios for a single feature. Furthermore, when multiple
records are available, the DRS uses specified search criteria (e.g., latest,
maximum, or minimum), defined in search_type, to select the most
relevant record. For example, in Table 2, LOINC 8310-5 and 8331-1
both refer to body temperature, and the 1atest prefix enables DRS to
obtain the latest data. In cases where the data do not match the query,
the service returns a default value in default_value or an API error,
depending on the configuration in the feature table.

3.2.2. Data Extraction Service (DES)
After retrieval, the DES takes control and extracts data from the
retrieved resources to fit the format conducive to model input (Fig. 4).

margin_of_surgery Procedure.bodySite.0.coding.0.code
gender Patient.gender

age Patient.get_age()

encounter_type Encounter.class.code

DES extracts specific values and associated timestamps from these
resources, tailoring data extraction to the nature of the resource. For
example, observation resources contain measurement results and obser-
vation dates, whereas condition and procedure resources are processed
into Boolean values and corresponding dates, representing whether the
server returns resources, and the date is the time of the latest recorded
data. In addition, patient resources can be utilized to calculate the
patient’s age.

Features can also be extracted by the path of resources defined by
users. For example, the margin of surgery is stored in the “bodysite” of
the procedure resources based on the definition of the Taiwan Cancer
Registry team [41]. The resource route table (Table 3) indicates the
extraction path for data stored in any column within a resource. This
ensures data extraction, even for complex data structures. Finally, after
extracting all the necessary features, the extracted data can be packed
and sent to the Knowledge Model Center.

3.3. Knowledge model center

Upon retrieval and extraction of the data by the Data Service Cen-
ter, MoCab directs these data to the Knowledge Model Center, which
consists of Prediction Adapter and Model Cabinet.
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Table 4

Example of the transformation table.
Model Feature Type Formulate Index
CHARM Hypothermia Category 1=t | 36 1
CHARM Hypothermia Category O0=ge | 36 1
SPC BMI_label Category 1=BMI It | 18.5 1
SPC BMI label Category 2=BMI ge | 18.5& 1t|24 1
SPC BMI_label Category 3=BMI ge | 24 1

[weight]/([height]/100)

P BMI Fi It 1
SpC ormua /([height]/100)

3.3.1. Prediction adapter

Before importing data into models, we need to adapt the data to
formats compatible with different models. For example, some models
accept numeric inputs, such as white blood cell count, while others
require nominal data, such as an indicator of overweight or under-
weight, or hypothermia in patients. In addition, certain features, such
as BMI, require further calculations based on the original records. To
efficiently address these varying input format requirements, MoCab
incorporates a Prediction Adapter module, which converts features into
the model-specific preferred input format (Fig. 5). A “transformation
table” (Table 4) is used to outline the data transformation configu-
rations, enhancing the adaptability of the system to various model
requirements.

Within MoCab, features are categorized into three types: numeric,
categorical, and formulaic. Numeric features are directly fed into the
model without transformation. In contrast, categorical and formulaic
types are transformed based on user-defined rules. The formulaic type

O

Data Package

e
Category Handler

Prediction Adapter)\

afput Package)
7 7 v \
] ] ] 3
Numeric Categorical Formulaic O
Feature Package

Configigations\
Y 4

=
Transformation Table

Fig. 5. Prediction adapter architecture.

facilitates operations on one or more features to derive a new fea-
ture. Subsequently, the transformed data are compiled into an array
ready for model prediction, with each feature indexed according to the
transformation table (Table 4).

The Prediction Adapter extends its capabilities to handle pre-processed
records (Fig. 1, red lines). It verifies the completeness of these records
before they are transmitted to the predictive model, thus ensuring the
integrity and applicability of the data used in models stored in the
Model Cabinet.

3.3.2. Model cabinet

Model Cabinet is a dedicated repository for storing the models along
with their respective dependencies. Each model is stored in its folder
that contains a ‘predict’ function (Backend/mocab_models/template/).
This function is integral to the prediction process, where it receives
input from the Prediction Adapter, makes the prediction, and relays the
prediction result back to MoCab. The results, along with the processed
data, are then sent to the end-user through an APIL

To facilitate model integration, MoCab provides a template compat-
ible with models exported from frameworks such as Joblib or Tensor-
Flow (Backend/mocab_models/template/). This template enables seam-
less model replacement and updating; it requires only substituting
the trained model and updating the model’s name to ‘register_model’.
Additionally, the necessary data configurations, including features and
transformation tables, are integrated, making the model ready for
prediction.
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Table 5
Example of the training parameter table.
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Model  Filter Interval Null value strategy Test size  Validation index
1 (date)lt | [hypertension] 0001-00-00T00:00:00  (drop)gt | 3&(mean) 0.2 Accuracy
2 (date)lt | [target_1] 0000-06-00T00:00:00 (drop)gt | 5&(median) | [feature_1]&(mode) 0.2 AUROC

3.4. Model retraining center

The concept of continuous training is crucial in machine learning,
particularly to maintain the accuracy of models in dynamic environ-
ments [12,13]. This process, designed based on MLOps principles, in-
volves periodically updating the model using transfer learning with new
data to account for possible changes in the underlying data patterns or
operational context [6]. The Model Retraining Center synthesizes the
retraining process into six modules [42]: Scheduler, Data Retrieval
Parser, Data Transformation Bundler, Model Trainer, Model Eval-
uator, and Model Register. This approach ensures that the models
integrated within MoCab remain up-to-date and accurate, providing
reliable predictions in a clinical setting.

3.4.1. Scheduler

The fundamental mechanism for configuring this Scheduler is the
training parameter table (Table 5). By specifying the time interval
for retraining, the Scheduler is programmed to initiate the continuous
training pipeline at predetermined time intervals.

3.4.2. Data retrieval parser

The Data Retrieval Parser extracts data from the FHIR server and
parses them into a format suitable for model training. To facilitate the
retrieval of large datasets, this parser uses the FHIR bulk service [16].
Upon issuing a ‘kick-off’ request, the FHIR bulk service returns data
in Newline Delimited JSON (NDJSON) format, which complies with
the FHIR specification. The subsequent stage involves data retrieval
and extraction from these resources. The configuration of required
features is established in the Data Service Center (Fig. 1, green line
linked to the Data Service Center). This feature table allows MoCab to
identify relevant features or prediction targets by matching them with
corresponding codes and code systems via DRS (Table 2). The DES then
extracts specific values from these resources. The temporal alignment
of the data is also ensured by further configurations. For example, in a
model designed to predict hypertension, it is imperative to use the data
recorded before the appearance of hypertension. MoCab addresses this
by setting appropriate time intervals between features and prediction
targets in the ‘Filter’ field of the training parameter table (Table 5,
model 1). This approach to temporal data alignment is vital to the
rationality of the training process.

3.4.3. Data transformation bundler

The Data Transformation Bundler transforms input features and
targets into appropriate formats and bundles these data, then splits
them into training and testing sets. Similar with the transformation
steps in the Knowledge Model Center, the Data Transformation Bundler
utilizes the Prediction Adapter to transform the data (Fig. 1, green line
linked to the Data Transformation Bundler). This process is governed by
the specifications described in both the transformation table (Table 4)
and a corresponding table for the targets, which allows the integration
of patient data into a cohesive dataset.

The next step is to exclude patients who are not the study target.
For example, as demonstrated in the second primary cancer prediction
model for lung cancer survivors [43], patients who did not experience
lung cancer as their first primary cancer were deemed non-target for
the model and subsequently excluded. For records with missing values,
developers can specify the threshold for exclusion or select appropriate
imputation methods (e.g., mode, mean, median, or specific values) in

the training parameter table (Table 5, null_value_strategy). This flexi-
bility allows for customized strategies for different features (Table 5,
null_value_strategy of model 2).

MoCab then randomly divides the data set into training and testing
subsets. This division is based on the test size configuration detailed
in the training parameter table (Table 5, test_size). The training data is
then funneled into the Model Trainer, while the testing data is reserved
for the Model Evaluator. An additional preparatory step, particularly
for models dealing with categorical variables, involves encoding these
variables into a binary format (dummy or indicator variables). This
encoding process is executed before the distribution of datasets to the
subsequent modules.

3.4.4. Model trainer

The Model Trainer module fine-tunes models with new data by
retrieving the original model and retraining configurations (Back-
end/mocab_models/) and retraining with the latest training data. The
model architecture will follow the settings of the original model. For
example, a deep neural network architecture is used to predict second
primary cancer (SPC). Then, the retraining process involves defining
optimization algorithms with the “train” function and configuring es-
sential hyperparameters in the configuration file, such as learning rates,
batch size, epochs, and evaluation thresholds. The system then initiates
the training function, which fine-tunes the model using a transfer
learning approach and stores the retrained model in its respective
directory. To streamline the training process, MoCab offers a spe-
cialized continuous training template (Backend/mocab_models/SPC/),
simplifying the training procedure by allowing users to replace the
training compiler. Once training is completed, the updated model is
saved under the designation “new_model” for further evaluation in the
Model Evaluator module.

3.4.5. Model evaluator

Recognizing that a fine-tuned model may not necessarily outperform
the original one, MoCab employs an evaluation process using the test
data provided by the Data Transformation Bundler. This evaluation pro-
cess focuses on the metrics computation to determine the performance
of existing (original) and newly fine-tuned (new) models. Key metrics
such as accuracy, F1 score, and the area under the receiver operating
characteristic curve (AUROC) are used for comparison (Table 5, valida-
tion_index). These metrics were selected for their broad acceptance in
the field and ability to assess model performance. They capture overall
accuracy, the balance between precision and recall, and the model’s
discriminatory power, respectively, making them suitable for model
evaluation. The selection of the most effective model is based on the
validation_index specified in the training parameter table (Table 5).

3.4.6. Model register

This final step involves integrating the model that demonstrated
higher performance during the evaluation phase into the Model Cabinet
(Fig. 1, green line linked to the Model Register). The Model Register
also documents the metadata for the model, the number of patients
involved in the training set, the timestamps of the last training and
data acquisition, and the evaluation results (Table 6). These records
provide information on the training history, facilitating transparency
and traceability of model development.
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Table 6
Example of the training status table.
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Model Last training time Last training data time Num of pat

Old model evaluate New model evaluate Register model Threshold

1 2023-05-10 2018-01-01 481 0.683 0.665 Register 0.12
1 2023-06-10 2018-11-08 481 0.696 0.741 New 0.061
Table 7 5. Implementation and demonstration
Example of the CDS hooks table.
Model Condition Info range ~ Warning range Critical range

qCSI encounter_type=EMER  le|4
NSTI encounter_type=EMER  1t|0.3

gt|4&le|9 gel9
ge|0.3&l1t|0.7 gt[0.7

4. Integration with clinical decision support system

MoCab offers three interaction modalities, which are open FHIR
endpoints, MoCab regular endpoints, and CDS Hooks endpoints. For
entities that utilize open FHIR endpoints or their methods for data
retrieval, the MoCab regular endpoint (Fig. 1, Regular Endpoint) is tai-
lored to their needs. To combat app fatigue caused by the proliferation
of CDS services, MoCab incorporates a strategic approach with CDS
Hooks, which is designed to generate predictions for at-risk patients
and guide the delivery of appropriate alerts to physicians (Fig. 1, CDS
Hooks Endpoint) [38]. We also provide the option to activate MoCab
from SMART on FHIR App (Fig. 1, SMART Endpoint).

Each model within MoCab caters to a specific use scenario. The
CDS Hooks table specifies the contextual usage of each model (Ta-
ble 7). For example, the CHARM model [44] is designed primarily to
predict mortality among patients with suspected sepsis for emergency
department applications, and an emergency department encounter in
FHIR is coded as “EMER” [45]. Accordingly, the CDS Hooks table
can define a triggering condition as “encounter_type=EMER”, indicat-
ing that MoCab will activate the model for records originating from
emergency departments. The sources of conditions are in the resource
route table (Table 3). The “encounter_type” is mapped to “class.code”
in the FHIR Encounter resources. MoCab extracts this information to
determine the applicability of a model to a specific patient scenario.
Additionally, for conditions requiring computations, such as patient’s
age, the necessary function is specified in the resource route table
(Table 3, “age” condition).

A notable feature of CDS Hooks within MoCab is their ability to
deliver customized alerts to physicians. CDS hooks generate CDS cards,
which encompass a range of information, from basic text notifications
(information card) and alternative action suggestions (suggestion card)
to links that lead to applications or reference materials (app link card).
The cards are categorized into three indicators — info, warning, and
critical — each signifying the level of urgency or importance of the
information presented.

In MoCab, the CDS Hooks endpoint is configured to return different
cards based on the risk thresholds defined for each model (Table 7).
These cards not only display the model’s risk score and descriptive
results but also include a SMART app link. Activating this link (Fig. 1,
black line from EMR client to the SMART Endpoint) initiates a request
for SMART on FHIR authentication from the EHR server to secure
access permission, allowing the MoCab SMART app to retrieve the data
of the targeted patient from the FHIR server.

The MoCab SMART app integrates the core functions of MoCab,
such as risk calculation, with additional features. A significant feature
is visualizing the historical patient data through trend charts, accessible
through the SMART endpoint (Fig. 1, orange line). These charts provide
physicians with a view of patient health over time, improving the depth
and quality of clinical decision-making.

To demonstrate the practicality of MoCab, we implemented the
framework using three different types of models: a scoring model
(the quick COVID severity index [46]), a machine learning model
(identifying necrotizing soft tissue infections (NSTI) [47]), and a deep
learning model (predicting SPC in patients with lung cancer [43]).
To simulate realistic data scenarios, we generated synthetic data that
are consistent with the structure of one of the largest EHR database,
the Chang Gung Research Database (CGRD) [48], supplemented by
examples from the official FHIR documentation [49]. This section
delineates the implementation steps, including the generation of FHIR
resources, the deployment of models, and interactions with MoCab to
obtain prediction results. The source codes of the models are available
on GitHub [50].

5.1. Data and FHIR server

Recognizing the growing prominence of FHIR in the landscape of
EHR [36,51], we adopted FHIR version R4 as the standard protocol for
data retrieval to create a system compatible with a variety of EHRs. We
use HAPI FHIR [52], version 6.4.0, for its robust support of FHIR bulk
services.

Data used in this study was simulated based on CGRD [48], then
converted into FHIR format with the FHIR Extract Transformation
Load (ETL) tool [53]. This process was guided by the official FHIR
documentation [54] and was supplemented with information from the
FHIR Implementation Guide (IG) documents [55]. Fig. 6 illustrates the
key attributes of the data in FHIR format and Table 8 describes it
in detail. The Chang Gung Medical Foundation Institutional Review
Board approved this study (IRB no. 201901386B0) and waived the
requirement of patient consent.

5.2. Quick COVID Severity Index (qCSD)

The Quick COVID Severity Index (qCSI) is for rapidly assessing
COVID-19 patients in emergency settings [46]. The model translates
the respiratory rate, SpO, (oxygen saturation), and O, flow rate using
a scoring system, where the cumulative score of these characteristics
estimates the risk of critical respiratory illness. This scoring mechanism
helps physicians make informed clinical decisions. For example, a high
qCSI score could indicate the need for immediate respiratory support in-
terventions, such as high flow nasal cannula or mechanical ventilation,
thus optimizing resource allocation and potentially improving patient
outcomes.

For implementation, we refer to the format of the vital sign profile
on the official FHIR website [54]. Subsequently, we extracted vital signs
from the CGRD, converting this information into FHIR resources. It is
important to note that the O, flow rate data, originally recorded in
plain text, were assigned to the valueString field in FHIR. Details of
this data mapping are given in Table 9.

The feature retrieval process is based on the feature table (Back-
end/config/features.csv), which specifies the CGMH code systems for
respiratory rate and SpO,, along with LOINC terminology codes for
O, flow rate. All data used were recorded within one hour. Sub-
sequently, we defined the data transformation configurations (Back-
end/config/transformation.csv) based on the variables of the qCSI scor-
ing model [46]. In this phase, the Prediction Adapter converts numeric
values into corresponding qCSI points according to the scoring model’s
criteria. The culmination of this process involves the summation of
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Table 8
Description of the example of FHIR observation data.
Key Value Description
resourceType Observation The type of resource, in this case, an
Observation
id oxygen-saturation3 Unique identifier for the observation
coding - List of codes defined by terminology systems
system https://www.cgmh.org.tw Terminology system URL for the coding info

http://loinc.org
http://loinc.org

code OA08
2708-6
59408-5

Code for the coding

display Pulse Oximetry

Oxygen saturation in Arterial blood
Oxygen saturation in Arterial blood

by Pulse oximetry

Display text for the coding

subject_reference Patient/test-03121002

Reference to the patient associated with the

observation
effectiveDateTime 2019-07-02 Clinically relevant time for observation
valueQuantity “value”: 97 Actual result of the observation, including
“unit”: “%02” its value, unit, terminology system of unit,

“system”: “http://unitsofmeasure.org”

“code”: “9%”

and code of the unit

Table 9
Data mapping table in qCSI.

Data model of CGRD FHIR resource name

FHIR resource attribute

Description

Patient_id Patient id The identifier for the patient in the hospital
Patient_id + “_” + inpatient_id Encounter id The identifier for the encounter of the patient in the hospital
Body Site Observation bodySite.code The body site of the observed part
Code Observation code.coding.code The vital sign code in the CGRD code system or LOINC code
Respiratory rate Observation valueQuantity.value Respiratory rate
SpO, Observation valueQuantity.value SpO,
O, flow rate Observation valueString The O, flow rate of the ventilator
Table 10

Data mapping table in the NSTI model.

Data model of CGRD FHIR resource name

FHIR resource attribute

Description

Patient_id Patient id

Birthdate Patient birthDate
Patient_id + “_” + inpatient_id Encounter id

Body Site Observation bodysSite.code
Code Observation

code.coding.code

The identifier for the patient in the hospital

The birthdate of the patient

The identifier for the encounter of the patient in the hospital
The body site of the observed part

The laboratory feature codes in the CGRD code system

White blood cell Observation valueQuantity.value White blood cell
C-Reactive protein Observation valueQuantity.value C-Reactive protein
Segment Observation valueQuantity.value Segment

Band Observation valueQuantity.value Band

points from each feature, upon which MoCab returns the final qCSI
score. Another challenge was handling the O, flow rate data stored as
plain text on the FHIR server. To address this, we implemented regular
expression parsing to extract specific values from the text.

5.3. Necrotizing Soft Tissue Infection risk model (NSTI)

Necrotizing fasciitis, a rare but critical infection that affects soft
tissues, often requires immediate treatment to prevent fatal outcomes
[56]. NSTI prediction is critical for timely and appropriate treatment
to prevent fatal outcomes. We included an NSTI risk model, built
with logistic regression [47], to differentiate necrotizing fasciitis from
other soft tissue infections. This model is particularly valuable in the
emergency department in coastal regions with prevalent waterborne
bacterial infections. The NSTI model requires input on five features for
analysis: seawater exposure and four laboratory results: white blood
cell count, C-reactive protein, creatinine, and sodium (Table 10). How-
ever, the CGRD does not include records of seawater exposure. To
address this, physicians can manually indicate seawater exposure in the

MoCab SMART App. By integrating these inputs, the NSTM model fa-
cilitates early diagnostic decisions, potentially leading to faster surgical
interventions, which are often lifesaving.

The feature table presents the data retrieval configurations for
the NSTI model (Backend/config/features.csv). The transformation ta-
ble delineates the complete data transformation configuration (Back-
end/config/transformation.csv). Subsequent to the data transformation
stage, these features are sent to the final model imported in Joblib
format in Knowledge Model Center - Model Cabinet.

5.4. Second Primary Cancer risk model (SPC)

SPC occurs when an individual develops a new primary cancer
following an earlier primary occurrence [57]. Factors such as specific
cancer treatments, genetic predispositions, and exposure to cancer-
causing substances significantly increase the risk of SPC [58,59]. Lung
cancer, which is notably prevalent and widespread worldwide, often
requires careful monitoring of SPC occurrences [60,61]. This SPC risk
prediction model is especially relevant in clinical follow-up programs,
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{
"resourceType": "Observation",
"id": "oxygen-saturation3d",
"code": {
"coding": [
{
"system": "https://www.cgmh.org.tw",
"code": "DAO8",
"display": "Pulse Oximetry"
1,
{
"system": "http://loinc.org",
"code": "2708-6",
"display": "Oxygen saturation in Arterial blood"
1},
{
"system": "http://loinc.org",
"code": "59408-5",
"display": "Oxygen saturation in Arterial blood by
Pulse oximetry"
¥
]
1,
"subject": {
"reference": "Patient/test-03121002"
1,
"effectiveDateTime": "2019-07-02",
"valueQuantity": {
"value": 97,
|lunitl| : I|%O2l| s
"system": "http://unitsofmeasure.org",
|Icode n B H%II
}
3

Fig. 6. An Example of FHIR Observation Data. The code attribute indicates the type of
observation, including “OA08” for “Pulse Oximetry” in the CGRD terminology system
and “2708-6” LOINC code for oxygen saturation. The subject references the patient
with the ID “Patient/test-03121002”. The effectiveDateTime specifies the observation
date as 2 July 2019. ValueQuantity records the measured oxygen saturation as 97.0
with unit % O,. These attributes ensure a precise and standardized representation of
the data. Other examples are in https://github.com/DHLab-TSENG/MoCab/tree/main/
Configs/output/Test Data.

where SPC risk monitoring can guide preventive measures. This model
can be used in the surveillance of lung cancer survivors who have
undergone radiation therapy, a group at elevated risk of developing
cancers in the radiation field. By predicting the risk of SPC, the model
helps tailor patient-specific surveillance protocols, improving person-
alized care and improving outcomes. We trained an SPC prediction
model for lung cancer survivors using TensorFlow, utilizing the data
generated based on the cancer registry dataset in CGRD [43]. The
model, which requires 27 features, integrates multiple FHIR resources,
including patient, encounter, condition, observation, and procedure.

To create data in FHIR format, we followed the guidelines of the
Taiwan Cancer Registry Center (TWCR) [41], the minimal Common
Oncology Data Elements (mCODE) [62], and insights from the Taiwan
‘cancer2fhir’ team [63]. This approach facilitated conversion of the
cancer registry dataset. Data retrieval and transformation configura-
tion details are provided on GitHub (Backend/config/features.csv and
transformation.csv).

For continuous training, we set specific parameters: (1) Features
needed to be time-stamped between the first and second primary
cancers (Table 11, Filter). (2) Records with more than three missing
values were excluded. (3) Missing values were imputed with the me-
dian (Table 11, Null value strategy). (4) 20% of the data was selected
as testing set. (5) The AUROC was used for validation (Table 11,
Test size and Validation index). The feature table and the transfor-
mation table for the target configuration are available on GitHub
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(Backend/config/continuous_training/), and users can adjust these set-
tings by modifying the configuration tables. For example, the last
training data was originally 2018-01-01 (Table 12, first row). After
continuous training, the training status table was updated to reflect the
latest training results (Table 12, second row).

5.5. Integrations with CDS hooks and SMART on FHIR

To simulate the interaction between HIS and the MoCab framework,
experiments were carried out using CDS Hooks and SMART on FHIR
Sandbox [64]. The configuration of the CDS Hooks is in Table 7. This
setup includes predefined warning ranges for each model, enabling
the system to issue appropriate alerts. For example, in the case of
the qCSI model, the system is configured to present an information
card for scores less than 4, a warning card for scores between 4
and 9, and a critical alert for scores exceeding 9 points (Table 7,
qCSI). For the NSTI and qCSI models, designed primarily for emer-
gency department use, the models are automatically activated upon
the onset of an emergency department encounter. In preparation, we
identified the required condition routes, as specified in the CDS Hooks
scenarios. These routes were documented in the resource route table
(Backend/config/resource.route). Taking the qCSI model as an exam-
ple, the patient’s encounter resource was retrieved following the model
requirements and the definition of the encounter_type condition in
the resource route table. Upon verification that the type of patient
encounter matched the criteria, MoCab initiated the qCSI model pre-
diction process. This simulation demonstrated MoCab’s capability to
trigger accurately and process model predictions based on specific
criteria, thereby validating its practical utility.

One of the key contributions of MoCab is the creation of an intuitive
SMART on FHIR application, designed to facilitate the interaction be-
tween physicians and the model in MoCab. The application is accessible
through the ‘MoCab-App’ button on the CDS Hook card. Once activated,
it presents a user interface that displays key parameters involved in
the predictive analysis of the model (Fig. 7). In addition, this interface
offers a comprehensive overview of the patient and trend analysis,
significantly helping physicians in their decision-making process. In
particular, it allows for real-time adjustments to clinical features, en-
abling physicians to view updated prediction results, and empowering
physicians by providing greater control and flexibility. Furthermore,
the application is enhanced with additional functionalities like timeline
filtering. These features are user-centric and provide valuable infor-
mation, increasing the overall utility of the MoCab system in clinical
settings.

6. Discussion and conclusion

MoCab offers numerous advantages, particularly in reducing the
costs associated with model deployment in various EHR systems with
the FHIR standard, supporting continuous training to maintain model
performance over time, and improving decision-making processes with
CDS Hooks and SMART on FHIR.

This framework is primarily designed for healthcare professionals,
researchers, and HIS administrators. Healthcare professionals can seam-
lessly integrate MoCab into their clinical workflows to improve patient
care quality and precision in diagnostic and therapeutic decisions. As
we mentioned in the session 5, the use of the qCSI model within MoCab
during the COVID-19 pandemic can help emergency care providers
quickly identify patients at high risk of critical respiratory illness and
launch immediate interventions. In emergency and surgical care, the
NSTI risk model in MoCab facilitates timely and potentially life-saving
surgical interventions. Finally, the SPC prediction model in MoCab
helps oncology professionals develop personalized surveillance plans,
thereby improving patient care and long-term outcomes. Researchers
benefit from MoCab’s capability to quickly incorporate new predictive
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Table 11
Training parameters for SPC model.
Model Filter Interval Null value strategy Test size Validation index
(date)lt|[seq 2]& 0001-00-00T (drop)gt|3&
SpC (date)ge|[seq_1] 00:00:00 (median) 02 AUROC

Table 12

Training status table of SPC model after continuous training process executes.
Model Last training time Last training data time Numbers of patient Old model evaluate New model evaluate Register model Threshold
SPC 2018-01-07 2018-01-01 235 0 0.696 Register 0.08
SPC 2018-11-10 2018-11-08 481 0.696 0.741 New 0.061

BMC

Since Datetime:[2017/01/11, 12:00 M (]

Model Score: 0.980

NSTI

band crp
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Fig. 7. MoCab SMART App user interface with the NSTI model. The “Since Datetime” label controls the time period of data we used for visualization and prediction. The orange
line presents the trend of the patient’s data, including laboratory results, vital signs, etc.

models, allowing for a quick transition from research findings to prac-
tical clinical applications. MoCab provides an infrastructure for HIS
administrators to manage the predictive model lifecycle.

The MoCab system exhibits similarities with previous studies while
introducing key enhancements. Similarly to the EPOCH® and ePRISM®
systems [29], MoCab aims to apply machine learning models to assist
clinical decision making. Furthermore, MoCab is consistent with the
objectives of KETOS [31], which offers a solution integrated into HISs.
However, unlike EPOCH® and ePRISM®, which require manual input
of model parameters, MoCab capitalizes on the rapidly evolving FHIR
standard. This utilization facilitates automatic data retrieval from EHR
systems, thus obviating the need for manual parameter input. Further-
more, while KETOS lacks mechanisms for active alerts to healthcare
professionals, MoCab incorporates CDS Hooks. This integration enables
the delivery of varying levels of alerts to healthcare professionals. Fur-
thermore, MoCab has the capacity for continuous learning. This feature
allows the model to continuously train and refine its performance.

Despite MoCab’s advantages, the framework encounters certain
challenges and limitations. Primarily, MoCab has adopted the FHIR
standard with the FHIR server. Although the FHIR standard facilitates
standardized data interchange, it needs to be implemented in the HIS
first. Currently, not all HISs are equipped to fully support the FHIR
standard, which could slow the adoption of MoCab and limit its appli-
cability. However, given the growing adoption of FHIR globally [36],
we anticipate a reduction in this challenge, increasing MoCab’s utility
as FHIR becomes more prevalent in healthcare facilities. In addition,
specific features may be unavailable on the FHIR server. To address
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this, MoCab is designed to accept pre-processed records and allows data
to be gathered from users via the MoCab SMART App. Second, in the
current framework, the performance comparison between updated and
preexisting models is contingent on the performance metrics selected
by the users. This approach, while practical, may introduce biases as it
relies on a single data set for evaluation. Incorporating methodologies
such as cross-validation and statistical tests is a possible solution to
mitigate potential biases and improve the reliability of our model
comparison. Third, environmental sustainability is another concern. A
previous study suggests that Information and Communication Technol-
ogy (ICT), including online services and electronic government, has
the power to determine the world’s ecological future in developed
countries [65]. In addition, ICT could positively contribute to reducing
CO, emissions once a level of ICT development has been achieved [66].
Although MoCab shows potential to advance predictive healthcare
modeling, the current framework does not explicitly account for energy
consumption and its environmental impact. The energy demands for
model training are high [67]. Given the increasing emphasis on sus-
tainable practices, integrating energy efficiency measures into MoCab’s
design is essential for future development [68]. Furthermore, a previous
study has demonstrated innovative approaches in cloud computing
environments that dynamically allocate resources to optimize energy
efficiency without compromising system performance [69]. Future
enhancements to MoCab will include energy efficiency metrics and
dynamic resource allocation to mitigate environmental impact. Finally,
to assess the performance of the MoCab framework, practical evalu-
ations are needed in the future. Currently, the MoCab framework is
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designed primarily as a proof-of-concept to illustrate the potential and
feasibility of automating a model management system within HISs.
The primary aim at this stage is to validate the technical aspects,
such as integration with EHR systems through FHIR standards, the
operation of the Model Retraining Center, and the use of CDS Hooks in
a controlled environment. These are critical to establish a foundational
understanding of the framework for handling real-world healthcare
data and workflows.

To address these challenges and limitations, immediate efforts will
be made to expand its functionality by developing a user-friendly model
import interface and providing customization options for encoding
methods [70,71]. Furthermore, we will add more use cases to demon-
strate MoCab’s versatility and effectiveness. Mid-term goals will include
integrating environmental sustainability into MoCab’s main functions,
allowing for real-time monitoring and management of computational
resource usage. Longer-term initiatives will be to perform practical
evaluations to determine the functionality and impact of MoCab in
the real world and to refine the functionality and user interface of
MoCab, ensuring that it meets the practical demands and regulatory
requirements of real-world healthcare settings. These assessments will
focus on user experience, system integration, and overall performance
in clinical settings. Finally, the incorporation of the Clinical Quality
Language (CQL) [72] is expected, further improving the integration
capabilities of the model.

In summary, MoCab improves the interoperability of machine learn-
ing models across health information systems using the FHIR stan-
dard. Its Model Retraining Center dynamically updates models based
on evolving clinical data. MoCab also incorporates CDS Hooks for
proactive alert delivery within clinical workflows, improving decision-
making without disrupting user experience. The modular design of the
framework ensures adaptability, offering a promising solution to the
challenges of adapting machine learning models in healthcare settings.
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