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loss from promo fraud-the exploitation of promotional 
incentives outside their intended use, reaches $89 billion 
(Ekata 2023) for US retailers alone. Acknowledging the far-
reaching nature of fraud, it is then necessary to examine the 
issue of fraud detection through different approaches and 
lenses. Most recently, the usage of Graph Neural Networks 
(GNNs) is becoming increasingly popular (Wang 2010). 
Indeed, most financial activities are naturally graph-struc-
tured, where nodes represent the actors and edges represent 
their transactions. Results of GNN-based detectors designed 
for both specific (Hyun et al. 2023) and general fraud-like 
behavior (Dou et al. 2020; Liu et al. 2021b; Shi et al. 2022; 
Li et  al. 2022c; Xu et  al. 2024a; Zhuo et  al. 2024) show 
that the general effectiveness of GNNs extends to fraud 
detection.

Existing GNN-based fraud detectors are designed around 
certain fraud-like characteristics like camouflaging (Dou 
et al. 2020), label imbalance (Liu et al. 2021b; Zhuo et al. 
2024; Hyun et  al. 2024), or heterophily (Shi et  al. 2022; 
Wu et al. 2023a). However, the definition of fraud assumed 
in their developments is often unclear. Despite assuming 

1  Introduction

The prevalence of fraud is a vital problem for our digitalized 
financial institutions. Cumulative global merchant losses 
from online payment fraud are projected to exceed $362 
billion for 2023–2028 (Malone 2023). Furthermore, annual 
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Abstract
Developing reliable models for detecting fraud is increasingly vital amidst the digitalization of our financial institutions 
and activities. While graph-based fraud detection models showed promising performances in recent years, the underpin-
ning fraud definition and evaluation process they utilized rely heavily on a limited set of labeled datasets. This raises 
concerns about their vulnerability to distributional shifts and adversarial strategies often exhibited by real-life fraudsters. In 
response, we propose a novel scenario for graph fraud detection called Multi-round Adversarial Fraud Detection. Here, the 
fraud detection model is trained and evaluated iteratively on an adversarially evolving graph. This scenario more closely 
mimics fraud detection activities in real life while being less reliant on the underlying datasets since the graph evolution 
is induced by generator functions rooted in common fraud behavior. We show that existing models struggle to achieve 
good multi-round performance under the proposed scenario with F1 scores that consistently hover below 56 percent on 
subsequent rounds. To improve the aforementioned performance we propose Temporally Pre-trained Node Embedder 
(TPNE), a module that leverages self-supervised pre-training approach, explicitly separating and enhancing temporal 
information across multiple rounds. TPNE is both model and label-agnostic, improving the best-performing baseline by 
up to 4.6 percent in on-round F1 score and up to 32.9 percent in final recall.
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certain characteristics, evaluations rely entirely on the 
available ground truth labels. This causes an overreliance 
on existing datasets which limits the model’s adaptability 
and generalization power. For example, consider two of the 
most used datasets for general-purpose fraud detection work 
(McAuley and Leskovec 2013; Rayana and Akoglu 2015). 
Both are review networks extracted from online platforms 
whose labels are generated by an in-house filtering sys-
tem. Exclusively relying on them for evaluation can inad-
vertently lead to simple imitation of the original filtering 
systems. Strong results on these datasets are valuable, but 
concerns of vulnerability to commonly observed long-term 
distributional shifts and adversarials have long been raised 
(Phua et al. 2010). Evaluation on more datasets helps, but 
sourcing a fraud dataset is tricky; fraud are inherently rare 
and labels are often costly. Furthermore, publicly available 
fraud datasets are often opaque (Tang et al. 2022).

To address the issue, a few directions have been pro-
posed. One is extending the model design to capture tem-
poral information and/or using dynamic graphs (Ren et al. 
2023; Tian and Liu 2024; Yang et al. 2025b). This allows 
the model to learn from the distributional shifts present in 
dynamic graphs, resulting in better generalization. Another 
is using adversarials to train fraud detectors (Ren et  al. 
2020; Wu et  al. 2023b, 2024), acknowledging that fraud-
sters are very quick to adapt and change strategies (Kur-
shan and Shen 2020). This approach reduces the reliance on 

existing datasets by using a strongly-defined fraud behavior 
to learn from. These two directions are respectively inspired 
by existing bodies of works on Dynamic Graph Learning 
(DGL) (Kazemi et al. 2020) and graph adversarial learning 
(Jin et al. 2021).

The two directions correctly capture two different 
aspects of fraud detection: temporality and adversarial 
adaptation(Kurshan and Shen 2020). Detecting fraud in real 
life is a tug-of-war between fraudsters and detectors, each 
taking turns to adapt to the other’s strategy. As such, fraud 
detection works ideally need to address both aspects. Exist-
ing works on the graph domain addressed each of the two 
aspects individually, but not together. Additionally, most of 
them still consider only a single iteration of model training 
and evaluation, failing to capture the back-and-forth nature 
of fraud detection. The study of iterative model training is 
mostly studied within the field of Continual Graph Learning 
(CGL)(Yuan et al. 2023), but typical CGL works do not con-
cern themselves with adversarials. Our study excels through 
capturing these different aspects altogether, reframing the 
existing works in a unified direction that better reflects real-
ity. Table 1 succinctly summarizes the difference between 
our work and existing adjacent ones.

In this work, we advance graph-based fraud detection 
by introducing a challenging scenario called Multi-round 
Adversarial Fraud Detection which simultaneously con-
siders temporality and adversarial adaptation. This is done 
by conducting multiple model training/evaluation rounds 
and defining generator functions that govern the growth 
of the underlying graph between rounds. It offers freedom 
in defining the generator functions so that we are able to 
study the long-term dynamics of different kinds of fraud. 
Additionally, it reduces reliance on the labels in existing 
fraud datasets. Defining the generator function here can be 
equated to defining the fraud behavior itself, which provides 
clarity with respect to the objective and capabilities of the 
developed fraud detector model.

We here propose a simple greedy fraud generator func-
tion that specifically emulates promo fraud; it considers the 
fraud instances that have not been detected yet and dupli-
cates them as new fraud instances. As a simple illustra-
tion, say a company schedules the training and inference 
of its transaction fraud detector weekly. At the beginning 
of the week, it correctly detects 100 fraud but unknowingly 
misses 10. In this situation, our generator function will take 
the 10 missed fraud and produces a large number of new 
fraud with identical information, knowing that the model 
this week will not classify them as fraud. This is a common 
behavior found in many real-world promo fraud. One exam-
ple is coupon abuse, where a promotional coupon is used 
exceedingly beyond its intended amount, either by exploit-
ing a hole in the provider’s system or using bots. Another is 

Table 1  Conceptual comparison between recent research/surveys and 
ours

Past work/survey Aspect
Fraud Tempo-

rality
Adver-
sarial

Multi-
rounds

Dynamic 
graph 
learning

(Kazemi et al. 2020; 
Zhang et al. 2023)

✓

Graph 
adver-
sarial 
learning

(Fang et al. 2024; 
Tao et al. 2024)

✓

Con-
tinual 
graph 
learning

(Yuan et al. 2023) ✓

Graph 
Fraud 
Detection

(Hyun et al. 2023; 
Wang et al. 2023; 
Wu et al. 2023a; 
Hyun et al. 2024; 
Roy et al. 2024; 
Zhuo et al. 2024)

✓

(Ren et al. 2023; 
Tian and Liu 2024; 
Yang et al. 2025b)

✓ ✓

(Wu et al. 2023b, 
2024)

✓ ✓

(Li et al. 2024) ✓ ✓
Our work ✓ ✓ ✓ ✓

1 3

   24   Page 2 of 30



Social Network Analysis and Mining           (2026) 16:24 

referral fraud, where a single actor creates a large number of 
new accounts to use a referral promotion usually provided 
to first-time users.

The term “fraud” specifically used within the context of 
this work does not refer to all forms of malicious decep-
tion. To be precise, we here define fraud as an act of crime 
of achieving direct financial gain through deceit. So this 
means it includes common financial fraud such as promo 
fraud, credit card fraud, and fake transactions, but excludes 
stuff like misinformation and fake news. This work recog-
nizes two distinct fraud types: common fraud as implicitly 
defined by the ground truth of the dataset, and promo fraud 
as explicitly defined by our generator function. Our sce-
nario poses several important challenges. Most important 
among them is that the fraud detector is required to adapt to 
harsh distributional shifts in subsequent rounds caused by 
the switch from naturally occurring general fraud to gen-
erated ones. For promo fraud, this adaptation requires the 
model to intentionally forget only mistaken knowledge that 
can contradict further learning. This kind of selective forget-
ting is beneficial in combating overfitting and improving the 
model’s robustness (Wang et al. 2024b). In short, our pro-
posed scenario improves on past works by adding layers of 
complexity that better mimic real-life fraud while reducing 
the reliance on dataset labels.

To complement the scenario, we also introduce Tem-
porally Pre-trained Node Embedder (TPNE). TPNE is 
a label and model-agnostic node embedder that improves 
adaptability to detect more fraud in the long run. To accom-
modate temporality, TPNE adopts a multi-step, multi-round 
information aggregation scheme. It first generates round-
wise snapshots of the graph through masking and a slid-
ing window. Then, it generates intermediary embeddings 
per neighborhood hop in the style of Jumping Knowledge 
Network (Xu et al. 2018b) before aggregating them into the 
final embedding with distinctly separate static and temporal 
parts. TPNE is trained in a self-supervised manner with an 
objective that promotes the independence and saliency of 
the encoded temporal information. Figure 1 shows an over-
view of our work.

The graph sequences show how the underlying graph 
evolves over multiple rounds. In each round, the fraud detec-
tor trains on existing nodes with known labels to predict the 
labels of newly emerging ones. The adversarial generator 
function then responds by looking at the current prediction 
status to generate new nodes and introduce them into the 
graph. As can be seen on the right side, in each round the 
proposed embedder takes a number of graph snapshots in a 
sliding window and uses them in a two-step learning proce-
dure: a self-supervised training step for the embedder and 
a standard supervised step for the final classifier. The key 

technical contributions of our work can be summarized as 
follows:

	● We designed a graph-based fraud detection scenario 
that can accommodate both the temporal and adversar-
ial aspects of real-life fraud detection through multiple 
rounds of detection.

	● Under the scenario, we additionally introduced a gen-
erator function inspired by simple real-life promo fraud 
behavior to study the efficiency of existing approaches 
in dealing with temporal and adversarial fraud.

	● We proposed TPNE, a node embedder module that can 
maximally capture both static and temporal information, 
leveraging them to detect fraud behavior over multiple 
rounds.

We also support our technical contributions through exten-
sive sets of experiments on datasets of varying sizes and 
domains. Results of our experiments show that past anomaly 
detection baselines and rudimentary strategies fail to accu-
rately detect fraud produced by our generator. Additionally, 
we showed that the proposed embedder mitigates this fail-
ure by improving the adaptability of the state-of-the-art over 
multiple rounds.

The remainder of the paper is organized as follows: 
Sect.  2 summarizes existing works from relevant fields. 
Section 3, defines a general framework that we use to detail 
our scenario in Sect. 4. In Sect. 5, we describe the proposed 
TPNE. Section 6 contains the setup and results of our exper-
iments. We provide in-depth discussions and implications of 
our work in Sect. 7 and conclude it in Sect. 8.

2  Related works

In this section, we introduce readers to several bodies of 
research relevant to our work. At the end of each subsec-
tion, we also provide a brief explanation on how our work 
contrasts or connects to the aforementioned works.

2.1  Graph-based fraud and anomaly detection 
works

Early works (Wang et al. 2019) were motivated by GNN’s 
ability to consider local structure through neighborhood 
aggregation while succeeding ones focused on designing 
models based on certain characteristics associated with 
fraud. For example, to counter camouflaging fraudsters, 
CARE-GNN (Dou et  al. 2020) utilizes reinforcement 
learning while ACD (Wang et  al. 2024b) utilizes Graph 
Adversarial Networks (GAN). Other characteristics like 
heterophily and label imbalance have also been addressed. 
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aggregation was found to be most effective. We consider 
this finding as one of the limitations of existing fraud detec-
tion works and the importance of introducing temporality 
and adversarial strategies to the detection scenario.

We highlight several works with a degree of similarity 
with our own: CCL (Li et al. 2024) studied the case where 
fraud detection models need to be trained multiple times 
using data from different regional sources; GLSGNN (Wu 
et al. 2024) considered simulated adversarials when learn-
ing the graph structure; STA-GT (Tian and Liu 2024) lever-
aged temporal information in its encoding module; and both 
MetaGAD and GAD-NR (Xu et al. 2024b; Roy et al. 2024) 
utilize a self-supervised graph encoder backbone. Lastly, 
we note that most recent works share our concern on label 
reliance for graph anomaly/fraud detection and adopt the 
unsupervised setting. Examples include HUGE (Pan et al. 
2025), which guides their unsupervised learning process 

GAGA (Wang et al. 2023) utilized a multi-relational group 
aggregation while SplitGNN (Wu et al. 2023a) opted for a 
spectral-based approach. PC-GNN (Liu et al. 2021b) adds 
a label-balancing sampler to deal with class imbalance and 
FRAUDRE (Zhang et al. 2021a) utilizes an unbalanced loss 
function. PMP (Zhuo et  al. 2024) and LEX-GNN (Hyun 
et  al. 2024) proposed a message-passing mechanism that 
discriminates fraud and benign neighbors.

Graph Anomaly Detection (GAD) is inseparable from 
graph-based fraud detection due to the similar data charac-
teristics. GAD models are also often designed to deal with 
weak homophily (Gao et al. 2023; Qiao and Pang 2024) or 
class imbalance (Liu et al. 2022a; Zhang et al. 2022). The 
latest GAD benchmark (Tang et  al. 2023) even includes 
several graph-based fraud detectors. In the benchmark, 
evaluation is done in a dataset-reliant single-round scenario 
and an XGBoost-based model with a parameterless feature 

Fig. 1  High-level overview of the proposed Multi-round Adversarial 
Fraud Detection scenario and the accompanying TPNE. See how the 
underlying graph structure (middle) grows through the generator func-
tions (left). Additionally, the predicted label of the nodes (middle) 

changes each round based on the model’s prediction (right). Each 
round TPNE aggregates information from the latest W rounds and uses 
it for a two-step training process. Here, W = 3
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required to deal with promo fraud, which delineates it from 
the canon works of CGL.

2.3  Adversarial attacks on graph

Fraudsters are conceptually similar to Graph Adversarial 
Attacks (Chen et al. 2020a) due to the way they both con-
sider the current capability of the detector model to generate 
future fraud patterns. Several criteria are commonly used to 
classify adversarial attacks. One criteria is the timing; the 
more popular poisoning attacks like Binarizedattack (Zhu 
et al. 2022) modify graph structure pre-learning in order to 
disrupt the training process, while evasion attacks like Pro-
jective Ranking (Zhang et al. 2021b) modify graph structure 
post-learning to mislead inference. Another criteria is the 
form of structure modification; an attack can either be edge 
modifications (Xu et  al. 2019), or node injections (Fang 
et al. 2024).

Graph adversarial attack research can be grouped into 
those that developed novel attack algorithms and those who 
seek to improve model robustness under adversaries. A rel-
evant recent trend from the latter group is the utilization of 
self-supervised methods to achieve better robustness like 
DefenseVGAE (Zhang and Ma 2024). Not only a recon-
struction-based approach, a contrastive learning objective 
has also been shown to be useful to learn a refined graph 
structure representation with reduced adversarial elements 
(Li et al. 2022b; Tao et al. 2024). We refer readers to the 
excellent surveys (Jin et al. (2021); Sun et al. (2022), text) 
for a comprehensive review of this topic.

We note that the promo fraud studied in this work is a 
form of evasion node injection attack since we add new 
nodes after model training. Additionally, it is untargeted in 
the sense that it does not specifically aim to cause misclas-
sification of certain nodes and is gray-box since we only 
provide the fraudster with the fraud nodes’ labels, current 
prediction status, and local structure. Our work distinguishes 
itself from works on adversarial attack through its overall 
focus on fraud detection, where adversarials are positioned 
as a smaller part of a bigger whole.

2.4  Other related works and approaches

This work specifically address fraud detection within the 
domain of graph-structured data, which is a subset of a 
large body of work addressing the prevalence of mali-
cious deception in our socioeconomic system. Outside of 
the graph domain, ongoing fraud detection research address 
similar challenges such as label imbalance and lack of 
data (Mienye and Jere 2024). Unsurprisingly, the usage of 
less label-intensive approaches like unsupervised learn-
ing (Hilal et  al. 2022) is also a promising approach here. 

using label heterophily patterns, DiffGAD (Li et al. 2025), 
which utilizes diffusion sampling to inject the learned latent 
space with discriminative content, and SALAD (Ma et al. 
2025), which is a structure-biased GAD framework with a 
custom node representation augmentation.

As previously stated, a number of research gaps remain 
underexplored by existing works on graph-based fraud 
detection. Among them is an overreliance on a small pool 
of labeled dataset for model evaluation. Additionally, there 
is a lack of consideration towards the adaptable and tem-
poral nature of fraud. The main strength and contribution 
of our work lies in connecting these overlooked aspects of 
fraud/anomaly detection work (label scarcity, multi-round 
training, adversarials) and showing how they naturally fit 
modern fraud detection scenarios.

2.2  Multi-rounded learning scenario and forgetting

CGL involves the study of progressive knowledge accumu-
lation (learning) over a continuous data stream for graph-
structured data (Yuan et  al. 2023). Specifically, it tries to 
avoid the occurrence of a negative backward transfer that 
deteriorates performance on past models, i.e., catastrophic 
forgetting (McCloskey and Cohen 1989). Currently, there 
are three main approaches to mitigate forgetting: using reg-
ularization to penalize the loss of past information such as 
TWP (Liu et al. 2021a); saving small slices of training data 
from past rounds such as ContinualGNN (Wang et al. 2020); 
and designing specific GNN modules to accommodate CGL 
such as TGN (Wang et  al. 2022). Recent survey papers 
(Yuan et al. 2023; Zhang et al. 2024) offer comprehensive 
reviews on this topic.

Beyond being a focal point in CGL research, forgetting 
is a widely observed phenomenon in various tasks such as 
test-time adaptation, and meta-learning (Wang et al. 2024b). 
One important concept that is closely related to our work is 
beneficial forgetting: the notion that in some cases, we want 
to forget previously learned knowledge. The reason can be 
to mitigate overfitting (Shibata et al. 2021), to better learn 
new knowledge (Baik et al. 2020), or to respect data privacy 
(Cao and Yang 2015).

Multi-round Adversarial Fraud Detection scenario is 
similar to the common CGL framework in the way that 
they both comprise multiple training rounds. Within the 
context of fraud detection, our scenario is advantageous in 
two ways. First, round datasets in CGL are predetermined 
splits of the original dataset, whereas in our work, they are 
dynamically generated to accommodate the adaptive nature 
of frauds. Second, the primary focus of CGL research is 
mitigating catastrophic forgetting instead of promoting a 
beneficial one. Our work focuses on beneficial forgetting 

1 3

Page 5 of 30     24 



Social Network Analysis and Mining           (2026) 16:24 

On training time, the actual optimization is approximated 
using Gt

S  as follows:

min
θ

L(f t
θ, Gt

S) := L(f t
θ(Gt

S , V t
S), Y t

S) = L(Ŷ t
S , Y t

S) � (2)

Table 2 summarizes the notations used in this paper. Our 
formalization differs from ones commonly used in CGL 
(Yuan et  al. 2023) by distinctly separating model training 
and evaluation through the specification of Gt, Gt

Q, and Gt
S . 

This allows greater flexibility in describing the training and 
evaluation process each round.

4  Multi-round adversarial fraud detection

In this section, we exactly define our Multi-round Adversar-
ial Fraud Detection scenario based on the previously estab-
lished framework. Specifically, we describe how each of the 
three graphs is generated in a high-level overview before 
explaining the generator functions in detail.

4.1  Subgraph definitions

First, denote Gmain = {Vmain, Emain, Xmain, Ymain} as 
the main graph containing all original nodes and edges from 
the dataset with binary labels representing benign (0) and 
fraud (1) nodes; ∀y ∈ Y : y ∈ {0, 1}. For a scenario con-
sisting of T rounds, we define the test graph, query graph, 
and support graph as follows:

	● In the initial round R0G0 = Gmain, i.e., the initial 
test graph is the original graph.

	● G0
Q = sample(Gmain, r), i.e., the initial query graph 

is a sampled subgraph of the original; sample extract 
a subgraph containing r ∗ |Vmain| unique nodes from 
Gmain.

	● G0
S = G0 − G0

Q, i.e., the initial support graph is a sub-
graph of the test graph consisting of nodes not present in the 
query graph.In subsequent rounds, Rt, (0 < t < T )
1First, let P t = f t

θ(Gt, V t) ⊙ Y t = Ŷ t ⊙ Y t, i.e., P t 
is a vector that contains the correctness of f t

θ’s predic-
tion each round.

	● Then, let P t
hist = P 0 ∨ ... ∨ P t, i.e., P t

hist is a vector 
that contains the historical correctness of fθ’s prediction 
up until Rt.

1  ∪ denotes the graph union while ∨ denotes element-wise logical OR.

Recent breakthroughs in Large Language Model (LLM) 
spawned works that try to utilize them in fraud detection 
(Chakraborty et  al. 2024; Korkanti 2024). However, their 
number remained very few due to the non-textual nature 
of the dataset involved. FLAG (Yang et al. 2025a) tries to 
bridge this by using LLMs to enrich node features, but the 
inherently large computational power required for LLM 
makes comparison with non-LLM methods unfair.

Adjacent to fraud detection are works focusing on the 
detection of similar socioeconomic maladies such as fake 
news and misinformation. These works are reminiscent to 
fraud detection in the way that a subset of them operates 
within the graph domain (Wang et  al. 2024a; Zhu et  al. 
2024). A number of surveys (Alnabhan and Branco 2024; 
Alghamdi et al. 2024) are available for readers interested in 
navigating these extensive body of works.

3  General framework

Here we introduce a general framework for a multi-round 
node classification task which then will be expanded to 
our specific scenario in Sect. 4. Let the standard notation 
G = {V, E, X, Y } signify a labeled, undirected graph 
where V represents the set of n nodes in the graph and E the 
set of m edges. X ∈ Rn×d and Y ∈ Rn respectively repre-
sents the feature matrix and label vector.

To define a multi-round node classification task, let 
R = {R0, ..., RT } be a set of T rounds each consisting of 
three labeled graphs: Rt = {Gt, Gt

Q, Gt
S}. Gt represents 

the test graph used for the label prediction at test-time. 
Gt

Q ⊂ Gt represents the query graph containing only 
nodes used in model evaluation. Finally, Gt

S ⊂ Gt repre-
sents the support graph containing only the training nodes 
in Rt. Each of these comprises its own set of nodes, edges, 
features, and labels, i.e., Gt

Q = {V t
Q, Et

Q, Xt
Q, Y t

Q}.

Let F = {f0
θ , ..., fT

θ } be a set of predictors correspond-
ing to each respective round, parametrized by θ. Each 
fθ takes in a graph G, a set of nodes V and their feature 
matrix X to predict a set of labels for each node. That is, 
fθ : G × V × X → Ŷ  where Ŷ  is the predicted node labels.

For each round Rt, f t
θ  is evaluated through its prediction 

result for the set of nodes in the query subgraph V t
Q using 

Gt as the underlying graph structure. If we let L denote a 
function that measures the error of f t

θ’s prediction given Gt 
and Gt

Q and L : Ŷ × Y → R denote a loss function that 
measures the correctness of Ŷ  w.r.t. to the true label Y, then 
the objective for each Rt is to find parameters θ that best 
minimize L through L. Formally:

min
θ

L(f t
θ, Gt, Gt

Q) := L(f t
θ(Gt, V t

Q), Y t
Q) = L(Ŷ t

Q, Y t
Q) � (1)
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	● Gt
Q = g(Gt−1, P t−1

hist) \ Gt−1, i.e., the query graph in 
Rt is a subgraph containing only new nodes generated 
by g.

	● Gt
S = Gt−1

S ∪ h(Gt−1, Ŷ t−1
Q ), i.e., the support graph in 

Rt is a union of the previous support and a subgraph 
generated by the support generator function h.

Figure 2 depicts the three graphs. The test graph contains 
the entire graph structure used for evaluation, including the 
newly generated ones. The query graph is a small subgraph 
containing only the newly generated nodes that will be used 
for evaluation. Finally, the support graph is the subgraph 
used for model training. It is important to also note that the 
support graph is not fully labeled, the support generator 
function separately keeps track on what nodes were added 
with and without their labels.

Our scenario has two defining characteristics. First, the 
original dataset is used entirely for an initial inductive node 
classification round R0 whereas common CGL setting splits 
it into smaller subgraphs for each round/task. Second, new 
nodes used for training/evaluation in subsequent rounds are 
generated by functions that takes past structures and pre-
dictions as input. This means learning in each round will 
depend on the result of previous ones, making it signifi-
cantly harder to solve and analyze.

4.2  Generator functions

We introduce a simple g that mimics promo fraud and an h 
that mimics a typical fraud decisioning process in real life.

4.2.1  Query generator

We propose a simple procedure to generate new fraud each 
round. First, get all fraudulent nodes that are yet to be cor-
rectly detected. Then, randomly sample nPos nodes from 
the list. Finally, duplicate them (features and edges) and add 
the duplicates to the graph as new nodes. This emulates a 
simple spamming strategy very commonly found in promo 
fraud cases (Ekata 2023; Riskified 2023): when an exist-
ing fraud is not yet detected, fraudsters do it as much as 
possible.

As explained in Sect. 4.2, the information available for 
the query generator function is limited to the graph struc-
ture and past prediction results. The procedure above only 
utilizes the structural information from the 1-hop neighbor-
hood and the prediction result of existing fraudulent nodes. 
We use the same procedure for generating benign nodes, but 
we sample from all existing ones to emulate just new nodes 
coming in. The pseudocode can be seen in Algorithm 1. The 
function addDuplicate(G, v, V, E, X, Y) adds a duplicate v 
to G and connects it to all of v’s neighbors.

	● Gt = Gt−1 ∪ g(Gt−1, P t−1
hist), i.e., the test graph in Rt 

is a union of the previous round’s and the output of que-
ry generator function g.

Table 2  A list of specific notations used throughout this paper and their 
descriptions
Notation Description
Scenario-related
T, t The maximum round number and an vari-

able for arbitrary round number
Gmain The base graph containing all original 

nodes and edges from the dataset
R The set of containing all T learning rounds
Rt A single learning round; is a set comprised 

of Gt, Gt
Q. Gt

S , and f t
θ

Gt The test graph in Rt, used to evaluate the 
model at the end of the round

Gt
Q The query graph in Rt, contains new 

nodes to be predicted on the round
Gt

S The support graph in Rt, contains nodes 
available for training

f t
θ

The fraud detection model/function in 
parametrized by θ in Rt

Ŷ t The vector of labels predicted by f t
θ  in Rt

P t Correctness of f t
θ’s prediction; P t ∈ R|Vt|

P t
hist

Cumulative correctness of fθ’s prediction 
up until Rt; P t

hist ∈ R|Vt|

g(), h() Generator function for the query/support 
graph Gt

Q/Gt
S  every round

nPos, nNeg The number of new positive/negative 
samples to be generated each round

TPNE-related
L The number of layers present in the 

embedder
W , w The size of the sliding window and a vari-

able for arbitrary window position
W Learnable weight in the initial feature 

transform and subsequent GNN layers
Ht.w

l , Ĥt.w
l

Intermediate node embedding produced by 
an embedding layer
in Rt for the graph snapshot of round 
t − w after l hop(s) of aggregation

Ht
static, Ht

temp Final static/temporal embedding in Rt

Ht
final Final node embedding in Rt, a concatena-

tion of Ht
static and Ht

temp

Lrecon Reconstruction loss; diff. of mean neigh-
bor distance between Ht.w

l  and Ĥt.w
l

Ldisent Temporal disentanglement loss; cosine 
distance between Hstatic and Htemp

Ltemp Temporal maximization loss; inverse of 
average L2norm of Htemp

Lfinal The final loss

α, β Hyperparameter controlling the weight of 
Ldisent and Ltemp in Lfinal
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Algorithm 1  Query Graph Generator g

Fig. 2  An example of the state of test graph Gt, query graph Gt
Q, and support graph Gt

S  for two consecutive rounds
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5  Temporally pre-trained node embedder

In this section, we describe our proposed model. We see that 
our scenario and generator functions present two distinct 
challenges to tackle. First, the query generator g greedily 
chooses misclassified fraud nodes (type II errors) as the 
base for new ones each round. This means that to detect 
new fraud nodes, the fraud detection model needs to learn 
to correct the misclassifications it previously made. Second, 
no new information is given in the next training phase in 
direct relation to this correction. New labels are only pro-
vided for correctly classified fraud nodes and misclassified 
benign nodes (type I errors). Therefore, the model must be 
able to infer the type II errors indirectly from an alternative 
source of information.

To deal with these challenges, we introduce a label and 
model-agnostic self-supervised node embedder called Tem-
porally Pre-trained Node Embedder (TPNE). We pair 
TPNE with the state-of-the-art XGBoost-based approach 
based on the GAD benchmark; henceforth referred to as 
TPNE-XGB. TPNE consists of two main components: 
the Temporal Aggregator and Self-supervised Pre-training 
Objective.

5.1  Temporal aggregator

We incorporate the temporal aspect of fraud detection in 
our proposed scenario by switching from a static graph to 
a dynamic one. Therefore, in addition to static informa-
tion from node features, we also need to extract temporal 
information from the evolving graph structure. This distinc-
tion between static and temporal information underpins the 
design of many DGL models as the two may have different 
uses (Kazemi et al. 2020). Note that the graph evolution in 

4.2.2  Support generator

In formulating the support generator function, we consider 
how actors (e.g., companies, banks) typically validate the 
predictions of their fraud detection models for unseen data. 
In practice, simply enacting policies based on the prediction 
won’t yield information about the true label. For example, if 
a company decides to preemptively block accounts they sus-
pect then it becomes impossible to know if those accounts 
are actually fraudulent. This is because no new information 
about the account will arrive exactly due to that blocking. 
Similarly, in the case where the model predicts accounts 
as benign, the account may be just fraudulent in ways the 
model fails to detect.

Acquiring the true label usually involves manual qual-
itative checking which is costly when the data amount is 
huge. Therefore, having the true labels of all new nodes that 
appeared in previous rounds seems unrealistic. As a com-
promise, the support graph generator works as follows: it 
adds every node from the previous test graph to the support 
graph but provides the labels only when the model predicts 
them as fraud. This follows the assumption that on the sim-
ple policy of freezing or blocking the associated real-life 
entity predicted as fraud, mistakes will always lead to com-
plaints that reveals the true label. On the other hand, there 
is no policy enacted for nodes predicted as benign. As such, 
there is no feedback from the real-life entity that proxies the 
true label. A real-life limitation to this assumption can come 
from inactive nodes (e.g., inactive user in an online mar-
ketplace) which will not produce complaints even though 
policies are enacted against them. Then again, depending on 
the business this limitation can be relatively harmless due to 
the low perceived values of inactive nodes.

The pseudocode for the support generator can be seen in 
Algorithm 2.

Algorithm 2  Support Graph Generator h
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where || denotes concatenation. Figure  4 illustrates the 
whole embedding process.

The two distinct embedding parts are designed to respec-
tively capture static and temporal information. The static 
part is expected to be used to first try and classify fraud 
purely from the aggregated node features, most importantly 
in the initial round t = 0. The temporal part will then be 
utilized to correct predictions of misclassified fraud nodes 
in subsequent rounds t > 0 by capturing the graph evolu-
tion pattern.

Compared to past works on graph fraud/anomaly detec-
tion which consistently used transformer-based modules to 
capture temporality (Ren et  al. 2023; Tian and Liu 2024; 
Yang et al. 2025b), the main strength of our proposed aggre-
gation here is its simplicity, leading to less computational 
demand. Additionally, our aggregation schema is also 
agnostic to assumptions on the graph homophily, making it 
more general in theory. While we acknowledge the trade-off 
for this design in terms of expressiveness, we will see later 
that the decoupled nature of our node embedder compen-
sates for this by utilizing a more powerful classifier head to 
achieve better performance.

5.2  Self-supervised pre-training

Capturing temporal information is necessary to detect 
misclassifications over multiple rounds, but discouraging 
the model from memorizing that misclassification is also 
important. It is possible that despite having access to tem-
poral information, the model opts to fit to misleading static 
information. In essence, we want our model to selectively 
forget the learned pattern that leads to misclassifications. 
To achieve this, we introduce a self-supervised pre-train-
ing step for the embedder. Self-supervised learning (SSL) 
has been empirically shown to increase robustness against 
overfitting and various data noises for general models (Hen-
drycks et al. 2019) and specifically GNNs (Liu et al. 2022b). 
As such, it is very much in line with our goal of detecting 
fraud in a realistic setting.

We propose three key objectives to guide the self-super-
vised pre-training process: Neighborhood Reconstruction, 
Temporal Disentanglement, and Temporal Maximiza-
tion. Each of these objectives is represented as a loss func-
tion and the final objective of the pre-training for every 
round t is to minimize the sum of these losses weighted by 
the hyperparameters α and β:

Lt
final = Lt

recon + αLt
disent + βLt

temp� (8)

our scenario is governed by generator functions and hap-
pens in large increments over a set amount of rounds. In 
other words, the granularity for the graph in our scenario is 
extremely coarse unlike common DGL works where most 
datasets are fine-grained (i.e. minutes/seconds intervals). 
With this in mind, TPNE employs a sliding window mecha-
nism to accommodate temporality.

As seen in Fig. 4, given a window size of W  in round t, 
we first generate W  different temporary round-wise embed-
dings {Ht.0

0 , ..., Ht.W
0 } through masking and multiplication 

with an initial weight matrix W0. Then, each of resulting 
matrices is passed through L GNN layers. The result of this 
process is W × (L + 1) different intermediate embeddings 
each representing the node features of the graph for the lat-
est W  rounds up until L hops of aggregations. We use the 
Graph Convolutional Layer (GCN) as the GNN layer of 
choice. For round t and temporary round embedding num-
ber w:

ht.w
v.0 = xt.w

v W0 � (3)

ht.w
v.(l) = σ(bl +

∑
u∈N (v)

1
cuv

ht.w
u.(l−1)Wl) � (4)

N (u) is the neighbors of v, cuv =
√

|N (u)|
√

|N (v)|, 
and σ is the activation function.

Next, two different embeddings are constructed from 
these feature matrices: a static node embedding Ht

static 
and a temporal node embedding Ht

temp. The former is 
produced by concatenating all intermediate feature matri-
ces produced from the current unmasked node feature. This 
scheme is inspired by Jumping Knowledge Network (Xu 
et al. 2018b) and has been shown to improve performance 
through residual information from different hops. The lat-
ter is produced by doing the same concatenation for all w 
window-wise sets of matrices, concatenating the resulting 
matrices, and multiplying it with a weight matrix. The final 
embedding Ht

final is a concatenation between the two:

ht
v.static =

L

||
i=0

ht.0
v.(i) � (5)

ht
v.temp = (

W
||

j=0

L

||
i=0

ht.j
v.(i))Wtemp � (6)

ht
v.final = ht

v.static || ht
v.temp � (7)
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The term maximizes the cosine distance between Hstatic 
and Htemp. By penalizing their correlation we expect the 
model to correctly utilize them for the two distinct fraud 
types in our scenario. We call this objective Temporal Dis-
entanglement, taking inspiration from existing works that 
utilize disentanglement in DGL (Zhang et  al. 2023) and 
Graph Out-of-distribution Learning (Li et al. 2022a).

Lt
disent = 1 − ( 1

|V |
∑
v∈V

ĥt
temp.v · ĥt

static.v

||ĥt
temp.v|| ||ĥt

static.v||
)� (10)

5.2.3  Temporal maximization

The final part of the pre-training objective is a term that 
penalizes weak signals for the temporal part of the embed-
ding. This is done as follows:

Lt
static = 1

log(
∑

v∈V
||ht

temp.v||2

|V | + ϵ)
� (11)

where ϵ is set to 1e − 10 and is added to avoid log operation 
on 0. Along with the disentanglement term, this is expected 
to promote the learning of salient and meaningful temporal 
signals that can be useful in detecting misclassified fraud 
over multiple rounds.

5.3  Training and inference process

The learning process of TPNE does not require any labels. 
As such, it can be decoupled from the learning process of 
the actual classifier module. Figure  3 shows how TPNE 
is used in the overall learning process. Instead of jointly 
training TPNE and the classifier, TPNE is first trained in 
a self-supervised manner. Afterwards, a node embedding is 
produced from the original feature vector and graph struc-
ture through one forward pass on the trained TPNE. The 
classifier is then trained using that embedding, fully inde-
pendent of TPNE.

A pseudocode detailing the training and inference pro-
cess for a multi-round node classification task consisting of 
T rounds is provided in Algorithm 3.

The key advantage offered by our pre-training objective 
here compared to past works such as GAD-NR (Roy et al. 
(2024), text) and MetaGAD (Xu et  al. 2024b) is the cap-
ture of temporal information, which is a given consider-
ing that they were not designed for multi-round anomaly 
detection. Nonetheless, as detailed below our pre-training 
scheme and objective is more space and time-efficient by 
being relatively straightforward and devoid of computation-
ally expensive processes such as sampling (GAD-NR) or 
Meta-learning (MetaGAD).

5.2.1  Neighborhood reconstruction

The most important objective for the self-supervised pre-
training is to reconstruct the original graph. There are many 
ways to formulate graph reconstruction such as using per-
turbation, masking, etc. (Liu et al. 2022b), but here we focus 
on the local node neighborhood which is common for fraud 
detection works. We aim to reconstruct the average neigh-
borhood distance for each nodes from a non-parametrized 
aggregation as follows:

Lt
recon =

L∑
l=0

∑
v∈V

1
|V |

MSLELoss


 ∑

u∈N (v)

D(ĥt.0
l.v , ĥt.0

l.u)
|N |

,

∑
u∈N (v)

D(ht.0
l.v , ht.0

l.u)
|N |




� (9)

As seen above, we do this for every node and every interme-
diate embedding. To get the non-parametrized aggregation 
from the original node feature, we replace the GCN layer on 
TPNE with a parameterless GIN as can be seen in the upper 
part of Fig. 4.

5.2.2  Temporal disentanglement

Considering that the fraud for round t = 0 originated from 
the dataset while fraud for subsequent rounds t > 0 are gen-
erated, we can say that they are products of different underly-
ing distributions. As such, the required information to detect 
them should also be different. Equation (10) shows the term 
we introduce to promote differences between the resulting 
temporal part of the embedding and its static counterpart. 
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Fig. 4  Example of aggregation process using TPNE for window size 
W = 3 and number of layer L = 2. Left side shows the state of the 
graph in the last 3 rounds and side shows the corresponding aggrega-

tion scheme. The three smaller red rectangles summarize the calcula-
tion Lrecon (1), Ldisent (2), and Ltemp (3) which only happens on 
model training and not inference

 

Fig. 3  Difference between the 
current state-of-the-art in Graph 
Anomaly Detection which uses 
a parameterless neighborhood 
aggregation (top) before training 
only the classifier in a supervised 
manner and our approach of doing 
a self-supervised learning step 
using TPNE before training the 
classifier (bottom)
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Algorithm 3  TPNE Training/Inference in the Multi-round Adversarial Fraud Detection scenario

6  Experiments

In this section, we present the setup and the results of our 
experiments for evaluating the effectiveness of existing 
models and TPNE under our scenario. Unfortunately, to the 
best of our knowledge no existing work can serve as a true 
baseline due to the newness of the learning setting. Here, 
we opt to compare our method to existing state-of-the-arts 
for single-round supervised GAD with a simple continual 
training scheme. We also compare recent work from unsu-
pervised and semi-supervised GAD to provide additional 

insights. In addition, while the availability of the entire 
graph in our scenario makes it fundamentally different from 
CGL, we also conduct a smaller set of comparisons to well-
known CGL methods reported outside of this section in 
Appendix TODO.

First, we evaluate under the standard scheme of continu-
ing training each round to see how existing modes perform 
under the proposed scenario. Later on, we see how that 
standard scheme compares to simple threshold-based spam-
detecting strategies. Finally we also conduct ablation and 
sensitivity studies on TPNE to validate its design.

1 3
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GAD-NR since the original paper focused on a fully unsu-
pervised scenario.

XGBoost-based Models. These use an XGBoost clas-
sifier which have been shown to perform extremely well 
at detecting anomalies (Tang et al. 2023) despite not being 
specifically designed to handle fraud. Here we choose a 
variant with the raw node feature (XGB) and neighborhood-
aggregated feature (XGB-GIN) as baselines.

TPNE Variants. For the ablation study, we introduce 2 
extra variants of TPNE-XGB: one that is pre-trained with-
out the temporal aggregation (PNE-XGB) and one that 
only utilizes the temporal aggregation scheme without pre-
training (TNE-XGB). PNE-XGB only uses W = 1 and only 
Lrecon as a pre-training objective. TNE-XGB replaces the 
GCN layers with parameterless GIN layers and swaps the 
weight matrix used for temporal aggregation in Equation (6) 
with one of the following:

ĥt
v.temp = AGG(∀j ∈ 1...W :

L

||
i=0

ĥt.0
v.(i) −

L

||
i=0

ĥt.j
v.(i)) � (12)

ĥt
v.temp = AGG(∀j ∈ 1...W :

L

||
i=0

ĥt.j−1
v.(i) −

L

||
i=0

ĥt.j
v.(i)) � (13)

Where AGG is a choice between an average or sum aggrega-
tion. The choice between Eqs. (12) and (13) and the choice 
of AGG is treated as hyperparameters.

Precluded Baselines. This time around, we preclude 
baseline models from the field of CGL and DGL from 
this section. Among other reasons, this is primarily meant 
to focus discussions on baselines that are contextually 
designed for fraud and anomaly detection. For DGL models, 
most of them rely on either a self-attention mechanism or 
recurrent neural networks, which incurs significant compu-
tational load. Considering also the non-triviality in adopting 
some of them due to them either primarily being designed 
for temporal link prediction or operating in more granular 
snapshots, we leave unified comparisons across these dif-
ferent fields for future work. In the case of CGL, existing 
models focus on minimizing forgetting, which is actually 
counter-relevant in our promo fraud setting. However, con-
sidering how CGL’s multi-round nature is identical to ours, 
we still provide results from a set of experiments performed 

6.1  Experimental setup

6.1.1  Datasets

We utilize multiple popular fraud-related datasets with vary-
ing domains and sizes. Smaller datasets include the popular 
Amazon (McAuley and Leskovec 2013) and YelpChi (Ray-
ana and Akoglu 2015) review datasets. Additionally we also 
use Tolokers (Platonov et al. 2023), a user network mined 
from an online crowdsourcing platform. Larger datasets 
include Elliptic++ (Elmougy and Liu 2023) and T-Finance 
(Tang et  al. 2022), two common datasets for transaction 
fraud, and the TC dataset (Tian and Liu 2024), a graph con-
structed from an online transaction history dataset. Both are 
at least one order magnitude larger than Amazon/YelpChi.

We use dataset files sourced from GADBench (Tang 
et al. 2023) except for the TC dataset, which we indepen-
dently acquire from the primary source and then preprocess. 
We flatten all graphs to be undirected and single-relational. 
The detailed statistics can be seen in Table 3. Full dataset 
and source code is available on inquiry.

6.1.2  Model baselines

Standard GNN Models. These are various popular GNNs 
with simple architectures: GCN (Kipf and Welling 2016), 
GraphSAGE (Hamilton et al. 2017), GIN (Xu et al. 2018a), 
GAT (Veli?kovi? et  al. 2018), and GCNII (Chen et  al. 
2020b). We include these models due to the newness of our 
scenario.

GNN-based Supervised GAD Models. These are 
designed to detect single-round fraud/anomalies: BWGNN 
(Tang et al. 2022) and GHRN (Gao et al. 2023) are spectral-
based, while PMP (Zhuo et al. 2024) uses a custom message 
passing scheme to achieve state-of-the-art on supervised 
GAD.

Other GNN-based GAD Models. GAD-NR (Roy et al. 
(2024), text) and MetaGAD (Xu et  al. 2024b) utilize an 
unsupervised embedder similar to TPNE to outperform 
state-of-the-art in unsupervised and weakly-supervised 
GAD, respectively. We also attach an XGB Classifier to 

Table 3  Detailed statistics and description of the fraud datasets used in this work
Dataset Statistics

|V| |E| Fraud% #Feat Node Edge
Tolokers 11,758 530,758 21.8% 10 User Work collaboration
Amazon 11,944 8,847,096 6.8% 25 User Review correlation
YelpChi 45,954 7,739,912 14.5% 32 Review Reviewer interaction
Elliptic++ 203,769 234,355 2.2% 183 Transaction Blockchain transaction record
T-Finance 39,357 42,484,443 4.5% 10 User Transaction record
TC 200,236 23,690,536 13.5% 96 Transaction IP/MAC matches
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6.1.4  Evaluation metrics

To account for the multi-round nature of our scenario, we 
provide three metrics that measure different aspects of the 
model performance:

	● Initial F1: how much the model learns and retains from 
the initial round without forgetting: 

RT - f10 = f1(fT
θ (GT , V 0

Q), Y 0
Q)� (14)

	● On-round F1: how good the model is in detecting new-
ly seen generated fraud: 

RT - avgf1t>0 = 1
T − 1

T∑
t=1

f1(fT
θ (Gt, V t

Q), Y t
Q)� (15)

	● Final Recall: the proportion of fraud that have been cor-
rectly detected by the model after the final round: 

RT - recall0 = recall(P T
hist, Y 0)� (16)

Note that improving one of these metrics may degrade the 
others. As such, model evaluation involves considering 
which metric(s) may be more important and how much 
the other can be compromised. All results are displayed as 
percentages.

6.1.5  Additional details

Data split and round increment. All models are trained 
and evaluated inductively; nodes and edges used for evalua-
tions are not available in the training graph. Note that in R0 
the training is fully supervised, as the training graph is fully 
labeled. In subsequent rounds, training is semi-supervised 
since labels for the generated nodes are provided condi-
tionally. For R0, the train:validation:test ratio is 3:2:5. The 
training and validation splits comprise the initial support 
graph G0

S  and the testing split comprises the initial query 
graph G0

Q. Splits are done randomly for all datasets except 

the TC dataset, where we use existing timestamps for node 
creation.

On each subsequent round Rt>0, the generator functions 
produce new nodes amounting to 5% of the original graph 
Gmain with identical fraud ratio. Unless specifically men-
tioned, every experiment consists of ten rounds. This means 
at the end of the experiment, the node count of the graph 
grows to 145% the original. All experiments are repeated 
ten times and uses randomized data splits except for the TC 
dataset.

in small graphs using common CGL baselines in Appendix 
A.

6.1.3  High-level baselines

Alternative Retraining Scheme. Along with the continual 
retraining chosen for the main experiment set, we compare 
two additional naive retraining schemes to observe how 
they affect fraud detection performance in the multi-round 
scenario.

	● FIRST: Model is trained only in the initial round R0. As 
such, it only learns from nodes in Gmain, and not newly 
generated ones.

	● CONTINUE: Model is trained on every round in a 
continual manner, i.e., the training in Rt is done on the 
model from Rt−1. This is the default retraining scheme 
used in the baseline comparison.

	● RESET: A new model is trained from scratch every 
round. In CGL, this often represents the performance 
ceiling w.r.t. forgetting.Threshold-based Strategy. We 
also propose three simple model-agnostic strategies to 
serve as a reference for the effectiveness of GNN-based 
learning approaches and our proposed model. Consider-
ing that the query node generator we chose for this work 
produces promo fraud, the strategies below are based 
on thresholding which is common in combatting them. 
Pseudocodes for these can be found in Appendix C.

	● THRES-DEG: Utilizes structural information. This 
strategy considers new neighbors of unusually high-
degree nodes as spams.

	● THRES-FEAT: Utilizes feature information. This strat-
egy considers new nodes that lie in a densely-populated 
feature space as spams.

	● THRES-AGGFEAT: Similar to THRES-FEAT, but 
uses the final embedding produced by the GNN back-
bone instead of the original feature.Relaxations. Fi-
nally, we also provide results under relaxed constraints 
on the training data to serve as an approximation of the 
performance ceiling.

	● TRANSDUCTIVE: Operates under a transductive set-
ting where the model is trained in a semi-supervised 
manner on a graph that includes the new nodes gener-
ated each round.

	● ORACLE: Uses the entire graph along with the true 
label as the training set, including the new nodes gener-
ated each round. Provided to check if a model can fit to 
the generated fraud’s pattern.
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6.2  Main experiment results

6.2.1  Multi-round detection with continual training

Tables 4 and 5 contain results of the first set of experiments 
where the models are trained continually each round. The 
Rank column contains the average rank for each of the three 
metrics in each dataset, assuming equal importance among 
them. Bold indicates the best result in the column.

Our result aligns with the latest benchmark (Tang et al. 
2023). XGB-GIN wins in terms of initial F1 (RT -f10), fol-
lowed by XGB. However, the proposed TPNE-XGB is bet-
ter when we consider all metrics with an overall rank of 
4.00 on the small datasets and 3.67 on the larger ones. More 
precisely, it provides high final recall and on-round F1 with 
the highest RT -avgf1t>0 seen in Tolokers and YelpChi 

Parameter setting and optimization. The following 
parameter settings are used unless mentioned otherwise in 
Subsection 6.2: we use the Adam optimizer with a learn-
ing rate of 0.01. Where applicable, we use LeakyReLU as 
the activation function, layer normalization, and a dropout 
rate of 0.1. The embedding dimension is set to 64 and the 
number of layers is set to 2. We set the maximum number 
of training epochs to be 500 for R0 and 300 for Rt>0. Early 
stopping is performed when the validation score stagnated 
for 75 epochs. To deal with the cold start issue for the pro-
posed model which requires temporal information of nodes, 
every round before training we randomize the age of nodes 
from R0 to a value between 1 and W .

To ensure each model has a chance to achieve optimum 
performance, we perform hyperparameter optimization 
using grid search. Details can be found in Appendix B.

Table 4  Results for standard training scheme of continuing training on the same model each round on the smaller datasets: Tolokers, Amazon, and 
YelpChi

Tolokers Amazon
RT -recall0 RT -f10 RT -avgf1t>0 Rank RT -recall0 RT -f10 RT -avgf1t>0 Rank

GCN 75.4 ± 7.77 65.6 ± 5.02 49.8 ± 1.31 6.00 69.2 ± 25.9 57.9 ± 19.4 49.2 ± 3.05 9.00
GraphSAGE 69.4 ± 6.94 75.3 ± 6.82 49.4 ± 0.98 4.67 93.8 ± 6.01 88.2 ± 11.0 55.4 ± 6.58 3.67
GIN 53.7 ± 3.27 65.6 ± 0.68 42.4 ± 0.84 11.67 79.7 ± 19.2 83.6 ± 24.6 54.4 ± 5.32 5.33
GAT 67.7 ± 3.52 68.0 ± 3.57 46.8 ± 0.83 8.67 56.5 ± 11.5 90.7 ± 1.10 53.4 ± 2.75 6.00
GCNII 59.8 ± 5.42 71.5 ± 2.01 46.9 ± 0.60 8.67 49.8 ± 7.54 91.5 ± 1.16 50.1 ± 1.71 8.00
BWGNN 61.6 ± 2.81 77.2 ± 2.29 47.9 ± 0.81 6.00 63.1 ± 8.41 88.8 ± 7.72 53.6 ± 2.02 6.33
GHRN 62.2 ± 4.86 72.4 ± 3.20 47.8 ± 0.98 7.00 72.5 ± 8.40 88.6 ± 8.32 54.2 ± 1.23 5.33
PMP 73.1 ± 9.26 72.4 ± 4.89 50.5 ± 2.17 4.33 49.2 ± 9.64 88.9 ± 7.51 49.1 ± 1.79 10.00
MetaGAD 62.5 ± 8.82 62.6 ± 1.67 42.2 ± 2.75 11.00 31.2 ± 5.36 63.7 ± 5.63 48.8 ± 0.79 12.33
GAD-NR 74.5 ± 4.78 71.2 ± 3.16 51.8 ± 1.39 4.33 52.5 ± 11.3 55.6 ± 8.13 51.6 ± 1.12 10.00
XGB 36.4 ± 1.40 73.1 ± 0.76 44.1 ± 0.56 9.33 50.2 ± 2.25 95.3 ± 0.51 51.8 ± 1.20 6.67
XGB-GIN 58.3 ± 1.65 86.9 ± 0.7750.7 ± 0.62 5.00 55.5 ± 3.97 95.4 ± 0.5855.4 ± 1.19 3.33
TPNE-XGB 85.9 ± 3.36 69.1 ± 1.23 55.2 ± 1.67 3.67 65.3 ± 7.76 89.3 ± 1.95 54.7 ± 2.82 4.33

YelpChi Overall Rank
RT -recall0 RT -f10 RT -avgf1t>0 Rank

GCN 67.9 ± 21.8 50.3 ± 7.40 45.6 ± 1.01 10.33 8.44
GraphSAGE 83.1 ± 10.8 70.4 ± 15.5 51.6 ± 1.71 5.00 4.44
GIN 78.5 ± 16.9 56.5 ± 17.0 45.4 ± 1.93 9.33 8.78
GAT 80.4 ± 12.0 62.9 ± 8.18 47.2 ± 1.19 7.33 7.33
GCNII 58.9 ± 9.24 75.2 ± 4.66 49.1 ± 1.33 7.67 8.11
BWGNN 88.8 ± 3.86 61.6 ± 18.9 50.6 ± 2.00 5.67 6.00
GHRN 86.2 ± 7.28 66.8 ± 12.4 52.8 ± 0.94 4.33 5.56
PMP 71.4 ± 3.98 79.7 ± 9.59 54.8 ± 0.75 4.33 6.22
MetaGAD 7.27 ± 4.45 48.7 ± 2.08 46.1 ± 0.31 12.33 11.89
GAD-NR 65.7 ± 30.6 49.4 ± 3.35 48.2 ± 1.62 10.00 8.22
XGB 55.7 ± 2.96 93.2 ± 1.43 52.5 ± 0.82 6.33 7.44
XGB-GIN 62.2 ± 1.52 95.6 ± 0.3155.1 ± 0.60 4.33 4.22
TPNE-XGB 77.2 ± 2.07 70.6 ± 1.15 56.1 ± 0.58 4.00 4.00
*RT - recall0 (Final Recall): Cumulative recall of all fraud after the final round
*RT - f10 (Initial F1): F1 Score of test set from round 0 after the final round
* RT -avgf1t>0 (On-round F1): F1 Score for test set of round t > 0 immediately after that round ends
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training set and failed to adapt to newer generated fraud, 
as indicated by the high initial F1 but low final recall. This 
overfitting is most likely due to the dataset’s extreme spar-
sity. The average node degree in Elliptic++ is  1.15, so the 
initial learning process is strongly dominated not by struc-
tural information but by the raw features of a node and its 
singular neighbor. That being said, our model managed to 
avoid this pitfall and still exhibited a high on-round F1 just 
behind BWGNN and GHRN. When we combine the ranks 
for small and large datasets, TPNE-XGB achieves the high-
est overall rank at 4.00, with XGB-GIN just behind at 4.39.

Results for MetaGAD and GAD-NR are missing due to 
execution time exceeding the maximal 24-hour/run.

We plot the roundwise F1 score for the Tolokers and 
Amazon experiments in Fig. 5. See that in the initial round, 
XGB-GIN (orange line in c) outperforms everything else 
with BWGNN, GHRN, and PMP (blue, orange, green line 
in b) trailing behind it. However, that performance declines 
when we start to consider subsequent rounds; on-round F1 
hovers around 0.5 for all baselines for all datasets except for 

along with above average RT -recall0 and RT -f10. This is 
a favored behavior for long-term fraud detection.

On the other hand, simpler GNNs (GCN, GraphSAGE, 
GIN) tend to behave erratically; they excel in final recall at 
times (for example, GraphSAGE on Amazon/YelpChi), but 
are also inconsistent as indicated by the high deviation. GAT 
and GCNII are more consistent but showed lower peak per-
formance. The other 5 GAD models show middling perfor-
mance, lagging behind XGB-based models when it comes 
to initial F1 and lagging behind TPNE-XGB when it comes 
to on-round F1 and final recall.

Table 5 shows that similar results can be observed in 
large datasets. In TC and T-Finance, XGB-GIN excels on 
initial F1 but lacks the high on-round F1 and final recall of 
TPNE-XGB. The erratic behavior for simple GNN models 
persists as indicated by the standard deviation, and lighter 
GAD baselines (BWGNN, GHRN, PMP) sit in the middle. 
The Elliptic++ dataset produced a slightly different result, 
with spectral-based models (BWGNN, GHRN) leading the 
pack. Here, XGB-based models seem to overfit to the initial 

Table 5  Experiment results for standard training scheme of continuing training on the same model each round for the larger datasets: TC, T-Finance, 
and Elliptic

TC T-Finance
RT -recall0 RT -f10 RT -avgf1t>0 Rank RT -recall0 RT -f10 RT -avgf1t>0 Rank

GCN 47.7 ± 5.05 87.2 ± 0.46 50.5 ± 0.38 6.33 72.2 ± 15.7 64.2 ± 24.1 46.8 ± 3.16 7.00
GraphSAGE 61.4 ± 7.05 86.6 ± 0.82 52.3 ± 1.05 4.33 19.6 ± 20.3 49.0 ± 0.56 47.5 ± 4.67 10.00
GIN 41.3 ± 0.52 87.9 ± 0.62 50.1 ± 0.31 7.00 90.2 ± 9.40 68.1 ± 33.5 50.8 ± 3.47 5.00
GAT 57.0 ± 6.53 80.0 ± 11.7 49.9 ± 0.96 7.33 57.6 ± 9.49 64.2 ± 10.0 50.0 ± 2.02 7.67
GCNII 46.4 ± 5.31 88.3 ± 0.74 49.0 ± 0.78 7.33 64.9 ± 7.83 84.2 ± 11.7 54.8 ± 1.30 3.33
BWGNN 47.7 ± 3.10 89.4 ± 0.42 51.2 ± 0.25 4.33 67.1 ± 6.96 77.1 ± 20.7 51.5 ± 2.08 4.33
GHRN 48.3 ± 4.28 87.3 ± 1.71 49.8 ± 0.98 6.67 62.6 ± 6.46 87.5 ± 11.9 52.9 ± 1.76 4.00
PMP 71.0 ± 9.26 85.9 ± 0.05 54.4 ± 1.52 4.00 19.5 ± 25.3 48.8 ± 0.01 48.3 ± 1.08 10.33
XGB 38.4 ± 0.16 85.9 ± 16.1 46.3 ± 0.09 10.00 42.6 ± 1.70 91.7 ± 0.95 51.2 ± 0.58 5.67
XGB-GIN 50.9 ± 2.08 91.2 ± 0.4950.9 ± 0.66 3.67 49.9 ± 1.25 95.0 ± 0.4151.3 ± 0.52 4.67
TPNE-XGB 83.8 ± 1.54 78.8 ± 0.74 55.5 ± 0.98 4.33 62.4 ± 2.61 88.8 ± 0.83 54.8 ± 1.19 3.33

Elliptic++ Overall Rank
RT -recall0 RT -f10 RT -avgf1t>0 Rank

GCN 75.1 ± 10.6 85.3 ± 9.06 57.8 ± 1.50 5.33 6.22
GraphSAGE 79.1 ± 13.1 82.6 ± 14.2 57.9 ± 4.22 5.00 6.44
GIN 85.5 ± 12.6 61.6 ± 27.0 53.5 ± 2.99 6.00 6.00
GAT 69.1 ± 10.5 70.1 ± 11.2 52.2 ± 1.84 7.67 7.56
GCNII 28.1 ± 25.2 52.0 ± 8.91 42.0 ± 7.39 10.00 6.89
BWGNN 86.5 ± 6.17 89.5 ± 13.2 62.0 ± 3.27 2.00 3.56
GHRN 85.2 ± 4.97 88.2 ± 20.3 59.4 ± 3.01 3.33 4.67
PMP OOM OOM OOM OOM 7.17
XGB 50.0 ± 0.65 95.5 ± 0.06 53.1 ± 0.45 6.00 7.22
XGB-GIN 51.5 ± 0.91 95.4 ± 0.04 54.6 ± 0.47 5.33 4.56
TPNE-XGB 67.8 ± 5.29 89.7 ± 1.30 58.9 ± 1.86 4.33 4.00
*RT - recall0 (Final Recall): Cumulative recall of all fraud after the final round
*RT - f10 (Initial F1): F1 Score of test set from round 0 after the final round
* RT -avgf1t>0 (On-round F1): F1 Score for test set of round t > 0 immediately after that round ends
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performance for the standard scheme (CONTINUE) and is 
discussed in Sect. 7.2.

Next, we examine the effect of augmenting the model pre-
diction with a threshold-based fraud detection strategy. We 
see that THRES-DEGREE is a terrible strategy as it almost 
always causes significant degradation of on-round F1. On 
the other hand, both feature-based strategies achieved mixed 
results: THRES-FEAT improves performance on Amazon 
and Yelpchi for both XGB-GIN and TPNE-XGB, although 
with a marginal decline in final recall for the latter. THRES-
AGGFEAT causes a marginal decline on Tolokers and only 
slight changes on the other two datasets. We can conclude 
that employing threshold-based strategies does almost 
nothing for TPNE-XGB and is only marginally useful for 
XGB-GIN. It is important to note that these threshold-based 
strategies can not close the final recall gap between XGB-
GIN and TPNE-XGB.

TPNE-XGB (green line in c) which maintains the highest 
F1 score on subsequent rounds.

6.2.2  Training alternatives and threshold-based strategies

Results for the second experiment set which compares dif-
ferent training schemes, high-level strategies, and training 
data constraints for XGB-GIN and TPNE-XGB is shown in 
Table 6. Here, the CONTINUE row in bold text represents 
the performance of the standard retraining scheme and can 
be considered as the primary point of comparison.

First, we examine the effect of different learning 
schemes. As expected, not retraining the model on subse-
quent rounds (FIRST) degrades all metrics for both models 
across all datasets, except for initial F1 of TPNE-XGB on 
Amazon. Training from scratch every round (RESET) pro-
duces a more interesting result; it improves the final recall 
and on-round F1 of XGB-GIN on Tolokers and YelpChi by 
2-5 percent at the cost of a marginal decline in initial F1. 
However, RESET degrades the final recall and on-round F1 
of TPNE-XGB across all datasets. This relates to the initial 

Fig. 5  Evolution of F1 score during the 10 detection rounds of sim-
ple Graph Neural Networks (a), Graph Anomaly Detection baselines 
(b), and XGBoost-based models (c) on the Tolokers (top) and Ama-

zon (bottom) dataset. Marker values are average of 10 repetitions and 
bands denote standard deviation
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variants, especially in terms of final recall. For variants 
with partial pre-training objectives, we can see that the full 
TPNE-XGB utilizing all three objectives still outperforms 
everything else. From these, we see that omitting Tempo-
ral Disentanglement (TPNE-XGB\A) marginally improves 
final recall at the cost of initial F1. On the other hand, 
omitting Temporal Maximization (TPNE-XGB\B) simply 
degrades overall performance without a clear pattern. Omit-
ting both marginally improves initial and on-round F1 at the 
cost of final recall.

6.3.2  Effects of α and β

Figure 6 shows the result of the sensitivity analysis experi-
ments. The effect of Temporal Disentanglement, controlled 
by α, can be seen through the different plot hues. The two 
plots on the left show that increasing α resulted in higher 
recall and the two middle ones show that it also resulted 

6.3  Ablation and sensitivity studies

6.3.1  Model ablation

Table 7 contains results for our ablation study. We compare 
the full TPNE-XGB to the two variants described in Sect. 
6.1.2 and three additional ones in which we set α, β, and 
both parameters to zero to see how the absence of the two 
temporal objectives affect performance. The three variants 
are respectively named TPNE-XGB \  A, TPNE-XGB \ B, 
and TPNE-XGB \  AB. For the ablation, we calculate the 
overall rank across all five datasets.

Both pre-training and temporal aggregation are neces-
sary to achieve the best result. The PNE-XGB variant ranks 
last on every dataset with a significant decrease in initial 
F1. While the TNE-XGB variant shows relatively stronger 
performance, its overall rank is lower than the TPNE-XGB 

Table 6  Experiment results for different training schemes, threshold-based strategies, and training data constraints on the smaller datasets: Tolok-
ers, Amazon, and YelpChi
Strategy/Scheme XGB-GIN TPNE-XGB

RT -recall0 RT -f10 RT -avgf1t>0 RT -recall0 RT -f10 RT -avgf1t>0

Tolokers
FIRST 53.2 ± 3.06 68.2 ± 0.92 43.9 ± 0.63 46.4 ± 3.23 90.9 ± 0.92 49.1 ± 1.33
CONTINUE 58.3 ± 1.65 86.9 ± 0.77 50.7 ± 0.62 58.3 ± 1.65 86.9 ± 0.77 50.7 ± 0.62
RESET 62.7 ± 2.18 84.4 ± 0.61 52.4 ± 0.85 72.7 ± 1.91 81.2 ± 0.36 53.4 ± 0.49
THRES-FEAT 55.3 ± 2.93 84.6 ± 1.01 49.8 ± 1.05 85.8 ± 1.74 67.4 ± 1.69 54.5 ± 1.33
THRES-AGGREAT 53.7 ± 2.48 84.2 ± 0.73 48.7 ± 1.16 85.4 ± 2.87 67.2 ± 0.66 54.5 ± 1.84
THRES-DEGREE 55.0 ± 3.26 85.0 ± 0.83 37.4 ± 0.80 83.7 ± 2.56 68.2 ± 1.49 39.7 ± 0.72
TRANSDUCTIVE 57.1 ± 4.42 95.6 ± 0.80 53.6 ± 1.46 82.5 ± 2.51 79.1 ± 1.07 54.3 ± 0.52
ORACLE 99.5 ± 0.21 92.9 ± 0.34 94.1 ± 0.30 98.4 ± 0.20 88.0 ± 0.43 86.4 ± 0.46
Amazon
FIRST 52.7 ± 5.26 91.2 ± 1.04 50.9 ± 1.07 46.4 ± 3.23 90.9 ± 0.92 49.1 ± 1.33
CONTINUE 55.5 ± 3.97 95.4 ± 0.58 55.4 ± 1.19 65.3 ± 7.76 89.3 ± 1.95 54.7 ± 2.82
RESET 55.3 ± 3.10 95.1 ± 0.89 55.3 ± 0.85 56.5 ± 3.37 94.2 ± 0.59 53.2 ± 1.66
THRES-FEAT 55.9 ± 4.04 89.0 ± 0.62 65.7 ± 1.64 62.4 ± 6.70 90.2 ± 1.37 58.7 ± 3.05
THRES-AGGREAT 56.3 ± 2.63 95.2 ± 0.65 58.8 ± 1.88 62.0 ± 5.94 92.1 ± 1.54 54.5 ± 2.27
THRES-DEGREE 56.1 ± 3.17 95.4 ± 0.62 8.33 ± 0.36 57.0 ± 6.04 92.0 ± 2.10 9.67 ± 0.31
TRANSDUCTIVE 57.1 ± 4.42 95.6 ± 0.80 53.6 ± 1.46 58.8 ± 5.22 93.8 ± 0.92 54.9 ± 1.68
ORACLE 99.9 ± 0.08 98.4 ± 0.43 98.7 ± 0.61 99.4 ± 0.21 97.7 ± 0.28 96.5 ± 0.89
YelpChi
FIRST 50.2 ± 1.41 84.1 ± 0.22 49.0 ± 0.54 46.4 ± 3.23 90.9 ± 0.92 49.1 ± 1.33
CONTINUE 62.2 ± 1.52 95.6 ± 0.31 55.1 ± 0.60 77.2 ± 2.07 70.6 ± 1.15 56.1 ± 0.58
RESET 67.0 ± 1.17 94.5 ± 0.30 57.1 ± 0.64 64.0 ± 2.44 85.8 ± 0.42 54.8 ± 0.80
THRES-FEAT 62.5 ± 1.31 96.2 ± 0.24 72.8 ± 0.87 76.5 ± 2.42 71.9 ± 1.05 63.9 ± 0.74
THRES-AGGREAT 62.7 ± 2.02 95.4 ± 0.30 55.4 ± 0.53 77.2 ± 1.59 71.0 ± 1.41 55.4 ± 0.46
THRES-DEGREE 62.1 ± 1.62 95.6 ± 0.30 56.2 ± 0.57 76.6 ± 1.88 71.2 ± 1.85 55.1 ± 0.69
TRANSDUCTIVE 61.4 ± 1.58 95.6 ± 0.25 54.7 ± 0.74 76.5 ± 1.81 86.2 ± 0.46 56.1 ± 0.40
ORACLE 99.9 ± 0.01 99.4 ± 0.06 99.1 ± 0.05 98.7 ± 0.16 93.0 ± 0.23 87.9 ± 1.68
*RT - recall0 (Final Recall): Cumulative recall of all fraud after the final round
*RT - f10 (Initial F1): F1 Score of test set from round 0 after the final round
* RT -avgf1t>0 (On-round F1): F1 Score for test set of round t > 0 immediately after that round ends
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7.1  Fraud detection behavior under the proposed 
scenario

Results shown in Sect. 6.2.1 indicate that existing models 
struggle to perform in subsequent rounds, which is expected 
since they were developed in a single round setting. How-
ever, the fact that they fail despite having access to both 
the entire graph structure and labels from past rounds for 
retraining is evidence for the following: adapting models to 
a multi-round fraud detection setting is nontrivial. As such, 
research on fraud detection beyond a single detection round 
is invaluable.

Certain qualities are important to perform in this new, 
multi-round scenario. The proposed generator function is a 
relatively straightforward simulator of a promo fraud (Ekata 
2023) which tracks undetected fraud and spams them. As 
previously mentioned, we see that despite its simplicity this 
generator function challenges the fraud detectors to recog-
nize and correct past mistakes. This capability is critical to 
real-life fraud detection where fraudsters adapt to existing 
detectors and continually change their strategies. We can 

in lower initial F1 (i.e. more forgetting). The two plots on 
the right show different results for on-round F1: higher α 
leads to lower on-round F1 in Tolokers while the opposite 
is true in Amazon. The effect of Temporal Maximization, 
controlled by β, can be seen in Fig. 6 on the X-axis. The top 
two plots show that final recall tends to slightly decline with 
β and the two middle plots show that initial F1 conversely 
tends to increase. This directly mirrors the effect of Tempo-
ral Disentanglement (α).

7  Discussion

This section contains in-depth discussions on our scenario 
and proposed model in relation to the results presented 
above. Additionally, we also provide additional details 
regarding the implications, limitations, and complexity of 
our work/model given the underlying assumptions it adopts.

Table 7  Ablation results for all datasets: Tolokers, Amazon, YelpChi, TC and T-Finance
Tolokers Amazon
RT -recall0 RT -f10 RT -avgf1t>0 Rank RT -recall0 RT -f10 RT -avgf1t>0 Rank

TNE-XGB 77.7 ± 2.01 73.5 ± 1.03 52.7 ± 0.90 4.33 58.8 ± 3.36 92.1 ± 0.74 54.6 ± 2.26 2.67
PNE-XGB 80.5 ± 12.8 58.6 ± 5.17 52.1 ± 1.91 5.67 35.8 ± 16.0 52.2 ± 5.77 49.9 ± 1.47 6.00
TPNE-XGB\AB 86.1 ± 1.23 68.7 ± 1.09 54.9 ± 1.12 3.33 67.2 ± 2.30 87.4 ± 1.44 53.9 ± 2.01 3.33

TPNE-XGB\A 81.9 ± 2.45 75.6 ± 1.92 56.7 ± 0.50 2.00 54.9 ± 4.98 92.4 ± 1.95 52.7 ± 1.98 3.67

TPNE-XGB\B 86.1 ± 2.54 69.2 ± 1.47 55.2 ± 0.46 2.00 66.5 ± 5.12 87.8 ± 1.43 54.0 ± 1.75 3.00

TPNE-XGB 85.9 ± 3.36 69.1 ± 1.23 55.2 ± 1.67 3.00 65.3 ± 7.76 89.3 ± 1.95 54.7 ± 2.82 2.33
YelpChi TC
RT -recall0 RT -f10 RT -avgf1t>0 Rank RT -recall0 RT -f10 RT -avgf1t>0 Rank

TNE-XGB 67.8 ± 1.36 88.6 ± 0.80 56.4 ± 0.91 2.33 59.3 ± 2.36 88.9 ± 0.60 55.2 ± 1.10 3.67
PNE-XGB 79.6 ± 23.4 48.0 ± 1.71 48.0 ± 0.96 4.33 86.1 ± 1.82 67.9 ± 1.09 52.5 ± 0.44 4.33
TPNE-XGB\AB 77.1 ± 1.54 67.9 ± 1.71 54.3 ± 0.66 4.33 82.1 ± 1.08 79.7 ± 0.98 56.4 ± 0.55 2.67

TPNE-XGB\A 64.5 ± 2.80 80.2 ± 2.56 54.9 ± 0.69 4.00 80.0 ± 2.03 80.2 ± 0.80 55.8 ± 1.07 3.00

TPNE-XGB\B 75.2 ± 1.70 71.6 ± 0.99 55.7 ± 0.36 3.33 82.8 ± 1.40 77.5 ± 0.96 55.2 ± 0.77 4.00

TPNE-XGB 77.2 ± 2.07 70.6 ± 1.15 56.1 ± 0.58 2.67 83.8 ± 1.54 78.8 ± 0.74 55.5 ± 0.98 3.00
T-Finance Overall Rank
RT -recall0 RT -f10 RT -avgf1t>0 Rank

PNE-XGB 54.8 ± 2.06 89.1 ± 0.72 54.5 ± 1.26 3.33 3.27
TNE-XGB 62.0 ± 9.90 68.0 ± 13.9 53.5 ± 1.81 5.33 5.13
TPNE-XGB\AB 63.2 ± 1.83 85.9 ± 1.76 54.2 ± 0.57 3.33 3.30

TPNE-XGB\A 58.0 ± 1.81 90.6 ± 0.78 54.0 ± 1.10 3.67 3.27

TPNE-XGB\B 62.3 ± 2.58 88.4 ± 0.92 54.3 ± 1.35 3.00 3.07

TPNE-XGB 62.1 ± 2.64 88.8 ± 0.83 54.8 ± 1.19 2.33 2.67
*RT - recall0 (Final Recall): Cumulative recall of all fraud after the final round
*RT - f10 (Initial F1): F1 Score of test set from round 0 after the final round
* RT -avgf1t>0 (On-round F1): F1 Score for test set of round t > 0 immediately after that round ends
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a large deviation, which corresponds to an unusually high 
RT -recall0 when we cross-check with Table 4. Examining 
the execution logs shows that these simple models often 
collapsed into a state where almost all nodes are predicted 
as fraudulent for one round, resulting in a very high type 1 
error, low F1 score, and high final recall. This collapse addi-
tionally provided the labels for all the nodes and bumped 
the performance of the next round. This is an undesired 
behavior for real fraud detection systems. With regard to 
error types, we found that other than this erratic behavior 
due to a bias towards type 1 error, there is no interesting 
pattern to note. No natural tendency towards a certain type 
of error was observed, especially for the higher-performing 
XGB-based models.

In summary, the proposed Multi-round Adversarial Fraud 
Detection scenario poses a new set of challenges that are 
natural and unique to fraud detection but have yet to be 
solved by existing models. As explained in Sect. 2, the phe-
nomenon of forgetting over multiple training is also a central 
focus of continual learning research. However, our scenario 

further break it down into two more specific capabilities: the 
capability to memorize relevant knowledge and the capabil-
ity to forget irrelevant ones.

The baselines lack the second capability under a naive 
retraining scheme. The main indicators for this are low 
final recall over multiple rounds (RT -recall0) and low on-
round F1 (RT -avgf1t>0) as seen in Tables 4 and 5. Prime 
example of this is the vanilla XGB model, which consis-
tently places in the bottom two for final recall in the large 
datasets. Here, the model simply learns about the original 
fraud in the initial round and memorizes any learned knowl-
edge to the end no matter if it’s right or wrong. We also see 
that the availability of the entire dataset every round can 
be detrimental, especially for nodes with strong initial F1; 
re-learning the same sets of data reinforces and solidifies 
mistakes. The best-performing baseline (XGB-GIN) is the 
prime example of this with its strong initial F1 (RT − f10) 
and low final recall.

Meanwhile, we see that simple models tend to behave 
erratically (for example, see GraphSAGE’s performance for 
the Amazon dataset in Fig. 5). Their F1 scores oscillate with 

Fig. 6  Sensitivity plot for the three performance metrics on different α (line hue) and β (X axis) on the Tolokers (top) and Amazon dataset (bottom)
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memorizing misclassifications. This improves on-round F1 
and final recall at the cost of only a slight degradation in 
initial F1. The temporal aggregation, along with the three-
fold self-supervised learning objective, controls the balance 
between learning and forgetting and is critical in achieving 
optimal performance.

While TPNE-XGB managed to exhibit favorable behav-
ior in our scenario, it does come with several weaknesses/
limitations. The first one can be seen in the results from Ellip-
tic++ shown in Table 5. Using XGB-based model increases 
the tendency for the model to overfit, especially when struc-
tural information is scarce. The second weakness it inherits 
from the GCN backbone is the inability to capture informa-
tion from distant neighbors and unconnected nodes. As a 
result, spectral-based approaches like GHRN and BWGNN 
can outperform TPNE-XGB in some cases. Finally, the pre-
training phase incurs a non-neglectable computational cost. 
Therefore, its scalability to extremely large datasets is closer 
to common GNNs rather than XGBoost. This can also be 
seen on the empirical runtime analysis provided in Sect. 7.4.

7.3  Theoretical and practical implications

Our work confirms that extending fraud detection research 
to a multi-round, adversarial scenario requires a non-trivial 
adaptation of existing models. Specifically, our experiment 
results indicate that the key to good performance here is the 
ability to selectively forget and retain information through-
out multiple rounds. The behavior of our proposed TPNE-
XGB model reveals that self-supervised representation 
learning and the utilization of temporal information produce 
that ability to a degree. Additionally, our experiment results 
validate the previous benchmarking effort on supervised 
GAD in which a simple XGB-based model outperforms 
state-of-the-art GAD models.

This carries several implications. In the theoretical sense, 
it reveals the shortcomings of past graph fraud detection 
works when dealing with a more complicated fraud detec-
tion scenario. We see that fraud generated by a simple 
adversarial function are capable of deceiving recent fraud 
detection models. Future works would benefit greatly from 
taking an adversarial lens in the vein of (Ren et al. 2020; 
Wu et al. 2023b, 2024). Additionally, this work highlights 
the importance of evaluating multiple aspects of perfor-
mance (i.e. final recall, initial F1, on-round F1) since 
improving one usually means a trade-off on the other(s). 
Finally, results from TPNE-XGB show the strength of a 
two-step learning paradigm that which allows combining 
a flexible self-supervised embedder with a lighter classifier 
like XGBoost. As also recently shown (Fini et  al. 2022), 
self-supervised learners exhibit more robustness through 

differs in the sense that due to the adversarial nature of the 
generative function, we require a specific type of forgetting.

7.2  On self-supervised pre-training and temporal 
aggregation

The proposed TPNE-XGB exhibited better performance 
over multiple rounds. It successfully forgets past misclas-
sifications to better respond to newly generated fraud, as 
shown by the high on-round F1 and final recall, accompa-
nied by slightly lower initial F1 seen in Tables 4 and 5. The 
relatively lower deviation value suggests that TPNE-XGB 
achieves a higher degree of consistency compared to its con-
temporaries. Judging from the ablation result in Sect. 6.3, 
we believe both self-supervised pre-training and temporal 
aggregation of TPNE-XGB are important to achieve this.

The objective of the pre-training step in TPNE-XGB is 
not to detect fraud but to learn a more informative repre-
sentation to improve downstream task performance. This 
means that in every round, TPNE-XGB learns to do two dif-
ferent things using two distinct sources of information. Most 
baselines learn solely to detect fraud from label supervision, 
whereas TPNE-XGB also learns from the overall graph 
structure. This is the advantage given by SSL; while super-
vision from labels stays identical throughout subsequent 
rounds, the local graph structure doesn’t. TPNE-XGB suf-
fers less from harmful reinforcement of misclassifications 
due to changes in the embeddings generated by the embed-
der module, resulting in better final recall and on-round F1. 
Additionally, Table 6 shows that resetting the model from 
scratch did not improve results for TPNE-XGB. This is 
because TPNE can already forget irrelevant information.

Self-supervised pre-training alone is not enough to 
achieve a good balance of on-round F1, final recall, and 
initial F1. As indicated in Table 7, pre-training using a sim-
pler reconstruction loss (PNE-XGB) causes the model to 
learn less in the initial round (low RT -f10). The temporal 
aggregation in TPNE-XGB alleviates this by aggregating 
information from different neighborhood hops and rounds, 
providing the model with richer features to learn. Finally, 
the hyperparameters α and β control the informativeness 
of the temporal embedding part, which is primarily utilized 
to selectively forget mistaken classifications. The sensitivity 
analysis roughly supports our intuition w.r.t. the temporal 
embedding part. As it becomes more disentangled (higher 
α), TPNE-XGB becomes more reliant on the temporal 
embedding part and tends to forget the initially learned pat-
tern from the static part.

In summary, splitting the learning process for fraud detec-
tion in two, each with a different objective and supervision 
(i.e., self-supervised then supervised), allows TPNE-XGB 
to rely less on label supervision and in turn suffer less from 

1 3

   24   Page 22 of 30



Social Network Analysis and Mining           (2026) 16:24 

two different information type for a given prediction. This 
is also only possible due to TPNE decoupling the embed-
der with the classifier, which allows us to potentially use a 
simpler and more interpretable model to understand how the 
two different information are used in predicting fraud.

7.4  Runtime and complexity analysis

TPNE uses GCN layers as its main building block, and 
its three learning objectives are relatively straightforward 
to calculate. As such, training and inference using TPNE 
do not incur a significantly higher overhead compared to 
simple GNN-based fraud detectors. To empirically show 
this, we record the average training time per round for all 
experiments shown in Tables 4 and 5. The result is shown 
in Fig. 7.

As can be seen, XGBoost-based baselines with non-
parametric aggregations (XGB, XGB-GIN) with O(|V|) 
time complexity (Chen and Guestrin 2016) offer the fastest 
training time, up to three orders of magnitude lower than 
the other models. Trailing after simple GNN and spectral-
based models (GCN, GIN, GraphSAGE, GCNII, BWGNN, 
GHRN, TPNE-XGB), which have relatively similar train-
ing durations. The slight variation among them is due to 

multiple learning processes. Future fraud detection mod-
eling will benefit greatly by focusing on a self-supervised 
embedder backbone.

In the practical sense, results from the experiments with 
simple strategies in Sect.  6.2.2 suggest that companies 
should move beyond simple threshold-based strategies for 
promo fraud due to their tendency to produce false posi-
tives. Modern fraud patterns are complex and adaptable. As 
such, their detection often demands detailed and sophisti-
cated models. With regard to data collection policies, we 
note that obtaining reliable fraud labels remains the most 
rewarding endeavor. However, we advise companies to col-
lect labels multiple times over a long period as opposed to a 
single instance of collection even if done on a larger scale. 
As shown through our work, developing a fraud detection 
model through a single training on a large amount of data 
leaves the model vulnerable even to simple adversarial 
adaptation.

To conclude this subsection, we touch on how TPNE adds 
a layer of practical interpretability in fraud prediction. One 
of the implications of the explicit separation between static 
and temporal information in the embedding produced by 
TPNE is that by employing established feature-based inter-
pretation techniques, we can weigh the importance of the 

Fig. 7  Training time per round (in seconds) for all models in the main experiment set. Shown numbers are a result of averaging across all 10 detec-
tion rounds and all 10 repetitions
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fraud will provide readers with better clarity in understand-
ing the topic. Related to this point, considering how TPNE 
succeeded in providing salient temporal information, we 
surmise that its performance on different attacks and tasks 
should at least surpass baselines designed for static graphs.

Second, we assume clean labels on the initial training 
graph. While procuring a training dataset with clean label 
can be costly, it is definitely something that can be and is 
often produced in practice. For a domain where reliabil-
ity and trust is vital like finance, companies do routinely 
employ services to produce data with clean labels. We fol-
low this assumption following the majority of prior works 
to promote consistency in the research canon. One impor-
tant thing to note in relation to this is the fact that in our 
scenario, subsequent training rounds actually involve unla-
beled nodes. This makes our scenario more realistic than 
most contemporaries mentioned in Sect. 2.1. We acknowl-
edge that real life datasets are often noisy and as such, per-
formance validation under label noise remains a limitation 
we have yet to address here.

While we acknowledge the many kinds of fraudulent 
behavior in the wild and the possibility of less-than-ideal 
data condition, each of these issues exhibits fundamentally 
different dynamics and demands different things from the 
detector model. As such, limiting the work to a single type 
of fraud under a set of reasonable assumptions helped us 
in producing a reasonable and focused experiment sets and 
analysis. We see this as something necessary, especially 
considering that this work primarily aims to introduce the 
Multi-round Adversarial Fraud Detection.

7.6  Extensions and future works

We recognize that several design choices for both our Multi-
round Adversarial Fraud Detection scenario and TPNE are 
rather simplistic in nature due to their newness. With regard 
to this, we would like to point out that extension of either 
the scenario or model can serve as interesting avenues for 
future works.

Extension of the scenario can be done through a more 
sophisticated generator function involving learners (result-
ing in a GAN-like arrangement on a training round granu-
larity instead of training epoch) or probabilistic graphical 
models. Alternatively, the function can be guided with com-
mon fraud characteristics like the label heterophily of 
common fraud or feature-based camouflaging of money 
laundering. This way, a multitude of other fraud types 
can be studied under our scenario. Furthermore, since we 
decouple the generators from the detection models, explor-
ing these new generator variants should require no adjust-
ments to the other scenario components, like the detector 
model. In fact, it is possible to benchmark any existing 

the usage of early stopping in our experiments. However, 
averaging across all rounds and all repetitions should give 
a relatively robust estimate on the actual runtime of these 
models in the wild. Among the slower models are those 
that incorporate edge-wise calculations like GAT’s atten-
tion mechanism and PMP. This slowdown is most apparent 
in T-finance, which has the most graph edges. In particular, 
PMP reported O(L|V |F + (L|E| + |V |)F 2) time com-
plexity. The multiplication term between |E| and F 2 ren-
ders it less feasible on datasets with a lot of edges. Finally, 
MetaGAD with its bi-level optimization and GAD-NR with 
its sampling-based neighborhood reconstruction require the 
most time and space among the baselines.

To support the empirical observation above, we can 
analyze the time complexity of training TPNE by break-
ing it down into steps as described in Algorithm 3. Let F 
denote both the number of features and hidden dimension 
for TPNE, then:

	● Generating Ht.w
0  for all W windows (line 18) is 

O(|V |F 2)
	● Generating Ht.w

l  for all L GCN layers in all W windows 
(line 18) is O(WL|V |F 2 + WL|E|F )

	● Generating Ht
temp is also O(WL|V |F 2)

	● Combined, the forward pass have 
O(W |V |F 2 + WL|V |F 2 + WL|E|F + WL|V |F 2)

= WL|V |F 2 + WL|E|F

In practice, W, L, and F are sufficiently small constants. 
Therefore, the time complexity of TPNE can be expressed as 
O(|V | + |E|), identical to a GCN. This means that in terms 
of scalability to extremely large graph, TPNE-XGB will still 
struggle as it is bound by the number of nodes and edges. 
For GNNs, sampling-based approach such as GraphSAGE 
can be a possible solution. For TPNE-XGB, an additional 
sampling and batched temporal aggregation mechanism is 
required in the future. We note here that our method still 
scales better than more sophisticated GAD solutions such as 
MetaGAD and GAD-NR.

7.5  Assumptions and limitations

Here we reiterate the main assumptions we use in defining 
the scope of this work. First, this work specifically focuses 
on node injection-based evasion attacks for node classi-
fication. This is because common promo fraud types like 
coupon and referral abuse are mostly done through mass 
creation of new user accounts i.e., node-injection. While 
many other attack types such as poisoning attacks, anoma-
lous edge detection, feature perturbations, and node/edge 
deletion are equally valuable to examine, we expect that 
focusing on the most representative attack type for promo 
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8  Conclusion

In this paper, we describe a new scenario for fraud detection 
called the Multi-round Adversarial Fraud Detection sce-
nario. This scenario incorporates the temporal and adversar-
ial nature of fraud detection, opening up a new perspective 
for future fraud detection model development. Under the 
scenario, we implement a simple spam-like adversarial strat-
egy and show that it poses a significant challenge to existing 
baselines which produces an average round-wise F1 score of 
44.1−55.4 on subsequent training rounds. We also provide 
an exemplar solution for that challenge in the form of a label 
and model-agnostic node embedder called TPNE. The key 
idea of TPNE is to leverage temporal information through 
a sliding window aggregator, and then maximize its useful-
ness through a disentanglement and maximization term in a 
self-supervised pre-training step. Extensive experiments on 
a diverse selection of datasets prove that TPNE can produce 
a more favorable fraud detection behavior compared to the 
baselines, exceeding the best baseline’s on-round F1 by up 
to 4.6 percent and its overall final recall by up to 32.9 per-
cent. A deeper analysis of the experiment results reveals the 
central problems that exist in the Multi-round Adversarial 
Fraud Detection scenario: the capture of temporal patterns 
and the forgetting/retaining of learned detection patterns 
over several rounds.

models implemented under our scenario against any future 
generator functions.

With regard to TPNE, it is possible to extend it by replac-
ing the current GCN building blocks with a more powerful 
module, e.g., transformer-based GNNs. Another modifica-
tion could involve allocating different modules for differ-
ent windows. This way, each time period will have its own 
model/attention weights, and theoretically a richer temporal 
information could be captured at the cost of added complex-
ity. Alternatively, different temporal aggregation methods 
can be explored.

Direct continuation of this work can take many direc-
tions. The most straightforward one is just to try and achieve 
better performance using the exact generator function for 
promo fraud. This may be possible if we focus on model 
design with greater control over what is being forgotten and 
what is being memorized. We believe that a self-supervised 
backbone is necessary for this. Alternatively, other genera-
tor functions that produce different fraud behaviors could 
be studied as explained above. Outside the exploration of 
the generator function, refining the scenario with additional 
constraints to make it more closely reflect real life can be 
a valuable research direction. As previously stated, this 
could be in the form of limitations to the training data, such 
as making nodes expire after a certain number of rounds. 
Finally, as noted in Sect. 6.1.2, unified comparisons across 
the field of CGL, DGL, and this new scenario can also be a 
valuable direction for future works.

Table 8  Results for several well-known CGL methods on the smaller datasets: Tolokers, Amazon, and YelpChi
Tolokers Amazon
RT -recall0 RT -f10 RT -avgf1t>0 Rank RT -recall0 RT -f10 RT -avgf1t>0 Rank

EWC 58.6 ± 5.69 68.8 ± 0.55 46.1 ± 1.00 4.67 45.0 ± 5.40 69.7 ± 3.99 50.1 ± 3.05 3.00
LWF 74.3 ± 2.65 67.8 ± 2.94 49.5 ± 0.97 3.00 71.7 ± 23.9 54.6 ± 14.6 47.8 ± 6.58 4.00
TWP 70.6 ± 6.22 63.4 ± 1.01 47.1 ± 1.37 5.33 41.6 ± 3.83 62.8 ± 1.61 48.5 ± 5.32 4.33
ER-GNN 73.8 ± 5.61 64.8 ± 7.54 49.7 ± 1.66 3.67 62.9 ± 18.4 60.9 ± 9.08 50.0 ± 2.75 3.67
CGNN 81.5 ± 10.5 66.4 ± 6.46 48.1 ± 1.94 3.33 83.7 ± 17.7 49.6 ± 28.3 45.3 ± 1.71 4.33
TPNE-XGB 85.9 ± 3.36 69.1 ± 1.23 55.2 ± 1.67 1.00 65.3 ± 7.76 89.3 ± 1.95 54.7 ± 2.82 1.67

YelpChi
RT -recall0 RT -f10 RT -avgf1t>0 Rank

EWC 35.9 ± 16.2 56.5 ± 2.64 45.5 ± 0.86 3.67
LWF 46.9 ± 13.8 51.8 ± 4.25 45.8 ± 1.11 3.67
TWP 34.6 ± 3.72 55.4 ± 0.70 46.4 ± 0.45 3.67
ER-GNN 68.2 ± 16.0 50.4 ± 9.93 43.0 ± 2.23 5.00
CGNN 79.0 ± 18.8 51.3 ± 12.8 44.6 ± 1.27 3.67
TPNE-XGB 77.2 ± 2.07 70.6 ± 1.15 56.1 ± 0.58 1.33
*RT - recall0 (Final Recall): Cumulative recall of all fraud after the final round
*RT - f10 (Initial F1): F1 Score of test set from round 0 after the final round
* RT -avgf1t>0 (On-round F1): F1 Score for test set of round t > 0 immediately after that round ends
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fails on a long horizon (10 rounds) we adopted in our exper-
iments as shown by the low initial F1, but this also doesn’t 
allow them to learn any meaningful temporal pattern to 
discriminate newly generated fraud as shown by the low 
on-round F1. Overall, they mostly ended up detecting less 
frauds overall in addition to being less stable as shown by 
the high deviation in the recall number.

Appendix B: Additional details

B.1 Parameter search space

The default values and corresponding search space for our 
hyperparameter optimization can be found in Table 9. Due 
to the larger computational load for the bigger datase and 
the multi-round nature of our work, the parameter search 
space presented was first narrowed down qualitatively.

B.2 Hardware specifications

The experiments outlined in Section 5 were done in two dis-
tinct machines:

	● A linux server equipped with an Intel Core i9-10900X, 
96GB or RAM, and an NVIDIA RTX A6000 GPU with 
a 48GB memory.

	● A Fujitsu Primergy GX2570 M6 compute node in ABCI 
2.0 (​h​t​t​p​​s​:​/​​/​d​o​c​​s​.​​a​b​c​​i​.​a​i​​/​e​n​​/​s​y​​s​t​e​m​-​o​v​e​r​v​i​e​w​/); Intel 
Xeon®Processor Gold 5318Y, 16GB of RAM, and an 
80GB NVIDIA HGX A100 GPU.The former is used to 
produce all results involving MetaGAD, GAD-NR, and 
PMP in Table 4; all but the last row of Table 5; and the 
first two rows from the result for the TC dataset and T-
Finance in Table 7. The same version of Pytorch, DGL, 
and CUDA Toolkit is used even between different ma-
chines. For some experiment sets that required more 
GPU memory than what is available, we switch to train-
ing and inference on CPU.

Appendix C: Pseudocodes

Below are pseudocodes for the threshold-based strat-
egy used for the experiments discussed in Sect.  6.2.2. 
oneHopSubgraph returns a subgraph containing 
the 1-hop neighborhood of the input nodes, top_vs. 
activeNodes(G, w, t) returns a list of nodes created within 
the last w rounds as of round t. iterativeDBSCAN 
(Vact, Hact, p) returns the top p densest nodes using the 
DBSCAN algorithm (Ester et al. 1996).

Appendix A: Additional experimental results

Here, we provide results produced by running a number of 
well-known Continual Learning (CL) and Continual Graph 
Learning (CGL) approaches under our scenario. This includes 
regularization-based approaches such as EWC (Kirkpatrick 
et al. 2017), LWF (Li and Hoiem 2017), and TWP (Liu et al. 
2021a), replay-based approaches such as ER-GNN (Zhou 
and Cao 2021), and hybrid ones such as CGNN (Wang et al. 
2020). For these approaches, the training sets for subsequent 
rounds are limited to newly generated nodes to mimic the 
common CGL setting. Considering how our scenario requires 
forgetting, the expectation is that this limitation will actually 
prevent CGL model from overfitting to achieve higher on-
round F1. Full results can be found in Table 8 below.

It is immediately apparent from the low numbers for all 
metrics that CGL models fit poorly to our scenario. Indeed, 
all of them are designed to memorize past learnings instead 
of correcting them. Note that their memorization ability 

Table 9  Search space for hyperparameter optimization; variation 
between datasets is due to time constraints
Model Hyperparameter Search Space
Shared
GNN parameters Layers [2]
(for all GNN 
models

Hidden/embedding 
dim

[64]

unless listed 
below)

Activation [ReLU]

Model Specific
GraphSAGE aggregation [mean]
GIN aggregation [mean]
GAT attention head [1, 3, 5, 7] (Amazon, 

Tolokers, Yelp)
[2, 4, 6] (TC)
[2] (T-Finance)

GHRN drop rate [0.01, 0.025, 0.05, 0.1, 
0.25] (Amazon, Tolok-
ers, Yelp)
[0.01, 0.05, 0.25] 
(T-Finance, TC)

GAD-NR hidden dim [8, 16]
XGB & 
XGB-GIN

booster [gbtree]

eta [0.3]
gamma [0]
max tree depth [6]

TPNE-XGB alpha [0, 0.01, 0.1, 1, 10, 100, 
1000] (Amazon, Tolok-
ers, Yelp)
[0, 1, 10, 100] 
(T-Finance, TC)

beta [0, 0.01, 0.1, 1, 10, 100] 
(Amazon, Tolokers, Yelp)
[0, 1, 10, 100] 
(T-Finance, TC)
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Algorithm 4  Feature-based Spam Filter Strategy

Algorithm 5  Aggregated Feature Threshold-based Spam Filter Strategy

Algorithm 6  Degree Threshold Spam Filter Strategy
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