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ABSTRACT

We revisit data poisoning attacks in the federated learning system. Consider m
worker nodes (each has n training data samples) cooperatively training one model
for a machine-learning task, and a fraction (i.e., α) of the workers may suffer from
the data poisoning attack. We mainly focus on the challenging and practical case
where n is small and m is large, such that each worker does not have enough
statistical information to identify the poisoned data by itself, while in total they
have enough data to learn the task if the poisoned data are detected. Therefore, we
propose a mechanism for workers to cooperatively detect workers with poisoned
data. In terms of attack loss, our mechanism achieves Õ(( 1n )

1
2 + ( d

mn )
1
2 ) in IID

setting and Õ(( 1γ )
1
2 + ( 1n )

1
2 + ( d

mn )
1
2 ) in non-IID setting, where d is the VC-

dimension of the learning model and γ is a concentration parameter characterizing
the non-IIDness. Alongside attack loss, our mechanism limits the adversary’s free-
ride gain even when it cannot be directly quantified by the attack loss. We also
propose the lower bound of the attack loss, and our proposed algorithm matches
the lower bound when m→∞ both in IID setting and non-IID setting.

1 INTRODUCTION

Federated learning trains a target model across distributed nodes without centralizing data. A server
dispatches the target model, workers return gradients, and the server aggregates them to update the
model. Federated learning inherits the vulnerabilities to poisoning attacks. There are two types of
poisoning attacks: model poisoning Chen et al. (2017); Su & Xu (2018); Yin et al. (2018); Blanchard
et al. (2017) and data poisoning Sun et al. (2021); Kairouz et al. (2021); Tolpegin et al. (2020). Model
poisoning attack refers to the attack where malicious workers modify the gradient sent to the server.
These malicious workers are completely untrustworthy.

While model poisoning attack attracts much attention in the literature, there is a rising concern
about a weaker yet more practical version of the poisoning attack, the data poisoning attack. Data
poisoning attack refers to an attack where an adversary modifies the dataset of corrupted workers, as
in Figure 1. The corrupted workers are honest, but their raw data is unknowingly corrupted by the
adversary. Thus, compared to the model poisoning attack, the gradient of workers reflects their own
dataset, even when the dataset is contaminated. For example, data poisoning allows a non-expert
attacker to implement the classic and effective attack of label flipping without knowing the target
model type or controlling the workers.

Yet little attention has been paid to data poisoning. Literature usually adopts the gradient robust
aggregation method as the primary means of countering adversarial attacks Kairouz et al. (2021).
The gradient robust aggregation method, originally designed to counter the model poisoning attack,
also mitigates the data poisoning attack. However, since the data poisoning attack is a weaker attack,
more efficient defenses for the data poisoning attack should exist.

Our research question is how well we can defend against arbitrary data poisoning in the worst case.
The defense is characterized by two objectives: maximizing the target model accuracy of the unpoi-
soned data and mitigating the adversary’s gain from the attack. The two objectives are not equivalent

∗Corresponding author.

1



Published as a conference paper at ICLR 2026

because there exists the so-called Trojan attack: The adversary can make the trained target model
succeed in both meeting the attacker’s goal and achieving high accuracy among the unpoisoned data.

Our solution in this paper addresses this question in the following ways.

(a) We establish the minimax lower bound of the target model attack loss due to the poisoning
attack. Following the previous literature Yin et al. (2018); Blanchard et al. (2017), we focus on
the case where more than half of the datasets are unpoisoned. The detection difficulty increases
as the unpoisoned datasets’ correlation decreases. Therefore, we develop a quantitative relation
between the attack loss lower bound and the correlation. More specifically, in terms of how the
workers’ data are sampled, we consider the IID setting and the non-IID setting. In the IID setting,
each worker samples n data samples independently from the same distribution. In the non-IID
setting, the Dirichlet distribution with concentration parameter γ is used to characterize the non-IID
extent Hsu et al. (2019). We show that the lower bound of attack loss is Ω( 1√

n
) in IID setting and

Ω( 1√
γ + 1√

n
) in non-IID setting. The parameters n and γ characterize the dataset similarity. More

details will be in Section 3.

(b) We propose an algorithm to asymptotically match the lower bound. The challenge is how to
discriminate between poisoned and unpoisoned datasets. Little literature works on data poisoning,
researchers believe that the robust gradient aggregation defense against model poisoning attack can
also address data poisoning attack Kairouz et al. (2021). Robust gradient aggregation relies on exam-
ining the gradients that the workers compute on the target model and removing outliers as poisoned
ones. However, direct application of this method to the scenario of the data poisoning attack will
introduce two limitations. First, the server needs to distinguish the malicious gradient every time
it collects gradients, inducing continuous computational overhead. Second, the gradient may not
faithfully reflect whether the corresponding dataset is poisoned. The gradient is a high-dimensional
vector, and outlier detection is more difficult with higher-dimensional vectors. Figure 1(b-c) shows
the two principal axes of gradients calculated by the unpoisoned datasets and a poisoned dataset,
where the attack is the label-flipping attack. The gradients in the two figures are calculated from
the same datasets, while the target model size is different. When the model is larger (Figure 1(c)),
the gradient dimension is larger and the poisoned one is harder to detect. In addition, in the data
poisoning attack, the gradient is generated according to the poisoned data instead of being arbitrarily
generated. Such patterns of poisoned gradients are not utilized in robust gradient aggregation.

To solve this challenge, we train a discriminator model to directly differentiate among the workers’
datasets instead of differentiating the gradients. To train the discriminator model, we propose a vari-
ance notion that characterizes the variances of the datasets as the training loss function. Our variance
notion is also aligned with the definition ofH-divergence, which describes the distance between the
datasets. To train the discriminator model, workers send gradients and model outputs to the server
so that the server does not need direct access to the datasets. In our algorithm, the discriminator
model is trained before starting the training of the target model. Compared with the gradient robust
aggregation method, our algorithm is more effective and tailored to the data poisoning attack sce-
nario by exploiting the feature that the gradient of each worker faithfully reflects its dataset (whether
the dataset is poisoned or not).

Our algorithm achieve Õ(( 1n )
1
2 + ( d

mn )
1
2 ) attack loss in IID setting and Õ(( 1γ )

1
2 + ( 1n )

1
2 + ( d

mn )
1
2 )

in non-IID setting, where m is the number of workers and d is VC-dimension of the learning task.
Previous literature achieves the attack loss of O((

trace(Σg)
n )

1
2 +(

dg

mn )
1
2 ) Feng et al. (2014); Yin et al.

(2018) and O((
∥Σg∥2

n )
1
2 +(

dg

mn )
1
2 ) Su & Xu (2018) in IID setting, where Σg is the covariance matrix

of gradients and dg is the dimension of the gradients. Since trace(Σg) and ∥Σg∥2 increases with
the size of models Karakida et al. (2021), our algorithm achieves a better bound. When m → ∞,
the upper bound produced by our algorithm matches the lower bound.

(c) We propose a notion that characterizes the adversary’s gain from the attack. We show that
our algorithm mitigates the adversary’s gain both theoretically and experimentally. To mitigate
the attacker’s gain from free ride or Trojan attacks, we propose a robustness metric, effective poison
rate (EPR), for data poisoning attacks in federated learning systems, alongside the attack loss. EPR
of a specific algorithm reflects the fraction of data that is effectively poisoned. For example, EPR
of c indicates that the training outcome is the same as a locally trained model with a proportion c of
the data being poisoned. If an algorithm achieves c < α, where α is the proportion of workers that
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the adversary can corrupt, the attack influence is sub-proportional and thus reduced. Our proposed
mechanism achieves an EPR bound of Õ(( 1n )

1
2 + ( d

mn )
1
2 ) in IID setting and Õ(( 1γ )

1
2 + ( 1n )

1
2 +

( d
mn )

1
2 ) in non-IID setting, demonstrating that, with sufficient samples, the adversary’s impact can

be effectively constrained.

Our theoretical contribution focuses on the region where the ratio of poisoned datasets α < 1
3 ,

considers the optimization of model parameters as a black box, and assumes that we can get an
optimized parameter from the black box. In our experiment, we use stochastic gradients to optimize
the parameters and show that the optimization can be done with reasonable computation costs.
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Figure 1: (a) Data poisoning attack in a federated learning system. (b-c) Two principal axes of gra-
dients calculated by the same datasets on different neural networks. (b) The gradients are computed
from a dense neural network (DNN) with 2 hidden layers and 128 neurons each hidden layer. (c)
The gradients are computed from a DNN with 32 hidden layers and 128 neurons each hidden layer.

2 PROBLEM FORMULATION AND GOALS

Participant. We consider the federated learning setting with one parameter server and m workers.
Each worker i has n data points as his local datasetWi.

Data space. Let Z := X × Y be the data space, where X is the set of objects that we may
wish to label and Y = {−1, 1} is the label set. The binary-label setting can be generalized to the
multi-label setting by combining the original object and the label into a single composite object,
then assigning a binary label that indicates whether the label is the original label Mirza & Osindero
(2014). Therefore, we focus on the binary-label setting in the theoretical part.

Attack model. An adversary A can corrupt the dataset of α fraction of workers and arbitrarily
poison these datasets. Let Sp ⊆ [m] be the set of workers with poisoned data and Sn = [m] \ Sp

be the set of normal workers. Therefore, |Sp| = αm and |Sn| = (1 − α)m. The adversary A
completely decides the dataset of workers in Sp, while it can not control subsequent actions of the
workers. Also, the adversary cannot manipulate the datasets of normal workers.

Normal worker dataset. In terms of the distribution of local datasets of normal workers, we con-
sider an IID setting and a non-IID setting. Let P(Z) and P(Zn) be the set of distributions over
data points and n-sample datasets. In general, the dataset of each normal worker is sampled from
a distribution P ∈ P(Zn). For the IID setting, each data point of the normal worker is sampled
independently from an unknown ground truth distribution D ∈ P(Z). This means that the dataset
of each normal worker is sampled from a distribution D⊗n ∈ P(Zn). For the non-IID setting,
Dirichlet distribution is used to characterize the non-identicalness detailed in Section 3.2.

Learning model To carry out learning tasks, we consider a set of parameterized learning models
{gθ}θ∈Θ, where Θ is the parameter space and each gθ is a function from X to R. The set of learning
models can induce a hypothesis classH = {sign ◦ gθ|θ ∈ Θ}. Each hypothesis is a map from X to
Y . Here, each hypothesis is a composition of a sign function and the learning model function. Let d
denote the VC-dimension ofH Shalev-Shwartz & Ben-David (2014).

LetM be a federated learning mechanism. MechanismM takes m datasets as input and outputs a
hypothesis, denoted asM({Wi}mi=1) = h.
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To measure the success of the trained target model, we use the error of the output hypothesis over
the ground truth distribution D ∈ P(Z). For each h ∈ H, the error is defined as follows:

ϵD(h) = P(x,y)∼D[h(x) ̸= y] (1)

2.1 ATTACK LOSS

For a mechanismM that outputs h under attack, we define the attack loss to be:
RD(h) = ϵD(h)− min

h′∈H
ϵD(h′) (2)

The attack loss characterizes the increment of the target-model error incurred under attack relative
to the attack-free case.

2.2 EFFECTIVE POISON RATE (EPR)

In addition to the attack loss, we also have a robustness goal aimed at limiting the effectiveness of
the adversaryA. We define a metric EPR in Definition 2.2 that characterizes the effectiveness based
on the concept ofH-divergence in Definition 2.1.

H-divergence Ben-David et al. (2010) is modified from the total variation distance of two distribu-
tions to measure the difference related to the hypothesis class H. The definition of H-divergence is
as follows:
Definition 2.1 (H-divergence). TheH-divergence between the two distributions D and D′ for label
y is

dH (D,D′) = sup
h∈H,a∈△1

∣∣∣∣∣∣
∑
y′∈Y

ay′
(
P(x,y)∼D[h(x) = 1, y = y′]− P(x,y)∼D′ [h(x) = 1, y = y′]

)∣∣∣∣∣∣
(3)

, where P represents the probability, (x, y) ∼ D denotes (x, y) sampled from distribution D, a =
{ay′}y′∈Y is a 2-dimension probability vector, and△1 is the corresponding probability simplex.

The intuition is that since a hypothesis divides the input space X into two subsets, either being
h(x) = 1 or 0,H-divergence dH specifies the best hypothesis h that can be used to differentiate the
samples with label y′ generated from two distribution D and D′. WhenH-divergence is 0, it means
no hypothesis can differentiate the two distributions.

We now define EPR that characterizes the effectiveness of an adversary A.
Definition 2.2 (EPR). A federated learning mechanismM is c-EPR against an adversary that con-
trols {Wi}i∈Sp , if there exists a dataset D that satisfies the followings:

1. Dataset D is close to the normal workers’ dataset, with a distance at most c in terms of
H-divergence: dH(∪i∈Sn

Wi,D) ≤ c.

2. The output of M is the same in two cases: (a) the data set of each worker i is Wi, (b)
the data set of each worker is all D. Write as ∀S ⊆ H, P[M({Wi}i∈[m]) ∈ S] =
P[M({D}i∈[m]) ∈ S].

We slightly abuse the notion that for a dataset D, x ∼ D denote x is uniformly sampled from D.

Roughly speaking, for a mechanism with c-EPR, we guarantee that the result of the training is equiv-
alent to training a model on a dataset where no more than a c proportion of total data is poisoned.
A direct learning mechanism on datasets {Wi}i∈[m], such as FedAvg McMahan et al. (2017); Chen
et al. (2017), can be α-EPR. This is because we can let D = ∪i∈[m]Wi and α fraction of the dataset
D can be arbitrarily different from those in ∪i∈SnWi. Thus, if a mechanism c ≤ α, the attack influ-
ence is sub-proportional and thus reduced. In Section 6, we show in experiments that c-EPR leads
to low accuracy in the poisoned datasets.

3 LOWER BOUND OF MINIMAX ATTACK LOSS

In this section, we calculate the lower bound of minimax attack loss in both IID and non-IID settings.
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3.1 LOWER BOUND IN IID SETTING

To show the lower bound on the attack loss that the learned model can achieve, we consider that
the server can directly observe the dataset of each worker. Formally, we consider the estima-
tion problem: Nature chooses a ground truth distribution D. For each normal worker i, nature
generates n IID data samples from D, Wi ∼ D⊗n. For each poisoned worker i, an adver-
sary generates n samples Wi from a distribution Q ∈ P(Zn). Upon observing {Wi}i∈[m], the
server estimates a hypothesis ĥ({Wi}mi=1). The estimator can be deterministic or randomized. Let
Mix(α, P,Q) = (1 − α)P + αQ be the mixture distribution. When m → ∞, we can consider
{Wi}mi=1 ∼Mix(α,D⊗n, Q)

⊗m. Then, the minimax attack loss can be written as:

min
ĥ

max
D

max
Q

E{Wi}m
i=1∼Mix(α,D⊗n,Q)⊗mRD(ĥ({Wi}mi=1)) (4)

Theorem 3.1 (Lower bound in IID setting). In the IID setting, the lower bound of the minimax
attack loss is α

2(1−α)
√
n

.

Therefore, the lower bound for the sample complexity is nH,m(ϵ, δ) ≥ 4(1−α)2

α2ϵ2 .

To prove Theorem 3.1, we can construct two situations that the server cannot distinguish from each
other. The ground truth distributions of the two situations are different and any hypothesis leads to
at least α

2(1−α)
√
n

attack loss for either of the two situations. The proof will be in Appendix C.1.

3.2 LOWER BOUND IN NON-IID SETTING

Then, we consider the lower bound in non-IID setting. We consider a commonly adopted non-IID
model in federated learning: Dirichlet distribution Hsu et al. (2019). Let D1, . . . , DJ be J data
distributions and consider a J-dimension vector p with ∥p∥1 = 1 and a concentration parameter γ.

The dataset of each worker is sampled as follows: (1) Sample a J-dimension vector q from the
Dirichlet distribution Dir(γp). (2) Sample n data samples from mixture probability distribution
Mix′(q) =

∑J
j=1 qjDj . We can see that for each worker i, his dataset Wi ⊆ Zn is sampled

from a compound probability distribution that qi ∼ Dir(γp) and Wi|qi ∼ Mix′(qi)
⊗n. We use

Cγ(Zn) ⊆ P(Zn) to denote the set of such compound probability distributions.

For each concentration parameter γ, we consider the following estimation problem:

Nature chooses a distribution C from Cγ(Zn). Let C be the compound probability distribution
andW ∼ C refers to q ∼ Dir(γp) andW|q ∼ Mix′(q)⊗n. Then, the ground truth distribution
induced by C is Cgt = Mix′(p) =

∑J
j=1 pjDj . For each normal worker i, nature samples a dataset

Wi from C. For each poisoned worker i, an adversary generates the n-sample dataset Wi from a
distribution Q ∈ P(Zn). Upon observing {Wi}mi=1, the server estimates a hypothesis ĥ({Wi}mi=1).
Then, the minimax attack loss can be written as:

min
ĥ

max
C∈Cγ(Zn)

max
Q

E{Wi}m
i=1∼Mix(α,C,Q)⊗mRCgt

(ĥ({Wi}mi=1)) (5)

Theorem 3.2 (Lower bound in non-IID setting). In the non-IID setting, the lower bound of the
minimax attack loss is δ

2γ , where δ = maxδ S1 ∪ S2,

S1 =

δ

∣∣∣∣∣∣ B
(
γ
2 ,

γ
2

)
B
(

γ−δ
2 , γ+δ

2

) ≤ 1− α2

2(1− α)2

 , S2 =

{
δ

∣∣∣∣ δ ≤ γα√
n(1− α)

}
(6)

, where B(·, ·) is the Beta function. For large γ and n, the lower bound of the minimax attack loss is
Ω( α√

γ + α√
n
).

The proof will be in Appendix C.2. Compared with the IID setting, there is an additional attack loss
at the scale of 1√

γ . This is because in the non-IID setting, there is less correlation among the datasets
of normal workers. Therefore, it is harder for the server to distinguish the poisoned workers from
the normal workers.
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4 ALGORITHM

Algorithm Overview. Our algorithm is divided into two phases (shown in Algorithm 1), i.e., the
trustworthiness weight update phase and the target model training phase. The first phase returns a
weight on workers that represents the trustworthiness of each worker from the server’s view. The
weight w = {wi}mi=1 ∈ Rm is an m-dimensional vector whose elements sum to 1. In the trust-
worthiness weight update phase, we train a discriminator model and assign a proper weight to each
worker. This is the unique and crucial phase of our method. The second phase trains the target
model leveraging the weight w.

Let Dw denote the mixture distribution, where the mixing weight is w, and the mixing component is
worker datasets. The weight updating phase aims to obtain a weight w that minimizesH-divergence
between Dw and the unknown ground-truth distribution D. Then, in the target model training phase,
the server trains the target model from the distribution Dw by minimizing the weighted error of the
workers, as in Algorithm 1, where Ei(θ) = P(x,y)∼Wi

[sign ◦ gθ(x) ̸= y] is the local error function
of worker i.

Algorithm 1: Robust Federated Learning
1 // Weight update phase: assign a weight for each worker
2 Let w← WeightUpdate(α);
3 // Training phase: minimize the weighted error
4 θ∗ ← argminθ∈Θ

∑m
i=1 wiEi(θ);

5 return sign ◦ gθ∗ ;

Trustworthiness weight update phase. In this phase, we train a discriminator model to differ-
entiate the workers’ datasets. The discriminator model is an auxiliary model, different from the
target model. The server assigns a proper trustworthiness weight to each worker according to the
discriminator model. To train the discriminator model, we first propose the following definition that
characterizes the ’variance’ of datasets. The following definition can be seen as a variance notion
induced by theH-divergence distance notion.
Definition 4.1 (Variance of datasets). The variance of m datasets {Wi}mi=1 in terms of a weight
vector w, a model parameter θ and a label θ is

V arθ,a({Wi}mi=1,w) :=

m∑
i=1

wi

Fi(θ,a)−
m∑
j=1

wjFj(θ,a)

2

, (7)

Fi(θ,a) =
∑
y′∈Y

ay′P(x,y)∼Wi
[y = y′, sign(gθ(x)) = 1] (8)

Then, the weighted variance of {Wi}mi=1 in terms of a hypothesis classH = {sign ◦ gθ|θ ∈ Θ} is:

V arH({Wi}mi=1,w) := max
θ∈Θ,a∈△1

V arθ,a({Wi}mi=1,w) (9)

The value P(x,y)∼Wi
[y = y′, sign(gθ(x)) = 1] represents the proportion of input data that originally

have a label of y′ and are labeled as 1 by the model with parameter θ. Thus, V arθ,a({Wi}mi=1,w)
characterizes the variance of worker datasets in the lens of model parameter θ. When the weight is
uniform, we use V arH({Wi}mi=1) to denote the uniformly weighted variance.

We show in Lemma 3 (IID setting) and Lemma 9 (non-IID setting) that the variance over the datasets
effectively characterizes the correlation of the datasets. The variance will be small when the datasets
are correlated. For the extreme case, if the datasets of workers are duplicated, the variance will be 0.

Since the variance will be small when the datasets are correlated, the variance of the normal workers’
dataset is small. Therefore, to bound H-divergence between the weighted distribution Dw and
the unknown ground-truth distribution D, the weight w should satisfy: (a) the weighted variance
V arH({Wi}mi=1,w) is small; (b) the weight should be as dispersed as possible among the (1−α)m
normal workers. Formally, the weight vector should be in this set:

Cβ,ξ,t = {w ∈ Vm,β,ξ : V arH({Wi}mi=1,w) ≤ t} , (10)
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Vm,β,ξ =

{
(w1, . . . , wm) :

m∑
i=1

wi = 1,
∑
i∈Sn

wi = ξ, and 0 ≤ wi ≤
1

βm
,∀i
}

(11)

, where α < β ≤ 1− α gives the upper bound of each weight value.

We will prove in that Lemma 5 that if w ∈ Cβ,ξ,t, H-divergence between Dw and the unknown
ground-truth distribution D can be bounded according to t and β.

We propose how to find a vector in Cβ,ξ,t in Algorithm 2. In Algorithm 2, we first initialize a set
S to be all workers and let w be a uniform weight in the set S. We also initialize a vector s ∈ Rm

to be all zeros. Each element si in s refers to a score indicating how likely worker i is poisoned.
Then, we optimize the parameter θ to learn a hypothesis that maximizes the variance of workers’
datasets (Line 5). Since the variance of normal workers is bounded, the large variance will be mostly
contributed by poisoned workers. Therefore, we increase the score si for those workers with a larger
deviation from the mean (Lines 5- 8). Then, we remove the worker from set S if his score is larger
than a threshold η (Line 8). We repeat the above steps until |S| is smaller than (1− 2α).

Algorithm 2: WeightUpdate
1 Function WeightUpdate(α):
2 // Initialization
3 S ← [m], w← { 1

m , . . . , 1
m}, s← {0, . . . , 0};

4 for r = 1, 2, . . . do

5 Let θ,a← argmaxθ,a
∑m

i=1 wi

(
Fi(θ,a)−

∑m
j=1 wjFj(θ,a)

)2
;

6 For i ∈ S, τi ←
(
Fi(θ,a)−

∑m
j=1 wjFj(θ,a)

)2
;

7 τmax ← maxi∈S τi;
8 For i ∈ S, si ← si +

τi
τmax

. If si ≥ η, then remove i from S;
9 if |S| < (1− 2α)m then

10 return w;
11 end
12 else
13 Update the weight w such that wi ← 1

|S| for i ∈ S and wi ← 0 otherwise;
14 end
15 end

We prove in Lemma C.5 that our weight update phase can find weight in Cβ,ξ,t and prove in Theo-
rem 5.1 (IID setting) and Theorem A.1 (non-IID setting) that our algorithm asymptotically matches
the lower bound in both IID and non-IID settings.

To realize the maximization step in the distributed setting, we first replace the sign function by the
sigmoid function. Then, it can be implemented by generalized FedAVG, where the workers send
the gradients and the model output to the server, described in Appendix F. The pseudo-code of the
variance maximization process is in Algorithm 4 in Section D.1.

Target model training phase. In the training phase, the system trains the target model to minimize
the weighted error. The phase can be implemented directly by FedAVG. The server collects the gra-
dients from workers and sums them with w as the weight, where w is obtained in the trustworthiness
weight update phase.

5 ANALYSIS

We first analyze our algorithm in the IID setting in this section. We show that our algorithm achieves
c-EPR, where c = Õ(( 1n )

1
2 + ( d

mn )
1
2 ). In addition, the error of the learning task can also bounded

by Õ(( 1n )
1
2 + ( d

mn )
1
2 ). We state the EPR and the attack loss bound in Theorem 5.1. Theorem 5.1 is

proved in Appendix, where we break down the proof into Lemma 3- 6.
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Theorem 5.1 (Main result in IID setting). When α ≤ 1
3 , n > 1 + d

m , there exists a constant C ′ and

C = (
√

α
1−3α

4−9α
1−3α +

√
2α

1−3α )C
′. Then, with probability 1− δ, Algorithm 1 satisfies:

• C(
√

1
n +

√
d ln (mn/d)+ln (1/δ)

mn )-EPR

• The attack loss of our algorithm is C(
√

1
n +

√
d ln (mn/d)+ln (1/δ)

mn )

For the non-IID setting, we show that our algorithm achieves an attack loss roughly
√

1
γ more than

that in the IID setting in Appendix A.

6 EXPERIMENT
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Figure 2: Experimental results. (b-e) are conducted in IID setting. (f,g) are conducted in non-IID
setting. Figures in the top row (b,d,f) show the attack accuracy. Figures in the bottom row (c,e,g)
show the test accuracy. We adopt standard error as the error bar.

We evaluate robust federated learning mechanisms in MNIST and CIFAR-10 datasets with the flip-
label attack and backdoor attack. In this section, we focus on the result of defending the flip-label
attack in MNIST dataset. More details and experiments are provided in Appendix D.

Training process of the discriminator model. We first show an example of the discriminator model
training process to show that our discriminator model is effective in differentiating the unpoisoned
datasets and poisoned datasets with a large number of workers. In Figure(a), we consider 2000
normal workers and 500 workers with poisoned datasets. Each normal worker dataset consists of
30 IID data samples. Each poisoned dataset consists of 30 label-flipped data samples. We see from
Figure(a) that as the discriminator model maximizes the dataset variance, the unpoisoned datasets
and poisoned datasets are differentiated.

6.1 COMPARING WITH BASELINES

Baselines. We consider the commonly adopted and theoretically guaranteed poisoning attack de-
fenses: geometric median method Blanchard et al. (2017); Chen et al. (2017), iterative filtering
method Su & Xu (2018), and Krum function method Shejwalkar et al. (2022). We set the learning
rate and the epoch number of the baselines and our training phase to be the same, where the learning
rate ζ = 0.01 and the training epoch is 20. The server selects 20% of workers at each round.

Metric. To characterize the attack loss, we use the accuracy of the trained target model on the
MNIST test dataset. The larger the test accuracy, the smaller the attack loss will be. To characterize
the adversary’s gain, we use the accuracy of the trained target model on the poisoned data samples,
denoted as attack accuracy. Here, the poisoned data samples are the flipped label data samples that
the adversary put in the corrupted workers’ datasets.

Result We consider 200 normal workers, 50 workers with poisoned data, and η = 1 in Algorithm 2
Line 8. Figure 2(b,c) demonstrates how the effectiveness of the defenses varies with the number of

8
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IID data samples n each worker has. With larger n, the datasets of normal workers converge. Thus,
it will be easier to defend against the adversary. Our algorithm maintains higher test accuracy and
lower attack accuracy than the baselines, especially when n is small.

In Figure 2(d-g), the adversary camouflages the poisoned data samples with the normal workers’
data samples. We use the poison rate β to denote the ratio of poisoned data in each dataset. We
consider 30 samples for each worker. In Figure 2(d,e), we consider the IID setting. In Figure 2(f,g),
we consider the non-IID setting. The normal workers’ data are non-IID over the different labels Hsu
et al. (2019), and the concentration parameter is 1.0. Our algorithm maintains higher test accuracy
and lower attack accuracy than the baselines in both IID and non-IID settings.

In addition, our algorithm is more efficient compared to the baselines. The commutation complexity
of both phases in our algorithm is the same as that of FedAVG. In comparison,in the baseline algo-
rithms, the server conducts complicated gradient aggregation operations. When m is large, this will
be the primary cause of the algorithm’s slowdown.

7 RELATED WORK

Robust gradient aggregation: Robust gradient aggregation is initially a defense to the model
poisoning attack is gradient robust aggregation Chen et al. (2017); Su & Xu (2018); Yin et al.
(2018); Blanchard et al. (2017). The method can be applied to defend against the data poison-
ing attack. However, these algorithms are not effective enough because their performance depends
on the variance of gradients calculated by the workers, which are vectors with high dimensions
and grow as the models become larger. In federated learning with robust gradient aggregation, the
server uses robust mean aggregation to aggregate those gradients, instead of averaging the gradi-
ents collected from the workers as in FedAVG McMahan et al. (2017). Different robust aggregation
techniques provide bounds of the resulting model’s attack loss based on different norms of the co-
variance matrix of gradients Σg and the number of model parameters (dimension of gradients) dg .
For example, if dimension-wise median Yin et al. (2018), or geometric median Feng et al. (2014);
Chen et al. (2017) are used as the robust aggregation technique, the attack loss can be bounded by
O((

trace(Σg)
n )

1
2 + (

dg

mn )
1
2 ) Feng et al. (2014); Yin et al. (2018). For iterative filtering Su & Xu

(2018); Steinhardt et al. (2017); Diakonikolas et al. (2019) method, the attack loss can be bounded
by O((

∥Σg∥2

n )
1
2 + (

dg

mn )
1
2 ) Su & Xu (2018), where ∥Σg∥2 is L2-norm of the covariance matrix. For

Krum function Blanchard et al. (2017), the number of samples n should be comparable with the
number of model parameters dg for their theoretical bound. With the increasing number of parame-
ters of the model, the above attack loss bounds expand, even when m goes to infinity. For the trace
of the covariance matrix, it explicitly depends on the dimension of the gradients. For the L2-norm
of the covariance matrix, it can also go to infinity as the width of the neuron network model goes to
infinity Karakida et al. (2021).

Data poisoning attack in federated learning: Tolpegin et al. Tolpegin et al. (2020) adopt principal
component analysis (PCA) to detect the outlier gradients as their defense against the data poisoning
attack. PCA over gradients is also one of the robust gradient aggregation methods. Kairouz et
al. Kairouz et al. (2021) and Han et al. Han et al. (2024) consider both data poisoning attack and
model poisoning attack. They also adopt robust gradient aggregation methods as their defenses
against the data poisoning attack.

Random perturbation: Naseri et al. Naseri et al. (2020) explore the similarity between protecting
privacy and robustness. Random perturbation is more effective when the number of poisoned data
is smaller. Since our EPR property limits the number of poisoned data, random perturbation and our
mechanism can complement each other.

8 CONCLUSION

We propose a mechanism that asymptotically achieves the lower bound of attack loss in both IID
setting and non-IID setting, when α < 1

3 . In addition, we propose a metric EPR for data poisoning
attacks in the federated learning system to characterize the effectiveness of the adversary. Our
mechanism also achieves a low EPR.
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A ANALYSIS IN NON-IID SETTING

In the non-IID setting, the main difference is that the dataset variance of the normal worker is 1
2(γ+1)

larger than that in the IID-setting. Therefore, the EPR and attack loss are as follows:

Theorem A.1 (Main result in non-IID setting). Let the dataset of each normal worker be sampled
from a distribution C ∈ Cγ(Zn). When α ≤ 1

3 , n > 1 + d
m , there exists a constant C ′ and

C = (
√

α
1−2α

4−9α
1−3α +

√
α(2−3α)

1−2α )C ′, E = C(
√

1
γ +

√
1
n +

√
d ln (mn/d)+ln (1/δ)

mn + 4

√
ln (1/δ)

2m ).

Then, with probability 1− δ, Algorithm 1 satisfies:

• E-EPR

• The attack loss of our algorithm is also E

We can see the upper bound asymptotically matches the lower bound when m→∞.

B DETAIL OF FEDAVG

FedAVG McMahan et al. (2017); Chen et al. (2017) is a basic federated learning mechanism in
which the worker calculates the gradient of his local dataset and the server collects the gradients
and updates the model with the weighted average of the gradients. The mechanism is described in
Algorithm 3, where ζr is the learning rate of round r.

Algorithm 3: FedAVG
1 Worker i:
2 If selected in S at round r, compute gradi,r ← ∇Fi(θr);
3 Send gradi,r to server;
4 Server:
5 for r = 1, 2, . . . do
6 S ← (random set of s workers by weight w);
7 Receive gradi,r from worker i ∈ S;
8 θr+1 ← θr − ζr

∑
i∈S gradi,r;

9 end

C PROOFS

C.1 PROOF OF THEOREM 3.1

Proof. Let D(h,∆,+) be a data distribution that P((x, y)) = 1
|X | (

1
2+h(x)∗y∗∆). Let D(h,∆,−)

be a data distribution that P((x, y)) = 1
|X | (

1
2 − h(x) ∗ y ∗∆).

Let H2(P,Q) = EQ

[(
1−

√
P
Q

)2]
be the squared Hellinger distance. Then,

H2 (D(h,∆,+), D(h,∆,−)) = 2− 2
√

1− 4∆2 (12)

and
H2
(
D(h,∆,+)⊗n, D(h,∆,−)⊗n

)
=2− 2

(
1− 1

2
H2 (D(h,∆,+), D(h,∆,−))

)n

=2− 2(1− 4∆2)n/2

≤4n∆2

(13)

12
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The total variant distance between D(h,∆,+)⊗n and D(h,∆,−)⊗n can be bound as:

dTV(D(h,∆,+)⊗n, D(h,∆,−)⊗n)

≤H(D(h,∆,+)⊗n, D(h,∆,−)⊗n) ≤ 2
√
n∆

(14)

Let ∆ = α
2(1−α)

√
n

. Then,

dTV

(
D(h,∆,+)⊗n, D(h,∆,−)⊗n

)
≤ ϵ/(1− ϵ) (15)

By Lemma 1, there exists distributions Q+ and Q− that (1 − α)D(h,∆,+)⊗n + αQ+ = (1 −
α)D(h,∆,−)⊗n + αQ−. Thus, for any hypothesis, the server will estimate the hypothesis ĥ at
the same probability whether the data sets are sampled from (1 − α)D(h,∆,+)⊗n + αQ+ or
(1− α)D(h,∆,−)⊗n + αQ−.

For any ĥ,

ϵD(h,∆,+)(ĥ) + ϵD(h,∆,−)(ĥ)

=P(x,y)∼D(h,∆,+)[ĥ(x) ̸= y] + P(x,y)∼D(h,∆,−)[ĥ(x) ̸= y]

=1

(16)

Therefore, RD(h,∆,+)(ĥ) +RD(h,∆,−)(ĥ) = 1− 2 ∗ ( 12 −∆) = 2∆.

Thus,

min
ĥ

max
D

max
Q

E{Wi}m
i=1∼Mix(α,D,Q)⊗mRD(ĥ({Wi}mi=1))

≥1

2
(RD(h,∆,+)(ĥ) +RD(h,∆,−)(ĥ))

=
α

2(1− α)
√
n

(17)

Lemma 1 (Chen et al. (2015)). Consider two distributions P1 and P2 such that dTV (P1, P2) ≤ ϵ
1−ϵ .

Then, there exists distributions Q1 and Q2 that (1− ϵ′)P1 + ϵ′Q1 = (1− ϵ′)P2 + ϵ′Q2.

C.2 PROOF OF THEOREM 3.2

Proof. Consider a concentration parameter γ and a Dirichlet distribution Dir(γ1, γ2), where γ1 +

γ2 = γ. Let δ = γ2 − γ1. Then, γ1 = γ−δ
2 , γ2 = γ+δ

2 . Let fDir(·; γ1, γ2) be the corresponding
probability density function. Let D(h,+) be a data distribution that P((x, y)) = 1

|X | (
1+h(x)∗y

2 ).

Let D(h,−) be a data distribution that P((x, y)) = 1
|X | (

1−h(x)∗y
2 ).

Let S1,S2 ∈ Cγ(Zn) be two distributions of workers’ datasets defined in Section 3.2.

• For S1, the parameters are p = (γ1

γ , γ2

γ ), D1 = D(h,−), and D2 = D(h,+). Let Dgt,1

denote the corresponding ground-truth distribution. Let f1(·;q) be the probability density
function of the n-fold mixture distribution (q1D(h,−) + q2D(h,+))⊗n.

• For S2, the parameters are p = (γ1

γ , γ2

γ ), D1 = D(h,+), and D2 = D(h,−). Let Dgt,2

denote the corresponding ground-truth distribution. Let f2(·;q) be the probability density
function of the n-fold mixture distribution (q1D(h,+) + q2D(h,−))⊗n.

Then,

13
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dTV (S1,S2) =
∫
|S1 − S2|

=

∫
W∈Zn

∣∣∣∣∣
∫
∥q∥1=1

f1(W;q)fDir(q; γ1, γ2)dq −
∫
∥q∥1=1

f2(W;q)fDir(q; γ1, γ2)dq

∣∣∣∣∣
=

∫
W∈Zn

∣∣∣∣∣
∫
∥q∥1=1

f1(W;q)(fDir(q; γ1, γ2)− fDir(q; γ2, γ1))dq

∣∣∣∣∣
≤
∫
∥q∥1=1

|fDir(q; γ1, γ2)− fDir(q; γ2, γ1)| dq

≤

√
2− 2

B(γ1+γ2

2 , γ1+γ2

2 )

B(γ2, γ1)

(18)

The last inequality follows from the below Lemma 2. In addition,

dTV (S1,S2) =
∫
|S1 − S2|

=

∫
W∈Zn

∣∣∣∣∣
∫
∥q∥1=1

f1(W;q)fDir(q; γ1, γ2)dq −
∫
∥q∥1=1

f2(W;q)fDir(q; γ1, γ2)dq

∣∣∣∣∣
≤
∫
W∈Zn

∫
∥q∥1=1

|f1(W;q)− f2(W;q)| fDir(q; γ1, γ2)

=

∫
W∈Zn

∫
∥q∥1=1

|f1(W;q)− f1(W; 1− q)| fDir(q; γ1, γ2)

≤
∫
∥q∥1=1

2
√
n(

1

2
− q1)fDir(q; γ1, γ2) =

√
n(

γ2 − γ1
γ

)

(19)

Let set S1 = {δ | B( γ
2 ,

γ
2 )

B( γ−δ
2 , γ+δ

2 )
≤ 1 − α2

2(1−α)2 }, S2 = {δ | δ ≤ γα√
n(1−α)

}, and δ = maxδ S1 ∪ S2.
Then,

min
ĥ

max
C∈Cγ(Zn)

max
Q

E{Wi}m
i=1∼Mix(α,C,Q)⊗mRCgt(ĥ({Wi}mi=1))

≥1

2
(RDgt,1(ĥ) +RDgt,2(ĥ))

=
δ

2γ

(20)

To estimate the asymptotic behavior, we can approximate gamma functions by Stirling’s approxi-
mation. Let w = δ√

γ ,

ln
B(γ2 ,

γ
2 )

B(
γ−w

√
γ

2 ,
γ+w

√
γ

2 )

= (γ − 1) ln
γ

2
−
(
γ − w

√
γ − 1

2

)
ln

γ − w
√
γ

2

−
(
γ + w

√
γ − 1

2

)
ln

γ + w
√
γ

2
+O

(
γ−2

)
=−

γ − w
√
γ − 1

2
ln(1− w2

γ
)

− w
√
γ ln(1 +

w
√
γ

γ
) +O

(
γ−2

)
=− w2

2
+O(γ− 1

2 )
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Therefore,
min
ĥ

max
C∈Cγ(Zn)

max
Q

E{Wi}m
i=1∼Mix(α,C,Q)⊗mRCgt

(ĥ({Wi}mi=1))

≥max
δ

S1 ∪ S2

≥max{

√
− 1

2γ
log(1− α2

2(1− α)2
) +O(γ−1),

α

2(1− α)
√
n
}

=Ω(
α
√
γ
+

α√
n
)

(21)

Lemma 2. dTV (Dir(γ1, γ2), Dir(γ2, γ1)) ≤
√

2− 2
B(

γ1+γ2
2 ,

γ1+γ2
2 )

B(γ2,γ1)

Proof. Let H2(P,Q) be the squared Hellinger distance.

H2 (Dir(γ1, γ2), Dir(γ2, γ1))

=2− 2

∫ √
f(x; γ1, γ2)f(x; γ2, γ1)

=2− 2

∫
1

B(γ2, γ1)
x

γ1+γ2
2 −1(1− x)

γ1+γ2
2 −1

=2− 2
B(γ1+γ2

2 , γ1+γ2

2 )

B(γ2, γ1)

(22)

By the relation between total variant distance and the squared Hellinger distance,

dTV (Dir(γ1, γ2), Dir(γ2, γ1)) ≤

√
2− 2

B(γ1+γ2

2 , γ1+γ2

2 )

B(γ2, γ1)
(23)

C.3 PROOF OF THEOREM 5.1

We summarize the proof of Theorem 5.1 in the following lemmas, and the proofs of the Lemmas are
in Appendix C.4- C.8. We first prove that the variance of normal workers is bounded in Lemma 3.
Lemma 3 (Statistic of IID normal workers). Let {Wi}i∈Sn be |Sn| datasets that each dataset con-
sists of n data sampled independently from distribution D. When n > 1+ d

m , there exists a constant
C that with probability 1− δ,

V arH({Wi}i∈Sn) ≤ C

(
1

n
+

d ln(mn/d) + ln(1/δ)

mn

)
(24)

In Lemma 4, we prove that when the variance of normal workers is bounded, Algorithm 2 can output
a weight such that the weighted variance of all workers is also bounded by a similar bound.
Lemma 4 (Property of WeightUpdate). For α < 1

3 , let w be the weight vector output by
WeightUpdate(α) in Algorithm 2. Then, w ∈ Cβ,ξ,t, where ξ ≥ 1−3α

1−2α , β ≥ 1 − 2α,
t < 4−9α

1−3αV arH({Wi}i∈Sn
).

Since the above Lemma 4 proves that Algorithm 2 output a weight vector in Cβ,ξ,t, in Lemma 5, we
prove that the distance between the weighted distribution Dw and the unknown distribution D can
be bounded by t and β when w ∈ Cβ,ξ,t.
Lemma 5 (Property of Cβ,ξ,t). For w ∈ Cβ,ξ,t,

dH (D,Dw) ≤

√
1− ξ

ξ
t+

√
1− α− βξ

βξ
V arH({Wi}i∈Sn

+ dH(D,∪i∈Sn
Wi)

(25)
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Since dH(D, {Wi}i∈Sn
) is theH-divergence between D and |Sn|n samples independently sampled

from D. By Lemma 1 in Ben-David et al. (2010), dH(D, {Wi}i∈Sn
) = Õ(( d

nm )
1
2 ). Therefore,

dH (D,Dw) = Õ(( 1n )
1
2 + ( d

nm )
1
2 ). Then, the EPR bound in Theorem 5.1 directly follows the

above lemmas.

For the attack loss, the following lemma shows the relation between dH (D,Dw) and |ϵD(h) −
ϵDw(h)|.
Lemma 6. Let h be a hypothesis in classH. Then, |ϵD(h)− ϵD′(h)| ≤ 2dH (D,D′).

C.4 PROOF OF LEMMA 3

Proof. Let Fi,y′(θ) = P(x,y)∼Wi
[y = y′, sign(gθ(x)) = 1]. Let m′ = |Sn|. Draw m′n samples

from the dataset and randomly partition them into m′ groups of size n. Define s = ⌈i/n⌉ and
r = i − (s − 1)n, and let Xi be the sample assigned to position r in worker s’s local dataset.
Consider an m′-dimensional vector v with entries vi. Define F̄i,y(θ) = Fi,y(θ) − EFi,y(θ) and
F̄v,y(θ) =

∑m′

i=1 viF̄i,y(θ). We construct the Doob martingale

Zv,k,y,θ = E
[
F̄v,y(θ) | X1, . . . , Xk

]
. (26)

Since |Zv,k,y,θ − Zv,k−1,y,θ| ≤ ∥v∥
n
√
m′ , the Azuma–Hoeffding inequality yields

E
[
eZv,m′n,y,θ

]
≤ exp

(
∥v∥2

8n

)
. (27)

Let Zi,m′n,y,θ = Zei,m′n,y,θ, where ei is the i-th standard basis vector. Then, for any t < 2n,

E

exp
t

m′∑
i=1

Z2
i,m′n,y,θ

 ≤ (1− t

2n

)−m′/2

. (28)

Applying Chernoff’s bounding method,

P

 m′∑
i=1

Z2
i,m′n,y,θ > ϵ

 ≤ e−tϵ(1− t

2n
)−m′/2 (29)

The above probability is calculated given the θ. Since d is the VC-dimension of the hypothesis class
induced by Θ, by the uniform bound, for any θ ∈ Θ,

P[
m′∑
i=1

Z2
i,m′n,y,θ ≥

m′

4n
+ ϵ,∀θ] ≤ (

em′n

d
)de−tϵe−

tm′
4n (1− t

2n
)−m′/2 (30)

Therefore, with probability 1− δ,

V arH({Wi}i∈s)

≤ 4

n

+min
t

ln(1/δ) + d ln(em′n/d)− tm′/4n− (m′/2) ln(1− t/2n)

m′t

= O

(
1

n
+

√
d ln(mn/d) + ln(1/δ)√

mn

)

= O

(
1

n
+

d ln(mn/d) + ln(1/δ)

mn

)
(31)
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C.5 PROOF OF LEMMA 4

Proof. Since |S| < (1− 2α)m, it is evident from the algorithm that ξ ≥ 1−3α
1−2α and β ≥ 1− 2α.

In the following, we show that if the algorithm outputs,

k :=
V arH({Wi}mi=1,w)

V arH({Wi}i∈Sn
)
≤ 4− 9α

1− 3α
.

We prove this by contradiction. Assume that k ≥ 4−9α
1−3α . We show that in this case, the algorithm

will not output.

We define some notations. For v = {vi}mi=1 and w = {wi}mi=1, define the weighted mean and
variance be

µ(v,w) =

∑m
i=1 wivi∑m
i=1 wi

and V ar(v,w) =
1∑m

i=1 wi

m∑
i=1

wi(vi − µ(v,w))2.

We partition w = wn +wp as follows: wn is the m-dimensional vector with

wn
i =

{
wi if i ∈ Sn,
0 if i ∈ Sp,

and wp is the m-dimensional vector with

wp
i =

{
wi if i ∈ Sp,
0 if i ∈ Sn.

Then, we define

αn,r :=
∥Sn ∩ Sr∥

m
, αp,r :=

∥Sp ∩ Sr∥
m

.

Let τ be the m-dimensional vector whose i-th element is τi defined in Section 4.

Inductive claim. We prove by induction that at each round r, when k ≥ 4−9α
1−3α , η ≥

√
3α

1−3α + 1,

αn,r

αp,r
≥

1− 2α+ α
1+η

α
,

and
αn,r ≥ 1− 2α.

Thus, |S| ≥ (1− 2α)m.

Inductive step. By the constraint k V ar(τ,wn) = V ar(τ,w) and the variance decomposition
formula, we obtain

k(αn,r + αp,r)V ar(τ,wn) =αn,rV ar(τ,wn) + αp,rV ar(τ,wp)

+ αn,r(µ(τ,w
n)− µ(τ,w))2

+ αp,r(µ(τ,w
p)− µ(τ,w))2.

(32)

Rearranging gives

((k − 1)αn,r + kαp,r)V ar(τ,wn)− αn,r(µ(τ,w
n)− µ(τ,w))2

≤αp,r

[
V ar(τ,wp) + (µ(τ,wp)− µ(τ,w))2

]
.

(33)

Let x = |µ(τ,wn)− µ(τ,w)| and k′ = k(αn,r + αp,r)− αn,r.

V ar(τ,wn) + x2

V ar(τ,wp) + (
αn,r

αp,r
x)2
≤ αp,r

k′
+ (

αn,r

k′
+ 1)

x2

V ar(τ,wp) + (
αn,r

αp,r
x)2

≤ αp,r

k′
+ (

αn,r

k′
+ 1)(

αp,r

αn,r
)2

=
α2
p,r

α2
n,r

(
1 +

αn,r

αp,r(k − αn,r

αn,r+αp,r
)

) (34)
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This implies ∑
i∈Sn

wiτi
τmax

≤ αp,r

αn,r

(
1 +

αn,r

αp,r(k − αn,r

αn,r+αp,r
)

)∑
i∈Sp

wiτi
τmax

. (35)

Since si ≤ η for i ∈ Sr+1 and η ≤ si ≤ η + 1 for any i /∈ Sr+1, by the induction claim, we have

η(1− α− αn,r+1)m ≤

(
α

1− 2α+ α
1+η

+
1

k − 1

)
(ηαp,r+1 + (η + 1)(α− αp,r+1))m. (36)

Thus,

αn,r+1 ≥ 1− α−

(
α

1− 2α+ α
1+η

+
1

k − 1

)(
η + 1

η
α− αp,r+1

η

)
. (37)

Since (
α

1− 2α+ α
1+η

+
1

k − 1

)
η + 1

η
≤ 1, (38)

we have
αn,r+1 ≥ 1− 2α+

αp,r+1

η + 1
. (39)

Since 0 ≤ αp,r+1 ≤ α, it follows that

αn,r+1

αp,r+1
≥

1− 2α+ α
η+1

α
, (40)

and
αn,r+1 ≥ 1− 2α. (41)

Finally, since |S| decreases by at least 1 at each round, the algorithm terminates.

C.6 PROOF OF LEMMA 5

Proof. Since w ∈ Cβ,ξ,t,
∑

i∈Sn
wi ≥ ξ. By Lemma 7, for all θ, y,∑

j∈Sn

wj∑
i∈Sn

wi
Fj,y(θ)−

m∑
j=1

wjFj,y(θ)

2

≤ 1− ξ

ξ
t (42)

Similarly, ∑
j∈Sn

wj∑
i∈Sn

wi
Fj,y(θ)−

1

|Sn|
∑
j∈Sn

Fj,y(θ)

2

≤1− α− βξ

βξ
V arH({Wi}i∈Sn)

(43)

The distribution Dw is the compound sampling such that for each sample in the data set of each
worker i, the sampling probability is wi

n
∑m

i=1 wi
. Therefore,

dH (D,Dw) ≤dH (∪i∈SnWi, Dw) + dH(D,∪i∈SnWi)

≤

√
1− ξ

ξ
t+

√
1− α− βξ

βξ
V arH({Wi}i∈Sn

+ dH(D,∪i∈Sn
Wi)

(44)
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Lemma 7 (Property of weighted variance). For v = {vi}mi=1 and w = {wi}mi=1, define the weighted
mean and variance as

µ(v,w) =

∑m
i=1 wivi∑m
i=1 wi

and V ar(v,w) =
1∑m

i=1 wi

m∑
i=1

wi(vi − µ(v,w))2.

Consider a weight vector w = w′ +w′′ with wi, w
′
i, w

′′
i ≥ 0,

∑m
i=1 wi = 1, and ξ :=

∑m
i=1 w

′
i ∈

(0, 1). Then

|µ(v,w′)− µ(v,w)| ≤

√
1− ξ

ξ
V ar(v,w). (45)

Proof. By the variance decomposition formula,

V ar(v,w) = ξ
[
V ar(v,w′) + (µ(v,w′)− µ(v,w))2

]
+ (1− ξ)

[
V ar(v,w′′) + (µ(v,w′′)− µ(v,w))2

]
.

(46)

Since variances are nonnegative, we have

V ar(v,w) ≥ ξ(µ(v,w′)− µ(v,w))2 + (1− ξ)(µ(v,w′′)− µ(v,w))2. (47)

Using the constraint µ(v,w) = ξµ(v,w′) + (1− ξ)µ(v,w′′), we obtain

(1− ξ)(µ(v,w′′)− µ(v,w))2 =
ξ

1− ξ
ξ(µ(v,w′)− µ(v,w))2. (48)

Combining these yields

V ar(v,w) ≥
(
1 +

ξ

1− ξ

)
ξ(µ(v,w′)− µ(v,w))2 =

ξ

1− ξ
(µ(v,w′)− µ(v,w))2. (49)

Taking square roots completes the proof.

C.7 PROPERTY OF H-DIVERGENCE

For completeness, we briefly prove dH(D, {Wi}i∈Sn
) = Õ(( d

nm )
1
2 ), by the following lemma. Let

ntot = nm. The lemma characterizes the property ofH-divergence between a distribution and ntot

samples from the distribution.

Lemma 8 (Property of dH). Let D̂ be ntot data sampled independently from the distribution D.
Then, with probability 1− δ,

dH(D, D̂) ≤ 8

√
2d log(entot/d)

ntot
+ 16

√
2 ln(4/δ)

ntot
(50)

Proof. Let (x1, y1) , . . . , (xn, yn) be the ntot data samples. Then, by the property of VC-dimension,
for any y′,

|{(I(y1 = y′)I(h (x1) = 1),

. . . ,

I(yn = y′)I(h (xn) = 1)) : h ∈ H}|

≤
(entot

d

)d (51)

Using Theorem 26.5 and 26.8 in Shalev-Shwartz & Ben-David (2014), we obtain that with proba-
bility of at least 1− δ, for every h ∈ H we have that

dH(D, D̂) ≤ 8

√
2d log(entot/d)

ntot
+ 16

√
2 ln(4/δ)

ntot
(52)
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C.8 PROOF OF LEMMA 6

Proof. By the definition of the learning error,

ϵD(h) =P(x,y)∼D[h(x) = 1, y = −1]
+ P(x,y)∼D[h(x) = −1, y = 1]

(53)

By the definition ofH-divergence,

dH (D,D′)

= sup
h∈H,a∈△1

∣∣∣∣∣∣
∑
y′∈Y

ay′
(
P(x,y)∼D[h(x) = 1, y = y′]− P(x,y)∼D′ [h(x) = 1, y = y′]

)∣∣∣∣∣∣
= sup

h∈H,a∈△1

∣∣∣∣∣∣
∑
y′∈Y

ay′
(
P(x,y)∼D[h(x) = −1, y = y′]− P(x,y)∼D′ [h(x) = −1, y = y′]

)∣∣∣∣∣∣
(54)

Therefore,
|ϵD′(h)− ϵD(h)| ≤ 2dH (D,D′) (55)

C.9 PROOF OF THEOREM A.1

Theorem A.1 can be proved in the same way as Theorem 5.1, except the the variance of normal
workers is bounded in the following lemma:
Lemma 9 (Statistic of non-IID normal workers). Let {Wi}mi=0 be m′ data sets that each data set
sampled from Cγ(Zn). With probability 1− δ,

V arH({Wi}i∈Sn) = O

(
1

γ
+

1

n
+

d ln(mn/d) + ln(1/δ)

mn
+

√
ln (1/δ)

2m

)
(56)

Proof. Let qi be the vector that worker i sampled from Dir(p). Let Dθ,j be the distribution of value
fy′(θ, x, y) = I(y = y′)I(sign(gθ(x)) = 1), where (x, y) ∼ Dj . Let µθ,j be the expectation of
Dθ,j and µθ be the J-dimension vector that each jth element is µθ,j . Then, we can write Fi,y′(θ) =
1
n

∑
(x,y)∈Wi

fy′(θ, x, y) such that fy′(θ, x, y) ∈ [0, 1] and each fy′(θ, x, y) is an random variable

from Dθ(qi) =
∑J

j=1 qi,jDθ,j . Then,

V arH({Wi}i∈Sn
)

=max
y⊂Y

max
θ⊂Θ

m′∑
i=1

1

m′

Fi,y(θ)−
1

m′

m′∑
j=1

Fj,y(θ)

2

≤max
y⊂Y

max
θ⊂Θ

1

m′

m′∑
i=1

max
qi

4(Fi,y(θ)− E(Fi,y(θ)))
2

+max
y⊂Y

max
θ⊂Θ

1

m′

m′∑
i=1

2 (qi · µθ − p · µθ)
2

(57)

Therefore, the variance is bounded by the variance in the IID setting plus the variance induced by
the non-IID feature.

For any µ such that each element µw ∈ [0, 1], let q sampled from Dir(p). Since each element pair
of vector q− p is negatively correlated,

Eq∼Dir(p)[(q · µ− p · µ)2] ≤
J∑

j=1

µ2
jE[(qj − pj)

2] ≤ 1

γ + 1
(58)
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Thus, with probability 1− δ,

max
y⊂Y

max
θ⊂Θ

1

m′

m′∑
i=1

2 (qi · µθ − p · µθ)
2 ≤ 1

2(γ + 1)
+

√
ln (1/δ)

2m
(59)

Thus,

V arH({Wi}i∈Sn
) ≤ O(

1

γ
+

1

n
+

d ln(mn/d) + ln(1/δ)

mn
+

√
ln (1/δ)

2m
) (60)

D EXPERIMENT DETAILS

Our experiment is run on an RTX 4090 GPU. In the label-flip attack, the adversary increments each
label by one, with 9 wrapping around to 0. For MNIST experiments, we use a dense neural network
(DNN) with 2 hidden layers and 128 neurons in each hidden layer. We conduct 5 experiments for
each hyperparameter combination. Our algorithm maintains higher test accuracy and lower attack
accuracy with Wilcoxon test p-values all below 0.05.

D.1 VARIANCE MAXIMIZATION PROCESS

The maximization process in Line 5 of Algorithm 2 in conducted by generalized FedAVG as in
Algorithm 4.

For the function Fi(θ,a), we use the sigmoid function σ(z) = 1
1+e−z to replace the sign

function to induce the hypothesis from the model parameter. Therefore, we let Fi(θ,a) =
P(x,y)∼Wi

[
∑

y′ ay′I(y = y′)σ(gθ(x))] in Line 5 and Line 6 in Algorithm 2.

Algorithm 4: Variance Maximization: θ,a← argmaxθ,a
∑m

i=1 wi

(
Fi(θ,a)−

∑m
j=1 wjFj(θ,a)

)2
1 Worker i:
2 If selected by the server, compute

gradri ← ∇θr,arFi(θr,ar)

valueri ← Fi(θr,ar)

;
3 Send gradri , valueri to server;
4 Server:
5 for r = 1, 2, . . . do
6 Randomly select k workers;
7 Let {gradri , value

r
i }i∈[k] be the received gradient and value from the selected k workers;

8 Let valuer be mean of {valueri }i∈[k];
9 gradr ←

∑
i∈[k](value

r
i − valuer)gradri ;

10 θr+1 ← θr + ηrgradr;
11 end

D.1.1 COMPLEXITY OF VARIANCE MAXIMIZATION PROCESS

From Algorithm 4, we can see, for the server-side computational complexity, that our computation
burden for the server at each round is almost the same as that of FedAVG with k workers selected
each round. By contrast, aggregating the gradients with robust mean estimation techniques needs
extra optimization processes. For example, for the geometric median, Weiszfeld’s iterative algo-
rithm Brimberg (2016) may be needed.

21



Published as a conference paper at ICLR 2026

30 60 90 120
data number  n

0.0

0.2

0.4

at
ta

ck
 a

cc
ur

ac
y

(a)

30 60 90 120
data number  n

0.75

0.80

0.85

0.90

te
st

 a
cc

ur
ac

y

(b)

0.3 0.6 0.9
poison ratio  β

0.0

0.2

0.4

0.6

at
ta

ck
 a

cc
ur

ac
y

(c)

0.3 0.6 0.9
poison ratio  β

0.70

0.75

0.80

0.85

0.90

te
st

 a
cc

ur
ac

y
(d)

30 60 90
data number  n

0.00

0.25

0.50

0.75

1.00

at
ta

ck
 a

cc
ur

ac
y

(e)

30 60 90
data number  n

0.2

0.4

0.6

0.8

te
st

 a
cc

ur
ac

y

(f)

krum
iterative_filtering
geo_median
this work

Figure 3: Experimental results. (a-d) are conducted against the backdoor attack. (e,f) are conducted
in the CIFAR-10 dataset.

E FURTHER EXPERIMENT RESULT

Evaluation under backdoor attack. Figure 3(a-d) demonstrates that our algorithm is also effective
against the backdoor attack. We reimplement backdoor attacks based on code provided by Bag-
dasaryan et al.1 Bagdasaryan & Shmatikov (2021) and the federated learning mechanism and train-
ing models based on code provided by Lin et al.2 Lin et al. (2020). We consider 200 normal workers
and 50 workers with poisoned data. In Figure 3(a-b), we consider n samples for each worker, and
all data in each poisoned dataset are backdoor data. In Figure 3(c-d), we consider 30 samples for
each worker, and β proportion of data in each poisoned dataset is backdoor data. Our algorithm
maintains higher test accuracy and lower attack accuracy than the baselines in both settings.

Evaluation under CIFAR-10. Figure 2(e-f), demonstrates that our algorithm is also effective in the
CIFAR-10 dataset. We use VGG13 as the neural network. We consider n samples for each worker,
and all data in each poisoned dataset are label-flip data. Figure 2(e) shows that all the baseline
algorithms can not defend against the adversary’s free ride. The accuracies are close to 1 in terms
of the poisoned data. In contrast, our algorithm effectively suppresses the accuracy on the poisoned
data.

Evaluation under the same complexity budget constraint. Figure 4(a-b) presents a performance
comparison between our proposed algorithm and existing methods under the same complexity bud-
get. The horizontal axis denotes the epoch, defined as the computational complexity associated with
processing the entire dataset to perform one gradient update. More specifically, the computation
complexity for each epoch is mndg , where m is the number of workers, n is the number of data
samples for each worker, and dg is the dimension of each gradient. The communication complexity
is ndg , since each worker computes the gradient on each of its local data samples before submitting
gradients to the server in this experiment. Since our algorithm has two phases, we assign the com-
plexity budget to the two phases proportionally, with 40% going to the first and 60% to the second.
For example, with 20 epochs, we use 8 epochs for training the discriminator model and 16 epochs
for training the target model. Our algorithm achieves the highest test accuracy and lowest attack
accuracy.

Evaluation under the same complexity privacy constraint. In Figure 4(c-d), we show the com-
patibility of our algorithm and the local differential privacy. It presents a performance comparison
between our proposed algorithm and existing methods under the same privacy budget. We follow
the method in Abadi et al. (2016) to achieve differential privacy. We add the Gaussian noise to
both gradients and model output values, Fi(θ,a), sent to the server. More specifically, for the output
value, we add Gaussian noise N (0, σ

√
T ). For the gradient, we first clip the norm of the gradient

to 1 and add Gaussian noise N (0, σ
√
TI), where T is the total number of output values and the

1https://github.com/ebagdasa/backdoors101
2https://github.com/epfml/federated-learning-public-code/tree/master/codes/FedDF-code
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Figure 4: Experimental results. (a-b) are evaluated under the same complexity budget constraint.
(c-d) are evaluated under the same privacy budget constraint. (e-f) compares the performance of our
algorithm against the label-flipping defenses. (g) illustrates the principal components of gradients
calculated by workers. (h) illustrates the principal components of worker datasets in terms of the
H-divergence.

gradients sent to the server. Since with the same σ, each method consumes the same privacy budget,
our algorithm achieves the highest test accuracy and lowest attack accuracy under the same privacy
budget.

Comparison with label-flipping defenses. In Figure 4(e-f), we compare our algorithm with base-
line label-flipping defenses Jebreel et al. (2024); Hallaji et al. (2023). LFighter Jebreel et al. (2024)
leverages the K-means algorithm to detect workers with poisoned data by clustering the gradients
extracted from the last layer of the neural network. Hallaji et al. (2023) incorporates robust training
methods to immunize itself against label-flip attacks. Since the algorithm is compatible with various
robust training methods, we adopt symmetric cross-entropy learning (SCEL) Wang et al. (2019) as
a representative. We use a wider neural network with 1024 neurons in each hidden layer to amplify
the differences between algorithms. Our algorithm achieves the highest test accuracy and lowest
attack accuracy in a wide neural network.

Comparison with robust gradient aggregation with bucketing. In Figure 4(i-j), we compare our
algorithm with robust gradient aggregation with bucketing Karimireddy et al. (2022). We consider
s-bucketing (each bucket having s elements) for Krum and geometric median, with s = 1 and
s = 2. We consider 200 normal workers and 50 workers with poisoned data, so s can at most be
2. We consider the non-IID setting with concentration parameter being 1.0 and 30 data samples
per worker. As in Karimireddy et al. (2022), bucketing improves test accuracy in non-iid setting.
However, we also observe higher attack accuracy with larger bucket size. Our algorithm achieves
the highest test accuracy and lowest attack accuracy in non-iid setting compared to robust gradient
aggregation methods with various bucket sizes.

Intuition that explains our algorithm’s effectiveness. Figure 4(g-h) explains why our
discriminator-weighting algorithm is more effective than gradient aggregation. Figure 4(g) illus-
trates two principal components of gradients calculated by workers, which are two orthogonal pro-
jections that maximize the variance of gradients in Euclidean distance. Figure 4(h) illustrates two
principal components that maximize the variance of workers’ datasets defined in Definition 4.1.
Each scatter point represents a worker. The relative distance between the two points illustrates the
H-divergence between the two workers’ datasets. More specifically, the x-axis (y-axis) of the point
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corresponding to the worker i is Fi(θ,a), where (θ,a) is obtained in Algorithm 2 Line 5 in round
r = 1 (r = 2).

We can see that it is hard to differentiate the normal datasets from the poisoned datasets from the
gradients in Figure 4(g). However, it is easy to differentiate them through the lens of H-divergence
in Figure 4(h), since it directly characterizes the distance between datasets. This is because the
gradient is an indirect representative of the dataset. Therefore, gradient aggregation can be less
effective compared to our approach.

F BACKGROUND: FEDERATED LEARNING AND FEDAVG

We describe the problem formulation of federated learning McMahan et al. (2017). A federated
learning system consists of federated learning setting with one parameter server and m worker nodes.
Each worker i has a loss function Fi(θ) calculated from his own dataset, where θ is the model
parameter. Federated learning with weight vector w = {wi}mi=1 aims to minimize the following
function:

min
θ

{
F (θ) ≜

m∑
i=1

wiFi(θ)

}
(61)

FedAVG McMahan et al. (2017); Chen et al. (2017) is a basic federated learning mechanism in
which the worker calculates the gradient of his local dataset and the server collects the gradients
and updates the model with a weighted average of the gradients. The mechanism is described in
Algorithm 3 in Appendix B.

FedAVG can be generalized to minimize the following function:

min
θ

{
F (θ) ≜ f(F1(θ), . . . , Fm(θ))

}
(62)

For each round r, workers calculate the local gradient gi,r and local value Fi(θr). Then, workers
send them to the server so the server can update the model as follows:

θr+1 ← θr − ηr

m∑
i=1

∂f

∂Fi(θr)
gradi,r (63)
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