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Abstract

We study differentially private (DP) stochastic optimization (SO) with loss functions whose worst-
case Lipschitz parameter over all data points may be extremely large. To date, the vast majority of
work on DP SO assumes that the loss is uniformly Lipschitz continuous over data (i.e. stochastic
gradients are uniformly bounded over all data points). While this assumption is convenient, it
often leads to pessimistic excess risk bounds. In many practical problems, the worst-case (uniform)
Lipschitz parameter of the loss over all data points may be extremely large due to outliers. In such
cases, the error bounds for DP SO, which scale with the worst-case Lipschitz parameter of the loss,
are vacuous. To address these limitations, this work provides near-optimal excess risk bounds that do
not depend on the uniform Lipschitz parameter of the loss. Building on a recent line of work [36, 62],
we assume that stochastic gradients have bounded k-th order moments for some k£ > 2. Compared
with works on uniformly Lipschitz DP SO, our excess risk scales with the k-th moment bound
instead of the uniform Lipschitz parameter of the loss, allowing for significantly faster rates in the
presence of outliers and/or heavy-tailed data. For convex and strongly convex loss functions, we
provide the first asymptotically optimal excess risk bounds (up to a logarithmic factor). In contrast
to [36, 62], our bounds do not require the loss function to be differentiable/smooth. We also devise
an accelerated algorithm for smooth losses that runs in linear time and has excess risk that is tight
in certain practical parameter regimes. Additionally, our work is the first to address non-convex
non-uniformly Lipschitz loss functions satisfying the Proximal-PL inequality; this covers some
practical machine learning models. Our Proximal-PL algorithm has near-optimal excess risk.

1. Introduction

As the use of machine learning (ML) models in industry and society has grown dramatically in
recent years, so too have concerns about the privacy of personal data that is used in training such
models. It is well-documented that ML models may leak training data, e.g., via model inversion
attacks and membership-inference attacks [17, 28, 30, 49, 53]. Differential privacy (DP) [27]
ensures that data cannot be leaked, and a plethora of work has been devoted to differentially private
machine learning and optimization [7, 9, 10, 18, 21, 25, 29, 44, 57, 60]. Of particular importance
is the fundamental problem of DP stochastic (convex) optimization (S(C)O): given n i.i.d. samples

X = (z1,...,2,) € X" from an unknown distribution D, we aim to privately solve
min {F(w) := Epp[f(w, )]}, (1)

where f : W x X — R is the loss function and W < R is the parameter domain. Since finding
the exact solution to (1) is not generally possible, we measure the quality of the obtained solution
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via excess risk (a.k.a. excess population loss): The excess risk of a (randomized) algorithm .4 for
solving (1) is defined as EF'(A(X)) — minyeyy F'(w), where the expectation is taken over both the
random draw of the data X and the algorithm 4.

A large body of literature is devoted to characterizing the optimal achievable differentially
private excess risk of (1) when the function f(-,z) is uniformly L ¢-Lipschitz for all z € X'—see
e.g., [7, 10, 13, 29, 44]. In these works, the gradient of f is assumed to be uniformly bounded with
SUPyew zex | Vwf(w, )| < Ly, and excess risk bounds scale with L ;. While this assumption is
convenient for bounding the sensitivity [27] of the steps of the algorithm, it is often unrealistic in
practice or leads to pessimistic excess risk bounds. In many practical applications, data contains
outliers, is unbounded or heavy-tailed (see e.g. [22, 46, 63] and references therein for such appli-
cations). Consequently, L; may be prohibitively large. For example, even the linear regression
loss f(w,z) = 3((w, 2y — 2(2)2 with compact W and data from X = X1 x X, leads to
Ly > diameter(X ()2 which could be huge. Similar observations can be made for other useful ML
models such as deep neural nets [42], and the situation becomes even grimmer in the presence of
heavy-tailed data. In these cases, existing excess risk bounds, which scale with L ¢, becomes vacuous.

While Ly can be very large in practice (due to outliers), the k-th moment of the stochastic
gradients is often reasonably small for some £ > 2 (see, e.g., Example 1). This is because the k-th

moment 7, := E [sup,epy [V f(w, z) H’g]l/ g depends on the average behavior of the stochastic
gradients, while Ly depends on the worst-case behavior over all data points. Motivated by this
observation and building on the prior results [36, 62], this work characterizes the optimal differen-
tially private excess risk bounds for the class of problems with a given parameter 7. Specifically, for
the class of problems with parameter 7, we answer the following questions:

* Question I: What are the minimax optimal rates for (strongly) convex DP SO?

* Question II: What utility guarantees are achievable for non-convex DP SO?

Prior works have made progress in addressing the first question above:! The work of [62]
provided the first excess risk upper bounds for smooth DP (strongly) convex SO. [36] gave improved,
yet suboptimal, upper bounds for smooth (strongly) convex f(-, ), and lower bounds for (strongly)
convex SO. In this work, we provide optimal algorithms for convex and strongly convex losses,
resolving Question I up to logarithmic factors. Our bounds hold even for non-differentiable/non-
smooth F'. Regarding Question II, we give the first algorithm for DP SO with non-convex loss
functions satisfying the Proximal-Polyak-t.ojasiewicz condition [37, 50]. We provide a summary of
our results for the case £ = 2 in Figure 1, and a thorough discussion of related work in Appendix B.

1.1. Preliminaries

Let | - | be the /2 norm. Let WV be a convex, compact set of {2 diameter D. Function g : W — Ris u-
strongly convex if g(aw + (1 —a)w') < ag(w)+(1—a)g(w') — W |w—w'|? for all a € [0, 1]
and all w,w’ € W. If u = 0, we say g is convex. For convex f(-, ), denote any subgradient of
f(w,z) wrt. wby Vf(w,x) € 0 f(w,x): ie. f(w,z) = f(w,x) +{(Vf(w,z),w —w)forall
w’ € W. Function g is S-smooth if it is differentiable and its derivative Vg is S-Lipschitz. For
[-smooth, p-strongly convex g, denote its condition number by x = (/. For functions a and b of

1. [36, 62] consider a slightly different problem class than the class #®) which we consider: see Appendix A. However,
our results imply asymptotically optimal rates for the problem class considered in [36, 62] under mild assumptions:
see Appendix F.3.
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Function Linear-Time .
Lower bound Upper bound Prior state-of-the-art
Class Upper bound
Nonsmooth | va\" 1 va\'"”

Convex vd [ﬁ + <§> vd VA Bl None None
""""""""""""""""""""""""""""""""""""""""""""" 35, Thm. 5.4] (not linear time): |
Smooth ¢ ¢ 4 (1 + ( en )1“8> (Thm : md : (nZS/:nearifl;:i.se)uniformly smooth

(Theorem 21) Th 10 and 20 A : min L+ —
......... Convex ol sy [T N N L FW}WH:O
Nonsmooth
Strongly Convex /i J < 1.Vl > None None
-------------------------------------- 1 d n  en
d <_ + —) [35, Thm. 5.6] 3 ¥2,/d | if fis uniforml
Stror?gl‘;oct:nvex nooen (Theorems 18 and 20) d (% + :ik) (Thgg)rem + Appendix B: d % + Fve ”\l/— fsmooth & g
VF(w*) =0
-------------------------------------- (Theorem 23) +
) [35, Theorem 6.1] 1 1
Proximal PL dx <; +§ (Theorem None

%-ZCDP excess risk for k = 2, 7 = +/d; we omit logarithms. & is the condition number of F’; kf = B¢/ is

the worst-case condition number of f(-, x).

Figure 1:

input parameters, write a < b if there is an absolute constant A such that a < Ab for all feasible
values of input parameters. Write a = O(b) if a < ¢b for a logarithmic function ¢ of input parameters.
We assume that the stochastic gradient distributions have bounded k-th moment for some k£ > 2:

Assumption 1 There exists k > 2 and #%) > 0 such that E [supy,eyy |V f (w, z)||§] < 75 for all
Vf(w,x;) € Ouwf(w,x;). Denote 7, := (FF)1/k,

Clearly, 7 < Ly = SUP(v f(w,z)edn f (w,z)} SWPwe | Vf(w, )], but this inequality is often very loose:

Example 1 For linear regression on a unit ball W with 1-dimensional data £V, (?) € [—106,106]
having truncated Normal distributions and Var(z(1)) = Var(z®) < 1, we have L; = 10'2. On the
other hand, T, is much smaller than Ly for small to moderate k: e.g., 72 < 5, 74 < 8, and rg < 14.

For finite k, Assumption | is weaker than assuming that f(-, z) is uniformly Lipschitz for all = since
it allows for the p-th moments of sup,,¢)y |V f(w, x)| to be unbounded for oo > p > k.

Differential Privacy [27] ensures that no adversary—even one with enormous resources—can infer
much more about any person who contributes training data than if that person’s data were absent.

Definition 1 (Zero-Concentrated Differential Privacy (zCDP) [16]) A randomized algorithm A :
X" — W satisfies p-zero-concentrated differential privacy (p-zCDP) if for all X, X' € X" differing
in a single entry and all o € (1,0), we have Do (A(X)||A(X")) < pa, where Do (A(X)||A(X"))
is the a-Rényi divergence® between the distributions of A(X) and A(X").

zCDP lives between pure DP and approximate DP [16]: see Appendix D for the precise statement.

2. Optimal Rates for Non-Smooth (Strongly) Convex Losses (see Appendix F)

We establish asymptotically optimal (up to logarithms) excess risk bounds for DP SCO under As-
sumption 1, without requiring differentiability of f(-, z):
Theorem 2 (Informal, see Theorem 10, Theorem 18, Theorem 21, Theorem 23) Ler f(-,x) be

convex. Grant Assumption 1. Then, there is a polynomial-time %-zCDP algorithm A such

2. For distributions P and @ with probability density/mass functions p and ¢, D.(P||Q) :=
— In ({p(z)*q(x)'~*dx) [51, Eq. 3.3].
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~ (k—1)/k
that EF(A(X)) — F* = O (NQkD (1 + (ﬁ) >) If f(-,x) is p-strongly convex, then

EN

o n

~ [ 2 (2k—2)/k
EF(A(X)) - F* = O (7“ (1 + (ﬂ) )) Further, these bounds are minimax optimal

up to a factor ofé(?gk/?%)

The works [36, 62] make a slightly different assumption than Assumption 1: they instead assume
that the k-th order central moment of each coordinate V; f(w, z) is bounded by Yk for all j €
[d], w € W. We also provide asymptotically optimal excess risk bounds for the class of problems
satisfying the coordinate-wise moment assumption of [36, 62] and having subexponential stochastic
subgradients: see Appendix F.3.

The previous state-of-the-art convex upper bound was suboptimal: O (FD\/% ) for e ~ 1 [36,

Theorem 5.4].° Their result also required f(-,z) to be 3 r-smooth for all z € X, which can be
restrictive with outlier data: e.g. this implies that f(-, ) is L;-Lipschitz with Ly < 25;D if
V f(w*(z),z) = 0 for some w*(x) € W.

Our p-strongly convex bound also improves over the best previous upper bound of [36, Theorem
5.6], which again required 3;-smoothness of f (-,z). In fact, [36, Theorem 5.6] was incorrect
as stated in the ICML 2022 version of their paper, as we explain in Appendix C.* However, after
communicating with the authors of [36], they updated their result and proof in the arXiv version
of their paper. The corrected version of [36, Theorem 5.6]—which we derive in Appendix C for
completeness—is suboptimal by a factor of O((3 #/u)3. In practical applications, the condition
number 7/ can be very large, especially in the presence of outliers or heavy-tailed data. Our
near-optimal excess risk bounds remove this dependence on (/.

Our Algorithm 3 combines the iterative localization technique of [7, 29] with a clipped noisy
subgradient method” run on a regularized empirical objective. In each iteration, we use a geomet-
rically decreasing step size, which shrinks the effective variance of the privacy noise over time.
We also geometrically decrease the number of samples used, and we increase the regularization
parameter over time as our iterates get closer to the optimum to improve the stability [14, 38, 41]
of our algorithm. With clipped (hence biased) stochastic gradients and non-smooth/non-uniformly
Lipschitz loss, the excess risk analysis of our algorithm is harder than in the smooth and uniformly
Lipschitz settings. Instead of the uniform convergence analysis used in [36, 62], we derive new results
about the stability and generalization error of (regularized) ERM with non-smooth, non-Lipschitz
losses. In a bit more detail, our upper bound proof consists of the following steps: i) We bound the
excess empirical risk of our noisy clipped subgradient subroutine (Lemma 12). ii) We bound the
on-average model stability [41] of our algorithm (Proposition 16). On-average model stability is a
weaker notion than uniform stability [10, 14]; this is necessary to obtain our learnability guarantees
for non-Lipschitz f(-,z). iii) We prove that on-average model stable algorithms generalize well
(Proposition 14), strengthening and extending results from [41, 52] to non-smooth/non-Lipschitz
f(-,z). We obtain our strongly convex bound (Theorem 18) by a reduction to the convex case,
ala [29, 32].

3. We write the bound in [36, Theorem 5.4] in terms of Assumption 1, replacing their fyl/kd by 7Vd.

4. In short, the mistake is that Jensen’s inequality is used in the wrong direction to claim that the 7'-th iterate of their
algorithm wr satisfies E[|wr — w*|?] < (E|wr — w*||)?, which is false.

5. Clipped noisy subgradient method (Algorithm 2) works as follows: In each round ¢, we: draw a random minibatch of
samples; compute and then clip (i.e. project onto an ¢ ball centered around 0) their stochastic subgradients; average
the clipped stochastic subgradients and add noise; and then take a noisy minibatch stochastic subgradient step.
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We also refine (to describe the dependence on 7 D, ), extend (to k& > 1), and tighten (for . = 0)
the lower bounds of [36]: see Theorems 21 and 23.

3. Linear-Time Algorithms for Smooth (Strongly) Convex Losses (see Appendix G)

For convex, S-smooth F', we provide a novel accelerated DP algorithm (Algorithm 4), building
on the work of Ghadimi and Lan [31].° Our algorithm is linear time and attains excess risk that
improves over the previous state-of-the-art (not linear time) algorithm [36, Theorem 5.4] in practical
parameter regimes (e.g. d = n'/%). The excess risk of our algorithm is tight in certain cases: e.g.,
dz (671)2/ 3 or “sufficiently smooth” F' (see Remark 27). To prove our upper bound, we give the
first analysis of accelerated SGD with biased stochastic gradients (Proposition 25).

For p-strongly convex, S-smooth losses, acceleration results in excessive bias accumulation,
so we propose a simple noisy clipped SGD. Our algorithm builds on [36], but uses a lower-bias
clipping mechanism from [8] and a tighter analysis. We attain excess risk that is near-optimal up
to a O((B/p)+~1/%) factor: see Theorem 30. Our linear-time bound strictly improves over the best
previous bound of [36, Theorem 5.6]. Our analysis leverages a novel bound (Proposition 31) for
SGD with biased stochastic gradients; this bound is tighter than existing results of [3, 6, 36], which
is needed to obtain near-optimal excess risk.

4. First Algorithm for Non-Convex (Proximal-PL) Losses (see Appendix H)

We consider losses satisfying the Proximal Polyak-L.ojasiewicz (PPL) inequality [37, 50] (Defini-
tion 34), an extension of the classical PL inequality to the proximal setting. Many practical ML
models satisfy the PPL condition, such as some classes of neural nets, linear/logistic regression, and
LASSO [37, 42]. We propose a DP proximal clipped SGD to attain near-optimal excess risk that
almost matches the strongly convex rate: see Theorem 35. The proof of this result is difficult because
it is unclear how to separate the privacy noise from the non-private terms in the proximal/non-convex
setting. We prove Proposition 36 by building on [45], which analyzed uniformly Lipschitz PPL losses
with unbiased stochastic gradients using techniques from the analysis of objective perturbation [19].

5. Concluding Remarks and Open Questions

This paper was motivated by practical problems in which data contains outliers and potentially heavy
tails, causing the worst-case Lipschitz parameter of the loss over all data points to be prohibitively
large. In such cases, existing bounds for DP SO that scale with the worst-case Lipschitz parameter
become vacuous. Thus, we operated under the more relaxed assumption of stochastic gradient
distributions having bounded k-th order moments. The k-th moment bound is often much smaller
than the worst-case Lipschitz parameter in practice. For (strongly) convex loss functions, we
established the asymptotically optimal rates (up to logarithms), even with non-differentiable losses.
We also provided linear-time algorithms for smooth losses that are optimal in certain practical
parameter regimes, but suboptimal in general. An interesting open question is: does there exist
a linear-time algorithm with optimal excess risk? We also initiated the study of non-convex non-
uniformly Lipschitz DP SO, showing that the optimal strongly convex rates can nearly be attained
without convexity, via the proximal-PL condition. We leave the treatment of general non-convex
losses for future work.

6. In contrast to [36, 62], we do not require f(-,x) to be 3-smooth for all x.
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Appendix
Appendix A. Other Bounded Moment Conditions Besides Assumption 1

In this section, we give the alternate bounded moment assumption made in [36, 62] and a third
bounded moment condition, and discuss the relationships between these assumptions. The notation
presented here will be necessary in order to state the sharper versions of our linear-time excess risk
bounds and the asymptotically optimal excess risk bounds under the coordinate-wise assumption
of [36, 62] (which our Algorithm 3 also attains). First, we introduce a relaxation of Assumption 1:

Assumption 2 There exists k > 2 and r®) > 0 such that sup, ey E [IVf(w,2)[5] < rk),
YV f(w, ;) € Ouf(w, x;). Denote v := (r*))1/k,

Assumption 1 implies Assumption 2 for < 7. Next, we precisely state the coordinate-wise moment
bound assumption that is used in [36, 62] for differentiable f:

Assumption 3 (Used by [36, 62]” , but not in this work) There exists k > 2 and v > 0 such
that supeyy EXV f(w, 2) — VF(w), e; | < v, for all j € [d], where e; denotes the j-th standard
basis vector in R%. Also, L = sup,cp | VF(w)| < Vdy'/*.

Lemma 3 allows us compare our results in Section 3 obtained under Assumption 2 to the results
n [36, 62], which require Assumption 3.

Lemma 3 Suppose Assumption 3 holds. Then, Assumption 2 holds for r < 4+/d ’yl/ k

Since Assumption 2 is implied by Assumption 3, the upper bounds that we obtain under Assump-
tion 2 also hold (up to constants) if we grant Assumption 3 instead, with r < +/dvy**. Also,
in Appendix F.3, we will use Lemma 3 to show that our optimal excess risk bounds under Assump-
tion 1 imply asymptotically optimal excess risk bounds under Assumption 3.

Proof [Proof of Lemma 3] We use the following inequality, which can easily be verified inductively,
using Cauchy-Schwartz and Young’s inequalities: for any vectors u, v € R?, we have

Julf* < 2571 (Jlu— o] + o)) @)
Therefore,

" = sup E|V f(w,z)|*
weWw

< 2F1 <sup E|V f(w,z) — VE(w)|* + Lk>
wew
J /2
=21 | supE {Z KV f(w,z) — VF(w), ej>|2} + LF
weW j=1

< (2L)k + ok gk/2 sup E
wew

d
Z (Y f(w, z) VF(w>7ej>r’“] :

7. The work of [36] assumes that L < 'yl/k = 1. On the other hand, [62] assumes that F is 3-smooth and VF (w*) = 0
for some w* € W, which implies L < 28D.
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where we used convexity of the function ¢(y) = 3*/2 for all y > 0, k > 2 and Jensen’s inequality in
the last inequality. Now using linearity of expectation and Assumption 3 gives us

Pk < ok (Lk n dk/QV) < 2k+1dk/2%

since L¥ < d¥/2~ by hypothesis. |

Appendix B. Additional Discussion of Related Work

DP SCO Without Uniform Lipschitz Continuity: The study of DP SCO without uniformly
Lipschitz continuous loss functions was initiated by [62], who provided upper bounds for smooth
convex/strongly convex loss. The work of [36] provided lower bounds and improved, yet suboptimal,
upper bounds for the convex case. Both of the works [36, 62] require f to be 3;-smooth. It is also
worth mentioning that [36, 62] restricted attention to losses satisfying VF'(w*) = 0 for w* € W,
i.e. W is a compact set containing the unconstrained optimum w* = argmin, cps F'(w) € W. By
comparison, we consider the more general constrained optimization problem min,eyy F'(w), where
W need not contain the global unconstrained optimum.

Here we provide a brief discussion of the techniques used in [36, 62]. The work of [62] used a full
batch (clipped, noisy) gradient descent based algorithm, building on the heavy-tailed mean estimator
of [33]. They bounded the excess risk of their algorithm by using a uniform convergence [58]
argument, resulting in a suboptimal dependence on the dimension d. The work of [36] used
essentially the same approach as [62], but obtained an improved rate with a more careful analysis.®

However, as discussed, the bound in [36] is O (rD\/g ) when € ~ 1, which is still suboptimal.9

More recently, DP optimization with outliers was studied in special cases of sparse learning [34],
multi-arm bandits [56], and £;-norm linear regression [61].

DP ERM and DP GLMs without Uniform Lipschitz continuity: The work of [6] provides bounds
for constrained DP ERM with arbitrary convex loss functions using a Noisy Clipped SGD algorithm
that is similar to our Algorithm 5, except that their algorithm is multi-pass and ours is one pass. In a
concurrent work, [23] considered DP ERM in the unconstrained setting with convex and non-convex
loss functions. Their algorithm, noisy clipped SGD, is also similar to Algorithm 5 and the algorithm
of [6]. The results in [23] are not directly comparable to [6] since [23] consider the unconstrained
setting while [6] consider the constrained setting, but the rates in [6] are faster. [23] also analyzes the
convergence of noisy clipped SGD with smooth non-convex loss functions.

The works of [5, 54] consider generalized linear models (GLMs), a particular subclass of
convex loss functions and provide empirical and population risk bounds for the unconstrained DP
optimization problem. The unconstrained setting is not comparable to the constrained setting that
we consider here: in the unconstrained case, a dimension-independent upper bound is achievable,

8. Additionally, [36, Theorem 5.2] provided a bound via noisy gradient descent with the clipping mechanism of [35],
but this bound is inferior (in the practical privacy regime € &~ 1) to their bound in [36, Theorem 5.4] that used the
estimator of [33].

9. The bound in [36, Theorem 5.4] for k = 2 is stated in the notation of Assumption 3 and thus has an extra factor of Vd,
compared to the bound written here. We write their bound in terms of our Assumption 1, replacing their yd term by

rVd.

12
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whereas our lower bounds (which apply to GLMs) imply that a dependence on the dimension d is
necessary in the constrained case.

Other works on gradient clipping: The gradient clipping technique (and adaptive variants of it)
has been studied empirically in works such as [1, 4, 20], to name a few. The work of [20] shows that
gradient clipping can prevent SGD from converging, and describes the clipping bias with a disparity
measure between the gradient distribution and a geometrically symmetric distribution.

Optimization with biased gradient oracles: The works [3, 6] analyze SGD with biased gradient
oracles. Our work provides a tighter bound for smooth, strongly convex functions and analyzes
accelerated SGD and proximal SGD with biased gradient oracles.

DP SO with Uniformly Lipschitz loss functions: In the absence of outlier data, there are a multitude
of works studying Lipschitz DP SO, mostly in the convex/strongly convex case. We do not attempt
to provide a comprehensive list of these here, but will name the most notable ones, which provide
optimal or state-of-the-art utility guarantees. The first suboptimal bounds for DP SCO were provided
in [9]. The work of [10] established the optimal rate for non-strongly convex DP SCO, by bounding
the uniform stability of Noisy DP SGD (without clipping). The strongly convex case was addressed
by [29], who also provided optimal rates in linear times for sufficiently smooth, convex losses. Since
then, other works have provided faster and simpler (optimal) algorithms for the non-smooth DP SCO
problem [7, 11, 12, 40] and considered DP SCO with different geometries [7, 13]. State-of-the-art
rates for DP SO with the proximal PL condition are due to [45].

Appendix C. Correcting the Errors in the Strongly Convex Upper Bounds Claimed in
[36, 62]

While [36, Theorem 5.6] claims an upper bound for smooth strongly convex losses that is tight up to
a factor of (’3(&%), we identify an issue with their proof that invalidates their result. A similar issue
appears in the proof of [62, Theorems 5 and 7], which [36] built upon. We then show how to salvage
a correct upper bound within the framework of [36], albeit at the cost of an additional factor of ;.
The proof of [36, Theorem 5.6] relies on [36, Theorem 3.2]. The proof of [36, Theorem 3.2],
in turn, bounds E|wp — w*| < W\# in the notation of [36], where L is the smoothness
parameter, \ is the strong convexity parameter (so L > \), and M is the diameter of W. Then, it is

2
incorrectly deduced that E[|wr — w*||?] < (W\#) (final line of the proof). Notice that

E[|wr — w*|?] can be much larger than (E|wy — w*||)? in general: for example, if |wr — w*| has
the Pareto distribution with shape parameter o € (1, 2] and scale parameter 1, then (E|wr —w*||)? =

2
(ﬁ) « E(|wr — w*||?) = oo. To try to correct this issue, one could use Young’s inequality to

instead bound

2\L 2G?
E —w*}<2(1- = |E g -wt P
[lwr —w™[7] < (AJFL)Q) lewr—v=wIT+ 5
oAL 1" 262 'S o2AL \1'
<[|2(1- ) to-wrps Fm 3 (- )|
2 2 2 ’
(A+ L) (A+L)* & A+ L)
but the geometric series above diverges to +oo as 1" — 0, since 2 (1 — %) > 1 =

(A — L)? = 0. Evidently, there is no “easy fix” for the issue in the proofs of [36, Theorem 3.2] and
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[62, Theorem 5] (at least without imposing severe restrictions on A and L and hence dramatically
shrinking the function class).

Next, we show how to modify the proof of [36, Theorem 5.6] in order to obtain a correct excess
risk upper bound of

N y (2k—2)/k
a7 wf?im?’ . <\/d(5f/ﬂ)3> )

7 en

(in our notation). This correction was derived in collaboration with the authors of [36], who have
also updated the arXiv version of their paper accordingly. By waiting until the very of the proof
of [36, Theorem 3.2] to take expectation, we can derive

o 0l < (1 g ) s = w4 N @

for all ¢, where we use their L = [y and A\ = p notation but our notation F' and VF for the
population loss and its biased noisy gradient estimate (instead of their Lp notation). By iterating (4),
we can get

IVF(wr—y) = VF(wr—)|

AL \7 = AL \!
—wr < (1 - = — w* E 1—
lwr — w*| < (A +L)2> lwo — w*|| + P ( (A + L)2)

AL

Squaring both sides and using Cauchy-Schwartz, we get

|VF(wr—y) = VF(wr—)|

(A+L)? A+ L

INL 2T T-1 INL 2t
—wfP<2(1 - 22— — w2+ T E 1—

Using L-smoothness of F' and the assumption made in [36] that V F'(w*) = 0, and then taking
expectation yields

AL\ L
EF(wr) — F* < L|wy — w*|? <1 — (>\+L)2> - TG2X, 6))

where G? > E [H%F(MT,Q — VF(wT,t)HQ] for all t. It is necessary and sufficient to choose

T = KNZ(L/ A) to make the first term in (5) less than the second term (up to logarithms). With this
choice of T, we get R
EF(wr) — F* = O (G*k}) (6)

where ¢ = L/\. Next, we apply the bound on G? for the MeanOracle that is used in [36]; this bound
is stated in the version of [36, Lemma B.5] that appears in the updated (November 1, 2022) arXiv

en

~ a2\ (26—2)/k
version of their paper. The bound (for general ) is G? = O (72/ K [Zd +d <M> }) .

Plugging this bound on G? into (6) yields (3).
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Appendix D. More Preliminaries

Remark on Terminology: Following [36, 62], we sometimes use the terminology “heavy-tailed”
to refer to distributions satisfying Assumption 1, 2, or 3. However, as discussed, our results are
useful for a broader class of distributions than those typically considered “heavy-tailed”: we are
also interested in bounded data that contains outliers, or data that is unbounded but light-tailed (e.g.
Gaussian), since we may have 7 « Ly in such cases.

Notation: For functions a and b of input parameters, write a < b if there is an absolute constant A
such that a < Ab for all feasible values of input parameters.

More Differential Privacy Preliminaries: Recall the classical definition of differential privacy [27]:

Definition 4 (Differential Privacy) Lete > 0, § € [0,1). A randomized algorithm A : X" —
W is (e, 0)-differentially private (DP) if for all pairs of adjacent data sets X, X' € X™ (i.e.
dhamming(X, X') = 1) and all measurable subsets S = W, we have P(A(X) € S) < e P(A(X') €
S) + 0.

If 6 = 0, we say A satisfies pure DP. If 6 > 0, then A satisfies approximate DP. zCDP is weaker
than pure DP, but stronger than approximate DP in the following sense:

Proposition 5 [16, Proposition 1.3] If Ais p-zCDP, then A is (p+ 2+/plog(1/4), ) for any 6 > 0.

Thus, if € < 4/log(1/), then any %—ZCDP algorithm is (2e4/log(1/6), §)-DP.

Our algorithms use the Gaussian mechanism to achieve zCDP:

Proposition 6 [16, Proposition 1.6] Let q : X™ — R be a query with {s-sensitivity A :=
supyx [|¢(X) — ¢(X")|. Then the Gaussian mechanism, defined by M : X" — R, M(X) :=
q(X) +uforu ~ N(0,02), is p-zCDP if 0 > %—;.

The (adaptive) composition of zCDP algorithms is zCDP, with privacy parameters adding:

Lemma 7 [16, Lemma 2.3] Suppose A : X™ — Y satisfies p-zCDP and A’ : X™ x ) — Z satisfies
p'-zCDP (as a function of its first argument). Define the composition of Aand A', A" : X" — Z
by A"(X) = A(X, A(X)). Then A” satisfies (p + p')-zCDP. In particular, the composition of T
p-zCDP mechanisms is a T' p-zCDP mechanism.

Appendix E. Private Heavy-Tailed Mean Estimation Building Blocks

In each iteration of our SO algorithms, we need a way to privately estimate the mean VF' (w;) =
Ey~p[V f(wy, z)]. If f(-, ) is Lipschitz, then one can simply draw a random sample x! from
X and add noise to the stochastic gradient V f (wy, z') to obtain a DP estimator of V F'(w;): the
{o-sensitivity of the stochastic gradients is bounded by sup,, /ey |V f(wi, 2) — V f(wy, 2')| < 2Ly,
so the Gaussian mechanism guarantees DP (by Proposition 6). However, in the setting that we
consider, Ly (and hence the sensitivity) may be unbounded, so noisy stochastic gradients are not
DP. Thus, we clip the stochastic gradients (to force the sensitivity to be bounded) before adding
noise. Specifically, we invoke Algorithm 1 on a batch of s stochastic gradients at each iteration of
our algorithms. In Algorithm 1, Il¢(2) := argmin, ¢ B2(0,0) |y — 2| denotes the projection onto the
centered /5 ball of radius C' in R%. Lemma 8 bounds the bias and variance of Algorithm 1.
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Algorithm 1 /; Clip MeanOraclel({z;};_i;s;C; %) [8]

1: Input: X = {;};_,,C >0, > 0. Set 0> = & for & -zCDP.
2: Draw u ~ N(0,02I;) and compute ¥ := 1 33* | Tl (2;) + w.
3: Output: 7.

Lemma 8 ([8]) Let {z;}]_, ~ D° be Re-valued random vectors with Bx; = v and E|z;|[* < 7 (k)
for some k = 2. Denote the noiseless average of clipped samples by U := % > e(x;). Then,

|EY — v| = |ED — v|| < E|]p — v| < gjer=r, and B[P — BV = B[y - ED|? < do? + “~

Appendix F. Details and Proofs of Results in Section 2

In this section, we establish the optimal rates (up to logarithms) for the class of DP SCO problems
satisfying Assumption 1. We present our result for convex losses in Section 2, and our result
for strongly convex losses in Appendix F.2. In Appendix F.3, we show how our (tight) upper
bounds under Assumption 1 lead to asymptotically tight upper bounds under Assumptions 2 and 3.
In Appendix F.4, we provide lower bounds, which show that our upper bounds are tight.

F.1. Localized Noisy Clipped Subgradient Method for Convex Losses

Our algorithm (Algorithm 3) uses iterative localization [7, 29] with clipping (in Algorithm 2) to
handle heavy-tailed data.'”

Algorithm 2 Noisy Clipped Regularized Subgradient Method for DP ERM
1: Input: Data X € X, T € N, stepsize n, clip thresh. C, regularization A > 0, constraint set W.
. Initialize wog € W.
: forte{0,1,---, T —1} do
%Ft(wt) :=MeanOraclel({V f(w,xi)}l q;n;C; %) for subgradients V f (wy, ;).
w1 = Iy [wt o/ (VFt(wt) + AMwy — w0)>]
end for
: Output: wr.

The main ideas of Algorithm 3 are:

1. Clipping only the non-regularized component of the subgradient to control sensitivity and bias:
Notice that when we call Algorithm 2 in phase ¢ of Algorithm 3, we only clip the subgradients
of f(wy,x;), not the regularized loss f(wy,x;) + %Hwt — w;_1|?. Compared to clipping the
full gradient of the regularized loss, our selective clipping approach significantly reduces the
bias of our subgradient estimator. This is essential for obtaining our near-optimal excess risk.
Further, this reduction in bias comes at no cost to the variance of our subgradient estimator:
the ¢5-sensitivity of our estimator is unaffected by the regularization term.

2. Solve regularized ERM subproblem with a stable DP algorithm: We run a multi-pass zCDP
solver on a regularized empirical loss: Multiple passes let us reduce the noise variance in

10. We assume WLOG that n = 2! for some [ € N. If this is not the case, then throw out samples until it is; since the
number of remaining samples is at least /2, our bounds still hold up to a constant factor.
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Algorithm 3 Localized Noisy Clipped Subgradient Method for DP SCO

1: Input: Data X € X", stepsize 7, clip thresh. {C; }log2 , iteration num. {Ti}iozgf(n), hyperpa-
rameter p > 1.
Initialize wo € W. Let [ := logy(n).
for i € [I] do
Setn; = 27, m = 47", A = oL Th = @( ) and D;

Draw new batch B; of n; = |B;| samples from X w1th0ut replacement.
~ X
Let Fy(w) i= £ X s Flw,25) + 5w — ;.
Use Algorithm 2 with initialization w;_; to minimize F; over W := {w e W : |w —w;—_1| <

D;}, for T; iterations with clip threshold C; and noise O'Z-2 = 45 B Let w; be the output

of Algorithm 2. '
8: end for
9: Output: w;.

2Lf

A A S o

phase 7 by a factor of 7; (via strong composition for zZCDP) and get a more accurate solution
to the ERM subproblem. Regularization makes the empirical loss strongly convex, which
improves on-average model stability and hence generalization of the obtained solution (see
Proposition 14 and 15).

3. Localization [6, 29] (i.e. iteratively “zooming in” on a solution): In early phases (small 7),
when we are far away from the optimum w*, we use more samples (larger n;) and large
learning rate 7); to make progress quickly. As 7 increases, wj is closer to w*, so fewer samples
and slower learning rate suffice. Since step size 7; shrinks (geometrically) faster than n;,
the effective variance of the privacy noise 7707 decreases as i increases. This prevents w;
from moving too far away from w; (and hence from w*). We further enforce this localization
behavior by increasing the regularization parameter ); and shrinking D; over time. We choose
D; as small as possible subject to the constraint that argmin, ¢y, E(w) € W;. This constraint
ensures that Algorithm 2 can find w; with small excess risk.

Next, we will provide privacy and excess risk guarantees for Algorithm 3. In order to precisely
state our result, we will need to introduce some notation:
For a batch of data X € X™, we define the k-th empirical moment of f(w,-) by

1 m
?m(X)(k) = sup sup — ”Vf(wu xl)Hk’
WEW {V f (w,2;)€0: f (w,z;)} T 1:21

where the supremum is also over all subgradients V f (w, ;) € 0, f (w, ;) in case f is not differen-
tiable. For X ~ D™, we denote the k-th expected empirical moment by

&) = B[7, (X))

and let
P = (@)

Thm 1=
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Note that 7, ; = 7. Our excess risk upper bounds will depend on a weighted average of the expected
empirical moments for different batch sizes m € {1,2,4,8,--- ,n}, with more weight being given
to 7, for large m (which are smaller, by Lemma 9 below): for n = 2, define

where n; = 27'n.
Lemma 9 Under Assumptions 1 and 2, we have: 7¥) = é{lk) > s sl > s
In particular, Ry, ,, < T,

Proof Let!/ € N, n = 2! and consider

n/2 n

~ 1
rn(X)(k)=Esup DV a)f+ D [V f(w,w)]*
W \i=1 i=n/2+1
< — (s X VS, z)|* +sup D [V (w, )] .
Woi=1 Y j=n/241

Taking expectations over the random draw of X ~ D" yields éﬁlk) < E{n’% Thus, ﬁikn < Ty by the

definition of }Nw?n. |

With this notation, we can give the precise statement of our upper bound:

Theorem 10 Grant Assumption 1. Let f(-,x) be convex and L y-Lipschitz for all x, with Ly <

en

k—1
~ k
np/2R2k,n (\}ﬁ + (dln(n)> ) for some p = 2 and € < Vd. Then, there are algorithmic

parameters such that Algorithm 3 is %—zCDR and has excess risk

k—1

~ 1 dln(n)\ "
EF(w;) — F* < RopnD | — + [ Y22
(wr) ~ U2k, \/n * ( en )

Moreover, this excess risk is attained in O(nP*1) subgradient evaluations. If p € [1,2), then the
same excess risk bound holds up to logarithmic factors.

The proof of Theorem 10 consists of three main steps: i) We bound the empirical error of the
noisy clipped subgradient subroutine (Lemma 12). ii) We prove that if an algorithm is on-average
model stable (Definition 13), then it generalizes (Proposition 14). iii) We bound the on-average
model stability of regularized ERM with non-smooth/non-Lipschitz loss (Proposition 15), leading to
an excess population loss bound for Algorithm 2 run on the regularized empirical objective (c.f. line 7
of Algorithm 3). By using these results with the proof technique of [29], we can obtain Theorem 10.

We proceed to prove the technical ingredients that will be used in the proof of Theorem 10. First,
we will prove a variant of Lemma 8 that bounds the bias and variance of the subgradient estimator
in Algorithm 2.
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Lemma 11 Let Fy(w) = LS flw,m)+ % |w—wol|? be a regularized empirical loss on a closed
convex domain W with lo-diameter D. Let %F,\(wt) = Vﬁ‘)\(wt)—i-bt—i—]\ft = %Z?:l o (Vf(w,z;))+
AMw — wgy) + Ny be the biased, noisy subgradients of the regularized empirical loss in Algo-
rithm 2, with N; ~ N(0,0%1) and by = L 37 T (V f(wg, 2;)) — 2 30, V f(wy, 2;). Assume
Pu(X)®) = supyep {5 X0y [V f (w, ) [*} for all V f(w, ;) € 0wf(w,z;). Then, for any
T > 1, we have: "

- n(X)

B SRS G e
and

2% := sup E|N;|* = do”.
te[T]

Proof Fix any t. We have

1 n
Iz ]| = H ZHC V f(we, %)) EZ (we, ;)
i=1 i=1
1 1 &
SH-DCT |0 — 2 IV fwe,zi)* (7
7, 1

by Lemma 8 applied with D as the empirical distribution on X, and z; in Lemma 8 corresponding
to V f(wy, ;) in (7). Taking supremum over ¢ of both sides of (7) and recalling the definition of
(X )(k) proves the bias bound. The noise variance bound is immediate from the distribution of /V;.
|

Using Lemma 11, we can obtain the following convergence guarantee for Algorithm 2:

Lemma 12 Fix X € X" and let F\(w) = LS fw,2g) + 3w — wo|? for wo € W, where
W is a closed convex domain with diameter D. Assume f(-,x) is convex and 7n(X)*) >

supwew{ Dy HVf(w z;)|*} for all V f(w, ;) € 0w f (w, 2;). Denote 7, (X) = [?R(X)(k)]l/k
and W = argmin, ¢y F A( ). Let n < 2 . Then, the output of Algorithm 2 satisfies

2
MTN . s 20 [ 7,(0)®
2 _ 2, on 22
Blur ] < exp (-5 ) fun -2+ 5 (2,00 + XD+ do) 4 v((k_l)ck_l 7

2
where 02 = 46; L
n<e

Proof We use the notation of Lemma 11 and write VF) (w;) = V) (wy)+b+N; = IS e (Vf(w,2))+
AMw — wp) + Ny as the biased, noisy subgradients of the regularized empirical loss in Algo-
rithm 2, with N; ~ N(0,02Iy) and b, = 2 3" T (V f(we, 3)) — 237 | V f(wy, 2;). Denote
Yirl = Wy — %FA(wt), so that wy11 = Ilyy(ys4+1). For now, condition on the randomness of the

19



PRIVATE STOCHASTIC OPTIMIZATION WITH LARGE WORST-CASE LIPSCHITZ PARAMTER

algorithm (noise). By strong convexity, we have
~ ~ A .
Fy(wr) — Fa() < (VE\(wy), wy — ) — 5 lwe =]

~ . A . ~ ~ .
= (VF\(w),w; — )y — §Hwt — 0| + (VF\(ws) — VE\(w), wy — )

— 2177 (Jwe = @[> + [we — yesa|* = lyesr — @[?) — %Hwt — |
+ <Vﬁ}(wt) — %F,\(wt% wy — W)
— g (o = 1200 = 20) = s = 1%) + TP (0|
+ (VEy(wi) — VFy(wy), w; — @)
< g (I = 0P = ) = Jawess = 0lP) + LT (w)|P = o + Noyws = ),

where we used non-expansiveness of projection and the definition of VF A\ (w¢) in the last line. Now,
re-arranging this inequality and taking expectation, we get

E[wi+1 — @] < —20E[Fx(wy) — FA(@)] + Elw; — 0[*(1 — An) + n*E|VFx (wy)[?
— 277E<bt + Nt, Wy — ’LZ)>
< Elw — 9|2 (1 = An) + n’E|VEx(wy)|* — 20ECby, wy — ),

by optimality of w and the assumption that the noise IV, is independent of w; — w and zero mean.
Also,

BV F (w2 < 2 (BIVE3 (w) P + ] + EIVE|)
<2 (2?n(X)2 22D 4 B+ 22) :
(x)(F)

W and 3.2 := SUP;e[ ]EHNtH2 = do?. by Lemma 11. We also
used Young’s and Jensen s inequalities and the fact that EN; = 0. Further,

where B := supgery [0t <
32 A )
|ECh, wy — w)| < — + ]E||wt w?,
by Young’s inequality. Combining these pieces yields

An

Efwyy1 — 0] < <1 — > E|w; — b[* + 4 (?n(X)2 + 2D + B? + 22) + ®)
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Iterating (8) gives us

2
Az

AT 81 [~ o e 4B?
< exp (—n> lwo — W||* + 777 (rn(X)2 +\D? + B? + 22) Ve

2
T 8n (. . 2052
< exp A Hwo—w|\2+—n (rn(X)2+)\2D2+22> + —5
2 A A
since 1 < % Plugging in the bounds on B and ¥ from Lemma 11 completes the proof. |

Our next goal is to bound the generalization error of regularized ERM with non-Lipschitz/non-
smooth convex loss functions. We will use a stability argument to obtain such a bound. Recall the
notion of on-average model stability [41]:

Definition 13 Let X = (z1,--- ,x,) and X' = (2, - ,2},) be drawn independently from D. For
i€ n] let X" = (w1, ,xi—1, 25, g1, , ). We say randomized algorithm A has on-average
model stability o (i.e. A is a-on-average model stable) if E[L 7" | | A(X) — A(X?)|?] < o®. The
expectation is over the randomness of A and the draws of X and X'.
On-average model stability is weaker than the notion of uniform stability [14], which has been used
in DP Lipschitz SCO (e.g. by [10]); this is necessary for obtaining our learnability guarantees without
Lipschitz continuity.

The main result in [41] showed that on-average model stable algorithms generalize well if f(-, x)
is By-smooth for all z, which leads to a restriction on L;. We show that neither smoothness nor
Lipschitz continuity of f is needed to ensure generalizability:

Proposition 14 Let f(-,x) be convex for all x and grant Assumption 2 for k = 2. Suppose
A X" - W is a-on-average model stable. Then for any ( > 0, we have

~ 7“2
E[F(A(X)) — Fx(A(X))] < 2% + %oﬂ.

Proof Let X, X', X" be constructed as in Definition 13. We may write E[F(A(X))—Fx (A(X))] =
E[L 37 | fA(X?), ;) — f(A(X),z;)], by symmetry and independence of z; and A(X?) (c.f. [41,
Equation B.2]). Then by convexity, we have

E[F(A(X)) = Fx(A(X))] < % 2L E[CAXY) = A(X), VF(A(XY), 20))]

< % ME [§|A(Xi) — AX)|2 + ivﬂA(X"),xi)H -
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Now, since A(X") is independent of x;, we have:

E|Vf(AX"), :)[* = E[E[|V f(AX?), 2:) 2| AX )]
< EE%E[HVf(A(Xi%xi)Hz\A(Xi) = w]

= sup E[|Vf(w,z:)|?]
wew

2
< re.

Combining the above inequalities and recalling Definition 13 yields the result. |

Using Proposition 14, we will bound the generalization error and excess (population) risk of
regularized ERM in Proposition 16. To prove Proposition 16, we first require the following bound on
the generalization error of ERM with strongly convex loss:

Proposition 15 Let f (-, x) be A-strongly convex, and grant Assumption 2. Let A(X ) := argmin, )y Fy (w)
be the ERM algorithm. Then,

272

an

Proof We first bound the stability of ERM and then use Proposition 14 to get a bound on the
generalization error. The beginning of the proof is similar to the proof of [41, Proposition D.6]: Let
X, X', X? be constructed as in Definition 13. By strong convexity of FXZ and optimality of A(X?),
we have

E[F(A(X)) - Fx(A(X))] <

2IACX) — A < P (X)) ~ P (ACX),

which implies
1 ¢ 2_ 2 X ~ .
o 2 G0 — AG* < T 33 [P (AG)) = P (A7) ©)

Now, for any w € W,

Zﬁ = Y (w,2f) + ) flw,x))]

i=1 j#i
n —1)nFx(w) + nFy (w).

Hence

i ] + ~EF(A(X)),

by symmetry and independence of A(X) and X’. Re-arranging the above equality and using
symmetry yields

E [Z Fyi(A(X)) - Py <A<Xi>>] - E[FAX) - Fx(Ax)]. o)
=1
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Combining (9) with (10) shows that ERM is a-on-average model stable for

2

o®=E % ;1A ~ A(XZ‘W] < E[FAX)) - Fx(A(X)] . (11)

The rest of the proof is where we depart from the analysis of [41] (which required smoothness of
f(-,x)): Bounding the right-hand side of (11) by Proposition 14 yields

2 (r2 ¢
2~ (5 2
« \)\n<2c+2a>

for any ¢ > 0. Choosing ¢ = ’\7”, we obtain

a? r2 2r2

ST T35
2 "l An2

and a? < )\4{22. Applying Proposition 14 again yields (for any ¢’ > 0)

n

~ r2 ('  ar?
E[F(A(X)) — Fx(A(X))] < 2w g (W)

272
< N
An
. _ A
by the choice ¢’ = 4. [ |

Proposition 16 Let f(-, x) be convex, w;—1,y € W, and W; := argmin,, F; (w), where ﬁ’l(w) =
n%_ e f(w, ;) + %Hw — w;—1|? (c.f. line 6 of Algorithm 3). Then,

27‘2 )\i 2
+ =y —wi—1|7,
o g Iy il

where the expectation is over both the random draws of X from D and B; from X.

E[F(d:)] = F(y) <

Proof Denote the regularized population loss by G;(w) := E[Fy(w)] = F(w) + 2w — w12
By Proposition 15, we have

E[Gz(ﬁ}z) - ﬁ’z(wz)] S Aini'

Thus,
)\iE : 2 AN A
5 |w; — wi—1]* + EF(@;) = EG;(w;)
22
<
)\mi
2r2
)\mi

+ E[F; ()]

X

i
+ Sy —wia® + F(y), (12)

~

since E[F}(w;)] = E[mingey Fi(w)] < mingey E[Fi(w)] = mingeyw Gi(w) < 3 |y —wi—q >+
F(y). Subtracting F'(y) from both sides of (12) completes the proof. [
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We are ready to prove Theorem 10:

Proof [Proof of Theorem 10] We choose 02-2 = 45;1 * for C; and T} to be determined exactly later.

7

Note that for \; and 7; defined in Algorithm 3, we have 7; < /\7 forall i € [I].

Privacy: Since the batches {Bi}ézl are disjoint, it suffices (by parallel composition [48]) to
show that w; (produced by T; iterations of Algorithm 2 in line 7 of Algorithm 3) is %—ZCDP
for all ¢ € [I]. With clip threshold C; and batch size n;, the /5 sensitivity of the clipped subgra-
dient update is bounded by A = sup,, x..x/ n%H 2 e (V(w,z5) — ey (V f(w, o)) =
n%_ SUPy, 1o [ITe, (V f(w, ) — T, (V f(w,2"))| < 27011 (Note that the terms arising from regular-
ization cancel out.) Thus, by Proposition 6, conditional on the previous updates wj ., the (¢ + 1)-st

€

update in line 5 of Algorithm 2 satisfies T;—ZCDP. Hence, Lemma 7 implies that w; (in line 7
of Algorithm 3) is & -zCDP.

Excess risk: First, our choice of D, ensures that w; € W;, since

Z [, z;) sz wi1|* < Fy(wi_1) Z f(wi-1, ;)
JGB jeB
= Jsz - wz—IHQ < Ly|wi — wi—]
2L,

by definition of @; and L ;-Lipschitz continuity of f(-,z;) for all j. Then by Lemma 12, we have

AT 8 [~ 20 [ P, (By)H)
i~y exp< 1 ) w2+ 5 (7, (B) + X2D? + do? )+ 55 ((”‘()

2 A\ (k—1)CF
conditional on w;_1 and the draws of X ~ D" and B; ~ X ™. Taking expectation over the random

sampling yields

A AT o, 8mi 20 &M
E|w; — ;] < exp (- Zzz 1) |wi—1 — Wil * + TZ (gﬁi) + A/ D} + d0i2) 32 m’
27
where do? < 46210223 . Choosing T; = /\il'fh' In (%) < nfIn(n) and 7 to be determined later
(polynomial in n), we get
" S(2k)
~ 112 7 2 2 ng
E|w; —w;* < X (Lf + dai) + X C'% 5
2, 2p~(2k)
Miny Cn;
< 772'2”?(13? +do?) + ZCQfT;
(2
2,.p 2. p“'(zk’)
< (T (g T o)) (13)
321 en? O 29pi
(2
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Note that under Assumption 1, F' is L-Lipshitz, where L = sup,,cyy [|[VF(w)| < r by Jensen’s
inequality. Now, following the strategy used in the proof of [29, Theorem 4.4], we write

l
EF(w) — F(w*) = E[F(w)) — F(i)] + Y. E[F (i) — F(ib,_1)],
=1

where g := w*. Using (13), the first term can be bounded as follows:

E[F(w;) — F ()] < Ly/E|w; — a2

s L 771 <L2 0211—2
1
[ n Vdc,
<L|<|L
N 2 ( F+ c + Clk_l

(k—1)/k
- d
cof (brem ()

62

1/k
if we choose C} = T, (ﬁ) . Therefore,

M”W%F@MSEle%f<(mmU , (14)

if we choose

n< ﬁQk,nDHQ i i L <6>(k—1)/k’
~ L Lf’?gk Vd

Next, Proposition 16 implies

5

VR

o | S

S|=

~—
o
Il

3

>

27'2 )\Z 2
2 Bl 1 — ws
pe + B |i—1 — wi—1]

E[F (i) — F(wi-1)] <

for all i € [/]. Hence

l r? 2 r? 2 2 ”2pé§12k)
L ELF () = F(i-1)] S 5o + D + 2 N A | L+ dof) + ~
= 7, 7 i
~(2k
nZ dCZZTi n?peni
dC? np ln( ) npé(zk)
2 1y 2 ng
< rinqnPT —l—Zm(L 2,2 +02k2 .

25



PRIVATE STOCHASTIC OPTIMIZATION WITH LARGE WORST-CASE LIPSCHITZ PARAMTER

1/k
Choosing C; = Tk, < L > approximately equalizes the two terms above involving C; and

dIn(n)
we get
L R R 9 o1 D? 9 L i p2 dIn(n) a
Z E[F(w;) — F(;—1)] < r*nnP~" + i nLi+n Z 470 T <22>
i=1 n i=2 eny;
din(n)\ * | D?
2 p—1 2, B2 n{n
ST][T‘ nP —I—Lf—I—Rkanp <62’I”02> ] +W,

where the last line holds verbatim if p > 2 and holds up to an additional factor of In(n) otherwise.
Assume p = 2. Now, choosing

(k—1)/k
= min —=min ! . 1 =
n= N4, o7 rn(P=1/27 L’ ﬁ%,nnp/? dIn(n)

yields
!

;E[Fw — Pty 1)] < BopnD jﬁ

k—1
- 1 k
<Ban| Ly <d<n>> |

by the upper bound that we assumed on L. Combining the above pieces completes the excess risk
proof.

nP/Q nanp

k—1
dl B L:D D2
+ (n(n)> + =Ly

Subgradient complexity: Our choice of T} = 5) ( ,\,1 ,

21

) < n! In (n) implies that Algorithm 3 uses

St niT; < In(n)nP*! subgradient evaluations. [ |

Remark 17 (Reduced Computational Cost for Approximate DP) [fone desires (€,0)-DP or (e, 0)-
SDP instead of zCDP, then the gradient complexity of Algorithm 3 can be improved to (’)(np+% In(n))
by using Clipped Noisy Stochastic Subgradient Method instead of Algorithm 2 as the subroutine
in line 7 of Algorithm 3. Choosing batch sizes m; ~ \/n; < n; in this subroutine (and increasing
o2 by a factor of O(log(1/6))) ensures (€,8)-DP by [1, Theorem 1] via privacy amplification by
subsampling. The same excess risk bounds hold for any minibatch size m; € [n;], as the proof
of Theorem 10 shows.

F.2. The Strongly Convex Case

Our algorithm is an instantiation of the meta-algorithm described in [29]: Initialize wg € W. For

j € [M] := [logy(logy(n))], let N; = 2072n/logy(n), C; = {th Np+1,.0, 20 Nh}, and

let w; be the output of Algorithm 3 run with input data X; = (7s)sec; initialized at w;_;. Output
wpr. Assume without loss of generality that N; = 2P for some p € N. Then, with the notation
defined in Appendix F, we have the following guarantees:
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Theorem 18 Grant Assumption 1. Let € < +/d and f(-,x) be p-strongly convex and L ¢-Lipschitz

k—1
- L
V/dn(n) ) ) for some p = 2. Then, there is a

en

forall x € X, with Ly < np/2]§2k7n <\/171 + <
polynomial-time %-ZCDP algorithm A based on Algorithm 3 with excess risk

2k—2

7 ;
EF(ACX)) - F* <~ [ L (d 1““”)

I n en

Proof Privacy: Since the batches X ; used in each phase of the algorithm are disjoint and Algorithm 3

is %—ZCDP privacy of the algorithm follows from parallel composition of DP [48].
Excess risk: Note that N; samples are used in phase j of the algorithm. For y 0, let D2 =

E[|w; — w*|?] and A; = E[F(w;) — F*]. By strong convexity, we have DJQ- < u]' Also,

k—1
1 dIn(N;)\ *
Aji1 < aRszD +< n( ])>

W/Nj ENj
1

k—1

~ 2A; 1 dIn(N;) \ *
< aRop N A | —2 + J 15
aRak N, v\ VW ( N, > (15)

_1\ 92
~ 2 1 dln(N;) | *
for an absolute constant @ > 1, by Theorem 10. Denote E; = | aRoy, N; \/; N + N, .
J

Then since N; = 2N, 1, we have

~ 2
Ejn Rok Nj
< 8§, (16)

where the second inequality holds because for any m = 29, we have:

logy(m)—1 logg (M) logy (M)
(i—1)x2 i~2
R2k m/2 = Z 2™ 7“2/142 (i+1)m = 2 2" Tokoim = 2 Z 2T g-im S 2Rzkm
1=1 =2

Now, (16) implies that (15) can be re-arranged as

j+1
Aj+1 _ A] _ AO I/QJ
64E;11  \| 64E;  \64E,

a7

Further, if M > log log (;70) then

M o o
INY: _ Ao 1/2 _ Ao 1/log(Ao/Eo) gt 1 1/log(Ao/Eo) A
64FE,  \ 64E, = \64E, = 64 I
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for an absolute constant A > 0, since Ay < 2L% and Ey # 1mp11es Ayg/Ey = -3 < nand

1
TogBo o) = Toan)—2Tog(a) S log( ) for some A > 0, so that

Therefore,
~ 2 2k—2

R, s +< dln(n)) F
en ’

o
since Ny = n/4. [ |

Ay < 2964Ey = O

S

F.3. Asymptotic Upper Bounds Under Assumption 3

We first recall the notion of subexponential distribution:

Definition 19 (Subexponential Distribution) A random variable Y is subexponential if there is an
absolute constant s > 0 such that P(|Y| = t) < 2exp (—1%) for all t > 0. For subexponential Y,
we define |Y [y, :=inf {s > 0:P(|Y| > ¢t) < 2exp (—%) V¢ =0}

Essentially all (heavy-tailed) distributions that arise in practice are subexponential [47].

Now, we establish asymptotically optimal upper bounds for a broad subclass of the problem
class considered in [36, 62]: namely, subexponential stochastic subgradient distributions satisfy-
ing Assumption 3. These upper bounds are a consequence of Lemma 3 combined with the following
theorem (which uses the notation introduced in Section 2):

Theorem 20 Let f(-,x) be convex. Assume 7o, < 00 and Y; = |V f(w, x;)|?* is subexponential
with Ey, = maxe[n) (|Yily,) Yw € W, V f(w, ;) € 0w f(w, x;). Assume that for sufficiently large

2
n, we have sup,, , HVf(w, )% < n9r®®) for some ¢ = 1 and max ( ool (T(EW> In (3£~2Df> <

1o where |V f(w,z) = Vf(w' 2)| < Blw — | for all w,w" € W,z € X, and subgradients

Vf(w,x) € Oy f(w,x). Then, lim,_,q égk’n < 4roy. Further, there exists N € N such that for all
n = N, the output of Algorithm 3 satisfies

k-1

1 dln(n)\ *
(wr) O\ rae vn ( en )

If (-, x) is p-strongly convex, then the output of algorithm A (in Appendix F.2) satisfies

2k—2

ER(AX) — -0 |72 [ L] (dln(”)> )

I en

3

While a bound on sup,, , |V f(w, z)| is needed in Theorem 20, it can grow as fast as any
polynomial in n and only needs to hold for sufficiently large n. As n — o0, this assumption is easily
satisfied. Likewise, Theorem 20 depends only logarithmically on the Lipschitz parameter of the
subgradients [3, so the result still holds up to constant factors if, say, 5 < nP(r/D) as n — oo for
some p > 1. Crucially, our excess risk bounds do not depend on L or 3.
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Under Assumption 3, the upper bounds in Theorem 20 hold with r replaced by v/dv/* (by
Lemma 3). These upper bounds, and the ones in Theorem 20, are tight up to logarithms for their
respective problem classes, by the lower bounds in Appendix F.4.

Proof [Proof of Theorem 20] Step One: There exists N € N such that Fg,m < 16r%k foralln = N.

We will first use a covering argument to show that 7, (X )(%) is upper bounded by 22k 11-(2k) with

high probability. For any a > 0, we may choose an a-net with N, < (%)d balls centered around
points in W, = {w1,ws, -+ ,wy,} < W such that for any w € W there exists i € [N,] with

|w — w;|| < a (see e.g. [39] for the existence of such W,). For w € W, let @ denote the element of
W, that is closest to w, so that |w — @] < . Now, for any X € X", we have

P (X)) = sup {i Z IV f(w,2:)) = VF(@,2:) + V F (i, xm%}
=1

w

< 2% sup {i SV Fw,0) — V(@) |+ \Vf(w,xm%}

i=1
1 n
< 22% | g%Ra2* |~ max Vf(w;, x)|?* |,
[ g 1V g, )

where we used Cauchy-Schwartz and Young’s inequality for the first inequality, and the assumption
of 3-Lipschitz subgradients plus the definition of W, for the second inequality. Further,

22k n n
P IV f (g, ) > 218 ) < Ny mma B (3 [V (g, ) P > 2241520
P elNal - \ 2

i
N je|Na
(2k) ( (2k))2
T r
< N, exp (—nmln( B, B )),

by a union bound and Bernstein’s inequality (see e.g. [59, Corollary 2.8.3]). Choosing o = %T%
ensures that P(22¢ 3%k a2k > 22k+11-(2k)) — () and hence (by union bound)

(2K)  (,(2k))2
P (?n(X)(%) > 22k+1r(2k)> < N, exp <—n min (7” (r'=") >>

E, E2
_ 3Dp d . r(2k) (T(Qk))2
< exp | —nmin | —, ———
Ao P E, EZ
1
S E7

by the assumption on n. Next, we use this concentration inequality to derive a bound on éf?k):

220 _ g [?n(X)(Zk)] <E [?n(X)(%)M;n(X)(%) > 22k+1T(2k)] iq L 92k+1,(2k)
n
HQk

_ Supy | V(. 2)
nd
< (1 + 22k+1)’l”(2k),

| 92k+1,.(2R)

/
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for sufficiently large n. Thus, 73, , < 1673, for all sufficiently large n. This establishes Step One.

Step Two: lim,, 4 Egk,n < 4ryp.
Forall n = 2,1,i € N, define h, (i) = 2775, 5 s, Liic[log, (n)]}- Note that 0 < Ry, (i) < g(i) :=
—72, for all n, i, and that ;2 ; g(i) = 75, < o (i.e. g is integrable with respect to the counting

measure) Furthermore, the limit lim,, o hy, (1) = i limy, o T2 Tok9-in exists since Lemma 9

implies that the sequence {r% 2-in }20_, is monotonic and bounded for every i € N. Thus, by
Lebesgue’s dominated convergence theorem, we have

0
Jug, R, = Jim, 3 )
0

= 2, )

=
—_

< 27" lim 72, ,_;
S S Tok 2—in

gk

i=1

e}

<16 ) 273,
=1

= 167‘%]@

where the last inequality follows from Step One. Therefore, lim,,_, fi%n < 4r9i. By Theorem 10
and Theorem 18, this also implies the last two claims in Theorem 20. |

F.4. Lower Bounds

The work of [36] proved lower bounds under Assumption 3 that are tight (by our upper bounds) in
most parameter regimes for vy = D = = 1 and k = O(1)."! Our (relatively modest) contribution
in this subsection is: refining these lower bounds to display the correct dependence on ~y, r, 7, D, y;
tightening the convex lower bound [36, Theorem 6.4] in the regime d > n; and extending [36,
Theorems 6.1 and 6.4] to k£ » 1. Our first lower bounds hold even for affine functions:

Theorem 21 Let k > 2, D,~,r®) 7k > q, By =0,d=>=40,n > 7202, and p < d. Then, for
any p-zCDP algorithm A, there exzst W, X < R? such that |w — w'|| < 2D for all w,w' € W, a
Bg-smooth, linear, convex (in w) loss f : W x X — R, and distributions D and D' on X such that:
1. Assumption 1 holds and if X' ~ D'", then

1 d\ "
EF(AX) — F* = @ [ BD | o+ min 1, <*/p;> . (18)
2. Assumption 2 holds and if X' ~ D'", then
k—1
1 vd '\ "
EF(AX)) —F*=Q D|— i 1, — . 19
(AX) D |+ min (W> (19

11. The lower bounds asserted in [36] only hold if £ < 1 since the moments of the Gaussian distribution that they construct
grow exponentially/factorially with k.
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3. Assumption 3 holds and if X ~ D", then

EF(A(X)) - F* =Q [~+Y*D \/7+\Fm1n 1, (ﬂ)k

NG

Proof We will prove part 3 first.

3. We begin by proving the result for v = D = 1. In this case, it is proved in [36] that
k=1

vd '\

ven

for f(w,z) = —(w,x) with W = B$(0,1) and X = {£1}<, and a distribution satisfying Assump-
tion 3 with v = 1. Then f(-, x) is linear, convex, and $-smooth for all 5 > 0. We prove the first
(non-private) term in the lower bound. By the Gilbert-Varshamov bound (see e.g. [2, Lemma 6])
and the assumption d > 40, there exists a set V € {1} with [V| > 2%, dyyym (v, /) = ¢ for all
v,/ € V, v # V. Forv € V, define the product distribution Q,, = (Q,,, - - Q.,), where for all
jeldl.

EF(A(X)) — F* =Q [ Vdmin{ 1, (

for (5,,j € (0,1) to be chosen later. Then EQ,,j =y, = 6,,]. and for any w € W, x ~ ()., we have

EKV f(w,z) = VF(w), e;)|" = E(—z + Ex, ¢;)|* (20)
_Ele — |t @
1+96,, 1—-9,,
= — J\1—5yj\k+7311+5yjy’f (22)
<1-— 53). <1 (23)

for §,, € (0,1). Now, let p := \/d/n and 6,, := Iz? Note that EQ, := p, = \/Vg and w, =

m To7- Also, |pew| = p == ||| for all v € V. Now, denoting Fg, (w) := Epq, f(w, z), we

have for any w € W (possibly depending on X ~ Q7)) that

My
E|Fg, — F El(-— — 24
= max E[u] — (w, w)] (25)
= maXE (T = Cw, wi)]) (26)
1 2

> - _
/ﬂgELHMw wl?|. @)
since |w|, |w,| < 1. Further, denoting @ := argmin, ., |w, — w|, we have |@ — w,|* <

4w, — w]|? for all v € V (via Young’s inequality). Hence

] 2
E | F - Fg E 2
| Fo. )~ iy Fou ()| > g mamlo - )

31



PRIVATE STOCHASTIC OPTIMIZATION WITH LARGE WORST-CASE LIPSCHITZ PARAMTER

Now we apply Fano’s method (see e.g. [64, Lemma 3]) to lower bound max,cy E[w — w,|%.

— 4 2 . . .
For all v # v/, we have |w, — w,/|? > HVHVWQH > 1 since dyam (v, ') > 4 and v € {1} implies

v — /|2 = £ and |[v|?> = d. Also, a straightforward computation shows that for any j € [d] and

v, eV,
1+ 7 d d
Dic(Qu]IQuy) < —52* llog <‘Q§p> + log (\}F_p” (29)
1+ 5
<log<1_£> (30)
3p
X T > 31
< d 3D

for our choice of p, provided % = ﬁ € (0, %), which holds if n > 4. Hence by the chain rule for

KL-divergence,

DKL(QZ/HQV') < 3]0\/& = 3%

7

for all v,/ € V. Thus, for any w € W, Fano’s method yields

1 (1 - 3p\/3+1og(2)> 1 (1_ 60 —2010g(2)>

E - Wy 2 = =
maxElw —w, |7 > 3 (d/20) d

2

which is (1) for d > 40 > 201og(2) and n > 7202. Combining this with (28) and plugging in

| = \/g shows that

EFy, (A(X)) — Fj, = Q ( d)

n

for some v € V (for any algorithm A), where X ~ Q7.

Next, we scale our hard instance for arbitrary ~, D > 0. First, we scale the distribution @), —
Q. = vY*Q,,, which is supported on X = {+~/#}¢. Denote its mean by EQ, := i, = v/,
Also we scale W — W = DW = B$(0, D). So our final (linear, convex, smooth) hard instance is
fiWx X >R, f(#,7) = (@, &), F(@) := E;_g f(,%). Denote F(w) := Eyq, f(w, ).
Note that

E(Vf(@,%) — VF(@), ¢j)|* = E[(-Z + EZ, ¢j)|*
= E’% - /jVj|k
= Ey"* (@ — )| <.

Further, we have w* := argmin, ., F(w) = HZ—ZH and W* := argmin__; F(@) = Dw*. There-

fore, for any w € W, w = Dw € W, we have

F(@) — F(@*) = —(@, i) + (@*, i) (32)
= (D(w* —w),v"* ) (33)
= DAYF[F(w) — F(w®)]. (34)
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Thus,
EF(A(X)) - F* = y/*D[EF(A(X)) — F*],

so applying the lower bound for the case D = v = 1 (i.e. for the unscaled F') yields the desired
lower bound via F'.

1. We will use nearly the same unscaled hard instances used to prove the private and non-private terms
of the lower bound in part 3, but the scaling will differ. Starting with the non-private term, we scale the
distribution @), — @,, = fQ,, and X — X = \’"}X Also, scale W — W = DW = B4(0, D).

Let f(w,T) := —(w, T, which satisfies all the hypotheses of the theorem. Also,

~ k ~ k
E. ~ |sup||Vf(@,2)|F| = ”) E,. xk(”ﬂ) dk2 — k).
N T e e e

Now @* = Dw* as before and letting F(-) := =E; 5, f(-,T), we have
7D
Vd

for any w = Dw. Thus applying the unscaled non-private lower bound established above yields a

~

F(®) - F(@*) = == [F(w) - F*]

lower bound of €2 \F on the non-private excess risk of our scaled instance.

Next, we turn to the scaled private lower bound. The unscaled hard distribution @/, given by

Q= 0 with probability 1 — p
" | p~*v  with probability p

(with the same linear f and same V) provides the unscaled lower bound

Nz A
A — F* = Q| Vdmin ,
EF(A(X)) - F 1, (\m)

"X, and

’ N Ty - v _
by the proof of [36, Theorem 6.4]. We scale )}, — Q, = \/gQV, X X 7

W — W = DW. Then for any w € W,

~ k
Tk - -~
B, |sup 1950, 014] = () Eveolelt = plp it = 9.

Moreover, excess risk scales by a factor of ?, as we saw above. Thus, applying the unscaled lower

bound completes the proof of part 1.

2. We use an identical construction to that used above in part 1 except that the scaling factor 7, gets
replaced by 7. It is easy to see that E [sup,eyy |V f (w, 2)|*] = supepw E [|V f (w, )[*] for our
construction, hence the result follows. [ |

Remark 22 The main differences in our proof of part 3 of Theorem 21 from the proof of [36,
Theorem 6.4] (for v = D = 1) are: 1) we construct a Bernoulli product distribution (built on [24,
Example 7.7]) instead of a Gaussian, which establishes a lower bound that holds for all k > 2
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instead of just k = O(1); and 2) we choose a different parameter value (larger p in the notation
of the proof) in our application of Fano’s method, which results in a tighter lower bound: the term
min{1,~/d/n} in [36, Theorem 6.4] gets replaced with \/d/n."> Also, there exist parameter settings
for which our lower bound is indeed strictly greater than the lower bound in [36, Theorem 6.4]: for

instance, if d > n > d/p and k — oo, then our lower bound simplifies to Q(\/g ). On the other hand,
the lower bound in [36, Theorem 6.4] breaks as k — oo (since the k-th moment of their Gaussian

goes to infinity); however, even if were extended to k — 0 (e.g. by replacing their Gaussian with
our Bernoulli distribution), then the resulting lower bound Q(1 + —%) would still be smaller than

Ve
3

the one we prove above.'

Theorem 23 Let k > 2, p,7y,7%, 7 > 0, n € N, d > 40, and p < d. Then, for any p-zCDP
algorithm A, there exist convex, compact sets W, X < R? of diameter D, a ji-smooth, ji-strongly
convex (in w) loss f : W x X — R, and distributions D and D' on X such that:

1. Assumption I holds with D ~ %’“, and if X' ~ D', then

~D Tk
EFAX)) —F* =0 [ % (L mind 1, (V&)
w\n N

2. Assumption 2 holds with D ~ % and if X' ~ D'", then

2k—2

2 k
EFAX) - F* = [ % L4 min 1, <‘/E>
w\n A/ pn

3. Assumption 3 holds, D =~ W’ and if X ~ D", then

2k—2

2/k k
EF(AX)) - F* =0 | 1— 44 gmin {1, <*/g>
po\n NG

Proof We will prove part 3 first. 3. We first consider v = © = 1 and then scale our hard instance. For
f(w,z) == 3|w—z|?, [36] construct a convex/compact domain W x X = R? x R? and distribution
D on X such that
2%;2
d
EF(A(X)) — F* = Q | dmin{ 1, (‘f>

N

for any k and any p-zCDP algorithm A : X" — W if X ~ D".!* So, it remains to a) prove the
first term (d/n) in the lower bound, and then b) show that the scaled instance satisfies the exact

12. Note that [36, Theorem 6.4] writes 4/d/n for the first term. However, the proof (see Equation 16 in their paper) only
establishes the bound min{1, 1/d/n}.

13. By Lemma 3, lower bounds under Assumption 3 imply lower bounds under Assumption 2 with ,71/ * replaced by
r/+/d. Nevertheless, we provide direct proofs under both assumptions for additional clarity.

14. In fact, W and X can be chosen to be Euclidean balls of radius v/dp~/* for p defined in the proof of [36, Lemma
6.3], which ensures that ED € W = X.
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hypotheses in the theorem and has excess loss that scales by a factor of v%/% /1. We start with task a).
Observe that for f defined above and any distribution D such that ED € W, we have

EF(A(X)) ~ F* = [EJA(X) ~ ED|? (35)
(see [36, Lemma 6.2]), and
EKV f(w,z) — VF(w), ej>|]’C = E|(z — Ez, ej>]k.

Thus, it suffices to prove that E|A(X) — ED|? = % for some D such that E[(z — Ez,e;)|* < 1
This is a known result for products of Bernoulli distributions; nevertheless, we provide a detailed
proof below. First consider the case d = 1. Then the proof follows along the lines of [24, Example
7.7]. Define the following pair of distributions on {+1}:

p._ )1 with probability £
°"7 =1 with probability 1

and
{1 with probability 13°
P1 =

—1  with probability 152

for § € (0, 1) to be chosen later. Notice that if X is a random variable with distribution P, (v € {0, 1}),
then E|X — u|* < E|X|* < 1. Also, EP, = év for v € {0,1} and |[EP; — EPy| = 6 (i.e. the two
distributions are J-separated with respect to the metric p(a, b) = |a — b|). Then by LeCam’s method
(see e.g. [24, Eq. 7.33] and take ®(-) = (-)?),
2 52 m n
max Ex.pp|AX) —EP[" > —[1 - |F = Pl'|rv].
vef{0,1} 8

Now, by Pinsker’s inequality and the chain rule for KL-divergence, we have
n 1
1Py — P ”TV DKL(P()le) *DKL(POHPl) = Elog )

Choosing § = \/%—n < % implies | Py — P HQTV < né? = % Hence there exists a distribution
D € {Py, P} on R such that

B, A -EPEs S [1- L]s L
X~Dr ~ 8 V2|7 64n

For general d > 1, we take the product distribution D := Dlon X = {£1}? and choose W =
B4(0,+/d) to ensure ED € W (so that (35) holds). Clearly, E[(D — ED, e;)|* < 1 for all j € [d].
Further, the mean squared error of any algorithm for estimating the mean of D is

Ex~pr|A(X) ~ ED|? = EE\A ); —ED;? > (36)

64n’
by applying the d = 1 result to each coordinate.
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Next, we move to task b). For this, we re-scale each of our hard distributions (non-private
given above, and private given in the proof of [36, Lemma 6.3] and below in our proof of part

2 of the theorem-see (40)): D — %D D, X — Z X=X, W12 /kW W and

fiWxX — uf=F:WxX. Then f(, ) is p-strongly convex and p-smooth for all ¥ € X and

1/k
MR (7> (x — Ex,e;)
L

forany j e [d],z ~ D, T ~ D WeW. Thus, the scaled hard instance is in the required class

k
E(V f(@, %)~V E(@), e;)|F = pFE|(F—EF, e;)|F =

of functions/distributions. Further, denote F'(w) = Ef(w,z), & := = argmin VN\/F( @) = ED =
Zk ED. Then, forany w e W, w := %w we have:
F(@) - F(@") = SB[ - & - & - 2] 37)
2/k
- ('L) E [Jw—af? - Ju* - 2] (38)
S/
- [F(w) = F(w")]. (39)

1/k

In particular, for w := A(X) and w := A’T.A(X), we get

[V N
Fll—AXx)|-F*
n
1/k

for any algorithm A : X™ — W. Writing A(X) := 7TA(X) and X := %X for X € X", we
conclude

2/k

Eax~pn = Eaxope [FAX)) ~ 7]

E ¢in [ﬁ (,Zt(f()) - ﬁ] - VZ/ICE Ax~pn [FAX)) — F¥

for any A Xm W, Therefore, an application of the unscaled lower bound

2k—2
o fa Vi)
]EA7X,\,D7L [F(A(X)) - F ] =0 E + dmin ]_, (W) N

which follows by combining part 3a) above with [36, Lemma 6.3], completes the proof of part 3.

1. We begin by proving the first (non-private) term in the lower bound: For our unscaled hard
instance, we will take the same distribution D = P¢ (for some v € {0,1}) on X = {+1}¢ and
quadratic f described above in part 1a with W := Bg(0, +/d). The choice of W ensures ED € W so
that (35) holds. Further,

E [sup IV F(w, N} _E [sup o - :c||k] < E[32]"] < (9a)"".
wew

wew

36
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Thus,jfwescalef—» f=pf;W-WwW:= M%W,Xef = MT/’“@X andD — D = M?@D,

then f(-, X) is u-strongly convex and p-smooth, and

~ k 1 k .
E|sup |[VA(@,%)| | =E|sup |@—F|*| = pF+® () E[sup Vf(w, ]g?@
LGW\ ( >)] Lewn H i) B Vw0l

~

Moreover, if ( P ) A=A: X" - W is any algorithm and X ~ 25", then by (36) and (35), we

3uvd
have
T I I o N L TR 2. Tk
EF(A(X)) — F* = ZE|A(X) — ED =( )EAX—ED = .
(A(X)) GEIACD) ~EDI? = § (- ) BIA) - EDIP2

Next, we prove the second (private) term in the lower bound. Let f be as defined above. For
our unscaled hard distribution, we follow [8, 36] and define a family of distributions {Q, },c) on
R4, where V < {£1}% will be defined later. For any given v € V, we define the distribution Q,, as
follows: X, ~ @, iff

(40)

¥ 0 with probability 1 — p
"\ p Yk with probability p

where p := min (1, r\/\/ﬁﬁ). Now, we select a set V < {+1}¢ such that | V| = 2%20 and dyam (v, V') =

% forall v,1/ € V,v # 1/': such V exists by standard Gilbert-Varshamov bound (see e.g. [2, Lemma
6]). Forany v € V,if 2 ~ Q, and w € W := BZ(0,/dp~'/%), then

E [su% IV F(w, x)\’f} _E [su% o - xu’“] < E[20]"] = 24 (pllpVEu ) = 24w = 2¥a.
we we

Note also that our choice of WV and p < 1 ensures that E[Q, ] € WW. Moreover, as in the proof of [36,

Lemma 6.3], zCDP Fano’s inequality (see [36, Theorem 1.4]) implies that for any p-zCDP algorithm
A,

2k—2

supE JAX) —EQ,|> =9 [ dmin{ 1 v ) (41)
X~Qn,A - vl = o :
veV @ n\/ﬁ
Thus,
N/* 2ﬁ;2
d
Ex~on AF(AX)) —F*=Q | dmin < 1,

Qs AF(A(X)) N

for some v € V, by (35). Now we scale our hard instance: f — f =uf, W— W= 1k W,

2u\/a
X - X:= 2;%)( and D — D = QZ%D. Then f(-, ) is pu-strongly convex and p-smooth, and

~

E

~ k
Y~ o~ ~ ~ r ~
sup [V F(@, DI | = E | sup & - 2* | = ¥ (’“) E [sup HVf(w,x)l’“] <70,
G G Q,U\/a weWw
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Moreover, if < 2#’\“/3) A=A: X" > Wis any p-zCDP algorithm and X ~ D", then

~ ~

EF(A(X)) - F* = SEJA(X) - ED|?

- “( T >2EHA(X)—IED\2

2 2,ux/3
2k—2
72 NN
>k Qldmin{l,|— ,
16ud n./p

by (41).

2. We use an identical construction to that used above in part 1 except that the scaling factor 7, gets
replaced by 7. It is easy to see that E [sup,eyy |V f (w, 2)|*] & supepw E [|V.f (w, )[*] for our
construction, and the lower bound in part 2 follows just as it did in part 1. This completes the proof.
|

Remark 24 Note that the lower bound proofs construct bounded (hence subexponential) distribu-
tions and uniformly L ¢-Lipschitz, [3;-smooth losses that easily satisfy the conditions in Theorem 20.

Appendix G. Details and Proofs of Results in Section 3
G.1. Noisy Clipped Accelerated SGD for Smooth Convex Losses

We present our generic framework for accelerated SO with biased/noisy stochastic graadients
in Algorithm 4. It is built on the AC-SA of [31], and is the first accelerated DP algorithm for
heavy-tailed SO.

Algorithm 4 Generic Framework for DP Accelerated Stochastic Approximation (AC-SA)

1: Input: Data samples X € X", number of iterations 7' < n, convex loss f(-,x), step size
parameters {7¢ }te[7], {Qt }1e[r] Such that oy = 1,4 € (0,1) for all £ > 2, DP mean estimation
oracle MeanOracle (and its hyperparameters), privacy parameter p = €2/2.
Initialize wy? = wo € Wand ¢ = 1.
fort € [T] do
w? = (1 — a)wy? | + apw_q.
Draw new batch 5, (without replacement) of n/T" samples from X.
%Ft(w{”d) = MeanOracle({Vf(w%”d, T)}aeBys %)
wy 1= argmin,cyy {at<%Ft(w?d), w) + Llwi—1 — wHQ} .
wy? = apwy + (1 — ap)wy?,.
end for
Output: w;’.

R O

-
e

As a first step towards bounding the excess risk of our algorithm, we provide excess risk
guarantees for Algorithm 4 in terms of the bias and variance of the MeanOracle:
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Proposition 25 (Informal) Consider Algorithm 4 run with a MeanOrac1e satisfying VF, (win) =
VE (W) +by+ Ny, where ||b| < B (with probability 1), EN; = 0, E| N[> < X2 forallt € [T 1],
and {N;}]_, are independent. Assume that F : W — R is convex and -smooth. Then there are
choices of algorithmic parameters in Algorithm 4 such that:

D? D(X+B
EF(w%g)—F*$ﬂT2 + (\/; )

The proof of Proposition 25, given towards the end of this subsection, involves a careful analysis
of the bias and noise that propogates throughout the algorithm, and uses tools from [31]."> We
shall apply Proposition 25 with by := EVFy(w;) — VF(w;) and Ny := VFy(w;) — EVF,(w) for
%Ft(wt) given by Algorithm 1. Then, combining Proposition 25 with Lemma 8 yields the main
result of this subsection:

+ BD. (42)

Theorem 26 (Smooth, Convex - Informal) Let ¢ > 0 and assume F is convex and 3-smooth.

Then, there are parameters such that Algorithm 4 instantiated with MeanOracle Algorithm I is
2
€

& _zCDP and

2
1/4 L= k=
. =
EF(wy?) — F* <rpD | — + max <<ﬁD> \/E) , (ﬁ> . (43)

Jn Tk en en

The full statement of Theorem 26 and its proof is given at the end of this subsection.

Remark 27 (Optimal rate for “sufficiently smooth’ convex functions) Notice that the upper bound
in Theorem 26 scales with the smoothness parameter 3. Thus, for sufficiently small 3, the optimal
rates (see Theorem 21) are attained. For example, when k = 2, the upper bound in (43) matches the

dd
en

1/18
respective lower bound in Theorem 21 when 3 < % ( ) s this would be the case for example if

B and D are constants and d > (en)l/ S, In particular, for affine functions—which were not addressed
in prior works [36, 62] since these works assumed NV F (w*) = O-we have 3 = 0, so that Algorithm 4
is optimal (up to constant factors) for all k > 2.'°

Having discussed the dependence on §3, let us focus on understanding how the bound in Theo-
rem 26 scales with n, d and €. Thus, let us fix 3 = D = v = 1 and = +/d for simplicity. If k = 2, then

the bound in (43) simplifies to O (\/% + max {%, % }) , whereas the lower bound in Theorem 21

(part 2) is Q (\/g + %) Therefore, the bound in (43) is tight if d3/% > en. For general n, d, €, (43)

is nearly tight up to a multiplicative factor of (=) 1/18

(not linear time) bound for € ~ 1 was O ( %) [36, Theorem 5.4]. Our bound (43) improves over [36,

. By comparison, the previous state-of-the-art

Theorem 5.4] if d = n'/6, which is typical in practical ML applications. As k — o0, (43) becomes

15. Our analysis can be extended to the strongly convex setting, resulting in a bound that is essentially the same as the
strongly convex bounds in [31, Theorem 1 and Proposition 7], plus a term scaling with BD. However, the bias term
BD is too large to yield near-optimal strongly convex rates, which is why we only use acceleration in the convex case.

16. An affine function is a function that is linear in w: i.e. V f(w,z) does not depend on w, hence V2., f(w, z) = 0.
The assumption made in [36, 62] that VF (w*) = 0 is needed for the mean oracle of [33], which is used in [36, 62].
Also, note that the lower bound construction in Theorem 21 uses an affine function.
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o (\/% + (%)4/ 5) for € ~ 1, which is strictly better than the bound in [36, Theorem 5.4]. Addition-
ally, the gradient complexity of our algorithm is n, which is superior to the O(n?/d) complexity of
the algorithm in [36].

Next, we provide the formal versions and proofs of results presented above.

Proposition 28 (Complete Version of Proposition 25) Consider Algorithm 4 run witha MeanOracle
satisfying V Fy(wm) = VF(w") + b, + Ny, where ||b|| < B (with probability 1), EN; = 0,
E|N:|? < X2 forall t € [T — 1], and {N;}]_, are independent. Assume that F : W — R is
convex and [3-smooth, F(wy) — F* < A, and |wg — w*|| < D. Suppose parameters are chosen in
Algorithm 4 so that for all t € [T], n; > Ba? and 0Ty = n1/T'1, where

Then,
Ty D2 L 1202(22 + B?
TN +FT2[0%( 2) X
2 Pt(nt Bat)

In particular, choosing oy = t% and ny = t(ﬁl) YVt = 1, where nn = 23 implies

EF(wy’) — F* <

4nD? 432 + B*)(T + 2)

EF(wS) — F* < BD.
(wr’) = T(T+1) 37 *
Further, setting n = max {2ﬂ, I92ys2+B? VgQJrBQ} implies

BD? D(T + B)
™ T UT

Proof We begin by extending [31, Proposition 4] to biased/noisy stochastic gradients. Fix any
Wi_1, wffl e W. By [31, Lemma 3], we have

EF(wy) — F* < + BD. (44)

Fw?) < (1—a)F(wy9,)) + a[F(z) + {VF(z),w — 2)] + gwag — 2|, (45)

for any z € W. Denote

2 N, b 2
Ti(w) := a{Ny + by, w — wy—1) + M
— Bag
and d; := wy? — w™ = a;(wy — wy—1). Then using (45) with 2z = w/™%, we have

F(f) < (1= a) F(ui,) + aa[F(uf™) + (T F (f), wy — ] + 2

— (1= a)Pf?,) + aul P + (TR (), w = wf ]+ 2wy — w20
t

(46)

40
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by the expression for d;. Now we apply [31, Lemma 2] with p(u) = o [<VFt( swl, pp =
0, o =1n, T = w%”d, and y = w;_1 to obtain (conditional on all randomness) for any w E W:

o[ F(w™) + (VF (] ) w = wf ] 4+ 5wy — i
< ol F(w]") + (V] w — wf' )]

+ Ny + by = 0]y + gy —w]? = Ty — w

Next, we combine the above inequality with (46) to get

F(wi?) < (1= o) F(wy?) + on[F(wi™®) + (VF (wi), w — w" )] + [Hwt,l —w|* = Jw; — w]?]
— D
+ —%Hdtlﬁ + Ny + by, w — wy), 47
Qi
U

for all w € W. By Cauchy-Schwartz, we can bound

e — Bag
204%

< Ti(w), (48)

U < — [dell® + [ Ne + bel e + e Ne + by, w — we—1)

where the last inequality follows from maximizing the concave quadratic function ¢(|d;|) :=
[m Bat] |d¢||? + | Nt + be|||ds]| with respect to |d¢|. Plugging the bound (48) back into (47)
shows that

F(wi?) < (1= a)F(wi?y) + ea[F(wi™) + (VF(w]"), w — wi*®)] + [Hwt 1= w]? = fwe — w]?]
+ Te(w). (49)

Then it can be shown (see [31, Proposition 5]) that the assumptions on 7, and o, imply that

—Tr Z [Ft ( )+ (VF(w™), w—w™ )] i UT Jwi—1 — w]? = Jw, — w]?]
) (50)

T
FTZ Ttw

(51

forany w € Wand any T > 1. Now,

T
3 Qt_
oL
by definition. Hence by convexity of F/,

T
Z [?Z <F(w£nd) +(VF(w), w — w} d>>} F(w), Ywe W.

t=1
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Also, since I'y/n; = T'y/my for all ¢ > 1, we have

!

1
Z Lo 1= wl? = Jw = w]?] = thr [lhwo = w]* = wr = w]*] < T o — wl?,

since I'; = 1. Substituting the above bounds into (50), we get

T
a 1
F(wy?) — F(w) < FT771§Hw0 —w|* + T 2 F(t w) Ywe W. (52)
=1

Now, setting w = w™ and taking expectation yields

Ty D2 IET
E[F(w) — F*] < Tm + Ty Z il (53)
I'pmy D? 1 . 202 (%2 + B?)
<= 4r — By, w* —wyq )+ S 2 54
5 T TZ[Ft<OCt<tw wi—1) + = fod (54)
FTmD { < 202 (%2 + BQ)H
+Tr aBD + ———— | |, (55)
Z t e — Bol

where we used conditional independence of N; and w* — w;_1 given w;_1, Young’s inequality,
Cauchy-Schwartz, and the definitions of B2 and ¥.2. This establishes the first claim of the theorem.
The second and third claims are simple corollaries, which can be verified as in [31, Proposition 7]
and the ensuing discussion. |

Theorem 29 (Complete Version of Theorem 26) Let ¢ > 0 and assume F' is convex and 3-smooth.
Then, there are parameters such that Algorithm 4 instantiated with MeanOracle Algorithm I is

2 _ . [ pp\2H/GR-1) ¢ N CE=D/Gh-1)  gp
5-zCDP. Further, ifn > T := [mln { <ﬁ) (W) A/ 5o /4%, then,
1/4 S =
1 D d) " d
EF(wy) — F* <rpD | —= + max pD £ , £
vn Tk en en
Proof

Privacy: Choose 02 = 421’52. First, the collection of all VF,(w/™?), ¢ € [T is %—ZCDP: since

the batches of data drawn in each iteration are disjoint, it suffices (by parallel composition [48])
ad 2

to show that V F}(w/™) is 5 -zCDP for all t. Now, the /2 sensitivity of each clipped gradient

update is bounded by A = sup,, xx |57 Xpes, o (VS (w, 7)) — Zx/ersg Ho(Vf(w,2))| =

SUPy 4ot | S e (V f (w, 3)) — Hc(Vf(w 2'))| < %L Thus, %Ft( 4 is %—ZCDP by Proposi-
md)

tion 6. Second, the iterates w;? are deterministic functlons of VFt( so the post-processing

property of differential privacy [16, 26] ensures that Algorithm 4 is 7—ZCDP.
Excess risk: Consider round ¢ € [T] of Algorithm 4, where Algorithm 1 is run on input data

{Vf(wy, Z)}n/ Denote the bias of Algorithm 1 by by := EV F(w;) — V F (w;), where VFy (w;) =
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v in the notation of Algorithm 1. Also let @Ft(wt) := [ (in the notation of Lemma 8) and de-
note the noise by Ny = VFi(w;) — VF(wy) — by = VF,(wy) — EVF(w;). Then we have
B = bl < rk dy? .— ENN 2] < do2 r’T  dC?*1? 2T
1= supgeqry be] < GjEE=r an = supserr) E[|Ve[*] < do® + 5= < S5 + 5

by Lemma 8. Plugging these estimates for B and X2 into Proposition 25 and setting C' = r( \/E;LT)V k

we get

’

2
. BD*  D(Z+B)

EF(wy) — F* < 7 T + BD
D? CDdT rD kD
< 5 + + I T—_
T2 en Jn o Ck-1
(k=1)/k
BD? 1 \VdT
<" +rD|— . 56
St N e (56)

en

(k—1)/k
Now, our choice of T" implies that fBT—%Q <rD { \/Cﬁ) ] and we get the result upon

S
+
~

plugging in 7. |

G.2. Noisy Clipped SGD for Strongly Convex Losses

Our framework for strongly convex losses, given in Algorithm 5, is to run SGD with biased/noisy
stochastic gradients given by some MeanOracle. This general framework is similar to the frame-
works of [36, 62], but with some key differences. The main differences in our approach lie in the
choice of algorithmic parameters (including MeanOracle, step size, and iterate averaging weights),
as well as in our analysis of the algorithm.

Algorithm 5 Noisy SGD Framework for Heavy-Tailed SCO
1: Input: Data X € A", T' < n, MeanOracle (and truncation/minibatch parameters), privacy
parameter p = €2/2, stepsizes {1 }1_,, averaging weights {(;}7_,.

. Initialize wog € W.

: forte {0,1,--- T} do

Draw new batch 5, (without replacement) of n/T" samples from X.

%Ft(wt) := MeanOracle({V f(ws, ) }zeB,; 7; %)

w1 = Iy [wt — nt%Ft(wt)]
end for
. Output: W7 := %T Ztho (w1, where Zp = ZtT:O G

e A A o

We have the following privacy and utility guarantees for Algorithm 5:

Theorem 30 (Smooth, Strongly Convex) Let ¢ > 0, and assume F is p-strongly convex and 3-

smooth with k = % < n/In(n). Then, there are parameters such that Algorithm 5 instantiated with
2
€

MeanOracle Algorithm I is 5 -zCDP, and

2k—2

EF(ap) — F* < & [ Ly (Cmn(n)) . (57)

TN

w\n en
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To obtain Theorem 30, we will apply Proposition 31 to the biased noisy stochastic gradients provided
by the private mean oracle Algorithm 1. Combining Proposition 31 with Lemma 8 and a suitable
choice of algorithmic parameters yields the excess risk bounds in Theorem 30. The full proof is
deferred to the end of this subsection. As we saw in Theorem 23, the bound (57) is optimal up to a
factor of O(r(F—1/k),

To prove the excess risk bounds in Theorem 30, we first derive a novel convergence guarantee
for projected SGD with generic noisy biased stochastic gradients:

Proposition 31 Let F' : W — R be u-strongly convex and 3-smooth with condition number k := %

Let w1 = Iyyl[w, — nt%Ft(wt)], where %Ft(wt) = VF(w) + by + Ny, such that the bias

and noise (which can depend on w; and the samples drawn) satisfy ||b;| < B (with probability

1), EN; = 0, E|N;|? < X2 forall t € [T — 1], and that {N;}]_, are independent. Then, there

exist stepsizes {n;}1_, and weights {Ct}tT:O such that the average iterate W := ﬁ Z?:O w1
t=0

satisfies

T
EF(@r) — F* < 328D? exp (—) +

7252 N 282
4K wr wo

Compared to the results in [6] for (non-strongly) convex DP ERM and [3] for non-private uncon-
strained PL losses, Proposition 31 is tighter, since we leverage smoothness and strong convexity. Our
analysis also corrects the issue in [36, 62].

Proof [Proof of Proposition 31] Define g(w;) = —n—lt(wtﬂ — wy). Then

E|wit1 — w*|?* = E|we — neg(we) — w* |

= Elw, — w*|* — 2 Eg(we), wp — w*) + nE|g(wy)|*. (58)
Now, conditional on all randomness, we use smoothness and strong convexity to write:

F(wiy1) — F(w*) = F(wir1) — F(we) + F(w) — F(w®)

< (F(wy), w1 — wy) + §||wt+1 — wi® + (VE(wy), wp — w*) — gHwt —w*|?

N N 2
= (FFiwn) w1 — w*) + (T F () = VFu(w), wesn — ) + 208 g ) |2

~ 2
< Cglun) wpsr — w*+ (T () — VFu(w), wenn ) + 20 o) 2 — 2 o

2
= {g(wy), wir1 — we) + {g(we), wy — w*) — by + Ny, w1 — w*) + —= | g(wy)

= Slhwy —w|?

2

2
= ot = 0 = oot N =0+ (8 ) Lt = § or = 2

44
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where we used the fact that (TTyy(y) — , Iy, (y) — y) < 0 forall x € W,y € R? (c.f. [15, Lemma
3.1]) to obtain the last inequality. Thus,

2
—2niE{g(wy), wy — w*) < =2nE[F(wir1) — F*] + QUtE[ — (b + Ny, wegr —w™) + (Bm - ﬁt) lg(w)|?

2
— Slhw — w*|2].
Combining the above inequality with (58), we get

Elwis1 — w*[? < (1 = pme)E|wy — w*[* = 20B[F(wi41) = F*] = 20Bby + Niy wir — w*)

(59
P
+ 2 (U;ﬁ - 77t) E|g(wy)|?. (60)

Next, consider

|E<bt + Ny, wep1 — ’LU*>| < ‘E<bt + Ny, wiy1 — ’wt>| + |E<bt + Ny, wy — w*>|
= |ECb + Ni, wis1 — we)l + [ECy, we — w*)|

B2 1% *12
< |ECby + Ni, w1 — we)| + m + ZEHwt —w*|

by independence of N; (which has zero mean) and w; — w*, and Young’s inequality. Next, note that
vi=wy — n(VFE(wy) + by) is independent of Ny, so E(Ny, ITyy(v)) = 0. Thus,

|E(Ng, wi g1 — wip| = [ECNg, wirr))
= |E(Ny, Iy [wy — e (VF(wy) + by + Ny) )|
= [E<Ng, Iy [v — meNe )|
= [E<(Ng, Iy [v] = Thw[v — neNe D))

E [| Ve[ [Thw [v] = hw[v — meNe] ]

E [ Ne[[[|9e Nell]

my?,

NN N

by Cauchy-Schwartz and non-expansiveness of projection. Further,

[ECbe, wi 1 — wi)| = [EXCby, —meg(wy))|
B2 77t2/~6 2
< — 4+ ==FK ,
Lt lg(w)]

by Young’s inequality. Therefore,

232 2
2By + Niy w1 — w*) < 20 [M + EE|g(wn) P + meS? + DEJwr - w*P] .
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Plugging this bound back into (59) and choosing 7; < % ylelds

4n, B
Elwgs —w*? < (1= E1) Elwe — w | - 20E[F (wer) — F*] + ”tT + 2%

;s i
#2n (22— B Blg(an

4n, B?
< (1= 51) Elw — w*|? - 20E[F (wisr) — F*] + "tT + 2?52,

F* _ 2B?
n
a:=50b:=2,c¢c= 232, and g = 3. We may assume s; > 0 for all ¢: if this inequality breaks for

Next, we apply Lemma 32 (see below) with r; := E|w; — w*|?, s; := EF(w1) —

some ¢, then simply return w1 instead of @y to obtain EF (w;) — F* < 2—’32. Thus,

—,uT> 14452 232}
+ +

1
E[F — F*] < = [328D?
2% wt+1 ] 2[ B eXP( 43 T "

Finally, Jensen’s inequality yields the theorem. |

Lemma 32 [55, Lemma 3] Letb > 0, let a,c = 0, and {n:}1>0 be non-negative step-sizes such
that n; < for all t = 0 for some parameter g = a. Let {r:}=0 and {s;}1=0 be two non-negative
sequences of real numbers which satisfy

res1 < (1—any)ry — bygsy + ey

forallt = 0. Then there exist particular choices of step-sizes n; < é and averaging weights (; = 0
such that

T
b —aT 36¢
T, tz{:)st(t + arr41 < 32grg exp <2g) + ol

where I'r 1= Z;‘F:o V.

Theorem 33 (Re-statement of Theorem 30) Let € > 0, and assume F' is p-strongly convex and
B-smooth with Kk = ﬁ < n/In(n). Then, there are parameters such that Algorithm 5 instantiated

with MeanOracle Algorlthm 1is —-zCDP and

2k—2

2 k
1 dk 1
EF(d7) — F* < T + </<an(n)> . (61)
©wo\n en
Proof Privacy: Choose 02 = 42122 . Since the batches of data drawn in each iteration are disjoint,

it suffices (by parallel composition [48]) to show that %Ft(wt) is %-ZCDP for all t. Now, the ¢5 sen-
sitivity of each clipped gradient update is bounded by A = sup,, x. x | L Ywes, Ho(Vf(w,z)) —
Sves o (Vf(w, )| = supy 4o [ FHe(V f (w, 2)) = T (V f(w,2”))| < 25E. Hence Propo-

sition 6 implies that the algorithm is %-ZCDP.
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Excess risk: For any iteration ¢ € [T'], denote the bias of Algorithm 1 by b; := E%Ft(wt) —VF(w),
where VF(w;) = U in the notation of Algorithm 1. Also let VFy(w;) := ¥ (in the notation of
Lemma 8) and denote the noise by Ny = V Fy(w;) —V F(wy) —by = VFy(wy) —EV Fy(w;). Then we

r(K) 2T 272 2T
have B := supye(r [be] < G—fge=r and 22 := sup;err) E[| Ve|?] < do? + 5= < 950 + T

~ 2p2 n °

by Lemma 8. Plugging these bias and variance estimates into Proposition 31, we get

4k

_ T 1 (dC?T? ;T ik
EF (@7) — F* < BD?exp <—> + < 3 ’;L ) +

ﬁ C2%k=2y

2,2

1/2k
Choosing C' = 1y, (6 =T ) implies

N T\ (1 (dr \*E
EF(d7) — F* < BD? exp <_4/€> +;k <n+ (627”L2> .

(k=1)/k

Finally, choosing T = [4& In (”[i D2 (n + (62§2> >>w < k1In(n) yields the result.
k

|

Appendix H. Details and Proofs of Results in Section 4

Assume: f(w,z) = fO(w,z) + f(w); fO(-, x) is differentiable (maybe non-convex), f* is proper,
closed, and convex (maybe non-differentiable) for all z € X; and F(w) = F°(w) + fY(w) =
E,p[f%(w, )] + f(w) satisfies the Proximal-PL condition [37]:

Definition 34 (u-PPL) Let F(w) = FO(w) + f!(w) be bounded below; F° is -smooth and f* is
convex. F satisfies Proximal Polyak-tojasiewicz inequality with parameter p > 0 if

P () ~ it F(0')] < ~fmin | (TP ()= w) + Sl = wlP + 700 = 1), vwe e

Theorem 34 is an extension of the classical PL inequality [50], allowing for constrained optimization
and/or non-smooth regularizer, depending on the choice of f!. For PPL losses, we propose Algo-
rithm 6, which is a linear time algorithm. Recall that the proximal operator of a convex function g is
defined as .
Prox,,(z) := argmin (ng(y) + 5”9 - z|2> , forn > 0.
yeRd

Proximal operators generalize projections: if g = iy, then prox,(z) = Iy (z) := argmin,eyy, |y—
z||?. The privacy and excess risk guarantees of Algorithm 6 are provided in Theorem 35:

Theorem 35 (Proximal-PL) Let ¢ > 0 and assume F(w) = F°(w) + f'(w) is u-PPL for j3-
smooth FO, with k = 2 < n/In(n). Then, there are parameters such that Algorithm 6 is %-zCDP,

o
and
2k—2

EF(wyp) — F* < ﬁ (ﬁﬁln(n)> k + rln(n)

7 en n
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Algorithm 6 Noisy Proximal SGD Framework for Heavy-Tailed SO

1: Input: Data X € X", T' < n, MeanOracle (and truncation/minibatch parameters), privacy

parameter p = ¢2/2, stepsizes {0}

2: Initialize wg € W.

3: forte {0,1,--- ,7 — 1} do
4:  Draw new batch B, (without replacement) of n/T" samples from X.
5. VF%w,) := MeanOracle({VfO(wy, )} ses,; ik é)
6
7
8

2
Wil = Prox,, s (wt — ntVFtO(wt)>
: end for
: Output: wy.

The bound in Theorem 35 nearly matches the smooth, strongly convex lower bound in Theorem 23
up to the (5(m(2k_2)/ 2) factor, and is attained without convexity. In particular, Algorithm 6 is nearly
optimal.'” To prove Theorem 35, we first derive Proposition 36, a generic convergence guarantee for
Algorithm 6 with biased, noisy stochastic gradients in terms of the bias and variance of the oracle:

Proposition 36 Consider Algorithm 6 with biased, noisy stochastic gradients: %Fto(wt) =

VEFY(wy) + by + Ny, and stepsize n = 215. Assume that the bias and noise satisfy |b;| < B

(with probability 1), ENy = 0, E| N¢||* < X2 for all t € [T — 1), and that { N;}_, are independent.
Assume further that F is u-PPL, F 0is B-smooth, and F (wo) — F* < A. Then,

T 2 2
EF(wr) — F* < < —“) A UBTHED
253 %

Proposition 36 generalizes [3, Theorem 6]-which provides a similar bound for the unconstrained,
classical PL problem—to the proximal setting. However, the proof of Proposition 36 is very different
from the proof of [3, Theorem 6], since the proximal operator makes it difficult to bound the
excess loss without convexity when the stochastic gradients are biased/noisy. Our proof draws
inspiration from the proof of [45, Theorem 3.1] (for the case of unbiased stochastic gradients and
Lipschitz loss function). Specifically, we view each biased/noisy proximal evaluation as an objective
perturbation [19] problem. Then, using techniques from the analysis of objective perturbation, we
bound the difference between the errors of the biased, noisy stochastic proximal gradient steps and
the unbiased noiseless proximal gradient steps, the latter of which can be bounded via the PPL
inequality. Compared to the proof of [45, Theorem 3.1], here we need to carefully handle the bias
term and bound the error without appealing to Lipschitz continuity of f.

17. Since any smooth, strongly function satisfies the PPL condition [37], the lower bounds in Theorem 23 also apply to
the PPL function class considered here.
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Proof [Proof of Proposition 36] Our proof extends the ideas in [45] to generic biased and noisy
gradients without using Lipschitzness of the loss. By 3-smoothness, for any r € [T — 1], we have

EF(wr11) = E[F(wr1) + £ () + fwpsn) — ()]
< B {Plun) + [ TR ) wria =)+ S orss =l + Fwrin) = )|
+ E(VF(w,) — VF(w,), wyp1 — wy

=EF(w,) +E <VF0(wr)vwr+1 —wy) + gHwH—l - er2 + fl(wr-H) - f1<wr)

(62)

+ <b7" + Nra Wr+1 — w’r‘>]

— E(by + Npywpgp1 — wyy

<EF(w,) + E[(VF(w,), w1 = wr) + Blwrs1 = w2 4 [ (wy11) = £ (w,)
(63)
B% + %2
+ By + Ny sy = wr)| + —5 (64)
where we used Young’s inequality to bound
B% + ¥2

—E(b, + Npywpg1 — wyy < —5 + gHwTH —w,|?. (65)

Next, we WiH bound E [<VFO(wT), Wri1 — wpy + Blwrs1r — we|? + fHwrp1) = fHwy) + by + Npywy gy — wr>].
Denote HY™ (y) := (VF(w,),y — wy) + Bly — w,[* + f1(y) — fH(w;) + by + Npyy — wy)

and H,(y) := (VF(w,),y — wry + Bly — w.|? + f1(y) — f*(w,). Note that H, and H"" are

23-strongly convex. Denote the minimizers of these two functions by vy, and ¥ respectively. Now,

conditional on w, and N,. 4+ b,., we claim that

|N, + by |?

privy ‘
Hy(yse ) — He(ys) < 23 (66)

To prove (66), we will need the following lemma:

Lemma 37 [43, Lemma B.2] Let H(y),h(y) be convex functions on some convex closed set
Y < R? and suppose that H is 2(3-strongly convex. Assume further that h is Ly-Lipschitz. Define
y1 = argmin,ey H(y) and yy = arg mingey[H (y) + h(y)]. Then [y1 — yall2 < 5.

We apply Lemma 37 with H(y) := H,(y), h(y) := (Ny + by, y), L, = | N, + b,

priv

Y2 = yx toget

, Yl = Yx, and

| N + br|
26

lyse — 92| <

On the other hand,

HY™ (™) = Ho(y8™) + (N + by, 2™ < HP™(y) = Hy(ys) + Ny + by, ).
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Combining these two inequalities yields

Hr(ygriv) — Hp(ys) < Ny + bpy g — yiﬁv>

< | Ny + belll|lys — yzriVH
| N, + by||?
< 67
23 67)

as claimed. Also, note that w,; = y& . Hence

E [<VF0(wr)7wr+1 - wr> + BH“}T+1 - wTHQ + fl(wr—H) - fl(wr> + <b7’ + Np, wpy1 — wr>] =E [min ngiv(y)]

yeRd
(63)
satisfies
. riv . 0 2 1 1 ¥? + B?
E | min AP (y)| < B | min {(VF (), y —we) + By — | + ) = 1 (wn)} | + ==
(69)
1 o X2+ B?

where we used the assumptions that F is y-PPL and F° is 23-smooth in the last inequality. Plugging
the above bounds back into (64), we obtain

2(2? + B?
EF(wy11) < EF(wy) — 2L [F(w,) — F*] + 2+ B 1)
26 g
whence ) )
2(¥*+ B
BLF(wrs1) — ] < E[F () - P - 2oy + 222 72
Using (72) recursively and summing the geometric series, we get
T 2 2
4(X% + B?)
E[F(w —F*<A(1—“> = T2 (73)
[F(wr) - F*] 35 p
|

With Proposition 36 in hand, Theorem 35 then follows from substituting the bias and variance
bounds of our MeanOracle (given in Lemma 8) into Proposition 36, and optimizing for clip
threshold and batch size n/T. We provide the detailed proof below:

Theorem 38 (Re-statement of Theorem 35) Let ¢ > 0 and assume F(w) = F°(w) + fY(w) is
u-PPL for B-smooth F°, with k = % < n/In(n). Then, there are parameters such that Algorithm 6
is & -zCDP, and

2k—2

EF(wyp) — F* < ﬁ (ﬁﬁln(n)> k + rln(n)

7 en n
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Proof We choose 02 = 43273212.

Privacy: By parallel composition (since each sample is used only once) and the post-processing prop-

erty of DP (since the iterates are deterministic functions of the output of MeanOracle), it suffices

to show that V F} (w;) is %—ZCDP forall £ > 0. By our choice of o2 and Proposition 6, V F, (w) is %—

zCDP, since it’s sensitivity is bounded by sup . x+ ., & |Yge, LoV O(w, )] = Y e, D[V O (w,2')]| <
L S0y 010 W[V £, 2)] — e[V £, 2')]] < 2.

Excess risk: For any iteration ¢ € [T'], denote the bias of Algorithm 1 by b; := E%Ft(wt) —VF(w),

where VF,(w;) = ¥ in the notation of Algorithm 1. Also let @Ft(wt) := 7 (in the notation of

Lemma 8) and denote the noise by Ny = VF,(w;) — VE(w;) — by = VF,(w) — EVF,(wy).

Then we have B := sup[q) [b] < (k_f% and X2 := SUDye(r] E[|N:|?] < do? + T‘%TT <

)
2
4C§ZQT2 + % by Lemma 8. Plugging these bounds on B2 and X2 into Proposition 36, and choosing

T=2 [n In ( )1 < k1n(n) where A > F(wy) — F*, we have:

Ap
B2+32

EF (wr) — F*

N

B(B>+¥?) _5 <2r,§T 212k 2d02T2>

X +
L [ n (k — 1)2C2+—2 202

1/2k
for any C' > 0. Choosing C' = r (E;{f; ) makes the last two terms in the above display equal,

and we get

as claimed.
[ |
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