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Abstract

Capability evaluations cover only a narrow por-
tion of the pathway from Al capability to real-
world harm. We introduce risk chain analysis—
tracing harm trajectories step by step and map-
ping evaluation evidence at each stage—and
apply it to three risk domains: cyber attacks,
biological risk, and agentic Al failures. Eval-
uation consistently concentrates where bench-
marking is easiest, not where risk is highest.
The uncovered steps require different methods
and different actors: sectoral regulators, deploy-
ing organisations, and domain-specific agen-
cies that currently have no role in Al evaluation.
We argue that Al safety institutes are uniquely
positioned to coordinate this distributed evalua-
tion ecosystem.

1 Introduction

Capability evaluations remain the dominant
paradigm for Al risk assessment, with 85% of eval-
uations focused at the capability level (Weidinger
et al., 2023). Yet they lack construct validity (Scha-
effer et al., 2023; Bean et al., 2025; Raji et al.,
2021) and ecological validity (Raji et al., 2022;
Weidinger et al., 2023), producing systematic over-
and underestimation of risk (Hubinger et al., 2024;
Passi and Vorvoreanu, 2022).

Despite broad acknowledgement of these limi-
tations, alternative methods have not been widely
adopted. We identify three reasons: a knowledge
problem (alternative methods are unfamiliar), an
operationalisation problem (they are costly and re-
sist automation), and a coordination problem (the
required evidence is distributed across the gover-
nance ecosystem). This paper addresses the third
directly.

We introduce risk chain analysis: decompos-
ing specific harm trajectories into sequential steps,
mapping evaluation coverage at each, and identi-
fying which actors should fill gaps. We apply this

to three structurally different cases—a malicious-
actor scenario (cyber), a well-studied domain (bio),
and a deployment failure (agentic Al)—and find a
congistent pattern: evaluation clusters at early steps
while the later steps where harm materialises are
systematically uncovered.

2 Three Cases

2.1 Cyber: AI-Enabled Ransomware on a
Hospital

Scenario. A criminal group uses Al to conduct a
ransomware attack on an NHS hospital trust run-
ning legacy systems, grounded in real precedent
(Rodriguez et al., 2025) and the WannaCry (2017)
and Synnovis (2024) attacks.

We trace six steps: (1) attacker intent and Al
access, (2) reconnaissance, (3) vulnerability identi-
fication and exploitation, (4) lateral movement, (5)
ransomware deployment, and (6) patient harm.

Nearly all evaluation effort concentrates at
Step 3: CTF benchmarks (Zhang et al., 2024;
Yang et al., 2024), vulnerability databases, and
exploit generation tasks. But the ecological valid-
ity gap is widest here. The ARTEMIS study (Lin
et al., 2025)—the first comparison of Al agents
and human pentesters on live infrastructure—found
markedly different capability profiles from CTF re-
sults. Steps 1 and 4-6 receive essentially no cover-
age. Critically, outcomes at these steps depend on
the rarget’s defences, not the model’s capabilities.
Evidence here requires NHS Digital, the NCSC,
and health regulators—organisations with no cur-
rent role in Al evaluation.

2.2 Biological Risk

Biorisk has received more evaluation attention than
any other domain, with multiple uplift studies
(Mouton et al., 2024; OpenAl, 2024; Anthropic,
2024). Even here, evaluation concentrates at Step 2
(information access). As Peppin et al. (2024) note,



there are no published empirical studies connecting
information access via LLMs to downstream steps:
material procurement, wet lab execution, and dis-
semination. These require biosecurity regulators,
DNA synthesis screening bodies, and public health
agencies (Carter et al., 2023).

2.3 Agentic AlL: Coding Agent Introduces
Vulnerability

A coding agent generates a SQL injection vulner-
ability; the developer approves under time pres-
sure; the vulnerability reaches production (Vera-
code, 2025; Apiiro, 2025). Partial coverage ex-
ists at Step 2 (code generation benchmarks). The
most consequential gap is Step 3: human over-
sight. Every agentic Al governance framework
identifies oversight as a core safeguard (Infocomm
Media Development Authority, 2025; Robey et al.,
2025; Chan et al., 2024), yet nobody has studied
whether developers actually provide effective over-
sight of Al-generated code. The automation bias
literature predicts they often will not (Parasuraman
and Manzey, 2010; Buginca et al., 2021), but this
remains untested for coding agents specifically. Ev-
idence must come from research institutions and
deploying organisations.

3 Cross-Cutting Findings

Evaluation concentrates where benchmarking
is easy, not where risk is highest. Cyber clusters
at vulnerability identification, bio at information
access, agentic Al at code generation. The steps
where harm materialises receive little or no atten-
tion.

The best-covered steps have the worst ecolog-
ical validity. CTF benchmarks, knowledge tests,
and isolated code generation tasks strip away con-
textual complexity. ARTEMIS (Lin et al., 2025),
Epoch AI’s analysis of biorisk evaluation ambigu-
ity, and Kilov et al.’s (2025) work on moral com-
petence evaluation all demonstrate that benchmark
performance is unreliable when deployment con-
text is removed.

Gaps cluster around human behaviour and
deployment context. Attacker intent, developer
oversight, institutional resilience—these are prop-
erties of sociotechnical systems, not models. They
require usage monitoring (Tamkin et al., 2024),
human interaction experiments (Dell’ Acqua et al.,
2023; Noy and Zhang, 2023), field testing (Na-
tional Institute of Standards and Technology, 2025),

deployment-context assessment, and incident anal-
ysis (McGregor, 2021).

Different steps require different actors. Al
labs and safety institutes cover Steps 1-3. Every-
thing beyond falls to organisations with no current
role in Al evaluation.

4 Who Should Do What

The risk chain framework reveals that a safety case
built on capability evaluations alone covers at most
one or two steps of a five-to-six step causal chain.
Addressing this requires distributing evaluation
responsibility—but distribution without coordina-
tion risks fragmentation. We argue that Al safety
institutes (AISIs) are uniquely positioned to serve
as the coordinating node.

4.1 AI Developers

Developers hold unique evidence on real-world
usage patterns (Tamkin et al., 2024; Zhao et al.,
2024; Zheng et al., 2024). They should invest
in ecologically valid evaluations: not just func-
tional benchmarks but operational simulations and
security testing in realistic contexts. Sharing ag-
gregated, privacy-preserving usage data—as An-
thropic’s Clio project has begun to do—would sig-
nificantly strengthen the evidence base for Steps 1-
2 across risk chains.

4.2 Sectoral Regulators and Deployers

Sectoral regulators and deploying organisations
own the later steps of every chain. NHS Digital un-
derstands hospital network architecture; financial
regulators understand trading system risk; software
engineering organisations understand code review
practices. These actors have domain knowledge for
deployment-context assessment but typically lack
Al evaluation methodology. Capacity building—
through training, shared frameworks, and collab-
orative evaluation design—is the bridge between
model-level evidence and deployment-level risk.

4.3 Safety Institutes as Coordination Nodes

AISIs have three features that make them natural
coordinators of the distributed evaluation ecosys-
tem.

First, methodological comparative advantage.
AISIs concentrate evaluation expertise that no sin-
gle sectoral regulator can replicate. Their most
valuable contribution may not be conducting every
evaluation themselves but developing the analyti-
cal frameworks—such as risk chain analysis—that



make evaluation gaps visible and tractable across
domains. This aligns with the emerging shift in
AISI mandates from direct model testing toward
supporting evaluation capacity across government
(Department for Science, Innovation and Technol-
ogy, 2024).

Second, cross-domain visibility. The risk
chains above show structurally similar gaps across
very different domains: human oversight is unstud-
ied for both coding agents and biosecurity con-
texts; ecological validity is poor for both cyber and
biorisk benchmarks. A central coordinating body
can identify these cross-cutting patterns and pre-
vent duplication of effort. No sectoral regulator has
line of sight across domains in this way.

Third, standard-setting authority. AISIs can
set standards requiring safety cases to specify
which parts of a risk pathway their evidence ac-
tually covers—and which parts remain unevalu-
ated. This reframes safety cases from “we ran
these benchmarks” to “here is where our evidence
is strong, here is where it is absent, and here is
who should provide it.” The risk chain framework
provides the structure for such requirements.

This model has precedent. Financial regulators
maintain systemic risk frameworks without audit-
ing every firm: they require institutions to report
against standardised frameworks and flag when crit-
ical risk areas lack evidence (Bank for International
Settlements, 2019). Pandemic preparedness sim-
ilarly required coordination between virologists,
epidemiologists, and public health bodies—no sin-
gle institution assessed the full risk pathway alone
(World Health Organization, 2021). AISIs could
play an analogous role: maintaining risk chain
frameworks, requiring developers to produce evi-
dence for the steps they control, requiring deploy-
ers to assess deployment-context steps, and making
visible when critical steps have no evidence at all.

As Al proliferates beyond frontier catastrophic
risk into healthcare, education, finance, and critical
infrastructure, the question AISIs face—what is
our job versus other departments’ jobs ?—is pre-
cisely what risk chain analysis helps answer. The
AIST’s job is to maintain the framework, build eval-
uation capacity in other departments, and ensure
accountability across the full chain. Individual de-
partments’ job is to provide deployment-context
evidence for their domain.

5 Limitations

Risk chains are linear simplifications of pathways
that branch, loop, and intersect. Constructing them
requires domain expertise, and different experts
would draw different chains. The framework iden-
tifies gaps but does not prioritise them. Emergent
or systemic risks—correlated failures, cascading
infrastructure effects—do not follow sequential
chains and require different tools (Zwetsloot and
Dafoe, 2019; Stein et al., 2024).

6 Conclusion

Current Al evaluation covers a narrow and ecolog-
ically questionable portion of the pathway from
capability to harm. Risk chain analysis makes this
visible and maps which actors should provide evi-
dence at each step. The central implication is that
adequate Al risk assessment is a multi-actor coor-
dination problem, and Al safety institutes are best
positioned to coordinate it.
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