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Abstract

Machine learning models are often trained
on proprietary or private datasets that can-
not be openly shared. However, the trained
model weights are frequently distributed un-
der the assumption that sharing model pa-
rameters does not compromise the confiden-
tiality or privacy of the training data. In this
work, we challenge this assumption by pre-
senting Training-Like Data Reconstruc-
tion (TLDR), as a general-purpose and
architecture-agnostic framework for recon-
structing training data from a fully trained
classifier. Our approach leverages network
inversion techniques to recover data that
closely resembles the original training sam-
ples by exploiting key properties of the classi-
fier with respect to the training data, without
requiring access to training dynamics, gradi-
ents, pre-trained models, auxiliary datasets,
or unobvious priors. Operating in this ex-
treme setting, we demonstrate successful re-
construction of samples with high similar-
ity to the original training data from di-
verse classifier architectures highlighting crit-
ical privacy concerns associated with sharing
model parameters. While prior work in this
extreme setting has been limited to binary
MLP classifiers trained on small datasets,
our framework extends to multi-class clas-
sification tasks for models based on diverse
architectures trained on significantly larger
and more complex datasets. Furthermore,
we provide quantitative evaluation using the
Structural Similarity Index Measure (SSIM)
to compare the reconstructed samples with
the training samples.
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1 INTRODUCTION

Machine learning models have demonstrated remark-
able performance across diverse domains, including
high-stakes applications such as healthcare, finance,
and security. These models are frequently trained
on sensitive, proprietary, or private datasets Dipain =
{(z4,v:)}X, that cannot be publicly disclosed due to
privacy, legal, or ethical considerations. Despite these
restrictions, the resulting trained model parameters 0
are often shared to enable downstream applications
and collaborative development. A prevailing assump-
tion underpinning such model sharing is that access to
0 does not compromise the confidentiality or privacy of
Dirain, especially in privacy-conscious paradigms such
as federated learning, secure multi-party computation,
and differential privacy frameworks that explicitly aim
to protect individual data points. However, recent re-
search increasingly questions this assumption, suggest-
ing that model parameters may inadvertently encode
sufficient information to permit reconstruction or in-
ference of samples from Di,ain or their close approx-
imations. This raises fundamental concerns regard-
ing privacy preservation, the effectiveness of existing
privacy-preserving techniques, and the secure sharing
of trained models across collaborative and distributed
learning environments.

This leakage stems from the inherent memorization
capacity of neural networks, wherein optimization of
the empirical risk

1 N
L(0) = N Zf(fa(l‘i%yi)

can lead to overfitting or entanglement of training-
specific features within the parameter space. Model
inversion attacks aim to exploit this phenomenon by
reconstructing inputs z; from knowledge of the model
fo, typically by solving an optimization problem of the
form:

Tr = arggél)rfl Einv(f@(x)7y)a

where L;,, includes task-specific losses and regular-
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ization terms to induce realism in the reconstructed
input. Naive inversion without strong inductive pri-
ors or auxiliary information frequently produces un-
structured or adversarial-looking inputs that do not
resemble real data. To mitigate this, many existing ap-
proaches incorporate access to gradient updates, aux-
iliary datasets, pre-trained models, or insights from
training dynamics.

However, these methods often operate in relaxed set-
tings that diverge significantly from real-world sce-
narios, where classifiers are typically deep, regular-
ized, multi-class models equipped with architectural
features such as convolutions, self-attention, normal-
ization layers, and stochastic regularizers like dropout.
Unlike fully connected networks, where each input di-
mension has a dedicated weight path, these architec-
tures distribute information spatially or contextually,
further hindering reconstruction.

In case of under-parameterized models that general-
ize well, the mutual information I(x;#) between indi-
vidual training points and the learned weights is in-
herently limited, thereby reducing inversion fidelity.
As such models avoid memorization, they offer fewer
direct associations between specific inputs and net-
work parameters. Consequently, reconstructing train-
ing data in this regime requires principled inversion
strategies that can exploit subtle cues embedded in
the classifier’s learned behavior, even in the absence of
explicit memorization.

While prior efforts have demonstrated reconstruction
from overfitted models by exploiting memorization or
the implicit biases of gradient-based optimization, our
approach deviates sharply from these assumptions. In
this paper, we present Training-Like Data Recon-
struction (TLDR) as an inversion based approach to
tackle the challenging problem of training data recon-
struction in the regime of under-parameterized mod-
els that do not explicitly memorize the training data.
TLDR works in an almost black-box setting, rely-
ing exclusively on the input-output behavior of a fully
trained classifier

fo: X — ART!

where X represents the input space and A¥~! denotes
the (K —1)-dimensional probability simplex

K
> =1, ZOVk}

AR = {p € R"
k=1

eliminating dependence on gradients, training dy-
namics, or auxiliary datasets, making our framework
broadly applicable and architecture-agnostic.

To facilitate reconstruction, we leverage network in-
version, a technique that approximates the pre-image

of a classifier’s output through a learned generator
Gs:Zx)Y =X

trained to synthesize inputs that map to desired class
outputs under the fixed classifier fy. Here, Z de-
notes the latent space (e.g., standard Gaussian), J =
{1,..., K} is the label space, and ¢ are the learnable
parameters of the generator. Given a class label y € Y
and a latent vector z ~ N(0,I), the generator pro-
duces a synthetic input

& =Gg(z,y) suchthat fo(Z)=y.
Inversion in its barest form leads to reconstructions
that satisfy the class constraint superficially but fail to
reflect the perceptual characteristics of training data.
In order to address this, TLDR steers the inversion
process using a composite loss that captures critical
signals from the classifier’s interaction with its training
data—specifically, its heightened confidence on train-
ing samples, robustness to perturbations in their vicin-
ity, and low gradient sensitivity around these inputs.

2 PRIOR WORK

Network Inversion. Network inversion has
emerged as a powerful technique for interpreting
neural networks by synthesizing inputs that elicit
desired outputs or activations. The most common
formulation optimizes inputs to maximize a target
output or neuron activation [Erhan et al., 2009, Olah
et al., 2020], though without regularization, this often
yields noisy or adversarial-like images. To mitigate
this, prior-based regularization such as smoothness
constraints or pretrained image generators has been
used to improve realism [Mahendran and Vedaldi,
2014, Yosinski et al., 2015, Mordvintsev et al., 2015,
Nguyen et al., 2016, 2017]. Since gradient-based input
optimization can converge to adversarial solutions,
connections have been drawn to adversarial exam-
ples [Szegedy et al., 2014, Goodfellow et al., 2015].
Notably, adversarially robust classifiers tend to learn
more human-aligned features [Tsipras et al., 2019,
Engstrom et al., 2019], which has been exploited for
class-conditional synthesis in [Santurkar et al., 2019].

Early work on inversion focused on fully connected
MLPs. [Kindermann and Linden, 1990] explored digit
recognition via backpropagation-based inversion, not-
ing effective generalization but poor rejection of un-
structured patterns. [Jensen et al., 1999] proposed
evolutionary strategies for identifying multiple valid
inversions. [Saad and Wunsch, 2007] introduced rule
extraction via inversion, while [Wong, 2017] recast the
task as constrained optimization using ADMM. More
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recent work by [Liu et al., 2022] proposed learning sur-
rogate loss landscapes to improve convergence during
inversion. A related approach by [Suhail and Sethi,
2024] presents a generative inversion method for con-
volutional neural networks using a conditioned gener-
ator that reconstructs input samples likely to produce
a given output by encoding class information into vec-
tors and matrices while minimizing cosine similarity
in feature space to encourage diversity. Separately,
[Suhail, 2024] proposed a deterministic approach to
inversion that encodes classifiers into CNF logic fol-
lowed by sampling using SAT solvers with constraints
on the outputs.

Aided Reconstructions. Several approaches re-
construct training data by leveraging auxiliary signals
such as gradients, auxiliary datasets, or pre-trained
components. [Yang et al., 2019] explored adversarial
model inversion, using external data and a secondary
model to reverse classifier decisions. Model Inversion
Networks (MINs) [Kumar and Levine, 2020] learn an
inverse mapping from output scores to inputs. Autoln-
verse [Ansari et al., 2022] integrates predictive uncer-
tainty to guide reliable reconstruction. Gradient-based
methods such as [Wang et al., 2023] show that train-
ing data can be reconstructed by querying gradients,
even in deep networks. Further, attacks under collab-
orative learning frameworks demonstrate that full or
partial data recovery is possible through shared up-
dates [He et al., 2019, Melis et al., 2018, Huang et al.,
2021, Hitaj et al., 2017]. Other reconstruction settings
assume that all training samples except one are known,
and show exact recovery of the missing point in con-
vex models [Balle et al., 2022]. While effective, these
methods rely on privileged access that is not available
in our restricted setting.

Unaided Reconstructions. A more constrained
line of work explores the possibility of recovering train-
ing data without gradients or external data. [Haim
et al., 2022] show that MLPs trained on small binary
datasets can memorize samples on the margins, which
can be partially reconstructed from weights due to
the implicit bias of gradient descent. [Buzaglo et al.,
2023] extend this analysis to multi-class settings and
note that regularization such as weight decay may in-
crease vulnerability to inversion. While promising,
these studies are limited to models based on fully con-
nected layers trained on a limited number of samples.

Connection to Our Work. Our work builds upon
the unaided reconstruction paradigm in an extreme
setting with no access to gradients, pretraining, or
auxiliary datasets, treating the classifier nearly as a
black box. By leveraging only the input-output be-

havior of the classifier we present a general-purpose ap-
proach to reconstruction that is architecture-agnostic
and applies uniformly across modern classifiers, includ-
ing MLPs, CNNs and ViTs. To the best of our knowl-
edge, this is the first demonstration of training data re-
construction in such an extreme settings on CNNs and
ViTs trained on large multi-class datasets. Through
extensive experiments on standard vision datasets in-
cluding MNIST, FashionMNIST, SVHN, and CIFAR-
10, we show that meaningful and semantically coher-
ent reconstructions are achievable across architectures
even under these stringent information constraints.

3 PRELIMIMINARIES -
NETWORK INVERSION

To enable training data reconstruction in a highly con-
strained setting, we adopt a network inversion ap-
proach inspired by [Suhail and Sethi, 2024]. This
method is particularly suited to our privacy analy-
sis objective because it relies solely on the input-
output relationship of a fixed, trained classifier fy :
X — AK-! where X is the input space and AK~!
is the (K — 1)-dimensional probability simplex over
class labels. Rather than accessing gradients, training
dynamics, or auxiliary models, network inversion at-
tempts to learn the input space implicitly associated
with different output classes of the classifier.

Formally, we train a conditional generator G, : Z X
RE — X, parameterized by ¢, to invert the classi-
fier’s behavior. Instead of conditioning the genera-
tor directly on a discrete class label y € {1,..., K},
we adopt a soft conditioning strategy based on sam-
pled vectors. Specifically, in addition to the latent
input z ~ N(0,1), we generate a conditioning vector
v € RX, where each component is independently sam-
pled from a standard normal distribution:

ve ~N(0,1), fork=1,... K.
The vector v is then transformed into a probability
distribution § € AX~! using the softmax function:

__ exp(ug)
=K
Zj:l exp(v;)

The generator thus receives the pair (z,¢) and pro-
duces a synthetic input & = G4(z,7) intended to be
classified as y = arg maxy, y.

This formulation allows the generator to be softly con-
ditioned on class identity, without directly exposing
the true label. Moreover, it enables multiple condition-
ing vectors to correspond to the same class (i.e., same
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argmax), but with different softmax confidence levels.
This variability encourages the generator to explore
different modes within a class and prevents collapse
to canonical or prototypical samples. From a classi-
cal optimization standpoint, model inversion aims to
recover a plausible input z € X that minimizes a label-
consistent objective:

Tr = arg;rél)rfl Einv(fQ(x)7y)a

where Li,, encourages alignment between the clas-
sifier output and the target label, potentially aug-
mented with regularizers for realism or diversity. In
our generator-based setup, this is realized by optimiz-
ing a conditional generator G4(z, y) to minimize a com-
posite loss:

»CInv = EKL + ﬂ . ‘CCE +7- ﬁCosine

K
[:IIV: . 1 L >
L Og(fé“(ﬂ?)
K
+8- (—Zyklogfé“(ﬁ)>
k=1

. 1 (hi, hy)
7 N(N —1) Z (||h,;| : ||hj||)

i#]

where y is the target (soft or one-hot) label distribu-
tion, fy(#) is the classifier’s softmax probability for
class k, h; and h; are feature embeddings from gener-
ated samples ;, £;, and N is the batch size.

The Cross Entropy Loss Lcg serves as the primary
objective to train the single conditioned generator to
produce images that correspond to encoded target la-
bels in a resource effecient manner. Unlike explicit la-
bel conditioning, soft vector conditioning requires the
generator to implicitly learn the correspondence be-
tween the latent conditioning vector and the classifier’s
outputs.

KL Divergence Loss Lk complements the cross-
entropy by accounting for the full conditioning dis-
tribution, not just the label index. It encourages the
classifier’s output distribution to match the soft con-
ditioning vector, thereby capturing variations in the
confidence levels behind each label.

Finally, the Cosine Similarity Loss Lcosine is used to
enhance the diversity of the generated images in the
vast input space whilst avoiding the risk of mode col-
lapse. It minimises the cosine similarity between the
features of a batch of generated images across the last

fully connected layers, promoting variability in the
generated images.

The hyperparameters «, 3,y govern the relative im-
portance of each loss component. In practice, this ob-
jective encourages the generator to synthesize samples
that not only match the classifier’s target output but
also exhibit high inter and intra-class diversity.

4 HOW TRAINING DATA
RELATES TO THE CLASSIFIER

The trained classifier encodes specific statistical re-
lationships with its training data that emerge from
empirical risk minimization during training and can
be exploited to guide the generation of training-like
samples. We identify three key properties—model
confidence, robustness to perturbations, and gradient
behavior—that collectively distinguish training data
from arbitrary inverted samples in the input space and
incorporate these properties into the network inver-
sion objective to steer the generator toward produc-
ing semantically and statistically plausible training-
like data.

4.1 Model Confidence

While it is commonly assumed that classifiers are more
confident when predicting on in-distribution samples,
recent work by [Suhail and Sethi, 2025] demonstrates
that classifiers can assign high-confidence predictions
even to synthetically generated inputs that do not re-
semble true training samples—termed confidently clas-
sified counterfeits.

Nonetheless, in aggregate, training data samples z;, €
Dirain tend to elicit higher confidence than randomly
generated or out-of-distribution (OOD) inputs zeeq ~
Pinv expressed probabilistically for a suitably chosen
threshold 7 € (0,1) as

P [m}gx fo(zm) > 7':| > P [m,?X f5 (To0a) > T

To exploit this inductive signal during inversion, we
condition the generator on peaked one-hot label dis-
tributions y € AX~! where y;, = 1 for the target class
k, zero elsewhere and heavily weight the KL diver-
gence between the generator’s conditioning distribu-
tion and the classifier’s output. This encourages the
generation of samples that are confidently classified
with maxy fé“(ﬁc) =~ 1, nudging the generator toward
regions of the input space that more likely correspond
to training data.

High confidence, while necessary, is not a sufficient
condition for a sample to originate from Dyyi,. As
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such, we complement this with additional properties
that jointly characterize training-like data.

4.2 Robustness to Perturbations

Training data is also characterised by its neighbor-
hood stability—training samples are typically robust
to small perturbations due to regularization and data
augmentation techniques used during training. In con-
trast, synthetically generated samples may lie in brit-
tle or unstable regions of the input space where small
changes cause large deviations in the classifier’s output
represented as:

H af@ Q31n

O0Zin
We leverage this by perturbing the generated im-
age T = Gy(z,y) using bounded ¢o.-norm such that
T =2+9, where [0]oc < e. We then enforce pre-
diction consistency between the original and perturbed
samples by repeated application of cross-entropy and
KL divergence losses on z, with the same target label
and conditioning distribution as #. This encourages
the generator to produce samples that reside in sta-
ble, training-like regions of the classifier’s input space.

‘ Hafe xood

axood

4.3 Gradient Behavior

Finally, since training samples are used to directly
minimize the empirical risk, the loss gradients with
respect to model parameters are typically small when
evaluated at those inputs. In contrast, for randomly
generated samples that deviate from the training dis-
tribution, the gradients remain large:

||V9/~:(f9(95in)7yin)\| < ||v9£(f9(1'ood), yood)H .

This property allows us to use the norm of the
classifier’s gradient with respect to its parameters,
IVoL(fo(Z),y)||, as a soft signal of whether a gener-
ated sample lies near to or further from the training
manifold. We hence incorporate a gradient penalty in
the generator’s objective to bias it toward such low-
gradient regions.

5 TRAINING-LIKE DATA
RECONSTRUCTION

The reconstruction process aims to generate training-
like inputs that are statistically aligned with the classi-
fier’s original training distribution, despite having ac-
cess only to the trained model. Although basic net-
work inversion offers access to a wide range of class-
consistent images, the resulting samples are often ar-
bitrary and lack resemblance to the training data. To

bridge this gap, we exploit the inductive signals em-
bedded in the classifier’s behavior with respect to its
training data in addition to prior constraints on pixel
range enforcement and spatial smoothness to enhance
visual realism and suppress unnatural artifacts.

These principles are used to augment the network
inversion process into a reconstruction objective as
shown in Figure 1 wherein the generator is trained
to latch onto the training data distribution using a
composite loss L1r,pRr, defined as:

Lripr = - Lk, + B Lcg +7 - Loosine (IL)
+ m - EVar + n2 - £Pix + ns - ﬁGrad
+ao L2 B L2 (RL).

(PL)

where the inversion loss (IL) is the same as defined in
Section 3, comprising the KL divergence (Lkr,), cross-
entropy (Lcg), and cosine similarity (Lcosine) losses,
weighted by «, 8, and y respectively.

The robustness loss (RL) includes the duplicate appli-
cation of the KL divergence and cross-entropy losses
on perturbed images, denoted as L5 and L5, and
weighted by o' and 3’ respectively. These terms en-
force output consistency under small input perturba-

tions.

The prior losses (PL) include the pixel range loss
Lpix, variational loss Lvya;, and gradient norm penalty
Lcrag weighted by 11, 12, and 73 respectively. These
help in enforcing valid pixel ranges, suppressing high-
frequency noise, and mimicking the low-gradient be-
havior of training data.

N
1
EVar:NZ:hz: zh+1w_Lhw)
+ (Ii,h,w—i-l - Iz’,h,’w)2 )
Lpix = Z:mao((O7 -0+ ZmaX(O,I -1

»CGrad - ||V9['(f9(‘[)7 y) ||

The Variational Loss Ly,; encourages smooth tran-
sitions between adjacent pixels, suppressing high-
frequency noise and promoting naturalistic textures in
the reconstructed images.

The Pixel Loss Lpix penalizes pixel values that fall
outside the valid [0, 1] range, enforcing image realism
and preventing saturation artifacts.
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Figure 1: Schematic Approach to Training-Like Data Reconstruction using Network Inversion

Finally, the Gradient Loss Lg;aq penalizes high gra-
dient norms of the classifier with respect to the gener-
ated inputs, reflecting the observation that training
data typically induces smaller gradients in already-
optimized models.

By integrating model-aware losses with pixel-level con-
straints, the reconstruction loss explicitly targets prop-
erties associated with training data. During training,
the generator receives hot conditioning vectors rather
than soft ones, to reflect the classifier’s confidence on
true samples. Perturbation-based regularization en-
sures local stability, while gradient suppression aligns
with the optimization history of the model. Taken to-
gether, these constraints transform the inversion pro-
cess into a privacy-sensitive reconstruction mechanism
capable of eliciting training-like samples from only a
trained model.

5.1 Classifier Architectures

We conduct inversion and reconstruction experiments
across Multi-Layer Perceptrons (MLPs), Convo-
lutional Neural Networks (CNNs), and Vision
Transformers (ViTs). MLPs are fully connected
architectures that operate on flattened image vectors
and do not exploit spatial structure. For inversion, we
utilize the logits and the penultimate fully connected
layer features. CINNNs, by contrast, employ convolu-
tional operations to extract spatial hierarchies and lo-
cal patterns from images. Here, we use the output of

the fully connected layers after flattening the final con-
volutional activations along with the logits. ViTs use
self-attention mechanisms to capture global dependen-
cies across image patches and are particularly effective
in modeling long-range relationships. For ViT-based
classifiers, we extract features from the classification
token embedding and combine them with the output
logits for inversion. These architectures differ in repre-
sentational capacity, inductive biases, and generaliza-
tion behavior, providing a broad testbed for assessing
the generality of our proposed approach.

5.2 Generator Architecture and Conditioning

The generator Gy is designed to map a latent vector
and a conditioning signal into an image. It consists of
a series of transposed convolutional blocks that pro-
gressively upsample the concatenated latent and con-
ditioning vector to the input image resolution. We ex-
periment with multiple conditioning strategies to en-
code class identity. In Label Conditioning, an em-
bedding of the class index is concatenated with the
latent code, but this often lacks the diversity needed
for effective inversion. Vector Conditioning instead
samples a K-dimensional Gaussian vector, applies a
softmax to form a class probability distribution, and
uses its argmax as the label for inversion, whereas in
reconstruction we specifically use one-hot vectors to
take model confidence into account. Intermediate
Matrix conditioning concatenates a K x K binary
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Figure 2: Training and Reconstructed Images for all 10 classes in MNIST, FashionMNIST, SVHN and CIFAR-10

across MLPs, ViTs, and CNNs respectively.

matrix with one-hot rows and columns at intermedi-
ate layers to modulate activations. A combination
of both, called Vector-Matrix Conditioning, ap-
plies the two mechanisms sequentially, synchronized
via the same label index, enhancing diversity and ex-
pressiveness. Finally, Vector-Tensor Conditioning
extends this to a K x K x K binary tensor, where the
two slices along the label axis are activated, enabling
spatially expressive and class-specific modulation at
deeper stages of the generator. These strategies allow
the generator to encode label information in varying
forms, from compact to structured, influencing the di-
versity and quality of reconstructed samples.

6 RESULTS

In this section, we present experimental results ob-
tained by applying our reconstruction technique to
the MNIST [Deng, 2012], FashionMNIST [Xiao et al.,
2017], SVHN, and CIFAR-10 [Krizhevsky et al.]
datasets. For each dataset, we train a classifier us-
ing standard supervised learning and hold the model
fixed during the inversion and reconstruction phase.
A generator, conditioned on both noise and class in-
formation, is then optimized to produce images that,
when passed through the classifier, elicit high confi-
dence predictions for the desired class.

The classifiers include three layer MLPs, CNNs, and
ViTs consisting of attention, convolutional layers fol-
lowed by dropout, batch normalization, leaky-RelLU
activations, and fully connected layers ending in a
softmax head. While the default generator is based
on vector-tensor conditioning, wherein class labels are
first encoded into one-hot vectors concatenated with
the latent vector. This is followed by a sequence of
transposed convolutional layers interleaved with batch
normalization [Ioffe and Szegedy, 2015] and dropout
[Srivastava et al., 2014] to encourage diversity. After
initial upsampling to K x K resolution, the interme-
diate feature representation is concatenated with a K
channel tensor for the subsequent generation stages,
producing final outputs of resolution 28 x 28 or 32 x 32,
depending on the dataset.

Reconstruction results from models trained on
MNIST, FashionMNIST, SVHN, and CIFAR-10 are
shown in Figure 2, with a column of representative
training samples followed by reconstructed images gen-
erated by our method across MLP, ViT, and CNN clas-
sifiers for each dataset.

The generator was typically trained for around 1,000
steps with a batch size of 500, using a low learning rate
in the range [5x107%,1x10~°], and optimized with the
Adam optimizer on a 12 GB GPU, requiring less than



Running heading title breaks the line

five minutes per run. Among the loss components,
the cosine similarity loss is usually weighted heavily to
prevent mode collapse. The robustness losses applied
on perturbed images are weighted approximately 100
times higher than the main KL and CE losses. The
variational loss is scaled progressively with training
epochs, while the pixel constraint and gradient penalty
losses are moderately weighted throughout the train-
ing process.

We observe that reconstruction quality generally de-
grades as the size of the training data increases, re-
flecting the growing complexity of the input space.
For SVHN, we utilize a curated subset of the dataset
where each image contains a single centered digit, facil-
itating clearer reconstructions. On CIFAR-10, the in-
herently low resolution presents additional challenges;
nevertheless, the generated images effectively capture
salient class-level semantic features despite some loss
of fine detail.

Quantitatively, we evaluate reconstruction quality us-
ing the Structural Similarity Index Measure (SSIM),
which captures perceptual similarity between gener-
ated images and their closest matches in the training
set. Higher SSIM scores indicate greater resemblance
to real samples and thus imply stronger memorization
by the classifier.

From Table 1, we observe that MLPs consistently
achieve the highest SSIM values across datasets, in-
dicating a higher degree of memorization. This is
likely due to their fully connected structure, where
each input dimension is directly linked to the network
weights, facilitating easier overfitting. ViTs yield in-
termediate SSIM values. Their use of global self-
attention helps preserve structural information, but
without strong local inductive biases or pooling, they
remain more expressive than CNNs but less prone
to full memorization than MLPs. CNNs demon-
strate the lowest SSIM scores, suggesting better pri-
vacy preservation. Their convolutional filters, local re-
ceptive fields, and shared weights encourage abstract
representations that generalize well but retain fewer
instance-specific details. This makes inversion harder
and limits the resemblance of generated images to ac-
tual training data.

Table 1: SSIM values for reconstructed samples.

Dataset MLP | ViT | CNN
MNIST 0.83 0.78 0.73
FashionMNIST | 0.71 0.64 0.60
SVHN 0.62 0.55 0.57
CIFAR-10 0.56 0.47 0.48

6.1 Comparisons

Our method operates under an extremely restrictive
setting, assuming access solely to the trained clas-
sifier’s input-output behavior and is comparable to
[Haim et al., 2022, Buzaglo et al., 2023]. These prior
approaches leverage the memorization capabilities and
the implicit bias of gradient-based optimization, which
is known to converge to margin-maximizing classifiers
[Lyu and Li, 2020] allowing for reconstructing train-
ing samples that lie on the margins. In contrast, our
approach can reconstruct samples across the entire in-
put space, capturing a broader and more represen-
tative subset of the training distribution. Further-
more, prior methods have been demonstrated primar-
ily on relatively shallow, fully connected MLPs trained
on a limited number of samples. Our approach is
resource-efficient as we use a single generator that is
architecture-agnostic and effective across diverse clas-
sifier architectures achieving high-fidelity reconstruc-
tions that closely resemble the original training data.

6.2 Limitations

Our approach faces inherent challenges due to the vast-
ness of the input space for modern classifiers. As the
complexity and size of the training dataset increase,
the generator’s ability to reconstruct individual train-
ing samples diminishes. Instead of recovering precise
examples, the inversion tends to produce class proto-
types that represent generalized features of the class
rather than exact data points. This degradation oc-
curs because the inversion process must navigate an
exponentially large input space with limited guidance,
making exact recovery difficult as data diversity grows.
Moreover, the reliance on input-output behavior of
the classifier, without gradients or auxiliary data, con-
strains the information available to the generator.

7 CONCLUSION

In this paper, we propose (TLDR), a novel network
inversion-based framework for reconstructing training-
like data from trained classifiers without access to gra-
dients, training dynamics, or auxiliary datasets, rely-
ing solely on the input-output behavior of the model.
TLDR enables reconstruction of samples semantically
similar to training data across diverse architectures
including MLPs, CNNs, and ViTs. Our quantita-
tive results reveal that MLP-based classifiers allow
for better reconstruction of training samples, reflect-
ing their higher memorization capacity; CNNs demon-
strate comparatively stronger privacy preservation due
to their inherent architectural inductive biases; and
ViTs exhibit intermediate SSIM values.
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1. For all models and algorithms presented, check if
you include:

(a) A clear description of the mathematical set-
ting, assumptions, algorithm, and/or model.
[Yes]

(b) An analysis of the properties and complexity
(time, space, sample size) of any algorithm.
[Yes]

(¢) (Optional) Anonymized source code, with
specification of all dependencies, including
external libraries. [Yes]

2. For any theoretical claim, check if you include:

(a) Statements of the full set of assumptions of
all theoretical results. [Not Applicable]

(b) Complete proofs of all theoretical results.
[Not Applicable]

(¢) Clear explanations of any assumptions. [Not
Applicable]

3. For all figures and tables that present empirical
results, check if you include:

(a) The code, data, and instructions needed to
reproduce the main experimental results (ei-
ther in the supplemental material or as a
URL). [Yes/No/Not Applicable]

(b) All the training details (e.g., data splits, hy-
perparameters, how they were chosen). [Yes]

(c) A clear definition of the specific measure or
statistics and error bars (e.g., with respect to
the random seed after running experiments
multiple times). [Yes]

(d) A description of the computing infrastructure
used. (e.g., type of GPUs, internal cluster, or
cloud provider). [Yes]

4. If you are using existing assets (e.g., code, data,
models) or curating/releasing new assets, check if
you include:

(a) Citations of the creator If your work uses ex-
isting assets. [Not Applicable]

(b) The license information of the assets, if ap-
plicable. [Not Applicable]

(c) New assets either in the supplemental mate-
rial or as a URL, if applicable. [Not Applica-
ble]

(d) Information about consent from data
providers/curators. [Not Applicable]

(e) Discussion of sensible content if applicable,
e.g., personally identifiable information or of-
fensive content. [Not Applicable]

5. If you used crowdsourcing or conducted research
with human subjects, check if you include:

(a) The full text of instructions given to partici-
pants and screenshots. [Not Applicable]

(b) Descriptions of potential participant risks,
with links to Institutional Review Board
(IRB) approvals if applicable. [Not Appli-
cable]

(¢) The estimated hourly wage paid to partici-
pants and the total amount spent on partic-
ipant compensation. [Not Applicable]



