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Abstract

This paper proposes a novel theoretical framework for guaranteeing and evaluating the
resilience of long short-term memory (LSTM) networks in control systems. We introduce
recovery time as a new metric of resilience in order to quantify the time required for an LSTM
to return to its normal state after anomalous inputs. By mathematically refining incremen-
tal input-to-state stability (6ISS) theory for LSTM, we derive a practical data-independent
upper bound on recovery time. This upper bound gives us resilience-aware training. Ex-
perimental validation on simple models demonstrates the effectiveness of our resilience es-
timation and control methods, enhancing a foundation for rigorous quality assurance in
safety-critical Al applications.

1 Introduction

We introduce the background, objectives, and contributions of this study.

1.1 Background

In recent years, artificial intelligence (AI) has become increasingly integrated into various aspects of our
daily lives, from healthcare to autonomous vehicles. This widespread adoption has raised concerns regard-
ing Al system reliability and highlighted the need for robust quality assurance measures. In response to
these trends, multiple organizations and regulatory bodies have published guidelines for ensuring Al safety
and reliability, such as the European Union’s Al Act (European Parliament and Council, 2024) and AI
HLEG guidelines (High-Level Expert Group on Artificial Intelligencel [2019). Although these guidelines have
contributed to the gradual establishment of Al quality assurance processes, the development of specific eval-
uation metrics and implementation methodologies remains in its nascent stages. These are critical issues,
especially for control systems incorporating Al, because such systems interact directly with the physical
world, potentially impacting human lives in extreme scenarios.

In this paper, we focus on the control of time-series models, particularly long short-term memory (LSTM)
networks, having real-time capability, which is an important property in control systems. While typical time-
series models can extract nonlinear features from time-series data, store them as internal states, and utilize
them to make inferences at each time step, LSTM surpasses other models in the accuracy of prediction (see,
e.g., |Gers et al., [2002; Ma et al.| 2015; |Zhao et al. 2017). This ability is well-suited for predicting future
outputs of nonlinear systems in model predictive control (MPC), and therefore LSTM’s capacity to track
target values is better than that of traditional control methods (see, e.g., |Wu et al.l [2019; |Chen et al., 2020;
Kang et al. 2023). Moreover, LSTM can be implemented on Field Programmable Gate Array (FPGA),
which is suitable for machine embedding (Guan et al., 2017). However, the state-space nature of time-series
models also presents significant risks: If a model receives temporarily anomalous input values, it may retain
inaccurate state memories, potentially leading to persistent errors in prediction that could significantly
compromise the system’s safety and reliability.

The concerns arising from the use of time-series models for control systems can be mitigated by ensuring
stability, robustness, and resilience in these models (see, e.g., [Dawson et al., 2022). Stability refers to
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consistent performance across similar inputs, which forms the foundation for robustness and resilience.
Robustness refers to tolerance against perturbations, while resilience refers to the ability to return to a
normal state after transitioning to an abnormal mode due to anomalous inputs. See also Section for
related work on these concepts. Time-series models with these properties should exhibit consistent behavior
under normal conditions. However, these properties cannot be adequately evaluated using conventional
metrics focused on inference accuracy, such as precision, recall, and Fl-score (Sengupta & Friston, 2018).
Therefore, it is necessary to formulate new evaluation metrics and develop techniques to achieve the required
metrics. This issue might be addressed by comprehensively collecting and learning from data across various
scenarios for evaluation, but there are difficulties in defining comprehensiveness and collecting data at scale.
Given this context, we mathematically formulate the resilience of LSTM, which is different from data-driven
approaches. For theoretical and experimental approaches in assurance of LSTM stability and quality, see
also Section [2.2] and Section 2.3
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System response

« To introduce a novel mathematical formula- Noise
tion of the resilience, recovery time, defined }'
as the duration required for a system to re- —.
turn to its normal state after transitioning Recovery time

to an abnormal mode due to anomalous in-
puts (see Figure [I]). Figure 1: Schematic diagram of recovery time. The

blue line depicts the system’s response to normal

 To theoretically evaluate the upper bound  input without perturbations, while the orange and

of recovery time and to develop a practical  gray lines illustrate responses of systems with and

data-independent method for estimating it.  without resilience to anomalous inputs subjected to
instantaneous noise, respectively. We define the re-
covery time as the interval required for a system’s
response to revert to its nominal behavior following
a perturbation induced by noise. A resilient system
The key tool to achieve our goals is the incremental ~ is a system that has a finite recovery time.
input-to-state stability (6ISS) (Angeli, 2002} Bayer
et al., |2013]), because dISS guarantees the resilience of LSTM. Specifically, even if temporary perturbations
in the input sequence disrupt inference, the state variables can converge to the same inference values that
would have been obtained without perturbations. Sufficient conditions for the LSTM to exhibit the JISS
properties have already been derived as inequalities of parameters (Terzi et al.l 2021} Bonassi et al., |2023)).
However, it is not clarified in these studies how long it takes for state variables to converge. We will refine
and improve upon these previous studies to achieve the above three goals.

Time step

e To present parameter adjustment tech-
niques for controlling the recovery time of
the model during the training process.

1.3 Contribution

The main contributions of this study are as follows:

Theoretical Contributions

e Refinement of an evaluation of LSTM’s invariant sets, which form the foundation for stability analysis

(Section [d)).
« Improvement of sufficient conditions for LSTM to be 6ISS (Section [).

e Definition of recovery time that quantifies the resilience of LSTM and derivation of a data-
independent upper bound for it (Section [f)).
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Practical Contributions
o Introduction of a quantitative metric for quality assurance through the recovery time (Section @

e Development of a method to control the trade-off between recovery time and inference accuracy for
LSTMs (Section [f)).

To verify the above contributions, simple experiments are conducted in Section 7. Furthermore, we compared
our method with conventional data-driven methods in Section 8.

2 Related Work

We describe the related study on the control theory, theoretical LSTM stability, and experimental LSTM
quality.

2.1 Control System and Stability Theory

In control theory, stability and resilience are important properties. Furthermore, it is well-established that
the stability of controlled objects fundamentally determines the overall stability and resilience of control
systems. For instance, systems possessing input-to-state stability (ISS) properties achieve global asymptotic
stability under closed-loop control (Jiang & Wang, 2001). Moreover, systems with 0ISS characteristics
acquire robustness when implemented with model predictive control (MPC) (Bayer et al., |2013]).

Therefore, in control methods such as MPC where controlled objects are modeled as dynamical systems,
stability requirements for the dynamical systems are essential. While stability can be comprehensively guar-
anteed by general theory for linear systems, practical applications require specific and detailed engineering
for a nonlinear system. This research focuses on LSTM networks as a specific case of nonlinear systems.

2.2 Theoretical LSTM Stability Assurance

Theoretical approaches have investigated sufficient conditions for LSTM networks to satisfy various sta-
bility properties. For single-layer LSTMs, conditions for global asymptotic stability (Deka et all 2019),
ISS (Bonassi et al.| [2020), and §ISS (Terzi et al., [2021) have been successively established. Research on
sufficient conditions for §ISS has been extended to multilayer LSTM architectures (Bonassi et al.l |2023)).

However, existing studies face a significant limitation: while they can guarantee recovery, they cannot provide
estimates of time to recover. Our research addresses these challenges by advancing the stability theory of
LSTM to enable both quantitative evaluation and adjustment of LSTM resilience.

2.3 Experimental LSTM Quality Assurance

This paper discusses theoretical LSTM quality assurance; however, there are also some experimental methods.
For example, [Wehbe et al| (2018) evaluated the robustness of LSTM inference using noise-added datasets.
Ahmed et al.| (2020)) proposed creating robust LSTMs by expanding training datasets to include abnormal
scenes. |Grande et al.| (2021) proposed a data-driven stability assurance method.

These data-driven verification methods, like the ones mentioned above, are comprehensive when sufficient
data are available, yet face challenges in determining adequate data quantities and provide only sparse
guarantees for nonlinear models like LSTMs. Theoretical verification offers limited but exhaustive guarantees
within its scope, and is therefore complementary to, rather than in conflict with, a data-driven approach.

3 Preliminary

In this section, we introduce essential mathematical preliminaries, an important stability concept: §ISS, and
the LSTM.
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3.1 Notation

For a vector v € R™, |v| = |v|]2 represents the Euclidean norm of v, and [v|e = max;ep, |v(;)| represents
the maximum norm, where v(;) is the i-th component of v and [n] = {1,2,...,n}. v, denotes a vector
(max{v(;,0})ie[n,] for a vector v, and 1, is a n-dimensional vector of all components being one. For
a discrete-time sequence of vector v(k),k € Z=o, we denote v(ky : ko) = [v(k1),...,v(k2)], and [jv(k; :
B)l2n = [(Jo (D)3, - Jo(E2)]2) T o

For a matrix A € R™*"™, |A|| = |All2 represents the induced 2-norm of A, and |A|, does the induced
co-norm, that is, [Afe = max; 3 [A )|, where A ;) is the (i, ) entry of A. In addition, |A| denotes a
matrix whose components are the absolute values of A, that is, [A| = (|4 )|). For a matrix A € R™*",
p(A) denotes the spectral radius of A, that is, p(A) = max,e[,] |Ai|, where A; are the eigenvalues of A.

eW_e~W

ewfe—w "

We denote the sigmoid function as o(w) = and the hyperbolic tangent as ¢(w) = tanhw =

1+e
3.2 Stability

Definition 3.1 (Class K, KL, and K). A function o : Rso — Ry is called C-function if it is continuous,
strictly increasing and «(0) = 0. A function § : Ry xRsg — Ry is called KL-function if 8(-, t) is K-function
for each ¢t = 0, and (s, -) is decreasing and §(s,t) — 0 as t — o for each s = 0. A function v : R>y — Ry
is called Kq-function if it is K-function and lim;_,q () = 0.

Now we consider a (autonomous) discrete-time nonlinear system

s(t+1) = f(s(t),z(t)) (1)

for initial state s(0) and input x(¢),t = 0. In the following, we denote s;(t) as the system whose initial state
is 8;(0) and input is x;(t).

Definition 3.2 (4ISS, |Angeli [2002; Bayer et al.|[[2013). System is called incrementally input-to-state
stable (0ISS) if there exist continuous functions § € KL and v € Ky such that, for any initial states
51(0),52(0) € R and for any input sequence x1(0 : t), 22(0 : t) € [~Tmax, Tmax]™ X ¢+, s1(t) and sy(t)
satisfy

[s1(t) = s2(t)]| < B(Is1(0) = 52(0)[,£) + ([21(0 = £) — 22(0 : 1)

for all ¢t € Z>¢ and input domain radius zyax > 0.

o)

3.3 LSTM Network

The LSTM is described by the following relations:

cmu+n=o<l>mm+v”mw> b o)
+ o020 @) + ULRD (1) +01) © oW 2O (1) + UKD (1) + b0), (22)
ROt +1) = o(W, (l) D) +U l)h(l)< )+ bY@ p(cW(t + 1)), (2b)
y(t) = Uh B () + b, (20)
x for I =1,
2O(t) = {h(ll)(t +1) forl=2,...L, 20

where = € [—Zmax; Zmax]™*, ¢V € R, b)) € (=1,1)", and y € R™ are the input, the cell state, the hidden
state, and the output, respectively, for each time ¢ € Z>q, each layer [ € [L], and ® denotes the element-wise

product. Note that xy.x = 1 if [ = 2. Moreover, Wél) € R7eXn= Uil) € R"e*"e U, € R"™*" are the weight

)

matrices, b( € R™ and b, € R™ are the biases, where * denotes f,1,c, or o.

In this paper, we regard the LSTM as a dlscrete—tlme nonlinear system . by defining the state s(t) of
as s (1) = [sW(2),..., s (#)], where s (t) = (D ()T, A (5)T)T.
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4 Improvement of Incremental ISS Condition
In this section, we relax the existing §ISS condition of the LSTM (Terzi et al.,|2021|) by refining the invariant

set of the LSTM dynamics. This relaxation contributes to an accurate evaluation of the recovery time
introduced in Section

4.1 Invariant Set in LSTM

Define GEJ), I Rso — Rxg (* denotes f,14, or o) by

al(n) = ‘

(mas WL L, + UL 1, 4+ 0)
+

)
0

GY(n) =

Tanax| W L, + UL Lo, + 01|

In addition, we define the sequences {ng)(k)}koozo, {ail)(k)}kolo» {n®(k)}2 |, and {1 (k)}%_, using following
recursive formulas:

(k) = oGP (O (k —1))), (3)
3 (k) = (GO (D (& — 1)), (4)
1O (k) = ¢ (k))aD (k), (5)
7018 (k)
=) (k‘) i ( c ;
1-5 (k)

for k € Z=, with initial term n()(—=1) = 1, where * denotes f,i or 0. Moreover, we define that
(k) i= {cV e R : V] <2V (R)},
HO®) = {nO e R : 1O, < ¢<z<”<k>>a§><k>}.

Proposition 4.1 (Invariant Set). Let L € N and k € Zso. SW (k) = CW (k) x HD (k) is an invariant set,
that is, for all t € Z=q, | € [L] and = € [~Tmax, Tmax]™, if sV (0) = ( Do), hO0)N)T € SO(E), then
sO@) = (DT, hO@#) T e SO(k). Purthermore, {SW(k)}¥, is a decreasmg sequence in the sense of
set inclusion.

Proof sketch. Since the activation functions are strictly monotonically increasing and bounded, the sequences
are monotonically decreasing and converge to some limit. This proposition is proved by induction on k. [

The exact proof is described in Appendix We note that the invariant set S()(0) is considered in the
literature (Terzi et al., |2021; |Bonassi et al., |2023)).

4.2 Incremental ISS of LSTM

Using Proposition we provide the following sufficient condition of JISS:
Theorem 4.2 (§ISS of LSTM). Let L € N and k € Z=o. We assume that s(0) € SO (k) for all 1 € [L].
The LSTM is 5158 if p(AY (k) < 1 for all l € [L], where

ng) (k) al

AD(E) =
s (k) (k)7 (k) ol (k)5 (k) +

9

o@D (k) |U" |

1 _ _ 1 —()
al (k) = 10120 k) + 3 W)L + 11U [, (k).

|

Furthermore, p(Agl)(kJ)) is monotonically decreasing with respect to k € Z=o.
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we derive a matrix Agl)(k) and a constant a&”(k) (as given in Proposition

inequality holds:

Proof sketch. From the invariant set in Proposition and Lipschitz continuity of the activation functions,
) such that the following

e+ -+ 1)‘

) - 1)
‘hgl)(t +1) = hP(t +1) )

< AV (k)
= s l l
RORI0)

) o (k) |20 () — 2 (1)

The monotonic decrease of p(Agl)(k)) is demonstrated using the Perron-Frobenius theorem. O

The rigorous proof is described in Appendix and where we also see that a similar relaxation can be
obtained for ISS.
Remark 4.3. We give some important observations to Theorem

(i) Theorem coincides with existing results (Terzi et al 2021} Bonassi et al., |2023) for the case
k = 0. Monotonically decreasing p(Agl)(k)) makes it possible to relax the constraints on the model

in the case of k > 0.

ii) Because is a contracting sequence, the assumption for the initial state becomes a stronger

i) B SO(k) i tracti th tion for the initial state b t
constraint as k becomes larger. However, since the initial states of LSTMs are usually set to zero in
practice, we believe that there is no practical limitation.

(iii) From the above reasons, it is desirable to set & to infinity. However, because it was difficult to find
the limit, we need to calculate the recurrence formula in Section This is required every time we
update the parameters in the training, so the amount of calculation increases with k.

5 Recovery Time

In this section, we define a novel mathematical formulation, the recovery time of LSTM, which accurately
expresses the time required for the system to recover from disturbances and return to its normal state. This
definition makes it difficult to evaluate in practical applications due to data dependence, but we overcome
this limitation by deriving a practical and computable upper bound for the recovery time. This upper bound
constitutes the primary novel contribution of our research, offering a fresh perspective on LSTM performance
evaluation.

Definition 5.1 (Recovery Time). Let inputs x(¢), Z(t) € [—Zmax, Tmax|™® for t € Z=g. Assume that there
exists tg > 0 such that z(t) = Z(t) for any ¢t > tg. We define recovery time Tg = 0 for given e > 0 as

Tr(z,%,5(0);€) = min{t > to : |ly(t', s(0),2(0: t')) — y(t',s(0),Z(0 : t'))| < e for any t' >t} — 1o,

and as T = oo if the set on the right-hand side is empty.

Remark 5.2. Note that the recovery time Tg, depending on the input data, can be defined similarly for any
time-series model. While the specific formulas of the upper bound for T (given in Theorem [5.4)) differ across
models, the underlying concept remains consistent.

Evaluating the recovery time T}y is difficult because it depends on the input data, so we utilize the function
B of 61ISS (Definition : Theorem indicates that there exists a L function 8 satisfying

Is(t,51(0), (0 : 1)) — s(t,52(0), (0 : 1)) || < B([ls1(0) — 52(0)[, %) (6)

for any initial states s1(0), s2(0) € ]_[lel S(l)(k) and input sequence z(0 : t) € [—xmax,xmax]"mx(t“) of the
LSTM and t > 0. The proof of Theorem also leads to a more precise and explicit evaluation of @:
Proposition 5.3 (Explicit Representation of 1SS). For ((#1) .= (¢, ... () e RL*E, Jet

B k) = B () p(AE) (K))F¢E)

= L) , Lo
# Xt SEE max (a0 () ( [ |a$><k>|) o,
=1 ’ ’ T i=l+1
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Then, it satisfies for any initial states s1(0), s2(0) € Hlel SW(k) and any input sequence
2(0: 1) € [~Zmax, Tmax]™ <Y of the LSTM and for t > 0 that

s (8, 51(0),2(0 < 1)) — s (2, 52(0), 2(0 : )] < B(IsV(0) — 85 (0], [ (0) — 55 (0), 5 k).
Here,

(l)
o (o )
k) = <(l)(k) O (k) + Lo(e® (k) W]

1) 1= —(1) D=
(k) = Zva;>nc<“<k>+af-, WIWO] + 71w 150 ®),

M2 /1= (rO)\?
() o ety 4 Y
z ]_[u ), u (1+ (r®) )+|/\§”\2 )

for any decomposition such as

AD() =U U AW = A0 O = 2D aP) e [0,1],

Aﬁ” Q)
0 AP

where U is a suitable unitary matriz (note that any matriz is triangulizable by some regular matriz U ). Also,
we regard the term of Z?:l as 0.

Proof sketch. This representation is given in the proof of Theorem[.2] specifically by repeating the evaluation
of the inputs of each layer with the state variables of front layers according to . O

Theorem 5.4 (Upper Bound of Recovery Time). We assume for all 1 € [L] that s (0) € SW (k) and

p(Agl)(k)) < 1. Let infinite length inputs x(t),Z(t) € [—Tmaxs Tmax]"",t = 0 and e > 0. We assume that
there exists to such that x(t) = Z(t) for any t = tg. Then, we have

sup Tr(z,Z,s(0);e) < minf{t = 0: B(2v/n.5(k), t'; k) < e/|Uy| for any t' > t},
SO, 51"

where 5(k) = (5O (k),..., 55 (k) and 5O (k) = | (@D (k), (@ (k)55 (k)]

Proof sketch. This is from Definition Proposition (shifting the initial time by tp), and the fact that
the diameter of the invariant set is 2,/n5") (k). O

Detailed proof is stated in Appendix [A
Remark 5.5. Proposition [5.3] and Theorem [-4 imply the following:

(i) B¢ t; k) is calculated from the weight of LSTM and the recursive formulas @), and (5).
Since recovery time can be estimated using only ((2,/nc5(k),t; k), this upper bound is a data-
independent formula.

(ii) As k increases, p(Agl)(k)) decreases, consequently leading to a reduction in 3(2/nc5(k), t; k). This
reduction in § results in a sharper upper bound for Tx.

6 Resilience-Aware Training and Evaluation Methods
We provide a comprehensive strategy for translating theoretical foundations into practical applications.

6.1 Estimate

Aim Quantitatively assess the resilience of LSTMs.
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Method Evaluate the obtained model’s resilience using the following index:
Tr(e;k) =min{t = 0: 3(2y/n5(k),t'; k) < e/|U,| for any t' >t}

for some k. Since Tg depends solely on the model’s weight parameters, it can be evaluated independently
of the data. According to Theorem a smaller T indicates a stronger resilience capacity of the model.

Use case We propose to establish this metric as a formal requirement for assessing LSTM quality, contex-
tualized within the framework of control periods.

6.2 Training

Aim Build an LSTM with a specified degree of resilience.

Method Control the model’s resilience (i.e., Tg) during training by the following loss function:

Loss = L + A\®(g), (7)
L

0(e) = 3 max{p(AD (k) ~ 1+ 2,0} )
=1

where £ denotes the existing loss function, ® denotes the penalty term for the resilience, A > 0 denotes the
penalty intensity, and ¢ € [0,0.5] denotes the control parameter for the resilience. The resilience of LSTM
can be ensured through the design of the loss function, without modifications to the model architecture. We
can’t directly penalize T or Tk because these are initially unbounded, which prevents parameter updates.

The reason we penalize p(Agl) (k)) is that the recovery time can be approximated as Tg = (— log p(Agl) (k))~t
by focusing on the exponential term, which dominates decay.

The resilience of LSTM can be precisely calibrated by adjusting the parameter . In fact, as training
progresses, ®(g) is expected to approach 0, and after training is completed, the model is expected to satisfy

p(Agl)(k)) ~ 1 — e. Consequently, increasing the value of ¢ enhances the resilience of the model. This
amplification of resilience concurrently imposes stronger constraints on the model, potentially leading to a
trade-off between resilience and model accuracy.

Use case We tune ¢ to balance resilience and accuracy requirements, observing the trade-off and selecting
an optimal model.

7 Experiments
In this section, we verify the following two properties of our proposed method:

(A) Increasing k in Tr(k) leads to more accurate recovery time estimates.

(B) Adjusting e enables the tuning of Tg, and there is a trade-off between recovery time and inference
loss.

Detailed experimental settings are given in Appendix [C]
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7.1 Experiment I: Simplified Model

In this section, we employ a simplified model to validate (A).

7.1.1 Experimental Setup

We employed a simplified model using an LSTM network with randomly initialized weight parameters. We
applied step input to this model, introduced instantaneous noise, and observed the time required for inference
recovery (for a visual representation of the recovery time measurement, see Figure .

7.1.2 Results and Analysis

We calculated Tr and Tr(k) (k = 0,1,---,20) for 20 randomly
initialized models, deriving estimated average test errors and cor-
relation coefficients. As shown in Figure [2] the estimation test er-
ror consistently decreases as k increases, eventually converging at
around k = 20 steps. Furthermore, the correlation coefficient ex-
hibits a generally increasing (except for a temporary decrease) trend
as k increases, which indicates a strong relationship between the true
and our estimated values.

Figure [3] compares the estimation accuracy for k& = 0 and k = 20,
demonstrating improved accuracy with a larger k. The left side of
the red line is the area where §ISS is guaranteed by Theorem
Increasing k from 0 to 20 decreases p(A(k)) by 32% on average, then
all data points are included in the §ISS guaranteed area.

To illustrate this improvement in a specific case, we focus on one of
these models. As evident in Figure 4l the Tr(k) value for k = 20 is
smaller than that for k = 0. Furthermore, this value is closer to the
true Tr. This indicates that using a larger k value enables a more
accurate assessment.

These results offer empirical support for our theoretical statements
in Theorem and Remark increasing k not only relaxes the

6x10'

4x10'
| 3x10

Ty

=2x10

Tr(k)

10 k=20

06 038
r(Tr(k), Tr)

Figure 2: k-dependency of Tgr(k).
Each point represents a pair of the
correlation coefficient and estimation
error between Tg(k) and Tg for k =
0,1,...,20 (averaged over 20 models).
Edges connect points corresponding
to consecutive k values. The figure
shows that, as k increases, the correla-
tion coefficient tends to increase, and
the estimation error monotonically de-
creases.

sufficient condition of JISS but also enhances the accuracy of recovery time estimation.

x TIr Tx(0) v Tz(20)
100 100

1 1
o | vl o v |
ETS [ E TS5 1
= ' = '
£ 50 1 .7 : 50 W :
K v o #¥ i aTuE l
25 Vx v, xx x % 25 vy Y 4 4 1
x* 1 g |
1.0 15 0.6 08 1.0

p(A0)) p(A(20))

Figure 3: Accuracy of recovery time estimation. Gray dots represent Tg for each model. Orange and blue
dots indicate Tr(k) in k = 0 and k = 20 for each model. The red line represents the §1SS sufficient condition
boundary. The models in the left side area of the red line are guaranteed JISS by Theorem Increasing
k from 0 to 20 decreases p(A(k)) by 32% on average over 20 models. This figure indicates that increasing &

guarantees more models to be JISS.
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/0 noise w/noise === Tp Tr(0) === Tr(20)
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Figure 4: Recovery time of simplified model. The blue and orange lines depict the LSTM outputs for the
normal input without noise and the anomalous input subjected to instantaneous noise, respectively. Vertical
lines denote the recovery times, indicating that using a larger k value enables a more accurate assessment.

7.2 Experiment Il: Two-Tank System
Here, we demonstrate the effectiveness of our approach from the perspective of (B) in a more practical

scenario using the two-tank system, a recognized benchmark in control experiments (Jung et al. [2023;
Schoukens & Noél, 2017)).

7.2.1 Experimental Setup

System The two-tank system is described by the following differ- 0 = ftrue LSTM
ential equations (Schoukens & Noél, [2017): " ,
E % 51} A ': ¢ l‘| ,'-
— ¥ -

dhi PUlRd Ly |

_ = — O L L. %]

7 P1V 29h1 + pau, 3

dhy £s

r = p3\/2gh1 — pan/2gho, § &

0 0 500 1000

where w is the control input, hy and hs are the tank levels, g is
the gravitational acceleration and pi, pa, p3, and py are hyperpa-

Time [s]

rameters depending on the system properties. The LSTM model is
designed to predict the water level at the next time step based on the
current water level and control input. The current water level is ob-
tained from sensors, which are assumed to be subject to sensor noise.
Formally, we define the input-output relationship of the LSTM as
2(t) = (u(t), h(t) +w(t)) and y(t) = h(t+1), where w ~ N(0,0.01?).

Baseline To evaluate our proposed recovery time estimation
method and adjustment technique, we prepared a baseline model:
a standard model trained without considering resilience. As shown

Figure 5: Baseline of two-tank sys-
tem. Top: The blue line depicts the
resulting tank water level h; while the
orange line illustrates the LSTM pre-
diction. Bottom: control input sig-
nal. We can confirm that the baseline
model closely approximates the target
system.

in Figure 5] the baseline model closely approximates the target system for inference.

8 Theoretical Approaches Compare to Data-Driven Approaches

We conducted comparative experiments between our proposed theoretical method and conventional data-
driven approaches. In the data-driven approach, training was performed by randomly adding pulses along

the time series direction to the training data.

10
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*
e TR
< 10' Tx(0)
;,i == Tx(20)
> %  baseline
o
> 0 e=0.1
§ 10
o~
e=0.5
0.008 0.010 0.012

MAE

Figure 6: Trade-off controlled by €. The red dot represents the baseline value. For each ¢ from 0.1 to
0.5 in 0.05 increments value, gray, orange, and blue dots represent MAE and Tr, Tr(0), and Tr(20) pairs,
respectively, where MAE is the loss calculated on test data. The figure shows a trade-off between recovery
times and MAE when comparing the baseline and our models, and when varying ¢ of our model.

8.1 Setting
8.1.1 TRAIN

Data set For the adversarial learning, training and validation data were generated by adding pulse signals
to the input data generated in Section excluding control inputs. For data with time series length
T = 50,000, we generated randomly occurring sustained pulses. Each pulse occurrence follows a Poisson
process with an average rate of A = 0.001 per unit time. The total number of pulses over the entire period T’
is determined according to the Poisson distribution Poisson(AT).Each pulse has the following characteristics:

o The start time is randomly selected from a uniform distribution in the range [0, T — d], where d = 10
is the duration of each pulse.

o The amplitude is sampled from a uniform distribution within [0, M], where M is the maximum
intensity of the pulse.

e Each pulse is added to the input signal at a constant value for d steps from the selected start time.

We created training and validation data with variations of M = 1, 3,10 using the method described above.
Models trained with each of these datasets are referred to as "DD pulse M model" (where DD stands for
data-driven), while our model was trained using data without added pulses.

Loss We used the same loss function as defined in Section

Hyperparameters With the exception of the following two points, we used the same hyperparameters as
in Section

e For our model, € = 0.05.

e For the DD pulse M models, A = 0.

8.1.2 EVALUATION
We evaluated each model using the following evaluation data, under the same settings as in Section [C.2}

We define Z,, that satisfies the assumptions of Theorem with tg = 1010 as

ﬁp(t) =

(u(t), hi(t) + p, ha(t) +p) if 1000 <t < 1010,
x(t) else,

11
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where p was selected from the set {1.0,5.0,9.0}, and let J, represent the output of the LSTM when Z), is
used as the input.

8.2 Results and Analysis

As shown in Table [1} regarding Tg, our proposed method demonstrated superiority. Our model achieved
faster recovery times compared to models obtained using data-driven methods. Although models trained
with data having stronger noise pulses showed improvement in recovery time, they could not reach the
performance of our theoretically guaranteed model. These results indicate that our proposed method is
effective in enhancing LSTM’s recovery capability.

In achieving stability criteria, our model with theoretical guarantees also showed clear advantages. Models
trained with these data-driven techniques failed to meet the theoretical stability criterion of p(Ag) < 1. This
result suggests that approaches relying solely on data are insufficient for theoretical guarantees of system
resilience.

On the other hand, in terms of noise resistance, models trained with data-driven approaches outperformed
our model in certain cases. This is likely because our proposed method did not directly aim to maximize
noise resistance. Noise resistance can be theoretically bounded using 7 from Definition [3:2] As a future
challenge, by explicitly deriving -, there is potential to improve noise resistance metrics.

In general, our theoretical approach has been proven to provide a better solution than data-driven methods
to ensure resilience under any noise conditions.

Baseline DD pulse 1 DD pulse 5 DD pulse 10 Our

MAE 0.007 0.017 0.014 0.012 0.010
Tr(z,Z71) 21.31 17.04 9.31 4.49 0.86
Tr(z,Z5) 22.91 19.74 8.11 4.74 1.04
Tr(z, 2 924.39 17.33 8.11 4.90 1.04
Tr o0 o0 o0 o0 19.32
p(A) 1.537e+11 6.001e+7 2.627e+12 1.295e+-6 0.9476
max |y(t) — §1(t)] 0.03 0.06 0.16 0.26 0.21
max; [y(t) — §5(t)]  0.40 0.35 1.83 3.05 1.30
max |y(t) — Go(t)] 1.23 0.82 3.30 5.88 2.80

Table 1: Comparison of stability performance between theoretical approaches and data-driven approaches. "DD
pulse M" refers to a model trained with random pulses added to the training data, where M indicates the upper limit
of the pulse magnitude. "Our" refers to a model trained using our proposed loss function . Bold numbers indicate
the best performance for each metric.

12
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8.2.1 Results and Analysis

We will compare the models trained using our proposed loss function against the baseline model. First,
regarding (A), although the result in Figure |§| does not contradict Theorem in the sense of weakly
decreasing, the magnitude of this decay was notably smaller than the results in Section [5} Next, concerning
(B), we observed a trade-off between recovery times and MAE loss when comparing the baseline model and
our models, and when varying e of our model, as illustrated in Figure[6] Specifically, as ¢ increases from 0.1
to 0.5, we observe a trend of increasing MAE loss and decreasing recovery time. This trend aligns with our
theoretical predictions in Section [6.2} The experimental results demonstrate that LSTM resilience can be
tuned via ¢, validating our proposed method that introduces recovery time as a quality assurance metric
and balances inference accuracy with recovery time.

9 Conclusion and Limitation

In this paper, we introduced and theoretically estimated the recovery time. Furthermore, we established a
practical framework for resilience-aware training and evaluation of recovery time. However, there are some
limitations in our research:

1. Theoretical and data-independent guarantees do not always reflect actual data distributions. There-
fore, we strongly recommend complementing our approach with data-driven quality assurance meth-
ods for practical implementation. Also, be aware that applying our method to an unstable system
can be counterproductive.

2. Because of the lower requirement for long-term memory in the two-tank system, the trade-off be-
tween recovery time and inference loss was not shown clearly enough in Fig[f] However, if tasks are
dependent on long-term memory, the decline in the accuracy of recovery time estimation and the
accuracy degradation caused by the penalty terms for the resilience become significant problems. As
demonstrated in Theorem the JISS conditions form the foundation for the recovery time esti-
mation; therefore, relaxing these conditions is necessary to address these problems. Approximating
the limit of the sequence Agl) (k) and relaxing the §ISS condition could be a key approach. However,
these methods require further investigation (see also Appendix .

3. For continuous changes, such as environmental shifts and degradation over time, it is naturally
expected that online learning will be addressed. While, as an idea for guaranteeing resilience without
online learning, we believe that it can be extended to monitor the difference between the inferred
and actual values, and to modify the weights based on the feedback of the difference into the LSTM
(Schimperna et al.l [2023)). It may also be necessary to redefine recovery time flexibly.

4. Although our current research focused on the resilience of LSTM modules in control systems, com-
prehensive quality assurance for control systems remains a challenging issue. We consider that our
framework can also be extended to feedback control, where the input depends on states. For example,
in the classical closed-loop control where the input is given by F(¢target — Yout), the discussion using
U — W F instead of U would extend our analysis. In MPC, [Terzi et al.[ (2021 proved the convergence
to the target values by incorporating 6ISS LSTM as an observer and controller. Then, formulating
the recovery time in the same way as this paper, it is expected to estimate the convergence time to
target values when a disturbance occurs. By more precisely analyzing the calculations used in these
studies to prove control system stability, it may be possible to determine the convergence time of
the system state to the target value.

13
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A Proofs

A.1 Proof of Proposition 4.1]

We show the following lemma before proving Proposition

Lemma A.1 (Monotonic Decrease and Convergence). Let L € N. {aﬁk”(k)}szo, {agl)(k)}zo:o, and
{n®O(k)}?2__, are monotonically decreasing and converge for alll € [L], where * denotes f,i, or o.

Proof. From the definition in Section u 0< Gfkl)(n(l)(k - 1)), Ggl)(n(l)(k —1)). Since o and ¢ are strictly
monotonically increasing functions, we have 1/2 = ¢(0) < Ef,f)(k) <land 0= ¢(0) < &il)(k) < 1. Therefore,

0< Ez(-l)(k)ag)(k) and 2<1/(1— E;l)(k)) are obtained, then,

70 (k)3
0=¢(0x 2)% <o (W) Egl)(k) = n(l)(k).
i

Hence, {Ei”(k)}f:(), {agl)(k)},ﬁo, and {nW(k)}¥__, are bounded below sequences.

In the following, we show that these sequences are monotonically decreasing by induction, therefore converg-
ing.

Firstly, consider the case of k = 0. From the above inequalities, and the fact that o(z) — 00 as z — 0, and
that 0 < EE,”(O) < 1, we have

708" 0
oo (ALO0) 1oy
—(1) 2D
n(0) = ¢ (Ui (O(S(é;))) 7(0) <7V (0) <V (-1)
— 9y

Substituting 7 (0) < ™ (—1) for G4(n) and G.(n), we obtain

Gy (U(l) (0)) = ||(Tmax

Ne

1, + n(l ‘U

SER

W 1, + 90 (- ]U”hm+w”>wD:G4¢W—nx

< (xmax
GC(W(D(O)) = |Tmax |W,

WO 10, 4000 | .+ 0] = G-

(’)‘LL +7Y(0) ‘U” ’1n +‘b(l

N

xmax

Since o and ¢ are strictly monotonically increasing functions, the following hold:

(G (nV(0))) < 0(Gi(n® (~1))) = 7(0),
$(Go(n®(0))) < $(Geln® (1)) = 3 (0).

7P (1)
(1)

Therefore, Eil)(l) < E,(kl)(l) and 52”(1) < 58)(0). Applying these inequality for ¢V (1) and 7 (1), we have

oy - 70w W 7060 _ 7050
-0 1= 1=

(1) = (@ (1)7) (1) < ¢ (0))7y (1) = 1 (0).

= c(0),
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Thus, we obtain that 3 (1) < 70(0), 3 (1) < 3(0) and 5 (1) < 5V (0) < y®(~1) =

c
Secondly, consider the case of k = kg € Z>( and assume that ES) (ko+1) < Efkl (ko), qbil)(ko +1) < $ o (ko), and

n(l)(ko +1) < n(l)(ko) From assumption, G (7 (l)(k‘o)) < G*(n(l)(ko +1)) and G, (n(l)(ko)) < Ge(n l)(kjo +1))

hold in the same way as the case of k = 0. Therefore, 7y )(ko +2) < ng)(ko +1) and ¢El) (ko+2) < QS( )(ko +1)
are obtained. By using these inequalities, we have

() —()

_ o, (ko +2 ko + 2

(ko +2) = ( (l))¢ (Ko +2)
1-— [ (/Co + 2)

l —(
<é%k+>dkm+w<é%m+>¢RM+n
1-5 (ko +2) 11— (ko + 1)

=2 (ko + 1).

In addition, Eg)(k’o +2) < 5,)(k0 + 1) and ¢ is strictly monotonically increasing. Then, we obtain that
(ko + 2) < n(ko + 1). O]

Here we restate and prove Proposition [£.1}

Proposition A.2 (Invariant Set). Let L € N and k € Z=o. SO (k) = CO(k) x HD (k) is an invariant set,
that is, for all t € Z=q, | € [L], and & € [—Tmax, Tmax]™*, if sP(0) = (D (0)T,RO0)T)T € SO(k), then
sO@) = (DT, K@) )T € SO(k). Furthermore, the sequence {SW(k)}¥_, is a decreasing sequence with
respect to k in the sense of set inclusion.

Proof. From Lemma and the definition of C(¥) (k) and H (k) in Section it is obvious that {S® (k)}y
is a decreasing sequence.

Below, we show {S()(k)}, is an invariant set. Assume s (0) = (¢D(0)T,hM(0)T)T € SW(k), then we need
only to check that

sOE) = (PO, KOO NTeSV(k) = sOt+1) =P+, Dt +1)T)T e SO (k)

for all t € Z>o and = € [—Zmax, Tmax|™* -

First, we assume c()(t) e CW (k). Since RO (t) e HV (k),

KO0l < 6@ H)F (k) = 0 ().

Therefore, for all j € {1,...,n.}, it hold that

oW 00 + UHO® +6)) < o (om0 10, + 02 [WO@) + 604 ] )
= o ([ +nl) \U” 1,000 )
<y (H . Ok ‘U l)‘ 1, +o), Hw)
= o(G¢ ((”(k 1))
=5\ (k),
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where * denotes f,i or o. We have ¢( C(l)x(l)(t) + Uc(l)h(l)(t) + bgl))(j) < 8@1)(16) in the same way. Thus, each
component of ¢)(t + 1) is evaluated as follows:

D (t+ 1)) = oWV t) + UPRO @) + 69 5y x O (1) )
+o(W20 @) + U h<”<> b£l> x pWPzO (1) + ULRDO(8) + D))
D (k) |eD (1)]0 + 70 (k)3 ()
=E(z)(k)5£l)(k)¢(l)(k) + 70130 (k)
T Dy ‘

This inequality holds for all j € {1,...,n.}, therefore ¢ (t + 1) e CO (k).

Next, we assume h l)( )€ HO(k (k). Since hyperbolic tangent ¢ is strictly monotonically increasing,

ROt + 1)) = o (WO (@) + UPRD () + b)) x ¢(cD(t + 1))
<7V (k)p( (k).

This inequality also holds for all j € {1,...,n.}, therefore h)(t + 1) e HO (k).
Hence, we conclude that s (¢t + 1) € SO (k) when s (t) e SO (k). O

A.2 Proof of Theorem

In this section, we prove the input-to-state stability and the incremental input-to-state stability of LSTM.
First, we introduce the definition of input-to-state stability.
Definition A.3 (ISS, [Sontag||1990; |Jiang & Wang|2001). System (1f) is called input-to-state stable (ISS) if

there exist continuous functions 8 € KL and v € K4 such that for any initial state s(0) € R™s and for any
input sequence (0 : t) € [~Zmax, Tmax]™* <Y, s(t) satisfies

[s(@®)] < BIsO)]l;8) +~7([(0 = £)]2,:0)
for all t € Z>o.

Considering the invariant set in Proposition the sufficient condition for ISS of LSTM is more relaxed (in
the case of k > 1) than (Terzi et al. [2021, Theorem 1, which is the case of k = 0) as follows.

Theorem A.4 (ISS of LSTM). Let L € N and k € Z=o. We assume that s (0) € SW (k) for all I € [L].
The LSTM is ISS if p(AW (k)) < 1 for all | € [L], where

Wy _ | Trk) (k) |U:|
A7) [Uo(k)af(k) 7.(k)5 (k) |Uc]'

Furthermore, p(Agl)(kJ)) is monotonically decreasing with respect to k € Z=o.
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Proof. From and the fact Lipschitz constant of ¢ is 1, we have

o0+ 0] <o (W00 +vPnO0 +6F)] |w]
+ o (W20 + UPRO 1) + 6| o (WO (1) + UDRD (1) + 1)
<o (W20 + U 0w + v )|
o (w20 + UL + 60| ) W20 + UORO@) + 0]
<o (el )
+o (610006 - 1) (WO |0 w] + 0] [ 0] + [10])
=770 [ 0] + 70w (W] o] + o0 1Ow] + [10])

for any k € Z>¢ and [ € [L]. Similarly, implies that

] <o (50500 <00 1) o e )

<o (w20 @) + UORO (1) + b HOO) e+ 1)H

< (0 e (o0 s i)

Then,
et + 1) 7y (k) (OT e I W)
B0+ D)) = {20 w0 w) *(l)(k () [0 | \IRO )]

7 (k) [ )
(ot wvﬂw»)’f“ (it 1

0
=40 ([} ) + 0w ] s 2].
For each layer | € [L] of LSTM, we estimate for any k € Zs¢ that

(o) <42 (ot 3)) + O]+ o)

< AV k) (“,’,‘f?)t )+ AD®a® o0 2] + A0 w0 1|

/0 [0~ 1] + a7 10

®
< AD (k) (||||C(l) (0) ||||) ZA(I)(k)t— 140 (k Hm(z) H Hb(z)H ZA(z) ) a (k),

where al()l) =0forl=1,..., L-—1.
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For single-layer LSTM (the case of L = 1), we obtain that for constant p > 1,

|43 - o< )

< A IO + | 3 AR a0 () )] ) (10)
j=0
< |As(R)|s(0)] + EA r]naXH:U j—=1)+ 2 ) 116
< pA1(As (k) [s(0 )II
+ (T = As(R))I = As(k) " aw (k)] 2] 5,0, + |(T = As() (k)] e - (11)

Here, we note that A;(As(k)) € (0,1) since p(As(k)) < 1. Therefore, the first term of belongs to class
KL(|s(0)]|,t), the second term belongs to class Ko (||, ), and the third term belongs to class Ko ([|bel).
This concludes that single-layer LSTM is ISS if p(As(k)) < 1.

For multi-layer LSTM (the case of L > 2), it follows from that

o <[4 a| o)

t—1 t—1
3 AP R B ) [P )| |+ B AL ) al ()] (12)
7=0 7=0
Also, the estimate (E[) imply that
)
w00] < 4000, (o)) + a0 [0 (13

;oo L — 1, where (A, denotes the lower horizontal vector (A1), A(2,2)) for a matrix A =

Ay Apge . . . .
[ 1) A( ). Applying the relation and inequality to the second term of repeatedly,

20



Under review as submission to TMLR

we estimate that

t—1

Z AL (k)T 14(0) (k) Hx(L) (7_)H ’ — ‘ i AE) (k)= (L) () Hh(Lfl)(TL)H '
= =1

t
Z AWD (gyt=7e oL ‘S(Lq)(O)H
> ABE k) Y A

S

al®) (k) ALV (k)
TL,=1

) )h<L2><m_1>HH
T,=1 TL—1=1
t
<| X AP R Tal (), ALY ()| s 0)
TL:1
t
I Z AL (k)T Z ALY ()T (B () A2 (gyTi HS(L—z)(O)”
TL:1 TL—-1= 1
t TL
+] 2 APER TP (k) Y AET (k)T D (k)
T, =1 TL—1=1
3 AP R P ), AD ()| |5V (0)]
To=1
Z A(L t TLq L)(k) j A‘(gLfl)(k)TLf‘rL,l achfl)(k)“.
T,=1 TL—1=1
T2
AL E) T alD (k) [(m = 1) ‘
7'1=1
t
= | 0 AP (k) el (k) ALY ()| s 0)
=1
L—-2 t TL TL—1
Z D AP ®) TP (k) Y AT (k)T el (k) Y
m=1| =1 TL_1=1 TL—2=1
Tm+2
D) AU (T gl () ACY (k) 5O (0)
Tm+1=1
t TL TL-1
Y, AP E TP (k) Y AET (R el (k) Y]
TL=1 TL71=1

TL—2=1

7'1=1

T2
3 AD (R 0 (i — 1)] H

t

e

T

AgL—l) (k,)T

a

’S(L—l)(o)H Z (Z Z

=l7,_1=

m+2
HA L) t T

Tm+1—1

L—-1
[T
l=m+1

Oy

AT (k)7

+ZZ EHA(L tTL7
=1

m) <)

L
[1 a9 I2r = 1)1,

Tr=171_1=1

Ok
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where the last inequality follows from the inequality [Aai| < [A][ay]| and equality |aia] |

max|e—1 [ar1a2€| = |la1| max g1 [a2€] = |a1][az| for matrix A € R**? and vectors ay,az € R Then,
we estimate again that

HA L) () H H o H (Z TZZ”Z/ HHAI) 11 H o )D Hs(m)(O)
DD (ﬁMWM[WDMﬂ+ZM9W
=1 =0

iy i=t—7—1,1,20

e

< 1B 0)p(AD (k)" 54 H D ﬁMWﬂ%Wt(ﬁ

m=1 ZlL=m =tl=m l=m+1

ww)wa

' ti ( 2 ﬁ“(l)p(Ag)(k))T) ( L ) ()] + Z oA () af| o]
=0 \>E  n=t—r-11=1 =1
a0 0]
<><<9 st (1 ) o
t—1
+T=0’u(1:L)(t) (t(ttL;)!T(L—Q)I)'  max p(A(z) -1 (1—! D ()|
) t—1 H(L)(t)p(A(L)(k) L) H Hb L) H
=0
< My (k)pw(k)' Hs“:” (0) (2 M) ti P ()T ]y o + M 2 (AL ()
’ 7=0 =0

where M (k), M} (k), and M/ (k) are constants independent of ¢, 0 < pr(k),p} (k) < 1, and s (¢) =
[s(t),...,sE)(t)]. This is because p(AL(k)) < p(AL(k)) and the products of u and p(AL(k)) are converge.
)

Therefore, if p(AY (k)) € (0,1) for any [ € [L], the multi-layer LSTM is ISS.

We note that x() can be expressed by direct calculation as

|40ay|
_ly )\gl) MO) l) (l)z ) ()\(l))
0 /\(l) ()\gl))t
1 t t
<—{(1+ (T(l))2t)()\gl))2 + (V(l))2 Z (T )T 1 Z )\(l))Q(t 1)
\/§ T=1 v=1
l ! : ’ ! % l
+ {(1 + (r(l)>2t)()\§))2 + (V(l) 2 Z (z) T—1 Z (1) } _4(r(l))2t()\g))4 ()\g))z(t—n
=1 v=1

W2 /1 - (0>
(1) (1t (12t v
@MJWJOHT>)MUA1—M>'
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Finally, we show p(Ag)(k)) is monotonically decreasing. Suppose that p(Agl)(k)) < p(Agl)(k + 1)). Since
Agl)(k) and Ag)(k + 1) are non-negative matrices, p(Ag)(k)) and p(Agl)(k + 1)) are Perron-Frobenius eigen-
values of Agl)(k) and Agl)(k + 1), respectively. Also, there exists a non-negative eigenvector v of Agl)(k +1)
for eigenvalue p(Agl)(k +1)). From Lemma Agl)(k) - Agl)(k + 1) is non-negative matrix. Then, the

vector
—(AP (k) = AP (k + 1)v = p(AD (k + 1))o — AP (k)v = (p(AL (k + 1)1 = AD (k))v
(14)

is non-positive. Since all eigenvalues of Agl)(k;) less than p(Agl)(k + 1)), then p(Agl)(k; + 1) — Agl)(kj) is a
regular matrix, and which inverse matrix can be expanded as

(p(A(l)(k +1)I — A(l)(k;)) Z A(l)( ) q
s s (A(l) k4 1 = A(l )) .

Therefore, (p(Agl)(k + 1)1 — Agl)(k))*1 is positive matrix. Hence, v is non-positive from (14). Since v

is also a non-negative vector, v = 0. This contradicts that v is an eigenvector. Thus, we conclude that
1 l

p(AV (k) = p(AY (k + 1)). -

The next is the same as Theorem

Theorem A.5 (1SS of LSTM). Let L € N and k € Z=o. We assume that s()(0) € SO (k) for all l € [L].
The LSTM is 5158 if p(AY (k) < 1 for all l € [L], where

) (k) ol (k)
) Oo (k) Efl)(k) (Xgl)(k)ﬁgl)(k)+i¢(@(l)(k))“[]§l)“ ’

D [ _( Lo 70
ol (k) = N0 [0 ) + 7P WL+ UL (8, (k).
Furthermore, p(Agl)(k)) is monotonically decreasing with respect to k € Z=y.

Proof. From and 7 we have
At +1) =Pt +1)
o (WPl 1)+ U0 + 1) © (L0 - 1)
o (WPl + U RO (1) +60) — o (W2 (t) + U (1) + 60 ) f o o)
ro (W00 + UORO @) + b0
© {o (Wl (t) + UPRD (@) +80) — & (W (8) + UORP (1) + ) }
o (W) + vOrP 1) +60) o (W2 @) + 1O (1) + 1) }
06 (WO @) + UPRP @) +0),
and
Ot +1) — P+ 1)
— o (Wl 1)+ UPRO @) + 00 0 {o (Lt + 1) o (¢ + 1))}
+{o (WO @) + UORO 1) +80) o (WP @) + UL 1) + D) o6 (4 1))
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Since the Lipschitz constant of ¢ is 1/4, we obtain that
Hcll l (t+ 1)H
< H ( (l) (l)( £) + U(l)h(l)( t) + b(l))H H (l) (l)( )H
4 H (W;l gl)( ) + U(l ) + b(z ) (W;l 21) ) + U(l)h z)( £ + b(l )H H (z H
+ H (W(l) (l)( )+ U(l)h(l )+ b(l)> H H <W(l

— (Wiha) ()+U<l>h @)+ |
+ o H (W02 @) + uPrP @) + )

)+ UDRD () + bg”)

(W” ”()+U”h (t)+b(l)) o (W <l>()+U<l>h”()+b<l)H

<o dio] - (] 0 -2t [oP ol
et e -0l e o)

[0

# goe ) (W] [al ) — a0 + ] |10 - w0 ],

and

th”(t +1) = hPt + 1)”
<70 (k) H(;Y)(t +1) - D+ 1)”

#30 (#0®) (W |0~ 0] + [0 | 1) 10
<D ) |0 — 1)

(Pl ]+ HUﬁ”H [0 - 0)]) <

+a0 ) (o] ol ‘”<t>H + o] @) - )]
#3000 (0|00 — 0] + o] | 0 - 0] )
w0 (0w )(HWél [« %l of + o |10 - @)
Then,

1) =P +1))
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WOt +1) = nP @+ 1)

)

() (0)
(k) as’ (k)
s [ <z>f(

) - )
B ol (K)ol (k) + 1o (O (k) [0S

(\ SUORYI0)
)
+ (ag)(k 50 g(b()c(l HWfSl) H) H:Egl)(t) - xél)(t)H

= AV () (‘CW . (t))’) +ald (k) |2 (1) 2 1)

h(l)( ) h(l)(
l _ l _ l —(1) l l
where ol (k) = O W)U | +7" () |UL | + 16, (k)| UL | and o (k)
l
3 (k)| W)

)

— l (1 l
= L0k W P+ (k)W +
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Similar to the proof of Theorem we have

[s1(t) = s2(t)]| < A1 (As (k)" 51(0) = s2(0)| + (T — As (k) )T — As(k) ™ au (k)] |21 — 225,00

for single-layer LSTM, and
L L
s - 587 (0]

<u®@p(AP (k)" [ (0) - 557 (0)|

L
Z (m:L) i‘;ﬁLL m”? max | p(AD (k))' ( I1

=m
m=1 l=m+1

0]) 470 -0

. t+L—7—2 t i
OM(LL) (t(—T—l)!(L _)1)' _1ax p(AW (k) ! <H H O (k H) |z1(7) — z2(7)||

for multi-layer LSTM. Thus, LSTM is 0ISS if p(A{" (k)) < 1 for all 1 € [L].

t
+
T

The proof of the monotonically decreasing of p(Agl) (k)) is the same as that of Theorem O

A.3 Proof of Theorem [5.4]

Theorem A.6 (Upper Bound of Recovery Time). We assume that s (0) € SU (k) and p(Ag)(k)) <1 for
all 1 € [L]. Let infinite length inputs x(t),Z(t) € [~Tmax, Tmax)™*,t = 0 and e > 0. We assume that there
exists to such that x(t) = Z(t) for any t = tyg. Then, we have

sup  Tr(x,2,5(0);¢) < min{t > 0: B2yncs(k), ' k) < ¢/|U, | for any ¢ > t},
s(0)e[ 1, 5

where 5(k) = (30 (k), ..., 5 (k)) and 5O (k) = (& k), (O (k) (k)]

Proof. Denote that

O] Cgl) )
sy = A0 = s\ (to,5(0),z(0 : tp)),

1

O e 0 ~
20 = |, | =57 (t0,5(0), 20+ to))
2

forl =1,...,L. Proposition implies that there exists 3 such that

| (t — to, 51(to), z(to : t)) — sB)(t — to, s2(to), z(to : 1))
= 1 1 L L
< B = s s = sSSPt — tos k)

and (s, ..., s k) is increasing with respect to sV, ... s(¥) for any t and k. On the other hand,
s 5P e SO (k) implies
Vs plies

! l _
el — e < el — Pl < 2¢/mee® (&),

! l l _
1h" — h ) < vacns? = n |l < 2y/mep (@ (k)7 D (k).

and then

l ! l _
st — s8] wcl — 12+ nY — nd |2 < 2y/mesO (k).
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Thus, we have

ly(t,s(0),z(0 : ) — y(t,s(0),2(0 : t)

< [Uy s (¢, 5(0),2(0 : 1)) — s (8, 5(0),2(0 : 1)) |

= |Uy| s (t — to, 51, 2(tg : t)) — sEV(t — to, s, (Lo : 1))
< U 11B(2v/nes(k), t — to; k).

The theorem follows immediately from this inequality. O

B Additional Discussion: Approximation of limit

As mentioned in Remark if we assume the initial state as 0, the sufficient condition in Theorem
becomes optimal when £ — o0, and also the estimate in Theorem becomes more precise. Therefore,

taking Theorem |4.2| as an example, calculating p(Agl)(oo)) or estimating the upper bound of it precisely is a
meaningful goal. While iteratively calculating the values based on the recurrent formulas, which were used in
the experiments in Section[7} is an approach for estimating the upper bound, we discuss another approach in
this section. This approach may require more calculations than the iterative one, but it probably converges
faster.

Below, we describe the method for calculating 7 (o) = limy_,. n® (k). The value of p(A (0)) and the
limit as k — oo of the variables in Theorem can be directly calculated from 7 (o0).

Denote the limits of sequences {Eg)(k)}z‘;o (# denotes f,1, or o), {ail)(k;)},;‘ozo, and {n®(k)}* | as ng)(oo)7
(l)(oo) and 1 (c0), respectively. Since ng)(oo) = U(Gil)(n(l)(oo))) and ail)(oo) = ¢(Ggl)(n(l)(oo))), we have

G
Oy — o (TG @O ESCE @D\ a0
n : (OO) - (b ( 1— U(G?)(n(l)( ))) (Gol (77 ! (OO)))

—(
If this equation could be solved, that is, 7+ )( o0) and zj)i)(oo) could be obtained, we would find the loosest
sufficient condition for the LSTM to be §ISS, and the optimal estimate of recovery time. However, it is
difficult to solve it analytically, so we approximate it using properties of convex functions.

Let w > 0. Since o(w) is convex upward and dz(qj}”) = o(w)(1 — o(w)), then for w and wy = 0,

o(w) < o(wp) + o(wp) (1 —o(wp)) (w — wp) =t &F(w;wp).

As dﬁg) =1— ¢?(w), it holds that

P(w) < p(wo) + (1 — ¢ (wo))(w — wo) =t G(w; wo).
Therefore, for w and wy = 0, we have
o(GY (w)) < F(GY (w); GY (w0)),
(GO (w)) < HGCV (w); GP (wp)).

From these inequalities, the following inequality holds:

NN (M (D) (U O A W
(@ >>¢< oGy ) T

(D 60wy 5 [ FCE w); G (w))FGL (w): G (o)) (G (w0)) $(GE” (wo)
< (Go ( )7Go ( 0))¢< 1_0'(G5‘.l)(w)) ’ 1—0'(G§cl)(w0))

= g(l)(w; wo).
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Here, Gy (w), &(w, wp), q\bf(w,wo), and (1 — o(w))~! are non-negative, monotonically increasing, and convex
downward functions. Since E(Z)(w; wp) is represented by the composition and product of these functions, it
is also convex downward. Hence, for 0 < k) <n®, 0 < A\® < 1, and n®O+ = (1- )\)I{(l) + M0, it follows
that

(l)( (l)+) < g )(77( )+ ,77(1)) (1— )\(l))g(l)(,i(l);n(l)) n /\(l)g(l)(n(l)).
In particular, if 7" (00) holds gt (n® ( )) =0 (o) and kO < ¥ (0) < @, there exists AV (o0) such that
n®(0) = (1 — A0 (00))k® + AD (00)n®). In this case, we have the following:

(1= AD(e0))s + A<l><oo>n<l> < (1= AD(@)F (D37 0) + AV ()5 (),
7O (kD D) — £
n(l) — /{,(l) — g(l) (’r](l)) + ‘\g/(l) (/@(l);n(l)),

77”)(00) _ n® g(l)(,{(l); n®) — k® ﬁ(”(n(”) 0 (n® — K(l))(n(l> — ﬁ(l)(n(”))
= n(l) — /g(l) — g(l)(n(l)) —+ ‘\é(l)(}ﬁ)(l); 77(1)) n(l) — /{(l) — g(l)(n(l)) + :q/(l)(,k;(l); 77(1)) '

A (0) <

Therefore, we can approximate 1Y) (c0) by following three steps:

1. Take x® and 7® such that k) < 7®(w0) < n®, for example, KO =g (0) and n® = gM(1).

7D F(kW; M) — kO 5O (D)
q’](l) — /{(l) — g(l) (n(l)) + .\é(l) (,K;(l); n(l)) '

3. Substitute the result of Step 2 for n). Return to Step 2.

2. Calculate

C Details of Experimental Setup

This section provides a detailed description of the experimental settings used in the experiments discussed
in the main text. The experiments were conducted using the PyTorch framework. The random seed was set
using torch.manual_seed(1234).

C.1 Simplified Model

C.1.1 LSTM Setup

The model dimensions are provided in Table |2l Twenty models were generated with weights sampled uni-
formly from the intervals W, € [0,0.1], Uy € [0, 1.0], and C € [0, 1.0].

L ng ne mny

1 1 1 1

Table 2: Model dimensions of simplified LSTM

C.1.2 Evaluation

We define the nominal input data x and the perturbed input data T that satisfy the assumptions of Theorem
B4 with o = 20 as follows.

. 1.0 if t = 20,
z(t) = 0.5, Z(t) = {O 5 olse

where t = 0,1,2,...,99. Tg(z,2) and Tg(k) were calculated according to Algorithm [1| and Algorithm

where 7" = 100. It should be noted that in cases where the model exhibits instability or p(A(k)) > 1, this
algorithm computes Tr = o0 or Tr(k) = . Calculating statistical measures such as estimation errors or
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correlation coefficients using infinite values would result in arbitrary and meaningless numbers. Indeed, for
some values of k and specific models, our experiments showed that Tg(k) = o0 and p(A4(k)) = 1 occurred.
This result is theoretically correct and does not indicate any deficiency in the theory. However, using infinite
values to calculate statistical measures such as estimation errors or correlation coefficients would result in
arbitrary and meaningless numbers. To address this issue, we replaced infinity values with finite proxies:
Tr(k) = T = 100 when computing these statistical measures.

Algorithm 1 Computation of Tg(z,T)

T « length(z)
d < {ly(t, 5(0), 2(0 : 1)) — y(t, 5(0), 30 : ) [}r=0.1,...1
if d[—0] < e then
Tr <~ T —Ty
else
return oo
end if
fort=1toT —ty do
if d[—t] < e then
Th <« Tr —1
else
return Ty - ty
end if
end for
: return 0

e T
A

Algorithm 2 Computation of Tx(k)

Inputs: 7
d <« {,3(2 nc§(k‘),t; k)}t:&...,T
if d[—0] < e then
Tr T
else
return o
end if
fort=1to 7 do
if d[—t] < e then
Tp—Tr—1
else
return TR
end if
end for
: return 0

e e
AN S

C.2 Two Tank System
C.2.1 LSTM Setup

The model dimensions are provided in Table

L ng ne mny

1 3 22 2

Table 3: Model dimensions of the two-tank system LSTM
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C.2.2 Data Generation

The training and test data were randomly generated through the following process (Jung et al., 2023}
Schoukens & Noél, [2017)). First, the continuous two-tank system

dh

ditl = —p1v/2gha + pau,

dh

LTtQ = p3v/2g9h1 — par/2gha,

was discretized using the Runge-Kutta method with dt = 0.01. The system parameters are shown in
Table 4l We randomly generated a sequence of control inputs {u(t)}s, set the initial state of the system
to (h1(0),h2(0)) = (0,0), and obtained the system states {(h1(t), h2(t))}+. Here, the generation of control
inputs was set to a time series length of 100, 000, with values randomly switched every 4,000 step following
a uniform distribution ¢(0.5, 3.0). Using this method, we created two independent control input sequences,
one for training and one for testing.

As the final stage of the data generation process, we created training and test datasets. In this step, we
simulated more realistic scenarios by adding noise to the previously generated state variables. Specifically,
we constructed the input data as follows:

z(t) = (u(t), h1(t) + w1 (t), ha(t) + wo(t)).

This addition of noise simulates real-world factors such as sensor measurement errors and environmental
uncertainties. The noise distribution was set to wy,ws ~ N(0, 0.12) for the training data and to wi,wy ~
N(0,0.012) for the test data. This is because while noise with a standard deviation of about 0.01 is expected
under operational conditions, intentionally introducing larger noise during the training phase aims to improve
the model’s robustness and accuracy. On the other hand, the inference target data was set using the state
of the next time step as follows:

y(t) = (hi(t 4+ 1), ha(t + 1)).

This setup requires the model to predict the state at the next time step based on the current control input
and the state, which includes noise. This simulates the important task of one-step-ahead state prediction in
actual system control.

The time series data are normalized to the interval [—1, 1] for both input z(t) = (u(t), hy(t) + w(t), ha(t) +
w(t)) and output y(t) = (hi(t + 1), ho(t + 1)) of the LSTM before conducting inference. The equation for
normalization is given below:

Tr = 2(33 - xmin)/(xmax - xmin) - la

Y= 2(y - ymin)/(ymax - ymin) - 1;
where zmin = (0.5,0,0), Zmax = (3.0, 10,10), ymin = (0,0), and ymax = (10, 10).

System constants D1 P2 P33 DPa g
0.5 05 05 05 0.5

Actuator Umin  Umax
0.5 3.0

Table 4: System parameters

C.2.3 Train

Data set The training dataset is split into training and validation sets, with the first 50% of the sequences
allocated for training and the remaining 50% used for validation purposes. To reduce computational load and
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augment data, the training dataset is created by segmenting one length time series 50,000 into individual
sequences 49,000, each with a length of 1,000, using a sliding window of step size 1. On the other hand,
as data augmentation is not required for the validation dataset, we create the dataset using both a window
length and a step size of 1,000, solely considering computational efficiency.

Loss We design the loss function for backward as follows:
L= MAE(ytrue7 ypred) + )\(I)(E)

When calculating the MAE on the batched data, we discard the first 10 steps of the time series predictions.
This adjustment accounts for the inherent instability of LSTM predictions during the initial time steps,
which is a characteristic behavior of LSTM networks.

Hyperparameters We used the following hyperparameters. The weights were initialized with uniform
distribution U(—1//nc,1/y/nc) and optimized using the Adam (8 = (0.9,0.999), ¢ = 10~®) optimizer.
The mini-batch size was 64, the epoch size was 200, the learning rate was 0.001 with ReduceLROnPlateau
(mode = min, factor = 0.1, patience = 10) scheduler. The baseline model was constructed with A\ = 0, while
the stability-guaranteed model was implemented with A = 1.0. The recovery time control parameter £ was
selected from the following set

{0.1,0.15,0.2,0.25,0.3,0.35, 0.4, 0.45, 0.5}.

C.2.4 Evaluation

The inference accuracy was evaluated using MAE as the metric for the test data. For the time series, we
calculated the MAE, ignoring the first 10 steps and using non-normalized values for the evaluation.

Separate from the data used for evaluating inference accuracy, we generate the nominal input data x and
the perturbed input data Z for the estimation of recovery time T using the following steps. First, we set
the time series length to 3500 steps, the control input to w = 1.0, and the initial water level of the system
to (h1(0),h2(0)) = (0,0). Then, following the data generation process, we created (hy(t),ha(t)) and set
x(t) = (u(t), hi(t), ha(t)). Then, we define T that satisfies the assumptions of Theorem with ¢y = 1010
as

oty = {0 I + 1.0, ha(d) +1.0) 3 1000 < ¢ < 1010,
() else.

This definition models the phenomenon where observational noise temporarily has a magnitude larger than
expected. Based on these settings, we calculate Tg and Tx. The algorithm is similar to the one used with
the toy model, but there is one point to note due to the effect of data normalization. As the LSTM output is
normalized, T is calculated to ensure the error remains within e on the original scale. Consequently, T must
also be adjusted to the original scale. In the calculation of T, we apply the following scale transformation
to e in Theorem [5.4

e — ¢/(hmax — hmin) = /(10 — 0) = ¢/10.

D Other Related Work

In this paper, we estimated recovery time using JISS properties. On the other hand, Finite time stability
(FTS) (Bhat & Bernsteinl 2000)) rigorously discusses convergence time, characterized by a settling-time
function. Finite-time input-to-state stability (FTISS), combining FTS and ISS, enables robust control against
disturbances (He et all |2022). Recent studies (Liang & Liang), 2023; Mo et al.| |2023|) propose Lyapunov
functions satisfying FTISS, eliminating the need to directly consider the settling-time function.

However, deriving sufficient FTS conditions involves strict model constraints, established only for specific
models like Hopfield networks (Michalak & Nowakowskil [2017)) and Clifford-valued RNNs (Shen & Meng;,
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2023), but not for conventional RNNs or LSTMs. While achieving FTS for LSTMs would theoretically
allow for precise recovery time evaluation, we argue that from a practical standpoint, considering numerical
errors and rounding, it suffices for output differences to fall below a threshold rather than strictly reaching
equilibrium. Thus, we opted for ISS instead of FTS.
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