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Abstract

We propose a framework to convert (¢, §)-approximate Differential Privacy (DP)
mechanisms into (&, 0)-pure DP mechanisms under certain conditions, a process
we call “purification.” This algorithmic technique leverages randomized post-
processing with calibrated noise to eliminate the § parameter while achieving near-
optimal privacy-utility tradeoff for pure DP. It enables a new design strategy for
pure DP algorithms: first run an approximate DP algorithm with certain conditions,
and then purify. This approach allows one to leverage techniques such as strong
composition and propose-test-release that require 4 > 0 in designing pure-DP
methods with § = 0. We apply this framework in various settings, including
Differentially Private Empirical Risk Minimization (DP-ERM), stability-based
release, and query release tasks. To the best of our knowledge, this is the first
work with a statistically and computationally efficient reduction from approximate
DP to pure DP. Finally, we illustrate the use of this reduction for proving lower
bounds under approximate DP constraints with explicit dependence in §, avoiding
the sophisticated fingerprinting code construction.

1 Introduction

Differential privacy (DP), in its original form [DMNSO06, Definition 1], has only one privacy parameter
€. Over the two decades of research in DP, many have advocated that DP is too stringent to be practical
and have proposed several relaxations. Among them, the most popular is arguably the approximate
DP [DKMT06], which introduces a second parameter 4.

Definition 1 (Differential privacy [DMNS06, DR*14]) A mechanism M  satisfies (e,0)-
differential privacy if, for all neighboring datasets D ~ D' (datasets differing in at most one entry)
and for any measurable set S C Range(M), it holds that:

P[M(D) € S] < eB[M(D') € S] + 6.

When § = 0, the definition is now fondly referred to as e-pure DP. Choosing § > 0 significantly
weakens the protection, as it could leave any event with probability smaller than é completely
unprotected.

Two common reasons why DP researchers adopt this relaxation are: 1. Utility gain: approximate DP
is perceived to be more practical, as it allows for larger utility; 2. Flexible algorithm design: Many
algorithmic tools (such as advanced composition and Propose-Test-Release) support approximate DP
but not pure DP, which enables more flexible (and often more efficient) algorithm design when § > 0
is permitted. For these two reasons, it is widely believed that the relaxation is a necessary evil.

We argue that the claim of “worse utility for pure-DP” is oftentimes a myth. In some applications
of DP, a pure-DP mechanism has both stronger utility and stronger privacy. For example, in low-
dimensional private histogram release, the Laplace mechanism enjoys smaller variance in almost all
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regimes except when ¢ is too large to be meaningful (see Figure 1). In other cases, the poor utility is
sometimes not caused by an information-theoretic barrier, but rather due to the second issue — it is
often much harder to design optimal pure-DP mechanisms.

In the problem of privately releasing k linear queries
of the dataset in {0,1}¢, it may appear that pure-
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pure DP, on the contrary, cannot be achieved by a Laplace noise version of NoisySGD, as advanced
composition is not available for pure DP. Instead, it requires an exponential mechanism that demands
a delicate method to deal with the mixing rate and sampling error of certain Markov chain Monte
Carlo (MCMC) sampler [LMW124].

The issue with the lack of algorithmic tools for pure DP becomes more severe in data-adaptive DP
mechanisms. For example, all Propose-Test-Release (PTR) style methods [DL09] involve privately
testing certain properties of the input dataset, which inevitably incurs a small failure probability that
requires choosing § > 0. While smooth-sensitivity-based methods [NRS07] can achieve pure DP,
they require adding heavy-tailed noise, which causes the utility to deteriorate exponentially as the
dimension d increases.

1.1 Summary of the Results

In this paper, we develop a new algorithmic technique called “purification” that takes any (e, d)-
approximate DP mechanism and converts it into an (& + €’)-pure DP mechanism, while still enjoying
similar utility guarantees of the original algorithm.

The contributions of our new technique for achieving pure DP are as follows.

1. It simplifies the design of the near-optimal pure DP mechanism by allowing the use of tools
reserved for approximate DP.

2. It enables an O(v/k)-type composition without compromising the DP guarantee with § > 0,
where k is the number of composition.

3. It shows that PTR-like mechanisms with pure DP are possible! To the best of our knowledge,
our method is the only pure DP method for such purposes.

4. In DP-ERM and private selection problems, we show that, up to a logarithmic factor, the
resulting pure DP mechanism enjoys an error rate that matches the optimal rate for pure DP,
i.e., replacing the log(1/6) term with the dimension d or log(|OutputSpace|).

Technical summary. The main idea of the “purification” technique is to use a randomized post-
processing approach to “smooth” out the ¢ part of (e, d)-DP. To accomplish this, we proceed as
follows. We leverage an equivalent definition of (e, §)-DP that interprets ¢ as the total variation
distance from a pair of hypothetical distributions that are e-indistinguishable. Next, we develop a
method to convert the total variation distance to the co-Wasserstein distance. Finally, we leverage



Table 1: Summary of applications of our purification technique for constructing new pure-DP mechanisms from
existing approximate DP mechanisms. The resulting pure-DP mechanisms are either information-theoretically
optimal or match the results of the best-known pure-DP mechanisms for the task (we include more discussion in
Appendix G). DP-ERM (SC) refers to DP-ERM with a strongly convex objective function, where A denotes
the strong convexity parameter of the individual loss function. DP-ERM (¢;) refers to DP-ERM with an ¢;
constraint. Amin in linear regression is the smallest eigenvalue of the sample covariance matrix, X~ X /n. All
results are presented up to a logarithmic factor (in n and other parameters, but not in 1/§. We note that in the
table log(1/4) is proportional to d, the effective dimension.)

Problem (e, 0)-DP Mechanism Utility (before purification) Utility (after)
DP-ERM Noisy-SGD [BST14] M LIl (Thm 3)
DP-ERM (SC) Noisy-SGD [BST14] dlog/9)L* L (Thm 3)
DP-ERM (/;) DP-Frank-Wolfe [TTZ14] % logd (Thpm 4)
Bounding Ajoear | PTR-type [KNRS13, DRE+20] | 4 (Atcartlos1/0)/c) P Ao 4 &2 (Thm 5)
Mode Release Distance to Instability [TS13] M % (Thm 6)
Linear Regression AdaSSP [Wanl8] min{ VAOEL) dlosC/0)y | ppinfd @’ (Thm 7)
Query Release MWEM [HLM]2] M W (Thm 8)

the Approximate Sample Perturbation (ASAP) technique from [LMW *24] that achieves pure DP
by adding Laplace noise proportional to the co-Wasserstein distance. A challenge arises because
the output distribution of a generic (g, §)-DP mechanism is not guaranteed to be supported on the
entire output space, which may invalidate a tight TV distance to W, conversion. We address this by
interlacing a very small uniform distribution over a constraint set. Another challenge is that, unlike
in [LMW™24], where the e-indistinguishable distributions correspond to pure DP mechanisms on
neighboring datasets, here the hypothetical distribution may depend on both neighboring datasets
rather than just one. This prevents the direct application of the standard DP analysis of the Laplace
mechanism and the composition theorem. To address this, we formulate our analysis in terms of
the indistinguishability of general distributions rather than DP-specific language. We use a Laplace
perturbation lemma and the weak triangle inequality, leading to a clean and effective analysis.
Moreover, we show how the dimension-reduction technique can be used so the purification technique
can be applied to discrete outputs and to sparse outputs, which ensures only logarithmic dependence
in the output-space cardinality or dimension.

1.2 Related Work

The idea of using randomized post-processing to enhance privacy guarantees has been explored
in prior work [FMTT18, MV22, LMW *24]. [FMTT18] focus on Rényi differential privacy, while
[MV22, LMW ™24] study the implementation of the exponential mechanism, specifically perturbing
Markov chain Monte Carlo (MCMC) samples to obtain pure DP guarantees. Our work builds on
[LMWT24], where we generalize the domain assumption of [LMW'24, Lemma 8] and extend
the approach to more general upstream approximate DP mechanisms, such as DP-SGD [ACG™ 16,
DBH™22]. We also discuss the connection to the classical statistics literature on randomized post-
processing given by [BT51, Theorem 10] in Appendix B.

Previous works have investigated the purification of approximate differential privacy into pure DP,
but limited to settings with a finite output space. A straightforward uniform mixing method can purify
approximate DP mechanisms with finite output spaces, as summarized in [HC22], and we further
discuss it in Appendix C. [BGH™23] first transform an approximate DP mechanism into a replicable
one, and then apply a pure DP selection procedure to obtain a pure DP mechanism?, at the cost of
increased sample complexity.

2 Algorithm: Converting Approximate DP to Pure DP

In this section, we propose the purification algorithm (Algorithm 1) which converts (&, §)-approximate
DP mechanisms with continuous output spaces into ¢’-pure DP mechanisms under certain conditions.
The algorithm consists of two steps: (1) mixing the approximate DP output with a uniform distribution

2Presented in [BGH+23, Algorithm 1], the algorithm can achieve a pure DP guarantee by replacing the approximate DP selection step with a pure DP alternative.



(Line 3), and (2) adding Laplace noise calibrated to & a (Line 4.) Intuitively, the first step is to enforce a
bound on the co-Wasserstein distance (Definition 5), which can be loosely interpreted as a randomized
analogue of ¢; sensitivity. The second step adds Laplace noise proportional to this Wasserstein bound
to guarantee pure DP. This step is based on techniques from [SWC17, LMW *24], and can be viewed
as the generalization of the Laplace mechanism. The privacy and utility guarantee of Algorithm 1 are
provided in Theorem 1.

Algorithm 1: Ape(Zap, ©, €, 0, w): Purification of Approximate Differential Privacy

1 Input: Privacy parameters ¢, 0, additional privacy budget ', an output z,p, of an (e, §)-DP
algorithm M satisfying Assumption 1, an £, ball © as Assumption 1, the mixture level w

1
2 Set A 2d1_%R(%)d > Lemma 6.
3 With probability 1 — w, set & <— xapx; otherwise, sample « ~ Unif(©). > Uniform Mixing
4 Tpue < @ + Laplace®d (2A /€')

5 Output: xp,urc

Notations. Let X’ be the space of data points, X'* := U2, X" be the space of the data set. For a
1/q
vector v = (vy,...,vq) € R?and ¢ > 1, we define its £,-norm as ||v||, := (Zle |vi|q) . For a

set S C R?, we denote its £,-norm diameter Diam,(S) := sup,, ¢ || — yl|4. For a (randomized)
function M : X — R?, we denote its range as Range(M) = {M(D) : D € X*}.

Assumption 1. The (g, §)-DP algorithm M satisfies Diam, (Range(M)) < R. Specifically, it lies
in an ¢, ball of radius R, denoted by ©.

Theorem 1 Define Tpure, Tapx as in Algorithm 1 under Assumption 1. The output of Algorithm 1
satisfies (¢ + ')-DP with utility guarantee

1
4Rd [ 6 \ 1
E || Zpure — Tapx|l; < wR + () .

e’ 2w

The detailed proofs are deferred to Appendix E and Appendix F. For clarity, Theorem 1 presents the
utility guarantee in the ¢; norm. Extensions to general £, norms follow directly from bounding the
expected £, norm of the Laplace noise (see Equation (5)).

Remark 2 When applying Algorithm [ to various settings as shown in Table 1, the utility bounds
either match the known information-theoretic lower bounds for pure DP or the best-known pure-DP
mechanisms for the task. By the parameter setting given in Line 2 of Algorithm 1, the log(1/98) factor
in the utility bounds can be replaced by d, omitting the logarithmic factors. In Section 4.2, we further
show how dimension-reduction techniques can be used when applying purification to settings with
sparsity conditions.

Remark 3 Parameter choices of Algorithm 1 for different settings are provided in later sections. For
example, parameters for the purified DP-SGD are given in Corollary 4. Note that in Algorithm 1,
we only require the range of M to be a subset of the {,-ball ©, where © can be selected as {1 balls
(q = 1), s balls (¢ = 2), or hypercubes (¢ = o0), which admits simple O(d)-runtime uniform
sampling oracles.

Corollary 4 (Parameters of Algorithm 1 for DP-SGD) Ler M : X* — © be an (g,9)-DP mech-
anism, where © C R® is an l ball with {s-diameter C. Let Zapx be the output of M. Set the mixture
level parameter as w = %, and set § = (165%. Then, Apure(Tapx, ©,€" = €, 0, w) satisfies 2e-DP

guarantee with utility bound E[||Zpure — Tapel|2] < = + 5.

The purification algorithm can be applied to finite output spaces. The key idea is to embed the
elements in the finite output space into a hypercube using the binary representation. Given a finite
output space J = {1,2,3,..., 2%} = [|2¢|], we first map each element to its binary representation in
{0,1}%. Then, we apply Algorithm 1 on the cube [0, 1]% in the Euclidean Space R?. The procedure
is outlined in Algorithm 2 with DP and utility guarantees provided in Theorem 2, and the proof is
deferred to Appendix F.



Algorithm 2: Apre_giscreie (€, 0, Uapx, V): Binary Embedding Purification for Finite Spaces

1 Input: privacy parameters ¢, 6, binary representation mapping BinMap : [2¢] — {0, 1}4,
output tp from (g, §)-DP mechanism M : X* — ) = [29],

2 2pin < BinMap(uqpyx) > Binary embedding
3 Zpure < Apure (2bin, © = [0,1]¢,&' = ¢,8,w = 27%) > Purify the embedding by Algorithm 1
4 Zround < Round{o,l}d (Zpure) > Round{o,l}d (-’13) = (1(1’2 Z 05))Zd:1
5 Upure < BinMa P! (Zround) > Decode index back to decimal integer index
6 Output: upye

Theorem 2 If § < ﬁ, then Algorithm 2 satisfies (2¢,0)-pure DP with utility guarantee
P [Ugpx = Upre) > 1 — 279 — ge_d.

3 Technical Lemma: from TV distance to co-Wasserstein distance

In this section, we present a technical lemma that proofs the uniform mixing step in Algorithm 1
(Line 3) can enforce an co-Wasserstein distance bound, as mentioned in Section 2. This oo-
Wasserstein bound is a key step in our analysis, enabling the subsequent addition of Laplace noise
calibrated to this bound to ensure pure DP. See Figure 4 for a summary of the privacy analysis. We
define the co-Wasserstein distance below. Additional discussion can be found in Appendix A.

Definition 5 The co-Wasserstein distance between distributions p and v is on a separable Banach
space (O, || - ||4) is defined as

Wh(u,v)= inf esssupllz—yllq = inf {a|Pu s [lz =yl <a] =1},
= it esmple—yllo= ot e | Py (e =l < ) =1}
where T.(u,v) is the set of all couplings of v and v. The expression ess SUD ()~ denotes the
essential supremum with respect to the measure .

By the equivalent characterization of approximate DP (Lemma 14), we can derive a TV distance
bound between the output distributions of the (&, §)-DP mechanism on neighboring datasets and a
pair of distributions that are e-indistinguishable. Our goal is to translate this TV distance bound into
a W, distance bound. In general, the total variation distance bound does not imply a bound for the
W distance. However, when the domain is bounded, we have the following result.

Lemma 6 (Converting drv to W..) Let ¢ > 1, and let © C R? be a convex set with Lq-norm
diameter R and containing an {y-ball of radius r. Let |1 and v be two probability measures on ©.
Suppose v is the sum of two measures, v = vy + v1, where vy is absolutely continuous with respect
to the Lebesgue measure and has density lower-bounded by a constant py,;y, over O, while v is an
arbitrary measure. Define the W, distance with respect to £, (Definition 5.) The following holds.

If drv (i, V) < Pmin -Vol(leq(l)) . (ﬁ)d - A%, then ng (n,v) <A, )
1
where Vol(IB%ZZ (1)) = F(f—iﬁ) H?Zl Eﬁij; is the Lebesgue measure of the {y-norm unit ball, with T

being the Gamma function. E.g., Vol(B{ (1)) = %, and Vol(Bf (1)) = 1“(3711)' In particular,
2
if the domain © is an {-ball, then the term () Eq. (1) can be improved to %.

This result builds on [LMW24] while generalizing its domain assumption from the /5-balls to
more general convex sets. In the proof provided in Appendix F, instead of relying on [LMW ™24,
Lemma 24], which applies only to ¢5-balls, we construct a convex hull that extends to more general
convex sets. We provide the proof sketch as follows.

Proof sketch of Lemma 6 To prove Lemma 6, we use an equivalent, non-coupling-based definition
of the infinity-Wasserstein distance:

Lemma 7 ([GS84], Proposition 5) Define u, v and W, as Definition 5. Then,
Wha(p,v) = inf{a > 0: w(U) < v(U®), for all open subsets U C O},
where the c-expansion of U is denoted by U® .= {z € O : ||z — U||, < o}



This definition provides a geometric interpretation of ng (1, v) by comparing the measure of a set
U to the measure of its a-expansion U .

We summarize the key idea of the proof. Suppose TV (i, v) < . By the definition of total variation

distance, this implies ;(U) < v(U) + £ for any measurable set U. To prove that Wi (1, v) < A (for
the A given in the lemma), it suffices, by Lemma 7, to show that ;(U) < v(U*) for any open set U.

Given that u(U) < v(U) + &, our goal thus reduces to proving v(U) + ¢ < v(U*). Rewriting this
inequality, it suffices to prove:

v(UA\U) > €.

To establish this, we show that the "expansion band" U \ U must contain sufficient mass. We use
the convexity of © to argue that this band must contain a small £, ball of a specific radius (related to
A). We then use the minimum density pp,in and the Lebesgue measure of this ¢, ball to lower-bound
its v-measure. The value of A in the lemma statement is chosen precisely so that this lower bound
(and thus v(U2 \ U)) is at least &, which completes the sketch. [ |

The conversion lemma requires one of the distributions to satisfy a minimum density condition
(the “pmin”’.) This motivates the uniform mixing step in Algorithm 1, which ensures that the mixed
distribution meets this requirement. Combining the TV bound implied by (e, 0)-DP, the effect of
uniform mixing, and the conversion lemma from TV distance to W, distance, we obtain a bound on
the oo-Wasserstein distance after the uniform mixing step in Algorithm 1.

Example 8 (Tightness of the Conversion) Let A ¢ (0,1). Consider the probability distributions
po= AdgRiree 1 (1 — AdyUnif (B (1) \ B (A)), and v = Unif (B, (1)), where 5" is
the Dirac measure at 0, and Unif(S) denotes the uniform distribution over the set S. Then, by
Definition 12 and Lemma 7, we have drv (ju,v) = A%, and Wi (u,v) = A.

This shows that the bound in Lemma 6 is tight up to a constant. In this case, we have pyi, =
(Vol(IB%Zlq (1)))~! and R = 2r, so Lemma 6 gives the bound W < 8A, which matches the exact

value ng = A up to a constant.

Distribution u Distribution v

Ad. gBirac
\

o

Figure 2: Illustration of Example 8 on the metric space (R?, || - ||2)

4 Empirical Risk Minimization with Pure Differential Privacy

In this section, we apply our purification technique to develop pure differentially private algorithms for
the Differential Private Empirical Risk Minimization (DP-ERM) problem, which has been extensively
studied by the differential privacy community [CMS11, BST14, KJ16, WYX17, FKT20, KLL21,
GHSGT23].

We consider the convex formulation of the DP-ERM problem, where the objective is to design a
differentially private algorithm that minimizes the empirical risk £(6; D) = £ 3" | f(6; ;) given
a dataset D = {x1,...,2,} C X™, a convex feasible set C C R?, and a convex loss function

f: Cx X — R. Algorithm performance is measured by the expected excess empirical risk
EA[E(Q)] — [,*, where £* = mingec E(@)

4.1 Purified DP Stochastic Gradient Descent

The Differential Private Stochastic Gradient Descent (DP-SGD) mechanisms [BST14, ACG'16] are
the most popular algorithms for DP-ERM. These mechanisms are inherently iterative and heavily
rely on (1) advanced privacy accounting/composition techniques [BS16, Mirl17, DRS22] and (2)
amplification by subsampling for Gaussian mechanisms [BBG18, BDRS18, WBK19, ZW19, KIH20].



Either of these two techniques results in (g, §)-DP guarantee with § > 0. In contrast, directly using
the Laplace mechanism to release gradients fails to achieve a competitive utility rate.

While the exponential mechanism [MT07, BST14] achieves optimal utility rates under (e, 0)-pure DP,
this comes at the expense of increased computational complexity. Specifically, [BST14, Algorithm 2]
implements the exponential mechanism via a random walk over the grid points of a cube that contains
C, ensuring convergence in terms of max-divergence. This approach constitutes a zero-order method
that does not leverage gradient information. To design a fast, pure DP algorithm with nearly optimal
utility, we propose a pure DP-SGD method that transforms the output of an (e, §)-DP SGD algorithm
into a (&, 0)-pure DP solution using Algorithm 1. Implementation details are provided in Algorithm 4
in Appendix H. Theoretical guarantees on utility, privacy, and computational efficiency are stated in
Theorem 3.

Theorem 3 (Utility, privacy, and runtime for purified DP-SGD) LetC C R? be a convex set with
Uy diameter C, and suppose that f(-;x) is L-Lipschitz for every x € X. Set the parameters as
specified in Corollary 4. Algorithm 4 guarantees 2e-pure differential privacy. Furthermore, using
@(an?’/ 2d~1) incremental gradient calls, the resulting output Opure satisfies:

1. If f(-;2) is convex for every x € X, then E 4 [L(Opure)] — L* < O (CLd/ne).
2. If f(+; x) is A-strongly convex for every x € X, then E 4 [£ (Bpure)] — L* < O (L2 /n22e?).

The total runtime of Algorithm 4 is O(n2e3/2 + d), where each incremental gradient computation
incurs a cost of O(d) gradient operations, and the purification (Algorithm 1) executes in O(d)
time. Table 2 presents a comparison of utility and computational efficiency. Notably, the purified
DP-SGD attains a near-optimal utility rate, matching that of the exponential mechanism [BST14],
while substantially reducing computation complexity by improving the dependence on both n and d.

Table 2: Comparison of utility and computational complexity in the £ Lipschitz and convex setting under e-pure
differential privacy. For simplicity, we assume the data domain C has ¢» diameter 1 and the Lipschitz constant
L = 1. All results are stated up to logarithmic factors.

Mechanism Reference Utility Runtime
Laplace Noisy GD Lemma 19 "2 [(ney1/2 n’e
Purified DP-SGD (Algo. 4) Theorem 3 dfne n2e3/2 +d
Exponential mechanism [BST14, Theorem 3.4] d/ne d*n® v d®nte

4.2 Purified DP Frank-Wolfe Algorithm

As noted in Section 2, applying Algorithm 1 yields the relation log(1/6) ~ dlog(e/A), introducing
an extra O(d) factor due to the Laplace noise scale 4/c. While optimal in low dimensions, this factor
can degrade utility for algorithms with dimension-independent convergence, such as the Frank-Wolfe
algorithm and its DP variants [FW 156, TTZ14, AFKT21, BGN21]. To address this, we integrate
dimension-reduction and sparse recovery techniques (Algorithm 8) into our purification method
(Algorithm 1). Applied to the (&, d)-DP Frank-Wolfe algorithm from [TGTZ15, Algorithm 2], which
uses the exponential mechanism and advanced composition, our approach preserves dimension-
independent convergence rates.

To obtain a pure-DP estimator from the approximate DP output frw, we first apply dimension
reduction, exploiting the problem’s sparsity to project fgw into a lower-dimensional space. We then
apply the purification Algorithm [ in this space and recover the estimate in the original ambient space.
The full procedure is given in Algorithm 7, with the proof of Theorem 4 deferred to Appendix 1.3. Our
method achieves pure differential privacy while matching the best known utility rate O (n~1/2¢=1/2),
as in [AFKT21, Theorem 6].

Theorem 4 Let the domain C be an (1-ball centered at 0. Let € be the pure differential privacy
parameter. Assume that the function f(-;x) is convex, Ly-Lipschitz, and [3-smooth with respect to the
£y norm for all x € X. Algorithm 7 satisfies 2e-pure differential privacy and achieves the following
utility bound:



A 1Y/251/2)0)3/2
4 [£(Opure)] — L* < O <L15|C|1> .

(ne)1/2
The runtime is O(dn®/?), plus a single call to a LASSO solver.

The upper bound is tight with respect to n and €. We provide a lower bound in Lemma 30, which is
derived using a packing argument. We defer proof details to Appendix [.4.

5 Pure DP Data-dependent Mechanisms

This section shows that our purification technique offers a systematic approach for designing data-
dependent pure DP mechanisms. We present three examples: (1) the Propose-Test-Release (PTR)
mechanism and its variant with privately released local sensitivity [DL09, KNRS13, DRE20]; (2)
stable value release methods, such as frequent item identification [TS13, Vad17]; and (3) a linear
regression algorithm using adaptive perturbation of sufficient statistics [Wan18].

5.1 Propose-Test-Release with Pure Differential Privacy

Given a dataset D € X'™* and a query function ¢ : X — R, the Propose-Test-Release (PTR) framework
proceeds in three steps: (1) Propose an upper bound b on A{__ (D), the local sensitivity of ¢(D)
(as defined in Definition 33); (2) Privately test whether D is sufficiently distant from any dataset
that violates this bound; (3) If the test succeeds, assume the sensitivity is bounded by b, and use a
differentially private mechanism, such as the Laplace mechanism with scale parameter b/e, to release
a slightly perturbed query response. However, due to the failure probability of the testing step, PTR
provides only approximate differential privacy. By applying the purification technique outlined in

Algorithm 10 in Appendix J.1, PTR can be transformed into a pure DP mechanism.

Next, we examine a variant of the PTR framework, presented in Algorithm 11, where the output
space of the query function has dimension d, and the local sensitivity A] _ (D) is assumed to have
bounded global sensitivity. In this approach, Algorithm 11 first privately constructs a high-probability
upper bound on the local sensitivity. The query is then released with additive noise proportional to
this bound, and the purification technique is applied to ensure a pure DP release. This method enables
an adaptive utility upper bound that depends on the local sensitivity, as established in Theorem 5.

The proof is provided in Appendix J.2.
Theorem 5 Algorithm 11 satisfies 3e-DP. Moreover, the output qpure from Algorithm 11 satisfies

5 (PO (D) | &2
El[lgoure — a(D)]l2] < O ( N ) |

5.2 Pure DP Mode Release

We address the problem of privately releasing the most frequent item, commonly referred to as
mode release, argmax release, or voting [DR™14]. Our approach follows the distance-to-instability
algorithm, Ag;g, introduced in [TS13] and further outlined in Section 3.3 of [Vad17]. Let X’ denote a
finite data universe, and let D € X" be a dataset. We define the mode function f : X — X, where
f(D) returns the most frequently occurring element in the dataset D.

Theorem 6 Let D € X™ be a dataset. Algorithm 12 satisfies 2¢-DP and runs in time O(n +
log | X|). Furthermore, if the gap between the frequencies of the two most frequent items exceeds
Q (log | X|log(log |X|/€) /<), Algorithm 12 returns the mode of D with probability at least 1 — O(1/|x|).

The proof is provided in Appendix J.3. Consider the standard Laplace histogram approach, which
releases the element with the highest noisy count. To ensure that the correct mode is returned with
high probability, the gap between the largest and second-largest counts must exceed © (log | X|/¢)
[Vad17, Proposition 3.4]. Our result matches this bound up to a log log | X| factor.

5.3 Pure DP Linear Regression

We conclude this section by presenting a pure DP algorithm for the linear regression problem. Given a
fixed design matrix X € X C R"*% and a response variable Y € Y C R”, we assume the existence
of §* € © such that Y = X6*. The non-private ordinary least squares estimator (X ' X)"1X Y,
requires computing the two sufficient statistics: X ' X and X 'Y. These can be privatized using
Sufficient Statistics Perturbation (SSP) [VS09, FGWC16] or its adaptive variant, AdaSSP [Wan18],
to achieve improved utility.



To facilitate the purification procedure, we first localize the output of AdaSSP by deriving a high-
probability upper bound. This bound is then used to clip the output of AdaSSP, after which the
purification technique is applied. Implementation details are provided in Algorithm 13, and the
corresponding utility guarantee is stated in Theorem 7. The proof is deferred to Appendix J.4.

Theorem 7 Assume X ' X is positive definite and ||Y||o < || X||2]|0%||2. Then, with high probability,
the output Oy of Algorithm 13 satisfies:

@)

- 211n*]|2 2 AN nx12
V() < 0 (UVEIIE IV,

ne €2n2 A min

Here, Amin denotes the normalized minimum eigenvalue, defined as Amin(X " X/n), and MSE
denotes the mean squared error; given by MSE() = 5-||Y — X6||3.

We note that [AD20] also proposes an e-DP mechanism for linear regression usmg the appr0x1mate
inverse sensitivity mechanism, which has an excess mean squared error of O (dL tr(X T X/n)/n2e )
where L is the Lipschitz constant of the individual mean squared error loss function. We make
two comparisons: (1) compared to the utility bound in [AD20, Proposition 4.3], Theorem7 avoids
dependence on the Lipschitz constant, which in turn relies on the potentially unbounded quantity
H@Hg, (2) both algorithms exhibit a computational complexity of O(nd? + d?). Nonetheless, the
inverse sensitivity mechanism entails further computational overhead due to the rejection sampling
procedure ([AD20, Algorithm 3]).

6 Pure DP Query Release

We study the private query release problem, where the data universe is defined as X = {0,1}¢, and
the dataset is represented as a histogram D € NI*I_ satisfying || D||; = n. We consider linear query
functions ¢ : X — [0, 1], where ¢ € @, and the workload @ consists of K distinct queries. For
convenience, we define Q(D) := (13" ¢1(di),..., 2 3" | gk (d;)). Our goal is to release a

n
privatized version of (D) that minimizes the {, error.

Our algorithm, described in Algorithm 16, proceeds in three steps: (1) the multiplicative weights
exponential mechanism [HLM12] is used to release a synthetic dataset; (2) subsampling is applied to
this synthetic dataset to further reduce its size; (3) the subsampled dataset is encoded into a binary
representation and then passed through the purification procedure (Algorithm 2). The subsampling
step is necessary to balance the additional error introduced by purification, which depends on the size
of the output space. The privacy and utility guarantees are formalized in Theorem 8, with the proof
deferred to Appendix K.2.

Theorem 8 Algorithm 16 satisfies 2e-DP, and the output Dy, of the following utility guarantee:

B d1/3
ElIQD) - Qe ] < 0 ( 7557 ).

Moreover, the runtime of the algorithm is O(nK + |X| + €2/3n2/3d'/3| X |K).

We emphasize that our algorithmic framework (Algorithm 16) is flexible. The upstream approximate
differential privacy query release algorithm—currently instantiated using MWEM [HLM12]—can be
replaced with other (e, §)-DP algorithms, such as the Private Multiplicative Weights method [HR10]
or the Gaussian mechanism. Our approach achieves the tightest known utility upper bound for pure DP,
as provided by the Small Database mechanism [BLR13], while offering improved runtime.

7 Purification as a Tool for Proving Lower Bounds

In this section, we demonstrate that the purification technique can be leveraged to establish utility
lower bounds for (e, §)-differentially private algorithms. Lower bounds for pure differential privacy
mechanisms are often more straightforward to derive, commonly relying on packing arguments
[HT10, BBKN14]. In contrast, establishing lower bounds for approximate DP mechanisms typically
requires more intricate constructions, such as those based on fingerprinting codes [BUV14, DSST 15,
BSU17, LLL21, SU16].

We begin by providing the intuition behind how the purification technique can be used to prove lower
bounds for approximate DP. Suppose there exists an (&, §)-DP mechanism with § within appropriate



range such that log(1/8) ~ O(d) and an error bound of O (d°108"7“(1/8)/nc) for some constant
c € (0,1), and we assume the output space is a bounded set in R?. Then, Theorem 1 and Remark 2
imply that it is possible to construct a 2e-DP mechanism with an error bound of O (4/ne), where

O omiits logarithmic factors. This provides a new approach to proving lower bounds for (&, §)-DP
algorithms via a contrapositive argument:

If no O(g)-pure-DP mechanism exists with an error bound o (n%) then no (g, )-DP mechanism
can achieve an error bound of O (dc 109;1%(1/5)/715) for all appropriate 6, for any ¢ € (0,1).

We apply this approach to derive the lower bound for (e, d)-DP mean estimation task. Specifi-

cally, let the data universe be D := {—1/va, 1/va}”, and consider a dataset D = {1, ... T} C
{-1/vad,1/va}e. The objective is to privately release the column-wise empirical mean D =
L3 @ € [-1/vd,1/vd]“. For pure DP we have the following lower bound:

Lemma 9 (Lemma 5.1 in [BST14], simplified) For any e-pure DP mechanism M, there exists a
dataset D € {—1/va, 1/va}"*® such that with probability at least 1/2 over the randomness of M,
we have ||M(D) — Dl = Q ().

ne
By applying the purification technique with an appropriately chosen § and a contrapositive argument
based on Lemma 9, we obtain the following (e, §)-differential privacy lower bound, as stated in
Theorem 9. We defer proof to Appendix L.

Theorem 9 Let ¢ < O(1), and § € (exp(—4dlog(d) log?(nd)), 4n‘dlog72d(8d)>. For any
(¢,8)-DP mechanism M, there exist a dataset D € {—1/v/a, 1/va}"*? such that with probability at

least 1/4 over the randomness of M, we have

|M(D) ~ DJl2 = 0 (W) |

En

Here, Q() hides all polylogarithmic factors, except those with respect to 0.

Remark 10 For mean estimation under (g, 0)-DP with exponentially small §, we can also establish
a Q)(d) lower bound via a packing argument, as detailed in Appendix L.3.

Additional examples illustrating the use of the purification trick to derive lower bounds is provided in
Appendix L.2, which includes bounds for one-way marginal release and private selection.

8 Conclusion and Limitation

In this paper, we introduced a novel purification framework that systematically converts approximate
DP mechanisms into pure DP mechanisms via randomized post-processing. Our approach bridges
the flexibility of approximate DP and the stronger privacy guarantees of pure DP. Our purification
technique has broad applicability across several fundamental DP problems. In particular, we propose
a faster pure DP algorithm for the DP-ERM problem that achieves near-optimal utility rates for pure
DP. We also show that our method can be applied to design pure-DP PTR algorithms. A limitation of
our approach is that when applying this continuous purification framework to mechanisms with a
finite output space, the utility bound incurs an additional log log | )| factor compared to prior work,
where || is the output space cardinality. Nonetheless, to our knowledge, this is the first systematic
purification result applicable to continuous domains. Future work includes extending our framework
to more adaptive settings and refining its applicability to high-dimensional problems.
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A Preliminaries

This section provides definitions of max divergence, total variation distance, and co-Wasserstein
distance, and the lemmas that will be used in the privacy analysis of Theorem 1.

Notations. Let X’ be the space of data points, X* := U2 X" be the space of the data set. For an
integer n, let [n] = {1,...,n}. A subgradient of a convex function f at x, denoted 9f(x), is the
set of vectors g such that f(y) > f(z) + (g,y — ), for all y in the domain. For simplicity, we
assume the functions are differentiable in this paper and consider the gradient V f. The operators
-V -and - A - denote the maximum and minimum of the two inputs, respectively. We use || - ||,
to denote ¢, norm. For a set A, ||A|l; = sup,c4 ||A]l4 represents the ¢, radius of set A and
Diamg(A) := 3",  ca llz — yllq represent the £, diameter of set A. For a finite set S, we denote

its cardinality by |.S|. Throughout this paper, we use E 4[] to denote taking expectation over the
randomness of the algorithm.

A.1 Definitions on Distributional Discrepancy

Definition 11 ([VEH14], Theorem 6; [DTTZ14], Definition 3.6) The Rényi divergence of order
oo (also known as Max Divergence) between two probability measures |1 and v on a measurable
space (©, F) is defined as:

u(S)}
Do (p||lv) =1n sup { .
(kll) SeF, u(S)>0 v(S)

In this paper, we say that (i and v are e-indistinguishable if Do (p||v) < €, and Do (v||p1) < €.

A mechanism M is e-differentially private if and only if for every two neighboring datasets D and
D', we have Do (M(D)||M(D")) < e, and Do (M(D")||M(D)) < e.

Definition 12 The total variation (TV) distance between two probability measures p and v on a
measurable space (©, F) is defined as:

drv(p,v) = glell;lu(s) —v(9)|.

The co-Wasserstein distance between distributions captures the largest discrepancy between samples
with probability 1 under the optimal coupling. Unlike other Wasserstein distances that consider
expected transport costs, it offers a worst-case perspective. Though the co-Wasserstein distance can
be defined with a general metric, for clarity, we focus on its £,-norm version in this paper.

Definition 13 (Restatement of Definition 5) The co-Wasserstein distance between distributions i

and v on a separable Banach space (O, || - ||4) is defined as
Wh(u,v)= inf esssup|lz —y|,= inf a | Pyn Ll — <al=1},
Su)= ot esssiple—yly = nf {0 Byl -yl < o =1}

where T'.(u, v) is the set of all couplings of p and v, i.e., the set of all joint probability distributions
with marginals {1 and v respectively. The expression esssup,, .., denotes the essential supremum
with respect to measure . By [GS84, Proposition 1], the infimum in this definition is attainable, i.e.,

there exists v* € T'.(p, v) such that W (11, V) = esssup(, yyns |17 = Yllg-

For Laplace perturbation (Lemma 15), we require a bound on W(fol , the Wasserstein distance defined

by the ¢;-norm, i.e., for ¢ = 1. A bound for W’ can be derived from ng using the inequality

-1l < d"7% ]| - |l which gives W2 (-, ) < d'"aWs(-,-).

A.2 Lemmas for DP Analysis of Algorithm 1

We now introduce the three lemmas for the privacy analysis: the equivalence definition of (¢, §)-DP
(Lemma 14), the Laplace perturbation (Lemma 15), and the weak triangle inequality for co-Rényi
divergence (Lemma 16).

Lemma 14 (Lemma 3.17 of [DR"14]) A randomized mechanism M satisfies (¢,0)-DP if and
only if for all neighboring datasets D ~ D', there exist probability measures P, P’ such that

dry(M(D), P) < 225, drv(M(D'), P') < 225, Do (P || P') < &, and Doo(P' || P) < e.
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Lemma 15 (Laplace perturbation, adapted from Theorem 3.2 of [SWC17]) Let i and v be
probability distributions on RY. Let Laplace®(b) denote the distribution of z € RY, where

7 R Laplace(b). If W2 (u,v) < A, then we have
Do (,u « Laplace®d (%) P& Laplace®? (%)) <e, and
D (v * Laplace® (£) || * Laplace®? (£)) < e.

The proof is provided in Appendix F for completeness. The Laplace mechanism is a special case
of Lemma 15 by setting 11 and v to Dirac distributions at f(D) and f(D’), respectively. Lemma 15
can also be derived from the limit case of [FMTT18, Lemma 20] as the Rényi order approaches
infinity.

Lemma 16 (Weak Triangle Inequality, adapted from [L.SS14], Lemma 4.1) Let i, v, 7 be prob-
ability measures on a measurable space (0,F). If Doo(p||m) < 00 and Do (7||v) < oo, then
Doo (pl[v) < Doo (pal|7) + Do (|[¥)-

The proof is deferred to Appendix F. This lemma generalizes [LSS14, Lemma 4.1], which focuses
on discrete distributions. Additionally, Lemma 16 corresponds to the infinite Rényi order limit of
[Mirl7, Proposition 11] and [MMRI12, lemma 12].

B Supplementary Discussion on Randomized Post-Processing

In this section,we clarify the distinction between our "purification" process and the randomized
post-processing in [BT51, Theorem 10]. Define the following function

fes(a) =max {0,1 -6 —e®a,e *(1-6—a)}.
By [WZ10], a mechanism M is (e, §)-DP if and only if M is f.-DP.

[B*51, Theorem 10] [DRS22, Theorem 2.10] establish the existence of a (randomized) post-
processing method that transforms a pair of distributions into another pair with a dominating trade-off
function. Specifically, they show that if T(P,Q) < T(P’,Q’), then there exists a randomized
algorithm Proc such that Proc(P) = P’ and Proc(Q) = @', where T denotes the trade-off function
[DRS22, Definition 2.1]. Their proof constructs a sequence of transformations and takes the limit. In
contrast, our “purification” process provides a computationally efficient post-processing method for a
different problem. Given that f. 5 < f(1e),0 (see Figure 3) and that T'(M(D), M(D’)) > f. s for
all neighboring datasets D ~ D', we seek a randomized post-processing procedure Apy such that
T (Apure © M(D), Apure © M(D')) > f(-er),0 While maintaining utility guarantee.

1
\.

— fes

— flereno

= feo

~=- Indistinguishable

Type Il error

0 )
0 Type I error 1

Figure 3: Trade-off functions for (g, §)-DP, (g, 0)-DP, and (¢ + ¢’, 0)-DP. Our method provides a solution to
post-process the (g, §)-DP distribution pair (in blue) to the (& + &', 0)-DP pair (in red).

C Discussion: Purification on Finite Output Spaces

This section discusses a “folklore” method for converting approximate DP mechanisms into pure DP
when the output space is finite, and explains why this method fails in the continuous case. Given an
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(¢, 6)-DP mechanism M : X* — Y with finite output space ), one can construct a new mechanism
by mixing M with uniform distribution over : Ayix (M) = (1 — w)M 4 wUnif (). The resulting
mechanism A, (M) satisfies (¢ + In(1 + 5‘);' e”¢))-pure DP [HC22, Lemma 3.2]. However, this
strategy does not yield pure DP when the output space is continuous, as the following counterexample
shows.

Example 17 Let f : D — [0,1] be a statistic computed on a dataset D € X*. Consider the
Sollowing mechanism: with probability §, output the true value f(D); with probability 1 — ¢, output a
value uniformly from [0, 1]. That is, M(D) =0 - S?ErD‘i)c + (1 — 0)Unif([0, 1]), where 6D“ac denotes
the Dirac measure at (D). Then M satisfies (0, 5)-DP. Now, consider applying the unlform mixture
strategy:

=(1—w)d- 51?;3;‘ + (1 = 6 — 6w)Unif ([0, 1]).

This new mechanism satisfies (0, (1 — w)0)-DP, but not pure DP unless w = 1, which is the trivial
mixture.

D Discussion: Extending the Purification on Finite Output Spaces to the
Euclidean Space

A natural approach for purification on Euclidean space is to quantize the continuous output space
into a finite discrete set, and apply the folklore purification for finite sets. Specifically, to purify the
(e,9)-DP mechanism M : X* — © C R4, one could first cover the range O by a A-net, round the
output of M to the nearest grid point, and then purify it using the finite range folklore method. We
thank an anonymous NeurIPS 2025 reviewer for suggesting this approach. The main challenge of this
approach is the explicit construction of the A-net and the efficient uniform sampling from it. When
constructing the A-net by the cubes (as detailed below), this natural method achieves a similar utility

bound as Algorithm 1, as the bottleneck of both bounds is the term (w) . The bound is different in
the non-dominating terms: if © is an ¢, ball, this quantization-based method has tighter bound; if ©
is an ¢; ball, it yields a worse bound.

Construction of A-net. We first note that a naive approach, sampling from an ¢; ball (or ¢5 ball)
and then rounding to the nearest grid point, does not yield a uniform distribution on the grid points.
This non-uniformity arises from boundary effects. To illustrate, consider the ¢, ball of radius R and
take the point z = (R, 0, ...,0) on its surface. That the volume of the intersection:

{z:llzli < R, |z =zl <},
is only a 57 fraction of the ball {z : ||z — =, < r}.

We now prov1de the derivation. Writing the intersection in coordinates:
d d
Z|Zz| <R, |1 - R| +Z |zi] <,
i=1 i=2

we get R —r < z; < R, and for such 21, the other coordinates must satisfy

d
Z|21| <min{R — z,r — R+ 21}

=2

Therefore, the intersection volume is [}, r<m<R fZ 1d(z2, ..., 24)dz1,

o lzi|<min{R—z1,r—R+z}
= 297! d-17, _ 2¢!
= Jr r<z <R (d 1)|(mm{R 2,r = R4+ z21})da = (d=1)! fRfrgzlngr/Z(r - R+
d—1 . . .
z1)4 Yz + fR_T/2<Zl<R(R — 21)¥ )dz = ﬁ -22(5)4 = Lrd, which is 5 portion of

the volume of the ball {z : ||z — =, < r}.

We also note that the above intersection volume can be lower bounded for ¢5 norm, see Lemma 24 in
[LMWT24].

Given these challenges with non-uniformity, we instead consider constructing the A-net by tiling a
large cube ©’ O O with smaller cubes.
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Cube-Based A-net Construction and Analysis. Without loss of generality, assume ©’ = [0, R].

Take A 2R (%)3 logd, and K = 2L§J. Construct the A-net using cubes of the form

Hi:l {i’;(R, (i’“?)R} . By the folklore purification, this algorithm satisfies (6 +In(1+ ‘Swﬁe_s))—

pure DP. We have

d
SK4 SKd 5( =y )
R(:£)7 logd
etln(l+——e")<et+ —e " <e+ (o) load) e o

w w w
When ¢ = oo, this method achieves the utility bound of E||zpue — Tapxl,, < wR +
4Rlog d (L)%

e’ 2w :

This bound is tighter than the bound by directly applying Algorithm 1 in the dependence in d.
For comparison, directly extending the proof of Theorem 1 (Appendix F.4) to the /., norm yields:

1
E[|Zpure — Tapxl o, < wR+ 4Rd(log d+1) ()7, which is derived as follows:

e’ 2w
E || Zpure — Tapx| o, = P(u > w)E [prure — Tapx| o | u > w] +Plu<w)E [prure — Tapxl[ o | u < w]
<E [m@x |zl|} +wR (z; ~ Laplace (25))
d

1\ 2A
S (1) 2

k| €

k=1

IN

2A

< 4Rd(10gld+1) <§> +WR.
€ 2w

When ¢ = 1, applying the standard conversion || - ||; < d|| - |0, this method achieves the utility

1
bound of E [|pure — Tapx[; < wdR+ % (%) ¢, which is worse than Theorem | by a factor of

E Privacy Analysis: Proof Sketch of Theorem 1

The proof sketch of Theorem 1 is illustrated in Figure 4. Let D and D’ be neighboring datasets, and
let M be an (e, §)-DP mechanism. We aim to show that Apye (M (D)) and Apyre (M(D’))—the
post-processed outputs of M (D) and M (D') after applying Algorithm |—are e-indistinguishable.
By sketching the proof, we also provide the intuition of the design of Algorithm 1.

First, by the equivalent definition of approximate DP (Lemma 14), there exists a hypothetical -
indistinguishable distribution pair P and P’, such that M (D) and M(D") are O(d)-close to P and
P’, respectively, in total variation distance. Note that P and P’ can both depend on D and D',
ie.,, P=P(D,D’)and P’ = P/(D,D’), rather than simply P = P(D) and P’ = P’(D’). This
dependence complicates the direct application of standard DP analysis. To address this, we transition
to a distributional perspective.

To show that Apyre (M (D)) and Apyre (M(D')) are e-indistinguishable distributions, by the weak
triangle inequality of co-Rényi divergence (Lemma 16), it suffices to show that Ay (M (D)) and
Apure (P) are e-indistinguishable (in terms of oo-Rényi divergence), and that Ayye (M(D’)) and
Apure (P') are e-indistinguishable as well. Now the problem reduces to: given two distributions with
total variation distance bound, how to post-process them (with randomness) to obtain the co-Rényi
divergence bound?

A natural way to establish the co-Renyi bound is via the Laplace mechanism, which perturbs
deterministic variables with Laplace noise according to the ¢;-sensitivity. To generalize the Laplace
mechanism to perturbing random variables, we develop the Laplace perturbation (Lemma 15), which
achieves the co-Rényi bound by convolving Laplace noise according to the W/ distance. The W4
distance can be viewed as a randomized analog of the /;-distance. The remaining step is to derive

a Wfé bound from the TV distance bound, and this motivates Lemma 6, a d1v to ng conversion
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drv < 22— Dy <e drv < 22—
M(D) b----_- e+l __ - > LoD el D’
(D) (Lemma 14) r (Lemma 14) ! (Lemma 14) M(D')

wUnif wUnif wUnif wUnif
Y A
VVZ1 <A Dy <e¢ WZL <A
u 1)) ) TETAS % = up) —===" 1 yp } ........ o =5 { D’
(M(D)) (Lemma 6) (P) (P) (Lemma 6) UM(D))
«Lap(22) «Lap(22) «Lap(22) *Lap(22)
Apure (M(D)) Apure (P) ————— Apure(P") Apure(M(D"))

‘ (Lemma 15)

W

Weak triangle inequality (Lemma 16)

Figure 4: Flowchart illustrating the proof sketch of Theorem 1 and the intuition behind Algorithm 1. The
notation Do, < ¢ is an abbreviation for the pair of inequalities Do (u||) < € and Do (v||p1) < €, where u
and v correspond to the two end nodes of the respective edges (e.g., P and P’). The symbol wUnif represents a
mixture with the uniform distribution (Algorithm 1, Line 3), where U(-) = (1 — w) - +wUnif(©). The notation
xLap refers to the convolution with the Laplace distribution, as in Algorithm 1, Line 4.

lemma that generalizes [LMW 24, Lemma 8]. A small mixture of a uniform distribution ensures
that the conditions of Lemma 6 hold. Therefore, Algorithm 1 consists of two key steps: mixture with
the uniform distribution (Line 3), and the Laplace perturbation calibrated to § (Line 4.) The formal
proof of Theorem 1, along with proofs of the key lemmas, is deferred to Appendix F.

F Deferred Proofs in Section 2 and Appendix A

F.1 Proof of Lemma 6

Proof of Lemma 6 Denote dist(z,y) = ||z — y||,- Denote B(c,r) the ball with center ¢, and
¢,-radius r. Assume B(c,r) € ©. Without loss of generality, assume A < R.

Fix A and set £ = ppi, - Vol (B?q(l)) . (fR)d - A?, so that dpv (p, v) < €.

To prove the result that W, < A, we use the equivalent definition of W, in Lemma 7. By this
definition, to prove W (1, v) < A, it suffices to show that

u(A) < v(A®), for all open set A C O,

where we re-define A® := {z € R | dist(x, A) < A}. Note that by this definition, A* might
extend beyond ©. However, we still have v(A%) = v(A® N ©), since v is supported on ©.

Note that if #(A®) = 1, it is obvious that ;(A) < v(A®). When A is an empty set, the proof is
trivial. So we only consider nonempty open set A C © with v(A42) < 1.

Note that for an arbitrary open set A C O, we have

() < v(A) + dry (1) < v(A) + €
Thus to prove u(A) < v(A?), it suffices to prove v(A) + ¢ < v(A2),ie., v(AD\ A) > &.
To prove (A2 \ A) > £, we construct a ball K C R? of radius % satisfying the properties:
Property 1 K is contained in the set A® \ A,ie., K C A%\ A, and

Property 2 K is contained in ©, i.e., K C O. This guarantees that v(K) = v(K N ©) > puyin -
Vol(K) =¢.

To construct the above ball K, we adopt the following strategy:
Step 1 First, select a point y € © such that dist(y, A) = A/2.
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Step 2 Then, construct the ball K with center ¢; = we + (1 — w)y, radius wr, where w = ﬁﬂ

ie., K = B(ci,wr). We will later show that this ball is contained in the convex hull of
B(e,r) U {y}. This construction is inspired by [MV22].

We first prove such point y in Step 1 exists, that is, the set © N {z € RY|dist(z, 4) = A/2} is
nonempty. (Note that we only consider nonempty open set A C © with v(A4%) < 1.)

We prove it by contradiction. If instead © N {z € R?|dist(x, A) = A/2} = 0, then for all z € O,
dist(x, A) # A/2. Due to the continuity of dist and the convexity of ©, we know that only one of
these two statements holds:

o dist(z, A) < A/2,forall z € ©.
o dist(xz, A) > A/2,forall x € ©.

Since ) # A C O, there exist 2’ € A € ©, such that dist(z’, A) = 0. Therefore, the first statement
holds. Thus © C A2/2 C A2, which contradicts v(A®) < 1.

Therefore, there exist y € O, such that dist(y, A) = A/2, making Step 1 valid.
Next, we show that the K we construct in Step 2 satisfies Property 1 and Property 2.
To prove K C A® \ A, letz € K = B(cy,wr). We show that x € A% and z ¢ A. We have
dist(z,y) < dist(x, ¢1) + dist(c1, y)
=z —allg + lwe+ (1 —w)y =yl

= ||z —allg +wlle —yllq
<wr+wR 3)

A
<A/2
* (x ¢ A). If v € A, since A is an open set and dist(y, A) = A/2, we have that dist(z,y) >
A /2, which contradicts to (3). Therefore x ¢ A.
(3)
* (z € A®). We have dist(z, A) < dist(z,y) + dist(y, A) < A, implying that x € A2,

To prove K C O, take any « € K = B(cy,wr), we show that z € ©. Write x = ¢; + wrv, where
[Ivlly < 1. We have

r=wc+ (1—wy+wrv=wlc+rv)+ (1 —w)y.

Since ¢+ rv € B(e,7) €O,y € 0,and 0 < w = ﬁ < 1, by the convexity of ©, we have z € ©,
which completes the proof.

In particular, if © is an £,-ball centered at ¢, say © = c + BZ (r), then the w in Step 2 can be chosen

asw = £, which similarly follows, since ||c — x|, <  for any = € ©. This improves the conversion
by: ]
1
If dryv(p,v) < Pmin - Vol(IB%‘}q(l)) . <4> AT then Woo(u,v) <A. 4)

F.2 Proof of Lemma 15

Proof of Lemma 15 denote P = p1 * Laplace®? (£2), Q = v * Laplace®? (£). Then, P and Q
are absolutely continuous with respect to the Lebesgue measure. This is because for any Lebesgue
zero measure set S, P(S) = [ Praplace(S — x)du(z), where S — z={y|z 4+ y € S}, and Praplace
denotes the probability measure of Laplace®! (£). Since S — z is zero measure for all z € R,
and Py, piace i8 absolutely continuous w.r.t. the Lebesgue measure, we have Py, piace (S — ) for all

3We note that the symbol w in Section F.1 is distinct from the w used in other parts of the paper. This distinction is an intentional abuse of notation for clarity within
specific contexts.
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x € R%. Therefore, P(S) = 0. Thus P is absolutely continuous w.r.t. the Lebesgue measure, and Q
similarly follows.

Denote p and ¢ the probability density function of P and Q respectively. Since W’ (u,v) < A,
by [GS84, Proposition 1], there exists v* € I'c(u,v), such that P, )= [llu — 0], > A] =
v*{|lu — v||; > A} = 0. By the definition of the max divergence (Theorem 6 of [VEH14]), we have

eP=(PlIQ) — egssup p(z) ([VEH14, Theorem 6])
x~P q($)

_llz—ull

e v du(u
< esssup Jas Te—vlly i)

A a4 ()

(Convolution theorem, PDF of Laplace)

_z—uily

(& b
Jraxra
< esssup x

L

le—vlly , lu=vliy
LA S RN 115 B %
fRded € g 5 dy*(u,v)

(v €Te(p,v))

“(u,v)
[=—vlly w, v)

dy
dy*(u,

< esssup = (triangle’s inequality)
o~b fRdx]Rd e dly* (u7 U)
_llz—wlly | llu—vlly _llz—wlly | llu—vlly
fHu—legA e” 5 T dyt(uv) + fHu—vH1>A e~ v T dy*(u,v)
< esssup le—vllq
b Jraxgae 7 dy*(u,v)
lmovly | Jumvly
N 5 dy*(u, )
< esssup luzvll, < EETh Y {llu =vl, > A} =0)
ol fRded e b d’y*(uv ’U)
N llz—vlly
< € Jju—vpca € 7 A7 (w,0)
= esssup Tl
e~ b Jraxgae 7 dy(u,v)
N le—vll
e? fRded € P dy*(u,v)
< esssup =
e~ feaggae” 0 Ayt (u,v)
A
—eb
|

F.3 Proof of Lemma 16

Proof of Lemma 16 Since D (u|7) < oo, for any measurable set S € F, such that x(.S) > 0, we
have 7(S) > 0. Thatis, {S € F | u(S) >0} C{S e F| w(S) > 0}. By Definition 11,

M(S)]
Doo(p,v) =In
() SeF, u(S)>0 L(S)
u(S)ﬂ(S)}
=1In sup {
SeF, u(S)>0, m(S)>0 m(S)v(S)
M(S)} [W(S)}
<In sup { + In sup
SeF, u(S)>0 7(S) SeF, n(5)>0 v(S)

= Doo(pllT) 4+ Doo (|v).
|
F.4 Proof of Theorem 1 and Corollary 4

We first provide proof of the privacy guarantee by reorganizing the proof sketch in Section E, as
illustrated in Figure 4.

Let D and D’ be neighboring datasets, and let M be an (¢, §)-DP mechanism as in Section E. By the
equivalence definition of approximate DP (Lemma 14), there exists a hypothetical distribution pair
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P, P’ such that
)
d D),P)< ——.d D), P)< ——
v (M( )’ )_65+1’ TV(M( )’ )_65—1—17
Note that P and P’ can both depend on D and D', i.e., P = P(D, D’) and P’ = P'(D, D’), rather
than simply P = P(D) and P’ = P'(D’).

Denote U(-) = (1 — w) - +wUnif(O). After the uniform mixture step (Line 3), the distributions
UM(D)),U(M(D")), U(P),U(P’) all satisfy the assumption in Lemma 6 with

D (P'||P) <e, and Do (P||P') <€

w

Pmin 2 501Gy = (R/2)4Vol (B?q(l))'

Therefore, by Lemma 6 (with the case of © is an ¢, ball) and the fact that || - ||; < -3 Il -
have

q» We

WL (UM(D)),UP)) < A, and WL (UM(D"),U(P")) < A,
where A is defined in Line 2 in Algorithm 1. Therefore, by Lemma 15, we have

Do (U(M(D)) * Laplace® (22 ) |U(P) * Laplace®? (22)) < £'/2,

Do (U(P) * Laplace®® (22) |UU(M(D))  Laplace®? (22)) < €'/2,
Do (UM(D")) * Laplace®? (22) |U(P')  Laplace®? (22)) < &'/2,
Do (U(P') * Laplace®? (22) |[U(M(D’)) x Laplace® (22)) < £'/2.

Finally, with the weak triangle inequality (Lemma 16), we conclude that the output of Algorithm 1
satisfies (e + &’)-DP.

Next, we provide the utility bound. Let v ~ Unif(0, 1) in Line 3 of Algorithm 1.
E [ ¢pue — Tapsll, = P(u > w)E [prm — Tl [ > w] +P(u < w)E [||g;pm — il [ < w}

&)

(z; ~ Laplace (QA))

e/

IA

&=
A/~
=

B

=
~

+

&
ay

=1
d a
< (E Z|zi|q ) +wR (Jensen’s inequality)
i=1
1 2A
= (dT(q + 1)) ot wh (6)
1
4dgR [ 6\
< ({ () +whi @)
€ 2w

Remark 18 We can remove the dependence on q in the above bound by controlling ||z pure — Tapx||1
via concentration inequalities for sub-exponential random vectors.

Proof of Corollary 4 Since © is an ¢, ball, we have R = 2r = C. The proof follows directly from
Theorem 1 by taking g = 2. n

F.5 Proof of Theorem 2
Proof of Theorem 2 Notice that BinMap is a data-independent deterministic function, thus by post-
processing, zyin = BinMap (uupx) maintains (e, §)-DP.

We consider the ¢, norm, i.e., ¢ = 1. Leta = (3,...,3). For unit cube [0,1]%, we have a +

B} (3) € [0,1] C a+ B} (§). Thatis, [0,1]" satisfies Assumption 1 with R = 4, 7 = £, and
g = 1. Therefore, by Theorem 1, 2y, satisfies (2, 0)-DP. After the post-processing, the output of
Algorithm 2 maintains (2¢, 0)-DP.
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For the utility, by ¢ < % and Line 2 of Algorithm 1, we have A < ﬁ.

Laplace lrl\gl

Let y; Laplace(2A/¢’), be the noise added in Line 4 in Algorithm 1. Then for any ¢,
1« 1
]Pj(yiLaplace > t) _ 56 237 < 5672dt'
Thus,
apls 1 d
P (y}df"“e >05,Yi=1,... ,d) = (- 21— g, 8)

where the last inequality is by Bernoulli’s inequality.
d

Since the rounding function is defined as Roundy 1ya(x) = (1(x; > 0.5))i_;, we observe that

Zbin = Zpure if and only if the following conditions hold simultaneously:

l.  ~ Unif(©) is sampled in Line 3 of Algorithm 1.
2. Forall i € [d], if Zézr)l =0, then P < 0.5.
3. Foralli € [d], if z\) = 1, then y“*P > —0.5.
By the symmetry of Laplace noise, applying Eq. (8), and using the union bound, we obtain

d d
IP)(Zbin = Zpure) >1l-—w-— §€_d =1-2"9_- §€_d.

G Further Discussion of the Optimality of Our Purification Results

In this section, we examine the optimality of the utility guarantees achieved by our purified algorithm,
as summarized in Table 1. We compare our results against known information-theoretic lower bounds
and the best existing upper bounds, discussing each setting in turn.

For the DP-ERM setting (Rows 1 and 2), our bounds (Theorem 3) match the lower bounds reported
in [BST14, Table 1, Rows 1 and 3], up to logarithmic factors.

In the DP-Frank-Wolfe setting (Row 3), our guarantee matches with the lower bound established in
Lemma 30, again up to logarithmic terms.

For the PTR-type setting (Row 4), to the best of our knowledge, no pure-DP mechanism has previously
been developed in this regime, and thus no direct baseline is available for comparison.

For the Mode Release task (Row 5), our result (Theorem 6) matches the lower bound from [CHS 14,
Proposition 1], up to logarithmic factors.

For Regression (Row 6), assuming bounded data and parameter domains, our result (Theorem 7)
agrees with the lower bounds in [BST14, Table 1] with respect to n, d, €, and A, up to logarithmic
factors and constants depending on the data and parameter radii.

Finally, for Query Release (Row 7), our utility guarantee (Theorem 8) matches that of the SmallDB
and Private Multiplicative Weights algorithms up to logarithmic factors [DR™ 14, BLR13], which
represent the current state of the art for pure-DP query release. Whether this rate can be further
improved remains an open question [NS21].

H Deferred Proofs for DP-SGD

The study of DP-ERM is extensive; for other notable contributions, see, e.g., [RBHT12, FTS17,
INS*19, SSTT21, MBST22, GTU22, GLL22, RKW23, KL.T24].

H.1 Algorithms and Notations
Let f(6;x) represent the individual loss function. £(0) := + 37" | f(6;z;) and L* = Ienelg L(0).
We also denote F/(0) := > | f(#;z;) and F* = %161(1:1 F(0). L-Lipschitz, 8-smooth, or A-strongly

convex are all w.r.t. individual the loss function f. The parameter space © in Algorithm 4 is selected
as the #5-ball with diameter C that contains C.
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Algorithm 3: Differentially Private SGD [ACGT16]
2 Input: Dataset D = {x1,...,2,}, loss function f : C x D — R, parameters: learning rate

1¢, noise scale o, subsampling rate ~y, Lipschitz constant L, parameter space C € R?
4 Initialize 6y € C randomly
6 fort € [T] do
8 Sample a subset S; by selecting a «y fraction of the dataset without replacement
10 Compute gradient: for each i € S; do

12 | ge(wi) <= Vo f(0; ;)
14 | Aggregate and add noise: j; % (Xies, 9¢(xi) +oN(0,14))
16 Descent: 6,1 < Proj. (6 — n:9:)

18 Output: 6, = % Zthl 0, if f is convex; Oy = T =y Zt L 10 if f is strongly convex.

Algorithm 4: Pure DP SGD

2 Input: Output from DP-SGD Algorithm 3 6,,,,,., parameter space ©, privacy parameter ¢’ and
0, mixture level w

4 Opure — Apure(Gapsz, ©,€',0,w) > Algorithm 1

6 Output: Oy

H.2 Noisy Gradient Descent Using Laplace Mechanism

Lemma 19 (Laplace Noisy Gradient Descent) Let the loss function f : X — R? be convex and

L-Lipschitz with respect 1o || - |2 and maxx~ x/ |V f(X) =V f(X")|l1 < Ay. Suppose the parameter

space C C R? is convex with an {5 diameter of at most C. Running full-batch noisy gradient descent

with learning rate n = ———C _____ number of iterations T = , and Laplace noise with
/T(n2L2+2do?)’ A f

A T

parameter o = , satisfies e-DP. Moreover,

B X CAY2[1/241/4
A (L£(0) - £7) SO(W)

2
and the total number of gradient calculation is %Ll‘/g. Without further assumptions on V f, we

have:

- . CLd'?
B (£(9) —L ) =0 (n1/2€1/2>

Proof Suppose we run 7' iterations and the final privacy budget is €. Then, the privacy budget per
iteration is €9 = %, and the parameter of the additive Laplace noise is 0 = Ay /eg = A1T'/e. By
[GG23, Theorem 9.6], we have

1 & C?
E(F|= —F < = 212 + 2do?
< (T;@) >_T71+n(n + 2do?)

CnL C’a\f
f VT
CnL CAWAT
JT e
C(nLA)Y2dM 4
o (5

c1/2

IN

o

|
Q

IN

where the second inequality is obtained by choosing learning rate n = \/ﬁ and the fact
n Top

Va+b < y/a + /b for any positive a and b. The last inequality is by setting T' = A‘E"\%. Divide
1
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both sides by n, we have:

©))

B . CA1/2L1/2d1/4
I (5(9) —L ) <0 ( nl/2g1/2

Without additional information, the best upper bound for A is v/dAy = v/dL. Plugging this bound

to Eq. (9) yields:
_ 1/2
E (L) - L") <O ( CLd >

ni/2¢1/2

H.3 Analysis of DP-SGD
H.3.1 Privacy Accounting Results

Our privacy accounting for DP-SGD is based on Rényi differential privacy [Mirl7]. Before stating
the privacy accounting result (Corollary 24), we define Rényi Differential privacy and its variant, zero
concentrated Differential Privacy [BS16].

Definition 20 (Rényi differential privacy) A randomized mechanism M satisfies (o, e(«))-Rényi
Differential Privacy (RDP) if for all neighboring datasets D, D' and for all o« > 1,

Do(M(D)[M(D)) < e(a),

where D, (P||Q) denotes the a-Rényi divergence when o > 1; Kullback-Leibler divergence when
a = 1; max-divergence when oo = oo. We refer the readers to [Mirl7, Definition 3] for a complete
description.

Zero Concentrated Differential Privacy is a special case of Rényi differential privacy when Rényi
divergence grows linearly with «, e.g., Gaussian Mechanism.

Definition 21 (Zero Concentrated Differential Privacy (zCDP)) A randomized mechanism M
satisfies p-zCDP if for all neighboring datasets D, D' and for all o > 1,

Do(M(D)[M(D)) < por,
where D, (P||Q) is the Rényi divergence of order c.
Lemma 22 (p-zCDP to (¢, 0)-DP) If mechanism M satisfies p-zCDP, then for any 6 € (0,1), M
satisfies (p + 2+/plog(1/3),8)-DP.
Proof Since M satisfies p-zCDP, M also satisfies («, pa)-RDP for any « > 1. By [Mirl7, Proposi-
tion 3], for any d§ € (0, 1), M satisfies (pa + log(1/8) 0)-DP. The remaining proof is by minimizing

a—1

fla) == pa + 1021/9) for ¢ > 1. The minimum is p + 24/plog(1/6), by choosing minimizer

a—1

o =14, /00 n

We now introduce RDP accounting results for DP-SGD. We first demonstrate RDP guarantee for one-
step DP-SGD (i.e. sub-sampled Gaussian mechanism, Lemma 23) then show the privacy guarantee
for multi-step DP-SGD through RDP composition (Corollary 24).

Lemma 23 (RDP guarantee for subsampled Gaussian Mechanism, Theorem 11 in [BDRS18])
Let M be a p-zCDP Gaussian mechanism, and S, be a subsampling procedure on the dataset with
subsampling rate ~y, then the subsampled Gaussian mechanism M o S, satisfies (o, €(c.))-RDP with:
log(1
e(a) > 13+%pa, forany a < w (10)
p
Corollary 24 (RDP guarantee for DP-SGD) Let M be a Gaussian mechanism satisfying po-zCDP
and S, be a subsampling procedure on the dataset with subsampling rate -y, then T'-fold (adaptive)

composition of subsampled Gaussian mechanism, Mp := (Mo S,)o...0(MoS,), satisfies
T times
(o, e(x))-RDP with
log(1
e(a) > 13v2poTa, forany a < Og4(p/’y). (11)
0
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Denote p = 1372 poT for a shorthand, if further py < 4(14{#\/%, the composed mechanism
M satisfies (p + 2+/plog(1/4),8)-DP for any § € (0, 1).

Proof By RDP accounting of subsampled gaussian mechanisms Lemma 23 and the composition
theorem for RDP ([Mirl7, Proposition 1]), we have M satisfies («, 13v%poTa)-RDP for any

a € (1, %). Denote p := 13y2pgT. By Lemma 22, if 1 + 10g(p1/5) < 10%1(;0/7) (i.e., the

optimal o* < %), we have M satisfies (p 4+ 21/plog(1/6), )-DP. |

H.3.2 Convex and Lipschitz case
In this section, we analyze the convergence of DP-SGD in convex and Lipschitz settings.

Lemma 25 (Convergence of DP-SGD in convex and L-Lipschitz setting) Assume that the indi-

vidual loss function f is convex and L-Lipschitz. Running DP-SGD with parameters v = ;Mriog\/g(l/é),
416L2 log(1/$ n2e2 2 .
o? = eg( - )’ T = dlog(l/é)’ = \/T("2L2+dac;/72+nL2/,y) satisfies (¢,0)-DP for any
e < (d A 8)log(1/6). Moreover,
_ CLdY*10g"/?(1/5
E[F(GT)]F*g(o( = 9]

with 07 being the averaged estimator. In addition, the number of incremental gradient calls is

2n2€3/2

~ Jdlog(1/9)

Proof We first state the privacy guarantee. Since each gaussian mechanism satisfies Z*/202-zCDP, by

2_2
13L 7T and thus

Corollary 24, the composed mechanism satisfies p-zCDP with p = =5 3— = ¢ 1022(1 757

(e, 6)-approximate DP.

Let g, be the output from noisy gradient oracle with variance o and subsampling rate  (line 7 of
Algorithm 3). The variance of the gradient estimator can be upper bounded by:

R R do? nlL?
Ellg: —E(@)l3) < — + —
v
By [GG23, Theorem 9.6], we have:
P ()~ ) <2 | Ly vreo| +n (4 +
T Ty | T & 2| T\ T2 T

2 2
§C+n( 2L2+da+nL>
Tn ok g
C? do? nlL?
< i 27,2 - R
_\/T (n +’Y2+ 7)
=0 C?L? +d+—

T T~

o2
2L2+M+HL2)

where the third inequality is by choosing n = \/ ( , and the forth line is by p =

13T9°L? /552, By the choice of T" and , we have % > max{ %, 5 1. This implies:

n? d CLd'?
F*| < 212 — 1] < = ).
TZ _O<\/C’L <T+ +Tv)> (9< i )
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Since the target approximate DP privacy budget ¢ = 4,/plog(1/4), we have \/p = m.
og
Plugging this into the bound above, we have:

E[F(0r)] - F* < B |2 Y (F(0) - F°)

t

3

1/2 1/2
<o (cm log (1/5)>'

For the number of incremental gradient calls (denoted as G), we have

on2e3/2

=V = ——.
9=l = o)

H.3.3 Strongly Convex and Lipschitz case

Lemma 26 (Convergence of DP-SGD in strongly convex and L-Lipschitz setting) Assume indi-
vidual loss function f is \-strongly convex and L-Lipschitz. Running DP-SGD with parameters
24/dlog(1/6 416L% 1o [ n2e? ;
= #, o? = wfg(l/), T = grgay Mt = m satisfies (e,0)-DP for any
e < (d A 8)log(1/0). Moreover,

T
2 dL?log(1/6)
E|F| 77— ) t0 - <Oo|—=—,
(T(T+ 1) ; t) = ( nAe?
and the number of incremental gradient calls is
In2e3/2

~ Jdlog(1/0)

Proof The derivation of privacy guarantee follows the same procedure as Lemma 25. By Corollary 24,
2,22
the total zCDP guarantee p = %

result from [LISB12], where A = n\ be strong convex parameter of F', we have:

D) T
E <T(T+ D ;mt>

. Choosing learning rate 7, = ﬁ and apply convergence

o 2E[]g:]I3]
_ < gzl
F <X+

<0 n2L? n do? n nL?
- AT  A2T AT

_o(B(r d, n
N A\NT p ~T))°

E

where in the last line we use the fact that p = 132;’?2. By the choice of 7" and ~, we have
% > max{%7 7+ }- This implies:
T
2 dL? dL?log(1/4)
E|\F|7—— t —F* < — | = _—
T(T—&—l)zxt O(Ap) O( nie? )’
t=1

where the last equality is using the fact that the target privacy budget ¢ = 4/plog(1/6).
For the number of incremental gradient calls (denote as G), we have the same result as in Lemma 25:
9n2:3/2

V/dlog(1/8)
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H.4 Analysis of Purified DP-SGD

Lemma 27 (Error from Laplace perturbation) Suppose x € R? and & = 2 + Lap®®(b), then
Elle — #ll2] < v2ab.

Proof

Elle - alld = & |\/llo — 213 < /Bllo - 315 - Va2
|
H.4.1 Proof of Theorem 3

Theorem 10 (Restatement of Theorem 3) Let the domain C C R® be a convex set with {5 diam-
eter C, and let f(-;x) be L-Lipschitz for all x € X. Algorithm 4 satisfies 2e-pure DP and with

@(n253/ 2d=1) incremental gradient calls, the output 0, satisfies:
1. If f(;x) is convex for all x € X, then B [L(Oout)] — L£* < O (CLd/ne),
2. If f(+;x) is A-strongly convex for all x € X, then E[L (Bout)] — L(z*) < O (L2 /n22e?).

Proof Settingw = -5, § = gragaags = 2! *d~9n"2?"2C~4, we have
log(1/8) = O (dlog(2) + dlog(n) + dlog(d) + dlog(C)) = O(d) (12)

Applying Corollary 4 with w, 6 defined above and choose ¢’ = ¢, the additional error from purification
can be upper bounded by - + %

n2e

(When f is Convex and L-Lipschitz): By Lemma 25 and dividing both sides by n:

1/2 1/2
E[L(6u)] - £+ < L CL+O<CLd log (1/5))

< —+—
n?c  n? ne

=0

2

(L CL CLd)
7_’_7

n% n ne

(When f is A-strongly Convex and L-Lipschitz): By Lemma 26 and dividing both sides by n:

L CL dL?log(1/6)
< i _—
E[L(Oout)] — L* < n2e + n2 +0 ( n2\e? )

~( L L 2L?
(’)( c d )

n2e = n? n2\e?

The number of incremental gradient calls for both cases:

g= 7271253/2 =0 (n253/2d_1)

\/dlog(1/9)

I Deferred Proofs for DP-Frank-Wolfe
I.1 Approximate DP Frank-Wolfe Algorithm

Given a dataset D = x4, ..., x, and a parameter space C, we denote the individual loss function by
f:C x X — R. We define the average empirical loss as follows:

L(0) := %Zf(e;xi) (13)
1=1

For completeness, we state the Frank-Wolfe algorithm [FW*56] as follows.

The differential private version of Algorithm 5 is modified by using the exponential mechanism to
select coordinates in each update. We follow the setting in [TGTZ15] with initialization at point
Zero.
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Algorithm 5: Frank-Wolfe algorithm (Non-Private)

2 Input: C C R?, loss function £ : C — R, number of iterations 7T, stepsizes 7.
4 Choose an arbitrary 6; from C

6 fort = 1t07~“~—1d0

8 Compute 0; = arg mingec(VL(0:),0 — 04)
10 L Set O:11 = 0 + nt(ét —6;)

12 Output 61

Algorithm 6: Approximate DP Frank-Wolfe Algorithm [TGTZ15]

2 Input: Dataset D = {dy,...,d,}, loss function f defined in Eq. (13) with ¢;-Lipschitz
constant Ly, privacy parameters (g, d), convex set C = conv(.S), ||C|l1 = maxses ||s]|1-

Initialize 6y <+ 0 € C.

6 fort=0t0T —1do

8 | VseS as<« (s,VL(O;D))+ Lap (L1IC|1 vaT log(l/é)), where

Lap(/\) ~ ie—lr\/k
10 ét  arg mingeg ag
12 0t+1 < (]. — nt)ﬁt + 77)5915, where e = t"!‘%

£

14 Output Oy = 07

Lemma 28 (Equation 21 of [TTZ14]) Running Algorithm 6 for T iterations yields:

e [cr:p) i c0:0)] =0 (Fa - 2l ST/ (T €l |S>> |

T

where T, is the curvature parameter [TGTZI15, Definition 2.1], which can be upper bounded by
B||C||? if the loss function f is 3-smooth [TTZ14].

The sparsity of 67 is given in the following lemma.

Lemma 29 (Sparsity of DP Frank-Wolfe) Suppose S C {x € R? | nnz(z) < s}. After running
Algorithm 6 for T iterates, the output 01 is T's A d-sparse.

Proof From Line 10 and 12 of Algorithm 6, we know nnz (6;4+1) < nnz (6;)+s. Since nnz(6y) = 0,
we have nnz(67) < T's. Since 67 € RY, we have nnz(f7) < d. Therefore, nnz(f7) < Ts Ad. B

LI.2 Pure DP Frank-Wolfe Algorithm

Algorithm 7: Pure DP Frank-Wolfe Algorithm

2 Input: Dataset D, loss function L : defined in Eq. (13), DP parameter ¢, a convex polytope
C = conv(S), where S is the vertices set, number of iterations 7', a Gaussian random matrix
® € R**4 constructed by Lemma 44 satisfying (1/4,4T)-RWC with high probability.

4 Set parameters T = © (”W)’ k=0 (Tlog (%) +logn),w=2,6= (fT“’),‘

6 Opw < Algorithm 6 > (,6)-DP FW
8 Oapxk < POpw € RF > Dimension reduction
10 epure—k — Apure (:Eapx - C|IP§2HC”1 (eapx_k,), 0= BZ (2HCH1), El =g, (5, W) > Algorithm 1
12 Opure-a < Miec(Opure-te, @, ) > Algorithm 8, with £ defined in Eq. (14)

[y
£y

. g
'9011t = Clllecul(epure-d)
16 Output: 6,
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Algorithm 8: Sparse Vector Recovery M. (b, ®, &)
2 Input: Noisy measurement b, design matrix ®, noise tolerant magnitude &
4 Define the feasible set U := {6 € R? | | @6 — b||; < ¢}
6 Solve f = arg ming, 101

8 Output: 0

1.3 Proof of Theorem 4

Proof of Theorem 4 The privacy analysis follows by Theorem 1 and the post-possessing property
of DP. The utility analysis follows by bounding the following (a) and (b):

E[ﬁ(@out; D) — ﬁ(tgpw; D)] =+ E[ﬁ(er, D) — £(9*, D)]
(a) (b)

For (a): Since C is an ¢;-ball with center 0 and ¢; radius ||C||1, the vertices setis S = {z | ||z|1 =
IC]|1, nnz(x) = 1}. We note that 6 pyy, the output of Algorithm 6 is T-sparse by Lemma 29.

Denote the “failure” events as follows: F; := {u < w in Line 3 of Algorithm 1}, where the uniform
sample is accepted in Algorithm 1; F» := {® is not (e,47")-RWC}, where the randomly sampled ®
is not (e, 47")-restricted well-conditioned (RWC); and F5 := {||z||; > £}, where the Laplace noise
added in Line 4 of Algorithm 1 exceeds the tolerance threshold. We first bound the failure probability
P(Fy U F> U F3), and then analyze the utility under the “success” event Ff N Fs N F¥, followed by

an expected overall utility bound.
1

Since w = -, we have P(Fy) =

1
n’

Set the distortion rate as e = %, and k = © (T log (%) + log n) Constructing ¢ following

Lemma 44, and by Lemma 45, ® € R¥*4 is (4T, ¢)-RWC with probability at least 1 — %, ie.,
P(Fp) < 2.

Set
4A
§= ?(k: +logn), (14)

where A = 8\/E||C||1 (%)Uk

= %. Then by Lemma 48 with taking b = % and t =
b(k + 2logn), we have P(F3) < L.

Under the “success” event Iy N Fy N Fy, consider the variables in Algorithm 7, we have

Ok = Apure (Taps = Clipkicy, Gupcr) © = BE (2]Cl11), &' = 2,6,w)
(Line 10 of Algorithm 7)
= Apure (Qapxke, © = B, (2]|C|11), &’ =€,6,w)  (Under F, ||fapxk]l2 < (1 +€)]IC]]1)

2A
= Oupxk + Laplace®? <5> (Under FY)

= ®Opw + W, where ||| < E&. (Under F¥)

By Lemma 46 and Opure-a = Myec(Bpure-ks P, €), since Opyy is T-sparse, we have

4\/T.

||€pure—d - 9FW||1 S m €
Since ||Opure-s — POrwl1 = ||@|l1 < &, ie., Opw is in the feasible set, we have ||pure-all1 <

[10rwll1 < |IC||1, therefore, by Line 14 in Algorithm 7, Oyut = Clipﬁlc||1 (Opure-d) = Opure-a (under
event Fy.)
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Since L is L;-Lipschitz with respect to ¢; norm, we get an upper bound on (a):
E[L(Oous; D) — L(Opw; D) | F¥ N F5 N F5] < Lq||0out — 0rw 1
4T

N (15)
64 L [Cll1 (k + log n)
ne

<L

<

Sl

For (b): by Lemma 28, we have:
r L1||C||1+/8T log(1/6) log(T'L+||C||1 - |S
E{E(Gpw;D)IgleigE(G;DHFfﬂFgcﬂF;?} 0(‘+ 11l V8T log( /ni o Lilicll - | )>

T
< o[ PlCli 4 LallCll /8T log(1/6) log(T'Ly |ICllx - |S1)
- T ne ’
Therefore,
B | £(00ui D)~ in £6:D) | FE 0 F 1 F]
€
< o [ LallClli(k +logn) Alicl n L1|C][1 /8T log(1/4) log(T'L+|C][1 - | S])
- ne T ne
A LlchT | BlCl} | LillC|LT o
_(’)( e + T + e = (nk)k)
_ (ﬁICI? n L1|C|1T> .
T ne
By setting 7' = ©(4/ %), we have
. . . c c c A (ﬂLlHCHLl)))l/Z

By Line 14 in Algorithm 7, we have ||0out||1 < ||C||1. Therefore,

E |:£<90ut;D) — 06?£(9,D) | F1 U FQ U F3:| S L1||90ut — 9*H1 S 2L1||C||1

~ 311/2
& [£(0us )~ pincoi0)| <0 (CRIADE L Bop ey, )
5 6L cl3 1/2
o

For the computation cost, in ~each iteration, the full-batch gradient is calculated; therefore, the cost for
calculating Opw is Tnd = O(n?/2d). The computation cost for Algorithm 1 is O(d). Therefore, the
computation cost is O(n3/2d), plus one call of the LASSO solver.

1.4 Proof of Lemma 30

Lemma 30 Let A be any e-DP ERM algorithm. For every parameter n,d,e. There is a DP-
ERM problem with a convex, 1-Lipschitz, 1-smooth loss function, a constrained parameter space
O = {0 € RY|||0||, < 1} and a dataset Data := {x1,...,x,} € X™ that gives rise to the empirical
risk £(0) = L3 0(0;x;), such that with probability at least 0.5, the excess empirical risk

L(A(Data)) — min £(6) > log(d + 1) Al

90 ~ |/ ne +log(4)
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Definition 31 ((«, 8)-accurate ERM algorithm) Given parameter space ©, dataspace X, and risk
Sfunction R, we say an ERM algorithm M : X" — O is («, §)-accurate if for any dataset D € X",
with probability at least 1 — 3 over the randomness of algorithm:

R(M(D); D) — rer}eiél R(0;D) <«

Lemma 32 (Restatement of Lemma 30) There exists a hard instance with n samples over B‘f and a
1-Lipschitz loss function L such that any e-pure differential private (o, 1/2)-accurate ERM algorithm
M must have:

log(d +1)
ne + log(4)
Proof of Lemma 30 We proof by the standard packing argument. Consider B¢ and an a-packing
over it: {6; };c(x], with K being packing number M (a, BY, || - ||2). Forany i € [K],let E; = {6 €
e | H9 — 91’”2 < a} and Xi = {9“ ce ,(91'}.
————

n copies

We define the error function is £(6; X;) = & > i=1 10 = Xi(5)|2- Notice that:

1>PM(X;) ¢ B) > Y PM(X;) € E))

JE[K\i
> Y exp(—ne) x P(M(X;) € E)) (17)
Je[K]\i
- K exp(—ne)
- 4
Taking log of both sides, we have
ne + log(4) > log(K) (18)

It remains to calculate the packing number K. Notice that M (o, B, || - [|2) < N(a, BL, || - ||l2) =<

exp (% 1og(a2d))4, where we assume o 2> % [Wul6, Equation 15.4]. This implies:

~ 1 1
Q| ——Vv — 1
= <\/n5+log(4) v \/(Y) (19

where Q hides universal constant and logarithmic terms w.r.t. d. We conclude the proof by observing
that £(6; X;) < 1, which implies that o < 1. [ ]

J Deferred Proofs for Data-dependent DP mechanism Design
J.1 Pure DP Propose Test Release

Definition 33 (Local Sensitivity) The local sensitivity of a query function q on a dataset X is defined
as

Af pea(X) = max [|g(X) — g(X")]2,
where X' ~ X denotes that X' is a neighboring dataset of X.

We first present the original version of PTR in Algorithm 9. The pure DP version, obtained via the
purification trick, is given in Algorithm 10. Their privacy guarantees are stated as follows:

Lemma 34 Algorithm 9 satisfies (2e,)-DP and its purified version, Algorithm 10 satisfies (2 +
¢’,0)-DP

Proof The privacy guarantee for Algorithm 9 is based on [Vadl7, Proposition 7.3.2]. For Algo-
rithm 10, the privacy guarantee follows from the post-processing property of differential privacy and
the privacy guarantee of Algorithm 1. |

4N denotes the covering number.
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Algorithm 9: Mprr(X,q,¢,d, 8): Propose-Test-Release [DL09]
2 Input: Dataset X; privacy parameters ¢, d; proposed bound 3; query functionq : X — ©
4 Compute: Dg(X) = H}(j/n{dHamming(X, XN AL (X)) > B}
6 if D}(X) + Lap (£) < 106(1/9) then
8 | Output L
10 else

12 L Release f(X) + Lap (?)

Algorithm 10: Pure DP Propose-Test-Release

2 Input: Dataset X ; privacy parameters ¢, €', d; proposed bound j3; query function g : X — ©,
level of uniform smoothing w

40« MPTR(Xa q7€757 ﬁ)

6 if 9 ==_ then

8 u ~ Unif(©)

10 0+ u

12 Oout — Apure(0,0,¢€",¢,0,w) > Algorithm 1

14 Output: 6,

J.2 Privately Bounding Local Sensitivity

We assume query function ¢ : X* — © with © C R being a convex set and Diam,(©) = R.

Assume the global sensitivity of local sensitivity is upper bounded by 1: max, AT (X)) —
A? g

Local(X)|l2 < 1. The purified version of PTR based on privately releasing local sensitivity is
stated in Algorithm 11 and its utility guarantee is included in Theorem 11.

Algorithm 11:
2 Input: Dataset D; privacy parameters ¢, ', §; proposed bound (3; query function
q: X* — © C R? with Diamy(©) = R, level of uniform smoothing w
4 8= Af e (D) + Lap (1/¢) + log(2/6) /e
6 dapx ¢ Proje (q(D) + Lap®?(5/e))
8 Gpure < Apure(0,€",w, R) > Algorithm 1
10 Output: gpyre

Theorem 11 (Restatement of theorem 5) Algorithm 11 satisfies (3¢,0)-DP . Moreover,

~ dl/QAq D d3/2
E[qout(m—q(D)ng]go( L;cal( ), . )

Proof First notice that B satisfies e-DP by the privacy guarantee from Laplace mechanism and
the assumption that global sensitivity of A _ (D) is upper bounded by 1. Second, we notice

Local

that P(3 > A?__ (D)) = P(Lap(1/¢) > log(6/2)/e) = 1 — 6. This implies q(D) 4 Lap®%(3/)

Local

satisfies (&, §)-probabilistic DP ([DRV 10, Definition 2.2]), thus satisfies (&, §)-DP. By post-processing
and simple composition, gqp, satisfies (2¢, §)-DP. Finally, using Ay under appropriate choice of 6,
we have gy, satisfies (3¢, 0)-DP by Theorem 1.

We now prove the utility guarantee. For notational convenience, we denote zy ~ Lap (1/¢), Z1 ~
Lap®%(§/e) and Zy ~ Lap®?(A/e). By definition of gpure, We have:

E[llgpure = a(D)ll2) = E [[|gapz — ¢(D) + Zal2] + wC
= E[[[Proje (¢(D) + Z1) — q(D) + Za2] + wC (20)
SE[Zulo] + E | Z2]|2] + wC
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Notice that:
E[IZ1]l2] < \/E[IZ1]I3]
= /dE[Z%] (Z11 denotes first element of Z;)

S A(I],ocal(D) —glog(2/6)/€ + éE [|ZO|]

_o (\/3<Aioca1<D) + 1+log(2/6>/5)>

3

2w

Tedce)a- By Corollary 4, we have :

— 1 1 _
Now, set w = 155 N 5oz and 0=

2
E[| Zslls] +wC < 5.

Also notice that log(2/8) = O(d). Thus,

E [[gpue — a(D)s] < & (M . d/>

J.3 Private Mode Release
The mode release algorithm discussed in Section 5.2 is provided in Algorithm 12.

Algorithm 12: Pure DP Mode Release

2 Input: Dataset D, pure DP parameter €

4 Set: log (1/6) = dlog (2d® /<), where d = log, | X|.

6 Compute the mode f(D) and its frequency occy, as well as the frequency occs of the second
most frequent item.

8 Compute the gap: Dg(D)  [oazocea ]

10 if Dj (D) — 1+ Lap (1) < 221/% then

12| Ugpy L

14 else

16 | Ugpe — f(D)

18 Upure <— Algorithm 2 with inputs €, 6, uapx, Y = X', and Index = id, the identity map.

20 Output: upye

Proof of Theorem 6 By [Vadl7, Proposition 3.3] and that dist(D,{D’ : f(D’) # f(D)}) =

%] , we know u,p satisfies (e, §)-DP. By [Vadl7, Proposition 3.4], when occ; — occy >
4[In(1/0)/e], uapx is the exact mode, i.e., uapx = f(D), with probability at least 1 — §. Choosing
§ < %, by Theorem 2 and the union bound, we have P (upye = f(D)) > 1—6—2"4—2¢=¢ >
1- % [ |

J.4 Private Linear Regression Through Adaptive Sufficient Statistics Perturbation

We investigate the problem of differentially private linear regression. Specifically, we consider a
fixed design matrix X € R™*¢ and a response variable Y € R"™, which represent a collection of
data points (z;,v;)"_,, where z; € R? and y; € R. Assuming that there exists #* € © such that

= X0, our goal is to find a differentially private estimator § that minimizes the mean squared
error:

1
MSE(f) = %HY — X063

We assume prior knowledge of the magnitude of the dataspace: || X|| := sup,cy ||z]]2 and | V|| :=
sup,cy ||y/|2. Our algorithm operates under the same parameter settings as [Wan18, Algorithm 2].

To enable our purification procedure, we first derive a high-probability upper bound on ||t§||2, where
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Algorithm 13: M, ;e Adassp

2 Input: Data X, y; privacy parameters €, &', d, Bounds: || X]|, || V||, level of smoothing w

4 Ogps < AdaSSP(X,y,e,6, || X, V) > [Wanl8, Algorithm 2]
6 Propose a high probability upper bound R = O ((1+ne/d) Y/ x)

8 Construct trust region © := Bf, (R)

10 Norm clipping 0qps — Projg (fapz)

12 epure < -Apure(oap;za 67 g, 5/7 5)

14 Output: 6,,¢

6 is the output of AdaSSP. Subsequently, we clip the output of AdaSSP and apply the purification
procedure. The implementation details are provided in Algorithm 13.

Theorem 12 (Restatement of theorem 7) Assume X ' X is positive definite and ||| < || X|[]|60* .
With probability 1 — ¢ — 1/n?, the output 0, from Algorithm 13 satisfies:

21

N X2 dX29*2 d2X49*2
MSE(QWG)_MSE(Q*)SO(H 12, dixiPler  d ||>

e2nt ne €212 A min
where Amin = Amin (X T X/n).
Proof First, we introduce a utility Lemma from [Wan18]

Lemma 35 (Theorem 3 from [Wan18]) Under the setting of [WanlS8, Algorithm 2], AdaSSP satis-
fies (€,0)-DP. Assume | Y| < || X||116% ||, then with probability 1 — (,

d2 2119% 12
MSE®) — MSE(@") <0 /ttos () 11216 NETGRACSE i .
ne/ /log (9) ne?/[log ($) log (%)]

Now, we prove the utility guarantee for our results. In order to operate the purification technique, we
need to estimate the range [|0||2 in order to apply the uniform smoothing technique. Notice that

16112 < X TX + Ma+ B1) iz | X Ty + Eallz
(a) (b)

(23)

/ / 2
with Ey ~ WJ\/(O7 Iy) and By ~ %ﬁm& where Z € R%*? js a symmetric
matrix, and each entry in its upper-triangular part (including the diagonal) is independently sampled

from N(0, 1). Under the high probability event in Lemma 35, we upper bound (a) and (b) separately:

For (a):
1

XX + Ny +E) Y=
I + M+ Bl Amin (X TX + My + E1)

By the choice of A and concentration of || E1||2, we have (X T X + Ay + Ey) = 2(XTX + Aly),
which allows a lower bound on Apin, (XTX + ANy + Fr):

2min (X T X + Mg+ E1) 2> Ain (X' X + ALg)
2 Amin(AX'TAXP) + A
Vdlog(6/6) log(2d2/Q) || X|> 3\
5/3 min

- V/dlog(6/0) log(2d>/Q)| X||?
= e/3

2 )\min(XTX) +
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. 2
where the third inequality is by setting A = max {O, v/ 108(6/9) :)/%(2(12/ ONXI” _ /\fnin}, where

AX ., is a high probability lower bound on Ay, (X T X). Thus,

1
M (XTX T Mg+ 1)
2
<
- )\min(XTX +)\Id)
2¢e

= 3/d1os(6/0) og 2B | X

IXTX + A4+ Ei|2 =

_o €
<\/dlog(6/5)l?fll2>

For (b), by triangle inequality
(6) = IX Ty + Eall2 < X Tyl + [ Ballz < nllX[IY] + [ B2z

Apply [Wan18, Lemma 6], we have w.p. at least 1 — 3:
_ o [ YAIXUY]y/108(6/9) log(d/ )
[Eall2 = O

9

Thus, w.p. at least 1 — /3 over the randomness of Fj,

V|| X|[1V]| /10g(6/6) 10g(d/ﬂ)>

3

(b) <O (nllelllyll +

=0 <n||X||||y|| + ﬁ”’fl'llﬂ’ym )

Putting everything together under the high probability event:

_ = (121 __ne
0] <O <|)(|| (1 + dlog(6/5)>>
~ (VI "N
SO<”X”(1+d)>'_T
1

Now, we apply purification Algorithm 1 with © = B;l? (7), w = § = 2% This

- n2> (16d3/27n2)d
parameter configuration implies log(1/8) = O(d) and Wasserstein-oo distance A = >~ (Line 2 of
Algorithm 1)

Finally, it remains to bound the estimation error for ¢,,,,... Let’s denote the additive Laplace noise

from purification by Zy ~ Lap®d(A/e), and the purified estimator 0, 1= 0 + Z5. Under the
event that the purification algorithm doesn’t output uniform noise, which happens w.p. at least 1 — w:

1 1 -
MSE(Opure) — MSE(0) = ——ly — XOpurell5 — 5—Ily — X603
2n 2n

1
~Zy X' X7,
n

1
ﬁ)‘maX(XTX) HZ2H%

IN

A

1211125 13
X1
c2nd
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where the last inequality holds w.p. 1 — 1/n? by Lemma 48, as we derived below:

2dA 2A
[ Z2]l1 < - + - log(n?)

~ 1
< 7
<0 (a)

Under the high probability event of Lemma 35 and Algorithm I, which happens with probability at
least 1 — ¢ — 1/n?:
MSE(8pure) — MSE(8*) = MSE(8pure) — MSE(@) + MSE(@) — MSE(6%)
02 diXPIom)®  dlXytoT ] e ((XTX) 7]
e2nt ne ne? (24)
[ [ 24 s U
e2nt ne 12 Apin (X T X)

INA
G

INA
G

H

X

By denoting A\pin = Amin ( X), we have:

n

(25)

- X 2 X 211p*1|2 2 X 411 %12
N8Bt - 5e(07) < & (AL AXPIT | U0

g2nt ne €2n2 A\ pin
|

K Deferred Proofs for Private Query Release

K.1 Problem Setting

Let data universe X = {0,1}% and denote N := |X|. The dataset, D € X™ is represented as a
histogram D € NI¥I with || D||; = n. We consider bounded linear query function ¢ : X — [0, 1] and
workload () with size K. For a shorthand, we denote:

T

QD) = (@(D)....,qu(D)T = % ) ql(di),...,% 3 auldi)

i€[n] i€[n]

K.2 Private Multiplicative Weight Exponential Mechanism
We first introduce private multiplicative weight exponential algorithm (MWEM):

Algorithm 14: Multipliative Weight Exponential Mechanism MWEM(D, Q, T', p) [HLM12]

2 Input: Dataset D € NI¥I set Q of linear queries; Number of iterations 7' € N; zCDP
Privacy parameter p > 0.

4 Set: number of data points n < ||D||1, initial distribution pg +— L, privacy budget for

[X]
each mechanism e < +/p/T

6 Define: SCOTG( i ;ﬁvp) = |<7p> - <7p>|

g fort =117 7T do

10 qr < ExpoMech (Q, €¢, Score( - ;pi—1,D))

12 my < {(qt, X) + Laplace(/neo)

14 Multiplicative weights update: let p,, be the distribution over X’ with entries satisfy:

qi(x) o qi—1(x) - exp(qe(x) - (my — qe(pe-1))/2), Vo € X

16 Output: D, < % Z?:Bl Dt
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Algorithm 15: ProportionalSampling(X,p, m)

2 Input: Dataspace X, Probability vector p € R!¥I, sample size m
4 fori=1romdo
6 L s; +— UnSortedProportionalSampling(p, X) > e.g., Alias method [Wal74]

8 Output: {s1,...5,,}

Algorithm 16: Pure DP Multiplicative Weight Exponential Mechanism

2 Input: Dataset D € NI*! with size | D||; = n, Query set Q, privacy parameters e, J,
accuracy parameter o

4 Set: Number of iterations T' = O(2/3n2/3d1/3), size of subsampled dataset
m = n?/3¢2/3d=2/3, zCDP budget p = */1610g(1/4),
Score(q; p,p) = [(a,p) — (¢, p)|, Vg € Q

egoqe . ﬂ D
6 Ifllt]llze. P1< Tx70 P Dn
8 D« MWEM(D,Q, T, p) > Algorithm 14
10 Y < ProportionalSampling(X, D/n, m) > Algorithm 16

12Y Apure—discrele (53 5a K Xm)

14 Output: YV

Lemma 36 (Privacy and Utility of MWEM [HLM12]) Algorithm 14 instantiated as
MWEM(D, Q,T,<*/1610g(1/8)) satisfies (¢, 8)-DP. With probability 1 — 25T, PMW and the output D

such that:
1005) — O(D). < O ( \/g+ \Wog@/g 1og(K/5)> 6)

Proof We first state the privacy guarantee. Since each iteration satisfies zCDP guarantee
p/T-zCDP, the total zCDP guarantee for T iterations is p. By Lemma 22, the whole algo-

rithm satisfies (4+/plog(1/5),)-DP. Plugging in the choice of p = <*/1610g(1/6), we have
MWEM(D, Q, T, <*/1610g(1/)) satisfies (¢, §)-DP. The utility guarantee follows [HLM12, Theorem 2.2].
Specifically, we choose adderr = 24/71"/plog(K/f3), this yields the utility guarantee stated in Theo-
rem with probability 1 — 257" |
Lemma 37 (Sampling bound, Lemma 4.3 in [DRY14]) Let data X = (ay,...,an) with
Zi]\il a; =1and a; > 0. Y ~ Multinomial(m, X). Then we have:

P|Q(Y) = Q(X)[loc > a] < 2|Q|exp(—2ma?)

Proof The proof follows the proof of [DR* 14, Lemma 4.3]. Since we have Y = (Y7, ..., Y,;,) with
y; & Multinomial(1, X), for any ¢ € @, we have ¢(Y) = L 3" ¢(Vi) and E[g(Y)] = ¢(X).

m

By the Chernoff bound and a union bound over all queries in ), we have P[||Q(Y) — Q(X)|loo >
a) < 2|Q| exp(—2ma?).

Theorem 13 (Restatement of Theorem 8) Algorithm 16 satisfies 2e-DP. Moreover, the output Y
satisfies

R N dqi/3
QD) = QW) < O (7557 )

and the runtime is O(nK + /3?30 3NK + N).

Proof We first state the privacy guarantee. By Lemma 36, the output from multiplicative weight
exponential mechanism, D, satisfies (g, §)-DP. By post-processing, Y is also (&, §)-DP. Thus, apply
Theorem 2, the purified Y satisfies 2e-DP.
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The utility guarantee is via bounding the following terms:

1Q(D) = Q(Y)lloe < QD) = Q(D)]|oc + QD) = Q(Y) o + QYY) = Q(Y)l|ox
(@) (®) ©

For (c¢): Since the output space ) = X™, if use binary encoding, the length of code is log, (|V]) =

md := d. Thus, by Theorem 2, we choose § = this implies log(1/8) = O(mdlog(2md/e))

(Qd)Sd ’
md
and failure probability 5y = 2md + Spmd-
For (a): In order to minimize upper bound in Equation 26, we choose T' = Toa1? (f;g’lfg AL this
L - d'/*log!/*(1/5) log!/? (K d'/2m'/*log!/*(2md/e) log'/? (K
implies | Q(D) — Q(D)||o < LB A ee PIIE) _ o ( g Lol loe RIS )

For (b): using Sampling bound (Lemma 37) and setting failure probability 3; = 2K exp(—2ma?),
~ ogl/2
we have [|Q(D) — Q(Y)|loo < O (1gm(+/51))

Finally, we choose m = (ne/d)?/? to balance the error between (a) and (b). This implies:

QD) — Q(Y)|oe < O ( 1/13/3 (10g1/2(2K/51) +log*%(K/B) 10g1/4(2d1/3n2/3g—1/3>))

(ne)
ne)2/341/3
Set B = 57— and 8; = 1, and by ) < 22((“;)2% = o(1), we have

1/3

E[|Q(D) = QY]] <O ((n5)1/3
+ (T8 + B1+ Bo)

S ds 1
_O(mwﬂ+n)

The computational guarantee follows: (1) Since T = logl/z(f;g?(fg(K/ﬁ) =0 (52/3n2/3d1/3). The

runtime for MWEM is O(nK + £2/3n2/3d'/3NK) [HLM12]; (2) For subsampling, by runtim
analysis of Alias method [Wal74], the preprocessing time is O(/N) and the query time is O(m) for
generating m samples. Thus, total runtime is O(N + (ne)?/3d—2/3); (3) Finally, note that the query
time for Algorithm 2 is O(d) = O(d"/3(ne)?/?). We conclude that the runtime for Algorithm 16 is
O(nK + e2*n?/3d'3NK + N). [

L Deferred Proofs for Lower Bounds
L.1 Proof of Theorem 9

Lemma 38 (Lemma 5.1 in [BST14]) Let n,d € N and ¢ > 0. There is a number M =
Q (min(n, d/€)) such that for every e-differentially private algorithm A, there is a dataset D =

{a1,... 20} C {=Yva,va}* with | Yoi i willa € [M — 1, M + 1] such that, with probability at

least 1/2 (taken over the algorithm random coins), we have
_ d
A(D) - DJ|,=Q in(1,—
J40) - B, = 0 (min (1.2))
where D = 137" ;.

Theorem 14 (Restatement of Theorem 9) Denote D := {—1/vd,1/Va}?. Let ¢ < O(1), and

d € (Cxp(4d log(}i) oZnd)) T loéQd(Sd))' For any (g,0)-DP mechanism M, there exist a dataset

D € D™ such that w.p. at least 1/4 over the randomness of M.:

IMun—msz<‘“ﬂU®>

en

Here, fl() hides all polylogarithmic factors, except those with respect to 9.

42

(logl/z(QnK) + 10g1/2(Kd1/3n5/351/3) log1/4(2d1/3n2/35_1/3)))



Proof Suppose there exists an (¢, §)-differentially private mechanism M such that with probability
at least 3/4 over the randomness of M, for any D € D,

_ dlog(1/9)
[M(D) = Dfj2 < ¥—"—"—
nea
where « is a term involving n and d, to be specified later. Let -~ dl:;f(il/ %) < — 1021 75 implies:
§ > exp(—a?d/log(d)) (27)

We execute Algorithm 1 to purify M directly over the output space [—1/vd, 1/vd]®. Let Y denote the
output of Algorithm 1 and U ~ Unif([—1/vd, 1/vd]?). The remainder of the proof involves bounding
the additional errors introduced during the purification process. By triangle inequality we have

ID =Yz < |D = M(D)|2+||M(D) - Y]
(@) (b)

Notice that under the event that Line 3 of Algorithm | doesn’t return the uniform random variable,
which happens with probability 1 — w, we have Y = M (X) + Laplace®?(2A /¢), so term (b) equals
the 2-norm of the Laplace perturbation.

For the remaining proofs, we choose the mixing level w = 1/8 in Algorithm 1. We now justify the
choice of ¢:

Observe that since Y = M (X) + Laplace®?(2A /¢), term (b), which accounts for the error intro-
duced by Laplace noise. With probability at least 7/8 by the concentration of the Lo norm of Laplace
vector:

2vdA log(8d
(b) < w
€

Thus, without loss of generality, we require QﬁAiog(gd) < = ﬁjﬁg{fs g this implies

nlog”(8d)
Notice that:

1/d
A=d5. 2R? (0 !
r 2w

Choosing ¢ = oo (corresponding to the use of ¢, norm in W-oo distance), and noticing R = 2/vd
and r = 1/v/d, we obtain the condition:

1/d
A = 8Vd (5) < 87\2@
2w nlog”(8d)

which further implies:

1
< — 28
= 4ndlog®(8d) (28)
By Eq. (32) and Eq. (33), we have:
§e (ex (—a?d/log(d)) 1) (29)
P s\ 4ndlog®*(8d)

The constrained above yields a lower bound on a?, after some relaxation for simplicity (and assume
d > log(8d) and dlog(n) > log(4)):

a? > 2log(d) log(nd) (30)
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Thus, we set a = 2log(d) log(nd) to satisfy the constraint stated in Eq. (35), and now

1 1
€ ( 5 , 5d ) 31
exp(4dlog(d)log®(nd))  4nlog=*(8d)
When § is within the range above, we have:
log(1/0) < 4dlog(d)log?(nd)

This implies that, w.p. at least 1/2 over the randomness of M and purification algorithm:

d 16d

DY, < + ,
I I nelogt/?(d)  nelog(8d)

which violates the lower bound stated in Lemma 38. Thus, for any (¢, §)-DP mechanism M with §
being in the range of Eq. (36), there exists a dataset D € D, such that with probability greater than
1/4 over the randomness of M:

IIM(D)—D|22< V/dlog(1/0) >:Q<dl°g(1/5)>

2ne log(d) log(nd) ne

Here, Q() hides all polylogarithmic factors, except those with respect to 6. ]

L.2 More Examples of Lower Bounds via the Purification Trick

In this section, we present an extended result for Theorem 9. Additionally, we establish a lower bound
for the discrete setting, as stated in Theorem 16, thereby demonstrating that the purifying recipe for
proving lower bound remains applicable in the discrete case.

L.2.1 One-Way Marginal Release

We establish a stronger version of Theorem 9, as stated in Theorem 15, which strengthens Theorem 9
by establishing that the lower bound holds for any ¢ € (0, 1), rather than being restricted to ¢ = 1/2.

Theorem 15 (Restatement of Theorem 9) Denote D := {—1/v/d,1/va}e. Let ¢ < O(1), for any
ce (0,1),and o € (n2d1d2d7 — 102%(801) ) For any (g, 6)-DP mechanism M, there exist a dataset
D € D™ such that with probability at least 1/4 over the randomness of M:

IM(D) = Dl = 6 x5O0

c€(0,1) en

Here, Q() hides all polylogarithmic factors, except those with respect to 6.

Proof Suppose for some ¢ € (0, 1), there exists an (e, §)-differentially private mechanism M such
that with probability at least 3/4 over the randomness of M, for any D € D,
_ dlog'¢(1/0)
IM(D) = D|lz € ——————
nea

where a is a term involving n and d, to be specified later. For the purpose of causing contradiction,
we let:

d®log'~¢(1/9) - d
nea ~ nelog' ¢ (d)
This implies:
§ > exp(—aT+d/log(d)) 32)
We execute Algorithm 1 to purify M directly over the output space [—1/v/4d, 1/vd]¢. Let Y denote the

output of Algorithm 1 and U ~ Unif([—1/v/4, 1/vd]?). The remainder of the proof involves bounding
the additional errors introduced during the purification process. By triangle inequality we have

ID =Yl < ||[D = M(D)|]2+ | M(D) - Y|
(@) (b)
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Notice that under the event that Line 3 of Algorithm | doesn’t return the uniform random variable,
which happens with probability 1 — w, we have Y = M (X) + Laplace®?(2A /&), so term (b) equals
the 2-norm of the Laplace perturbation.

For the remaining proofs, we choose the mixing level w = 1/8 in Algorithm 1. We now justify the
choice of d:

Observe that since Y = M (X) + Laplace®?(2A /¢), term (b), which accounts for the error intro-
duced by Laplace noise. With probability at least 7/8 by the concentration of the Lo norm of Laplace
vector:

o) < 2VdA iog(Sd)

Thus, without loss of generality, we will require

2v/dA log(8d) __ 16d

€ ~ nelog(8d)
This implies:
nlog”(8d)
Notice that:
A=di—s 2R* (5 e
N r 2w

Choosing ¢ = oo (corresponding to the use of £, norm in the Wassertain-oco distance), and noticing
R = 2/Vdand r = 1/v4, we obtain the condition:

1/d
A = &/ﬁ (6) < 87\2/8
2w nlog”(8d)

which further implies:
1

< 33
= 4ndlog?*(8d) 33

By Eq. (32) and Eq. (33), we have:

1 1
5 e (exp (_amd/log(d)), ngw(gd)> (34)

The constrained above yields a lower bound on a, after some relaxation for simplicity (and assume
d > log(8d) and dlog(n) > log(4)):

ate > 2 log(d) log(nd) (35)

Thus, we set a = (2log(d) log(nd))' ¢ to satisfy the constraint stated in Eq. (35), and now

1 1 1 1
c ) = ’ 36
<exp(2d log(nd))” 4nd 10g2d(8d) ) <n2dd2d 4nd 10g2d(8d) ) G0

When § is within the range above, we have:
log(1/6) < 2dlog(nd)
This implies that, w.p. at least 1/2 over the randomness of M and purification algorithm:

d n 16d
nelog'™¢(d) = nelog(8d)’

ID =Yz <
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which violates the lower bound stated in Lemma 38. Thus, for any (¢, §)-DP mechanism M with §
being in the range of Eq. (36), there exists a dataset D € D, such that with probability greater than
1/4 over the randomness of M:

|M(D) - D> > ( d*log’ *(1/9) ) _a (dlg(l/f”)

ne (2log(d) log(nd))' ~¢ ) ne

Here, fl() hides all polylogarithmic factors, except those with respect to d. Since the above derivation
holds for arbitraty ¢ € (0, 1), this implies with probability at least 1/4 over the randomness of the
algorithm M, we have:

|M(D) — Dl > ( max CW)

ce(0,1) ne
|

L.2.2 Private Selection

We begin by stating a lower bound for pure differential privacy in the selection setting, as established
in [CHS14].

Lemma 39 (Proposition 1 in [CHS14]) Ler e € (0,1), n > 2 and denote item set to be U. For any
e-DP mechanism A, there exist a domain X and a function f(i,-) which is (1/n)-Lipschitz for all
item i € U such that the following holds with probability at least 1/2 over the randomness of the
algorithm:
log(K
w16 D) = F(AD): D) > 2 () ).
1€

EN

and K := |U| > 7 where U is the item set. For any (&, 6)-DP mechanism A, there exist a domain X
and a function f(i,-) which is (1/n)-Lipschitz for all item i € U such that the following holds with
probability at least 1/2 over the randomness of the algorithm:

N ) log® K log'~“(1/6)
rinead(f(z,D) - f(A(D); D) > Q ( max ) .

ce(0,1) ENn

Theorem 16 (Lower bound for private selection) Let ¢ € (0,1), 6 € (%, %) n > 2,

Proof Without loss of generality, we set d = [log, K|, we have that log K = ©(d). For any ¢ €
(0,1), assume there exists an (e, §)-DP algorithm such that with probability at least £ +27¢+ #p(d),

for any D € X", we have sz(f(i, D) — f(A(D),D) = Q (W), with a being some
1€
term involved with n, d which will be specified later.

First, to ensure the quality of purification, we need to set § < £%(2d)~3%, this ensures with probability
atleast 1 — 279 — £ exp(—d) over the randomness of purification algorithm, we have APiied(D) =

A(D).
Further, in order to fulfill contrast argument, without loss of generality, we require
d¢log'~¢(1/9) - d
ena ~ enlog'™¢(d)

which implies:
d > exp(—aﬁd/ log(d))
Thus, to ensure the lower bound of § doesn’t exceed the upper bound of §, we require:

) 3
aT >log(d)log <8{c£l)

So, we set aT =3 log(d) log (%d), this implies

1 g?
© (exp<3dlog<2d/e>>’ <2d>3d>
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This implies with probability at least 1/2,

oy urified ( 7). __a
%%(f(z,D) FlAY (D);D) < O <sn10g1_c(d)>

Observe that, under the assumption of K := |U| > 7 which implies d > exp(1), the inequality above
contradicts Lemma 39. Since ¢ € (0, 1) was chosen arbitrarily, this completes the proof of the stated
theorem. [ |
L.3 An alternative proof for Theorem 9

A Q(d) lower bound for mean estimation under (g,5)-DP can also be proved using a packing
argument when ¢ is exponentially small, as detailed in the theorem below.

Theorem 17 (Packing lower bound for (£, §)-DP mean estimation) Fix constants € > 0 and o €
(0,1]. Let the data domain be X = [—1,1]%, and let u(D) = L 3" | @; for D € X™. Suppose a
mechanism M : X™ — R% is (g, )-DP under the replace-one neighboring relation and, for every
dataset D, satisfies

P{IM(D) - u(D)ll> < a] > 2/3.
Ifo < % e "¢, then

n > ——(d—1).

Proof For each v € {+1}%, set u1, := v € [—1,1]% and define D) = (y,,...,p,) € D™. Then

w(DW)Y = p,. — toll2 = 24/{J : uj # v} > 2, so the a-balls
={yeR: |ly— o2 < a}

are pairwise disjoint for any o < 1. By the accuracy assumption, for all v, we have

PIM(D™) € A,] > 2/3. (37)

If two datasets differ in at most i positions, then for any measurable .S, by the group privacy, we have

PM(D) € §] > e-hE(P[M(D') € S —5h), o < 8Y € <6 < el

Notice that in our setting, dist(D(“)7 D(”)) = n (when every coordinate is substituted), hence for
S = Av’

2

BM(D™) € A,] > e (BM(D™) € 4] =0,) > 72 — 4, (38)
where we used §,, < de™ so e ¢4, < 4.
For fixed u, by the disjointness of the A,’s, we have:
1>ZIP’ (D™) € 4,] = PIM(D™) € A,] + > PM(D™) € 4,].

vFEU

>2/3by (37) > e—n2 2§ by (38)

which implies:

1/3

12 2,—ne :
g@ -9

§+(2 71)(2 *”675) = 20 <14

Iféo < %e*m then the denominator is at least %e’”s, and so

27 < 1+ 5 < 2e".

Lp—MNne
26

. . . . . log 2
Taking logrithm on both sides yields dlog 2 < ne + log 2, i.e., n > % (d—-1). [ |
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M Technical Lemmas

M.1 Supporting Results on Sparse Recovery

For completeness, we introduce the results from sparse recovery [Tia24] that is used in Section 4.2
and Appendix I.

Definition 40 (Numerical sparsity) A vector x is s-numerically sparse if

lell?
Izl = %
Numerical sparsity extends the traditional notion of sparsity. By definition, an s-sparse vector is also

s-numerically sparse. A notable property of numerical sparsity is that the difference between a sparse
vector and a numerically sparse vector remains numerically sparse, as stated in the following lemma.

Lemma 41 (Difference of numerically sparse vectors) Let 2 € R? be an s-sparse vector. For any
vector ' € R% satisfying ||2'||1 < ||z||1, the difference x' — x is 4s-numerically sparse.

Proof Let S := {i € [d] | [i] # 0} and denote v := 2’ — x. We have

2'lls = lz+vstvse s = lz+vslitlvse [ > [eli=llvsli+lvsells = [l i =llos i +]vsell,

which implies ||vg|l1 > ||vse||1. Therefore,
[olls = lloslly + llvsells
< 2||vsly
< 2v/s[|vs]l2
< 2Vs]v]2

which implies ||v]|? < 4s]|v||3. Thus, by Definition 40, v satisfies 4s-numerically sparse. [ ]

If the vector x is s-sparse, we can reduce its dimension while preserving the ¢, norm using matrices
that satisfy the Restricted Isometry Property.

Definition 42 ((e, s)-Restricted isometry property (RIP)) A matrix ® € R¥*? satisfies the (e, s)-

Restricted Isometry Property (RIP) if, for any s-sparse vector x € R% and some e € (0,1), the
following holds: ) ) )
(1 =e)llzlz < [[Pxll; < (1 +e)llz].

For numerically sparse vectors, we can reduce the dimension while preserving utility by matrices
satisfying a related condition — the Restricted well-conditioned (RWC).

Definition 43 ((e, s)-Restricted well-conditioned (RWC) ([Tia24], Definition 4)) A matrix ® €
R¥*4 js (e, s)-Restricted well-conditioned (RWC) if, for any s-numerically sparse vector x € R? and
some e € (0,1), we have

(1= e)ll2l}3 < 1@all3 < (1 + )]

Lemma 44 ([Tia24], Lemma 2; [CT05], Theorem 1.4) Let & € R**? whose entries are indepen-
dent and identically distributed Gaussian with mean zero and variance N (0, %) Fore,¢ € (0,1),

if

slog (%) + log (%)
o2
Sor an appropriate constant C, then ® satisfies (e, s)-RIP with probability > 1 — (.

k>C-

)

There is a connection between RIP and RWC matrices:

Lemma 45 ([Tia24], Lemma 5) For ® € R™*" and e € (0,1), if ® is (£, %)—RIP, then @ is also
(e, s)-RWC.

Finally, we provide the following guarantee for Algorithm 8.

Lemma 46 (/; error guarantee from sparse recovery) Let & € R™*" and 0, € R". Given
noisy observation b = ®0,. + w with bounded {1 norm of noise, i.e. ||| < &, consider the following
noisy sparse recovery problem:

f = argmin |6,
0

st |80 —bfly < ¢
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where £ > 0 is the constraint of the noise magnitude. Suppose that 0 is an s-sparse vector in R™ and
that ® is a (4s, €)-RWC matrix. Then, the following {1 estimation error bound holds:

R 4/s
0— 0. <

Moreover, the problem can be solved in O((3m + 4n + 1)1-°(2n + m)prec) arithmetic operations
in the worst case, with each operation being performed to a precision of O(prec) bits.

&3

Proof For utility guarantee: By ||@||; < &, 6, is a feasible solution. Thus, we have ||0]|; < [|6,]|1,
which implies i := 6 — 6, is 4s-numerically sparse by Lemma 41. Since @ is (e, 4s)-RWC, we have:

(L =)A< |@h]3 < (1 +e)|Al3 (39)

Now it remains to bound ||A||;:

1Al < V4s|R]2

i}
< . lonls
1—e

2 (40)
(00— bl + 00, — b])

&

IN

it

4
VvV1—e

where the last inequality is by feasibility of 6 and the structure of b.

=

IN

g3

Now we prove the runtime guarantee. We first reformulate this problem to Linear Programming:

n

(P)  min Y +up)

0, ut,u— v “
=1

subject to:
Qi:u;"fuf uf,u; >0, Vi=1,...,n,

(A 70

<I>j0—bj§vj, Vj—l,..., m,
—(<I>j0—bj)§vj, ijl,,m

m
d_vi <6
=1

v; >0, Yi=1,....,m

The problem (P) has 2n + m variables and 2m + 2n + 1 constraints. By [Vai89], this can be solved
in O((3m + 4n + 1)1%(2n + m)B)) arithmetic operations in the worst case, with each operation
being performed to a precision of O(B) bits. |

M.2 A Concentration Inequality for Laplace Random Variables
Definition 47 (Laplace Distribution) X ~ Lap(b) if its probability density function satisfies
fx(®) = zib exp (,Bb\)
Lemma 48 (Concentration of the /; norm of Laplace vector) Let X = (z1,...,xx) with each
x; independently identically distributed as Lap(b). Then, with probability at least 1 — (,

IX |1y < 2kb+ 2blog(1/C).
Proof | X|; = Z 1 |a:z| follows the Gamma distribution I'(k, b), with probability density function

flz) = Wzk . Applying the Chernoff’s tail bound of Gamma distribution I'(k, b), w
have

k
t ¢
P(| Xl > t) < (kb) ek~t, fort > kb.
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Taking t = 2kb + 2blog(1/(), we have

kb
S 2k (1 + lOg(]i/C))k 6—k<—2

2kb + 2blog(1/¢) \* ;. 2epsasiosc
P(||X|122kb+2blog(1/§))§( kb + 2blog( /g)) o 220 1/0)
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NeurlIPS Paper Checklist

The checklist is designed to encourage best practices for responsible machine learning research,
addressing issues of reproducibility, transparency, research ethics, and societal impact. Do not remove
the checklist: The papers not including the checklist will be desk rejected. The checklist should
follow the references and follow the (optional) supplemental material. The checklist does NOT count
towards the page limit.

Please read the checklist guidelines carefully for information on how to answer these questions. For
each question in the checklist:

¢ You should answer [Yes] , ,or [NA].

* [NA] means either that the question is Not Applicable for that particular paper or the
relevant information is Not Available.

* Please provide a short (1-2 sentence) justification right after your answer (even for NA).

The checklist answers are an integral part of your paper submission. They are visible to the
reviewers, area chairs, senior area chairs, and ethics reviewers. You will be asked to also include it
(after eventual revisions) with the final version of your paper, and its final version will be published
with the paper.

The reviewers of your paper will be asked to use the checklist as one of the factors in their evaluation.
While "[Yes] " is generally preferable to " " itis perfectly acceptable to answer " " provided a
proper justification is given (e.g., "error bars are not reported because it would be too computationally
expensive" or "we were unable to find the license for the dataset we used"). In general, answering
" "or "[NA] " is not grounds for rejection. While the questions are phrased in a binary way, we
acknowledge that the true answer is often more nuanced, so please just use your best judgment and
write a justification to elaborate. All supporting evidence can appear either in the main paper or the
supplemental material, provided in appendix. If you answer [Yes] to a question, in the justification
please point to the section(s) where related material for the question can be found.

IMPORTANT, please:
* Delete this instruction block, but keep the section heading ‘“NeurIPS Paper Checklist",
* Keep the checklist subsection headings, questions/answers and guidelines below.
* Do not modify the questions and only use the provided macros for your answers.
1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]
Justification: All claims are well supported.
Guidelines:

e The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?

Answer: [Yes]
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Justification: We provided limitations.
Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

 The authors are encouraged to create a separate "Limitations" section in their paper.

* The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

 The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

* If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory assumptions and proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]
Justification: We provide complete assumptions and proofs.
Guidelines:
* The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

» Theorems and Lemmas that the proof relies upon should be properly referenced.
4. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

52



Answer: [NA]
Justification: NA.
Guidelines:
* The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [NA]
Justification: NA.
Guidelines:
* The answer NA means that paper does not include experiments requiring code.

¢ Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).
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The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental setting/details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [NA]

Justification: NA.

Guidelines:

The answer NA means that the paper does not include experiments.

The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

The full details can be provided either with the code, in appendix, or as supplemental
material.

7. Experiment statistical significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [NA]

Justification: NA.

Guidelines:

The answer NA means that the paper does not include experiments.

The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

The assumptions made should be given (e.g., Normally distributed errors).

It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.
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8.

10.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

Experiments compute resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [NA]
Justification: NA.
Guidelines:
* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

. Code of ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]

Justification: The research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics.

Guidelines:
¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [NA]
Justification: NA.
Guidelines:
» The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

55


https://neurips.cc/public/EthicsGuidelines

11.

12.

» The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: NA.
Guidelines:
* The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [NA]
Justification: NA.
Guidelines:
» The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

 The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.
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13.

14.

15.

* If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

New assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: NA.
Guidelines:
* The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

Crowdsourcing and research with human subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: NA.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional review board (IRB) approvals or equivalent for research with human
subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: NA.

Guidelines:
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* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.

16. Declaration of LLM usage

Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scientific rigorousness, or originality of the research, declaration is not required.

Answer: [NA]
Justification: Only for editing purposes.
Guidelines:

* The answer NA means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.

¢ Please refer to our LLM policy (https://neurips.cc/Conferences/2025/LLM)
for what should or should not be described.
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