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Abstract

Federated learning (FL) enables leveraging distributed private data for model
training in a collaborative and privacy-preserving way. However, the ubiquitous
and notorious issue of data heterogeneity, where different data-owing clients hold
heterogeneous datasets, significantly and fundamentally limits the performance of
current FL methods. To address this issue, this paper explores a new direction, data-
centric intervention, which directly enriches the clients’ local data with generative
content, fundamentally reducing the level of data heterogeneity. Following this idea,
we propose a novel framework, federated learning with generative content (FedGC).
FedGC is a simple-yet-effective framework, where each client leverages diverse
generative data from advanced generative models and original private data to train
its local model, all guided by strategies summarized and learned from our four-
aspect analysis. FedGC offers two significant advantages: (1) FedGC mitigates data
heterogeneity as the diverse generative data prevents each client from over-fitting its
client-specific private data; and (2) FedGC contributes to better privacy preservation
as the introduced generative data dilutes the concentration of sensitive data in the
enriched dataset, mitigating the risk of memorizing private information. Empirical
studies on 9 baselines and 7 datasets demonstrate that FedGC consistently and
significantly improves task performance and privacy preservation.

1 Introduction

Federated learning (FL) is a privacy-preserving machine learning paradigm that enables multiple
clients to collaboratively train a shared global model without directly sharing their raw data [[1} 2]
With the world’s increasing emphasis on data ownership and privacy [3 4, 15, 6], FL has attracted
significant attention [7, 8} /9] and has been applied to diverse real-world fields such as natural language
processing [[10]], healthcare [11], and finance [12].

Despite multi-fold benefits of FL, data heterogeneity stands as a prominent and fundamental challenge
in FL, significantly impacting FL’s overall performance [1} [13| [14]. This heterogeneity arises
inherently due to the diverse environments and preferences during the collection of clients’ data.
Consequently, it results in biased and divergent local model updates, posing difficulties in achieving a
well-generalized aggregated global model capable of effectively addressing diverse data sources.

To address this issue, a series of works have been proposed, primarily focusing on model-centric
interventions that operate within the space of model parameters [15]. On the client side, they
regularize the distance between local and global model [[16}17], introduce control variates to correct
local gradients [18]], align the feature space [19,20]. On the server side, they introduce momentum to
update global model [21}[13], adjust the process of aggregating local models [22, 23], modify model
initialization [24,25]]. Despite these efforts, such model-centric interventions do not directly confront
heterogeneous data distributions, offering only palliative solutions to its adverse impacts.
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In this paper, we explore a new direction, data-centric intervention, which directly operates on the
clients’ local data to fundamentally reduce the level of data heterogeneity. Specifically, given the
fact that data heterogeneity roots from clients’ potentially specific uniform data, advanced generative
models [26, 27, 28] offer unprecedented opportunities to enrich clients’ heterogeneous data with
general and complementary generative content [29,|30]]. This could facilitate more homogeneous
local model updates and enhance the performance of the aggregated global model. Such data-
centric intervention directly addresses the root cause: client-specific heterogeneous data, avoiding the
problem in model-centric interventions where data heterogeneity will cause persistent harm to FL.

Following this idea, we propose a novel framework, Federated Learning with Generative Content
(FedGC). In FedGC, each client uses an off-the-shelf generative model conditioned on task-related
prompts to generate diverse data, which is utilized to supplement the originally client-specific (the root
of data heterogeneity) data. The supplemented dataset can subsequently facilitate local model training
by encouraging the local model to learn general and diverse patterns rather than the potentially biased
and specific patterns of its private data. Given the advancements in generative models across various
modalities, the FedGC framework is inherently applicable to diverse modalities, such as image and
text. Moreover, we position FedGC as a comprehensive and adaptable framework, setting the stage
for thorough investigation in various dimensions. Specifically, we identify and meticulously examine
four pivotal dimensions: budget allocation, prompt design, generation guidance, and training strategy,
which correspond to consideration of generation efficiency, data diversity, data fidelity, and training
effectiveness respectively (Figure[I)). For each dimension, we explore three feasible solutions and
rigorously evaluate their effectiveness in enhancing model performance, ultimately identifying the
most effective solution. For example, for better data fidelity, we propose real-data-guidance which
generates data conditioned on both client’s real data and task-related prompts.

Overall, our data-centric solution FedGC offers two fundamental advantages. (1) FedGC can
significantly mitigate data heterogeneity as the diverse generative data prevents each client from
over-fitting its client-specific private data. (2) FedGC can contribute to better privacy preservation
as the introduced generative data dilutes the concentration of sensitive data in the enriched dataset,
which mitigates the risk of memorizing private information.

To verify the effectiveness of FedGC and deepen understanding, we conduct a systematic empirical
study from diverse perspectives, including compatibility with 9 FL baselines, 7 datasets, 2 modalities,
and 3 data heterogeneity types. Extensive experiments reveal three significant findings: 1) our
data-centric intervention that adds generative data is a more direct, concise, and effective solution
to tackle data heterogeneity, than many model-centric interventions that may involve sophisticated
designs; 2) FedGC can enhance both privacy preservation and performance of FL; 3) the generative
data is not necessary to fully resemble real data yet can implicitly reduce data heterogeneity and
model divergence that lead to enhanced performance.

Our contributions are as follows:

1. We propose FedGC, a new, simple yet effective data-centric FL framework that handles data
heterogeneity from a new perspective: generating diverse data to supplement private real data.

2. We summarize four critical and worth-exploring dimensions in FedGC, explore three feasible
solutions for each, rigorously evaluate their effectiveness, and identify the most effective solution.

3. We provide a systematic empirical study on FedGC framework, showing its effectiveness for
enhancing both performance and privacy preservation under data heterogeneity and providing new
insights for future works through several interesting experimental findings.

2 Related Work

Federated learning (FL) enables multiple clients to collaboratively train a global model without
sharing raw data [[1], which has attracted much attention due to its privacy-preserving property [8}
2l]. Data heterogeneity is one representative challenge in FL that significantly limits the FL’s
performance [13}131]]. Addressing this, many methods are proposed to mitigate its adverse effects
from the perspective of model-centric interventions. (1) On client-side intervention [32} 17} 33]],
FedProx [[16]] and SCAFFOLD [[18]] propose to conduct model-level correction such as regularizing
¢4 distance between local and global model and introducing a control variate to correct gradient of
local model. MOON [20] and FedDecorr [34] propose to regularize feature space. (2) On server-
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side intervention [35} [14} 36], FedNova [22]] and FedDisco [37] propose to modify aggregation
weights to obtain better-aggregated model. Some explore the effects of model initialization [24} 25].
FedAvgM [13] and FedOPT |[21]] introduce momentum to improve the aggregated global model.
Unlike these model-centric methods that still fundamentally suffer from data heterogeneity, our
FedGC framework focuses on data-centric improvement, which mitigates heterogeneity of the
distributed real data by complementing it with diverse generative data. Besides, our FedGC framework
is orthogonal to these methods, allowing seamless integration within our framework.

Generative models have demonstrated remarkable performance across multiple domains such as large
language models [38, [27, 39] for language generation and diffusion models [40, [26| 41] for image
generation. Though these models can generate high-quality data for general cases, the generated data
is not sufficient to train a well-perform model due to its incapability of representing real data [42],
especially for uncommon cases such as medical tasks [43} 144]]. Recently, [45] shows the importance
of data diversity for image classification tasks. Some recent works explore the effectiveness of
generative models in pre-training in FL [46,47]. In this paper, we systematically explore the potential
of using generative models to directly assist FL on private downstream tasks (both image and text).
Based on our FedGC, we verify that despite failing to fully represent real data, generated data can
still contribute to improving the performance of FL under heterogeneous private data.

3 Federated Learning with Generative Content

In this section, we introduce our proposed framework FedGC, which leverages generative content to
tackle the issue of data heterogeneity in FL. Based on FedGC, we explore four aspects to better study
the effects of generative content in FL. and explore three solutions for each aspect.

3.1 FedGC Framework Overview

Our FedGC follows the standard FedAvg [1] framework, encompassing of four iterative phases: global
model broadcasting, local model training, local model uploading, and global model aggregation.
Our goal is to generate diverse data to supplement private data to facilitate local model training.
Though the data generation can be handled by either the server or the client (also see Appendix [E)),
we focus on the latter considering communication cost [2] and flexibility, which avoids additional
communication cost required for server-to-client transmitting generative data, and enables using the
local data as prior to generate more task-specific data. Thus, we focus on local model training, which
is decomposed into: data generation and local model training. Specifically, in FedGC, we 1) design
to generate diverse data, 2) merge the generative and private dataset, and 3) train the local model,
where the first two are required for only once; see Figure [T] for the overview. Note that FedGC is
versatile across modalities, while here we focus on two most common modalities: image and text.

3.2 Data Generation in FedGC

On the designs for data generation in FedGC framework, we consider the following criteria:
generation efficiency, data diversity, and data fidelity. Following the criteria, we explore three cru-
cial aspects, including budget allocation, prompt design, and generation guidance, and propose
three representative solutions as candidates for each aspect. Without loss of generality, we use the
text-guided latent diffusion model [26] to generate images based on prompts for image task, and an
LLM [38] to generate texts based on prompts for text task.

Budget allocation for efficiency. Though, (1) the process of data generation is just one-shot and
(2) FedGC does not compromise on the two first-order concerns in FL: communication cost and
privacy [2], it still costs some computation budget in exchange for algorithm utility [48]]. Thus,
it is essential to design efficient strategies to allocate the generation budget (i.e., the total number
of generative samples, denoted as M) to each client and label. To achieve this, we design three
allocation strategies. (1) The equal allocation strategy allocates the budget equally to each client
and each category, which is the simplest and most general allocation strategy. That is, each client
can generate 5~ data samples for each category. (2) Inverse allocation strategy allocates the budget
inversely to each client according to its number of data samples. Specifically, each client k can

M- (Nppazw—Ni . .
generate —C‘E( (N ]‘V)_) samples for each category, where N,,,, denotes the maximum number in
i max i
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Figure 1: Overview of the designs of FedGC on client side. Above, we summarize four crucial
aspects that are worth exploring and propose three solutions for each aspect. Below is the pipeline of
local training, where each client first generates data based on the generation recipe, then merges the
generative and private dataset, and finally trains the local model based on the training recipe.

{N,}:. (3) Water-filling-based: each client can generate % samples in total, and apply water filling
algorithm to allocate samples to each category [49].

Prompt design for diversity. Data diversity plays a key role in learning a generalized model in
many domains such as image [50]] and text [S1]. To increase the diversity, it is essential to design
appropriate prompts since they directly guide the process of generation. For image task, we consider
three diversity levels. (1) Single prompt, where we use “a photo of {class}” [52]. (2) Multiple
prompts, where we consider diverse formats such as “{class}”. (3) LLM-based diversified prompts,
where we instruct an LLM such as ChatGPT to diversify the prompts. For text generation, we only
design one prompt since advanced LLMs are sufficient to generate diverse content.

Generation guidance for diversity and fidelity. Finally, we feed the prompts to the generative
models for generation. Besides designing prompts, we randomly set the guidance scale for diffusion
models [26] (or non-zero temperature for LLMs) to enhance the data diversity.

(Prompt-Only Guidance) However, data diversity may not be sufficient to ensure improving model
training, while data fidelity is also a critical factor. For cases where the domain gap between the
generative and real data is too large, the benefits of increasing diversity may be outweighed by the
negative effects of the domain gap, leading to degraded performance [42].

(Real-Data Guidance) To alleviate this issue, we propose a new real-data-guided generation approach,
which conditions data generation on both real data and prompts. For image task, unlike the original
text-guided generation that starts from a random Gaussian noise at latent space z.. [26]], we propose
to inject information of real data into the starting noise. Specifically, we first use the auto-encoder
to encode the real image x to latent representation z, then add some Gaussian variation to obtain
a new z2, which substitutes z}. as the starting point; see illustration in Figure 8} This enriched
latent representation, infused with real data insights, enables the generative model to produce outputs
closely resembling real data, optimizing the trade-off between diversity and fidelity. For text task, see
illustration in Figure Q] using an off-the-shelf large language models (LLMs), such as Llama2-70B-
Chat [39] and ChatGPT. Please see more detailed illustrations in Appendix [A]
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Table 1: Experiments on two heterogeneity types, four datasets, two heterogeneity levels, and
nine baselines. Test accuracy (%) averaged over three trials is reported. FedGC consistently and
significantly brings performance gain over baselines across diverse settings.

H-Type Label Level Feature Level Avg.
Baseline Dataset CIFAR-10 EuroSAT PACS VLCS Acc.
H-Level High Low High Low High Low High Low A
FedAv Vanilla 61.25 75.88 53.82 75.59 38.67 49.13 48.00 44.74 +16.41
g +FedGC 74.50 79.73 74.83 84.46 71.89 75.64 56.51 60.82 :
Vanilla 60.83 74.40 5091 72.80 25.71 4442 49.00 48.05
FedAveM | £edGe 73.84 7890 7348 84.87 7214 7329 5646 6027 ‘1839
FedProx Vanilla 64.02 75.62 59.61 73.20 36.37 48.22 50.60 46.89 +15.54

+ FedGC 7436 79.25 73.04 84.76 7294 7548 58.42 60.62

Vanilla 6398 7879 5272 76.80 34.62 5198 5050 S51.05
SCAFFOLD | royGC 7396 8020 6948 81.04 7519 76.14 5827 6097 +14-36

Vanilla  63.40 7543 52.67 70.02 32.87 5123 44.69 45.74
MOON" | FedGC 74.02 7982 73.69 86.06 7224 7489 57.52 6022 *1780

Vanilla 64.14 76.19 63.74 69.57 34.92 41.77 44.89 46.39

FedDecorr | v 4GC 7394 78.16 69.93 8130 71.19 7459 57.01 6087 +15:67
Fedbvn | Vanilla 5614 80.50 67.00 8367 3872 5538 5276 52.66 .
edDyn | £odGC 7347 8342 7196 87.02 7534 7904 6177 6192 ‘13
reqsay | Vanilla 5696 7428 5413 68.59 37.72 4622 4835 4574 o o

+ FedGC 73.73 78.45 71.43 84.06 74.09 7649 5942 61.27

FedDisco Vanilla 61.06 7598 56.24 70.46 35.57 4832 51.35 45.79 +16.21
+ FedGC 74.65 80.01 69.15 84.22 7334 75.09 57.62 60.37 )

(Mixed Guidance) Furthermore, given that certain clients may lack data samples from specific
categories, we propose a mixed guidance strategy. Specifically, for a given budget Ny, .. for client k
in category ¢, (1) if client k possesses samples from category c, it generates Ny, ./2 samples using
text-only guidance and Ny, ./2 samples with real-data guidance; (2) in the absence of samples for
client £ from category c, it generates all the N}, . samples using text-only guidance. This approach
effectively addresses category omissions and refines the trade-off between diversity and fidelity.

3.3 Local Model Training in FedGC

By choosing generation recipe from the three aspects above, we can generate data using the generative
model to assist local model training. Given the generative dataset D, and the private dataset D,
there could be diverse training strategies such as sequential training (optimizing on the two datasets
sequentially) and mixed training (optimizing on the mixed dataset).

We find that the mixed training strategy is the most effective despite its simplicity (Table[6). Thus,
we directly merge the two datasets as the final new training dataset D,,, based on which we train the
local model with the same training manner protocol as other FL methods. Specifically, at the ¢-th
FL communication round, each client k first receives the global model 8% and re-initializes its local
model with 8%. Then, each client conducts model training based on the merged dataset D,, for several
optimization steps. Finally, each client & obtains its local model 8%, which is subsequently sent to the
server for model aggregation (8°*! := > & Pk Otk, where p, = Ni/ > ; Vi is the relative dataset size).
Note that this process is orthogonal to local training algorithm, which can be SGD-based training [[1]],
proximity-based training [16] or control-variate-based training [18]].

4 Experiments

Experimental setups. Our experiments focus on two most common modalities: image and text.
For image tasks, we consider two types of data heterogeneity, including label heterogeneity and
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Figure 2: FedGC achieves both better task accu- Figure 3: FedGC achieves both better task accu-
racy and privacy preservation (lower attack accu- racy and privacy preservation (lower attack ac-
racy). More generative data contributes to higher curacy). FedGC with differential privacy (DP)
task accuracy and better privacy preservation. achieves good privacy-utility trade-off.

189 feature heterogeneity. For label heterogeneity, we consider a natural image dataset CIFAR-10 [53]],
190 a satellite image dataset EuroSAT [354], and a medical image dataset HAM10000 [S5]], where we
191 allocate the original training dataset to clients based on the frequently used strategy in FL: Dirichlet
192 distribution [56]]. The parameter 3 controls the level of heterogeneity, where we denote 0.05 as
193 high and 0.1 as low. For feature heterogeneity, we consider PACS [57]] and VLCS [38]], where we
194 allocate training dataset of each domain to several clients according to Dirichlet distribution. This
195 captures both the properties of feature- and label-level heterogeneity. For text datasets, we consider
196 Sentiment140 from LEAF benchmark [59] (naturally allocated) and Yahoo! Answers [60] (split by
197 Dirichlet distribution). We use ResNet-20 [61] for image task and LSTM for text task [S9]]. We set
198 the number of communication rounds as 100. See more details in Section

199 4.1 Main Results

200 FedGC significantly improves the FL performance under data heterogeneity. In Table[I] we
201 show experimental results on image modality on two heterogeneity types (label-level and feature-
202 level heterogeneity), two datasets for each type (CIFAR-10, EuroSAT, PACS, and VLCS), and two
203 heterogeneity levels for each dataset. From the table, we see that (1) incorporating baseline in our
204 FedGC framework can consistently and significantly improve the performance of baseline across
205 diverse settings. (2) FedGC is extremely helpful when the heterogeneity level is relatively high,
206 convincingly supporting our motivation of introducing generative data to mitigate the effects of data
207 heterogeneity. Specifically, based on FedAvg, FedGC brings 21.01 absolute accuracy improvement
208 under a high heterogeneity level on EuroSAT and 12.26 absolute accuracy improvement on average.

200 FedGC is compatible with existing FL methods. From Table[I] we also see that FedGC consistently
210 and significantly brings performance gain across 6 different baselines, including FedAvg, FedAvgM,
211 FedProx, SCAFFOLD, MOON, and FedDecorr. For example, FedGC averagely brings 12.68 absolute
212 accuracy improvement to SCAFFOLD [18]]. This demonstrates the compatibility and universality of
213 our proposed FedGC framework.

214 FedGC achieves better performance and privacy preservation at the same time. Figure[2]explores
215 the effectiveness of different amounts of generative data, where we use image dataset CIFAR-10
216 as examples. Figure [3] explores differential privacy (DP) technique, where we consider image
217 dataset CIFAR-10 and text dataset Sentiment140. To measure privacy preservation, we use a simple
218 membership inference attack method based on loss evaluation [62}163] to evaluate attack accuracy; see
219 more details in Appendix Lower attack accuracy indicates better privacy preservation. From the
220 figures, we clearly see that our FedGC framework can not only improve the performance under data
221 heterogeneity, but also enhance privacy preservation. This observation accords with our expectation
222 that the generative data can dilute the concentration of real sensitive data, which mitigates the risk of
223 memorizing private information. This explanation can be further verified by Figure[2]since (1) as
224 the number of generated samples increases, FedGC achieves lower attack accuracy (better privacy
225 preservation). (2) When the number of real training samples is smaller, i.e., from 50k (Figure 2(b))
226 to 10k (Figure 2(a)), we see a much larger reduction in attack accuracy and improvement in task
227 accuracy, since the ratio of private data samples in the whole dataset is lowered. We also compare
228 FedAvg, FedGC, FedAvg with differential privacy (FedAvg-DP), and FedGC with differential privacy
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Table 2: Increasing number of generated samples makes FedAvg [1]] prevail.
No. Gen. 0 100 200 500 1000 2000 5000 10000 20000 50000
FedAvg 61.25 63.67 66.21 67.13 6698 66.28 71.65 74.50 76.93 76.39

FedProx  64.02 66.47 67.40 67.05 68.55 69.19 72.10 7436 76.81 76.73
SCAFFOLD 63.98 69.05 7133 71.55 7133 70.04 70.34 7396 74.88 73.98

Table 3: Different budget allocation strate- Table 4: Different prompt designs of FedGC ap-
gies of FedGC applied on baselines. Equal plied on baselines. The design of multiple prompt
allocation is preferred for effectiveness and formats is preferred for its effectiveness, diversity,

simplicity. and simplicity.
Baseline Equal Inverse Water Baseline  No-GC Single Multiple LLM
FedAvg 74.50 68.10 71.26 FedAvg 27.06 50.53 54.08 41.32
FedProx 7436 68.51 72.23 FedProx 29.12 5048 53.03 40.82

SCAFFOLD 7396 7394 74.43 SCAFFOLD 28.56 54.13 58.53 45.87

(FedGC-DP) regarding the trade-off between performance and privacy preservation in Figure [3]
From the figure, we clearly see that FedAvg-DP enhances privacy preservation while dramatically
compromising on task performance compared with FedAvg. In contrast, FedGC can enhance both
metrics compared with FedAvg; while FedGC-DP outperforms FedAvg-DP with a clear gap in both
metrics. See experiments with deep gradient leakage [64] in Appendix [F.2]

Yahoo! Answers Accuracy (%)

FedGC is general across modalities. In Figure[d we Sentiment140 Accuracy (%)
report the performance of FedGC in text modality. We G0 e e
consider two datasets, Sentiment140 and Yahoo! An-
swers, consisting of 1000 and 100 clients, respectively. *
Here, we use ChatGPT as the generative model. Note .,

that we use ChatGPT as an example just for the simplic- =

ity of our implementation and without loss of generality
we can use other open-source LLMs locally. We apply
equal bgdget allocation and single prompt. For real- Figure 4: Results on two text datasets. Our
data-guldapge, we tgkc? advantage of LLM’s few-shot proposed FedGC consistently and signifi-
learning ability by giving several real examples in the
context [65]]. From the figure, we see that FedGC con-
sistently and significantly brings performance gain to all baselines. This experiment verifies that our
proposed FedGC framework has the potential to generalize well to diverse modalities.

a0
FedAvg FedProx ~ SCAFFOLD FedAvg FedProx ~ SCAFFOLD

(a) Sentiment140 (b) Yahoo! Answers

cantly brings improvement.

Applicability to diverse scenarios. We also (1) consider scenarios where the server handles data
generation in Appendix [E} (2) consider scenarios where only some clients are capable of generating
data in Appendix [} (3) experiment under different heterogeneity levels in Appendix [J} (4) experiment
on partial client participation scenarios in Appendix

4.2 Design Analysis

This section analyzes the effectiveness of different designs in FedGC.

Generating more data could make FedAvg prevail. In Table [2| we explore the effects of number
of generated samples on FL’s performance, where 0 denotes vanilla FL baseline. Experiments are
conducted on CIFAR-10 (5 = 0.05). From the table, we have an interesting finding: (1) when the
number of generated samples is relatively small (0~2000), FedGC can enlarge the gap between
standard FedAvg and the method (SCAFFOLD) that is specifically designed for addressing data
heterogeneity; (2) however, as the number continues to grow, the situation is reversed that the basic
FL method FedAvg prevails. This finding suggests that apart from carefully designing FL algorithm,
it is also a promising direction to explore the greater potential from the perspective of generative data.

Equal allocation is a preferred allocation strategy for its effectiveness and simplicity. Data
generation inevitably introduces computation overhead, therefore it is meaningful to explore an
efficient allocation strategy given fixed generation budget. In Table (3| we compare different budget



265
266
267
268

270
271
272
273
274
275
276
277
278
279
280

281
282
283
284

286
287
288
289
290
291
292
293
294

295
296
297
298
299
300

302
303

304

305

306
307
308

Table 5: Different generation guidance of Table 6: Different training strategies of FedGC applied
FedGC applied on baselines on medical on baselines. Generated data can only exhibit its efficacy

dataset. Mixed guidance is the best. when combined with real data. Mix training is the best.
Baseline T-G TR-G Mixed Baseline Pri. Gen. P2G G2P Mixed
FedAvg 5191 4238 56.67 FedAvg  60.77 41.85 67.06 67.11 73.99
FedProx 5143 4476 56.19 FedProx  63.62 40.93 67.23 69.04 73.69

SCAFFOLD 56.67 49.52 58.57 SCAFFOLD 65.00 43.45 66.73 69.50 75.79

allocation strategies on CIFAR-10, including equal allocation, inverse allocation, and water-filling-
based allocation. Experiments show that equal allocation contributes to better performance for both
FedAvg and FedProx, and comparable performance compared with water-filling-based allocation for
SCAFFOLD. Considering effectiveness and simplicity, we prefer equal allocation strategy.

Multiple prompts lead to better performance, while LLM-based diversification might be
unnecessary. Prompts play an important role in the diversity and quality of generated data. It is
thus essential to explore different prompt designs. In Table[d] we explore multiple prompt designs
on PACS dataset, including using one single prompt format, multiple prompt formats and prompts
generated by another LLM. PACS contains significant label-level and feature-level variations, making
it an apt choice for this exploration. We compare baseline without FedGC, FedGC with single,
multiple, and LLM-based prompts. From the table, (1) we see that FedGC incorporated with all the
prompt designs improves the performance of baselines (see improvement over the No-GC column).
(2) We see that multiple prompts consistently and significantly perform better, while LLM-based
prompts perform ordinarily. This may result from the fact that the scene descriptions from the LLM
are usually complicated, causing multifaceted patterns in one sample, thereby complicating model
training. Overall, we prefer using multiple prompts for its effectiveness, diversity, and simplicity.

Mixed guidance contributes to higher performance for rare tasks. Pure text-driven prompts
cannot control the generative models to generate data that resembles real data; therefore, it would be
essential to consider various generation guidances. This is especially critical for rare tasks, such as
medical analysis, where the off-the-shelf generative models might fail to generate photorealistic data
given simple textual guidance. In Table[5] we compare different generation guidance designs on a
medical dataset HAM 10000 [55]]. The reason for choosing this dataset is that the diffusion model [26]
fails to correctly understand medical prompts [66], which helps support our claim more convincingly.
We consider three designs, including text-guided generation (T-G), our proposed data generation with
guidance of text and real data (TR-G), and the mixed usage of T-G and TR-G. These experiments
convey three interesting findings: (1) even though the diffusion model fails to generate data that
visually agrees with real data, the generated data still contributes to enhancing the performance of
FL (see improvement from Pri. to T-G). (2) TR-G itself fails to bring performance gain, which may
result from the limited diversity and incapability to generate for missing classes. (3) Mixing these
two strategies contributes to consistently and significantly better performance.

Mixed training is the most effective training strategy. In Table[6] we compare different training
strategies on CIFAR-10, including training only on the private dataset (Pri.), training only on the
generative dataset (Gen.), sequential training with private dataset first (P2G), sequential training
with generative dataset first (G2P), and mixed training. Experiments show that 1) generative data
itself fails to ensure training, indicating that there is a gap between generative data and real private
data. 2) However, when using generative data together with real private data, we see consistent
performance gain compared to training on private data. This indicates that despite the incapability of
fully representing real data, the generative data still contributes to improving training by increasing
diversity. 3) Mixed training consistently and significantly achieves better performance.

4.3 Mechanism Analysis

This section analyzes how FedGC contributes to enhanced performance.

FedGC reduces data heterogeneity. In Figure[5| we explore the effects of FedGC on data hetero-
geneity from the perspective of data. To measure the data heterogeneity, we first extract the features
of data for each client using a pre-trained ResNet-18 [61], average the features, and compute the
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pair-wise cosine similarity among the averaged features of all clients. Figure [5|shows the pair-wise
similarity using Client 9 as reference. From the figure, we see that FedGC can significantly increase
the similarity between datasets of two clients, verifying that FedGC can contribute to mitigating data
heterogeneity. We also report /5 distance as metric and results on PACS in Appendix

FedGC alleviates over-fitting local data distribution. In Figure[6] we compare the averaged test
accuracy of local models on the global test dataset. From the figure, we can see a clear accuracy
gap between our FedGC and the baseline FedAvg. (1) This indicates that our proposed FedGC can
encourage each client to preserve the capability on the global general task, rather than overly fit the
local specific task (local data distribution). (2) This also helps explain why the generative data can
bring performance gain even though they may fail to resemble real data.

FedGC implicitly reduces model divergence. In Figure [7| we visualize the local model divergence
along with the round increases. Specifically, at each round, we compute the /5 difference between
each local model and the aggregated global model [[16] and report the averaged difference. From
the figure, we see that FedGC consistently and significantly reduces the model divergence of local
models under severe heterogeneity level (5 = 0.05). This result well supports the claim that FedGC
is a pleasant FL framework for tackling the issue of data heterogeneity since it has been shown that
data heterogeneity leads to larger model divergence and thus mediocre performance empirically [16]
and theoretically [15} [8].

Generated data is diverse, but may not be similar to real data. In Figure we visualize
the real data and generated data on EuroSAT [54]. We notice that the generated data samples do
not always closely We notice that the generated data samples do not always closely resemble real
images, indicating the gap between generative data and real private data (at least visually). Yet, their
inclusion still improves the FL’s performance under data heterogeneity, which may result from two
perspectives. (1) The generative data might act as a form of data augmentation, which potentially
introduces variations that are not covered by the original dataset. (2) The generative data diversify the
dataset, which serves as a form of implicit regularization, preventing the model from over-fitting to
the potentially biased private local data. Please refer to more details and discussions in Appendix
We also provide an initial exploration of filtering mechanism in Appendix [[]

5 Conclusions

This paper focuses on the notorious issue of data heterogeneity in FL. We propose a new data-centric
FL framework termed FedGC, which leverages diverse generative data to promote FL under heteroge-
neous private data. FedGC is a comprehensive and adaptable framework, where we investigate four
pivotal dimensions adn conclude several appropriate designs that contribute to better performance of
FedGC. We conduct extensive experiments with 9 baselines, 7 datasets, and 2 modalities, showing
that our FedGC can consistently and significantly improves the task performance and privacy preser-
vation of FL. Overall, our FedGC, as a data-centric solution, represents a paradigm shift from the
conventional model-centric solutions, which well aligns with the current trends in the field of Al and
could open up new possibilities for Al applications. Appendix [B|shows more detailed conclusions.

Limitations. Despite putting much effort into diversifying the experimental settings, there are still
cases not covered. For example, we only explore one diffusion model and LLM respectively. There
could be future works to explore the effects of different generative models.
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Figure 8: Real-data-guidance for image generation based on diffusion model. The real-data-guidance
method involves 4 steps: (1) initializing latent features with real-image data, (2) adding controlled
noise, (3) denoising with text features, and (4) generating new images using the decoder.

Table 7: Obtaining LLM-based prompts for generating images using diffusion models. Instructions
for generating scene descriptions (i.e., prompts for diffusion models) given a class name using
ChatGPT. Here, we provide an example on the dog category of PACS dataset.
System Prompt:

You are an Al assistant that helps people find information.

User Prompt:

Please help me come up with scene descriptions that contain a dog while not containing an
elephant, giraffe, guitar, horse, house, person.

For example:

[“A dog is running on the grass”, “A dog is sleeping on the floor”]

Please generate 10 samples in the format of a list.
Remember: each description should be within 10 words.

A More Hlustration of FedGC

For the prompts conditioned on the latent diffusion model, we show the LLM-based prompts for
generating images in Table [/} In detail, we instruct ChatGPT through System Prompt and User
Prompt, to help us create text samples containing the corresponding class name for image generation.
Utilizing ChatGPT’s rich imagination of scenarios and the diversity of text styles, we can achieve
a diversity of prompts. Therefore, it helps Stable-diffusion to generate diverse and more realistic
pictures.

For generation guidance beyond prompts, we show the real-data guidance for image generation using
diffusion models in Figure[8] First of all, the latent features are meticulously initialized using actual
real-image data. Subsequently, controlled noise is introduced into the latent representations, which
serves to perturb and diversify the features while maintaining the underlying structure. Following
this, with conditioned prompts, we denoise this combined feature using U-Net [67]. Finally, passing
through the image decoder, we obtain generated images.

We show the real-data-guidance for text generation using ChatGPT in Figure[0] Please note that using
ChatGPT is just an example and without loss of generality we can also use many open-source LLMs
such as Llama?2 [39]. Compared to prompts containing class num, here we instruct the LLM to imitate
the theme and content of the corresponding text and directly expand the amount of text data. In our
illustrative examples shown in Figure[9] we simulate real-world data scenarios by incorporating four
actual instances and generating an additional set of four synthetic instances. In this experimental
setup, we task the LLM with the generation of data that exhibits diverse patterns akin to those found
in authentic real data. Furthermore, we guide the LLM to produce two distinct samples for each
distinct label category, fostering a balanced and representative dataset.
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/System Prompt: \
Assistant is an intelligent chatbot designed to help users generate similar data. Users will provide a
few real samples and the Assistant will generate data that follows the pattern of real samples.This is
a binary dataset on sentiment analysis, where 0 denotes negative and | denotes positive.

Instructions:
|. Generate two samples with label 0 and two samples with label |, try to make the content diverse

2. Should have a similar pattern of users' data.

User Prompt:

*Data: { }, Label: { e
*Data: { }, Label: { e
**Data: { }, Label: { baa
**Data: { 1, Label: { yrE

Generate two samples with label 0 and two samples with label 1.
un the format of Data: {}, Label: {}. Each sample should start with ** and end with **, /

Figure 9: Real-data-guidance for text generation using LLMs. Real data is modeled in the examples,
where we provide four real examples and generate four new examples. We instruct the LLM to
generate diverse data that has a similar pattern to real data. We also instruct the LLM to generate two
samples for each label.

B Detailed Conclusions

This work introduces a new data-centric federated learning (FL) solution named FedGC, which
leverages diverse generative content to address the notorious data heterogeneity issue in FL. Unlike
previous works on data heterogeneity issue that focus on model-level optimization yet largely overlook
the root cause of the issue: data itself, our FedGC targets this core aspect directly by enriching client
datasets with generative content. FedGC is a simple yet effective framework, which merely introduces
a one-shot data generation process compared to standard FL framework. Specifically, in FedGC, each
client generates a series of diverse data based on off-the-shelf advanced generative models to enrich
its potentially biased private data, then trains its local model on this enriched dataset. We further
explore FedGC from four pivotal dimensions including budget allocation, prompt design, generation
guidance, and training strategy, and conclude several appropriate designs that contribute to better
performance of FedGC.

The advantages of FedGC are three folds. (1) FedGC enhances FL’s performance under data
heterogeneity. Since the diverse generative content can help enrich clients’ potentially biased and
heterogeneous data, clients’ data would be enriched to be more general and homogeneous, therefore
directly and fundamentally reducing the heterogeneity level. (2) FedGC contributes to better privacy
preservation of FL. Since the diverse generative data dilutes the concentration of real, sensitive data
in the enriched dataset, it naturally mitigates the model’s memorization of private data. (3) FedGC
is compatible with standard FL infrastructure without extra changes to the training phase, making
it simple to deploy in real-world applications. Additionally, in the future, as generative models
become increasingly powerful, our FedGC can also grow stronger in tandem. Technically, FedGC, as
a data-centric solution, represents a paradigm shift from the conventional model-centric solutions,
which well aligns with the current trends in the field of Al This could potentially opens up new
possibilities for Al applications in areas where data collection is challenging or ethically sensitive,
such as in medical or personal domains. Broadly, by mitigating data heterogeneity and enhancing
privacy, FedGC sets the stage for more powerful and socially responsible Al development, fostering
greater trust among users and increase their willingness to participate in Al-enabled systems.

We conduct extensive experiments on 7 datasets, 2 modalities, and 9 FL baselines to verify the
effectiveness of our FedGC framework. The results demonstrate that FedGC not only brings consistent
performance gain to all FL baselines on all settings by mitigating the data heterogeneity level, but
also enhances privacy preservation by mitigating the risk of memorization. In comparison to the
standard privacy-preserving FLL method FedAvg-DP that compromises utility for privacy, FedGC
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Table 8: Number of clients for each dataset.

Dataset CIFAR-10 EuroSAT PACS VLCS HAMI10000 Sentiment Yahoo!
Client Number 10 10 20 20 10 1000 100

Table 9: Performance comparison between local training with generative content and our FedGC.

Method CIFAR-High CIFAR-Low EuroSAT-High EuroSAT-Low

Local+GC 46.89 50.47 24.87 3548
FedGC 74.50 79.93 74.83 84.46

with differential privacy strikes a significantly better privacy-utility balance. Additionally, we conduct
experiments to determine the most suitable designs in FedGC; and to shed light on why FedGC could
bring such huge benefits.

C Implementation Details

We list the number of clients for each dataset in Table [§l The number of iterations for local model
training is 200 and uses SGD as the optimizer with a batch size of 64. The learning rate is set to
0.01 [20} 37]. We use ResNet-20 [61]] for image task and LSTM for text task [S9].

Our experiments were conducted on a machine equipped with an NVIDIA GeForce RTX 3090 GPU
with 24 GB of VRAM. However, when training without differential privacy, most experiments only
cost less than 2GB of VRAM. The generative model we use can run with a GPU with only 8GB of
VRAM. Experiments with differential privacy on text dataset need 20GB of VRAM since the client
number is large.

D The Necessity of Federated Setting

Even though we have reach a massive boost on performance with FedGC, we can’t determine whether
the boost comes from generative model itself or the mitigation data heterogeneity. In other words,
whether local training with generative content can still achieve similar results?

To find whether the federated setting is a must, we conduct experiments local training with generative
content and federated training with local contents respectively on CIFAR-10 and EuroSAT. The
results are shown in Table[0] We can see that local training (without FL) with generative content
performs significantly worse.

In fact, we propose FedGC to with a focus on data heterogeneity. Data heterogeneity is a representative
and common issue in federated setting while in a non-federated setting there is no definition of data
heterogeneity. The generative data can significantly mitigate the level of data heterogeneity and the
issue of overfitting, which promotes the performance of FL.

E Discussion about Generation and Communication Cost

In our framework, the data generation can be handled by either the server or the client. Here, different
from the main text, we focus on the former where the communication cost should be considered.

However, even in such case, the communication cost is quite low. Here, we provide a detailed
example on launching FedGC on SCAFFOLD on CIFAR-10 in Table[I0] From the table, we can see
that FedGC can achieve significantly higher performance than the baseline while introducing minor
additional communication cost. Besides, we only introduce some downlink cost rather than uplink
cost, and it is commonly known that the uplink is slower at least five times than the downlink [68],169].
Specifically, FedGC can achieve 5.07% absolute accuracy improvement while only introducing
0.007% additional communication cost.
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Table 10: Communication cost per client and accuracy in cases where we use cloud generation.

Method SCAFFOLD FedGC-100 FedGC-200 FedGC-1000 FedGC-10000
Downlink Cost (B) 215,777,600  +30,720 +61,400 +307,200 +3,072,000
Uplink Cost (B) 215,777,600 +0 +0 +0 +0

Total Cost (B) 431,555,200 430,720 +61,400 +307,200 +3,072,000
Additional Cost (%) - +0.007% +0.014% +0.071% +0.712%
Accuracy 63.98 +5.07% +7.35% +7.35% +9.98%

Table 11: Accuracy comparison between FedGC and SCAFFOLD when keeping FedGC with less
communication cost.

Method SCAFFOLD FedGC-100 FedGC-200 FedGC-1000 FedGC-10000
Total Cost (B) 431,555,200 427,270,368 427,301,048 427,546,848 430,311,648
Accuracy 63.98% 69.05% 71.33% 71.33% 73.96%

For further comparation when considering communication cost, we keep the communication cost
less than baselines by reducing the communication rounds (i.e., 1-2 rounds reduction) for FedGC in
Table From the table, we see that even with less communication cost, FedGC still significantly
outperforms the baseline.

F Privacy

F.1 Membership Inference Attack

To measure the privacy preservation of FedAvg and FedGC, we carry out a simple membership
inference attack based on loss evaluation, as [63]] has shown that it is reasonable to use the loss of
the model to infer membership. We consider a scene where an attacker who has a tiny amount of
training data can get the global model and wants to figure out whether a similar datum (i.e. also a
photo of an airplane) has been used to train the model or not. During the attack, the attacker feeds its
few data to the global model and trains a binary classifier based on the loss of each training-used and
not-training-used datum.

We conduct our experiment on CIFAR-10 dataset. In the training process, we set the client number
to 10 and the Dirichlet distribution parameter to S = 0.1. We also discard data augmentations (i.e.
flipping and cropping) for more clear comparisons. In the main body, we compare both task accuracy
and attack accuracy, as shown in Figure 2]

We also compare the attack accuracy at the point when FedAvg and FedGC achieve similar task
accuracy in Table[I2] From the table, we see a much more significant reduction in privacy leakage
(i.e., much lower attack accuracy). This is reasonable as FedGC can accelerate the convergence speed,
which means FedGC requires fewer steps of optimization on the sensitive private data to achieve the
same.

F.2 Deep Gradient Leakage

In Figure 2 and Figure [3} we show that FedGC can significantly alleviate the risk of membership
inference attack. Here, we further evaluate the level of privacy preservation before and after introduc-
ing generative content via deep gradient leakage [[70, [71]. We run two experiments for FedAvg [[1]]
and our FedGC respectively. For FedAvg, two real images are used for training while for FedGC, one
real image and one generative image are used for training. We report the results in Figure|10[and see
that FedGC mitigates the risks of one real image being recovered. Though the rightmost image is
recovered in FedGC, it does not raise privacy concerns as the image is generative rather than real.
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Figure 10: Evaluation of privacy preservation by DLG [70]. Results show that FedGC mitigates the
risks of privacy leakage.

Table 12: Membership inference attack accuracy comparisons when FedAvg and FedGC achieve
similar task accuracy. We consider two scenarios where the total number of clients’ real samples is
50k and 10k, respectively. We also explore the effects of using different number of generated samples.
FedGC can reduce privacy leakage to a very low level (since random guess is 50%) while maintaining
task accuracy at the same time.

Number of Real Samples 50k 10k
Accuracy Task  Attack | Task  Attack

0 | 59.71 6055 | 3548 77.55
10k | 61.65 52.05 | 3597 52.80
20k | 62.49 51.20 | 39.18 52.85
30k | 61.82 5195 | 3940 52.50
40k | 60.38 51.20 | 37.17 52.75
50k | 62.49 51.60 | 38.68 52.35

No. of Generated Samples

F.3 More Details about Differential Privacy

Differential privacy (DP) [[72] has become a widely accepted framework for ensuring privacy in
statistical analyses. With the help of DP, we can implement computation on large datasets and keep
individual data points indistinguishable at the same time, which protects individual’s privacy.

We use privacy parameters € and J to formally define DP. Specifically, a randomized mechanism
M : D — R is (e, )-differentially private for ¢ > 0 and 6 € [0, 1) if for any two neighboring
datasets D, D’ € D differing by at most one entry and for any subset of outputs R C R it holds that

P(M(D) € R) < exp(e)P(M(D') € R) + 6.

Differentially Private Stochastic Gradient Descent (DP-SGD) [73] is a DP algorithm that trains
a neural network using sensitive data modified from SGD. In DP-SGD, per-sample-gradients are
clipped and Gaussian noise is added to the clipped gradients.

In our experiments, we use a commonly used library Opacus [74] to implement DP-SGD, ensuring
sample-level DP. Opacus uses a parameter called ‘noise_multiplier’ to change the noise level, which
represents the ratio of the standard deviation of the Gaussian noise to the ¢s-sensitivity of the function
to which the noise is added. It uses another parameter called ‘max_grad_norm’ to clip the gradients,
which means the maximum norm of the per-sample gradients.

For experiments on image dataset CIFAR-10, we set noise_multiplier to 0.1 and max_grad_norm to
2, when using text dataset Sentiment140, we set noise_multiplier to 0.5 and max_grad_norm to 2. As
shown in Figure 3] FedGC with differential privacy (DP) achieves good privacy-utility trade-off with
privacy guarantee.
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(a) EuroSAT: real data samples

Annual Crop Forest Vegetation Highway Industrial Pasture Permanent Crop Residential River Sea or Lake
(b) EuroSAT: generated similar samples
Annual Crop Forest Vegetation Highway Industrial Pasture Permanent Crop Residential River Sea or Lake

(c) EuroSAT: generated dissimilar samples

Figure 11: Visualization of real and generated data. (a) Visualization of real data samples from
the EuroSAT dataset. (b) Visualization of generated data samples that are more aligned with the
corresponding semantic or real data. (c) Visualization of generated data samples that are not aligned
with the corresponding semantic or real data.

G Visualization of Real and Generated Data

Generated data is diverse, but may not be similar to real data. We notice that the generated data
samples do not always closely resemble real images, indicating the gap between generative data and
real private data (at least visually). Yet, their inclusion still improves the FL’s performance under
data heterogeneity, which may result from two perspectives. (1) The generative data might act as
a form of data augmentation, which potentially introduces variations that are not covered by the
original dataset. (2) The generative data diversify the dataset, which serves as a form of implicit
regularization, preventing the model from over-fitting to the potentially biased private local data.

We visualize the real data and generated data on EuroSAT [54]] in Figure[T1] For the uncommon
and detailed satellite images in EuroSAT [54], the quality of the data generated by the diffusion
models varies. From the naked eye, the data generated by some diffusion can capture the semantic
information brought by the label very well. For example, the generated images with the label "River"
as guidance do contain rivers, but hard to achieve a similar satellite style to actual images. Although
the gap between generated and actual data definitely exists, generated data obviously improves
specific task performance, which is demonstrated by our extensive experiments.

H FedGC Mitigates Data Heterogeneity

We visualize the cosine similarity and /5 distance of features on EuroSAT and PACS in Figure@ and
Figure [[3]respectively. We measure the discrepancy among local data in clients on the feature level,
using 2 metrics: cosine similarity and {5 distance. To be specific, we calculate the average features
with pre-trained ResNet-18 [61]] on each client in turn, and then measure the indicators between all
pairs of clients.

Results in the figures manifest that after applying FedGC, the cosine similarity and ¢y distance
among client pairs separately increase and decrease. In other words, local data possessed by clients
are more homogeneous than before. FedGC efficiently mitigates data heterogeneity by generating
corresponding data on the client side. From the feature respective, we show the latent reason for
significant performance improvement brought by FedGC.
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Figure 12: Feature cosine similarity and ¢5 distance heatmap among 10 clients on EuroSAT. We
calculate the two metrics on average data features among clients using the pre-trained ResNet-18 [61].
FedGC enhances the feature similarity and closes their distance, which effectively mitigates the
feature-level heterogeneity on EuroSAT.

I FedGC with Partial Clients Capable of Generation

Our proposed FedGC framework is also applicable in cases where not every client has the capability
to generate data. Here, we experiment on CIFAR-10 under two different heterogeneity levels. In
Table[T3] we compare vanilla baseline with no generative data, FedGC where all clients can generate
data, and FedGC where only half of the clients can generate data.

From the table, we see that (1) our proposed FedGC can consistently and significantly achieve the best
performance despite the amount of generation-capable clients. (2) Surprisingly, we find that under
low heterogeneity level, when applied to SCAFFOLD [18]], FedGC with few generation-capable
clients even performs better. This interesting finding demonstrates that our framework may be further
improved by more fine-grained designs regarding who is responsible for data generation and the
volume of data to be generated.

J FedGC under Different Heterogeneity Levels

Here, we conduct experiments of three baselines including FedAvg, FedProx, and SCAFFOLD,
with different heterogeneity levels on CIFAR-10. The Beta (3 stands for the hyper-parameter in the
Dirichlet distribution. As 3 increases in [0.05, 0.07, 0.1, 0.3, 0.5, 1.0, 5.0], the data heterogeneity
level reduces. Illustrated in Figure[T4] we can observe that (1) FedGC consistently outperforms these
three algorithms in all different data heterogeneity levels. (2) As the heterogeneity level increases,
the accuracy improvement brought by FedGC significantly elevates, which showcases the reliability
of FedGC to mitigate heterogeneity, one of the intricate issues in FL.
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Figure 13: Feature cosine similarity and ¢ distance heatmap among 4 clients on PACS. We calculate
the two metrics on average data features among clients using the pre-trained ResNet-18. FedGC
enhances the feature similarity and closes their distance, which effectively mitigates the feature-level
heterogeneity on PACS.

Table 13: Experiments of a scene in which partial clients are capable of generation. 1k/50% indicates
only half of the clients are capable of generation. However, FedGC still significantly outperforms the
baseline with no generative data.

H-Level High

Low
Generation No 1k/100%  1k/50%

No  1k/100% 1k/50%

FedAvg 60.77 73.99 71.53 | 71.57 79.73 77.45
FedProx 63.62 73.69 72.65 | 75.76 79.25 79.23
SCAFFOLD | 65.00 75.75 73.28 | 78.74 80.29 81.27

K FedGC for Partial Client Participation Scenarios

Here, we conduct experiments of three baselines including FedAvg, FedProx, and SCAFFOLD on
CIFAR-10 with Dirichlet distribution parameter 5 = 0.1. Specifically, we set the communication
round to 200, local iteration number to 100, and try different client number and participation rate. As
illustrated in Table[T4] we can observe that FedGC still significantly outperforms the baseline with no
generated data under each circumstance.
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Figure 14: Performance comparisons between vanilla baseline and baseline in FedGC framework
under different heterogeneity levels on CIFAR-10. Beta () is the hyper-parameter in Dirichlet
distribution. As the heterogeneity level increases (Beta decreases), the improvement brought by
FedGC becomes more significant. This indicates that FedGC can effectively alleviate the issue of
data heterogeneity.

Table 14: Experiments of a scene in which only partial clients participate in training each round. We
conduct experiments on three different total client numbers and several different participation rates.
For example, client 200 and participation rate 5% means randomly selecting 10 clients to participate
in training each round. In each case, FedGC still significantly outperforms the baseline with no
generative data.

Baseline Client 200 100 50
! Participation | 5% 10% 20% | 10% 20% | 10% 20%
FedAv Vanilla 53.62 60.00 65.76 | 56.53 57.69 | 55.90 63.33
canve + FedGC | 68.93 74.06 75.74 | 74.16 74.26 | 75.34 77.20
FedProx Vanilla 5393 59.95 64.53|56.74 59.54 | 56.36 65.66
+ FedGC | 70.23 73.79 75.07 | 7439 74.05 | 75.47 77.47
Vanilla 60.41 68.02 70.15|65.03 68.12 | 65.73 72.42
SCAFFOLD + FedGC | 71.65 74.83 77.54 | 7438 76.26 | 72.74 77.56

L Global-model-based Data Filtering

We propose global-model-based data filtering, where each client conducts data filtering on the client
side according to the received global model before local model training. Specifically, to determine
which data to filter, a client feeds its generated data to the global model to evaluate the loss value
for each data sample. Then, each client selects the top 2% data (we set = 90 here) and mixes the
selected generated data with its real data.

Furthermore, since the global model might perform drastically differently on different categories,
simply selecting according to the loss of all data samples may result in imbalanced filtering. That is,
this could make global model filter out most of the samples where it performs poorly. Addressing
this, we further propose category-wise data filtering based on global model, which filers the same
ratio of data for each category.

Here, we perform experiments on EuroSAT dataset with two heterogeneity levels in Table[T5] Vanilla
denotes FedAvg itself, No F denotes FedGC without filtering, F@50 denotes filtering from round 50,
F@50-C denotes category-wise filtering. From the table, we see that (1) under a high heterogeneity
level, F@75 contributes to higher performance than No F, even with only 90% of data at final rounds.
(2) Category-wise filtering generally performs better than unified filtering, indicating its effectiveness.
(3) Nevertheless, such filtering technique can not always ensure performance improvement, calling
for more future work. The performance drop could result from reduced number of data samples and
ineffective filtering.

Overall, here we just provide an initial attempt to consider the potential of data filtering. We believe
more future works could be proposed to better filter the generated data such that we could use the
generated data more efficiently.
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Table 15: Experiments of global-model-based data filtering. We conduct our initial attempt on
EuroSAT dataset with two heterogeneity types (8 = 0.05 and 8 = 0.1 denote high and low
heterogeneity level respectively). F@50 means start filtering after 50 communication rounds and C
means filtering by each class.

Heterogeneity Level | Vanilla. NoF F@50 F@75 F@50-C F@75-C

High 53.82 7483 7296 74.93 73.50 74.20
Low 75.59 8446 83.82 83.83 84.19 83.83
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759 Question: Do the main claims made in the abstract and introduction accurately reflect the
760 paper’s contributions and scope?

761 Answer: [Yes]

762 Justification: We list our main claims and contributions accurately point by point in the
763 abstract and introduction.

764 Guidelines:

765 * The answer NA means that the abstract and introduction do not include the claims
766 made in the paper.

767 * The abstract and/or introduction should clearly state the claims made, including the
768 contributions made in the paper and important assumptions and limitations. A No or
769 NA answer to this question will not be perceived well by the reviewers.
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771 much the results can be expected to generalize to other settings.
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774 2. Limitations
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of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: We provide our experiment setting details in Section[dand Appendix [C] For
all conclusions we draw, we provide necessary information to reproduce experimental
results in our analysis. Our code is also available and open source at public repository
https://anonymous.4open.science/r/FedGC for anyone who want to reproduce our
experiments.

Guidelines:

* The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

* If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

* Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

* While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example
(a) If the contribution is primarily a new algorithm, the paper should make it clear how

to reproduce that algorithm.
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(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justification: All data and generative models we use is publicly available. The complete
code for our experiments in the manuscript is accessible at public repository https://
anonymous .4open.science/r/FedGC. Additionally, we provide detailed set-ups and
descriptions in the guidance file of our repository.

Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: We provide our experiment setting details in Sectiondand Appendix [C} For
all conclusions we draw, we provide necessary information to reproduce experimental
results in our analysis. Our code is also available and open source at public repository
https://anonymous.4open.science/r/FedGC for anyone who want to reproduce our
experiments.

Guidelines:

* The answer NA means that the paper does not include experiments.

» The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.
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* The full details can be provided either with the code, in appendix, or as supplemental
material.

7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer:

Justification: We do not provide information about statistical significance of the experiments
yet in main table due to the limit of space. However, we run the experiments three times and
average the results (e.g. in Table[T).

Guidelines:

» The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

¢ It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

* It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

o If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

8. Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: We provide the compute resources and environment to reproduce our experi-
ments in Appendix

Guidelines:

* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines]?

Answer: [Yes]
Justification: We strictly conform with the NeurIPS Code of Ethics.
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10.

11.

12.

Guidelines:

» The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]
Justification: We provide discussion about our societal impacts in Appendix
Guidelines:

* The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

* The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]

Justification: This paper mainly focus on technical advancement, and the datasets and
generative models we used are all publicly available. Thus, the paper poses no such risks.

Guidelines:

* The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

* Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets
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13.

14.

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: We cite the original paper of all datasets and generative models we use in
Section[d] For bits of others’ code, we list the source and license.

Guidelines:

* The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

* If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: Our paper does not release new assets.
Guidelines:

* The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.
Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: Our paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with

human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.
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1061 15. Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
1062 Subjects

1063 Question: Does the paper describe potential risks incurred by study participants, whether
1064 such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
1065 approvals (or an equivalent approval/review based on the requirements of your country or
1066 institution) were obtained?

1067 Answer: [NA]

1068 Justification: Our paper does not involve crowdsourcing nor research with human subjects
1069 Guidelines:

1070 * The answer NA means that the paper does not involve crowdsourcing nor research with
1071 human subjects.

1072 * Depending on the country in which research is conducted, IRB approval (or equivalent)
1073 may be required for any human subjects research. If you obtained IRB approval, you
1074 should clearly state this in the paper.

1075 * We recognize that the procedures for this may vary significantly between institutions
1076 and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
1077 guidelines for their institution.

1078 * For initial submissions, do not include any information that would break anonymity (if
1079 applicable), such as the institution conducting the review.
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Official Review of Submission6501 by Reviewer MURY
Official Review ' Reviewer MURY @& 13 Jul 2024, 06:33 (modified: 25 Sept 2024, 23:53) @ Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer MURY
K Revisions
Summary:
The paper proposes a method FedGC to tackle data heterogeneity in federated systems. The main solution revolves around each client over-sampling selected classes using generative models. There
are two methods proposed: a prompt based and a data based approach.
Soundness: 2: fair
Presentation: 3: good
Contribution: 2: fair

Strengths:
1. Data heterogeneity is an important problem to solve in federated learning context. The paper acknowledges that the proposed method utilizes more computational cost and provides a budget

allocation method.
2. The paper is well-written and easy to follow.
Weaknesses:
1. The originality of this method is limited. The core idea seems to be to use generative models to over-sample minority classes. There have been methods proposed earlier using generative models

in federated learning. [1][2].
2. Data augmentation techniques like image based data augmentations are also popular techniques to oversample. More experiments needs to be conducted to see how this method compares to

typical augmentation techniques as baselines.

3. It is not clear what the motivation to participate in federated learning is if clients can use generative models to get access to more data. Moreover, if clients already have access to foundational
models and can use them without any privacy constraints, why is federated learning needed? For example, if a client has access to a multi-modal LLM, then they can write a prompt to classify the
image directly. For this paper, a LLM based classification baseline is needed, as the proposed solution already assumes LLMs can be used.

[1] https://arxiv.org/pdf/2306.16064 [2] https://www.sciencedirect.com/science/article/abs/pii/S0743731524000807
Questions:
1. For table 9, could the authors explain the exact procedure used to get the results? How many samples are being generated ? Is it prompt based generation or real-data based generation?

2. How are the privacy restrictions of FL not violated? In section 3.2, the authors mention the use of ChatGPT. There have been various reports of privacy concerns with chatGPT and that chatGPT can
store user data (https://www.forbes.com/sites/kateoflahertyuk/2024/05/17/chatgpt-4o-is-wildly-capable-but-it-could-be-a-privacy-nightmare/).

Limitations:
The limitation of privacy is not addressed here. Please see the above questions.

Flag For Ethics Review: No ethics review needed.
Rating: 3: Reject: For instance, a paper with technical flaws, weak evaluation, inadequate reproducibility and/or incompletely addressed ethical considerations.
Confidence: 4:You are confident in your assessment, but not absolutely certain. It is unlikely, but not impossible, that you did not understand some parts of the submission or that you are unfamiliar

with some pieces of related work.
Code Of Conduct: Yes

E Rebuttal by Authors
Rebuttall .#* Authors (@ Jingyi Chai, Siheng Chen, Rui Ye, Lingjuan Lyu, +3 more) i@ 07 Aug 2024, 06:45 (modified: 07 Aug 2024, 20:58)
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors [l Revisions

Rebuttal:
Thanks for your time and suggestions. Here are our detailed replies to your questions.

W1: The originality of this method is limited. The core idea seems to be to use generative models to over-sample minority classes. There have been methods proposed earlier using
generative models in federated learning. [1][2].
Response: Thanks for pointing out these two related works. However, we would like to emphasize two main things: (1) the reviewer's understanding of our core idea is not accurate; (2) our

method is significantly different from the referred methods. Here is the evidence.

Our core idea is not to over-sample minority classes, but rather, to generate diverse content to mitigate data heterogeneity, which treats majority and minority classes equally.
This can be clearly verified by our experimental results in Table 3 and we report here again for convinience. From the table, we can see that equal (treating all classes equally) allocation
contributes to better performance than inverse and water strategies (tends to allocate more generative data to minority classes). We hope that this result can convince the reviewer of what
our true core idea is.

[Table R1. Experiments with different class allocation strategies]
Equal Inverse Water
Acc 7450 68.10 71.26

Our paper is significantly different from the recommended papers. We would like to emphasize that generative model itself is a big topic that has been researched for decades. It would
be too harsh to reject our paper simply because some existing papers are also related to generative models, since our paper is a totally different one.

[Methodology] Our paper proposes mixing generated and real data during local model training at client side while the server and client share information via model parameters. While in
[1], client shares text embeddings to the server, who generates data and trains the global model; in [2], client shares generators and latent vectors to the server, who conducts reconstruction

and trains the global model.
[Advantage] Our method follows the classical framework of FedAvg, making it naturally compatible with mature techniques such as secure aggregation and differential privacy (see results in
Figure 2,3); while whether [1,2] will do so is unclear since their frameworks do not follow FedAvg anymore. Therefore, our work can be easily and safely deployed in practice.

W2: More experiments needs to be conducted to see how this method compares to typical augmentation techniques as baselines.

Response: Thanks for the suggestions. Actually, our implementations of baselines have included several typical data augmentations (e.g., RandomCrop and RandomHorizontalFlip) in image
data and we will include this implementation detail in the revision. Here, we additionally provide the results of FedAvg without data augmentation. From the table, we see that FedGC

significantly outperforms both baselines.

[Table R2. Comparisons with FedAvg with and without data augmentation]

CIFAR-High CIFAR-Low

FedAvg without data augmentation 51.03 60.20
FedAvg 61.25 75.88
FedGC 74.50 79.73

W3: Motivation of federated learning when clients can use generative models.

Response: Thanks for your valuable output. We would like to respond from three perspectives.

(1) Clients' motivation to participate in FL. We have conducted the experiments in Table 9 (reported below for convinience) by comparing local training with generative content and
federated learning with generative content. From the table, we see that our FedGC still brings significant benefits compared to clients' training with local and generative data.
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[Table R3. Comparisons with local training and FL with generatative content]
Method CIFAR-High CIFAR-Low
Local+GC 46.89 50.47
FedGC 74.50 79.73
(2) Our idea does not necessarily require client's access to large models. We have provided detailed discussions in Section E showing that generating data can be conducted either at
client or server side (except for real data guidance for rare tasks).

(3) The cost of inferring small models is significantly lower than large models, meaning that it is better to deploy small models if they could work Even if clients have access to large
generative models, it only takes several steps of inference of the generative models to generate data to facilitate FL on small models. Once the FL process concludes, clients can use the
small models for their tasks rather than the large models, which require significantly lower inference cost in the long term (our small model only has 0.016% parameters compared to a 8B-
size LLM).

Q1: Details about table 9.

Response: For CIFAR-10 (50000 real images in total), in FedGC, there are 10 clients, each with 1000 generated images (since we are using the equal allocation). In Local+GC, each client trains
its own model using its own real images with 1000 generated images. Both of them are prompt-based generation.

Q2: Will using ChatGPT affect privacy?

Response: Thanks for this comment. Our framework is orthogonal with the choice of generative models. Using ChatGPT is just an example and one can use any open-source LLMs instead
(please note that we have discussed this in Line 238-241).

To further verify this point, we now replace the ChatGPT with the open-source Llama3-8B-Instrcut model on Sentiment140 dataset. From the following table, we can clearly see that since
Llama3-8B-Instruct has better performance than ChatGPT in following instruction, it even contributes to better performance.

[Table R4. Results of using different LLMs]
Method FedAvg FedGC (ChatGPT) FedGC (Llama3-8B-Instruct)

Accuracy 66.76 72.45 74.97

Overall, we hope that our responses can fully address your concerns and will be grateful for any feedback.

Official Comment by Authors

Official Comment| ,#" Authors (® Jingyi Chai, Siheng Chen, Rui Ye, Lingjuan Lyu, +3 more) &8 11 Aug 2024, 17:37
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer MURY

Comment:

Dear Reviewer:

Thanks again for the comments. We have now provided more clarifications, explanations, and experiments to address your concerns. Specifically, we:

o clarify our contributions and originality.
e provide experimental results to compare with baselines with and without data augmentation, show clients' motivation to participate FL, and show the compatibility of our method with
other LLMs.

Please kindly let us know if anything is unclear. We truly appreciate this opportunity to improve our work and shall be most grateful for any feedback you could give to us.

~ Replying to Official Comment by Authors
Thanks for the Rebuttal
Official Comment| ,#" Reviewer MURY @ 12 Aug 2024, 08:54 @ Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer MURY

Comment:

Thanks for addressing most of my comments. However, my key reason for not accepting the paper is this: In order for a generative model to generate good datapoints of some dataset (say
Sentiment140), it already should have a pretty good understanding of that dataset, hence should be a good classifier as well. Please refer to https://arxiv.org/html/2304.04339v2, here they
show chatGPT is an impressive zero-shot sentiment analyzer. This makes me question the motivation of this work. Why would a client not use chatGPT (or any other LLM) directly for
sentiment analysis (few-shot), but instead use it to generate more data and train in a federated setting? I do not see numbers to back this claim.

A Replying to Thanks for the Rebuttal

Official Comment by Authors

Official Comment| ,#* Authors (® Jingyi Chai, Siheng Chen, Rui Ye, Lingjuan Lyu, +3 more) g 12 Aug 2024, 12:07
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer MURY

Comment:
Dear Reviewer:

Thanks for the reply. We kindly remind you that you may be ignoring the huge gap of inference cost between our federated learning model and the large generative models (our small
model only has 0.016% parameters compared to a 8B-size LLM), which exactly shows why federated learning on small models is necessary.
Sadly, the reason that you are using to reject our paper can be universally used to reject tons of accepted papers. For example,

e MobileLLM [1] trains sub-billion (e.g., 350M) parameter language models for the device-side usage, which performs worse than ChatGPT. This model has 4.4% parameters compared to a
8B-size LLM. Then, according to your criterion, why do we need MobileLLM if we already have ChatGPT.

e WizardLM (7B/13B/70B) [2] distills knowledge from ChatGPT to Llama models, which also performs worse than its teacher model or GPT-4. Then, according to your criterion, why do we
need WizardLM if we already have ChatGPT/GPT-4.

There are so many cases where we have a stronger but larger models at hand but still endeavor for training smaller models with the help of stronger and larger models, especially for the
field of knowledge distillation [3].

Similarly, in our case, the large generative models are only required for several inference times (e.g., 1-10 times for Sentiment140) during the training time of small models. After the
training time, the large generative models are no longer needed and we can deploy the small models for applications. Since real-time application is a long-term issue (maybe used every
day), applying small models would require significantly less inference cost compared to applying large models.

We sincerely hope that the reviewer can seriously think about our response and look forward to any feedback!
[1] Liu, Zechun, et al. "MobileLLM: Optimizing Sub-billion Parameter Language Models for On-Device Use Cases." Forty-first International Conference on Machine Learning.
[2] Xu, Can, et al. "WizardLM: Empowering large pre-trained language models to follow complex instructions." The Twelfth International Conference on Learning Representations. 2024.

[3] Gou, Jianping, et al. "Knowledge distillation: A survey." International Journal of Computer Vision 129.6 (2021): 1789-1819.
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Official Comment by Authors
Official Comment! ,#" Authors (® Jingyi Chai, Siheng Chen, Rui Ye, Lingjuan Lyu, +3 more) @& 14 Aug 2024, 15:30
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer MURY

Comment:
Dear Reviewer MURY:

The rebuttal deadline is approaching in less than 5 hours, and we have carefully addressed your recent concerns with detailed responses. We kindly ask that you review our replies at your
earliest convenience. If there are any additional questions or issues, please do not hesitate to reach out. If our responses have satisfactorily resolved your concerns, we would greatly
appreciate a higher score.

Thank you for your attention and consideration.

Official Review of Submission6501 by Reviewer PCj3 &

Official Review ,#’ Reviewer PCj3 &8 12 Jul 2024, 16:27 (modified: 25 Sept 2024, 23:53) @ Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer PCj3

Bl Revisions
Summary:
The authors propose a new direction for tackling data heterogeneity in federated learning by introducing generative content. They propose FedGC, where clients train local models on both private real
and generative data. The authors present a comprehensive empirical study across datasets, heterogeneity types, modalities, and baselines. Experiments verify that FedGC not only improves task
performance but also preserves privacy better.

Soundness: 3: good
Presentation: 3: good
Contribution: 3: good
Strengths:
¢ The paper is well-written, and the motivation is clear. It is a good attempt to explore the interplay between FL and generative content.
¢ The proposed FedGC is a flexible framework that enables diverse designs while keeping the framework simple to deploy in practice.
¢ Sufficient experiments are provided. FedGC can improve the performance of many existing baselines in multiple scenarios. It can also mitigate the risk of membership inference attacks.

Weaknesses:
¢ The authors compare their FedGC with many baselines, however, there is no detailed description of the baselines.
¢ Itis unclear how the sequential training strategy is implemented. Is it round-level or epoch-level? More explanation is expected.

Questions:
Please refer to weakness.

Limitations:
The authors adequately addressed the limitations.

Flag For Ethics Review: No ethics review needed.

Rating: 7: Accept: Technically solid paper, with high impact on at least one sub-area, or moderate-to-high impact on more than one areas, with good-to-excellent evaluation, resources, reproducibility,
and no unaddressed ethical considerations.

Confidence: 5:You are absolutely certain about your assessment. You are very familiar with the related work and checked the math/other details carefully.

Code Of Conduct: Yes

Rebuttal by Authors &
REBUEEEl ,#° Authors (® Jingyi Chai, Siheng Chen, Rui Ye, Lingjuan Lyu, +3 more) @ 07 Aug 2024, 06:47 (modified: 07 Aug 2024, 20:58)
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors B} Revisions

Rebuttal:
Thanks for your recognition, time and suggestions. Here are our detailed replies to your questions.

W1: The authors compare their FedGC with many baselines, however, there is no detailed description of the baselines.
Response: We apologize for the missing details. Here are the details and we will include these in the revision.

e FedAvg is the most basic federated learning method

FedAvgM introduces a momentum term when updating the aggregated global model on the server side.

FedProx applies an additional L2 regularization term between local model and global model during local model training on the client side

SCAFFOLD introduces a control variate for correcting gradient during local model training

MOON uses a contrastive loss term to maximize the agreement between the features of current local model and global model, while minimizing the agreement between the features of
current local model and previous local model.

FedDecorr applies a regularization term during local training that encourages different dimensions of representations to be uncorrelated

FedDyn proposes dynamic regularizer for each device at each round, so that in the limit the global and local solutions are aligned

FedSAM leverages Sharpness Aware Minimization (SAM) local optimizer for local learning generality

FedDisco proposes to aggregate local models based on dataset size and discrepency between local and global distributions

W2: It is unclear how the sequential training strategy is implemented. Is it round-level or epoch-level? More explanation is expected.
Response:
Sorry for the missing details. The sequential training strategy is epoch-level. To be more specific, suppose there are two sets (A and B) of data and the number of local epochs for each round

is set to be 2x. Then, at each round, we first train x epochs on set A and then train on set B for the following x epochs.

Overall, we hope that our responses can fully address your concerns and will be grateful for any feedback.

~ Replying to Official Comment

oops. Reviewer K6BJ gave a response at an improper section.

Official Comment' ,#° Authors (® Jingyi Chai, Siheng Chen, Rui Ye, Lingjuan Lyu, +3 more) @ 08 Aug 2024, 15:09
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors

Comment:
Dear Reviewer K6B]J:

Thanks for your timely feedback and we are glad that our responses addressed your concerns.

It seems that you are responding at the section of Reviewer PCj3. Would you mind to delete this one and put it to the right position to avoid any confusion? Thanks.
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E ~ Replying to Rebuttal by Authors
Official Comment by Reviewer PCj3
Official Comment ,#" Reviewer PCj3 & 13 Aug 2024, 21:48 & Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors
Comment:
Thanks for the author's response. After browsing the discussions between the authors and Reviewer MURY and GY7j, I agree with the authors that it is still necessary to train small models

even if we have available large models and that leveraging large generative models to facilitate federated learning on small models is an interesting and promising direction. Thus, I
increased my score.

Official Review of Submission6501 by Reviewer GY7j

Official Review /‘ Reviewer GY7j § 11 Jul 2024, 23:43 (modified: 25 Sept 2024, 23:53) & Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer GY7j

Kl Revisions
Summary:
The paper introduces FedGC, a data-centric framework designed to address the issue of data heterogeneity in federated learning. By enriching client data with diverse generative content, FedGC aims
to mitigate overfitting and improve the generalization of local models. The framework explores four critical dimensions: budget allocation, prompt design, generation guidance, and training strategy.
Extensive empirical studies on multiple datasets and baselines demonstrate that FedGC consistently enhances task performance and privacy preservation when combining it with the other federated
learning approaches.

Soundness: 3: good

Presentation: 3: good

Contribution: 2: fair

Strengths:
1. The studied problem is emerging. It is important to study federated learning in the field of generative models.
2. The method is simple and easy to understand.
3. It is interesting to see that FedGC also improve the privacy of local data.

Weaknesses:

1. My main concern is about the setting of the study. FedGC utilizes generative models to generate data and test on the popular tasks. However, in the case where generative data is rich, the public
data is also rich to train the generative model. When we have enough public data to train generative models, we can also use the data to train models for corresponding tasks. From my view, the
paper should study the case where the generative model is not able to generate high-quality task-specific data.

2. The paper misses important baselines. The paper should compare FedGC with 1) the approach where no local data is used and only generated data is used, 2) the approach where centralized
learning is applied to the generative data. It is may be the case that federated learning is not needed and generative data is enough for training the model.

Questions:
1. How does FedGC compare with centralized learning on generative data and federated learning on generative data without local data?
2. Can you try FedGC on the settings where the generative model is not able to generate high-quality task-specific data?

Limitations:
Please see the weaknesses.

Flag For Ethics Review: No ethics review needed.

Rating: 4: Borderline reject: Technically solid paper where reasons to reject, e.g., limited evaluation, outweigh reasons to accept, e.g., good evaluation. Please use sparingly.

Confidence: 4:You are confident in your assessment, but not absolutely certain. It is unlikely, but not impossible, that you did not understand some parts of the submission or that you are unfamiliar
with some pieces of related work.

Code Of Conduct: Yes

E Rebuttal by Authors
RebUttall ,#° Authors (® Jingyi Chai, Siheng Chen, Rui Ye, Lingjuan Lyu, +3 more) @& 07 Aug 2024, 06:58 (modified: 07 Aug 2024, 20:58)

® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors K% Revisions

Rebuttal:
Thanks for your time and suggestions. Here are our detailed replies to your questions.

W1: My main concern is about the setting of the study. FedGC utilizes generative models to generate data and test on the popular tasks. However, in the case where generative data is rich,
the public data is also rich to train the generative model. When we have enough public data to train generative models, we can also use the data to train models for corresponding tasks.
From my view, the paper should study the case where the generative model is not able to generate high-quality task-specific data.

Response: Thanks for your valuable output. We would like to kindly inform the reviewer that we have considered the related issues in our paper. We would like to further clarify from the
following two aspects:

[Results on medical and satellite images, for which the generative model is not able to generate high-quality task-specific data] Table 1 includes results on EuroSAT (satellite image) and Table
5 includes results on HAM10000 (medical image). Here, we report the results again for convinience. For both domains, generative models are not able to generate high-quality task-specific
data, especially for the medical domain! However, we still see that our FedGC brings significant performance gain. Additionally, we visualized the generated satellite samples in Figure 11 but
did not show medical examples because the generated medical images could cause discomfort.

[Table R1. Experiments on uncommon domains]
Method Satellite Medical
FedAvg 53.82 48.57

FedGC (ours) 74.83 56.67

[Generated data alone is not sufficient for training performant models] Here, we report our results in Table 6 to here for convenience. We can see that training entirely on generated data
achieves significantly worse performance than training entirely on private real data, indicating that there is a big gap between generated and real data. Therefore, despite that generative
models are good at generating high-quality data, they could fail to generate task-specific or domain-specific data. Our FedGC that leverages both private and generated data achieves the
siginifncalty best performance.

[Table R2. Only generative data is not sufficient to train good FL models]
Method FedAvg (private data) FedAvg (generative data) FedGC (private and generative data, ours)

Acc 60.77 41.85 73.99

W2: The paper misses important baselines. The paper should compare FedGC with 1) the approach where no local data is used and only generated data is used, 2) the approach where
centralized learning is applied to the generative data. It is may be the case that federated learning is not needed and generative data is enough for training the model.

Response: Thanks for the advice. In the following, we show the results where centralized learning is applied to generative data. From the table, we see that centralized learning on
generative data achieves very poor performance; while our FedGC achieves the best performance. This verifies that federated learning is needed and generative data is not enough for
training the model.

We believe that this is a convincing result to address the reviewer's concern. Note that since centralized learning on generative data cannot achieve good performance, we did not
experiment on federated learning on generative data anymore, which would performs worse than centralized learning.
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[Table R3. Comparison with centralized learning on generative data]

Method Centralized learning (generative data) FedAvg (private data) FedGC (private and generative data, ours)
CIFAR-10 44.91 61.25 74.50

EuroSAT 19.70 53.82 74.83

Overall, we are sorry for causing the potential confusion and we believe that our responses can fully address your concerns. We will be grateful for any feedback.

Official Comment by Authors

Official Comment| ,#° Authors (® Jingyi Chai, Siheng Chen, Rui Ye, Lingjuan Lyu, +3 more) @& 11 Aug 2024, 17:41
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer GY7j

Comment:

Dear Reviewer:

Thanks again for the comments. We have now provided more clarifications, explanations, and experiments to address your concerns. Specifically, we:

¢ show that our method still brings significant perfomance gain (up to 20% improvement) in case where the generative model is not able to generate high-quality task-specific data.
e compare with centralized learning on generative data (as recommended by the reviewer) and verify that our method performs significantly better (up to 55% improvement).

Please kindly let us know if anything is unclear. We truly appreciate this opportunity to improve our work and shall be most grateful for any feedback you could give to us.

A Replying to Official Comment by Authors

Official Comment by Reviewer GY7j

Official Comment] ,#" Reviewer GY7j [ 12 Aug 2024, 16:37 ® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer GY7j
Comment:

Thank you for your response. I appreciate the effort and have updated my score to 4 as some of my concerns were addressed. However, I still have a few remaining issues:

1. The core idea of the paper is to generative models to generate data that can improve federated learning. The idea is somewhat straightforward, and the results seem expected.

2. You demonstrate that even when the quality of generative data is low, it can still benefit federated learning. However, for the generative model, the training of the model may already
include the test dataset or other medical data. This raises the question of whether it is necessary to employ a generative model to create data, rather than simply utilizing publicly
available related datasets directly.

~ Replying to Official Comment by Reviewer GY7j
Official Comment by Authors

Official Comment| ,#* Authors (® Jingyi Chai, Siheng Chen, Rui Ye, Lingjuan Lyu, +3 more) & 12 Aug 2024, 18:05
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer GY7j

Comment:
Thank you for increasing the score and we would like to further address your remaining concerns.

Concern 1: The idea is somewhat straightforward, and the results seem expected.
Response: We would like to address your concerns from two aspects.

First, we would like to kindly remind the reviewer that our results are not as easily expected as the reviewer thought. Please refer to the following table, where we show that FedAvg on only
generative data performs much worse than FedAvg on only private data (41.85 v.s. 60.77). This indicates that the quality of generative data is not as high as the real private data.
Therefore, it is not straightforward to expect that introducing generative data to real private data could bring such benefits! We reveal such finding in our paper, which points out a new
direction for tackling data heterogeneity.

[Table R2. Only generative data is not sufficient to train good FL models]

Method FedAvg (private data) FedAvg (generative data) FedGC (private and generative data)

Acc 60.77 41.85 73.99

Second, we would like to defend for ourselves that the conciseness of our solution should not be regarded as a weakness. Rather, such conciseness makes our solution easy to deploy in
real-world applications since we do not need to modify too much on the well-constructed FedAvg framework, making it compatible with a series of mature techniques such as secure
aggregation and differential privacy. Also, we would like to direct the reviewer's attention towards two published papers that also seem to be 'straightforward'. [1,2] are both published by
ICLR2023, which introduces pre-trained models as the initialization of global model in federated learning. And, that's all. We argue that the community should appreciate such methods that
are simple yet effective.

[11 Nguyen, John, et al. "Where to Begin? On the Impact of Pre-Training and Initialization in Federated Learning." The Eleventh International Conference on Learning Representations. 2023.

[2] Chen, Hong-You, et al. "On the importance and applicability of pre-training for federated learning." The Eleventh International Conference on Learning Representations. 2023.

Concern 2: Whether it is necessary to employ a generative model to create data, rather than simply utilizing publicly available related datasets directly.
Response: We would like to address this concern from two aspects.

First, using a generative model offers a strong advantage over manually searching for appropriate public dataset: automation. Specifically, for any task, the data can be generated by simply
inputting the label space (e.g., 10 words for CIFAR-10). In contrast, if we are searching for public data, we need to search for a set of images for each category, which is time-consuming
especially when the label space is large (e.g., 1000 for ImageNet).

Second, we propose an effective solution for generating data for rare tasks. Specifically, we propose a real-data-guided generation method (Figure 8 and Figure 9), which promotes the
fidelity of generated data. Please refer to Table 5, where we show that using text-guided and real-data-guided generation together yields the best performance.

We hope that our responses can fully address your concerns and look forward to your feedback!

~ Replying to Official Comment by Reviewer GY7j

Official Comment by Authors

Official Comment| ,#' Authors (® Jingyi Chai, Siheng Chen, Rui Ye, Lingjuan Lyu, +3 more) @ 14 Aug 2024, 15:31
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer GY7j

Comment:

Dear Reviewer GY7j:

The rebuttal deadline is approaching in less than 5 hours, and we have carefully addressed your recent concerns with detailed responses. We kindly ask that you review our replies at your
earliest convenience. If there are any additional questions or issues, please do not hesitate to reach out. If our responses have satisfactorily resolved your concerns, we would greatly
appreciate a higher score.

Thank you for your attention and consideration.


ChaiJY
放置图像

ChaiJY
放置图像

ChaiJY
放置图像

ChaiJY
放置图像


Official Review of Submission6501 by Reviewer K6B] &

Official Review ,#' Reviewer K6B] @ 11 Jul 2024, 02:42 (modified: 25 Sept 2024, 23:53) ® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors, Reviewer K6BJ

Kl Revisions
Summary:
FL facilitates collaborative model training using dispersed private data while maintaining privacy. However, data heterogeneity, a prevalent concern, significantly hampers current FL methods'
effectiveness. This paper introduces a new approach, data-centric intervention, which directly reduces data heterogeneity by augmenting clients' local datasets with generative content. This leads to
the proposal of FedGC, a streamlined yet potent framework where clients combine advanced generative data and their private data, guided by a four-pronged analysis. Experimental comparisons
against nine baselines and examination on seven datasets validate that FedGC reliably and significantly improves both task performance and privacy preservation.

Soundness: 3: good
Presentation: 3: good
Contribution: 3: good
Strengths:
¢ This work offers FedGC, a FL with generative learning, which aims to solve the data heterogeneity problem and maintain good privacy performance.
e Comprehensive and thorough evaluation.
e Compared with previous work, this paper provides a new path to solve the data heterogeneity and privacy problems in FL, providing new ideas for the research community.

Weaknesses:
e Communication efficiency needs to be further improved.
e Evaluation on more various tasks is needed.

Questions:
¢ Do the authors consider further improving communication efficiency? As far as the results in Table 10 are concerned, FedGC still has higher communication overhead than traditional schemes,
which is intolerable for resource-constrained FL.
¢ Do the authors consider further evaluation on other types of data such as text, table, and graph? Extensive and comprehensive evaluation will help demonstrate the superior performance of
FedGC.

Limitations:
Please kindly refer to the above comments.

Flag For Ethics Review: No ethics review needed.

Rating: 7: Accept: Technically solid paper, with high impact on at least one sub-area, or moderate-to-high impact on more than one areas, with good-to-excellent evaluation, resources, reproducibility,
and no unaddressed ethical considerations.

Confidence: 4:You are confident in your assessment, but not absolutely certain. It is unlikely, but not impossible, that you did not understand some parts of the submission or that you are unfamiliar
with some pieces of related work.

Code Of Conduct: Yes

Rebuttal by Authors ¢
RebUttall .#* Authors (® Jingyi Chai, Siheng Chen, Rui Ye, Lingjuan Lyu, +3 more) & 07 Aug 2024, 07:08 (modified: 07 Aug 2024, 20:58)
® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors ¥ Revisions

Rebuttal:
Thanks for your recognition, time and suggestions. Here are our detailed replies to your questions.
W1: Communication efficiency needs to be further improved.

Q1: Do the authors consider further improving communication efficiency? As far as the results in Table 10 are concerned, FedGC still has higher communication overhead than traditional
schemes, which is intolerable for resource-constrained FL.

Response:

Thanks for the comments. Actually, our FedGC can achieve better performance while requiring less communication cost compared to baselines since FedGC can speed up the convergence.
On one hand, in Table 10, we are fixing the number of communication rounds between client and server, showing that our FedGC can brings 5.07% performnace improvement at the
negaligible cost (0.007%). On the other hand, we show in Table 11 that applied on SCAFFOLD, FedGC can contribute to better performance with less communication cost.

To further verify the efficiency of FedGC, we further show the following table, where we run baselines for 100 rounds and our FedGC for 98 rounds. From the table, we see that our FedGC
achieves the best performance with the lowest cost.

[Table R1. Comparisons on communication cost and accuracy]
Method  Cost Accuracy

FedAvg 215,777,600 61.25
SCAFFOLD 431,555,200 63.98

FedGC 214,534,048 74.26

Besides, we also compare the required number of rounds to achieve a target accuracy (60% here) among baselines. From the table, we see that our proposed FedGC requires the least
communication rounds to achieve the target accuracy. Specifically, compared to FedAvg, FedGC can save communication cost up to 63%.

[Table R2. Comparisons on the required number of rounds to achieve target accuracy]

Method Round
FedAvg 73
FedProx 62

SCAFFOLD 53

FedGC (ours) 27

W2: Evaluation on more various tasks is needed.

Q2: Do the authors consider further evaluation on other types of data such as text, table, and graph? Extensive and comprehensive evaluation will help demonstrate the superior
performance of FedGC.

Response: Thanks for the advice. We report our results on text modality in the following table, where we consider two datasets: Sentiment140 and Yahoo! Answers. From the table, we see
that for text modality, our proposed FedGC still achieves significantly better performance compared to the baseline.

[Table R3. Experiments on text data]
Method Sentiment140 Yahoo! Answers
FedAvg 66.76 49.79
FedGC 72.45 53.74

Overall, we hope that our responses can fully address your concerns and will be grateful for any feedback.
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~ Replying to Rebuttal by Authors
Thanks for Authors' Rebuttal

Official Comment| /' Reviewer K6B] & 08 Aug 2024, 19:30  ® Program Chairs, Senior Area Chairs, Area Chairs, Reviewers Submitted, Authors
Comment:

Thanks to the authors for their detailed responses! The above responses have addressed most of my concerns.
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