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Abstract

The remarkable progress in neural-network-driven visual data generation, especially
with neural rendering techniques like Neural Radiance Fields and 3D Gaussian
splatting, offers a powerful alternative to GANs and diffusion models. These meth-
ods can generate high-fidelity images and lifelike avatars, highlighting the need for
robust detection methods. However, the lack of any large dataset containing images
from neural rendering methods becomes a bottleneck for the detection of such
sophisticated fake images. To address this limitation, we introduce NeuroRendered-
Fake, a comprehensive benchmark for evaluating emerging fake image detection
methods. Our key contributions are threefold: (1) A large-scale dataset of fake
images synthesized using state-of-the-art neural rendering techniques, significantly
expanding the scope of fake image detection beyond generative models; (2) A
cross-domain evaluation protocol designed to assess the domain gap and common
artifacts between generative and neural rendering-based fake images; and (3) An
in-depth spectral energy analysis that reveals how frequency domain characteris-
tics influence the performance of fake image detectors. We train representative
detectors, based on spatial, spectral, and multimodal architectures, on fake images
generated by both generative and neural rendering models. We evaluate these
detectors on 15 groups of fake images synthesized by cutting-edge neural render-
ing models, generative models, and combined methods that can exhibit artifacts
from both domains. Additionally, we provide insightful findings through detailed
experiments on degraded fake image detection and the impact of spectral features,
aiming to advance research in this critical area.

1 Introduction

Images synthesized by generative models, such as Generative Adversarial Networks (GANs) 156, 157,
58] and Diffusion Models (DM) [59] 160} 61} 162], have raised significant ethical, privacy and security
related concerns in our society. As noted in [52], the recursive generation of data can lead to model
collapse during training, primarily due to contamination from the widespread availability of fake
images. To address such concerns emerging from the generative models, numerous neural synthetic
image detection models [1} 26, 31} 41} 25 42| [86] have been developed.

However, the advancement of neural rendering technologies such as Neural Radiance Fields (NeRF)
[9, 10, 2, 18, 11} 14, [17] and 3D Gaussian Splatting (3DGS) [7, 12, 20] offers a novel approach to
generating highly realistic imagery such as scenes and digital humans/avatars, by the acquisition
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of two-dimensional projections from lifelike three-dimensional spatial representations. There even
exist methodologies [6, 23] capable of directly editing the content within 3D representations. Un-
like generative models, neural rendering technologies produce more realistic synthetic images by
reconstructing scenes from actual images, thereby avoiding logical and semantic inconsistencies.
This process allows for subtle 3D modifications that, when projected to 2D, are nearly imperceptible.
Notably, current fake image detection systems have not addressed whether neural-rendered images
can also be identified as non-real. This limitation prompts the question of whether current fake
detectors possess sufficient generalization capabilities to detect neural-rendered images as fake.

Table 1: Comparative summary of related fake images dataset.

Image Synthesis Method
Benchmark Task Type generative model neural rendering combined real:fake releasing year

GAN DM NeRF 3DGS

DFFD [64] deepfake face v X X X X 58,703: 240,336 2020
ForgeryNet [65] deepfake face v X X X X 1,438,201: 1,457,861 2021
DeepArt [60] deepfake art X v X X X 64,479: 73,411 2023
CNNSpot [1] general v X X X X 362,000: 362,000 2020
CIFAKE [67] general X 4 X X X 60,000: 60,000 2023
UniFD [20] general X v X X X 1000: 8000 2023
GenlImage [68] general 4 4 X X X 1,331,167: 1,350,000 2023
Semi-Truth [84] partial fake X v X X X 27,600: 1,472,700 2024
WildFake [78] general v v X X X 1,013,446: 2,557,278 2024
ours general+digital avatar X 4 v v V! 512,972: 1,653,881 2025

!including GAN+NeRF, DM+NeRF, DM+3DGS for both generation and editing tasks

A major reason for this lack of evaluation is that the currently available benchmark datasets [64} 165,166,
1,167, 1261 168, 78] focus only on fake images synthesized by traditional generative models. To advance
research on the detection of neural-rendered images, we have collected a large-scale database, which
includes 296,504 images exclusively generated using a series of NeRF [9,[10, 2 18, [11] and 3DGS
[7, 2, [12] methods, 897,769 fake images by NeRF-based or 3DGS-based digital avatar synthesis
methods [19} 120, [79], along with 287,258 images produced by approaches [13} 14} [16} {17} 16l [23]]
that combine generative models and neural rendering techniques, therefore introducing combined
artifacts from both types of methods. Furthermore, to evaluate the cross-domain performance of
fake image detectors, we also include in our database frames generated by state-of-the-art (SOTA)
video generation models such as Sora [22], LivePortrait [77], and Runway [21], which demonstrate
exceptional capability in generating consistent 3D scenes. Our database is made publicly available
to encourage further research in this field. A comparative summary of our database and other
related or widely-used fake image detection datasets is presented in Table|l] The previously popular
databases listed in Table E] do not include neural-rendered fake images. In contrast, our dataset
offers a comprehensive collection of fake images generated by various types of neural rendering
methods, including those combined techniques that integrate artifacts from both neural rendering
and generative models. Notably, generating 3D scenes and projecting them onto a 2D view plane is
computationally expensive and must be built from scratch. In this regard, the generation cost of our
database, measured in GPU hours, is approximately three times higher than that of WildFake [[78]].

Additionally, we are interested in investigating whether fake images generated by neural rendering
and generative models share common visual artifacts or exhibit domain-specific characteristics.
Specifically, it remains unclear how well detectors trained exclusively on images generated by
traditional generative models perform when tested on neural-rendered images—and vice versa. To
address this issue, we provide a comprehensive evaluation protocol to assess the existence and extent
of such domain gaps.

Furthermore, we introduce a multimodal architecture that leverages information from both the spatial
and spectral domains, achieving superior performance compared to the current SOTA multimodal
detector [42]] on the test set of neural-rendered fake images. Our design involves pre-training the
spatial and spectral branches independently, followed by a dynamic fusion mechanism for feature
consolidation. The separate design of the spatial and spectral branches facilitates a clear assessment
of the relative importance of features extracted from each domain.

In summary, the main contributions are: 1) A Large Dataset of Neural-rendered Fake Images:
Using NeRF- and 3DGS-based neural rendering techniques, we generate a variety of realistic 3D scene
representations and render 2D fake images from various angles of view. Additionally, we synthesize
fake images containing combined artifacts by integrating generative models with neural rendering
technologies. In contrast to existing databases that focus exclusively on fake images from generative



models like GAN and DM, our diverse collection expands the scope of fake image detection, being the
first in its inclusion of images derived from neural rendering-based synthesized/edited 3D scenes. 2)
Comprehensive Cross-Domain Evaluations: We conduct evaluations using representative detectors
across multiple domains. Each detector is trained separately on fake images synthesized by generative
models and those produced by neural rendering methods, and then tested on a wide range of fake
image types. We establish a cross-domain evaluation protocol to identify both the common artifacts
shared between generative and neural rendering models, as well as their domain-specific differences.
3) Analysis of Spectral Energy Distribution: We analyze the contributions of spatial and spectral
features to the final predictions in multimodal fake image detectors. Through an in-depth analysis
of the spectral energy distributions of real and fake images, we uncover the relationship between
frequency domain discrepancies and the inherent bias exhibited by multimodal detectors for the fake
image detection.

2 Related Works

Realistic 3D Scene Generation: NeRF methods are developed to implicitly learn the 3D represen-
tation of specific scenes, which can be reconstructed from a series of input images [9, 10} [8, [11]] or
from a prompt such as a textual description [16] or a single-view image [69]]. A potential malicious
application involves integrating NeRF with editing techniques to alter the representation of 3D scenes
using textual instructions [6,[36]], images [[13| [14]], or both [35]. Additionally, NeRF-based methods
are used for generating realistic digital humans (avatars), such as speech-to-video talking heads
[27, 28}, (18l [19,[79]] and body synthesis [37}69].

The 3DGS methods [7, [12] enable the learning of explicit 3D representations of scenes, which
can be seamlessly integrated into existing rendering pipelines. Conditional editing techniques,
such as Instruct-GS2GS [23]], have been developed to modify 3DGS scenes. Avatar synthesis
methods [29, 20} [79] based on 3DGS have also been proposed. Moreover, 3DGS can be combined
with diffusion models to generate 3D scenes from scratch, as exemplified by GSGEN [17] and
DreamGaussian [30]. Specifically, when neural rendering methods are integrated with generative
models, such as approaches [13} (16} [14} [17} |6l 23], artifacts from both components can appear in the
synthesized images.

Fake Image Detection: To detect images generated by generative models, traditional detectors
based on the spatial domain [1} 33} 34, [711 [72} [70| 82} [80, 83]] and those based on the spectral
domain [25 140,41}, [75, [74] are trained on real and fake images to identify the latent fingerprints of
GANSs and Deepfakes. Methods that require learning [32} 49, 50], and a learning-free method [47]],
exploit inherent properties of DM architecture for detecting DM-generated fakes. Several approaches
(4514811431 126/ 1311142, 144]] are effective in identifying both GAN- and DM-generated images. Methods
[45] 48] enhance detection through an attention mechanism in the spectral domain. [44] utilizes
captions from real images to generate fakes and then trains an SVM using deep features from both
real and generated fakes. NPR [43]] develops an operator to reveal neighboring pixel relationships
within the spatial domain for improved detection. Ojha et al. [26] introduce a large vision model with
a fixed backbone to improve generalization, while [42, 31] fine-tune the backbone of large vision
models like LoRA [63] to enhance representation while maintaining generalization. FatFormer [42]
further integrates frequency and language cues to improve cross-domain generalization, while [85]]
introduces a semantic-guided module to detect diffusion-generated hyper-realistic videos.

3 Introduction to New Dataset and Organization

Based on the aforementioned discussion, we primarily classify neural-rendered fake images into
three categories: (1) fake images generated exclusively by neural rendering methods, (2) fake images
containing combined artifacts from both neural rendering techniques and generative models, and (3)
a popular research topic—digital avatars generated using neural rendering methods. Additionally,
to evaluate detectors trained on fake images with neural-rendered artifacts but tested on currently
popular generative models, we also collect a large number of fake images produced by video synthesis
methods. The development of this new database (Table[I) is detailed in the following section and is
made publicly accessible via [87] to advance much-needed research in this area.

Exclusive Neural Rendered Images: We have acquired 139 groups of consecutive 2D images,
each accompanied by the corresponding camera poses details. The information of those images are



Table 2: The details of generated scenes and the corresponding 2D images of exclusive neural
rendered images. Numbers before and after / denote the number of generated 3D scenes and rendered
2D images, respectively. Only 3D scenes that are successfully reconstructed are used.

Sources of 1[9] 11 [10] 1T 2] v VL] VI[7) VII 2] VIII [12]
the Scenes real i-ngp tensorf nerfacto seaThru pynerf 3dgs splatfacto C3dgs
A blender 8/800 8/800 8/800 6/600 8/800 8/800 X 2/200 X

B D-NeRF 8/1,100 7/1,000 8/1,100 5/550 8/1,100 8/1,100 X X X

C eyeful-T [2] 11/28,572 11/28,572 8/25,107 11/28,572 8/15,465 5/10,668 X 719,654 X

D mill19 2] 2/3,618 2/3,618 2/3,618 2/3,618 2/3,618 2/3,618 X 2/3,618 X

E nerfosr [2] 9/4,703 9/4,426 7/3,634 9/4,426 X X X 7/3,634 X

F nerfstudio 17/6,321 17/6,321 176,321 176,321 176,321 11/4,605 X 176,321 X

G phototour [2] 10/17,741 X X 10/17,741 X X X 8/10,785 8/10,785
H record3d [2] 1/300 17300 1/300 1/300 1/300 1/300 X 1/300 X

I sdfStudio 34/4,771 34/4,771 34/4,771 34/4,771 32/4,172 31/3,871 X 34/4,771 X

J sitcoms3d 10/1,451 X 10/1,451 X X X X 10/1,451 X

K mip360 [3] 9/1,940 9/1,940 8/1,755 9/1,940 9/1,940 8/1,755 9/1,940 9/1,940 9/1,940
L 1ff [4] 8/305 71250 2/45 8/305 4/105 5/146 8/305 8/305 8/305
M head 4/353 4/353 1/65 4/353 2/160 1/65 3/288 4/353 3/288
N inria [7] 4/1,040 2/488 2/488 2/488 2/488 2/488 4/1,040 2/488 4/1,040
O underwater 4/88 4/88 120 4/88 4/88 2/41 4/88 4/88 4/88

sum scenes/images  139/73,103  115/52,927  109/49,475  122/70,073  97/34,557  84/27,457 28/3,661  115/43,908  36/14,446
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Figure 1: Samples of fake images in our dataset generated by exclusive neural rendering methods.

organized in Table[2] These camera poses were either recorded during the photo capture process or
calibrated using structure-from-motion techniques. To generate fake images, we employed a variety of
methods capable of producing realistic 3D representations from the aforementioned data. Specifically,
we utilized different NeRF-based and 3DGS-based methods, labeled from I to VIII, to generate
3D scene representations. Once the 3D scenes are reconstructed, they are projected back to 2D
images using the same projection parameters as those estimated from the original 2D photos. These
rendered 2D images are also considered fake in this paper, as they inherently contain renderer-specific
imprints that distinguish them from real images. In experiments, the original 2D photos used for
reconstruction are regarded as real images. Combined Artifacts: We collect six widely used methods
that generate combined fake artifacts through neural rendering and generative models. Pix2NeRF
and SketchFaceNeRF [14] are image-to-image generation methods that combine GANs with
NeRF. DreamFusion [16], a text-to-image method, integrates DM with NeRF, while GSGEN [17]
applies DM+3DGS. We also include i-N2N [6]] and i-GS2GS [23]], which are image-to-image editing
methods based on DM+NeRF and DM+3DGS, respectively. Neural Rendered Digital Avatar: We

Pix2Nerf sketchface dream- i-n2n i-gs2gs geneface++ splatting  gaussian-

fusion [[16] (el Avatar [20] Talker [[79]

Figure 2: Samples in our dataset of fake images beyond exclusive neural rendering methods.
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Figure 3: The averaged 2D magnitude of the spectrum and 1D spectral energy distribution of the real
and neural rendered fake images are provided.

generate speech-driven digital avatar of Geneface++ [18] and GaussianTalker [79] based on NeRF
and 3DGS, respectively, And we use splattingAvatar [20] for head/body synthesis based on 3DGS.
Realistic Video Generation: We collect the video frames from the currently popular realistic video
generation methods mainly based on diffusion models, such as Sora [22]], Liveportrait [77] and
Runway [21]].

In Fig. [I] we visualize fake image samples of the exclusive neural rendered images, and their
corresponding camera poses, all belonging to the same 3D scene. Similarly, images samples in
Fig. 2] present fake image samples from the database for the performance evaluation, which are
generated by a variety of synthesis methods, including editable NeRF, editable 3DGS, and combined
methods of NeRF/3DGS + GAN/DM, extending beyond exclusive neural rendering approaches. In
Fig.[3] we visualize samples of images belonging to the same scene, including both real images
and neural-rendered fakes. We also illustrate the differences between real and fake images in the
spatial domain, along with the averaged 2D magnitude of the spectrum and the 1D spectral energy
distribution for both real and neural-rendered fake images. The observed discrepancies in both the
spatial and spectral domains suggest the feasibility of detecting neural-rendered fake images. More
details of dataset construction are presented in the Sec. C of the Appendix.

4 Experimental Results and Analysis

4.1 Design of Multimodal Architecture for Detecting NeuroRenderedFake

In some of the SOTA methods, e.g. [42], which are based on a multimodal architecture, the
information extracted from the spatial and spectral domains is highly correlated, making it difficult
to analyze the individual contribution of each domain to the final prediction. To investigate the
respective contributions of the spatial and spectral domains, we propose a multimodal architecture
that includes separate spatial and spectral branches for extracting information from each domain.
These two branches remain independent until the final consolidation layer, and the contributions of the
spatial and spectral features to the final output are explicitly modeled through learnable weights. We
adopt a Transformer-based backbone comprising ViT-L14 blocks for the spatial branch and ViT-B16
blocks for the frequency branch, which we refer to as Fourier-Frequency-informed Transformer
(FFiT). AdaL.oRA [55]] blocks are incorporated into both the spatial and spectral branches to enable
dynamic fine-tuning of the pre-trained parameters. We first pre-train the two branches independently
on the training dataset. Subsequently, we fix the pre-trained weights and employ a Gated Multimodal
Unit (GMU) [51]], as defined in Eq. (T)), to perform information fusion.

wa:l(fanb)a wy = 1 — wg, fmm:wafa+wab ()

, where [(-) denotes the learnable hidden layers followed by a fully connected layer in the GMU
module, with its output being a scalar. f, and f;, represent the normalized features from the spatial
and spectral branches, respectively, while f,,,, denotes the multimodal feature. w, and w;, indicate
the weights assigned to the contributions from each branch.

During this fusion stage, only the parameters within the GMU block are updated. Both individual
branches and the overall multimodal architecture are evaluated in our experiments. Further details
regarding the architectural design and training procedures are provided in Sec. A of the Appendix.

4.2 Task 1: Cross-Domain Evaluation

During the training and evaluation of the detectors, we resize the images to 256 x 256 and subsequently
crop them to 224 x 224 pixels. For training the detectors, we utilize four distinct datasets (A, B, C, D),



each containing real images as well as fake images generated by GAN, DM, NeRF, and 3DGS,
respectively. These datasets are used to train different fake detectors in our experiments. The detailed
construction process of the datasets A, 5, C, D is provided in Sec. C of the Appendix.

Table 3: Evaluation dataset with number of real/fake

ours’ collection

other source

1.I ~ V (unseen NeRF) 3,726/13,942
3.Pix2NeRF [13] (GAN+NeRF) 70,000/96,000
5.DreamFusion [16] (DM+NeRF) 10,000/10,600
7.instruct-N2N [6] (DM+NeRF) 3,174/40,559
9.GeneFace++ [19] (Avatar NeRF) 88,737/452,653

neural rendering

11.GaussianTalker [79] (Avatar 3DGS) 94,810/411,401

2.VI ~ VIII (unseen 3DGS) 3,726/10,496
4.SketchFaceNeRF [14] (GAN+NeRF) 70,000/90,000
6.GSGEN [17] (DM+3DGS) 10,000/9,540
8.instruct-GS2GS [23] (DM+3DGS) 3,174/40,559
10.SplattingAvatar [20] (Avatar 3DGS) 33,728/33,715

generative model
12.Sora [22]
(DM video) 60,000/60,531
13.Liveportrait [77]
(DM avatar)59,260/88,466
14. Runway [21]
(DM video)23,334/23,353

generative model
15.MM-Det [BT]
(3 methods)
28,770/28,000
16.GenImage [68]
(8 methods)
50,000/50,000

Table 4: Comparative performances on detecting neural rendered fake images. (in %)

group

Average Precision
1 2 3 4 5 6 7 8 9 10 11 ave

AUROC
1 2 3 4 5 6 7 8 9 10 11  ave

CNN-
Spot
Jul}

A

Zvam

83.20 76.19 89.75 95.66 67.04 56.14 98.11 98.73 90.06 68.33 90.67 83.08
88.03 75.21 88.49 97.29 84.20 93.21 98.05 98.49 85.12 49.08 78.00 85.02

/ 87.06 72.89 80.47 70.36 82.55 99.97 99.79 85.84 84.62 84.84 84.83
94.31 / 92.80 65.68 61.84 96.44 99.36 99.95 77.56 73.96 75.09 83.70
88.51 79.49 85.98 84.77 70.86 82.08 98.87 99.24 84.64 68.99 82.15

56.02 52.16 91.47 95.04 69.66 64.34 78.60 84.76 65.18 74.25 71.17 72.97
66.04 52.75 88.39 96.94 86.78 94.68 81.07 85.27 55.53 43.59 46.49 72.50

/ 66.67 73.15 79.92 64.83 79.33 99.65 97.61 53.83 92.05 55.40 76.24
80.77 /  92.53 64.92 59.24 94.46 92.74 99.46 41.99 84.99 41.52 75.26
67.61 57.19 86.38 84.20 70.12 83.20 88.01 91.77 54.13 73.72 53.65

UniFD
126]

[SASEVRN

o
=
@

93.82 77.02 92.78 92.46 61.63 73.15 96.09 97.72 86.65 61.19 87.25 83.61
94.19 88.26 76.57 99.31 93.66 93.07 99.39 99.79 89.60 71.77 89.57 90.47
/ 83.6575.23 82.14 76.50 66.72 99.89 99.91 89.25 72.55 88.30 83.41
95.67 / 92.09 86.97 73.83 62.63 99.82 99.97 88.57 83.61 87.98 87.11
94.56 82.97 84.16 90.22 76.40 73.89 98.79 99.34 88.51 72.28 88.28

80.56 55.90 91.39 91.44 61.55 77.40 72.49 84.41 58.79 57.79 62.36 72.19
82.21 73.77 67.68 99.03 92.94 93.55 94.00 97.97 63.47 70.60 67.21 82.04

/ 65.56 71.17 81.80 71.98 73.78 98.83 99.02 59.60 70.60 61.49 75.38
86.02 / 90.08 85.73 71.04 67.37 97.92 99.72 63.09 82.91 67.76 81.16
82.93 65.07 80.08 89.50 74.37 78.02 90.81 95.28 61.24 70.47 64.71

spatial- based

MoeFD
131

[SASEVRN

=
=
@

86.08 82.50 91.43 98.72 73.71 85.68 96.32 99.78 87.13 60.42 89.84 86.51
87.93 85.03 88.65 99.85 98.94 94.94 98.22 99.26 90.56 65.32 85.62 90.39
/ 87.3291.20 88.96 82.23 78.09 96.77 99.82 90.98 67.69 89.66 87.27
89.68 / 90.13 90.46 78.20 88.69 98.13 99.49 89.75 71.25 90.23 88.60
87.89 84.95 90.35 94.49 83.27 86.85 97.36 99.58 89.60 66.17 88.84

60.41 63.85 90.86 98.42 74.50 86.10 64.49 97.36 66.37 60.16 68.29 75.53
65.73 69.70 88.80 99.80 98.82 95.05 81.87 91.62 64.18 63.93 65.74 80.48
/7494 90.66 89.34 82.87 78.76 68.28 97.86 67.41 65.77 69.48 78.54
70.94 / 89.86 90.63 78.94 89.01 80.97 94.11 65.09 68.62 71.51 79.97
65.69 69.49 90.04 94.54 83.78 87.23 73.90 95.23 65.76 64.62 68.76

RINE
1801

SRRV RN

s
=z
a

92.58 92.30 90.44 95.83 98.97 97.36 99.02 98.36 89.62 62.29 88.21 91.36
91.67 90.56 87.20 96.89 99.05 98.74 97.52 99.14 92.01 69.13 86.04 91.63

/- 91.20 90.84 95.60 98.47 97.65 99.24 98.63 90.82 60.41 89.15 91.20
94.23 /  91.10 98.52 98.28 97.57 99.18 99.25 91.86 70.48 92.64 93.31
92.83 91.35 89.90 96.71 98.69 97.83 98.74 98.85 91.08 65.58 89.01

87.13 87.56 86.90 92.72 94.66 92.91 97.88 97.59 69.50 61.59 67.16 85.05
88.50 86.92 85.41 93.49 97.06 94.64 96.13 98.95 61.34 68.38 65.88 85.15

/ 87.78 87.57 93.84 95.66 93.96 98.61 98.53 65.67 62.85 70.40 85.49
83.74 / 89.17 98.60 95.44 98.54 98.98 97.67 62.97 83.22 75.27 88.36
86.46 87.42 87.26 94.66 95.71 95.01 97.90 98.19 64.87 69.01 69.58

RGB
branch
(ours)

[SASEV RS

8
=
e

93.38 92.02 78.57 91.25 98.95 98.12 97.76 97.98 91.84 49.43 92.29 89.24
87.67 83.77 90.95 98.51 99.54 99.14 98.35 99.81 91.83 59.04 91.01 90.87
/- 99.25 86.01 94.57 99.33 98.16 99.83 99.87 92.62 53.31 92.75 91.57
99.45 /9299 99.76 99.94 99.62 99.98 99.99 94.42 77.88 95.21 95.92
93.50 91.68 87.13 96.02 99.44 98.76 98.98 99.41 92.67 59.92 92.82

85.38 85.15 76.32 93.47 99.20 98.52 83.25 83.53 70.42 54.81 76.76 82.44
68.88 68.17 89.52 98.37 99.60 99.27 84.12 97.76 68.96 57.85 71.16 82.15
/ 98.79 84.82 95.95 99.49 98.62 98.70 98.99 72.97 58.71 77.48 88.45
98.05 / 90.76 99.71 99.94 99.68 99.84 99.96 77.28 76.06 83.00 92.43
84.10 84.04 85.36 96.88 99.56 99.02 91.48 95.06 72.40 61.86 77.10

Freg-
spec
1231

[SASEVRS

S
=
e

81.83 74.59 94.94 79.52 79.19 77.15 96.64 97.69 86.20 67.29 86.00 83.73
83.15 76.44 84.47 79.26 80.74 76.85 96.58 96.88 87.10 70.78 82.05 83.12

/ 87.48 97.07 90.64 59.34 92.39 99.06 99.05 87.20 64.83 85.59 86.29
96.60 / 89.56 81.52 54.01 90.47 99.71 99.68 88.12 86.79 91.37 87.79
87.19 79.50 91.51 82.73 68.32 84.22 98.00 98.33 87.16 72.42 86.25

53.15 49.77 96.87 81.84 82.70 84.86 70.39 78.00 61.87 68.45 66.02 72.17
58.51 54.48 87.94 80.60 81.49 85.83 71.68 73.74 59.67 74.74 55.72 71.30

/7042 96.18 84.73 46.72 94.21 93.10 93.33 59.44 76.46 58.07 77.28
89.70 / 91.27 68.74 65.54 93.68 97.17 96.86 61.53 86.37 72.92 82.42
67.12 58.22 93.06 78.98 69.11 89.64 83.08 85.48 60.63 76.51 63.18

spectral- based

FFIT
(ours)

SRRV RS

5
=z
e

89.55 82.41 99.96 96.19 97.75 97.19 97.78 98.08 89.98 81.10 88.42 92.58
97.67 90.98 95.54 98.73 90.30 93.95 99.00 99.12 91.67 55.15 89.67 91.07

/ 82.66 97.90 99.91 78.53 72.24 97.67 97.59 89.99 75.82 84.52 87.68
9275 /  99.11 94.38 64.26 96.77 99.47 99.66 84.24 96.48 81.02 90.81
93.32 85.35 98.13 97.30 82.71 90.04 98.48 98.61 88.97 77.14 85.91

69.86 62.46 99.95 95.17 97.67 97.98 78.67 81.82 64.03 81.76 64.03 81.22
92.30 80.30 92.94 98.94 90.04 95.21 88.95 90.53 71.96 50.42 70.06 83.79

/ 64.04 98.06 99.87 78.51 79.04 81.11 80.52 64.99 73.27 55.26 77.47
79.06 / 98.8492.77 54.91 95.81 94.62 96.95 51.39 96.76 48.79 80.99
80.41 68.93 97.45 96.69 80.28 92.01 85.84 87.46 63.09 75.55 59.54

Fat-
Former
142]

[SASEV RS

s
=
e

95.76 94.93 99.37 99.65 99.35 99.08 99.38 99.50 91.38 80.16 92.21 95.52
93.28 87.40 99.70 99.99 99.83 99.87 98.85 99.92 92.45 76.35 91.68 94.48
/- 94.2599.88 99.99 98.87 97.36 99.86 99.90 91.69 82.72 91.97 95.65
96.16  /  99.76 99.78 98.32 99.74 99.89 99.66 92.30 97.44 91.40 97.45
95.07 92.47 99.68 99.85 99.09 99.01 99.50 99.75 91.96 84.17 91.82

86.89 87.93 99.30 99.55 99.40 99.23 93.22 94.54 72.43 82.07 74.76 89.94
81.56 75.09 99.60 99.99 99.84 99.89 88.35 99.02 72.65 75.13 72.50 87.60

/8559 99.85 99.99 98.43 97.30 98.32 98.93 71.47 83.13 70.54 90.36
86.90 / 99.66 99.70 97.66 99.72 98.56 96.30 70.95 97.59 72.39 91.94
85.12 82.87 99.60 99.81 98.83 99.04 94.61 97.20 71.87 84.48 72.55

multimodal

Ours

SRRV RS

s

ve

97.56 96.21 99.15 99.86 99.79 99.56 99.68 99.83 92.91 83.38 93.43 96.49
91.82 87.86 99.78 99.99 99.96 99.98 98.99 99.93 92.70 73.15 92.52 94.24
/- 93.79 99.75 99.99 99.27 98.40 99.76 99.83 92.83 84.71 91.64 96.00
97.98 / 99.8999.91 97.03 99.94 99.92 99.97 91.56 99.18 91.83 97.72
95.79 92.62 99.64 99.94 99.01 99.47 99.59 99.89 92.50 85.11 92.36

91.76 90.67 99.08 99.82 99.80 99.62 96.28 98.00 72.19 84.89 77.31 91.77
77.52 76.09 99.70 99.99 99.96 99.98 89.73 99.21 72.41 71.83 74.56 87.36

/ 84.49 99.69 99.99 98.98 98.39 97.33 98.18 72.96 84.94 71.86 90.68
9296 / 99.84 99.88 95.59 99.94 99.10 99.74 69.09 99.09 73.52 92.88
87.41 83.75 99.58 99.92 98.58 99.48 95.61 98.78 71.66 85.19 74.31

Cross-domain Evaluation on Neural Rendered Fake Images: In Table[3] we list the groups of
testing dataset for evaluating the detectors’ performance, and the group numbers range from 1 to
11 are all fake images generated by neural rendering methods. In Table[d] the cross-domain testing
performance for different detectors trained on groups A, B, C, and D and tested on groups 1 to
11 is provided. During re-implentation of the baseline detectors, we follow the same parameter
setting for the baseline detectors as mentioned in their papers. The performance evaluated on group
1 ~ 11 from the proposed method is compared with re-implemented detectors [1} 26l 311 [80] for
the spatial domain only, and with the re-implemented detector [25]] for the spectral domain only.
The multimodal backbone is compared with FatFormer [42] by re-implementing the spatial-spectral
multimodal branch of [42] while removing the language-based branch for fair comparison. This
adjustment not only streamlines the comparison but also mitigates discrepancies in the text-guided
interaction [42] module during evaluation, given the partial and low-level scenes prevalent in the
NeRF/3DGS-generated images of the testing dataset, unlike the uniform rich contexts of GAN/DM
outputs used for testing in [42].

For a rigorous cross-domain evaluation, the performance metrics of detectors that are both trained
and tested on images generated by the same method, such as those synthesized by NeRF and tested
on NeRF (group C — 1) or synthesized by 3DGS and tested on 3DGS (group D — 2), are not included



in the Table[d] These cases are considered within-domain evaluations and do not align with the cross-
domain assessment objectives. Instead, the findings from these within-domain tests are described in
the cross-time evaluation in the Section4.3] adhering to a separate evaluation protocol.

The table also includes the average AP and average AUROC for each of the four training groups
on the 11 testing groups, as well as the average AP and average AUROC for each of the 11 testing
groups on the four training groups. From Table[] it can be concluded that the method performs well
when our developed spatial and spectral branches operate independently. Additionally, the design of
the multimodal backbone demonstrates superior performance in detecting fake images generated by
different methods across testing groups 1 to 11, compared to other SOTA fake detectors in the spatial
domain, spectral domain, and multimodal domain.

Cross-domain Evaluation on Fake Image Dataset of Generative Models: To comprehensively
assess the discrepancy between artifacts left by generative models and neural rendering models, we
evaluated the performance of various detectors trained on groups .4, 3, C, and D against fake images
produced by advanced generative models, as shown in Table [5] with the AUROC values provided.
From Table[5] it is evident that detectors pretrained on neural rendered fake images (groups C and
D) are capable of detecting fake images generated by advanced generative models; however, their
performance does not consistently surpass those pretrained on groups A and B. Notably, our analysis
reveals that the best detection performance, indicated by the highest AUROC value, is achieved by our
multimodal detector trained on group D. This suggests that the fake images generated by 3DGS have
a small domain gap with the testing datasets of generative models listed in Table[5] From the results
obtained using the spectral-based detector, it is observed that its performance is poor in detecting fake
images generated by advanced generative models. This negatively impacts the judgment of the spatial
domain when combined into a multimodal detector. Specifically, several groups of performance of
our multimodal detector falls between that of the detector using our RGB branch alone and the FFiT
branch alone. This indicates that the addition of the spectral-based detector does not consistently
improve detection performance and can sometimes degrade overall results when used in conjunction
with spatial domain detectors. Furthermore, the Runway dataset [21] poses a significant challenge for
fake detection tasks, as none of the detectors achieved satisfactory results on this dataset.

Table 5: Generalization results on fake image dataset of traditional generative models evaluated by
AUROC metric in %

video (ours) 15. video of MM-Det [81] 16. GenImage [68] fake dataset of generative models Total

Method 12, 13 live- ) 14.  open- video-  zero- )\ Big- o0 Mi.d- Stable Diffusion VQDM  wukong average
sora  portrait runway sora crafter  scope GAN Journey V4 Vs

CNNSpot [I] A 39.21 6894 5574 63.93 7935 77.54  72.03 90.78 92.78 45.86 72.72 73.11 7235 7200 @ 69.74
CNNSpot [1] B 60.62 5838  48.06 54.89 64.00 67.71 71.60 99.00 7843 36.64 59.87  59.65 93.84 5532  64.86
CNNSpot [I] C 68.19 4992  59.65 66.24 51.97 7522 7464 81.57 7246 66.18 72.14 7227 66.97 5444  66.56
CNNSpot [1] D 5547 4937 51.01 59.03 4291 63.63 7879 7524 79.92 6695 6570 65.58 63.62  58.01 62.52
UniFD [26] A 37.01 5491 57.11  77.13  68.64 75.41 70.71 88.32 80.71 4881 61.70 62.00 78.25 6139  65.86
UniFD [26] B 4321 5485 4893 64.09 65.95 8645  86.62 9897 91.66 5028 6587 66.25 9390  67.60  70.33
UniFD [26] C 7238 6350  53.84 5339 5883 7090  78.07 91.84 87.39 5451 7884 78.88 85.03  74.03 71.53
UniFD [26] D 8289 4382 5141 70.09 66.11 7032 79.99 87.83 9146 6148 81.65 8224 7837  76.10  73.13
RINE [80] A 79.83 69.76  59.61 70.65 8539 79.33 7020 96.34 94.82 56.52 80.10 7837 9542  90.59  79.07
RINE [80] B 8592 66.64  57.07 84.32 73.46 98.81 95.23 99.11 98.86 53.50 96.34 9585 97.54  93.83 86.46
RINE [80] C 8346 6594 5571 81.80 77.42 75.17  78.74 9339 8223 5585 8136 8246 83.74  70.60  76.28
RINE [80] D 80.57 7122  61.16 7279 80.98 7695 8342 9790 95.50 65.64 87.92 8138 86.43  75.81 79.83
RGB (ours) A 62.18  65.52 6722 76.64 93.80 9226 9593 99.96 99.09 6746 9648 9587 99.91 95.74  86.29
RGB (ours) B 56.05 7154  62.66 87.17 97.71 99.25 9643 99.99 99.85 52.69 96.41 9585 99.98  97.08  86.62
RGB (ours) C 54.88  67.92 59.93 8159 95.06 96.49  96.16 99.98 9945 62.86 96.53  96.00 99.96  96.13 85.92
RGB (ours) D 5742 7521 63.66 85.86 98.01 9828  96.58 99.99 99.85 6230 97.34 96.92 99.93  96.64  87.71
FreqSpec [25] A 4727 5726  50.71 5455 76.53 75.88  49.66 9580 81.56 4825 60.85 60.08 5339 6457  62.60
FreqSpec [25] B 59.35 6255 50.55 59.72 6228 61.78  56.61 98.94 72.15 46.66 57.50 57.02 62.67 5156 6138
FreqSpec [25] C 7326 5400 5336 71.77 5298 71.17  60.10 9227 87.60 7448 8207 81.92 68.30 6591 70.66
FreqSpec [25] D 7029 5329 5593 67.98 49.63 64.82 5546 9639 9247 7596 83.64 8383 63.08 6896  70.12
FFiT (ours) A 67.64 5770  56.18 63.55 83.20 79.15 4284 9505 86.09 6346 73.16 72.02 5426  67.10  68.67
FFiT (ours) B 8497 6691 4477 6215 64.69 6648  51.54 9890 8046 5859 7933 77175 7132 7160  69.96
FFiT (ours) C 8731 6044 5720 7095 71.95 6273 6423 56.59 59.03 49.14 69.58 68.69 61.91 66.03 64.70
FFiT (ours) D 80.78  52.33 5721 7122 71.01 7597  71.05 7745 7895 5193 7454 73.61 64.61 6796  69.19

FatFormer [42] A 82.08 65.88 5825 7211 75.76 86.87 7830 95.13 9423 5819 8590 82.34 95.77 86.93 79.84
FatFormer [42] B 87.01 6835 59.57 89.81 95.12 98.61 9524 99.70 99.36 5495 93.24 91.49 98.64 95.41 87.61
FatFormer [42] C 88.25  70.14 54.09 76.75 80.33 73.85 85.20 90.32 88.61 56.81 80.84 79.30 81.90 69.54 76.85
FatFormer [42] D 83.77  65.57 58.13  80.85 85.56 79.21 88.68 98.54 93.57 57.81 8290 81.39 85.72 82.40 80.29
multimodal (Ours) A 7442 64.13 60.59 65.10 89.54 91.23 72.52 9943 96.10 6128 88.33 8749 96.44 88.57 81.08
multimodal (Ours) B 90.71  70.03 60.48 88.46 97.04 99.03 94.44 9999 99.82 56.58 97.25 96.71 99.90 97.33 89.13
multimodal (Ours) C 85.95  68.59 58.01 74.68 82.12 77.60 79.60 92.83 85.54 51.81 81.63 80.70 84.98 79.60 77.40
multimodal (Ours) D 84.36  69.02 5947 7692 84.88 89.83 84.74 97.75 9575 51.79 8587 85.11 89.14 81.93 81.18

4.3 Task 2: Cross-time Evaluation on the NeuroRenderedFake Dataset

[24] organized the fake images generated by various diffusion models based on the release dates of
their respective generation methods. It was observed that fake detectors trained on earlier-released



images show a decline in performance when tested on datasets composed of later-released images.
Conversely, detectors trained on later-released fake images perform well on testing datasets containing
earlier-released fake images. This finding highlights a trend: as generative model technologies evolve,
the artifacts within fake images become progressively more challenging to identify. Inspired by this
observation, we similarly organized neural-rendered fake images according to the release dates of
their corresponding neural rendering techniques.

In Fig. ] we visualize the cross-time performance of NeRF-based methods in the first row and
3DGS-based methods in the second row. The method names along the x-axis indicate that the detector
is trained using all available images in the training dataset that are synthesized by neural rendering
methods released no later than the corresponding method name. The x-axis is sorted chronologically
by release date. The y-axis lists the fake image generation methods used in the test dataset. For
instance, in the figure located at the first row and first column, the value in the upper right corner
indicates that when the detector [1]] is trained on real images and fake images generated by methods
released before PyNeRF (i.e., i-ngp, tensorF, nerfacto, and SeaThru) as well as PyNeRF itself, and
then tested on the PyNeRF test dataset, the AP is 96.63.

Unlike what was found for diffusion models, our cross-time evaluation of neural rendered fake images
does not reveal an evident trend similar to that observed in the study of generative models as discussed
in [24]). Further details on the organization of the cross-time training protocol are available in Sec. C
of the Appendix.
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Figure 4: Comparative performances of cross-time fake detection tasks on NeRF and 3DGS data.
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4.4 Task 3: Degraded NeuroRenderedFake Images Detection

The degradation of fake images produced by generative models has been shown to reduce the
effectiveness of fake detection tasks. In this section, we explore how introducing quality degradation
to neural rendered fake images impacts detection performance, focusing specifically on the effects
of noise. To achieve this, we applied JPEG compression with the quality ratio of 60 and introduced
Gaussian blurring with a kernel size of 5. The experimental results evaluated by AUROC are
presented in Fig. |5|for testing groups from 1 to 11. Our findings indicate that the degraded quality
of neural-rendered fake images negatively affects detection performance. JPEG compression and
Gaussian blurring present significant challenges for fake detection tasks, particularly for popular
detectors that rely on spectral domain artifacts [74]]. This indicates that the block-wise artifacts of
JPEG compression and the smoothing effects of Gaussian blurring can pose as challenging noise in
the successful detection of neural-rendered fake images.

4.5 Assessment of Relative Contribution from Spatial and Spectral domain.

Since the contributions from the spatial and spectral domains are explicitly modeled in our designed
multimodal architecture through the weights w, and w, with the constraint w, + w, = 1, we
investigate the distribution of w,, which represents the contribution from the spectral domain to the
final prediction. We aim to determine the following: Is there a relationship between the w; values
and whether the input image is real or fake? Do the w, values correlate with the training dataset?
Does the distribution of w;, vary across different testing datasets?
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Figure 5: Comparative performances of degraded neural-rendered fake image detection (in %).

In Table[6] we provide the average values of wj, for both real and fake images during inference, for
detectors trained on each dataset A, B, C, and D, and tested across groups 1 to 11.

Our observations reveal that when the training dataset is fixed and the detector is applied to the
same testing dataset, the contribution from the spectral domain, as indicated by wy, consistently
differs between real and fake images if the detector is trained on fake images produced by generative
models (i.e., A and B). Conversely, when our multimodal detector is trained on neural-rendered fake
images (i.e., C and D), there is no significant difference in w, values between real and fake images.
Specifically, for the detector trained on GAN-generated fake images (A), there is a prominent bias
towards the spectral domain. This phenomenon likely arises because the discrepancy in spectral
energy between real and fake images generated by GANSs is more pronounced compared to those
produced by diffusion models and neural rendering models (as detailed in the Appendix), leading the
multimodal detector to place greater emphasis on the spectral branch during training. Furthermore,
for testing groups 9 and 11, where the discrepancy in 1D spectral energy between real and fake
images is minimal (details provided in the Appendix), the multimodal detector assigns relatively low
weights wy, for incorporating information from the spectral domain. This indicates that the feature
fusion module dynamically reduces its dependence on the spectral domain during inference when the
discrepancy in energy distribution between real and fake images becomes difficult to distinguish.

Table 6: The average value of wy, for fake images.

1 2 3 4 5 6 7 8 9 10 11
A 0.622 0.623 0.598 0.598 0.592 0.593 0.617 0.614 0.591 0.623 0.580
real B 0.540 0.541 0.518 0.519 0.523 0.524 0.536 0.539 0.505 0.567 0.510
C 0.589 0.590 0.578 0.579 0.557 0.556 0.589 0.587 0.520 0.568 0.516
D 0.606 0.607 0.552 0.553 0.521 0.520 0.606 0.604 0.483 0.617 0.478
A 0.635 0.636 0.668 0.684 0.670 0.698 0.646 0.644 0.606 0.627 0.613
fake B 0.557 0.572 0.613 0.655 0.607 0.626 0.584 0.616 0.506 0.530 0.496
C 0.590 0.615 0.591 0.557 0.565 0.586 0.585 0.586 0.518 0.519 0.521
D 0.600 0.638 0.528 0.590 0.573 0.462 0.581 0.592 0.480 0.510 0.482

5 Conclusions and Future Work

This paper introduces NeuroRenderedFake, a benchmark dataset specifically designed for detecting
fake images generated by neural rendering methods and their derivatives. NeuroRenderedFake serves
as a million-scale benchmark, addressing the critical shortage of neural rendered fake image datasets
for evaluating fake detection methods. We propose cross-domain evaluation tasks for currently
popular fake synthesis approaches, in which detectors are trained using fake images with artifacts
from generative models and tested on those with artifacts from neural rendering models, and vice
versa. This setup enables us to quantify the domain gap between fake images generated by generative
models and neural rendering methods. Furthermore, the proposed multimodal architecture achieves
SOTA performance, demonstrating that neural-rendered fake images can be effectively distinguished
and facilitating further analysis of fake detection tasks on the NeuroRenderedFake dataset. An
investigation into the contribution of the spectral domain is also provided, offering insights into
how multimodal detectors combining spatial and spectral domain features achieve robustness under
specific conditions.
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SUPPLEMENTARY MATERIAL

By leveraging neural rendering technologies based on NeRF and 3DGS, we create a wide array of
realistic 3D scene representations and generate a multitude of synthesized 2D images from different
perspectives. Moreover, through the combination of generative models with these advanced neural
rendering methods, we generate highly sophisticated but fake images that incorporate combined
artifacts. Unlike other existing datasets that largely focus on fake images generated by traditional
generative models such as GANs or diffusion models, our NeuroRenderedFake dataset significantly
extends the boundaries of a much-needed dataset for sophisticated fake image detection. This
benchmark consists of over 2 million images, i.e., 512,972 authentic images and 1,653,881 highly
sophisticated fake images. Therefore, it can serve as the largest collection of diverse images generated
through advanced synthesis and neural rendering techniques.

This work is expected to have a significant positive societal impact, particularly benefiting the forensic
community and media outlets. Our method can enhance the accurate and timely identification of
real-look-like but fake images that are often found in our mailboxes or social media platforms. The
development of accurate techniques to detect these images is crucial for addressing concerns related
to security, privacy, and preserving harmony within our community. Importantly, the dataset created
in this study does not involve human subjects or their personal data. It was synthesized using publicly
accessible sources, which are clearly documented and shared alongside the dataset. Additionally, our
synthesized videos and corresponding audio are also generated from publicly available content and
are clearly labeled as synthesized (fake). Consequently, there is no risk associated with the release of
our datasets, as comprehensive safeguards have been implemented to prevent any potential misuse.

Our supplementary material is organized as follows: In Section A, we provide details of the developed
multimodal architecture, including its design and training specifications. In Section B, we present
an analysis of spectral domain imprints, which serves as a supplement to Section 4.5 of the main
text. Section C describes the detailed training and testing protocols, as well as the construction of
the dataset. Section D discusses the scenario in which the frequency of fake images is manipulated
and examines the corresponding impact on detection performance. Section E provides additional
visualization samples from the NeuroRenderedFake dataset.

A Motivation, Design and Training of Multimodal Architecture

A.1 Additional Details on Network Training

The spatial branch is initialized with ViT weights pre-trained on the ImageNet dataset, except for
the Ada-LoRA modules, which are randomly initialized. The spectral branch is initialized with ViT
weights pre-trained by FFiT, which were acquired before, with its Ada-LoRA modules also randomly
initialized. Both branches are fine-tuned using a learning rate of 1 x 10~* using the AdamW optimizer
and a batch size of 256 on a single H100 GPU for 20 epochs, employing the BCEWithLogits loss. The
fine-tuning follows the training protocols of groups A, B3, C, and D. After acquiring the fine-tuned
spatial and spectral branches, we fix their parameters and fine-tune only the last GMU layer with
the FC layer to obtain the optimal parameters for fake image classification. During each training
stage, including the fine-tuning of the spatial branch, spectral branch, and GMU module, we use a
class-balanced random sampler, following the approach described in [24]], to balance the distribution
of generated and real images over an epoch. The learning rate for fine-tuning the GMU layer is set to
1 x 10~5, with a total of 20 training epochs using the AdamW optimizer.

Data Augmentation for Training: 1) Spatial Branch: Initially, all input images were resized
to 256x256 pixels. Following this step, a cropping operation was performed where images were
randomly cropped to 224x224 pixels. To further diversify the dataset, we applied horizontal and
vertical flips with probabilities of 10% each. Additionally, Gaussian blur was applied with a 5%
probability to simulate variations in image clarity. Image compression was also introduced with
a 10% chance, varying the JPEG quality between 60 and 100 to mimic different levels of image
degradation. For normalization, we used the mean and standard deviation values from the ImageNet
dataset ([0.485, 0.456, 0.406] and [0.229, 0.224, 0.225], respectively) to standardize the pixel values.
2) Spectral Branch: We adopt the same data augmentation settings for training the spectral branch
as those used for the spatial branch. 3) Multimodal Training: We adopt the same data augmentation
settings for training the spectral branch as those used for the GMU module.
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A.2 The Design of Spectral Branch (FFiT)

We also investigate an unsupervised training approach to enable large models to extract comprehensive
features from the Fourier spectrum’s magnitude, thereby overcoming the challenges of reconstructing
the spectrum due to its centrosymmetric properties. MAE is a classical method to train large
neural models in an unsupervised way. However, the centrosymmetric characteristic of the spectrum,
wherein the amplitudes at positive frequencies are equivalent to those at the corresponding negative
frequencies, thereby exhibiting symmetry about the zero frequency, can introduce adverse effects
to the training if we use the same way as MAE to train the Transformer on the spectral domain. In
Fig.[Aa a sample of the original magnitude of the spectrum is presented. Fig. [Ab|displays the mask
utilized for patch masking during the inference stage, with the model that is trained using the original
MAE-based training strategy. In this mask, white blocks indicate the patches that are to be masked
during the patch embedding process, whereas black blocks represent the regions that should remain
unmasked. Fig.[Ac|illustrates the reconstructed magnitude of the spectrum, based on the input from
Fig.[Aa]and the mask shown in Fig.[Ab] demonstrating a poor quality of reconstruction. In Fig.[Ad]
three representative types of regions of Fig.|Ac|are highlighted, and the following observations can
be made:

case (i): When both a masked patch and its centrosymmetric counterpart are masked, the pre-trained
model is unable to accurately reconstruct either. This indicates a limitation in the model’s ability to
infer information from the neighboring patches.

case (ii): In the case of masked patches for which the corresponding centrosymmetric patches remain
unmasked, the pre-trained model demonstrates a capability to reconstruct these patches with high
accuracy. This suggests that the model effectively captures and utilizes the centrosymmetric property
of the spectrum during training.

case (iii): For the unmasked regions, it is evident that the pre-trained model fails to reconstruct
them accurately. This finding is contrary to the expected behavior in the spatial domain, where an
MAE-trained model typically succeeds in reconstructing unmasked areas.

(d)
Figure A: Failure in spectral information extraction with the original MAE pre-training. (a) Input
spectrum magnitude. (b) Patch embedding mask for inference. (c) Poor-quality reconstruction from
(a) and (b). (d) Explanation of reconstructed patches in (c).

A.3 Balancing the Weights of Various Masking Types

In the original MAE training process, the block-wise reconstruction loss Lp; j), which represents

the reconstruction error for the ™ row and 5" column patch (0 < 4,7 < N — 1) between the original
input magnitude of spectrum X and the reconstructed X”, is calculated as follows:

W—-1W-1
Lpap=y > [IXWitm,Wj+n) — X (Witm,Wj+n)|* )

m=0 n=0

where X is divided into N x N patches (/N is an even number) in a Transformer-based architecture.
Given that X is of size 224 x 224 pixels and each patch is of size W x W pixels with W = 16, we
have N = 224 /W = 14. During the training process, masks are applied to these patches, compelling
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the model to reconstruct the patterns within the masked regions, thereby facilitating unsupervised
learning.

The total loss function in the original MAE training is computed by summing the reconstruction
losses over the masked blocks, i.e., those B(i,j) that are masked. This approach has two key
limitations that contribute to the failure to reconstruct the magnitude of the spectrum: 1) Ignorance
of unmasked blocks in the loss function: the model is not penalized for any inaccuracies in the
unmasked regions, which can lead to a lack of refinement in the overall reconstruction quality. 2)
Overlooking centrosymmetric information: a masked block may have an unmasked centrosymmetric
counterpart from which information can be easily copied. These limitations highlight the need for a
more sophisticated loss function or training strategy that takes into account the unmasked regions and
leverages the inherent symmetries within the spectral data to improve the reconstruction performance.

To address the limitations of the original MAE training process, we adopt a modified loss function
that incorporates the focal loss mechanism. This approach aims to balance the influence of different
masking cases, considering the special properties of the spectral magnitude. The probability of a
patch being masked is assumed to be r. The loss function, denoted as £,.o(X, X'|r), is defined as
follows:

T'QO(X’ X/|T') == Oét(l — ,CB(Z-’]'))AV log L:B(i,j), 3)

for B(i,j) € masking case ¢ (¢ € {1,2,3}), oy is used to balance its weight according to the
occurring frequency of the specific case.

(a) input (b) mask (c) reconstructed (d) difference
Figure B: During training, we adopt the loss function in Eq. (3)) and fix r to 0.3. For inference, the
mask ratio of (b) is set to 0.25.

The focusing parameter v is designed to impose a greater penalty on less frequent examples. The
balancing factor o is used to adjust the contribution of each class based on its effective number of
samples. It is calculated as follows:

a=PH(PT AP P, t=1,2.3 @)
where Py, P», and P refer to the expected probability for masking cases 1, 2, and 3.
The expected number of pairs of masked blocks for the three different cases, which are denoted as

F4, E5, and Es3, can be computed as:

N? N? N?
E1:7xr2,EQ:7x2rx(1—r),E3:7x(1—r)2 (5)

Thus the probabilities Py, P», and Ps for three cases are:

Po=7} Po=2rx(1—r), Ps=(1-7) (6)

A reconstructed sample is presented in Fig. [B| with the masking ratio during inference set to 0.25.
The results indicate that regions corresponding to all three masking cases are reconstructed with high
quality.

A.4 Dynamic Masking Ratio for FFiT Training

Although the reconstructed sample in Fig.[B]demonstrates high-quality reconstruction with a masking
ratio of 0.25 during inference, it can be observed that the global magnitude of the spectrum is not
perfectly recovered as shown in Fig.[C} when the model is trained with the same settings but evaluated
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with a mask ratio of 0, the reconstructed magnitude of the spectrum (Fig. [Cb) exhibits inconsistencies
between blocks. Additionally, we find that if the mask ratio for inference significantly varies from the
mask ratio during training, the performance of spectral reconstruction can be negatively influenced.

This observation inspires us to introduce a dynamic masking mechanism during training, where the
mask ratio is randomly varied across different mini-batches. Specifically, we define three levels of
masking: heavily masked, slightly masked, and not masked, with corresponding mask ratios r1, ro,
and r3 set to 0.3, 0.15, and 0.0, respectively. Within each mini-batch, the mask ratio is consistent
(i.e., it is either r1, 72, or r3), but the specific mask ratio used varies between different batches.

(a) input (b) reconstructed (c) difference of (a), (b)
Figure C: During training, adopt our loss function but set r as a fixed value 0.3. During inference,
using mask with ratio of 0.
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Figure D: Spatial-frequency architecture with the different blocks and distinct fine-tuning strategies
across various network stages.
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It was empirically observed that the order of magnitude for the loss function varies with different
mask ratios. To mitigate such instability in training caused by significant fluctuations in gradient
updates across batches for varying r values, we introduce a scaling factor. Specifically, we com-
pute the expected loss E[£(X, X'|r)] for each r, and then scale the individual losses £(X, X'|r;),
L(X,X'|re), and L(X, X'|r3) by the reciprocal of their respective expectations. This normalization
ensures a more consistent gradient descent process, thereby enhancing the stability of the neural
network’s training across different mask ratio configurations.

To compute the expectation of the reconstruction loss, we assume that £ ; ;) follows a x distribution
and is independent of the scenario type t. A detailed derivation proving that Lp; ;) conforms to a
x distribution is provided in the Supp. A. Our goal is to determine E[L(X, X'|r)] for k = 1,2, 3,
where E[-] represents the expectation over the specified distribution.

For k = 1 and k = 2, the r;, # 0, we acquire:

E(L(X, X'|ry)) = Y PEL(X, X' |r)[t] )

t=1
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For each t, the E[L(X, X'|ry)|t] is equal to:

N-1N-1
1

1 . R Y o
N Z Z OétE[(l LB(Z,])) IOgLB(%J)] 9)

i=0 j=0

= —OztE[(l — ,CB)’Y log,CB}

Therefore, for k =1 and & = 2,

E(L(X, X |r)) (Z Ptat> [(1—Lp)" log L5]
, (10
_ 37%( ) _ vy
= 73% T 2IE[(l Lp)"log Lp]
where E[(1 — Lp)" log Lp] is equal to:
> 1 e fx\5i—3
/0 (1—2z)"logx - 5€ (X) Iijo—1(VAz)dz (11

where I,,(z) is the modified Bessel function of the first kind of order v. Detailed steps are provided
in the Supp. A.

For k = 3, we can easily get:

N—-1N-—
E[L(X, X|rs)] = [ ZZ B(ij)

E[L5] (12)

Therefore, for mask ratio of to 0.3, 0.15, 0, we have the scaled loss function £, as:
LOX, X |re) JE(L(X, X' |rx)) (13)
We empirically observe that it is necessary to introduce dynamic masking ratios to capture the global

reconstruction during pre-training of FFiT. After dynamically setting r to 71, 72, r3 = 0.3,0.15,0
respectively, the global reconstruction is perfect which can be observed from Fig.

(a) input (b) mask for (c) (c) from (a), (b) (d) from (a) only
Figure E: Dynamically set » = 0.3,0.15, 0. (a) original magnitude, (b) mask with ratio of 0.25, (c)
the reconstructed magnitude using (b) mask, (d) the reconstructed magnitude without mask.

During the pre-training of FFiT, we empirically set the focusing parameter y in the developed loss
function to 2. The learning rate is set to 1 x 10~* with a batch size of 256 on a single H100 GPU.
We employ early stopping, terminating the training when the reconstruction loss stagnates and does
not improve for 5 consecutive epochs.

A.5 Squared Euclidean Distance between Two Normally Distributed Vectors

In the main text section detailing the developed loss function for the frequency branch, we assume
that the patch X representing the predicted magnitude of the frequency follows a normal distribution
X ~ N(pq,%1), while the patch Y representing the ground truth magnitude of the frequency
follows Y ~ N(u,,¥s). Here, pq and p, denote the mean vectors, and 37 and X5 represent the
corresponding covariance matrices.

When computing the squared Euclidean distance between these vectors, we are essentially computing
Lp=(X-Y)"(X~-Y). Letting Z = X — Y, then Z is also a multivariate normal random vector
with mean p; = pq — po and covariance matrix Xz = 3 + Y2 (assuming independence between
X and Y).
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The distribution of Z T Z follows a generalized chi-squared distribution. Specifically, if p; = po
and ¥, = ¥y = I, where I is the identity matrix, then Z " Z would follow a standard chi-squared
distribution with d degrees of freedom (d being the dimension of X and Y). However, when g, # u,

or 31 # Yo, the distribution of 7T 7 is a noncentral chi-squared distribution, which is described as
follows.

Noncentral Chi-Squared Distribution: For Z " Z, the degrees of freedom & equals the dimension of
Z, and the noncentrality parameter \ is given by:

Ty—1
A=pgXy py
Thus, the distribution can be written as:

ZVZ ~ x2(k,\)

The probability density function (PDF) of a noncentral chi-squared distribution with k degrees of
freedom and noncentrality parameter A is given by:

1 ., 2 (k/4-1/2)
flaik, ) = 3¢ (z4+0)/2 (X) I ja—1(VAz)

where I, (z) is the modified Bessel function of the first kind of order v.

Let £p be a variable that follows the noncentral chi-squared distribution defined above, therefore,
E[(1 — £g)" log L] can be computed as:

/000(1 —x)7 log(z) f(x; k, A) dx

B The Analysis of Spectral Domain Imprints

B.1 Discrepancy of Magnitude of Spectrum between Real and Fake for NeuroRenderedFake

We visualize the averaged magnitude of the spectrum for real images and various fake images
generated by exclusive neural rendering methods from the NeuroRenderedFake database, in Fig. [F]
Additionally, we illustrate the differences between the magnitude of the spectrum produced by these
neural rendering methods and that of real images.

We visualize the 1D spectral energy distribution of real and fake images generated by exclusive neural
rendering methods from the NeuralRenderedFake database in Fig.|Gl The azimuthal integrated 1D
spectral energy AI(wy) for the input magnitude of spectrum F(I) is computed following the same
definition in [41]], and is given in Eq. (T4):

2m
Al(wg) = /0 | F () (wy - cos(¢), wy - sin(¢))||* d¢ fork =0,...,M/2—1, (14)

alalalalaldlala
hdbhdbhdbhabhal Ihab s

i-ngp tensorf  nerfacto  seathru pynerf 3dgs splatfacto  c3dgs
real Diff Dift Diff Diff Diff Diff Diff Diff

Figure F: The 2D spectral energy discrepancy among the exclusive neural rendered fake images.

We visualize the averaged magnitude of the spectrum for real images and various fake images from
the test group 3-11 of the NeuroRenderedFake database, in Fig. [H| In Fig. H] the first row shows

19



Figure G: The 1D spectral energy discrepancy among the exclusive neural rendered fake images.

the magnitude of the spectrum of real images, the second row shows that of fake images, and the
third row displays the difference between the spectra of real and fake images. We also visualize their
corresponding 1D spectral energy distribution in Fig.[l|

AlAlala il &l il
l‘l‘l‘l‘h‘h‘l‘l -

16 lel
Figure H: The 2D spectral energy discrepancy of the test group 3-11 of NeuroRenderedFake.

We define the summation of the 1D spectral energy discrepancy in Eq. (I3) and give the corresponding
discrepancy values for test group 3-11 in Table I}

M/2—1
discrepancy = / |AI(wk)rear — AI(Wk) fake|dk (15)
0

Table I: Summation of 1D spectral energy discrepancies of test group 3-11 in NeuralRenderedFake
pix2nerf sketchfacenerf dreamfusion gsgen in2n  igs2gs genefacepp splattingavatar gaussiantalker

(131 (14) [T6] [17] [6] 231 [19] [20] [79]
47.794 25.681 60.008 47805 71.531 75.195 3.529 19.976 3.812

B.2 The Contribution from Spectral Domain Imprints for Multimodal Detector

The contributions from spectral domain branch of the developed multimodal architecture is explicited
represented by the learnable parameter wy, and the distribution of wy varies between real and fake
images, varies between different training groups among A, BB, C and D, and also varies between
different testing groups ranging from 1 to 11. Therefore, we display the violin plot to represent the
distribution for the wy, in Fig.
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Figure I: The 1D spectral energy discrepancy for the test group 3-11 images in NeuroRenderedFake.
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Figure J: The distribution of wy, for different training and testing groups.
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C Details on the Dataset and Protocols

C.1 Dataset Split Protocol for Training the Detectors

A: For the real images, we randomly select 20,000 images from each of the category in athqg,
celebahq, and Isun of ArtiFact [[15] database, respectively, and collect all the 4,318 images from
landscape class and all the 1,336 images from metfaces class. Therefore we acquire a total of
65,654 real images. For GAN-generated fake images, we collect 10k, 10k, 7k, 10k, 15k, and 15k
images from the categories of BigGAN, Gans-former, GauGAN, ProjectedGAN, StyleGAN3, and
Taming-Transformer, respectively.

B: The real images are the same as .4 while a total of 66,896 fake images generated by 6 DMs are
selected. Exactly, we collect 10k, 896, 20k, 6k, 20k, and 10k images from the categories of Glide,
DDPM, Latent Diffusion, Palette, Stable Diffusion, and VQ Diffusion, respectively.

C: For the real class, we use all the 69,377 real images in A~]J. For the rendered class, we collect
12,000 images in A~J for method I, IIL, III, IV, V, respectively. Therefore, we acquire a total of
60,000 rendered images.

D: For the real class, we use all the 69,377 real images in A~J. For the rendered class, we use all the
40,734 splatfacto-rendered images in A~J and all the 10,785 C3dgs-rendered images in G. Therefore,
we acquire a total of 51,519 rendered images.

C.2 Dataset Split protocol for Performance Evaluation

To evaluate the performance for group 1 and group 2, we select the scenes and the corresponding 2D
images that never occur in the training dataset. The details are provided as follows:

Group 1 (I ~ V): For the real class, we collect all the real images from K, L, M, N, O. For the
fake class, we collect all the images from K, L, M, N, O rendered by the method I, IL, IIL, IV, V,
respectively.

Group 2 (V ~ VIII): For the real class, we collect all the real images from K, L, M, N, O. For the
fake class, we collect all the images from K, L, M, N, O rendered by the method VI, VII, VIII,
respectively.

Besides evaluating the performance of unseen fake images generated by NeRF or 3DGS, further
consideration is given to scenarios where traditional generative methods, such as GANs and DMs,
are combined with neural rendering techniques in groups 3, 4, 5, and 6. Additionally, the use of
editable neural rendering methods is explored. In groups 7 and 8, two representative methods capable
of editing 3D scenes within their 3D representations are selected. A series of prompts for 3D editing
are used, and these edited 3D scenes are then projected into 2D to acquire the fake images. Another
important application of neural rendering technologies, digital human (avatar) generation, is also
considered. In groups 9 and 10, these technologies are used to generate images of avatars, including
both heads and full bodies. In group 11, frames sampled from Sora-generated videos, which exhibit
realistic 3D representations within the video, are collected.

Pix2NeRF[13]: GAN+Nerf Image-to-image generation. For real class, We use all the 70,000 images
in ffhq class of ArtiFact [[15] database. For fake class, we render 96,000 (1,000 x 96) images, where
we reconstruct 1000 identities and render 96 images from different views for each identity.

SketchFaceNeRF[14]: GAN+Nerf Image-to-image generation. For real class, We use all the 70,000
images in ffhq class of ArtiFact [15] database. For fake class, we render 90,000 (60 x 60 x 25)
images, where we use 60 sketches to style-transfer 60 identities and render 25 images from different
views for each style-transferred head.

DreamFusion[16]: DM+Nerf text-to-image generation. For real class, we randomly collect 10,000
images in imagenet class of ArtiFact [15] database. For the fake class, we render 10,600 (106 x 100)
images, where we use 106 prompts for generation and render 100 images from different views for
each generated 3D scene.

GSGEN[17]: DM+3DGS text-to-image generation. For real class, we randomly collect 10,000
images in imagenet class of ArtiFact [15] database. For the fake class, we render 9,540 (106 x 90)
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images, where we use 106 prompts for generation and render 90 images from different views for each
generated 3D scene.

Instruct-N2NJ[6]: DM+Nerf image-to-image editing. For real class, we acquire all the 3,174 real
images which are used to successfully train the nerfacto (III) of dataset K, L, M, N, O. For the fake
class, we generate 40,559 edited images from the nerfacto-generated 3D scenes. The details of this
Instruct-N2N dataset can be found in Table

Instruct-GS2GS[23]]: DM+3DGS image-to-image editing. For real class, we acquire all the 3,174
real images which are used to successfully train the splatfacto (VII) of dataset K, L, M, N, O. For the
fake class, we generate 40,559 edited images from the splatfacto-generated 3D scenes. The details of
this Instruct-GS2GS dataset can be found in Table [

Table II: Additional details on our instruct-N2N and instruct-GS2GS dataset (generated
scenes/rendered images)

Prompts instruct-N2N instruct-GS2GS
KB LKl MehS N7 O8] | KB L[4 Mes N[zl O8]
Indian attire X X 4/353 X X X X 4/353 X X
Mustache X X 4/353 X X X X 4/353 X X
Bronze statue X X 4/353 X X X X 4/353 X X
Joker makeup X X 4/353 X X X X 4/353 X X
Gothic makeup X X 4/353 X X X X 4/353 X X
Anime eyes X X 4/353 X X X X 4/353 X X
g Vintage sepia tone X X 4/353 X X X X 4/353 X X
g Neon lights X X 4/353 X X X X 4/353 X X
= Cyberpunk style X X 4/353 X X X X 4/353 X X
&€ | Renaissance painting X X 4/353 X X X X 4/353 X X
g Pop art X X 4/353 X X X X 4/353 X X
g Tribal face paint X X 4/353 X X X X 4/353 X X
a Alien features X X 4/353 X X X X 4/353 X X
Pixel art X X 4/353 X X X X 4/353 X X
Watercolor effect X X 4/353 X X X X 4/353 X X
Sketch drawing X X 4/353 X X X X 4/353 X X
Surreal distortion X X 4/353 X X X X 4/353 X X
Film noir X X 4/353 X X X X 4/353 X X
Glitch art X X 4/353 X X X X 4/353 X X
Snowy landscape 9/1,940  8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88
summer style 9/1,940  8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88
° Autumn foliage 9/1,940  8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88
E spring style 9/1,940 8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88
g Tropical paradise 9/1,940  8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88
8 Ancient style 9/1,940  8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88
a High brightness 9/1,940  8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88
E‘ Halloween theme 9/1,940  8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88
% Cosmic style 9/1,940  8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88
Industrial chic 9/1,940  8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88
cyberpunk 9/1,940  8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88
Baroque inspiration ~ 9/1,940  8/305 X 2/488  4/88 | 9/1,940 8/305 X 2/488  4/88

GeneFace++[19]]: Speech-driven Avatar NeRF. We have 29 videos of different identities (Some
source videos are the examples offered by GeneFace++, and the rest of the source videos are publicly
available from YouTube, such as subjectl, |subject2, subject3, |subject4), subject5, |subject6, subject7,
subject8, subject9, |subject10, subjectl 1, subject12, etc.) to train the 3D representation of the speaker’s
head. The original speaker’s voice of different identities includes various languages, and such a
multi-lingual property leads to the rich diversity of the dataset. We use two different ways to generate
the fake speech video: 1). 14 identities to speak the contents from the other 13 identities by inputting
the extracted audio, and therefore generate 182 (14 x13) fake videos. 2) 15 identities to speak a
predefined context by using 17 multi-langual, and therefore generate 255 (15x17) fake videos. For
the real class, We collect all frames from each real video and generate 88,737 images. For the fake
class, we collect all frames from each fake video and generate 452,653 images.

It can be observed from the performance evaluation on this dataset in Section 4 of our paper that the
accuracy for fake detection on this dataset is quite low. Therefore, it’s a quite challenging dataset that
requires further work to address open problem on fake detection and is made available in the public
domain to further advance much-needed research in this area.
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https://www.youtube.com/watch?v=OBG50aoUwlI&t=335s
https://www.youtube.com/watch?v=hPdpemrGmg8&t=93s
https://www.youtube.com/watch?v=rLQ1V_H7vh4&t=92s
https://www.youtube.com/watch?v=WPtkQ-Q7hfc&t=1176s
https://www.youtube.com/watch?v=2vEzFQNJazE
https://www.youtube.com/watch?v=rnfWgrUoZiI&t=87s
https://www.youtube.com/watch?v=oEd1FBW3H70&t=118s
https://www.youtube.com/watch?v=AziIXcmE9Xg&t=22s
https://www.youtube.com/watch?v=t1Ps0tqcb2A&t=821s
https://www.youtube.com/watch?v=C15c5cvYtn4
https://www.youtube.com/watch?v=iHt5pCHgsdk&t=16s
https://www.youtube.com/watch?v=Pfb_QAr5rms&t=13s

SplattingAvatar[20]: Avatar 3DGS of head/body synthesis. For the real class, we use all the 33,728
images of 14 identities (10 identities are head and 4 identities are full body) provided by [20]. For the
fake class, we generate 33,715 rendered images for 14 identities.

GaussianTalker [79]]: Speech-driven Avatar 3DGS. We extend the real video dataset with one more
identity and employ the same videos and same rule 1) and 2) to generate fake speech videos as those
used to create GenFace++ fake videos. But only replace the Genface++ method to the Gaussiantalker
that uses the 3D Gaussian Splatting. For the real class, we extract all frames from each real video and
generate 94,810 images. Conversely, for the fake class, we extract all frames from each fake video
and generate 411,401 images.

SORA[22] frames: For real class, we randomly acquire 60,000 images in coco class of ArtiFact
[15] database. For the fake class, we collected 94 publicly released videos generated by SORA and
randomly cropped a total of 60,531 images in the size of 512 x 512 pixels from the frames of these
SORA-generated videos.

Liveportrait [77]: For the real class, we acquire a total of 59,260 frames from 28 videos. For the
fake class, we acquire 88,466 frames from 234 generated fake videos. All-to-all matching protocol is
adopted for evaluation.

Runway [21]: We randomly select 156 real videos from InternVid-10m, and 44 real videos from
Youtube-8m dataset. For generating the fake video by the Runway Gen4-Turbo model, we randomly
select one image from by randomly select other 161 videos from IngerVid-10m and 35 videos
from Yotube-8m. We follow two method to generate the fake video: 1) For the image from the
Youtube-8m, we use the image-to-video method, 2) For the image from the InternVid-10m, we use
the text&image-to-video to generate the fake video, and the text is the caption of the video from the
InternVid-10m. Because the generated fake video by Runway is 24 fps per second, and the total
length is 5 seconds with about 121 frames. For the real class, we extract 121 frames from each real
video and generate 23,334 images. Conversely, for the fake class, we extract all frames from each
fake video and generate 23,353 images.

106 Prompts Used for Generation of Stable-DreamFusion and GSGEN: Acropolis of Athens,
Desert cactus, Jamaican jerk chicken, Red panda, African elephant, Dolphin, Japanese ramen,
Redwood forest, African lion, Dutch pancakes, Japanese sushi, Rhinoceros, Alpine meadow, Egyptian
koshari, King cobra, Rose garden, Amazon jungle, Eiffel Tower, Koala bear, Russian borscht,
American burger, Emperor penguin, Korean barbecue, Sagrada Familia, Angkor Wat, Ethiopian
injera, Korean bibimbap, Saint Basil Cathedral, Arctic wolf, French bakery, Lavender fields, Siberian
tiger, Argentine steak, French crepes, Lebanese falafel, Snow leopard, Australian steak, German
sausages, Machu Picchu, Spanish tapas, Bald eagle, Giant panda, Malaysian satay, Statue of Liberty,
Bamboo forest, Giraffe, Maple tree, Sunflower field, Belgian waffles, Golden Gate Bridge, Mexican
churros, Swedish meatballs, Bengal tiger, Gray wolf, Mexican tacos, Swiss chocolate, Blue whale,
Great Barrier Reef, Moroccan couscous, Sydney Opera House, Bonsai tree, Great Wall of China,
Neuschwanstein Castle, Taj Mahal, Brandenburg Gate, Great white shark, Notre Dame Cathedral,
Thai curry, Brazilian barbecue, Greek salad, Oak tree, Thai mango sticky rice, British fish and
chips, Grizzly bear, Orca whale, Tower Bridge, Burj Khalifa, Hagia Sophia, Orchid garden, Tropical
rainforest, Canadian poutine, Hawaiian poke bowl, Palm tree, Tulip garden, Cheetah, Hippopotamus,
Peruvian ceviche, Turkish kebab, Cherry blossom tree, Indian curry, Petra Jordan, Venus flytrap,
Chimpanzee, Indian samosas, Pine forest, Water lily pond, Chinese dumplings, Irish stew, Polar bear,
Westminster Abbey, Colosseum, Italian gelato, Red fox, Coral reef, Italian pasta, Red kangaroo.

C.3 Data Split Protocol for Cross-time Performance Evaluation

We especially define two self-evaluation protocols (PT-NN and PT-GG) to observe the performance
of detectors which are trained using the past samples and evaluated for their future performance: 1)
PT-NN: train on NeRF-rendered images and test on unseen NeRF-rendered images, ii) PT-GG: train
on 3DGS-rendered images and test on unseen 3DGS-rendered images. For PT-NN and PT-GG, the
list of such additional evaluations is summarized in the Table [Tl

PT-NN: To train the detectors, we select the images from the methods of real, I, I1, III, IV, and
V, excluding those from categories designated for evaluation, which are summarized in the list of
evaluation. To evaluate the performance of the detectors, we utilize all images from the methods
of real, I, II, IIL, IV, and V located within the categories in the following list that is specified
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Table III: Dataset split protocols for cross-times evaluation (PT-NN and PT-GG)

method releasing date training evaluation
scenes images scenes images
real / 115 62,286 24 10,817
- 1[9] 2022 Jan 91 42,110 24 10,817
z II [10] 2022 Mar 85 38,658 24 10,817
QH: III 2] 2023 Feb 98 59,256 24 10,817
IV 8] 2023 Apr 73 23,740 24 10,817
V(L] 2023 Nov 60 16,640 24 10,817
o real / 20 1,786 9 1,940
@) VI[7] 2023 Aug 19 1,721 9 1,940
E"_ VII [2] 2023 Sep 18 1,234 9 1,940
VIII [12] 2024 Feb 19 1,721 9 1,940

for evaluation: nerfstudio/{bww-entrance, campanile, desolation, Egypt, kitchen, library, person,
redwoods2, storefront, stump, vegetation}, record3d/bear, head/face, eyefultower/{ officelb, office-
view2, riverview }, mip360/{bicycle, bonsai, counter, flowers, kitchen, room, stump, treehill}.

PT-GG To train the detectors, we select the 1,786, 1,721, 1,234, 1,721 images from the L, M, N, O
datasets for the methods of real, VI, VII, and VIII. To evaluate the performance of the detectors, we
use the images from the K dataset for the methods of real, VI, VII, and VIIL

We summarize the evaluation performance on PT-NN and PT-GG for cross-time evaluation of NeRF
and 3DGS, respectively. We sort the neural rendering methods according to the release date, for
example, "< nerfacto" means we use the fake images generated by i-ngp, tensorf and nerfacto for
training. The results in [24] indicate that the testing performance of the detector on the recently
released generative models can benefit from more exposure to fake images generated by newly
developed methods during training. However, such a trend is not observed for NeRF and 3DGS-
generated fake image detection.

D Evaluation of Influence from Compromised Fake Images for Detection

One key challenge in the accurate detection of fake images is related to their modification or spectral
alignment after synthesis, which makes it challenging to detect them with existing methods. As
pointed out in [[74], spectral-based fake detectors for generative models heavily rely on the differences
in the one-dimensional spectral energy distribution between real and fake images. When the spectrum
magnitude of fake images is compromised by replacing their 1D spectral energy distribution with
the most similar one from a real image, the detection performance of spectral-based detectors can
drop to nearly 50-50. In contrast, spatial-based detectors remain robust to such spectral domain
manipulations. In this paper, we aim to investigate whether a similar phenomenon exists in neural
rendering-based fake images—specifically, whether spatial-based detectors remain robust to fake
images whose frequency content has been compromised, while spectral-based detectors are not.

In Fig.|Kl we visualize the evaluation of fake detection performance on test groups 1-11, where the
fake images have been post-processed using methods developed in [[74] to make the 1D spectral energy
of the fake images resemble that of real images. Our findings indicate that this phenomenon is also
present in fake images generated through neural rendering. Specifically, while spatial-based detectors
maintain robustness with only a limited drop in performance, the performance of spectral-based
detectors significantly decreases when the frequency of fake images is compromised.

E Additional Details on Performance Evaluation

We select several representative methods for comparison. We don’t compare with NPR [43] since
reference [44] provides a fair comparison of UniFD [26] with NPR [43]] and underlines the superiority
of UniFD [26] over NPR [43]. We don’t compare with [44] since this method utilizes the text
extractor to extract the textual description from real images, and then input such text to a diffusion
model-based generator to synthesize fake images. Then SVM classifier is trained based on real and
such synthesized images. However, we cannot use the same approach to synthesize training samples
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Figure K: Performance evaluation for compromised fake images (evaluated by AUROC).

by Nerf/3DGS methods for group C and D. We don’t compare with [49] 50, 47]] since they utilize the
inherent features of DM and they are DM-only methods.

E.1 More Data Samples of NeuroRenderedFake

In Fig.|Ll we visualize fake image samples generated by exclusive NeRF/3DGS from NeuroRendered-
Fake, along with their corresponding camera poses, all belonging to the same 3D scene. Similarly,
images samples in Figs.[M]to [Q] present fake image samples from the database for the performance
evaluation and are generated by a variety of 3D-realistic image synthesis methods, including ed-
itable NeRF, editable 3DGS, and combinations of NeRF/3DGS with traditional generative models,
extending beyond simple NeRF-based and 3DGS-based approaches. We also give the samples of
fake images generated by Sora [22]] (test group 12), liveportrait [77] (test group 13) and Runway [21]]
(test group 14) in Fig. R} Fig.[S]and Fig.
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Representative camera poses for synthesized images

Fake images generated using the same camera poses by tensorf [10]

Figure L: Samples of our acquired dataset for training. The 3D scenes are reconstructed by the
different NeRF-based or 3DGS-based methods, from real images with the camera poses.
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Pix2NeRF [13] (GAN combined with NeRF)

F
' -

SketchFaceNeRF [[14]] (GAN combined with NeRF)

GSGEN (Diffusion model combined with 3DGS). Prompt for generation: American burger.

Figure M: Samples of fake images synthesized by the methods that combine the generative models
with neural rendering technologies.

A 552

instruct NeRF-to-NeRF [6]. Prompt for style edit: Snowy Landscape

instruct GS-to-GS [23]. Prompt for style edit: Autumn foliage

ol Telnd G

instruct GS-to-GS [23]]. Prompt for style edit: Snowy Landscape

Figure N: Samples of fake images synthesized by the editable neural rendering technologies.
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Fake generation Samples of frames extracted from a synthesized fake video, in which the original
process. person’s face is manipulated to speak using another person’s voice.

Figure O: Generation of the Geneface++ [33]] frames for digital avatar synthesis based on NeRF.
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(a) Real images for training SplattingAvatar [20]] including heads and full bodies.

9111292080020

(b) Samples of the projected avatars we acquired in the database for each identity.

Figure P: Samples generated by SplattingAvatar [20] which represents neural rendering-based method
for digital avatar synthesis.

Fake generation Samples of frames extracted from a synthesized fake video, in which the original
process. person’s face is manipulated to speak using another person’s voice.

Figure Q: Generation of the GaussianTalker [79] frames for digital avatar synthesis based on 3DGS.
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Figure T: Samples of fake images cropped from Runway-generated videos [21]].
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: The abstract and introduction have accurately reflected the contributions and
scope of this paper.

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer:

Justification: Although we didn’t discuss the limitation of the contributed database, we
are aware of the limitation of the fake detection task. As discussed in Section 4 of the
main text, when the spectral domain of the neural-rendered fake image is compromised, the
performance of spectral-based fake detectors drops significantly.

Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

* The authors are encouraged to create a separate "Limitations" section in their paper.

The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory assumptions and proofs
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Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [NA]
Justification: This paper does not include theoretical results.
Guidelines:

» The answer NA means that the paper does not include theoretical results.

 All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.

. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: We have clearly stated the training and testing protocol of the fake detectors in
this paper, such as the hyperparameter setting and the split of the database. We also release
the code and the contributed database.

Guidelines:

» The answer NA means that the paper does not include experiments.
* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.
If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.
Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-

sions to provide some reasonable avenue for reproducibility, which may depend on the

nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.
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5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justification: We have provided open access to the contributed NeuroRenderedFake dataset
and the code of the developed fake detector.

Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

¢ The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental setting/details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: We have clearly stated the training and testing protocol of the fake detectors in
this paper, including the hyperparameter setting, the split of the database, etc.

Guidelines:

» The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

 The full details can be provided either with the code, in appendix, or as supplemental
material.

7. Experiment statistical significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: In this paper, during the evaluation of the contribution from the spectral domain
for multimodal-based fake detectors, the weights of spectral branch which represent the
contribution from the spectral domain for multimodal detector are randomly sampled from
the data points, and therefore we provide the mean value with its 1-sigma error during
evaluation.

Guidelines:

* The answer NA means that the paper does not include experiments.
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8.

10.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

¢ It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

* It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

o If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

Experiments compute resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: We provide our experimental environment in the Appendix.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

. Code of ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]

Justification: We have reviewed the NeurIPS Code of Ethics and ensured to adhere to the
Code of Ethics.

Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: We have discussed the potential social impacts of this research in the Appendix.
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12.

Guidelines:

* The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

* The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: The data or models that have a risk for misuse are not applicable for our work.
Guidelines:

* The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

* Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]
Justification: We provide appropriate citations and credits for related works in our work.
Guidelines:

» The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.
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13.

14.

15.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

* If assets are released, the license, copyright information, and terms of use in the package
should be provided. For popular datasets, paperswithcode.com/datasets has
curated licenses for some datasets. Their licensing guide can help determine the license
of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

« If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
New assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [Yes]

Justification: We included the details of the datasets and the implementations of our model
in our paper.

Guidelines:

* The answer NA means that the paper does not release new assets.

» Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

Crowdsourcing and research with human subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]

Justification: In the generation of digital avatars, we only used the existing, publicly available
face.

Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional review board (IRB) approvals or equivalent for research with human
subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]

Justification: In the generation of digital avatars, we only used the existing, publicly available
face.

Guidelines:
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* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.

16. Declaration of LLM usage

Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scientific rigorousness, or originality of the research, declaration is not required.

Answer: [NA]
Justification: The LLM is used only for editing or formatting purposes.
Guidelines:

* The answer NA means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.

* Please refer to our LLM policy (https://neurips.cc/Conferences/2025/
L.LM) for what should or should not be described.
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