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ABSTRACT

Existing score-based adversarial attacks mainly focus on crafting top-1 adversarial
examples against classifiers with single-label classification. Their attack success
rate and query efficiency are often less than satisfactory, particularly under small
perturbation requirements; moreover, the vulnerability of classifiers with multi-
label learning is yet to be studied. In this paper, we propose a comprehensive
surrogate free score-based attack, named geometric score-based black-box attack

(GSBAK), to craft adversarial examples in an aggressive fop-K setting for both
untargeted and targeted attacks, where the goal is to change the fop-K predictions
of the target classifier. We introduce novel gradient-based methods to find a good
initial boundary point to attack. Our iterative method employs novel gradient esti-
mation techniques, particularly effective in fop-K setting, on the decision bound-
ary to effectively exploit the geometry of the decision boundary. Additionally,
GSBAK can be used to attack against classifiers with fop-K multi-label learning.
Extensive experimental results on ImageNet and PASCAL VOC datasets validate
the effectiveness of GSBAK in crafting top-K adversarial examples.

1 INTRODUCTION

Deep neural networks (DNNs) are vulnerable to adversarial examples (Goodfellow et al.| 2014
Moosavi-Dezfooli et al.,[2016; Jia et al.,2022). In white-box attacks (Szegedy et al.,2013;|Carlini &
‘Wagner, 2017; Moosavi-Dezfooli et al.,[2016; Madry et al.,2017), an adversary possesses complete
access to the internal structure and parameters of the target DNN, whereas in black-box attacks,
this information is not available, making them more practical in real-world scenarios. Black-box
attacks can be of two types: transfer-based (Dong et al.,|2018; Wang & He} [2021; Wang et al., [2024;
Li et all [2020c; [Wei et al 2023)) and query-based, where the former crafts adversarial examples
exploiting a surrogate model, and the latter makes queries for the outputs from the target classifier
to craft adversarial examples intended to deceive it. Within query-based black-box attacks, two
subcategories exist: decision-based (Chen et al,2020; Ma et al.,|2021}; Reza et al., 2023)) and score-
based (Guo et al., [2019a; [llyas et al., 2018bja; Andriushchenko et al., [2020) attacks. In the former,
the adversary has access to the top-1 predicted label from the target model, while in the latter, the
adversary can retrieve the full set of prediction probabilities for all classes.

Numerous endeavors have been undertaken towards effective score-based black-box attacks (Chen
et al.,2017; Bhagoji et al.| 2018 Ilyas et al., 2018a} (Guo et al.,|2019a) against classifiers with single-
label multi-class classification, where the classifiers’ goal is to predict the top-1 classification label
corresponding to an input. Score-based adversarial attacks can be either gradient-based (Ilyas et al.,
2018alb; |Chen et al., 2017; Bhagoji et al.| [2018), or gradient-free (Andriushchenko et al., 2020} |Guo
et al., 2019a; |L1 et al., 2020b). Gradient-based methods rely on small perturbations in the gradient
direction to steer the input towards the adversarial region, while gradient-free methods use some
predefined random directions for the same purpose. While Square Attack (Andriushchenko et al.|
2020), in score-based setting, offers state-of-the-art performance, it suffers from low success rates
and query inefficiency, particularly when constrained by small perturbation thresholds.

In recent years, leveraging the geometry of the decision boundary has proven to enhance the effi-
ciency and effectiveness of decision-based black-box attacks (Liu et al., 2019; Rahmati et al., 2020;
Reza et al.| 2023). Geometric decision-based attacks, starting from a random point on the decision
boundary, iteratively refine the adversarial example exploring this boundary. However, such efforts
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are largely lacking for score-based attacks. A simple comparison between the usual approach of
existing score-based attacks and the state-of-the-art decision-based attack CGBA (Reza et al.| [2023)
in finding adversarial examples considering a linear boundary in a 2D space is shown in Fig.[I} Con-
sidering imperfect gradient estimation, the geometric-based attack CGBA finds a better adversarial
example along a semicircular path, starting from a random boundary point X;,, by exploring the
decision boundary. This raises an important open question: can the geometric properties of high-
dimensional image space boundaries be harnessed to advance the field of score-based attacks?

Traditionally, adversarial attacks have predom-
inantly focused on generating top-1 adversarial ) _
examples against single-label multi-class clas- *o WPy
sifiers for untargeted and/or targeted attacks, Xaav P
wherein a well-crafted adversarial example re- g 5
places the single true label of the input image with
an arbitrary label for untargeted attacks and a spe-
cific target label for targeted attacks. However,
in numerous real-world applications such as web
search engines, image annotation, recommen-
dation systems, and computer vision APIs like (a) b)

Gpggle Cloud Vision, Migr.osoft Azure Computer Figure 1: (a) Traditional score-based attack
Vision, Amazon Rekognition, and IBM Watson approach: adversarial example Xaqy is gener-
Visual Recognition, the 7op-K predictions pro- ,eq by iteratively adding perturbations in the
vide valuable information about the input. Thus, direction of the estimated gradient or random
recently, a couple of white-box attacks (Zhang &/ girections with source Xs. Perturbations are
Wu,. 2020; Hu et al., 2021; [Tursynbek et al., 2,022; weighted based on the increase in confidence
Paniagua et al., [2023) have been proposed in an oy ard the adversarial region. (b) Geometric-
aggressive fop-K setting where the fop-K predic-  paceq approach CGBA (Reza et all 2023) in

tion labels of an input are replaced by an arbitrary finding a better adversarial example exploring
set of mutually exclusive wrong labels for untar- 4, decision boundary.

geted attacks (Tursynbek et al.| |2022), and by a

given set of target labels for targeted attacks (Zhang & Wul [2020; [Paniagua et al., 2023). Among
these attacks, TkML-AP (Hu et al., 2021) targets classifiers with multi-label learning, where the
classifiers’ goal is to learn multiple meaningful true labels from an image. These white-box attacks,
having full access to the target classifier, can calculate the true gradient to navigate towards the ad-
versarial region and craft top-K adversarial examples with high attack success rate (ASR), demon-
strating the underlying vulnerability of DNNs. However, this task becomes much more challenging
in the more practical black-box setting with only predicted probabilities of all classes are available,
as we lack accurate intermediate gradients for navigation in the high-dimensional continuous space.
In this case, identifying an initial boundary point satisfying the top-K target-label constraints may be
akin to finding a needle in an ocean. On top of that, we need to further refine the obtained adversarial
example to meet the perturbation threshold constraint across the highly irregular adversarial region.

Adversarial region Adversarial region

Non-adversarial region Non-adversarial region

To address the aforementioned Benign Input 10*Perturbation Adv. Example (best)

challenges, we introduce a com-
i‘ i -
\
)

prehensive query-efficient geo-
Top-2 predictions 10*Perturbation

Top-2 predictions:
metric score-based fop-K black- cow potted plant
box attack, GSBAK, that employs

distinct approaches to approxi- verson, dog

mate gradients by querying the tar-
get classifier, aiming to efficiently s -
identify good initial boundary

points for both untargeted and tar-

geted attacks rather than starting  Figure 2: Crafted rop-2 adversarial examples against Inception-
from a random boundary point V3 (Szegedy et al} 2016) with top-2 multi-label learning on
as done by geometric decision- the PASCAL VOC 2012 dataset (Everingham et al., 2013) by
based attacks. However, the ob-  considering the best and worst target-label sets (Sec. [5.2). The
tained initial boundary points, uti- prediction order based on confidence scores of the benign in-
lizing the estimated gradient di- putis: [person, dog, cow, potted plant, horse, chair, car, dining
rection, often significantly deviate table, bottle, sofa, cat, tv/monitor, bicycle, sheep, boat, motor-
from the optimal. Thus, we further  pjke, bird, bus, train, aeroplane).

Adv. Example (worst)

Top-2 predictions:
train, aeroplane
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introduce more accurate gradient estimation technigiié®undary pointdy leveraging the pre-
diction probabilities. Guided by the estimated gradient on the decision boundary, \G@Baucts

a boundary point search along a semicircular trajectory, motivated by the state-of-the-art (SOTA)
decision-based attack CGBA (Reza el/al., 2023), to explore the decision boundary and further op-
timize the perturbation. GSBAIs designed to perform attacks not only on traditional single-label
multi-class classi cation problems but also on classi ers witip-K multi-label learning capabili-

ties; see Fid.]2 for craftetbp-2 adversarial examples. The contributions of this paper are summa-
rized as follows:

» We propose GSBA, a comprehensive and query-ef cient geometric score-based attack in an
aggressiveop-K setting. GSBA incorporates novel gradient estimation techniques to locate
a better initial boundary point and leverages the geometric properties of decision boundaries to
enhance both query ef ciency and attack versatility.

« In the dif cult top-K targeted attack, our gradient estimators assess the impact of each query on
the individual target classes and assign adaptive weights based on their signi cance.

» We adapt the SOTA score-based Square Attack (SA) (Andriushchenko|et al., 2020}dp-the
setting to serve as a baseline. Comprehensive experiments on ImageNet (Degng etlal., 2009) and
PASCAL VOC 2012|(Everingham et gl., 2015) datasets against popular classi ers underscore the
ef cacy of GSBAX in handling bothtop-1and complicatedop-K, including multi-label learning
scenario, across untargeted and targeted settings.

2 RELATED WORK

Black-box adversarial attacks. The top-1 classi cation label is the sole piece of information
available to an adversary @ecision-based attacksThese attacks can be either gradient-free (Bren-

del et al.| 2018; Brunner et al., 2019; Li et al., 2021; Dong et al., 2019; Maho et al., 2021) or they
can involve estimating the gradient on the decision boundary (Chen et al., 2020; Li et al., 2020a;
Rahmati et al., 2020; Reza et al., 2023). Based on the use of the geometric properties of the decision
boundary, decision-based adversarial attacks can also be categorized as geometric decision-based
adversarial attacks (Rahmati et al., 2020; Maho et al., 2021; Ma et al., 2021; Wang et al., 2022;
Reza et al., 2023). While Tangent Attack (Ma et al., 2021) considers the decision boundary as a
virtual hemisphere to re ne the boundary point, Triangle Attack (Wang et al., 2022) used the trian-
gle inequality to re ne it. GeoDA (Rahmati et al., 2020) and SurFree (Maho et al., 2021) focus on
the hyperplane boundary, with GeoDA using estimated gradient information to execute the attack,
while SurFree is gradient-free. In contrast, CGBA (Reza et al., 2023) demonstrates the difference in
curvature of the decision boundaries for untargeted and targeted attacks, based on which algorithms
are proposed that go beyond the simpli ed hyperplane boundary model and exploit the distinct cur-
vatures of the decision boundary for improved attack performance.

In score-based attacksan adversary avails itself of the information of prediction probabilities of all

the classes when querying the target classi er. Although most score-based attacks operate without
surrogate models, some approaches (Guo et al., 2019b; Cheng et al., 2019; Yang et al., 2020) incor-
porate surrogate models to improve ef ciency. Among the surrogate free attacks, ZOO (Chen et al.,
2017) employs the nite difference method with dimension-wise estimation to approximate the gra-
dient, requiring2d queries per iteration, whetkis the dimension of the image. To improve the query

ef ciency of gradient estimation, (Bhagoiji et al., 2018) reduces the search space using PCA of the
input data, while AutoZOOM (Tu et al., 2019) samples noise from the low-dimensional latent space
of a trained auto-encoder. NES (llyas et al., 2018a) uses nite differences through natural evolution
strategies for gradient estimation. In the quest for further improved query ef ciency, Bandits (llyas
et al., 2018b) incorporates two priors: a time-dependent prior and a data-dependent prior. All the
aforementioned gradient-based attacks iteratively add noise toward the estimated gradient direction
to craft adversarial examples. SimBA (Guo et al., 2019a), however, queries along a set of orthonor-
mal directions to obtain adversarial perturbations. Despite its simplicity, SImBA outperforms the
gradient-based methods. PPBA (Li et al., 2020b) introduces a projection and probability-driven un-
targeted attack, focusing on reducing the solution space by employing a low-frequency constrained
sensing matrix to enhance query ef ciency. Conversely, SA (Andriushchenko et al., 2020) samples
a small block of noise at some random locations of the image and add the noise with the image if it
increases the con dence towards the adversarial region. There is another line of research that crafts
sparse adversarial examples (Croce & Hein, 2019; Croce et al., 2022), focusing on attacks that limit
the number of perturbed pixels to minimize detection. Nevertheless, SA offers SOTA performance
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in crafting untargeted and targetimp-1adversarial examples satisfying-norm constraint among
the existing surrogate-free score-based attacks (Li et al., 2024).

Top-K white-box attacks. Up to date, the vast majority of adversarial attacks in literature have
been focused on thep-1setting, except for some pioneering white-box attacks. An ordemdK
white-box attack is proposed in (Zhang & Wu, 2020), which uses an adversarial distillation frame-
work in crafting adversarial examples by minimizing the Kullback-Leibler divergence between the
prediction probability distribution and the adversarial distributiogML (Hu et al., 2021) proposes

a white-box method to createp-K untargeted and targeted adversarial perturbation for the multi-
label learning problem. The DeepFool attack (Moosavi-Dezfooli et al., 2016) that was proposed for
top-ladversarial examples is extended in (Tursynbek et al., 2022) to cotgmiteuntargeted ad-
versarial examples. Moreover, (Paniagua et al., 2023) introduces a quadratic programming method
to learn orderedop-K adversarial examples that addresses attack constraints within the feature em-
bedding space. (Mahmood & Elhamifar, 2024) proposes a framework for crafting semantically
consistent adversarial attacks on multi-label models using a consistent target set.

3 THREAT MODEL

Consider a classi eP(x) : [0;1]°» W H 1 [0;1]°, whereCp;W;H are the channel, width,
height of an arbitrary input, andC denotes the number of output classes. The classi er outputs
prediction probabilities for all classes in response to a quepy. To be more pfedige, represents
the probability thak belongs to class, with the constraint that 5:1 P:(x) = 1. For a given input

X, the set otop-K predicted labels by the classi er can be expressed as follows:

Pk (x) = flargsortPc(x)ligk,; ; (1)
c2[C]

wherearg sort, ¢ returns indices of sorted elements in decreasing order of probabilityCdred
f1;2;::;;Cg denotes the label set. For instanfag sort., c; Pc(X)]i contains the label index of
the class with thé™ highest prediction probability.

An adversary's objective is to generate an imperceptible adversarial example, without using surro-
gate models, from a benign input image which is correctly classi ed by the classi er. While
the true label set ok for the classic single-label multi-class classi cation problem is expressed

asG = Yi(xs), for top-K multi-label learning it is expressed & = Y« (xs). In a score-based
attack, having the information of the prediction probabilities by querying the target classi er, the

adversary aims to identify a unit directidh in which x s is moved into the adversarial region with
minimal perturbation. A queryq = xs + r (") in the direction” is considered in the adversarial
regionifl(xq) =1, wherer (") = kxq xsk»” represents the perturbation added in the direction
™. The indicator functiori(x q) informs whether the queny, falls within the adversarial region or
not. For anuntargeted attackaiming to move the true label set outside tbp-K predicted classes,
the query success indicator function takes the following form:
1, if G6 Yk (Xq)
1(X4) = ! . 4 2

(Xa) 1; otherwise )
In contrast, dargeted attaclseeks to replace thep-K predictions of the input s with a prede ned
set ofK target cIassesY,(J) [CIn G. Thus, the query success indicator function for a targeted
attack is:
1 if Pe(xg)= Y

1(xq) =
(Xa) 1; otherwise

®3)

if " represents the optimal direction to obtain the desired adversarial mgages X + r(" ),
the optimization problem can be formulated as:

" zargmin kr (")ks; st.l(xs+r("))=1: (4)

4 OUR PROPOSEDGSBAK

The proposed GSBA guided by the approximated gradient direction in crafting adversarial exam-
ples, involves three key steps, as depicted in Fig. 3: (a) Estimating the gradient in the non-adversarial
region to approach the decision boundary iteratively to nd a better initial boundary point; (b) Esti-
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(a) Step 1 (b) Step 2 (c) Step 3
Figure 3: (a) Estimated gradiefjt. on source imaggs using Eq. 9 for targeted and Eq. 10 for un-
targeted attacks in the non-adversarial region; (b) Approximated gragjignat a decision bound-
ary pointxp, using Eqg. 12 for targeted and Eq. 13 for untargeted attacks; and (c) Subsequent bound-
ary pointxy,,, search inthe 2D plane spanned(y, ; "), where ", denotes direction ofp,
from x 5. While the light green and the light orange regions indicate non-adversarial and adversarial
regions, respectively, the dark green (dark orange) arrows indicate directions to increase (decrease)
con dence toward the adversarial region.

mating the gradient at the boundary point by leveraging the prediction scores; (c) Finding the next
boundary point with reduced perturbation along a semicircular trajectory under the guidance by the
estimated gradient on decision boundafie key novelty of GSBA is its ability to more accu-

rately estimate gradients both within the adversarial region and at the decision boundary in

the aggressivaop-K setting, enabling ef cient boundary exploration to enhance ASR.

To estimate the gradient around a poinin image space, we generdte number of noise samples
fzigi';l from the low-frequency Discrete Cosine Transformation (DCT) subspace and exploit the

prediction probabilities ok + z;; 8z; 2 fzigi';1 from the target classi er. The DCT subspace
encapsulates critical information of an image, including the gradient information (Guo et al., 2018;
Li et al., 2020a) (for more, please refer to Appendix F).

For atop-K targeted attackvith the constraint of a target-label s\é‘f) , to indicate the impact of an

addedz; to x on a speci c target class2 Y ) we exploit the following information:

Wyiz o= Pe(X +zi)  Pc(x); (%)
where a positive (or negative) value wof;...,, indicates the increase (or decrease) in con -
dence towards the target classdue to the added; to x. For any queryxq, let vg =
[arg sort 5 cjnc, Pj (Xg)lk denote the index of the class other tianwith the K -th largest pre-
diction probability. Additionally, letcs = arg max;,c. Pj (Xq) denote the source class with the
highest prediction probability. For @p-K untargeted attackwhere adversarial queries can take
any set ottop-K classes froniC] n G, the adversarial region becomes signi cantly broader. Thus,
we exploit the following information for an untargeted attack:

Fxq = Py (Xq)  Pe,(Xq); (6)
wheref x j Fx > Ogindicates the adversarial region. With this a higher positive vall pfmplies
a more con deni 4 in the adversarial region than the non-adversarial counterpart.

4.1 GRADIENT ESTIMATION IN NON-ADVERSARIAL REGION

Finding a good initial boundary pointy, is crucial for the success of a geometric attack. Unlike
geometric decision-based attacks (Chen et al., 2020; Reza et al., 2023), whiclkx gaatgploying

a random direction for the untargeted attack, and a binary search between the source image and a
random target image for the targeted attack, our approach utilizes estimated gradient directions to
nd a betterxy,. We estimate the gradiegk, atxs by querying around it and iteratively shift the

query sample in the gradient directigp, = gx.=kgx k2 using a xed step size to locatex, .

In targeted attacks estimating the gradient inside the non-adversarial region at a;p@jim; chal-
lenging as it involves nding the direction towards the narrow adversarial region constraint by the

target-label se‘t’,(g). Querying within the non-adversarial region aromﬁg will result in all queries
being non-adversarial, as in Fig. 3a. Since the adversarial objective is to continuously increase the
con dence of the target classes, to estimate gradiemgoa,t the adversary may target the region

fxp +zij min,, ® Pe(x9 +zi) min_, ® Pc(xg,) > Ogthat ensures a gradient direction to

enhance the minimum con dence among the target classes. Thus, we de ne the following indicator
function to check whether a query aroumﬁi0 satis es the adversary's goal:

5
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1, if min,, © Pe(xp, +zi) min,, © Pe(xp,) > 0 @
1; otherwise
However, all the queries that satisfyg0 (zi) =1 are not equally effective. For instance, faiop-3

targeted attack, consider the prediction probabilities with the target classes from the target classi er
for xgo asf0:12,0:13; 0:1g. Assumez; changes these probabilitiesftd:13; 0:14; 0:11g, while z,

modi es these td 0:11; 0:12; 0:11g. While bothz; andz, enhance the minimum con dence among

the target classes (i.e.,(g0 (zi) = 1 for both),z; has a greater impact as it improves con dence

across all target classes. To indicate the impact of the addmdxgo on a particular target class
c2 Y,(J), we introduce the following irzdicator function
ooy = b T (2 ez > 0 ®)
X by iCiZi . .
0; otherwise
Wherewxo .:z; IS de nedin Eq. 5. Note thatxo ..z, = 1 includes the query that satis ey =
bg
lwitha decreased con dence ani.e., W0 ez < 0, which will be included in gradient est|mate
bg
as experimentally it is observed that, with a very high probabilify, .c.;, = xo ; 2, satis es.
0 0
Thus, the gradient in the non-adversarial region fortteK targeted attack can be estimated as:
Xo X X
gxgo = xgo;c;zi Wxgo;c;zi xgo;c;zi Zj, 9)
=l oy (0 c2y (M
M x9 ¢z counts the number of target classes with increased (or decreased) con -
c2Y bg ' i

dence wheno (zij) =1 (or 4o (zj)= 1),and (0 Wyo .7, x0 ..z, Captures the change
bo bo c2Y by 114l by 114

in con dence of these classes. Eq. 9 provides a gradient direction that effectively increases the con-
dence of the minimum prediction probability among‘(t) and iteratively nds a boundary point

Xp,- Itis effective in ndingxy, as it considers the impact of on each of the target cIassesYif;f)
and assigns weight to, accordingly. Additional analysis, showing the impact of each component
in Eq. 9 and the rationale behind it, is provided in Appendix A.1.

xgo (zi) =

P
where

Turning tountargeted attacks querying around<80 resultinFyo .5, < 0; 8z; 2 fzigfgl due
0

to the reason discussed above. Thus, having a wider adversarial region, to estimate the gradient at
xb , we consider the impact @ on the enhancement of con dence towards the adversarial region
relative to the non-adversarial counterpart. This gradient can be approximated as:

Xo

gxgo = . Fxgo+zi I:xoo Zj, (10)

1=

whereFxg vz, Fxo >0 signi es increased con dence towards the adversarial region in relative
0 0

to the non-adversarial region, due to perturbngg + z; compared to<80, and vice versa. This
strategy leverages the available prediction probabilities, enhancing the possibility of nding a good

Xp, for the untargeted attack such thex (x b) 2 [C]NG.

4.2 GRADIENT ESTIMATION ON DECISION BOUNDARY

Gradient estimation on the decision boundary plays a pivotal role in our proposed approach. For a
targeted attack, the gradient is estimated at a boundary paipt by querying around it in each
iteration to nd the next boundary point,, ,, with reduced perturbation. However, estimating the
gradient fortop-K targeted attacks with a narrow adversarial region is still complicated. Not all
adversarial queries contribute equally to this goal. Some queries may behave anomalously, leading
to a reduction in con dence across all target classes, while others may improve con dence for only

a subset of the target classes. Ideally, the most effective queries are those that increase con dence
across all the target classes. For instance, consider that the prediction probabilities of the target

cIassesYét), for atop-3attack, atxp, arefPc(xp,)d.,, » = f0:10;0:08,0:12g. After applying
3
three random perturbations, the resulting prediction probabilitieff Bex s, + zi)d,,, ol =
3
[f 0:09; 0:07; 0:11g; f 0:09; 0:07; 0:15g; f 0:11; 0:09; 0:13g]; 1 (Xp, + z;) = 1;8i 2 [3]. In this exam-
ple, the rst perturbation is anomalous, as it reduces the overall con dence in the target classes. The

second perturbation biases the result towards a particular class, while the third perturbation increases
con dence in all target classes, making it the most effective for achieving the adversarial goal. Thus,
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Algorithm 1: GSBAX

Input: benign images, query budge®, base query numbég, step size, tolerance .

Output: adversarial imag® aqy -

Xp, = Xs,Q%=1.

while 1(x 80) = 1do

gxg = 0x0 =ng8 k. based on Eqg. 9 and Eq. 10 for targeted and untargeted attacks, respectively,
0 0 0

usingl o queries.

Kh=xf+ 0 ,Q= QI+l

Xbo;Qon  BinarySearch  (xs;xp,;1(); ).

Q%= Q%+ Quin; n=0.

while Q° Qdo

estimatex, = Ox,, =K0x,, k2 based on Eq. 12 for targeted and Eq. 13 for untargeted attacks using
blo' n+1cqueries.

direction of the boundary point from the source imada: =

Xbp  Xs

oo, xskz» @S shown in Fig. 3c.

Xb,., 3 Qbs  Next boundary point along a semi-circular path guidedby and "n,and
corresponding query cost, as discussed in CGBA (Reza et al., 2023).
| Q°= Q%+ blo n+lc+ Qus; N=n+1.

return: Xady = Xb,

we also propose an effective gradient estimation technique on a decision boundary point by leverag-
ing the available information for the challengitap-K setting that Iters out anomalous queries and
assigns greater weight to perturbations that have a higher impact on achieving the adversarial goal.
Now, we introduce an indicator function that assesses whether the xgletyz; is adversarial and

leads to increased con dence to the classY ,(J):
_ L if 1(Xp, + Zi)Wx,, ez > O
Xon (G207 0. otherwise
Similar to Eqg. 8, it also includes the non-adversarial qued¢sy, + zij) = 1) whilewy, ..z, <
0, which will be incorporated in the gradient estimate by ipping the sigm;ofThe gradient for the
intricatetop-K targeted attack is thus estimated as:
X X X
gxtJn = Xbp iCiZj ben iCiZi XbpiCiZi Zj. (12)
i=1 p ey’ c2y (M
Here, 0 X, iz, and cov Wy, :cizi x, ciz; are weights assigned g to estimate the

gradient. The former counts the number of target classes for vilfich) + zj)wy, .c;z, > 0, while
the latter captures the strength of increased (or decreased) con dence towards the adversarial region
if the query is adversarial (or non-adversarial). Additionally,,, ) x,,:c:z; = O indicates the

K

guery is anomalous. The proposed method offers improved gradient estimation by emphasizing the
impact of the added noisg on each of the target classes comparing the prediction probabilities of
the boundary poinky,, and the perturbesy, + z;. It assigns more weight t; in estimating the

gradient, ifz; impacts more target classes\ﬁﬁ‘), while ltering out anomalous queries that do not
correctly contribute to the adversarial goal. For a more detailed discussion of the rationale behind
Eq. 12, including the impact of each component in it on gradient estimation and comparisons with
other possible choices of gradient estimation, please refer to Appendix A.2.

11)

In anuntargeted attack, since the attack transitions from a small set of source classes tomhy
classes ifiC]nG, the likelihood of anomalous queries is greatly reduced. In this scenario, it suf ces
to evaluate the impact of the added naisdased on how effectively it enhances con dence toward
the adversarial region compared to its non-adversarial counterpart. Under this setting, the gradient
can be can be straightforwardly approximated as:

Xn

Oxp, = Fxon+zi Zi: (13)

i=1
The larger the positive value &y, ., the greater the con dence shift towards the adversarial
region relative to the non-adversarial one, and more weight is assigzedf the change is higher.
Note, Eq. 13 also incorporates, which results in non-adversarial querids( +,, < 0) and
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(@)rn =2, Untargeted (b)ry =4, Untargeted (c)rn =4, Targeted (d)rin =6, Targeted
Figure 4: ASR(%) vs. queries in craftingp-1adv. examples against ResNet-50 on ImageNet.

weights them accordingly, as it is highly probable thgt +,, < 0 =) Fy, , > 0. The
impact of non-adversarial queries on attack performance is discussed in Appendix A.3.

The steps of GSBA are outlined in Algorithm 1. Line 4-Line 6 are used to iteratively skift

into the adversarial region with a step size Then, a binary search between the obtained point
inside the adversarial region amd is conducted to locate the initial boundary paiy, within a
certain tolerance. From Line 9-Line 13, GSBA iteratively nds boundary point with reduced
perturbation using the similar semicircular boundary as CGBA (Reza et al., 2023) guided by the
proposed estimated gradigx, on the decision boundary for both untargeted and targeted attacks.
The code of our attack is availableldtps://github.com/Farhamdur/GSBA-K

5 EXPERIMENTS

In this section, we rst outline the baselines, evaluation metrics, and hyperparameters employed for
both the baselines and GSBA Subsequently, we present the experimental results on ImageNet,
which contains 1,000 classes, and the PASCAL VOC 2012 dataset, which includes 20 classes, il-
lustrating the ef cacy of GSBA in executingtop-K attacks. The limitations and potential negative
impacts of GSBA are addressed in the supplementary material.

Baselines, evaluation metrics and hyperparameters. To evaluate the performance of GSBA

we choose score-based attacks SIMBA-DCT (Guo et al.,, 2019a), PPBA (Li et al., 2020b) and
SA (Andriushchenko et al., 2020) as baselines. To the best of our knowledge, SA offers SOTA
performance in score-based setting. The baselines are only designed topeddtversarial exam-

ples against classi ers with single-label multi-class classi cation. While SA and SimBA-DCT can
generate both untargeted and targeted adversarial examples, PPBA is restricted to untargeted attacks.
Nonetheless, the proposed GSBi& versatile in craftingop-K adversarial examples for both untar-
geted and targeted attacks, and both single-label and multi-label learning. To have a strong baseline
in thetop-K setting, we adapt the loss function of SA (Andriushchenko et al., 2020) for both untar-
geted and targeted attacks, enabling its application in crafitipek adversarial examples, coined

as SA. For untargeted attacks, we modify the loss function in (Andriushchenko et al., 2020) to
L(f (Xq);Gs) = T, (Xg) fue (Xg), wherecs andvk are de nedin Sec. 4. Likewise, for targeted at-

tacks, the loss function is modi ed to(f (x4); Y&) = min, 5, o f (Xa)+max o0 o F (xq)
for K > 1. This adaptation enables the effective craftingap-K adversarial examples using SA

We evaluate our method primarily using the metric Attack Success Rate (ASR). An attack is deemed
successful if it crafts an adversarial example below a speciedorm perturbation thresholdy, ,

using queries within the allocated budgét, The lower thery, , the more queries are required to

make an attack successful, and vice versa. We also assess the effectiveness of an attack using the
median ;-norm of the perturbation. A lower median perturbation value across all crafted adversarial
examples within the allocated query budget indicates greater attack effectiveness.

Baseline implementations leverage the codes provided by the respective authors, with some suitable
parameter adjustments. While SA accounts for constraints bof amdry, in de ning attack
success, SIimBA-DCT and PPBA only consider the constraifit,ipotentially giving a false sense
of success. Empirically, it is observed that the crafted perturbations in the default setting of SimBA-
DCT and PPBA are often large and suffer from low ASR for a smgll To address this, we set

= 0:1for SimBA-DCT and = 0:001for PPBA, where and control the magnitude of noises
added at each query step for the respective methods, while retaining other parameters at their default
settings. For SOTA SA, we use the default parameters. In the case of 'G$BAuse reduced-
dimensional frequency subspace with a dimension reduction facto4 to sample low-frequency
noisef z;g. We set the base query numbegr= 30, step size = 6, and tolerance = 0:0001
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Table 1: ASR(%) for different perturbation thresholdg § and query budgets)) against ResNet-
50 on ImageNet.

| Attack Type | Untargeted Attack | | Targeted Attack |
| Q | 1000 5000 10000 20000 _ 3000(| [ 75000 10000 20000 30000 4000
SAt pooq | 265 502 581 71.2 76l o, | 32 8.1 16.2 22.0 29.6
GSBA! " 292 614 768 845 879l " 8.4 234 475 62.4 69.9
top-1 | _SA" | 507 758 856 936 96.3 _ 193 355 555 70.4 79.6
1 i =2 fh =4
GSBA 504 853  94.6 98.7 99.3 363 716 92.2 97.3 98.6
SAT , -4 | /52 96 988 99.7 998 _[ 374 601 845 913 94.0
GSBA! i 749 980 996 1000 100.0[ " 632 905 99.2 99.9  100.0
SA? pooq | 103 289 412 48.7 55.4(|  _, | 09 3.1 6.6 12.9 16.0
GSBA? " 128 405 555 69.7 748|| " 25 9.8 26.8 39.1 46.8
top-2 | SA [ 307 561 691 78.8 85.0 _ 76 19.1 322 4438 524
> I =2 ry =4
GSBA 256 687 837 94.9 97.2 16.6  45.1 75.6 87.6 92.0
SA , 4 | 554 841 938 98.0 989, 5| 199 366 575 67.4 73.0
GSBA? B 505 89.2  97.2 995  100.0| " 367 716 92.4 97.1 98.2
SA® poop | 82 174 279 37.0 445(  _, | 08 1.1 2.4 4.0 5.1
GSBA® " 57 305 471 63.4 678 " 0.9 4.8 14.8 265 33.8
top3 | SA _ 198 459 5638 68.3 723 _ 37 93 19.3 27.0 318
p 3 rp =2 ron =4
GSBA 173 626 773 90.2 93.9 8.2 27.3 55.5 71.2 78.8
SA -4 | 468 777 885 94.8 974 o[ 10T 223 332 446 511
GSBA® t 431 848 950 99.1 99.6( " 219 492 77.8 88.7 92.8
sat poop | 25 126 186 26.9 300|| , _, | 05 0.8 1.2 1.6 2.9
GSBA' " 36 247 405 56.8 613| " 0.4 1.5 9.9 15.7 22.0
top-4 | SA" _ 143 374 505 62.9 66.8 _ 1.4 31 115 16.6 19.7
4 || T =2 rn =4
GSBA 124 556 723 85.3 926 43 15.0 39.2 55.7 63.4
SA” roog | 413 726 821 922 9.1 | 50 10.9 222 29.0 339
GSBA! B 342 786 937 98.9 994 | " 101 350 61.5 744  8l4

5.1 RESULTSAGAINST SINGLE-LABEL MULTI-CLASS CLASSIFICATION

We assess GSBAby conducting attacks against three widely used pre-trained classi ers—ResNet-
50 (He et al., 2016), ResNet-101 (He et al., 2016), and VGG-16 (Simonyan & Zisserman, 2014)
trained for multi-class classi cation on the ImageNet (Deng et al., 2009) dataset. The pre-trained
ResNet-50, ResNet-101 and VGG-16 models are sourced from PyTorch. In the case of untargeted
attacks against a classi er on ImageNet, we randomly select 1000 images that are correctly classi ed
by the respective classi er. For targeted attacks, we create 1000 sets of images, each comprising a
benign image s and a target image;. Thetop-K target labels are extracted from the target image

Yk (x¢). The input image size for all classi ers on the ImageNet dataset is St 8224 224

Comparison with top -1 baselines. We compare the performance of the proposed GS&ih
SImBA-DCT (Guo et al., 2019a), PPBA (Li et al., 2020b) and SA (Andriushchenko et al., 2020) in
craftingtop-1adversarial examples against classi ers with multi-class classi cation. Fig. 4 depicts
the variation of ASR against ResNet-50 on ImageNet with differing query budgets across various
values. From Fig. 4, for untargeted attacks, the ASR of SA is comparable with G®BA, = 4

and reaches around 100% ASR. However, GSB#fers better ASR than SA with reduceg .
Experimentally, it is observed that with a higher value gfthan 4, both SA and GSBAconverge
faster towards the 100% ASR. Conversely, for targeted attacks, &8Bperforms the baseline by

a considerable margin in ASR. Additional results for other classi ers are provided in Appendix B.
Results on craftingtop-K adversarial exam-

ples. The ASR in crafting up tdop-4 adver-

sarial examples for both untargeted and targeted

attacks against the ResNet-50 classi er on the

ImageNet dataset is presented in Table 1, con-

sidering different query budgets and perturba-

tion thresholdry, . The corresponding curves

for ResNet-50, withry, = 2 for untargeted at- (a) Untargeted (b) Targeted

tacks andy, = 4 for targeted attacks, are de-

picted in Fig. 5. The obtained ASR for differ-Figure 5: ASR(%) versus gueries for the attack
entry, and query budgets against other regulagainst ResNet-50 on ImageNet.

classi ers are given in Appendix C. Additional

evaluations against a number of robust classi ers are provided in Appendix D. We chobgerSA
the performance comparison, as it offers SOTA performance itofhé setting.

In the context of untargeted attacks, it is noteworthy that while the ASR is comparablé teSa
the query budget is relatively low, the proposed GSBAethod notably outperforms $Aas the
query budget increases. Furthermore, for a given query budget andKxeatie relative ASR of
GSBAX compared to SA increases asy, decreases. Additionally, with a xed query budget and
I , the relative ASR of GSBA compared to SAimproves aK increases. For the targeted attack,
by contrast, GSBA demonstrates signi cantly higher ASR compared to*S#cross the board,
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(a) Untargeted; Query budget = 2000. (b) Targeted; Query budget = 20000.
Figure 6: Differentop-K adversarial examples against ResNet50 for a benign input.
Table 2: ASR(%) against Inception-V3 withp-2 multi-label learning on the PASCAL VOC 2012
dataset.

| Target type | Best | Random | Worst |
| [rn Q | 10000 20000 30000 40009 10000 20000 30000 40009 10000 20000 30000 40000

SA! 79.0 89.0 92.0 94.0| 320 42.0 49.0 58.0| 10.0 17.0 22.0 28.0
GSBA 81.0 92.0 94.0 96.0| 41.0 57.0 70.0 75.0| 15.0 42.0 54.0 63.0
SAT 91.0 94.0 96.0 96.0 47.0 60.0 68.0 73.0| 20.0 31.0 39.0 46.0
GSBA! 89.0 97.0 99.0 99.0 56.0 73.0 77.0 84.0| 340 59.0 72.0 78.0
SAT 94.0 98.0 100.0 100.0[ 52.0 67.0 76.0 79.0| 27.0 39.0 51.0 59.0
GSBA 94.0 98.0 99.0 99.0 62.0 76.0 84.0 85.0| 45.0 68.0 78.0 80.0

4

top-1 6

8

sSA? 32.0 51.0 58.0 66.0 6.0 9.0 12.0 15.0 0.0 0.0 1.0 3.0
GsSBA? 40.0 65.0 78.0 83.0 9.0 28.0 48.0 53.0 5.0 26.0 46.0 53.0

SA 51.0 73.0 77.0 820 | 11.0 23.0 27.0 32.0 20 8.0 10.0 11.0
GSBA? 53.0 80.0 83.0 89.0 | 240 44.0 53.0 62.0| 17.0 50.0 57.0 67.0

SA 67.0 80.0 84.0 87.0 15.0 25.0 41.0 46.0 7.0 14.0 19.0 21.0
GSBA? 64.0 82.0 89.0 93.0 31.0 55.0 62.0 69.0 | 29.0 54.0 65.0 75.0

4

top-2 6

8

speci cally in crafting adversarial examples with reduced perturbation. Moreover, ¢S3BAieves
substantially higher ASR than $Ain craftingtop-K targeted adversarial examples with higKer
The crafted adversarial examples and their corresponding perturbation with diffefent benign
input are depicted in Fig. 6. For additiortap-K adversarial examples and detailed insights, please
refer to Appendix H.

5.2 ATTACK AGAINST MULTI-LABEL LEARNING

We employ the proposed GSBAo attack againgbp-K multi-label learning, a task aimed at identi-
fying the topK prediction labels for a given input. To execute an attack against a target model with
top-K multi-label learning, we use Inception-V3 (Szegedy et al., 2016), obtained from the GitHub
repository of (Hu et al., 2021). This model is pre-trained on ImageNet (Deng et al., 2009) and ne-
tuned on the PASCAL VOC 2012 dataset (Everingham et al., 2015). We focus on tatgedeéd
attacks, and categorize the possible target sets into three types: best, random, and worst. For a be-
nign input, thebest target labelsefer to a set oK labels, excluding true labels, with the highest
prediction scores; conversely, therst target labelslenote those with the lowest prediction scores,
andRandom target labelepresent a set &€ randomly selected mutually exclusive labels, exclud-

ing true labels. To perform thip-K attacks, we use 100 benign samples withrue labels from

the PASCAL VOC 2012 validation set and perform attacks considering the aforementioned three
categories of target sets. The inputimages are resizéd 800 300dimensions before being fed

into the target model.

Table 2 demonstrates the ASR in craftitogp-1 andtop-2 adversarial examples for different query
budgets and perturbation thresholds, considering the best, random and the worst target label sets.
As seen from these results, GSBAutperforms SA across the board. Speci cally, with the con-
sideration of random and worst target labels, GSBtably outperforms S Importantly, while

SA? fails to converge to the desired perturbation for the worst target labels within the given query
budgets, GSBAmaintains a signi cantly higher ASR. From Table 1 and Table 2, ASR decreases as

K increases. The impact of highléron ASR is detailed in Appendix E, while the effect of varying
reduced-dimensional frequency subspaces for sampjiegplored in Appendix F.

6 CONCLUSION

In this work, we propose a geometric score-based attack, SBAeffectively generate strongp-

K untargeted and targeted adversarial examples against classi ers with both single-label multi-class
classi cation and multi-label learning tasks. It introduces novel gradient estimation techniques for
the challengingop-K setting, ef ciently nding the initial boundary point and effectively exploit-

ing the decision boundary to iteratively re ne the adversarial example by leveraging the estimated
gradient direction. Experiments on large-scale benchmark datasets demonstrate th&tdHSBA
state-of-the-art performance and would be a strong baseline in cradprg§ adversarial examples.

10
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Appendix

In this supplementary material, we provide the rationale for the design of proposed gradient esti-
mation techniques for complicatedp-K scenarios in Appendix A. Additionally, we conduct an
ablation study to assess the impact of non-adversarial queries on gradient estimation, and the in u-
ence of gradient-based initialization on performance, which are also discussed in Appendix A. The
additional results showing the comparison of the proposed GS$Bih top-1baselines are given in
Appendix B, while the performance comparison between GSBad SA® against ResNet-101 (He
etal., 2016) and VGG-16 (Simonyan & Zisserman, 2014), and several robust single-label multi-class
classi ers can be found in Appendix C and Appendix D, respectively. The impact of I&rgem

the performance of GSBAIis reported in Appendix E. A brief discussion of the noise sampling pro-
cess from a low-dimensional frequency space is presented in Appendix F, while potential negative
impacts and limitations of GSBfAare covered in Appendix G. Finally, a number of crafted adver-
sarial examples against single-label multi-class classi cation and multi-label learning are depicted
in Appendix H.

A ABLATION STUDY

In this section, we present an ablation study to analyze the design of the proposed gradient estimation
techniques presented in Eq. 9 and Eq. 12, which estimate gradients within the adversarial regions
and on the decision boundary, respectively, for thye-K targeted attack. We also examine the

in uence of non-adversarial queries on gradient estimation at the decision boundary and how this
in uences the performance of the proposed attack. Furthermore, we demonstrate that our gradient-
based initial boundary- nding method signi cantly improves attack performance when compared to
random boundary point initialization.

A.1 DETAILED BREAKDOWN OFEQ. 9

Finding a good initial boundary pointy, for the targeted attack is a dif cult task as it requires
satisfying the constraintx (Xno) = Y}(J). In this section, we analyze how each component in Eq. 9
contributes to gradient estimation at a poigjt inside the non-adversarial region to locatg for the

targeted attack. To evaluate the effectiveness of the proposed gradient estimation, we also compare
it with alternative possible methods for estimating the gradienﬂ(gtproviding justi cation for the
selection of our proposed approach.

Method-1: The gradient aiz(‘g0 can be estimated by comparing the prediction probabilities gg)r
with those of the perturbed queries around it. The gradient estimation is give by:
Yo
o = min P;(x3 +zi) min Pj(x2) z: (14)
°© o v joy (¥
In this method, we estimatgyo by comparing the minimum prediction probabilities of the tar-
0
get classes atg0 with the minimum of those due to the added noise. The positive difference of
minj oy 0 P (xg0 + zj) minj oy 0 P (xgo) ensures the increased con dence of the target class
K K

with minimum con dence.

Method-2: Inspired by the CW (Carlini & Wagner, 2017) adversarial objective, another possible
approach could be as follows:

Xo

Oxg = L(xp +zi) L(xp,) zi; (15)

i=1
whereL (xp ) = min _,, © Pe(xp,) max,, ® Pc(xp,). This formulation leverages the difference
between the minimum probability among the target classes and the maximum probability of non-
target classes to calculate the gradient.

Method-3: This method is solely based on only considering the impact of the rst weight factor,
oy O X0 Gz in Eg. 9, which counts the number of target classes with increased con dence
K 0

when xS, (zi) = 1, or the number of target classes with decreased con dence W,hgrﬁzi) =
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Table 3: Caparison of different gradient estimations with the proposed gradient in Eq. 9 to locate the
initial boundary fortop-K targeted attacks.

| Grad Estimator| ", (median) Q (median) > (mean) Q (mean)

Method-1 9.82 1802.50 10.01 2131.12
top-1 Method-3 11.30 2439.00 11.46 2811.12
Method-4 9.82 1802.50 10.01 2131.12
Proposed 9.82 1802.50 10.01 2131.12
Method-1 12.17 2950.50 12.64 3439.31
top-2 Method-3 12.74 3074.50 13.14 3693.56
Method-4 11.98 2733.50 12.59 3429.07
Proposed 12.12 2750.50 12.57 3352.49
Method-1 14.06 4258.00 14.83 4920.10
top-3 Method-3 14.12 4159.50 14.76 4899.33
Method-4 14.01 4175.00 14.71 4753.59
Proposed 13.70 3896.00 14.30 4452.22
Method-1 17.20 5818.00 26.99 6862.56
top-4 Method-3 16.10 5151.50 16.77 5995.36
Method-4 16.60 5322.00 17.28 6505.02
Proposed 15.24 4640.00 16.17 5666.69
Method-1 19.68 7368.00 20.27 9153.95
top-5 Method-3 17.39 6097.00 18.77 7305.30
Method-4 18.06 6779.00 19.12 8364.68
Proposed 17.14 5709.50 18.03 7042.50

1. Using only this factor, the gradient is estimated as:
Xo X
gxgo = . XDy iCiZi XD (zi) zi; (16)
il coy m
where the indicator functionxgo (zj) isdenedin Eq. 7.

P
Method-4: This method focuses on the second weight 1‘act(g5Y O Wi icizi xQicizis inEq. 9
K
to estimate the gradientre@0 . It computes the weight associated wathHby summing the changes in
prediction probabilities of the classe® Y,(J) either with increased con dence Whergg0 (zi)=1
or with decreased in con dence wheRgo (zj) = 1. The gradient estimation using Method-4 is
0
given as follows:
Xo X
Oxo = W0 icizi  x0 iz Zit (17)
0 0 0
=1 ey (9

Comparative analysis. We compare the performance of the aforementioned gradient estima-
tion methods with our proposed gradient estimation to show its effectiveness in nding the initial
boundaryxy,. To conduct the comparison, we randomly selected 100 test samples from the Im-
ageNet (Deng et al., 2009) dataset and measured the median and mean query counts required to
locatexy, as well as the median and meandistance of obtained boundary points from the cor-
responding source images by performing attacks against ResNet50 (He et al., 2016). The results
are demonstrated in Table 3. We exclude Method-2 which is based on CW adversarial objective,
as experimentally it is observed that it often fails to mg, in aggressivdop-K setting. This is
becauset-;(xg0 + Zj) L(xgo) > 0doesn't mean that it increases the con dence towards the adver-
sarial reason, and vice versa. One possible reason among numerous reasons of failure of Method-2
could be, because of the addrdwith x{ , while min ., © Pe(xp, + Zi) min ., ® Pe(xp,),

max_,, « Pe(X2 + zi) < max_,, o Pc(x2 ) along with an enhanced con dence among classes
Cc2Y o c2Y bo

c2 [C]n Y}(J) that doesn't meet the goal to nd the direction to enhance the con dence towards the
adversarial region.

In the top-1 setting, Method-1, Method-4 and the proposed gradient estimation offer the same
strong performance in locating the initial boundary, as these methods converge to the same ex-
pression in this setting. However, from Table 3, the ef ciency of Method-1 diminishd¢ &%
creases. The performance deterioration is because Method-1 compiargs o Pc(xg0 + z))
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andmin ., «) Pc(xgo), but fails to account for the in uence of; on all target classes 2 Y}(J).
K

In contrast, Method-3 and Method-4 incorporate the impact;obn each of the target classes.
While Method-3 counts the number of target classes with increased (or decreased) con dence when
xS, (zi)=1 (or xS, (zi) = 1), Method-4 considers the strength of these classes. As demonstrate

in Table 3, the query ef ciency of Method-3 increases with higherand the Method-4 is query

ef cient than Method-1 in locatingp, for K > 1. Nevertheless, the proposed gradient estimation
method, which takes account of both Method-3 and Method-4, demonstrates superior performance
in locating the initial boundaryy, .

A.2 DETAILED BREAKDOWN OFEQ. 12

The proposed gradient estimation for tlop-K targeted attack at a decision boundary poin,,
ipvolves two key components: the count of target classes with increased (or decreased) con dence
c2v (¥ Xonpeizi and the sum of the increased (or decreased) prediction probability of these classes
K

presented as cov O Wiy wcizi xpy G20 if the query is adversarial (or non-adversarial). Before delv-
K

ing into the impact of these components on attack performance, we explore alternative possible
gradient estimation approaches.

Approach 1: In this scenario, we consider a more challenging setting for the gradient estimation,
where an adversary only knows whether a query is within the adversarial region without obtaining
prediction probabilities from the classi er as employed by CGBA (Reza et al., 2023). The estimated
gradient orxy, in this challenging setting is expressed as:
NG
Oxp, = 1(Xp, *+ 2zi) zi: (18)
i=1

Approach 2: In this approach, the adversary has access to prediction probabilities of all the
classes, and the gradient estimation is done by summing the changes in predictions of all the target

classes iN,((t). The gradient estimation using this approach is given as:
Xn X
Oxy, = Wy p,, ic;2i Zj, (19)
=1 ey (D
wherewy, ..z, = Pc(Xn, + Zi)  Pc(Xp, ) is de ned in Eq. 5. More weight is assignedg, if
the aggregated change acrifié) is higher.

Approach 3: To estimate the gradient at the boundary paigt, we may compare the minimum

con dence among the target cIasseS(iﬁ) atxp, with that of the queries around it by adding noise
z; to Xy, , and it can be represented as:
NG
Oxp, = min Pc(Xp, + zi) min Pc(Xp,)  zi: (20)
c2y ,it)

= o2y

This gradient estimator estimates the direction to enhance the minimum con dence }i({ﬁ)ong

Approach 4: Having the access to the prediction probabilities of all the classes, the misclassi -
cation objective of the popular Carlini-Wagner (CW) (Carlini & Wagner, 2017) can be adapted to
estimate the gradient &g, for thetop-K attack, and it is given as follows:
Xn
Oxp, = min Pe(Xp, +2i)  max Pe(xp, +2i)  zi: (21)
czy !

= o2y

Approach 5: The CW adversarial objective in optimizing thenorm of perturbation is originally
given in-terms of logitd. of the classi er that is related with the prediction probabilities for a given
inputx as:P(x) = softmaxXL (x)). With the access of logits, Eq. 21 can be rewritten as:
NG
Oxyp, = min L¢(Xp, +2zi) max Le(Xp, + 2Zi)  zi: (22)
=g cay® cay M

17



Published as a conference paper at ICLR 2025

(a)top-1 (b) top-2 (c) top-3 (d) top-4
Figure 7: Comparing the variation 0§-norm of perturbations with queries of different gradient
estimation approaches on the decision boundary with our proposed gradient estimation in Eq. 12 in
crafting diversedop-K targeted adversarial examples.

Approach 6: Considering only the rst component of the weightpin Eq. 12, the estimated
gradient can be expressed as:
Xo X
Oxp, = xpp iz L(Xb, +Zi) Zi; (23)
p =1 oy (V
where cov (0 xp, iz counts the number of target classes with increased (or decreased) con -
K
dence towards the adversarial region if the quegy + z; is adversarial (or non-adversarial).

Approach 7: In this case, we consider the second component of the weightitoEq. 12, which

aggregates the changes in con dence of the clas2e¥ ,(<t) suchthaty, ..z, =1, to estimate the
gradient ak,, . Thus, X X

Oxp, = Wiy, icizi Xxbyicizi Zi- (24)
i=1 c2Y,(<‘)

Comparative analysis. We present a comparative analysis of the aforementioned gradient esti-
mation approaches with our proposed gradient estimation, as expressed in Eq. 12, on the decision
boundary for targeted attacks. To facilitate the comparison, we randomly choose 100 images from
the ImageNet (Deng et al., 2009) dataset and perform attacks against the popular pre-trained ResNet-
50 (He et al., 2016) classi er. For a particuleop-K and a source image, all the attacks using
different estimation techniques start from a same randomly chosen initial boundary point.

In Fig. 7a, it is evident that all attacks utilizing prediction probabilities for gradient estimation out-
perform Approach-1, which solely relies on the classi er's decision to estimate the gradient for craft-
ing top-ladversarial examples. In thigp-1setting, the gradient estimation with Approach-6 closely
resembles that of the decision-based (Approach-1). The weight associateg wsthg Approach-6
reduces to x, ..z, 1(Xp, + 2i) 2f 1,0;1g, wherey; is the target label. The key advantage

of gradient estimation using Approach-6 is that it excludes anomalous queries— those are non-
adversarial but increase the con dence toward the target class, and vice versa. In multi-class classi -
cation problems, there might be scenarios, for a target glatisoughPy, (X, + ;) Py, (Xy,) > 0,

the queryy, + z; is still non-adversarialR: (X, + z;) > Py, (X, *+ zi) forac 2 [C]nfy;g). Since

the decision-based approach (Approach-1) treats all queries equally by assigning unit absolute value
weights of either -1 or 1 ta; based on whether a query is adversarial, irrespective of considering
the discussed phenomenon, the inclusion of anomalous queries negatively impacts the performance
of the attack using it.

In the top-1 setting, attacks with Approach-2, Approach-3, Approach-7, and the proposed gradi-
ent estimation offer quite strong performance. Approach-2 and Approach-3, essentially reduce
to the same expression top-1 setting, account for all queries by evaluating the increase or de-
crease in con dence toward the target class from the decision boundary, using this change in
con dence as a weight foz;. Both Approach-7 and the proposed method (essentially both re-
duce to the same expression undep-1 setting) also assign weights based on the change in
con dence, similar to Approach-2 and Approach-3, but they exclude anomalous queries. How-
ever, Approach-2 and Approach-3 still perform comparably to the proposed gradient estimation
method, as the weights associated with the anomalous queries are relatively small. Now, turn-
ing to Approach-4 and Approach-5, which are based on CW adversarial objective, gradient esti-
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mation using these approaches is not optimal. With these approaches, on the decision boundary,
min ., o Pc(Xp, + Zi)  MaX,,y, o Pe(Xp, +zi) > 0 =) 1(xp, *+ zi)), and vice versa.

Thus, there are no dif culties with anomalous queries. The possible reasons behind this sub-optimal
performance by these approaches because the weights that are calculated based on the difference
between the minimum prediction score among the target classes and the maximum prediction score
among the other classes. This weighting does not accurately re ect the increase in con dence toward
the target class from the decision boundary, leading to less effective gradient estimations.

Turning to Figs. 7b, 7c and 7d, we observed that wken 1, Approach-2, which sums the changes

in prediction probability across all target classeé’f;’f, performs well fortop-1attacks but suffers
a signi cant performance drop, even bellow Approach-1, wherincreasps. The degradation in
performance for Approach-2 is attributed to the fact that the likelihood g{Y 0 Wz > 0

K

when the query, + z; is adversarial decreases with the increas& ofwhile the expectation

is with an adversarial query, the weight assignedtshould be positive. Consequently, lds

grows, gradient estimation with Approach-2 becomes less accurate and struggles to converge. Like-
wise, Approach-3 also suffers from a similar performance drop WithThis is because, on the
decision boundary, the difference betwem'rnC2Y o Pc(xp, + zi) and minczY o Pc(xp, ) does

not carry too much information of whether the query, + z; is adversarial. The probability of
minC2Y m Pe(Xp, + 27) minCZY ® Pc(Xp, ) > Owhen a query is adversarial reduces as well with
K K

higherK using this approach that enhances the likelihood of the anomalous queries. Approaches
based on the CW adversarial objective, such as Approach-4 and Approach-5, continue to exhibit
sub-optimal performance for highkr due to the issues previously discussed.

For Approach-6 and Approach-7—where Approach-6 counts the number of target classes with in-
creased (or decreased) con dence if the query is adversarial (or non-adversarial), and Approach-7
sums the con dence increases (or decreases) for these classes— while Approach-6 consistently out-
performs all other aforementioned approaches for higheApproach-7 outperforms those when

K is smaller. For a query at,, with addedz; on the decision boundary, these approaches focus on

the impact ofz; on each of the target classes rather than looking at a whole. For example, they do

not consider the impact @ on the clasgrg min_,,, «) Pc(Xp, + zi), but all classes irYfJ). They

K
assign more weight tg; in estimating gradient, if it impacts more target classes. By incorporating
the indicator functiony, ..., , they exclude queries that are adversarial but do not positively impact

anyc 2 Y,(<t). Notably, our proposed gradient estimation method, which integrates the strengths of
both Approach-6 and Approach-7, outperforms all other approacheskvberi.

A.3 IMPACT OF NON-ADVERSARIAL QUERIES

The proposed GSBA calculates gradients by incorporating both adversarial and non-adversarial
queries. When estimating gradients at a boundary paoint if a queryxq = Xy, + z; is non-
adversarial due to added noisg, GSBAX incorporates this noise by inverting it and scaling it
with the absolute value of the weights assigneditin Eq. 12 for targeted attacks and Eq. 13 for
untargeted attacks. Eq. 13 can be rewritten as follows:

o
Oxp, = jFan+Z|j1(an +2i)z;: (25)
i=1
Likewise, Eq. 12 can be rewritten as:
Xo X X
Oxp, = X by G Zi Wi, icizi Xby i€z 1(xp, *+ zi)zi: (26)
=l oy ,(J) c2y ,(:)

Fig. 8 compares the performance of the proposed attack in crafjiintjadversarial examples when
estimating gradients using both adversarial and non-adversarial queries versus considering only ad-
versarial queries for both untargeted and targeted attacks. These experiments are conducted against
the ResNet-50 (He et al., 2016) classi er using 100 correctly classi ed images from ImageNet (Deng
etal., 2009). While Fig. 8a and Fig. 8c depict the obtained mediamorm of perturbation for differ-

ent query budget for untargeted and targeted attacks, respectively, Fig. 8b and Fig. 8d demonstrate
the corresponding attack success rate (ASR) with a perturbation thraghotd2 andry, = 4
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(a) Untargeted (b) Untargetedr, =2 (c) Targeted (d) Targetedrinh =4
Figure 8: Impact of non-adversarial queries in estimating the gradients at decision boundary on
craftingtop-1untargeted and targeted adversarial examples against ResNet-50.

for untargeted and targeted attacks, respectively. The results clearly demonstrate that incorporating
both adversarial and non-adversarial queries in gradient estimation results in improved performance
compared to not considering non-adversarial queries in gradient estimation.

A.4 IMPACT OF GRADIENT-BASED SEARCH FORINITIAL BOUNDARY POINT

Geometric attacks start by nding an ini-

tial boundary point and then iteratively re-

duce the perturbation by utilizing the decision

boundary's geometry. In literature, untargeted

decision-based attacks nd the initial bound-

ary point in a random direction, while targeted

attacks nd it by usingBinarySearch  be-

tween the source and an image with the target

class. Instead of employing a random direction

or binary search to locate the initial boundary

point, the proposed GSB%empons the es- (a) Untargeted (b) Targeted
timated gradient direction for both untargetegliq ,re 9: |mpact of gradient-based initialization
and targeted attacks. Fig. 9 demonstrates Sqainst ResNet-50.

signi cant improvement in the median-norm

of perturbation in crafting 10@p-1adversarial examples against the ResNet-50 classi er using the
gradient-based initial boundary nding approach for both untargeted and targeted attacks.

(@)rn =2,Untargeted (b)ryn =4, Untargeted (¢)rn =4, Targeted (d)yrv, =6, Targeted

(e)rimn =2, Untargeted (f) rn =4, Untargeted (@) rin =4, Targeted (h)rin =6, Targeted
Figure 10: ASR(%) versus queries in generatiog-1 adversarial examples for different pertur-
bation thresholds utilizing GSBAand baseline attacks against single-label multi-class classi ers
VGG-16 and ResNet-101 on ImageNet. GSBautperforms the baselines for both the untargeted
and targeted attacks.
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Table 4: ASR(%) for different perturbation thresholdg § and query budgets against VGG-16.

\ Attack Type || Untargeted Attack Il Targeted Attack |
| Queries || [ 1000 5000 10000 20000 30000 [5000 10000 20000 30000  4000D
SA poop | 248 498 624 72,5 78|, -, | 18 7.0 15.1 24.4 29.8
. GSBA! th 311 640 830 90.1 gr0f ™ 11.2 28.0 52.0 63.4 71.0
= SAT L o, | 496 777 899 94.0 963, _, | 179 364 58.2 69.1 74.6
S | GsBAl th 501 91.0 980 99.1 99.1|| '™ 481 766 94.4 97.1 99.0
SAT _ 792 959 981 99.3 99.8 _ 389 625 78.6 84.7 88.8
cseal || ™™ | g5 o979 990 992 1004 "7 | 747 o390 99.5  100.0  100.0
SA _ 98 279 403 54.0 59.7 _ 0.4 18 5.4 10.9 14.1
cse® || "™ 71| 140 421 611 721 790| "™"72| 34 117 203 408 473
iy SA P o, | 291 594 74l 83.9 879, . | 75 183 352 446 497
o | € | csBr th 370 799 940 97.1 990 '™ 257  50.6 75.0 85.6 89.8
8 SA . =4 | 620 897 953 97.7 983, _o | 216 373 55.7 63.4 67.0
) GSBA? th 63.0 970 971 99.0 1000 " 477 746 93.0 95.1 96.0
> SA fmo1 | 49 155265 405 58], 02 0.8 2.4 53 8.0
GSBA® 79 331 499 69.0 72.1 15 5.8 175 24.7 33.2
@ SA® r = | 178 467 626 74.8 81O, _, | 42 11.9 22.4 29.2 324
2 | GsBA® th 240 721 871 95.1 97.1|| ™ 111 327 59.2 70.2 76.0
SA® r =4 | 504 828 019 96.0 973, 5 | 129 248 36.0 421 47.0
GSBA® th 521 930 970 98.0 99.0|| "~ 26.8 57.1 74.9 83.2 86.3
SA? poop | 23 127 204 333 3B5[[, _, | 02 0.3 16 39 51
- GSBA* th 40 230 419 57.1 62.0| " 0.8 3.6 11.4 16.2 20.6
iy SA? —, | 130 418 539 69.4 75.9 o, | 23 5.9 134 19.1 21.3
2| GsBa' || ™7 | 151 580 790 929 939|| ™" | 67 181 402 532 608
SA? . 4 | 454 780 87 95.2 %63 5| 64 15.7 23.6 31.0 32.8
GSBA th = 420 891 959 97.9 981 || "7 150 378 60.9 69.7 75.4

Table 5: ASR(%) for different perturbation thresholdg § and query budgets against ResNet-101.

\ Attack Type || Untargeted Attack Il Targeted Attack |
\ Queries || [1000 5000 10000 20000  3000(] [5000 10000 20000 30000  4000p
sal ooy | 273 447 526 618  655|| | 38 6.8 141 214 257
GSBA! th 282 596 728 834 854 " 8.5 230 449 59.7 67.9
% [ SA o, | 473 712 8Ll 889 oL2|[ ~_ [ 174 343 544 647 694
S | GseAl th 491 835 930 975  988|| " 327 657 900 964  98.0
SAT -4 | 730 930 978 992  999|[ ~~_ [ 352 559 788 861 908
GSBA! th 709 957 994 998 1000/ " 585 886 977 996 997
SA -, | 114 245 326 430 40| [ 12 26 58 8.7 111
GSBA? th 113 386 529 670  733| " 1.9 8.9 241 348 420
LS A o, | 277 531 634 734 7r7|[ [ _, | 72 143 282 392 465
S| 2 | csBR " 278 662 825 940  96.0| " 148 385 679 794 817
= SA [ 4 | 549 828 9L2 97 977|  _. | 145 309 527 621 681
z GSBA? th 483 877 958 994 996/ " 298 617 886  95.0 96.9
& SA . -, | 64 173 263 356 405[ _, | 09 14 2.7 a1 48
GSBA th 6.6 287 424 588 666 13 46 125 211 287
Q[ sA . -, | 198 415 528 633 81| __, | 33 72 152 203 229
S | cssa® th 166 553 749 882 921 " 63 227 476 612 722
SA -4 | 430 740 839 922 944|[ —_[ 87 167 207 389 437
GSBA® th 382 818 941 983  995| " 16.7 414 727 836 896
SA? . -, | 38 120 170 231 262| , _, | 05 0.8 13 21 2.9
L | GsBA' th 34 209 356 502 584 " 05 1.4 6.7 122 16.9
Y [ sA -, | 136 358 463 584 626 , _, | 15 50 81 11.8 148
2 | cssA th 119 474 693 834  885| " 24 125 305 448 535
SAF [ _4 | 383 683 795 879 95| _ [ 37 9.3 173 227 283
GSBA* th 318 746 904  97.2 985 " 8.0 253 532 70.1 78.7

B COMPARISON WITHtop-1BASELINES

Fig. 10 depicts the variation of ASR with differing query budgets across varigugalues, com-

paring the performance of GSBAwith the baselines SimBA-DCT (Guo et al., 2019a), PPBA (Li

et al., 2020b) and SA (Andriushchenko et al., 2020) in generabipg. untargeted and targeted ad-
versarial examples against the VGG-16 (Simonyan & Zisserman, 2014) and ResNet-101 (He et al.,
2016) single-label multi-class classi ers on the ImageNet dataset (Deng et al., 2009). The depicted
curves are derived from 1000 randomly selected samples correctly classi ed by the respective clas-
sier. From this gure, GSBA' shows signi cantly better ASR in crafting adversarial examples
with small perturbation thresholds for untargeted attacks. For targeted attacks, on the other hand,
the proposed GSBRoutperforms the baselines by a considerable margin in ASR performance. The
obtained ASR against VGG-16 and ResNet-101 is quite similar to the one obtained for ResNet-50,
as demonstrated in the main paper.
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(a) Untargeted (b) Untargeted (c) Untargeted

(d) Targeted (e) Targeted (f) Targeted
Figure 11: ASR(%) versus queries in crafting ugdp-4 adversarial examples for different pertur-
bation thresholds utilizing GSBAand SA against single-label multi-class classi er VGG-16 on
ImageNet. GSBA consistently outperforms the state-of-the-art baselin€& ®Arafting untargeted
adversarial examples, with larger gains when the perturbation threshold is smaller and/or the query
budget is larger. Moreover, the relative gain in ASR of GEBAver SA increases witlK . For the
targeted attack, GSBfoffers signi cantly better ASR than SfAacross the board.

(a) Untargeted (b) Untargeted (c) Untargeted

(d) Targeted (e) Targeted (f) Targeted
Figure 12: ASR(%) versus queries in crafting ugdp-4 adversarial examples for different pertur-
bation thresholds utilizing GSBAand SA® against single-label multi-class classi er ResNet-101
on ImageNet. GSBA consistently outperforms the state-of-the-art baseliné B/Acrafting untar-
geted adversarial examples, with larger gains when the perturbation threshold is smaller and/or the
query budget is larger. Moreover, the relative gain in ASR of GSBrer SA® increases witlK .
For the targeted attack, GSB/ffers signi cantly better ASR than SAacross the board.
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Table 6: ASR(%) by SA and GSBA against different robust classi ers.
| | Attack Inc-v3qy IR-V2ens RN5Qny  RN50ne  RNSOu

SA 80.0 63.0 71.0 76.0 63.0
GSBA 82.0 69.0 81.0 86.0 75.0

SA? 63.0 38.0 50.0 52.0 37.0
72.0 54.0 66.0 65.0 54.0

5000, =2
[9)
%]
w
R

SA3 51.0 30.0 41.0 43.0 25.0
GSBA® 64.0 44.0 55.0 58.0 44.0

SA* 41.0 26.0 35.0 36.0 20.0
GSBA* 55.0 35.0 46.0 47.0 33.0

88.0 81.0 90.0 93.0 89.0
GSBA 94.0 93.0 97.0 100.0 97.0

Untargeted
Q=

=2
»
2

S| swm 79.0 63.0 780  79.0 63.0
S|GseR 910 850 960  97.0 97.0
S| sa 730 580 690 750 540
il |GSBA® 870 830 950 950  86.0
Ol sat 67.0 490 580 62.0 44.0

GSBA* 86.0 80.0 92.0 95.0 85.0

o SAt 27.0 15.0 69.0 75.0 56.0
< | GSBA 62.0 39.0 95.0 93.0 86.0
S| SA? 8.0 8.0 39.0 48.0 24.0
S | GSBA? 35.0 20.0 79.0 78.0 63.0
5 |9 SA® 2.0 4.0 26.0 30.0 15.0
% & GSBA® 20.0 13.0 60.0 65.0 42.0
=) SA* 0.0 5.0 16.0 19.0 10.0
© GSBA! 8.0 10.0 42.0 46.0 27.0
o SA! 44.0 22.0 94.0 97.0 87.0
< | GSBA 96.0 74.0 100.0  100.0 99.0
S| SA? 15.0 12.0 79.0 78.0 59.0
S | GSBA? 74.0 51.0 99.0 98.0 98.0
g SA3 7.0 7.0 61.0 59.0 34.0
Il | GSBA® 46.0 39.0 94.0 95.0 89.0
SAREIN 4.0 6.0 46.0 38.0 26.0

GSBA' 320 250 890  93.0 80.0

C ADDITIONAL RESULTS FORtOp-K ON IMAGENET

Table 4 and Table 5 compares the obtained ASR of SOTA baseliffea®d proposed GSBA
against single-label multi-class classi ers VGG-16 (Simonyan & Zisserman, 2014) and ResNet-
101 (He et al., 2016), respectively, for both the untargeted and targeted attacks for different query
budgets and perturbation thresholds in crafting up totop-4 adversarial examples on Ima-
geNet (Deng et al., 2009). The corresponding curves demonstrating ASR versus query budgets
against VGG-16 and ResNet-101 are depicted in Fig. 11 and Fig. 12, respectively.

As can be seen from the results for untargeted attacks, the ASR against VGG-16 and ResNet-101
closely mirrors our ndings against ResNet-50. The performance of the proposed 'GG&Bis-

tently outperforms the state-of-the-art score-based atta&kifsérafting adversarial examples, with

larger gains when the perturbation threshold is smaller and/or the query budget is larger. When
the query budget is small, all black-box attack methods are limited, so no signi cant gain can be
expected; on the other hand, when the allowed perturbation threshold is large, the state-of-the-art
method already achieves satisfactory performance, so no signi cant gain can be expected either.
Moreover, the relative gain in ASR of GSBover SA increases withK . For the targeted attack,
GSBAK offers signi cantly better ASR than SfAacross the board against VGG-16 and ResNet-101
classi ers, as we have seen for ResNet-50.

D PERFORMANCEAGAINST ROBUST CLASSIFIERS

We compare the performance of the proposed GISBAd SA® against several robust classi ers.
These include adversarially-trained Inception-V3 (Kurakin et al., 2016), ensemble-adversarially-
trained-ResNet-Inception-V2 (Tramet al., 2017), and three robustly trained ResNet-50 (RN50):
RN5Qy (Geirhos et al., 2018), RN5Q (Geirhos et al., 2018) and RNRQ (Hendrycks et al., 2019).
RN5Qy is trained on a combination of stylized and natural ImageNet, Rj38 ne-tuned with

an auxiliary dataset and RNRQ is trained with advanced data augmentation techniques. We assess
the performance of these robust models using 100 randomly selected samples from ImageNet for
both untargeted and targeted attacks.

Table 6 demonstrates the obtained ASR(%) for query budgets of 5000 and 30000 at a perturbation
thresholdry, = 2 for the untargeted attack, and for query budget of 10000 and 40000 considering
the perturbation threshotg, = 8 for the targeted attack. These results show that GSiBAhetop-

23



Published as a conference paper at ICLR 2025

Table 7: ASR against ResNet50 on 100 ImageNet images for diffeapsi targeted attacks with a
perturbation threshold;, = 20.

K 1 3 5 10 15 20
ASR(%) | 100.00 100.00 98.00 69.00 36.00 11.p0

Table 8: ASR against ResNet50 on 100 ImageNet images for diffarpf€ untargeted attacks with
a perturbation threshold, = 20.

K 1 5 10 20 30 40 50
ASR(%) | 100.00 99.00 84.00 71.00 54.00 43.00 30/00

Table 9: ASR against Inception-V3 on 100 PASCAL VOC images for diffeteptK targeted
attacks considering best target classes with a perturbation threghetd20.

top-K 1 3 5 7 9
ASR(%) | 100.00 82.00 61.00 21.00 2.0

K setting follows a similar pattern to its performance against standard classi ers. Additionally, from
this table, adversarially trained classi ers demonstrate greater robustness than the robustly trained
classi ers like RN5Qy, RN50,, and RN5Q,,x.

E IMPACT OF LARGERK ON ASR

We conduct attacks with higher valueskofto evaluate its impact on ASR. As shown in Table 7, we
report the ASR against ResNet50 for targeted attacks, whetetki¢ predicted labels are replaced

by the target classes. Table 8 presents the ASR for untargeted attacks on 100 ImageNet images,
where thetop-K predicted labels of source images are replaced bykKarigbels other than the

top-K source labels. Furthermore, Table 9 illustrates the ASR variatiotofsK targeted attacks

on Inception-V3 using 100 images from the multi-label PASCAL VOC2012 dataset. From these
results, we observe that ASR decreaseK aacreases, with a sharper decline for targeted attacks.
This trend suggests that the proposed black-box attack, which lacks knowledge of the target model,
becomes ineffective a@s approaches the extreme f = C=2 under the perturbation constraint,
whereC is the total number of classi cation labels.

Table 10: Median,-norm of perturbations (lower is better) for different query budgets and different
dimension reduction factors foop-2targeted attacks on 100 ImageNet images against ResNet50.

f 1 2 3 4 6 8
Q=4000| 15.82 1255 11.74 9.29 11.72 10.22
Q=8000| 10.30 8.47 7.05 572 6.40 6.92

Table 11: ASR(%) withrg, = 20 for different query budgets and different dimension reduction
factors fortop-2targeted attacks on 100 ImageNet images against ResNet50.

f 1 2 3 4 6 8
Q=4000| 47.00 59.00 64.00 72.00 66.00 68.00
Q=8000| 89.00 94.00 95.00 99.00 97.00 96.00

F SAMPLING NOISE FROMLOW-FREQUENCY SUBSPACE

The low-frequency subspace obtained through Discrete Cosine Transformation (DCT) is crucial
because it captures essential image information, including the gradient information (Guo et al.,
2018; Li et al., 2020a), which are vital for our approach. To sample a mgig [0; 1]¢» H W

from low-frequency subspace, the coef cients of the low-frequency components with dimension

Ch "f"— 'fi are drawn from a normal distribution with zero mean arel 0 :0002standard deviation

while setting the remaining frequency components to zero, and then revert this representation back
to the original image space using the Inverse DCT, as discussed in (Guo et al., 2018). This process
effectively allows us to generate perturbations that in uence the more critical, low-frequency aspects
of the image, minimizing disruption to the less important high-frequency details. The pardmeter
serves as a dimension reduction factor, controlling how much of the frequency space is retained in
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the noise sample. For instance, if the dimension of an ima8e 1224 224, the dimension of

the low-frequency space with dimension reduction fatter 4 would be 9408. This corresponds

to selecting 6.25% of the frequency components. We choose the dimension reduction factor as
f = 4 for all our experiments following (Reza et al., 2023; Li et al., 2020a). The medimorm

of perturbations and ASR for different query budgets and different dimension reduction factors for
targetedtop-2 attack on 100 images are reported in Table 10 and Table 11, respectively, which
conforms with the nding in (Reza et al., 2023) even fop-2attacks.

G LIMITATIONS AND POTENTIAL NEGATIVE IMPACTS

Limitations:  The proposed GSBAIis based on querying the target classi er to craft adversarial
examples, and it offers query-ef cient performance as compared to the baseline attacks. However,
crafting top-K adversarial examples, particularly for targeted attacks with larger valugs sfill
demands a signi cant number of queries, leaving ample room for further improvement. Moreover,
the designs of our untargeted and targeted attacks are based on the assumption of low curvature and
high curvature decision boundaries, respectively. However, while the curvature is high when the
boundary point is far from the source image, it tends to become atter as the boundary point comes
closer to the source image from the viewpoint of the source image. Additionally, as the proposed
attack proceeds with optimizing boundary points on the decision boundary, poor transferability is
incurred due to the variation of decision boundaries across classi ers. Thus, a more accurate gradient
estimation technique along with adaptive boundary point search can be a future endeavor to improve
the performance further. Additionally, efforts can be made to improve the transferability of the
geometric adversarial attacks.

Potential societal negative impacts: Adversarial attacks pose signi cant security risks in real-
world machine learning systems due to the potential misuse of adversarial perturbations for mali-
cious purposes. Our proposed black-box GS8Brethod aims to generatep-K adversarial exam-

ples, which can be leveraged for various real-world scenarios, as outlined in the introduction section.
While our experiments primarily focus on deceiving image classi ers, the versatility of our approach
extends to other domains, such as image annotation, object detection, and recommendation systems,
broadening the scope of potential misuse by malicious users. However, it's important to emphasize
that our objective is to highlight the vulnerabilities of machine learning systems in aggregsilte
settings, ultimately advocating for the implementation of defense mechanisms to enhance their secu-
rity against adversarial attacks. One potential defense strategy against our proposed attack involves
restricting queries around the decision boundaries.

H CRAFTED ADVERSARIAL EXAMPLES

In this section, we demonstrate a number of generatpd adversarial examples and their corre-
sponding perturbation, along with detailed information, for different benign inputs against different
classi ers. While Fig. 13, Fig. 14 and Fig. 15 demonstrate crafted untargeted adversarial examples
against ResNet-50, VGG-16 and ResNet-101 single-label multi-class classi ers, Fig. 16, Fig. 17 and
Fig. 18 display the crafted targeted adversarial examples against these classi ers. Fig. 19 depicts the
generatedop-2adversarial examples against a classi er with multi-label learning. The valyeadf

the title of each adversarial example demonstratestirm of the crafted perturbation obtained

after spending a given query budget.
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(a) Top-5 predictions of a source image on ResNet-50 areada, leafhopper, lacewing, y, grasshopper
Top-5 predictions of théop-K adversarial examples are as followsp-1 [dragony, cicada, y, damsely,
lacewind, top-2 [y, dragony, cicada, damsely, lacewiny top-3 [dragony, lacewing, damsel y, cicada,
y ], andtop-4 [dragon y, damsel y, lacewing, v, cicadh

(b) Top-5 predictions of a source image on VGG-16 arecdda, leafhopper, grasshopper, lacewing, man-
tis]. Top-5 predictions of théop-K adversarial examples are as followisp-1 [leafhopper, cicada, mantis,
lacewing, grasshoppégrtop-2 [leafhopper, mantis, cicada, grasshopper, critk&p-3 [mantis, leafhopper,
grasshopper, cicada, crickeandtop-4 [grasshopper, mantis, leafhopper, lacewing, cidada

(c) Top-5 predictions of a source image on ResNet-101 areada, leafhopper, lacewing, cricket, grasshop-
pet]. Top-5 predictions of théop-K adversarial examples are as followsp-1 [leafhopper, cicada, grasshop-
per, cricket, lacewinp top-2 [leafhopper, grasshopper, cicada, cricket, mantisp-3 [grasshopper, leafhop-
per, cricket, cicada, cockroaghandtop-4: [cricket, grasshopper, leafhopper, mantis, cichda

Figure 13: Craftedop-K untargetedadversarial examples of a source image with ground truth label
cicada, utilizing a query budget of 5000, against different single-label multi-class classi ers.
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