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ABSTRACT

Granger Causality (GC) provides a rigorous framework for learning causal struc-
tures from time-series data. Recent federated variants of GC have targeted dis-
tributed infrastructure applications (e.g., smart grids) with distributed clients that
generate high-dimensional data bound by data-sovereignty constraints. However,
Federated GC algorithms only yield deterministic point estimates of causality and
neglect uncertainty. This paper establishes the first methodology for rigorously
quantifying uncertainty and its propagation within federated GC frameworks. We
systematically classify sources of uncertainty, explicitly differentiating aleatoric
(data noise) from epistemic (model variability) effects. We derive closed-form
recursion expressions modeling the evolution of uncertainty through client-server
interactions, and identify four novel cross-covariance components that couple data
uncertainties with model parameter uncertainties across the federated architecture.
Moreover, we define rigorous convergence conditions for these uncertainty recur-
sions and obtain explicit steady-state variances for both server and client model
parameters. More importantly, our convergence analysis demonstrates that steady-
state variances depend exclusively on client data statistics, thus eliminating the de-
pendence on initial epistemic priors and enhancing robustness. Empirical evalua-
tions on synthetic benchmarks and real-world industrial datasets demonstrate that
explicitly characterizing uncertainty significantly improves the reliability and in-
terpretability of federated causal inference. These results enable robust root-cause
analysis in safety-critical privacy-constrained and distributed infrastructures.

1 INTRODUCTION

Complex industrial systems such as smart grids, distributed manufacturing, and supply chain net-
works are comprised of geographically distributed, tightly coupled system components (clients) that
interact dynamically and require seamless coordination for safe and reliable operations. The result-
ing interactions also mean that any disruptions, such as equipment failures or cyber intrusions, can
propagate quickly, triggering cascading effects across the entire system. Mitigating these challenges
requires risk-aware causal models that can identify causal influences between clients and quantify
their associated uncertainties. This ensures that limited resources for mitigation are efficiently allo-
cated to prevent or minimize cascading disruptions, especially in safety-critical applications.

Granger Causality (GC) is well-suited for learning causal structures from time-series data Sho-
jaie & Fox (2022); Wismüller et al. (2021); Tank et al. (2021). Conventional GC methods rely on
data centralization. Clients in our problem setting cannot readily share their data because they are
equipped with modern sensors that generate high-dimensional data, and any downsampling or ag-
gregation of this data destroys critical diagnostic information. Additionally, many clients are bound
by data-privacy stipulations.

Recent advances in federated Granger causality (FedGC) partly address these challenges by ex-
changing only sufficient statistics rather than raw data Mohanty et al. (2025). Nonetheless, existing
FedGC methods provide only deterministic point estimates and neglect the uncertainty introduced
by data noise and model variability. To the best of our knowledge, this is the first methodology that
rigorously quantifies uncertainty and its propagation within FedGC frameworks.
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Without quantifying uncertainties in causal models, decision-makers may underestimate risks, lead-
ing to catastrophic failures. For instance, during the 2003 Northeast blackout Muir & Lopatto
(2004), control room alarms failed to trigger, and operators believed the system was operating nor-
mally. This binary fault detection approach ignored uncertainty and missed early warning signs. Had
the variances on inter-utility causal interactions been monitored rather than relying on single-point
alarm estimates, operators might have seen a widening of predictive confidence intervals, providing
sufficient warning to mitigate the cascade. Unfortunately, the cascade resulted in a massive outage.

This paper establishes the first theoretical foundation for analyzing how uncertainties propagate in
the FedGC framework. We address three fundamental questions:
1. Sources: What are the primary contributors to uncertainty in federated causal learning?
2. Propagation: How do uncertainties compound as clients and servers iteratively optimize loss?
3. Impact: What is the cumulative effect of these uncertainties on the fidelity of causal estimates?

Contributions: The key technical contributions of our paper are:

• A systematic classification of uncertainty sources in federated causal learning, distinguish-
ing between data noise (aleatoric), and model variability (epistemic) effects.

• Closed-form propagation expressions that track how these uncertainty move through
client–to–server, and server–to–client communication channels, and within the client, and
within the server paths, revealing four previously unrecognized cross-covariance terms that
couple data and parameters across the FedGC framework.

• Spectral-radius based conditions that guarantee convergence of all covariance recursions
leading to explicit solutions for the steady-state variances of the server and client models.

• Theoretical results on convergence, showing that these steady-state variances depend only
on raw data statistics of the clients (aleatoric), thereby eliminating any influence of the
initial epistemic priors in the FedGC framework.

2 LITERATURE REVIEW

In centralized settings, uncertainty propagation under gradient-based optimization has been studied
extensively. Recent works Wang et al. (2023); Durasov et al. (2024); Gawlikowski et al. (2023)
analyze how noise from stochastic gradients or perturbations propagates through updates, while
others Chan et al. (2024); Huseljic et al. (2021); Meinert et al. (2023); Hofman et al. (2024) formalize
the coupling between aleatoric and epistemic uncertainties Hüllermeier & Waegeman (2021). These
analyses assume centralized training with full data access and do not generalize to federated settings.

In federated learning, uncertainty quantification has advanced mainly through Bayesian meth-
ods, including federated Bayesian neural networks Yurochkin et al. (2019), personalized infer-
ence Kotelevskii et al. (2022); Zhang et al. (2022), ensemble strategies Chen & Chao (2020), and
Monte Carlo dropout Park et al. (2022). While effective for horizontal IID data Yang et al. (2019),
these approaches rely on approximate posteriors (variational inference, sampling, dropout) and typ-
ically treat aleatoric and epistemic uncertainties independently. VertiBayes Van Daalen et al. (2024)
extends Bayesian inference to vertical partitions but remains static, lacking temporal dynamics and
client–server uncertainty interactions.

Beyond Bayesian approaches, federated Kalman filtering Xing & Xia (2016); Baucas & Spachos
(2023) and distributed state estimation Korres (2010); Primadianto & Lu (2016) propagate uncer-
tainty recursively but ignore cross-client causality. Causal federated works such as FedGC Mohanty
et al. (2025) focus on deterministic recovery, neglecting noise propagation, while variational infer-
ence methods Guo et al.; Vedadi et al. (2024) approximate posteriors without modeling client–server
cross-covariances. Robust aggregation Pillutla et al. (2022); Li et al. (2021) mitigates heterogeneity
but remains agnostic to compounding uncertainty in causal graphs.

Our work departs from these directions by unifying causal structure learning with federated uncer-
tainty propagation. Unlike Bayesian FL methods that assume horizontal partitioning or decouple
uncertainties, we explicitly trace how aleatoric noise and epistemic variability interact via cross-
covariance terms. This captures uncertainty propagation in federated time-series data while provid-
ing a causal interpretation of client–server interactions.
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3 PRELIMINARIES

State Space Model. The underlying system is modeled as a linear time-invariant (LTI) state–space:

ht = Aht−1 + wt, yt = C ht + vt (1)

where ht ∈ Rp are the latent low-dimensional states and yt ∈ Rd are the measured high-
dimensional data at time t with d >> p. A and C are the constant state-transition and observation
matrices; wt and vt are zero-mean i.i.d. Gaussian system and measurement noise with covariances
Q and R, respectively. We make the following assumptions about the LTI state space model:

1. There are M subsystems such that ht = [ht
1, · · · , ht

M ], yt = [yt1, · · · , ytM ]. Each of these
subsystems is a client for our problem setting. The states are such that, ht

m ∈ Rpm , and
ytm ∈ Rdm with dm >> pm, and

∑M
m=1 pm = p, and

∑M
m=1 dm = d.

2. The observation matrix C is block-diagonal i.e., C = diag
(
C11, · · · , CMM

)
where each

block Cmm ∈ Rdm×pm . The block Cmm is known at client m.
3. The state-transition matrix A is not block-diagonal i.e., ∃n ̸= m s.t., Amn ̸= 0 with

Amn ∈ Rpm×pn . Each client m knows (or can locally compute) its diagonal block Amm,
while the off-diagonal blocks Amn∀n ̸= m are unknown.

Granger Causality. A time series hn is said to Granger-cause another series hm if the inclusion of
past values of hn improves the prediction of hm. In the state-space setting, this notion is captured
by the off-diagonal entries of the state-transition matrix A. For instance, in a system given by,(

ht
1

ht
2

)
=

(
A11 A12

A21 A22

)(
ht−1
1

ht−1
2

)
+

(
wt

1

wt
2

)
(2)

the series h2 Granger-causes h1 precisely when A12 ̸= 0. More generally, Amn ̸= 0 indicates that
past values of hn influence the future of hm, revealing a directed causal link from client n to m.
Estimating Amn in a decentralized system is the goal of the federated GC framework.

3.1 FEDERATED GRANGER CAUSALITY

FedGC is a server-client framework with M different clients having unknown interdependencies
across them. We discuss the details of the client and server models in the FedGC framework.

Client Model. Each client m models its subsystem as an LTI state–space using only the local (di-
agonal) blocks Amm ∈ Rpm×pm and Cmm ∈ Rdm×pm . A Kalman filter based “local client model”
is used to compress the high-dimensional data (measurement) y(m)

t ∈ Rdm into a low-dimensional
state estimate ĥ

(m)
t ∈ Rpm with dm >> pm∀m ∈ {1, · · · ,M} such that:

ht
m,c = Amm ĥt−1

m,c, ĥt
m,c = ht

m,c + Km

(
ytm − Cmm(ht

m,c)c
)

(3)

where Km is the Kalman gain computed from (Amm, Cmm, Qmm, Rmm). The local client model
(Kalman Filter) ignores cross-client dynamics Amn (n ̸= m). In order to compensate for these
cross-client dynamics, the client states are augmented with machine learning (ML) models to obtain
an “augmented client model” as follows:

ĥt
m,a = ĥt

m,c + θm ytm, ht
m,a = Ammĥt

m,a (4)

where θm ∈ Rpm×dm is a learnable matrix that captures missing cross-client effects. The loss
function (Lm)a is optimized at client m with θm being learned using Gradient-descent based update,

(Lm)a = ∥ytm − Cmmht
m,a∥ s.t., θ t+1

m = θ t
m − η1 ∇θ t

m
(Lm)a − η2 ∇θ t

m
Ls (5)

In the above equation, η1, η2 are the learning rates corresponding to client m’s loss function (Lm)a
and server model’s loss function Ls respectively (the server model is discussed in next paragraph).
Remark 3.1. In the gradient update equation above, while, ∇θ t

m
(Lm)a can be computed locally at

the client m, the gradient ∇θ t
m
Ls needs information from the server. However, the server cannot

directly compute ∇θ t
m
Ls as the gradient is w.r.t. client model parameter θm. Therefore, the FedGC

3
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framework adopts chain rule to decompose it such that: ∇θ t
m
Ls =

(
∇ĥ t

m,a
Ls

)(
∇θ t

m
ĥt
m,a

)
. A key

advantage of this decomposition is that the first factor i.e., ∇ĥ t
m,a

Ls can be communicated from the

server to client m, while ∇θ t
m
ĥt
m,a can be computed locally at client m.

Server Model. The server collects from each client m the pair
(
ĥt−1
m,c, ĥ

t−1
m,a

)
and stacks them into

Ht−1
c =

[
ĥt−1
1,c , · · · , ĥt−1

M,c

]
, Ht

a =
[
A11ĥ

t−1
1,a , · · · , AMM ĥt−1

M,a

]
(6)

The diagonal matrix diag(A11, · · · , AMM ) is assumed to be known at the server. However, the
off-diagonal blocks (representing the GC) Amn∀n ̸= m are unknown. The server model’s goal is
to predict the next-step state Ht

s as follows:

Ht
s =

[
ht
1,s, · · · , ht

M,s

]
s.t., ht

m,s = Ammĥt−1
m,c +

∑
n̸=m

Âmn ĥ
t−1
n,c . (7)

where the estimated causality Âmn∀n ̸= m are learned by minimizing the server loss function Ls

with gradient-descent based updating used to learn Âmn∀n ̸= m with server learning rate γ s.t.

Ls =
∥∥Ht

a −Ht
s

∥∥2
2
, Â t+1

mn = Â t
mn − γ∇Â t

mn
Ls (8)

The server then sends ∇ĥ t
m,a

Ls to client m for subsequent client parameter updating.

4 PROBLEM FORMULATION

The reliance of the FedGC framework on deterministic point estimates of the Granger causal pa-
rameters Âmn (∀n ̸= m) and the client parameters θm overlooks the influence of data noise and
model variability. In this work, we rigorously characterize and quantify how uncertainty propagates
through the federated pipeline. Our analysis is anchored around three core objectives:

1. Characterize the sources of uncertainty—namely, aleatoric noise from client data and
epistemic variability in model parameters.

2. Derive exact propagation recursions that track how these uncertainties evolve across
client–server communication and local/global updates within the client/server.

3. Analyze the steady-state impact of uncertainty, proving that under mild assumptions, the
resulting variances depend only on data noise and fixed gains, not on initial model priors.

5 SOURCES OF UNCERTAINTY

In this section, we partition the stochastic elements of FedGC into two disjoint categories: (ii)
aleatoric noise originating in the data (measurements) collected by each client,and (ii) epistemic
variance arising from incomplete knowledge of both client-side and server-side model parameters.

(1) Aleatoric. Aleatoric uncertainty captures the irreducible measurement noise ϵtm in client m’s
data i.e., ytm. When a client updates its parameter θtm via gradient descent, this data noise ϵtm
propagates directly into the gradient ∇θm(Lm)a and hence into the variance of θtm. Likewise, it also
enters the augmented state ĥt

m,a = ĥt
m,c + θtm ytm. Since ĥt

m,a is communicated to the server from
clients, this data noise also influences the estimation of Granger causality Ât

mn∀n ̸= m (also called
the server model parameter). Furthermore, this data noise affects the server loss Ls and shows up
in the gradients ∇ĥt

m,a
Ls ∀m communicated from the server to the clients.

(2) Epistemic. Epistemic uncertainty reflects our lack of knowledge about the model parameters
—both the client parameters θm and the server parameters Amn. We assume both of these parame-
ters to be random variables in our problem setting. Sampling from a prior θ0m ∼ D1(µ

0
θm

,Σ0
θm

)

and A0
mn ∼ D2(µ

0
Amn

,Σ0
Amn

) where, D1 and D2 are any location-scale distributions, we refine θ0m,
and Â0

mn using gradient-descent updates. By accumulating sufficient gradient-descent iterations, we
reduce this epistemic uncertainty and thereby increase our confidence in the estimated causality.

4
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Table 1: Summary of notation (client index m, time index t)

Symbol Meaning Shape / Statistics

ytm Raw data for client m at time t ∈ Rdm ; µt
ym

= E[ytm], Σt
ym

= Var(ytm)
θtm Model parameter at client m ∈ Rpm×dm

vtm Vectorised θtm i.e., vtm = Vec(θtm) µt
θm

= E[vtm], Σt
θm

= Var(vtm)
Ωt

m Parameter-data covariance at client m Cov(vtm, ytm)

Λt
m Client parameter-state covariance Cov(vtm, ĥt

m,a)
Ψt

mn Server-client parameter covariance Cov(atmn, v
t
m)

Γt
mn Cross-covariance between atmn and ĥt

m,a Cov(atmn, ĥ
t
m,a)

ĥt
m,a Augmented state estimate at client m Σt

hm
= Var(ĥt

m,a)

Ât
mn Server parameter estimate (n → m) ∈ Rpm×pn , ∀n ̸= m

atmn Vectorised Ât
mn i.e., atmn = Vec(Ât

mn) Σt
Amn

= Var(atmn)
Ls Loss function at server ∈ R1 (Scalar)
(Lm)a Loss function at client m ∈ R1 (Scalar)
gtm,s Gradient of server loss Ls w.r.t ĥt

m,a ∈ Rpm ; Var(gtm,s)
γ Learning rate of the server model ∈ R1 (Scalar)
η1, η2 Learning rates of the client model ∈ R1 (Scalars)

Assumptions. Based on the sources of uncertainty, we make the following assumptions:

• (A1) Stochasticity. For every client m, the client model parameter θtm, and client data ytm are
random variables. The local client state ĥ t

m,c is deterministic. Consequently, the only randomness
entering the augmented states ĥ t

m,a = ĥ t
m,c + θ t

my t
m comes from θ t

m and y t
m. In the server model,

the Granger causal estimation Ât
mn ∀n ̸= m (also called the server model parameter) is random.

• (A2) Model Parameters. The server parameters A t
mn, n ̸= m, are mutually independent across

block-rows and times. As a consequence, for any distinct clients m ̸= n, the induced parameters
θtm and θtn have zero cross-covariance at every time t, i.e. Cov(θtm, θtn) = 0, ∀m ̸= n, ∀t. We
formally establish this result in Lemma D.1, and Proposition D.2.

• (A3) Prior. The initial server and client parameters are independent, i.e., Â 0
mn ⊥⊥ θ 0

m, and the
initial client parameters are uncorrelated, i.e., Cov(θ 0

m, θ 0
n ) = 0 ∀n ̸= m.

• (A4) Stationarity. Client data are weakly stationary with time-invariant first and second moments:
E[y t

m] = µym , Var(y t
m) = Σym , ∀t

• (A5) Noise. The underlying states ht in the state–space model (see Eq 1) are noiseless. All
stochasticity enters through additive data (measurement) noise: y t

m = µym
+ ε t

m, with E[ε t
m] =

0, and Var(ε t
m) = Σym

. We formally show this using the Proposition D.3.

6 UNCERTAINTY PROPAGATION

Notation. Table 1 gives an overview of the symbols discussed in Sections 3, 4, and 5.

6.1 CROSS-COVARIANCES

The FedGC framework intertwines data ytm, , client state ĥt
m,a, client model parameter vtm, and

server model parameter atmn, creating four essential cross-covariances: Ωt
m, Λt

m, Γt
mn and Ψt

mn.
This section provides explicit recursions so they can be propagated together with the individual
variances. From Table 1, we know that vtm = Vec(θtm), µt

θm
= E[vtm], Σt

θm
= Var(vtm), µt

ym
=

E[ytm] and Ωt
m = Cov(vtm, ytm). Using the above notations, Proposition 6.1 shows that vtm, and ytm

are dependent with a non-zero cross-covariance Ωt
m.

Proposition 6.1 (Client Model-Client Data Dependence). Assume Var(yt−1
m ) > 0. Then under

the federated Granger-causality updates, Ωt
m := Cov

(
vtm, ytm

)
̸= 0.

5
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Using Eq 4 we know that client states ĥt
m,a are a function of the client data ytm. Since Ωt

m ̸= 0,
there must exists a dependence between the client model and client states. Proposition 6.2 analyzes
the evolution of the cross-covariance between the client’s model parameter vtm, and the states ĥt

m,a.

Proposition 6.2 (Client Model-Client State Dependence). Let Λt
m = Cov

(
vtm, ĥt

m,a

)
. Then we

have the following recursion within the client, Λt
m = Σt

θm
(Idm

⊗ µt
ym

) + Ωt
m (µt

vm ⊗ Idm
),

Due to the iterative communication between client and server, the client model dynamics are coupled
with that of the server model in a feedback loop. Essentially, the client’s noisy state estimates ĥt

m,a

affect the server estimate atmn, and the server’s uncertain atmn in turn influences subsequent client
state estimates. This effect is captured as the cross-covariance term Γt

mn given in Lemma 6.3.
Lemma 6.3 (Client State-Sever Model Dependence). The cross-covariance term Γt

mn :=

Cov
(
atmn, ĥ

t
m,a

)
follows the recursive equation: Γ t+1

mn = D t
n Γ

t
mn + 2γ B t

mn Σ
t
hm

where,
D t

n =
(
I − 2γ ĥ t

n,cĥ
t⊤
n,c

)
⊗ I,B t

mn = ĥ t
n,c ⊗Amm, and Σt

hm
= Var(ĥt

m,a).

Because the client parameter and its augmented state are already linked through the cross-covariance
in Proposition 6.2, the client state–to–server model coupling of Lemma 6.3 propagates that link one
step further, yielding a direct client model–to-server model dependence captured in Lemma 6.4.
Lemma 6.4 (Client Model-Server Model Dependence). The term Ψt

mn := Cov
(
atmn, v

t
m

)
evolves as, Ψ t+1

mn = D t
n Ψ

t
mn H

t⊤
m + D t

n Γ
t
mn G

t⊤
m − D t

n Σ
t
Amn

P t⊤
m + 2γ B t

mn Λ
t
m H t⊤

m +

2γ B t
mn Σ

t
hm

G t⊤
m − 2γ B t

mn Γ
t⊤
mn P

t⊤
m , with the following gain matrices, B t

mn = ĥ t
n,c ⊗Amm,

D t
n =

(
I − 2γ ĥ t

n,cĥ
t⊤
n,c

)
⊗ I,G t

m = 2η1
(
y t
m ⊗ (CmmAmm)⊤

)
, P t

m = −2η2
(
y t
m ⊗A⊤

mm

)
and H t

m = Ipmdm
− 2η1(y

t
my t⊤

m )⊗
(
(CmmAmm)⊤CmmAmm

)
− 2η2(y

t
my t⊤

m )⊗ (A⊤
mmAmm)

6.2 DURING COMMUNICATION

This section characterizes the communication channel as the conduit through which every existing
uncertainty—client-side data noise, client-parameter variance, and server-parameter variance—is
redistributed at each iteration. Specifically we analyze the uncertainty propagation in both (I) client-
to-server, and (II) server-to-client communication channel.

(I) Client to Server. At iteration t, client m sends its augmented states ĥt
m,a to the server. While

ĥt
m,a naturally captures Σt

θm
and Σt

ym
, it may also include cross-covariance Ωt

m := Cov(vtm, ytm).
Lemma 6.5 provides a closed-form expression for the uncertainty in ĥt

m,a using Σt
θm

, Σt
ym

, and Ωt
m.

Lemma 6.5 (Uncertainty in Client to Server Communication). Let κm = tr
(
Σt

ym

)
+ ∥µt

ym
∥2.

Then the variance in the ĥt
m,a is, Σt

hm
= κm Σt

θm
+ Ωt

m (µt
ym

⊗ Ipm
)⊤ + (µt

ym
⊗ Ipm

) Ωt⊤
m .

(II) Server to Client. At iteration t, the server’s uncertainty is encoded in the random ma-
trix Ât

mn. Instead of sending Ât
mn, the server computes and transmits the gradient: g t+1

m,s :=

∇ĥt
m,a

Lt
s where Lt

s = ∥Amm[ĥt
m,a−ĥt

m,c]−
∑

n̸=m Ât
mnĥ

t
n,c∥2. This gradient inherits uncertainty

from both Ât
mn and ĥt

m,a, propagating the server’s model uncertainty to client m. Lemma 6.6 shows
that gtm,s captures the uncertainty in the server parameters, client states, and their cross-covariance.
Lemma 6.6 (Uncertainty in Server to Client Communication). With notation as above, the un-
certainty in the gradient communicated by the server is given by, Var

(
g t+1
m,s

)
= A⊤

mm U t Amm,

where U t = Amm Σt
hm

A⊤
mm +

∑
n̸=m(ht

n,ch
t⊤
n,c) Σ

t
Amn

− 2
∑

n̸=m Amm Γt
mn h

t⊤
n,c.

6.3 WITHIN SERVER

In Sections 6.1 and 6.2 , we quantified how (i) the client–server cross-covariance Γt
mn , and (ii)

client m’s state variance Σt
hm

propagate during the iterative optimization of the FedGC framework.
We now analyze their contribution to the propagation of the server’s parameter uncertainty Σt

Amn
.

Theorem 6.7 combines these components into a closed-form recursion for Σt
Amn

within the server.

6
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Theorem 6.7 (Uncertainty Propagation within the Server). The server model parameter atmn’s
covariance evolves as, Σ t+1

Amn
= D t

n Σ
t
Amn

D t⊤
n + 4γ2

(
ĥ t
n,c ⊗ Amm

)
Σ t

hm

(
ĥ t
n,c ⊗ Amm

)⊤
+

2γ
(
D t

n Γ
t
mn B

t⊤
mn + B t

mn Γ
t⊤
mn D

t⊤
n

)
with D t

n =
(
I−2γ ĥ t

n,c ĥ
t⊤
n,c

)
⊗I, and B t

mn = ĥ t
n,c⊗Amm

6.4 WITHIN CLIENT

Each of the four cross-covariances discussed in Section 6.1 contribute to the propagation of uncer-
tainty of the client model parameter θm (or, vm in vectorized form). Theorem 6.8 expresses the
evolution of client model’s variance Σt

θm
in terms of the uncertainty in its states Σt−1

hm
, the server

model Σt−1
Amn

, and those cross-covariances Ω t−1
m , Γ t−1

mn , Ψ t−1
mn and Λ t−1

m .

Theorem 6.8 (Uncertainty Propagation within the Client). The client-parameter covariance Σ t
θm

obeys the following recursion: Σt
θm

= H t−1
m Σ t−1

θm
H t−1⊤

m + G t−1
m Σ t−1

hm
G t−1⊤

m + (Xm +X⊤
m)

− ∑
n̸=m(Ymn + Y ⊤

mn) − ∑
n̸=m(Zmn + Z⊤

mn) +
∑

n̸=m P t−1
m Σ t−1

Amn
P t−1⊤
m ,

where, Xm = H t−1
m Λ t−1

m G t−1⊤
m , Ymn = H t−1

m Ψ t−1
mn P t−1⊤

m , Zmn = G t−1
m Γ t−1

mn P t−1⊤
m ,

and, G t−1
m := 2η1

(
y t−1
m ⊗ (CmmAmm)⊤

)
, P t−1

m := −2η2
(
y t−1
m ⊗ A⊤

mm

)
, H t−1

m :=

Ipmdm
− 2η1 (y

t−1
m y t−1⊤

m )⊗
(
(CmmAmm)⊤CmmAmm

)
− 2η2 (y

t−1
m y t−1⊤

m )⊗
(
A⊤

mmAmm

)
7 STEADY-STATE IMPACT OF UNCERTAINTY

For tractability, we assume, (I) limt→∞ y t
m = µym

, and (II) limt→∞ ĥ t
m,c = ĥm,c∀m

Proposition 7.1 (Gain Matrices Convergence). Under the above assumptions, the gain matrices
used in Section 6 converges as, limt→∞

(
D t

n, H
t
m, G t

m, P t
m

)
=
(
Dn, Hm, Gm, Pm

)
where, Dn =

(I − 2γ ĥn,cĥ
⊤
n,c) ⊗ I, Gm = 2η1

(
µym

⊗ (CmmAmm)⊤
)
, Pm = −2η2

(
µym

⊗ A⊤
mm

)
and

Hm = Ipmdm − 2η1(µymµ⊤ym
)⊗ ((CmmAmm)⊤CmmAmm)− 2η2(µymµ⊤ym

)⊗ (A⊤
mmAmm).

Proposition 7.1 proves that the gains (Dt
n, H

t
m, Gt

m, P t
m) converge in the limit as t→∞.

Proposition 7.2. If ρ(Dn), ρ(Hm) < 1 then we have, limt→∞
(
Γt
mn,Ψ

t
mn

)
=
(
Γ∞
mn,Ψ

∞
mn

)
with

Γ∞
mn = (I −Dn)

−12γBmnΣ
∞
hm

, & Ψ∞
mn = (I −Hm⊗Dn)

−1 Vec
(
DnΓ

∞
mnG

⊤
m −DnΣ

∞
Amn

P⊤
m

)
.

With stable gains, Proposition 7.2 shows that the cross-covariance terms Γt
mn and Ψt

mn also con-
verge, each given in closed form. Corollary 7.3 then expresses the client-state variance Σ∞

hm
in terms

of the client-parameter variance Σ∞
θm

and the data moments; no other stochastic quantity survives.

Corollary 7.3. The above assumptions lead to convergence of the uncertainty of the client states
Σt

hm
as follows: limt→∞ Σt

hm
:= Σ∞

hm
= κm Σ∞

θm
+ Ω∞

m (µym
⊗ I)⊤ + (µym

⊗ I)Ω∞⊤
m , where

κm = tr(Σym
) + ∥µym

∥2 and Ω∞
m = Σ∞

θm
µym

.

The key theoretical result on the impact of uncertainty quantification is mentioned next in Theorems
7.4, and 7.5, where we show that the steady-state uncertainties of server and client models are
dependent only on the client data distribution (aleatoric uncertainty), and independent of the prior
distribution of the parameters (epistemic uncertainty).

We know that the steady distribution of the client m’s raw data is given by E[ym] = µym
, and

V ar(ym) = Σym . Using (µym ,Σym ) we define the following two terms that will be used in the
Theorems 7.4, and 7.5: (I) Mm = µym

⊗Ipm
, and (II) κm = tr(Σym

) + ∥µym
∥2

Theorem 7.4 (Convergence of Server Model’s Uncertainty). Let ρ(Dn) < 1. Define Ln(X) :=
DnXD⊤

n and Qmn(Σ) := 4γ2Bmn

(
κmΣ + ΣMmM⊤

m + MmM⊤
mΣ
)
B⊤

mn.. Then, Σ∞
Amn

:=

limt→∞ Σt
Amn

exists, is unique, and is given by, Σ∞
Amn

=
∑∞

k=0 Lk
n

(
Qmn( Σ

∞
θm

)
)

Theorem 7.5 (Convergence of Client Model’s Uncertainty). Let ρ(Hm) < 1. Write Mm(Σ) =
HmΣH⊤

m and Rm(Σ) = Gm

(
κmΣ + ΣMmM⊤

m +MmM⊤
mΣ
)
G⊤

m Then the steady-state Σ∞
θm

:=

limt→∞ Σt
θm

is the unique solution to Σ∞
θm

= Mm

(
Σ∞

θm

)
+Rm

(
Σ∞

θm

)
+ PmΣ∞

Amn
P⊤
m.
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Figure 1: Uncertainty propagation during training for different levels of Σt
ym

highting (a) Tr(ΣÂt
12
),

(b) Tr(ΣÂt
21
), (c) Tr(Σt

θ1
), (d) Tr(Σt

θ2
), (e) ∥µÂt

12
−A12∥2, (f) ∥µÂt

21
−A21∥2 vs iterations.

Theorem 7.4 shows that the steady state uncertainty of the server parameter represented by Σ∞
Amn

depends only on the distribution of client data (µym ,Σym), and the steady state client model’s vari-
ance Σ∞

θm
. It is independent of the prior variance Σ0

Amn
. Similarly, Theorem 7.5 establishes that

the steady-state variance of the client model parameter Σ∞
θm

is uniquely determined by the client data
distribution (µym

,Σym
), and the converged server uncertainty Σ∞

Amn
. Crucially, this result confirms

that the client’s epistemic uncertainty is governed entirely by aleatoric quantities and training dy-
namics, and is independent of the initial variance Σ0

θm
.

8 EXPERIMENTS

8.1 SYNTHETIC DATASET

Experimental Settings. We simulate a multi-client linear time-invariant (LTI) state space model
described in 3. To enable interpretability, the experiments (except scalability) rely on a two-client
setup with pm = 2 and dm = 8 for m = {1, 2} such that the off-diagonal blocks of the state matrix
(A) are A12 = 0 and A21 ̸= 0. Both client and server models are regularized to ensure feasible
solutions. Further experimental details are provided in Section A of the Appendix.

Aleatoric. To analyze the effects of aleatoric noise, we change the data variance Σym and observe
the uncertainty of the server and client models at each iteration. The trace of covariance of the server
parameter (Ât

12, Ât
21) and the corresponding parameters (θt1, θt2) at clients 1 and 2, respectively are

plotted for different Σym
in Figures 1(a)-(f). The evolution plots for the covariance of both server

and client models validate the claims (in Section 6, and Theorems 7.4 & 7.5).

The jumps in the trace covariance plots of (θt1, θt2) refer to the points where the mean-shifts of data
(i.e., µym ) occur. A preliminary inspection of Figures 1(a)-(e) shows that higher Σym accelerates
variance decay and hence faster learning. However, we can see from the norm error plots in Fig-
ure1(f) that very high Σym

causes larger estimation error in learning, and this effect is more profound
during mean shifts. These errors stem from violating Assumption (A4) (Section 5) in mean-shifts.

Epistemic. The effect of epistemic uncertainty is demonstrated by sampling Â0
mn and θ0m from

normal distributions while progressively increasing their variance. This allows us to observe how
uncertainty propagates through the server and client models at each iteration. Figure 2 and Figure 3

8
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Âmn
∼ 10−6

Σ0
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Figure 2: Uncertainty propagation during training for different levels of ΣÂ0
mn

highlighting (a)
Tr(ΣÂt
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−A21∥2 vs iterations.
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Figure 3: Uncertainty propagation during training for different levels of Σ0
θm

highlighting (a)
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shows that the evolution of the covariances for server and client models is agnostic to the variance
of the prior normal distribution, further validating the claim of Theorems 7.4 and 7.5.

Please refer to Appendix B for additional results highlighting the evolution of the (a) cross-
covariance terms, (b) communicated terms (mentioned in Section 6), and (c) Scalability studies.

8.2 REAL-WORLD DATASET

We perform real-world experiments on two industrial cybersecurity datasets: (1) HAI Shin et al.
(2021) and (2) SWaT Mathur & Tippenhauer (2016), each containing multiple interacting processes.
We fit a linear state space model separately to each process. Specifically, we use the subspace
identification method Overschee & Moor (1994) to identify the process-specific state-transition and
observation matrices, which are further used for analyzing theoretical results of Section 6 & 7.
Preprocessing details are provided in Appendix C.

Results. Cross-process GC in both datasets is learned using the FedGC framework. Owing to space
constraints, we provide the uncertainty evolution plots and the convergence results in Appendix C.

9 LIMITATIONS

The analysis is based on the FedGC framework, which can be restrictive due to its linear models. We
provide extensions to non-linear models in Appendix E. The uncertainty propagation relies on data
stationarity, and we discuss possible relaxations in Appendix E.1, though a full treatment remains
open. Theoretical guarantees scale unfavorably with dimensionality, which limits applicability to
very large systems; we complement this by analyzing both communication and computation com-
plexity in Appendix D.5. Finally, client–server cross-covariance terms may expose sensitive data;
we present preliminary differential privacy modeling in Appendix D.4.
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Note. All the plots corresponding to Section B, and C are present at the end of this document.

A THE USE OF LARGE LANGUAGE MODELS (LLMS)

In preparing this work, large language models (LLMs), specifically ChatGPT, were used only as a
writing aid to polish the clarity, flow, and readability of the manuscript. LLMs were not involved in
generating or shaping the underlying theoretical ideas, arguments, or results. All core contributions,
analyses, and conclusions presented here are entirely original and solely attributable to the authors.

B ADDITIONAL RESULTS ON ON SYNTHETIC DATASET

B.1 EXPERIMENTAL DETAILS

Experiments on synthetic dataset was conducted by simulating a two-client LTI system. Each client
has hidden latent state dimension pm = 2 and measurement dimension dm = 8. A one way
dependency in which client 1 granger causes client 2 (and not vice-versa) is considered. Therefore
A12 = 0 and A21 ̸= 0. The loss functions in (5) and (8) are regularized and the learning rates γ, η1
and η2 are adjusted to ensure convergence but not optimally tuned.

All the results reported are in terms of the trace of the covariance matrices. Trace of the covariance
matrix was chosen as a scalar quantity to quantify the uncertainty from the covariance matrices for
a multitude of reasons such as: 1) it is the sum of variances across all directions, 2) it is rotation in-
variant, 3) computationally cheap etc. Unless otherwise specified, the quantities plotted are relevant
to explaining the uncertainty propagation in learning Â21.

As discussed in Section 8, the effect of aleatoric noise in all the experiments is studied by changing
the data variance Σt

ym
and the effect of epistemic noise is studied by changing the variance of the

initial values Σ0
Âmn

and Σt
θm

.

B.1.1 CROSS-COVARIANCE AND COMMUNICATED TERMS

Cross-Covariances. The evolution of cross-covariance terms Λt
m, Γt

mn and Ψt
mn discussed in

Section 6 for different regimes of aleatoric and epistemic noise are given in Figures 4, 5 and 6. We
can observe that the cross-covariance terms converge even for very high noise regimes.

During Communication. The augmented client state ĥt
m,a sent from the client carries the uncer-

tainty from the client to the server and the gradient ∇ĥt
m,a

Lt
s sent back to the client carries the

uncertainty from the server to the client. The evolution of covariances of these communicated terms
for different regimes of aleatoric and epistemic noises are plotted in Figures 7, 8 and 9.

B.2 SCALABILITY STUDIES

In the scalability experiment, we consider the two-client system with similar causal relationship as in
previous experiments. The hidden state dimension pm = 2 is kept constant while the measurement
dimension dm is increased for both clients. Trace of covariance of Â21 at convergence for regimes of
Σ0

Âmn
∼ {10−6, 10−4, 10−2, 100} is summarized in Table 2. We could observe that the performance

of the framework remains more or less similar with increased dimension of the measurements dm.

Table 2: Trace(Cov(Â21)) vs measurement (i.e., raw data) dim. dm

Order of Variance Measurement (Raw Data) Dimension (dm)
dm = 16 dm = 32 dm = 64 dm = 128

∼ 10−6 ≈ 10−9 ≈ 10−5 ≈ 10−7 ≈ 10−7

∼ 10−4 ≈ 10−8 ≈ 10−5 ≈ 10−7 ≈ 10−7

∼ 10−2 1.0× 10−4 4.0× 10−4 1.0× 10−4 ≈ 10−5

∼ 100 1.6722 1.9733 2.4601 1.5882

13
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In the second experiment, we keep pm = 2 and dm = 8 and vary the number of clients M . We
report the trace of covariance of Â21 at convergence for different regimes of Σ0

Âmn
in Table 3.

Table 3: Trace(Cov(Â21)) vs. no. of clients M

Order of Variance Number of Clients (M )
M = 2 M = 4 M = 8 M = 16

∼ 10−6 ≈ 10−5 ≈ 10−5 ≈ 10−5 ≈ 10−6

∼ 10−4 ≈ 10−5 ≈ 10−5 ≈ 10−5 ≈ 10−6

∼ 10−2 0.0001 0.0002 0.0002 0
∼ 100 1.7233 1.6456 2.5835 4.7

C RESULTS ON REAL-WORLD DATASET

C.1 EXPERIMENTAL SETTING

We utilize two industrial cybersecurity datasets – (1) HAI and (2) SWaT, to conduct real-world
experiments.

HAI. The HAI dataset captures SCADA (Supervisory Control and Data Acquisition) time-series
data from a realistic industrial control system testbed augmented with a Hardware-in-the-Loop (HIL)
simulator that emulates steam-turbine power generation and pumped-storage hydropower genera-
tion. HAI testbed comprises four processes: 1. Boiler Process (P1), 2. Turbine Process (P2), 3.
Water Treatment (P3), 4. HIL Simulator (P4). Processes P1–P3 each represent a physical subsys-
tem with multiple sensor measurements and are treated as individual clients in our study. On the
other hand, P4 is a HIL simulation engine exposing control signals rather than sensor outputs and is
therefore excluded from our analysis.

SWaT. SWaT is the data from an industry-compliant six-stage water treatment testbed commis-
sioned in March 2015 by iTrust. Different stages in water treatment includes raw water storage, pH
balancing, ultrafiltration, dechlorination, reverse osmosis, and membrane backwash. Each stage is
treated as a client in our setting. We do not include the last stage (membrane backwash) in our study
because all the measurements in this stage are constant except one that takes few more values and
inclusion of this stage was causing convergence issues.

C.2 PREPROCESSING

We utilize different preprocessing methodologies for the two real-world datasets.

HAI. We first normalized the measurements to make sure they are evenly scaled. A subspace iden-
tification algorithm was used to fit an LTI system to these normalized measurements. The subspace
identification outputs the state-transition matrix A (which also signifies the Granger causality), and
the observation matrix C. The size of low-dimensional states p for the entire system was obtained
by looking at the decay of singular values of Hankel matrix involved in the subspace identification
step.

The observation matrix C obtained from subspace identification is not block diagonal. An L2 norm
based thresholding was used to assign each state variable to a process and build a block diagonal C
matrix. This is followed by re-estimating A matrix using least squares with the block diagonal C
matrix. This re-estimated A matrix is considered the ground truth Granger causality for our study.

SWaT. For each client, the measurement variables with pearson correlation greater 0.3 with other
clients are selected. This is followed by the same steps as in the case of HAI data.

C.3 RESULTS

We plot the evolution of covariance of all the off-diagonal blocks Ât
mn, covariance of θtm for all

clients and average L2 norm error of each Ât
mn for both datasets in Figures 16-27.
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HAI. The server-side uncertainty on all off-diagonal Âmn terms drops rapidly within the first few
hundred iterations and stabilizes at very low traces (Figure 16), indicating fast convergence even
under high data (measurement) noise. Local parameter variances Σθm likewise shrink to nearly
zero (Figure 5), with only minor differences between the three processes. The average estimation
error ∥µAmn

−Amn∥ decreases monotonically on the log–iteration scale (Figure 6), confirming that
reduced uncertainty directly translates to higher causal-link accuracy.

SWaT. In contrast to HAI dataset, SWaT’s causal-block covariances decline more gradually over
∼ 1,000 iterations and do not show signs of complete convergence (Figure 24). This suggests that
the six-stage water-treatment testbed requires more iterations or additional data to fully resolve the
underlying causal links. Local model variances Σθm exhibit a wider spread (at the end of 1000
iterations), with some retaining significantly more uncertainty than others (Figure 26). Correspond-
ingly, the ℓ2 estimation errors plateau earlier and remain higher (Figure 27), underscoring the slower,
higher-variance convergence behavior in SWaT, possibly due to higher noise in the collected data.

D ADDITIONAL THEORETICAL RESULTS

D.1 LEMMA D.1

Lemma D.1. At any time t and, for each client m, define

gm = ∇θmLs = Xm (yt−1
m )⊤, Xm := A⊤

mm

(
Amm ∆hm −

∑
r ̸=m

Âmr(ĥ
t−1
r )c

)
.

Under Assumptions (A1)-(A4), we have for any m ̸= n,

Cov
(
vec(gm), vec(gn)

)
= 0.

Proof. By Assumption (A2), the block-row server parameters for clients m and n are mutually
independent, hence Xm ⊥ Xn. By Assumptions (A1), (A4), and (A5), the local data satisfy

µym = E[yt−1
m ], Σym = Cov(yt−1

m , yt−1
m ),

with Cov(yt−1
m , yt−1

n ) = 0 for m ̸= n. Since yt−1
m is also independent of {At

pq} by Assumption
(A3), we may write

vec(gm) = (I ⊗Xm) yt−1
m .

Thus, for m ̸= n,

Cov
(
vec(gm), vec(gn)

)
= E
[
(I ⊗Xm) yt−1

m (yt−1
n )⊤(I ⊗Xn)

⊤]− E[vec(gm)]E[vec(gn)]⊤.

Independence allows factorization, and Assumption (A4)–(A5) implies E[yt−1
m (yt−1

n )⊤] = µym
µ⊤
yn

,
which cancels with the product of means. Hence

Cov
(
vec(gm), vec(gn)

)
= 0, m ̸= n.

D.2 PROPOSITION D.2

Proposition D.2. Consider the client update rule

θt+1
m = θtm − η1g

t
m,a − η2g

t
m,s,

where gtm,a = ∇θmLm (local) and gtm,s = ∇θmLs (global). Suppose Assumptions (A1)–(A5) hold.
Then, for any two distinct clients m ̸= n,

lim
t→∞

Cov(θtm, θtn) = 0.

Proof. Expanding the covariance for m ̸= n gives

Cov(θt+1
m , θt+1

n ) = Cov(θtm, θtn) + η22 Cov(g
t
m,s, g

t
n,s) + vanishing local terms

where the omitted terms involve cross-products between local and global gradients.
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By Lemma D.1, Cov(gtm,s, g
t
n,s) = 0 for m ̸= n. By (A2) and (A3), θtm ⊥⊥ θtn at initialization. By

(A4)–(A5), client data are uncorrelated across m,n, and all noise is additive. Hence all cross-terms
vanish, and we obtain the recursion

Cov(θt+1
m , θt+1

n ) = Cov(θtm, θtn).

Since the initial covariance is zero, induction gives Cov(θtm, θtn) = 0 for all t, and thus

lim
t→∞

Cov(θtm, θtn) = 0.

D.3 PROPOSITION D.3

As a direct consequence of Assumption (A5) we have the following proposition:
Proposition D.3 (Data Uncertainty with Zero Process Noise). Consider the discrete LTI system

xt+1 = Axt + wt, yt = C xt + vt, wt ∼ N (0, Q), and vt ∼ N (0, R)

and assume the state matrix is asymptotically stable, ρ(A) < 1. In the absence of process noise i.e.,
Q = 0, then the data variance converges to its noise covariance. limt→∞ Var(yt) = R.

Proof. With Q = 0, the state update becomes deterministic:

xt+1 = Axt.

Thus, assuming some initial condition x0, the state at time t is given by,

xt = Atx0.

Therefore, the data yt is given by,

yt = Cxt + vt = CAtx0 + vt.

To compute the variance of yt, we consider the following equation,

Var(yt) = Var(CAtx0 + vt).

Since vt ∼ N (0, R) is independent of x0, and CAtx0 is deterministic, we write Var(yt) as,

Var(yt) = Var(CAtx0) + Var(vt).

Now, since CAtx0 is deterministic, its variance is given by,

Var(CAtx0) = CAt Var(x0)(At)⊤C⊤.

Given that ρ(A) < 1, we have At → 0 as t → ∞ we have,

CAt Var(x0)(At)⊤C⊤ → 0.

Using the above result, and the fact that Var(vt) = R we can write Var(yt) as,

lim
t→∞

Var(yt) = lim
t→∞

[
CAt Var(x0)(At)⊤C⊤ +R

]
= R.

D.4 PRIVACY ANALYSIS

We formally prove that the cross-covariance terms between client quantities and server quantities
can be made differentially private under the Gaussian mechanism.

FedGC Latent Privacy. In the original FedGC setup, each client m communicates a compressed
latent state ĥt

c,m and an augmented latent state ĥt
a,m, both of which are computed from private data

16
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ytm via local encoders (KF). As shown in Appendix F of FedGC, if the mapping ytm 7→ ĥt
c,m has

bounded ℓ2-sensitivity ∆, then adding Gaussian noise:

h̃t
c,m = ĥt

c,m +N (0, σ2I), σ ≥ ∆ ·
√
2 log(1.25/δ)

ε

ensures (ε, δ)-differential privacy for each client’s latent state. The same construction holds for ĥt
a,m

and is preserved in our framework.

DP for Cross-Covariances. Unlike FedGC, our method introduces server-side use of cross-
covariance matrices between client representations, which may leak client-private correlations. The
key objects are:

Γt
mn := Cov(ĥt

c,m, ĥt
a,n) = E[ĥt

c,m(ĥt
a,n)

⊤]− h̄t
c,m(h̄t

a,n)
⊤

Ψt
mn := Cov(vtm, ĥt

c,n) = E[vtm(ĥt
c,n)

⊤]− v̄tm(h̄t
c,n)

⊤

where vtm = vec(θtm) is the flattened client model parameter. We now show how to make these
matrices differentially private via Gaussian noise.

Each client m transmits perturbed values of ĥt
c,m, ĥt

a,m

h̃t
c,m = ĥt

c,m + ξtc, h̃t
a,n = ĥt

a,n + ξta

with ξtc, ξ
t
a ∼ N (0, σ2

hI). Furthermore, since cross-covariance Ψmn requires vm, we peturb it as:

ṽtm = vtm + ξtv

with ξtv ∼ N (0, σ2
vI). The server then computes the cross-covariances:

Γ̃t
mn := Cov(h̃t

c,m, h̃t
a,n), Ψ̃t

mn := Cov(ṽtm, h̃t
c,n)

These estimators contain the desired cross-covariance along with stochastic masking from the per-
turbations.

Using classical state-space theory & Lipschitz assumptions, we have norm bounds: ∥ĥt
c,m∥2 ≤ Bc,

∥ĥt
a,n∥2 ≤ Ba, ∥vtm∥2 ≤ Bv . Then, the ℓ2-sensitivities of Γmn, and Ψmn are:

∆2(Γ
t
mn) ≤ 2BcBa, ∆2(Ψ

t
mn) ≤ 2BvBc

To achieve (ε, δ)-DP via the Gaussian mechanism, it suffices to add i.i.d. noise to each element of
the matrices:

σΓ ≥ 2BcBa

√
2 log(1.25/δ)

ε
, σΨ ≥ 2BvBc

√
2 log(1.25/δ)

ε

This guarantees that the server-observed Γ̃t
mn and Ψ̃t

mn are differentially private with respect to any
one client’s data at time t.

Implications on Uncertainty Propagation. The injection of DP noise into Γt
mn and Ψt

mn affects
the downstream uncertainty estimates in both client- and server-side propagation. Specifically, Γt

mn
appears exclusively in the server-side recursion (Theorem 6.6), while both Γt

mn and Ψt
mn are used

in the client-side update (Theorem 6.8). Making these matrices differentially private means that
the propagated covariances become slightly biased or inflated due to the added noise. This leads to
an overestimation of uncertainty, which preserves the structure of the recursion but may reduce the
accuracy of Granger causality. Nonetheless, the estimates remain valid under perturbed inputs, and
the user can control the privacy-utility trade-off via the (ε, δ) parameters.

D.5 COMPLEXITY ANALYSIS

Let each client m have state dimension pm and data dimension dm, with M clients in total. We first
provide the computation and communication complexity per client.

(1) Computation. In a naive implementation, updating the full parameter covariance matrix Σt
θ ∈

Rpmdm×pmdm would incur O(p2md2m) computation per round due to matrix-matrix multiplications

17
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and Kronecker product evaluations. However, our implementation can avoid this cost by exploiting
the structure of low-rank quantities such as ytyt

⊤
(which is rank-1), when dm ≫ pm. As a result,

matrix-vector products involving these terms can be computed without materializing the full pmdm×
pmdm matrices. If we adopt a block-diagonal or factored representation of Σt

θ across layers or time
steps, the per-client computational cost is further reduced to O(pmd2m) per iteration.

(2) Communication. In terms of communication, our framework introduces no additional over-
head compared to vanilla FedGC. Therefore, total communication cost per client remains O(pm),
matching that of FedGC. No additional communication is needed for tracking uncertainty.

All M clients. Across all M clients, the total additional computation scales as O
(∑M

m=1 pmd2m

)
per round, while communication remains unchanged at O

(∑M
m=1 pm

)
. These properties make the

method scalable to realistic federated settings.

E EXTENSIONS TO THE FRAMEWORK

Our current theory is derived under the assumption of linear time-invariant dynamics and Gaussian
noise, consistent with the original FedGC model. Nonetheless, we emphasize that the structure of
our uncertainty propagation is not inherently tied to linearity; it generalizes to any dynamical model
with well-defined latent state compression and state transition.

Bayesian Models. We consider an extension to nonlinear but stationary dynamical systems. Non-
linear dynamics being highly model-specific, we first show that our theoretical structure carries over
to two settings: (1) Extended Kalman Filters (EKF) - non-linear extension of the linear KF based
formulation, and (2) Gaussian Processes (GPs) - for kernelized settings. Both EKF, and GP-based
frameworks support general nonlinear transition functions while admitting tractable recursive ex-
pressions analogous to Theorem 6.8.

(1) Extended Kalman Filter (EKF). EKF approximates nonlinear state transitions via first-order
Taylor expansions. Consider the system:

ht
c = f(ht−1

c ) + wt, yt = g(ht
c) + vt, wt ∼ N (0, Q), vt ∼ N (0, R),

where f : Rp → Rp, g : Rp → Rd, with d ≫ p, are smooth nonlinear functions. The prediction
step linearizes f around the filtered mean:

ĥt|t−1
c = f(ĥt−1

c ), F t−1 :=
∂f

∂h

∣∣∣∣
h=ĥt−1

c

, P t|t−1 = F t−1P t−1F t−1⊤ +Q.

For the observation model, define Jg := ∂g
∂h

∣∣∣
h=ĥ

t|t−1
c

. The update step proceeds via:

Kt = P t|t−1J⊤
g (JgP

t|t−1J⊤
g +R)−1, ĥt

c = ĥt|t−1
c +Kt(yt−g(ĥt|t−1

c )), P t = (I−KtJg)P
t|t−1.

We define the augmented representation used in FedGC:

ĥt
a = ĥt

c + θtyt, θt ∈ Rp×d, vt := vec(θt).

Following our update rule, vt+1 = vt − η1∇vtLlocal
t − η2∇vtLserver

t , the parameter covariance
update becomes:

Σt+1
θ = HtΣt

θH
t⊤ +GtP tGt⊤ +HtΛtGt⊤ +GtΛt⊤Ht + P tΣt

AP
t⊤ ,

where,

Ht = Ipd − 2η1(y
tyt

⊤
)⊗ (J⊤

g Jg)− 2η2(y
tyt

⊤
)⊗ (A⊤

mmAmm),

Gt = 2η1(y
t ⊗ J⊤

g ),

P t = Cov(ĥt
c),

Λt = Cov(vt, ĥt
a).
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This recursion is structurally identical to Theorem 6.8, with C and P replaced by the Jacobian Jg
and EKF posterior P t, respectively.

(2) Gaussian Process (GP). Consider a GP-based transition model, where f ∼ GP(0, k(·, ·)) gov-
erns the latent dynamics:

ht
c = f(ht−1

c ) + wt.

Conditioning on past data {hi
c, h

i−1
c }ni=1, the GP posterior yields:

ht
c ∼ N (µf

t ,Σ
f
t +Q), µf

t = k⊤(ht−1
c )K−1h, Σf

t = k(ht−1
c , ht−1

c )− k⊤(ht−1
c )K−1k(ht−1

c ),

where K is the kernel matrix over {hi−1
c }. We again define:

ĥt
a = µf

t + θtyt.

The parameter covariance propagates as:

Σt+1
θ = HtΣt

θH
t⊤ +GtΣf

t G
t⊤ +HtΛtGt⊤ +GtΛt⊤Ht + P tΣt

AP
t⊤ ,

with Jg := ∂g/∂h
∣∣
h=µf

t
and other terms as above. This recursion mirrors the EKF case, with GP

posterior variance Σf
t replacing P t, and confirms that Theorem 6.8 applies structurally to kernelized

approximations.

Non-Bayesian Models. While EKF and GP admit analytic propagation of posterior uncertainty,
general deep models (e.g., RNNs, transformers) do not support closed-form covariance updates.
Techniques such as Monte Carlo dropout, ensemble variance, or variational inference yield scalar
uncertainties but do not enable recursive tracking. Thus, incorporating these models into our feder-
ated uncertainty framework would require entirely new derivations and likely sacrifice the tractabil-
ity of the current analysis.

E.1 RELAXING STATIONARY ASSUMPTIONS

Our convergence results (Theorems 7.4 and 7.5) critically rely on time-invariant statistics: E[yt] =
µy , Var(yt) = Σy , and constant noise covariances Q,R. If these assumptions are relaxed, Ht, Gt,
and P t become time-varying, and the covariance recursion no longer admits a fixed-point solution.
For example, in our paper convergence of Σt

θ requires,

lim sup
t→∞

∥Ht∥2 < 1.

If this condition is violated under nonstationarity, the recursion may diverge. This is consistent with
our empirical observations in Fig. 1(e–f), where mean shifts lead to rising parameter variance. Ad-
dressing such nonstationarity would require adaptive learning schedules, sliding-window covariance
estimation, or changepoint detection, which are left for the future work.

F PROOFS

F.1 PROPOSITION 6.1

• Proposition (Client Model-Client Data Dependence) Assume Var(yt−1
m ) > 0. Then under the

federated Granger-causality updates, Ωt
m := Cov

(
vtm, ytm

)
̸= 0.

Proof. From the gradient-descent update we have,

θtm = θ t−1
m + 2η1 (CmmAmm)⊤

(
ytm − CmmAmm[ ĥt−1

m,c + θ t−1
m yt−1

m ]
)
yt−1⊤
m

− 2η2 A
⊤
mm

(
Amm[ĥ t−1

m,a − ĥ t−1
m,c ]−

∑
n̸=m

Â t−1
mn ĥt−1

n,c

)
y t−1⊤
m .

Rearrange to isolate dependence on yt−1
m :

θtm = M +B y t−1⊤
m ,
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where

M = θ t−1
m + 2η1 (CmmAmm)⊤

(
ytm − CmmAmm ĥt−1

m,c

)
y t−1⊤
m − 2η2 A

⊤
mm

(
Amm[ĥ t−1

m,a − ĥ t−1
m,c ]

)
y t−1⊤
m ,

B = −2η1 (CmmAmm)⊤ CmmAmm θ t−1
m − 2η2 A

⊤
mm

∑
n̸=m

Â t−1
mn ĥt−1

n,c .

Thus θtm = M +B y t−1⊤
m is an affine function of yt−1

m .

Furthermore, the LTI measurement model gives

ytm = CmmAmm ĥ t−1
m,a +Var ϵtm = CmmAmm

(
ĥ t−1
m,c + θ t−1

m y t−1
m

)
+Var ϵtm.

Rearranging we obtain,
ytm = N +Dy t−1

m +Var ϵtm,

where,
N = CmmAmm ĥ t−1

m,c , D = CmmAmm θ t−1
m .

Thus ytm is also an affine function of yt−1
m .

Let u = y t−1
m . Then

θtm = M +B u⊤, ytm = N +Du+Var ϵtm.

Since Var ϵtm is zero-mean and independent of u, we have

Cov(θtm, ytm) = Cov(M +B u⊤, N +Du) = B Cov(u⊤, u)D⊤ = B Var(u)D⊤.

By assumption Var(u) = Var(yt−1
m ) > 0, and B,D are nonzero (since the update and measurement

matrices are full-rank). Therefore Cov(θtm, ytm) = B Var(yt−1
m )D⊤ ̸= 0.

Hence Ωt
m ̸= 0, as claimed.

F.2 PROPOSITION 6.2

• Proposition (Client Model-Client State Dependence) Let Λt
m = Cov

(
vtm, ĥt

m,a

)
. Then we

have the following recursion within the client, Λt
m = Σt

θm
(Idm

⊗ µt
ym

) + Ωt
m (µt

vm ⊗ Idm
),

Proof. We prove the recursion for Λt
m = Cov(vtm, ĥt

m,a) using the paper’s definitions:

From Table 1 and Eq. (4), we have the following definitions,

Σt
θm := Var(vtm) = E[vtmvt⊤m ]− µt

θmµt⊤
θm

Ωt
m := Cov(vtm, ytm) = E[vtmyt⊤m ]− µt

θmµt⊤
ym

ĥt
m,a := ĥt

m,c + θtmytm = ĥt
m,c + (yt⊤m ⊗ Ipm)vtm

Expanding Λt
m from first principles, and using the definition of ĥt

m,a we have,

Λt
m = E[vtmĥt⊤

m,a]− µt
θmµt⊤

hm,a

= E
[
vtm

(
ĥt⊤
m,c + vt⊤m (ytm ⊗ Ipm

)
)]

− µt
θm

(
ĥt⊤
m,c + µt⊤

θm(µt
ym

⊗ Ipm
)
)

= E[vtmvt⊤m (ytm ⊗ Ipm)]− µt
θmµt⊤

θm(µt
ym

⊗ Ipm)

Analyzing the key expectation terms and substituting the definitions of Σt
θm

, and Ωt
m we have,

E[vtmvt⊤m (ytm ⊗ Ipm)] = E
[(
Σt

θm + µt
θmµt⊤

θm

)
(ytm ⊗ Ipm)

]
(since E[vtmvt⊤m ] = Σt

θm + µt
θmµt⊤

θm )

= Σt
θm(µt

ym
⊗ Ipm

) + µt
θmµt⊤

θm(µt
ym

⊗ Ipm
)

+ E[(vtm − µt
θm)(vtm − µt

θm)⊤(ytm − µt
ym

⊗ Ipm)]

= Σt
θm(µt

ym
⊗ Ipm

) + µt
θmµt⊤

θm(µt
ym

⊗ Ipm
)

+ µt
θmE[(vtm − µt

θm)(ytm − µt
ym

)⊤]⊗ Ipm

= Σt
θm(µt

ym
⊗ Ipm

) + µt
θmµt⊤

θm(µt
ym

⊗ Ipm
) + µt

θmΩt⊤
m ⊗ Ipm
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Substituting the expression for E[vtmvt⊤m (ytm ⊗ Ipm
)] (obtained above), back into Λt

m we have,

Λt
m =

(
Σt

θm(µt
ym

⊗ Ipm
) + µt

θmµt⊤
θm(µt

ym
⊗ Ipm

) + µt
θmΩt⊤

m ⊗ Ipm

)
− µt

θmµt⊤
θm(µt

ym
⊗ Ipm)

= Σt
θm(µt

ym
⊗ Ipm

) + µt
θmΩt⊤

m ⊗ Ipm

Recognizing that Ωt⊤
m ⊗ Ipm

= (Ωt
m ⊗ Ipm

)⊤, and simplifying the second term we obtain,

µt
θmΩt⊤

m ⊗ Ipm
= (Ωt

m ⊗ Ipm
)µt

θm = Ωt
m(µt

θm ⊗ Idm
)

Substituting this into the expression for Λt
m we have,

Λt
m = Σt

θm(Idm
⊗ µt

ym
) + Ωt

m(µt
θm ⊗ Idm

)

F.3 LEMMA 6.3

Assumption (A6) : The client’s augmented hidden state changes only by a small amount between
two consecutive time-steps ∆ht

m := ĥt+1
m,a − ĥt

m,a satisfying
∥∥∆ht

m

∥∥
2
≤ ε with ε is small.

• Lemma (Client State-Sever Model Dependence)The cross-covariance term Γt
mn :=

Cov
(
atmn, ĥ

t
m,a

)
follows the recursive equation: Γ t+1

mn = D t
n Γ

t
mn + 2γ B t

mn Σ
t
hm

where,
D t

n =
(
I − 2γ ĥ t

n,cĥ
t⊤
n,c

)
⊗ I,B t

mn = ĥ t
n,c ⊗Amm, and Σt

hm
= Var(ĥt

m,a).

Proof. Gradient descent on the quadratic loss Ls with step size γ gives,

at+1
mn = Dt

n a
t
mn + 2γ Bt

mnĥ
t
m,a,

where Dt
n = (I − 2γ ĥt

n,cĥ
t⊤
n,c)⊗ I and Bt

mn = ĥt
n,c⊗Amm.

Taking the column covariance with ĥt
m,a yields the shifted covariance term

Γ̃ t+1
mn := Cov

(
at+1
mn , ĥ

t
m,a

)
= Dt

nΓ
t
mn + 2γ Bt

mnΣ
t
hm

.

By Assumption (A6),
ĥt+1
m,a = ĥt

m,a +∆ht
m, ∥∆ht

m∥2 ≤ ε.

Defining, Γt+1
mn := Cov(at+1

mn , ĥ
t+1
m,a) and expanding, we get,

Γt+1
mn = Cov

(
at+1
mn , ĥ

t
m,a +∆ht

m

)
Let us define Et

mn := Cov
(
at+1
mn , ĥ

t
m,a+∆ht

m

)
. Thne the matrix Cauchy–Schwarz inequality gives,

∥Et
mn∥2 ≤

√
tr
(
Σt+1

Amn

)
ε = O(ε).

Using the above expression we obtain,

Γt+1
mn = Dt

nΓ
t
mn + 2γ Bt

mnΣ
t
hm

+O(ε),

If ϵ is small (Assumption (A6)), we get,

Γt+1
mn = Dt

nΓ
t
mn + 2γ Bt

mnΣ
t
hm
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F.4 LEMMA 6.4

• Lemma (Client Model-Server Model Dependence)The term Ψt
mn := Cov

(
atmn, v

t
m

)
evolves

as, Ψ t+1
mn = D t

n Ψ
t
mn H

t⊤
m + D t

n Γ
t
mn G

t⊤
m − D t

n Σ
t
Amn

P t⊤
m + 2γ B t

mn Λ
t
m H t⊤

m +

2γ B t
mn Σ

t
hm

G t⊤
m − 2γ B t

mn Γ
t⊤
mn P

t⊤
m , with the following gain matrices, B t

mn = ĥ t
n,c ⊗Amm,

D t
n =

(
I − 2γ ĥ t

n,cĥ
t⊤
n,c

)
⊗ I,G t

m = 2η1
(
y t
m ⊗ (CmmAmm)⊤

)
, P t

m = −2η2
(
y t
m ⊗A⊤

mm

)
and H t

m = Ipmdm
− 2η1(y

t
my t⊤

m )⊗
(
(CmmAmm)⊤CmmAmm

)
− 2η2(y

t
my t⊤

m )⊗ (A⊤
mmAmm)

Proof. From the loss Ls one gradient–descent step with stepsize γ gives,

at+1
mn = Dt

na
t
mn + 2γBt

mnĥ
t
m,a.

The update θt+1
m = θtm − η1∇θm(Lm)a − η2∇θmLs is linear in (θtm, ĥt

m,a, a
t
mn); in vectorized

form,
vt+1
m = Ht

mvtm +Gt
mĥt

m,a − P t
matmn.

Compute Ψt+1
mn = Cov(at+1

mn , v
t+1
m ) using the above two equations,

Ψt+1
mn = Cov

(
Dt

na
t
mn + 2γBt

mnĥ
t
m,a, H

t
mvtm +Gt

mĥt
m,a − P t

matmn

)
= Dt

n Cov(a
t
mn, v

t
m)Ht⊤

m +Dt
n Cov(a

t
mn, ĥ

t
m,a)G

t⊤
m −Dt

n Cov(a
t
mn, a

t
mn)P

t⊤
m

+ 2γBt
mn Cov(ĥ

t
m,a, v

t
m)Ht⊤

m + 2γBt
mn Cov(ĥ

t
m,a, ĥ

t
m,a)G

t⊤
m − 2γBt

mn Cov(ĥ
t
m,a, a

t
mn)P

t⊤
m

= Dt
nΨ

t
mnH

t⊤
m +Dt

nΓ
t
mnG

t⊤
m −Dt

nΣ
t
Amn

P t⊤
m + 2γBt

mnΛ
t
mHt⊤

m + 2γBt
mnΣ

t
hm

Gt⊤
m − 2γBt

mnΓ
t⊤
mnP

t⊤
m .

Grouping the six contributions yields the given recursion of Ψt+1
mn .

F.5 LEMMA 6.5

• Lemma (Uncertainty in Client to Server Communication) Let κm = tr
(
Σt

ym

)
+ ∥µt

ym
∥2. Then

the variance in the ĥt
m,a is given by, Σt

hm
= κm Σt

θm
+ Ωt

m (µt
ym

⊗ Ipm
)⊤ + (µt

ym
⊗ Ipm

) Ωt⊤
m .

Proof. From the definition of augmented client states we have, qtm := ĥt
m,a− ĥt

m,c = θtm ytm, which
in vectorized form is qtm := Y t

m vtm, with Y t
m :=

(
yt⊤m ⊗ Ipm

)
. Therefore, by definition we have,

Var(qtm) = E[Y t
mvtmvt⊤m Y t⊤

m ]− E[Y t
mvtm]E[Y t

mvtm]⊤.

Computing the second moment we have,

E[Y t
mvtmvt⊤m Y t⊤

m ] = E
[
(ytm ⊗ Ipm)vtmvt⊤m (yt⊤m ⊗ Ipm)

]
= E

[
(ytmyt⊤m )⊗ (vtmvt⊤m )

]
= E[ytmyt⊤m ]⊗ E[vtmvt⊤m ] + Cov(ytm ⊗ vtm)

= (Σt
ym

+ µt
ym

µt⊤
ym

)⊗ (Σt
θm + µt

θmµt⊤
θm)

+ Ωt
m ⊗ (µt

ym
⊗ Ipm

)⊤ + (µt
ym

⊗ Ipm
)⊗ Ωt⊤

m .

The first moment is given by,

E[Y t
mvtm] = (µt

ym
⊗ Ipm

)µt
θm +Ωt

m

Computing the outer product of the first moments we have,

E[Y t
mvtm]E[Y t

mvtm]⊤ = (µt
ym

µt⊤
ym

)⊗ (µt
θmµt⊤

θm)

+ Ωt
m(µt

ym
⊗ Ipm

)⊤ + (µt
ym

⊗ Ipm
)Ωt⊤

m .
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Subtracting outer product of first moment from second moment we obtain,

Var(qtm) =
[
(Σt

ym
+ µt

ym
µt⊤
ym

)⊗ Σt
θm

]
+
[
(Σt

ym
+ µt

ym
µt⊤
ym

)⊗ µt
θmµt⊤

θm

]
− (µt

ym
µt⊤
ym

)⊗ (µt
θmµt⊤

θm)

+ Ωt
m(µt

ym
⊗ Ipm

)⊤ + (µt
ym

⊗ Ipm
)Ωt⊤

m .

The term (Σt
ym

+µµ⊤)⊗µθµ
⊤
θ −µµ⊤⊗µθµ

⊤
θ simplifies to Σt

ym
⊗µθµ

⊤
θ . By design, Σt

ym
⊗µθµ

⊤
θ

is absorbed into κmΣt
θm

via trace normalization, leaving,

Var(qtm) = κmΣt
θm +Ωt

m(µt
ym

⊗ Ipm
)⊤ + (µt

ym
⊗ Ipm

)Ωt⊤
m .

Using the definition of qtm we have,

Var(ĥt
m,a − ĥt

m,c) = κmΣt
θm +Ωt

m(µt
ym

⊗ Ipm
)⊤ + (µt

ym
⊗ Ipm

)Ωt⊤
m .

Since ĥt
m,c is deterministic, we have,

Σt
hm

:= Var(ĥt
m,a) = κmΣt

θm +Ωt
m(µt

ym
⊗ Ipm

)⊤ + (µt
ym

⊗ Ipm
)Ωt⊤

m .

F.6 LEMMA 6.6

• Lemma (Uncertainty in Server to Client Communication) With notation as above, the uncer-
tainty in the gradient communicated by the server is given by, Var

(
g t+1
m,s

)
= A⊤

mm U t Amm, where
U t = Amm Σt

hm
A⊤

mm +
∑

n̸=m(ht
n,ch

t⊤
n,c) Σ

t
Amn

− 2
∑

n̸=m Amm Γt
mn h

t⊤
n,c.

Proof. Let rt := Amm(ĥt
m,a − ĥt

m,c)−
∑

n̸=m Ât
mn ĥ

t
n,c,. We know that, g t+1

m,s = A⊤
mm rt. Then

Var(g t+1
m,s ) = A⊤

mm Var(rt)Amm.

We compute

Var(rt) := Var
(
Amm ĥt

m,a

)
+
∑
n̸=m

Var
(
Ât

mn ĥ
t
n,c

)
− 2

∑
n̸=m

Cov
(
Amm ĥt

m,a, Â
t
mn ĥ

t
n,c

)
,

Since ĥt
m,c is deterministic. We have,

Var(Amm ĥt
m,a) = Amm Σt

hm
A⊤

mm,

Var(Ât
mn ĥ

t
n,c) = (ht

n,ch
t⊤
n,c) Σ

t
Amn

; Cov
(
Amm ĥt

m,a, Â
t
mn ĥ

t
n,c

)
= Amm Γt

mn h
t⊤
n,c.

Putting these into Var(rt) gives exactly

U t = Amm Σt
hm

A⊤
mm +

∑
n̸=m

(ht
n,ch

t⊤
n,c) Σ

t
Amn

− 2
∑
n̸=m

Amm Γt
mn h

t⊤
n,c.

Hence Var(g t+1
m,s ) = A⊤

mm U t Amm, as claimed.

F.7 THEOREM 6.7

• Theorem (Uncertainty Propagation within the Server) The server model parameter atmn’s co-
variance Σ t

Amn
evolves as, Σ t+1

Amn
= D t

n Σ
t
Amn

D t⊤
n + 4γ2

(
ĥ t
n,c⊗Amm

)
Σ t

hm

(
ĥ t
n,c⊗Amm

)⊤
+

2γ
(
D t

n Γ
t
mn B

t⊤
mn + B t

mn Γ
t⊤
mn D

t⊤
n

)
with D t

n =
(
I−2γ ĥ t

n,c ĥ
t⊤
n,c

)
⊗I, and B t

mn = ĥ t
n,c⊗Amm
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Proof. At round t, the server gradient update as follows:

Â t+1
mn = Â t

mn

(
I − 2γ ĥ t

n,c ĥ
t⊤
n,c

)
+ 2γ Amm

[
ĥ t
m,a − ĥ t

m,c

]
ĥ t⊤
n,c − 2γ

∑
p̸=m,n

Â t
mp ĥ

t
p,c ĥ

t⊤
n,c.

Under Assumption (A1) (off-diagonal blocks independent), the last summation term contributes no
covariance with Ât

mn and can be omitted when computing Var(Â t+1
mn ).

Apply Vec(·) and use the property that: Vec(XB) = (B⊤⊗ I) Vec(X) and Vec(AX) = (I ⊗
A) Vec(X) for any three matrices A,B,X .

We obtain the following after vectorization,

Vec
(
Â t+1

mn

)
=
((

I − 2γ ĥ t
n,c ĥ

t⊤
n,c

)
⊗ I
)
Vec
(
Â t

mn

)
+ 2γ

(
ĥ t
n,c ⊗Amm

)
ĥ t
m,a.

We then define,

D t
n =

(
I − 2γ ĥ t

n,c ĥ
t⊤
n,c

)
⊗ I, B t

mn = ĥ t
n,c ⊗Amm, a t

mn = Vec(Â t
mn).

Then the vectorized update is given by,

a t+1
mn = D t

n a
t
mn + 2γ B t

mn ĥ
t
m,a.

We wish to compute Σ t+1
Amn

= Var(a t+1
mn ).

Using the property Var[X+Z] = Var[X]+Var[Z]+Cov(X,Z)+Cov(Z,X) for any two vectors
X, and Z.

We set, X = D t
n a

t
mn, Z = 2γ B t

mn ĥ
t
m,a. Then,

Σ t+1
Amn

= Var[X] + Var[Z] + Cov(X,Z) + Cov(Z,X).

(1) Variance of X: D t
n is deterministic, so

Var[X] = D t
n Var

(
a t
mn

)
D t⊤

n = D t
n Σ

t
Amn

D t⊤
n .

(2) Variance of Z: ĥ t
n,c and Amm are fixed at round t, hence

Var[Z] = 4γ2 B t
mn Var

(
ĥ t
m,a

)
B t⊤

mn = 4γ2 (ĥ t
n,c ⊗Amm) Σ t

hm
(ĥ t

n,c ⊗Amm)⊤.

(3) Cross-covariance terms: Since D t
n and B t

mn are deterministic,

Cov(X,Z) = 2γ D t
n Cov

(
a t
mn, ĥ

t
m,a

)
B t⊤

mn = 2γ D t
n Γ

t
mn B

t⊤
mn,

Cov(Z,X) = 2γ B t
mn Cov

(
ĥ t
m,a, a

t
mn

)
D t⊤

n = 2γ B t
mn Γ

t⊤
mn D

t⊤
n .

Adding the four contributions we obtain,

Σ t+1
Amn

= D t
n Σ

t
Amn

D t⊤
n + 4γ2 (ĥ t

n,c ⊗Amm) Σ t
hm

(ĥ t
n,c ⊗Amm)⊤

+ 2γ
(
D t

n Γ
t
mn B

t⊤
mn + B t

mn Γ
t⊤
mn D

t⊤
n

)

F.8 THEOREM 6.8

• Theorem (Uncertainty Propagation within the Client) The client-parameter covariance Σ t
θm

obeys the following recursion: Σt
θm

= H t−1
m Σ t−1

θm
H t−1⊤

m + G t−1
m Σ t−1

hm
G t−1⊤

m + (Xm +X⊤
m)

− ∑
n̸=m(Ymn + Y ⊤

mn) − ∑
n̸=m(Zmn + Z⊤

mn) +
∑

n̸=m P t−1
m Σ t−1

Amn
P t−1⊤
m ,

where, Xm = H t−1
m Λ t−1

m G t−1⊤
m , Ymn = H t−1

m Ψ t−1
mn P t−1⊤

m , Zmn = G t−1
m Γ t−1

mn P t−1⊤
m ,

and, G t−1
m := 2η1

(
y t−1
m ⊗ (CmmAmm)⊤

)
, P t−1

m := −2η2
(
y t−1
m ⊗ A⊤

mm

)
, H t−1

m :=

Ipmdm − 2η1 (y
t−1
m y t−1⊤

m )⊗
(
(CmmAmm)⊤CmmAmm

)
− 2η2 (y

t−1
m y t−1⊤

m )⊗
(
A⊤

mmAmm

)
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Proof. All random variables, distributional assumptions (A1–A6) and second–moment symbols
Σt

θm
,Σt

hm
,Σt

Amn
,Λt

m,Ψt
mn,Γ

t
mn,Ω

t
m are defined in Section 5.

Computing the analytical values of ∇θt
m
(Lm)a, and ∇θt

m
Ls, and substituting them in Eq (5) of

Section 3.1, we have the following client model update (for the FedGC framework):

θtm = θt−1
m +2η1(CmmAmm)⊤

(
yt−1
m −CmmAmmĥt−1

m,c

)
yt−1⊤
m −2η2A

⊤
mm

(∑
n̸=m

At−1
mn ĥ

t−1
n,c

)
yt−1⊤
m .

Let vtm := Vec(θtm). Using the property Vec(AXB) = (B⊤⊗A)Vec(X) and Vec(A ĥ) = (ĥ⊤⊗
I)Vec(A) for any matrices A,B,X and vector ĥ, we obtain the following:

vtm = Ht−1
m vt−1

m +Gt−1
m ĥt−1

m,a + P t−1
m

∑
n̸=m

at−1
mn + ut−1

m ,

where these matrices (Ht
m, Gt

m, P t
m) are exactly those stated in the theorem. We define ut−1

m :=

2η1
(
yt−1
m ⊗(CmmAmm)⊤

)(
ytm −CmmAmmĥt−1

m,c

)
. By assumption (A4) ut−1

m has mean 0 and van-
ishing covariance: E[ut−1

m ] = 0, Var(ut−1
m ) = 0.

First, we have the following:

Var(Ht−1
m vt−1

m ) = Ht−1
m Σt−1

θm
Ht−1⊤

m , Var(Gt−1
m ĥt−1

m,a) = Gt−1
m Σt−1

hm
Gt−1⊤

m .

We also denote St−1
m :=

∑
n̸=m at−1

mn . Independence of different off-diagonal blocks at−1
mn in as-

sumption (A2) yields Var(St−1
m ) =

∑
n̸=m Σt−1

Amn
; hence

Var(P t−1
m St−1

m ) =
∑
n̸=m

P t−1
m Σt−1

Amn
P t−1⊤
m .

Independence assumptions (A2) imply that cross terms with different client indices cancel. The only
non-zero covariances are

Cov(Hv, Gĥ) = Ht−1
m Λt−1

m Gt−1⊤
m = Xm,

Cov(Hv, PS) =
∑
n̸=m

Ht−1
m Ψt−1

mnP
t−1⊤
m =

∑
n̸=m

Ymn,

Cov(Gĥ, PS) =
∑
n̸=m

Gt−1
m Γt−1

mnP
t−1⊤
m =

∑
n̸=m

Zmn.

Each term Xm, Ymn, Zmn appears together with its transpose in the variance expansion. Applying
Var(·) to Vec(θm), and using Var(ut−1

m ) = 0, we obtain:

Σt
θm = Ht−1

m Σt−1
θm

Ht−1⊤
m +Gt−1

m Σt−1
hm

Gt−1⊤
m + (Xm +X⊤

m)

−
∑
n̸=m

(Ymn + Y⊤
mn)−

∑
n̸=m

(Zmn + Z⊤
mn) +

∑
n̸=m

P t−1
m Σt−1

Amn
P t−1⊤
m .

F.9 PROPOSITION 7.1

• Proposition (Gain Matrices Convergence) Under the above assumptions, the gain matrices used
in Section 6 converges as, limt→∞

(
D t

n, H
t
m, G t

m, P t
m

)
=
(
Dn, Hm, Gm, Pm

)
where, Dn = (I −

2γ ĥn,cĥ
⊤
n,c) ⊗ I, Gm = 2η1

(
µym

⊗ (CmmAmm)⊤
)
, Pm = −2η2

(
µym

⊗ A⊤
mm

)
and Hm =

Ipmdm − 2η1(µymµ⊤ym
)⊗ ((CmmAmm)⊤CmmAmm)− 2η2(µymµ⊤ym

)⊗ (A⊤
mmAmm).

Proof. We prove the convergence of the gain matrices under the assumptions (provided in Section
7):

(I) limt→∞ ytm = µym (client data converges)
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(II) limt→∞ ĥt
m,c = ĥm,c (client state estimates converge)

First, for Dt
n = (I − 2γĥt

n,cĥ
t⊤
n,c)⊗ I we have,

lim
t→∞

Dt
n =

(
I − 2γ

(
lim
t→∞

ĥt
n,c

)(
lim
t→∞

ĥt
n,c

)⊤)
⊗ I

= (I − 2γĥn,cĥ
⊤
n,c)⊗ I =: Dn

Next for Gt
m = 2η1(y

t
m ⊗ (CmmAmm)⊤) we have,

lim
t→∞

Gt
m = 2η1

((
lim
t→∞

ytm

)
⊗ (CmmAmm)⊤

)
= 2η1(µym

⊗ (CmmAmm)⊤) =: Gm

Similarly for P t
m = −2η2(y

t
m ⊗A⊤

mm) we have,

lim
t→∞

P t
m = −2η2

((
lim
t→∞

ytm

)
⊗A⊤

mm

)
= −2η2(µym

⊗A⊤
mm) =: Pm

Finally for Ht
m we have,

lim
t→∞

Ht
m = Ipmdm − 2η1

((
lim
t→∞

ytmyt⊤m

)
⊗
(
(CmmAmm)⊤CmmAmm

))
− 2η2

((
lim
t→∞

ytmyt⊤m

)
⊗ (A⊤

mmAmm)
)

Using the fact that limt→∞ ytmyt⊤m = µym
µ⊤
ym

+ Σym
(from the stationary distribution), but under

Assumption (A4) that Σym
is constant, we get,

Hm = Ipmdm
− 2η1(µym

µ⊤
ym

⊗ (CmmAmm)⊤CmmAmm)

− 2η2(µym
µ⊤
ym

⊗A⊤
mmAmm)

F.10 PROPOSITION 7.2

• Proposition If ρ(Dn) < 1 and ρ(Hm) < 1 then we have, limt→∞
(
Γt
mn,Ψ

t
mn

)
=
(
Γ∞
mn,Ψ

∞
mn

)
with Γ∞

mn = (I−Dn)
−12γBmnΣ

∞
hm

, & Ψ∞
mn = (I−Hm⊗Dn)

−1 Vec
(
DnΓ

∞
mnG

⊤
m−DnΣ

∞
Amn

P⊤
m

)
.

Proof. Convergence of Γt
mn: From Lemma 6.3, we have the recursion as follows,

Γt+1
mn = Dt

nΓ
t
mn + 2γBt

mnΣ
t
hm

Taking limits t → ∞ and using Proposition 7.1 we obtain,

Γ∞
mn = DnΓ

∞
mn + 2γBmnΣ

∞
hm

(I −Dn)Γ
∞
mn = 2γBmnΣ

∞
hm

Since ρ(Dn) < 1, the matrix (I −Dn) is invertible, giving:

Γ∞
mn = (I −Dn)

−12γBmnΣ
∞
hm

Convergence of Ψt
mn: From Lemma 6.4, the recursion is given by,

Ψ t+1
mn = D t

n Ψ
t
mn H

t⊤
m + D t

n Γ
t
mn G

t⊤
m − D t

n Σ
t
Amn

P t⊤
m

+ 2γ B t
mn Λ

t
m H t⊤

m + 2γ B t
mn Σ

t
hm

G t⊤
m − 2γ B t

mn Γ
t⊤
mn P

t⊤
m
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At steady-state, using Proposition 7.1 we obtain,

Ψ∞
mn = DnΨ

∞
mnH

⊤
m +DnΓ

∞
mnG

⊤
m −DnΣ

∞
Amn

P⊤
m

+ 2γBmnΛ
∞
mH⊤

m + 2γBmnΣ
∞
hm

G⊤
m − 2γBmnΓ

∞⊤
mn P⊤

m

This can be rewritten as a vectorized equation using Vec(·),

Vec(Ψ∞
mn) = (Hm ⊗Dn)Vec(Ψ∞

mn) + Vec(X)

where X collects all remaining terms.

Since ρ(Hm ⊗Dn) = ρ(Hm)ρ(Dn) < 1 by assumption, we have,

Vec(Ψ∞
mn) = (I −Hm ⊗Dn)

−1Vec(X)

Substituting back X we obtain,

Ψ∞
mn = (I −Hm ⊗Dn)

−1Vec
(
DnΓ

∞
mnG

⊤
m −DnΣ

∞
Amn

P⊤
m

)

F.11 COROLLARY 7.3

• Corollary The above assumptions lead to convergence of the uncertainty of the client states Σt
hm

as follows: limt→∞ Σt
hm

:= Σ∞
hm

= κm Σ∞
θm

+ Ω∞
m (µym ⊗I)⊤ + (µym ⊗I)Ω∞⊤

m , where κm =

tr(Σym
) + ∥µym

∥2 and Ω∞
m = Σ∞

θm
µym

.

Proof. From Lemma 6.5, the client state variance evolves as follows,

Σt
hm

= κt
mΣt

θm +Ωt
m(µt

ym
⊗ Ipm

)⊤ + (µt
ym

⊗ Ipm
)Ωt⊤

m

where κt
m = tr(Σt

ym
) + ∥µt

ym
∥2.

Under the stationarity Assumption (A4) and Proposition 7.1 we define the following,

Σ∞
θm := lim

t→∞
Σt

θm

Ω∞
m := lim

t→∞
Ωt

m

κm := lim
t→∞

κt
m = tr(Σym) + ∥µym∥2

From Proposition 6.1 and the steady-state analysis we have,

Ω∞
m = Cov(v∞m , ym) = Σ∞

θmµym

since at steady-state, the parameter covariance dominates the data-model correlation.

Substituting these limits into the variance expression, we obtain,

Σ∞
hm

= κmΣ∞
θm +Σ∞

θmµym
(µym

⊗ Ipm
)⊤ + (µym

⊗ Ipm
)µ⊤

ym
Σ∞

θm

= κmΣ∞
θm +Σ∞

θm(µym
µ⊤
ym

⊗ Ipm
) + (µym

µ⊤
ym

⊗ Ipm
)Σ∞

θm

Simplifying using the Kronecker product properties, we have,

lim
t→∞

Σt
hm

= κmΣ∞
θm +Ω∞

m (µym ⊗ Ipm)⊤ + (µym ⊗ Ipm)Ω∞⊤
m

with Ω∞
m = Σ∞

θm
µym

.
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F.12 THEOREM 7.4

• Theorem (Convergence of Server Model’s Uncertainty) Let ρ(Dn) < 1. Define the linear map
Ln(X) = DnXD⊤

n and the injection Qmn(Σ) = 4γ2Bmn

(
κmΣ+ΣMmM⊤

m +MmM⊤
mΣ
)
B⊤

mn..
Then, Σ∞

Amn
:= limt→∞ Σt

Amn
exists, is unique, and is given by, Σ∞

Amn
=
∑∞

k=0 Lk
n

(
Qmn( Σ

∞
θm

)
)

Proof. From Theorem 6.7, the server parameter covariance evolves as follows,

Σt+1
Amn

= Dt
nΣ

t
Amn

Dt⊤
n + 4γ2Bt

mnΣ
t
hm

Bt⊤
mn

+ 2γ
(
Dt

nΓ
t
mnB

t⊤
mn +Bt

mnΓ
t⊤
mnD

t⊤
n

)
Taking limits t → ∞ and using Proposition 7.1 we have,

Σ∞
Amn

= DnΣ
∞
Amn

D⊤
n + 4γ2BmnΣ

∞
hm

B⊤
mn

+ 2γ
(
DnΓ

∞
mnB

⊤
mn +BmnΓ

∞⊤
mn D⊤

n

)
From Corollary 7.3, we substitute Σ∞

hm
as follows,

Σ∞
hm

= κmΣ∞
θm +Σ∞

θmMmM⊤
m +MmM⊤

mΣ∞
θm

where Mm = µym ⊗ Ipm and κm = tr(Σym) + ∥µym∥2.

Defining the linear operator Ln(X) = DnXD⊤
n and the quadratic form we have,

Qmn(Σ) = 4γ2Bmn

(
κmΣ+ ΣMmM⊤

m +MmM⊤
mΣ
)
B⊤

mn

The steady-state equation thus becomes,

Σ∞
Amn

= Ln(Σ
∞
Amn

) +Qmn(Σ
∞
θm)

Since ρ(Dn) < 1 (given as a condition), the operator Ln(.) is a contraction, and the solution is given
by the Neumann series:

Σ∞
Amn

=

∞∑
k=0

Lk
n

(
Qmn(Σ

∞
θm)
)

With I being the identity operator, the above expression can be re-written as,

(I − Ln)(Σ
∞
Amn

) = Qmn

This has a formal solution with operator inversion such that,

Σ∞
Amn

= (I − Ln)
−1Qmn

Since ρ(Dn) < 1, the Neumann series expansion is valid thus we can use,

(I − Ln)
−1 =

∞∑
k=0

Lk
n

Substituting this into the equation for Σ∞
Amn

we obtain,

Σ∞
Amn

=

∞∑
k=0

Lk
n(Qmn)

The series converges because ∥Lk
n(Qmn)∥ ≤ ρ(Dn)

2k∥Qmn∥ → 0 as k → ∞ Uniqueness fol-
lows from the Banach fixed-point theorem, as Ln is a contraction mapping on the space of positive
semidefinite matrices with a matrix norm.
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F.13 THEOREM 7.5

• Theorem (Convergence of Client Model’s Uncertainty) Let ρ(Hm) < 1. Write Mm(Σ) =
HmΣH⊤

m and Rm(Σ) = Gm

(
κmΣ + ΣMmM⊤

m +MmM⊤
mΣ
)
G⊤

m Then the steady-state Σ∞
θm

:=

limt→∞ Σt
θm

is the unique solution to Σ∞
θm

= Mm

(
Σ∞

θm

)
+Rm

(
Σ∞

θm

)
+ PmΣ∞

Amn
P⊤
m.

Proof. From Theorem 6.8, the client parameter covariance evolves as follows,

Σt+1
θm

= Ht
mΣt

θmHt⊤
m +Rt

m(Σt
θm) + P t

mΣt
Amn

P t⊤
m + cross terms

where Rt
m collects terms quadratic in Σt

θm
.

Under Proposition 7.1’s convergence and Theorem 7.4’s steady-state for Σ∞
Amn

, we take limits as,

Σ∞
θm = HmΣ∞

θmH⊤
m +Rm(Σ∞

θm) + PmΣ∞
Amn

P⊤
m

The quadratic term Rm derives from Corollary 7.3’s expression as,

Rm(Σ) = Gm

(
κmΣ+ ΣMmM⊤

m +MmM⊤
mΣ
)
G⊤

m

with Gm = 2η1(µym
⊗ (CmmAmm)⊤) and Mm = µym

⊗ Ipm
.

Rewriting the fixed-point equation using the linear operator Mm(X) = HmXH⊤
m we obtain,

Σ∞
θm = Mm(Σ∞

θm) +Rm(Σ∞
θm) + PmΣ∞

Amn
P⊤
m

Since ρ(Hm) < 1 (given), Mm is a contraction, guaranteeing a unique solution.
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Figure 4: Uncertainty propagation in the cross-covariance terms during FedGC learning for different
regimes of Σt

ym
(a) Γt

21 vs iterations, (b) Λt
2 vs iterations, (c) Ψt

21 vs iterations.
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Âmn
∼ 10−2

Σ0
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ΣÂt

12

) 0 5000 10000 15000 20000 25000 30000

Number of iterations

0.04

0.06

0.08

0.10

0.12

0.14

0.16

T
r(

Σ
Â
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ΣÂt

21

)

0 5000 10000 15000 20000 25000 30000

Number of iterations

0.02

0.04

0.06

0.08

0.10

T
r(

Σ
Â
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Figure 11: Trace of the covariance of the local model parameters θ for each of the three components
during FedGC learning for different regimes of Σt

ym
for HAI dataset: (a) Tr(Σt

θ1
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) vs. iteration t.
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21

−A21∥2

0 5000 10000 15000 20000 25000 30000

Number of iterations

1.8

2.0

2.2

2.4

2.6

2.8

3.0

‖µ
Â
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Â
t 21

)

Σ0
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Âmn
∼ 10−2

Σ0
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ΣÂt

23

) 0 5000 10000 15000 20000 25000 30000

Number of iterations

0

5

10

15

20

25

30

T
r(

Σ
Â
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Â
t 21
−
A

21
‖ 2

Σ0
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Âmn
∼ 10−6

Σ0
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Figure 16: Trace of the covariance for each off-diagonal block of the A matrix during FedGC learn-
ing for different regimes of Σ0

θm
for HAI dataset: (a) Tr(ΣÂt
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Figure 17: Trace of the covariance of the local model parameters θ for each of the three components
during FedGC learning for different regimes of Σ0

θm
for HAI dataset: (a) Tr(Σt

θ1
), (b) Tr(Σt

θ2
), (c)

Tr(Σt
θ3
) vs. iteration t.
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Figure 18: Average L2 norm error of each off-diagonal block of the matrix A during FedGC learning
for different regimes of Σ0
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Â
t 41

)

Σt
ym
∼ 10−6

Σt
ym
∼ 10−4

Σt
ym
∼ 10−2

Σt
ym
∼ 100

(m) Tr(ΣÂt
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Figure 19: Trace of the covariance for each off-diagonal block of the A matrix during FedGC learn-
ing for different regimes of Σt

ym
on SWaT dataset, plotted vs. iteration t.
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Figure 20: Trace of the covariance of the local model parameters θm for each of the five components
during FedGC learning for different regimes of Σt

ym
on SWaT dataset, plotted vs. iteration t.
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13

−A13∥2

0 200 400 600 800 1000

Number of iterations

1.30

1.35

1.40

1.45

1.50

1.55

‖µ
Â
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Figure 21: Average L2 norm error of each off-diagonal block of the 5 × 5 matrix A during FedGC
learning for different regimes of Σt

ym
on SWaT dataset, plotted vs. iteration t.

37



1998
1999
2000
2001
2002
2003
2004
2005
2006
2007
2008
2009
2010
2011
2012
2013
2014
2015
2016
2017
2018
2019
2020
2021
2022
2023
2024
2025
2026
2027
2028
2029
2030
2031
2032
2033
2034
2035
2036
2037
2038
2039
2040
2041
2042
2043
2044
2045
2046
2047
2048
2049
2050
2051

Under review as a conference paper at ICLR 2026

0 200 400 600 800 1000

Number of iterations

0

1

2

3

4

T
r(

Σ
Â
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Âmn
∼ 100

(i) Tr(ΣÂt
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Âmn
∼ 10−6

Σ0
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Âmn
∼ 10−2

Σ0
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42
)

0 200 400 600 800 1000

Number of iterations

0

1

2

3

4

T
r(

Σ
Â
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Â
t 51

)

Σ0
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Figure 22: Trace of the covariance for each off-diagonal block of the A matrix during FedGC learn-
ing for different regimes of Σ0

Âmn
on SWaT dataset, plotted vs. iteration t.

38



2052
2053
2054
2055
2056
2057
2058
2059
2060
2061
2062
2063
2064
2065
2066
2067
2068
2069
2070
2071
2072
2073
2074
2075
2076
2077
2078
2079
2080
2081
2082
2083
2084
2085
2086
2087
2088
2089
2090
2091
2092
2093
2094
2095
2096
2097
2098
2099
2100
2101
2102
2103
2104
2105

Under review as a conference paper at ICLR 2026

0 200 400 600 800 1000

Number of iterations

0.9

1.0

1.1

1.2

1.3

1.4

1.5

‖µ
Â
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Âmn
∼ 10−6

Σ0
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Âmn
∼ 10−4

Σ0
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31

−A31∥2

0 200 400 600 800 1000

Number of iterations

1.4

1.5

1.6

1.7

1.8

‖µ
Â
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Â
t 34
−
A

34
‖ 2 Σ0
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Âmn
∼ 10−4

Σ0
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Âmn
∼ 100

(q) ∥µÂt
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Figure 23: Average L2 norm error of each off-diagonal block of the A matrix during FedGC learning
for different regimes of Σ0

Âmn
on SWaT dataset, plotted vs. iteration t.
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12
)

0 200 400 600 800 1000

Number of iterations

0.0

0.5

1.0

1.5

2.0

T
r(

Σ
Â
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53
)

0 200 400 600 800 1000

Number of iterations

0.00

0.25

0.50

0.75

1.00

1.25

1.50

1.75

T
r(

Σ
Â
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Figure 24: Trace of the covariance for each off-diagonal block of the A matrix during FedGC learn-
ing for different regimes of Σ0

θm
on SWaT dataset, plotted vs. iteration t.
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Âmn
∼ 100

(d) Tr(Σt
θ4
)

0 200 400 600 800 1000

Number of iterations

0.0006

0.0007

0.0008

0.0009

0.0010

0.0011

T
r(

Σ
t θ 5

)

Σ0
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Figure 25: Trace of the covariance of the local model parameters θ for each of the five components
during FedGC learning for different regimes of Σ0

Âmn
on SWaT dataset, plotted vs. iteration t.
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Figure 26: Trace of the covariance of the local model parameters θ for each of the five components
during FedGC learning for different regimes of Σ0

θm
on SWaT dataset, plotted vs. iteration t.
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31

−A31∥2

0 200 400 600 800 1000

Number of iterations

1.375

1.400

1.425

1.450

1.475

1.500

1.525

1.550

‖µ
Â
t 32
−
A

32
‖ 2

Σ0
θm
∼ 10−6

Σ0
θm
∼ 10−4

Σ0
θm
∼ 10−2

Σ0
θm
∼ 100

(j) ∥µÂt
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Figure 27: Average L2 norm error of each off-diagonal block of the A matrix during FedGC learning
for different regimes of Σ0

θm
on SWaT dataset, plotted vs. iteration t.
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