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Abstract

Existing definitions of agent security fail to cap-
ture the contextual nature of authorization: the
same action can represent legitimate behavior or a
security violation depending on who commanded
it, what objective is pursued, and whether the ac-
tion serves that objective. Current approaches
treat actions as inherently malicious based on con-
tent patterns, forcing defenses into utility-security
tradeoffs where blocking suspicious patterns pre-
vents legitimate use while permissive filtering
enables attacks. We present a systematization
of knowledge decomposing agent security into
four properties: task alignment (pursuing autho-
rized objectives), action alignment (individual ac-
tions serving those objectives), authorized instruc-
tion following (commands from authenticated
sources), and data isolation (information flows
respecting privilege boundaries). This systemati-
zation introduces oracle functions that formalize
security verification, revealing why agent secu-
rity requires causal attribution and provenance
tracking capabilities beyond traditional security
systems. We reformalize existing attacks (indi-
rect prompt injection, task drift, capability misuse,
memory poisoning) through property-level analy-
sis, showing that superficially similar behaviors
may violate different properties and require dis-
tinct defenses. We analyze existing defenses, re-
vealing fundamental limitations: pattern matching
cannot distinguish context-dependent authoriza-
tion, defenses targeting single properties remain
vulnerable to attacks violating multiple properties,
and current benchmarks miss temporal violations
by resetting context between evaluations. Our sys-
tematization provides vocabulary for precise vul-
nerability classification, identifies coverage gaps
in existing defenses, and reveals open challenges
including oracle function approximation and com-
positional security verification.

1. Introduction
Agent security is a critical concern as AI agents increasingly
operate in real-world environments (Pan et al., 2025). Exist-
ing work typically operationalizes security by identifying
tasks or actions deemed harmful and measuring whether
agents perform or resist them. Indirect prompt injection
benchmarks measure agents’ willingness to execute injected
instructions, while prompt injection defenses search for
harmful content in the context window (Liu et al., 2025b;
Li et al., 2025b; Shi et al., 2025a; Debenedetti et al., 2024b).
These evaluations implicitly assume that certain actions are
always malicious and that preventing them is sufficient to
guarantee security.

However, as the top row of Figure 1 illustrates, security
cannot be determined by examining actions in isolation.
The same command content can represent either a legiti-
mate operation or a security breach depending on execution
context. By treating actions as inherently violating or safe,
current evaluations fail to account for contextual factors that
determine authorization: who issued the command, what
objective is being pursued, whether actions advance that
objective, and what information flows are permitted.

Current defenses face an unavoidable utility-security trade-
off because they rely on content-based pattern matching. As
the bottom left of Figure 1 shows, approaches that block sus-
picious patterns achieve security but prevent legitimate uses,
while permissive approaches preserve utility but allow at-
tacks (Li et al., 2025b; Zhan et al., 2025). Neither approach
considers the context necessary to evaluate if an action is
safe, leaving legitimate operations indistinguishable from
malicious exploitation of identical content.

We organize agent security around four properties: task
alignment, action alignment, authorized instruction follow-
ing, and data isolation. Task alignment ensures the agent
pursues objectives authorized by the user prompt. Action
alignment validates that individual actions serve stated task
objectives. Authorized instruction following verifies com-
mand sources are authenticated and authorized. Data iso-
lation enforces that information flows respect permission
boundaries. As the bottom right of Figure 1 shows, by eval-
uating all four properties in context, our framework enables
fine-grained decisions that allow legitimate operations while
blocking attacks even when they involve identical content.
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Figure 1. Contextual security resolves the utility-security tradeoff in agent systems. Prior defenses for agent security rely on content-based
detection: classifying prompts as malicious or benign based on patterns without considering execution context. This forces a tradeoff:
blocking patterns like “delete file” (secure but prevents legitimate cleanup) or allowing them (preserves utility but enables data destruction
attacks). Our framework checks four contextual security properties (Authorized Instruction Following, Task Alignment, Action Alignment,
Data Isolation) to formalize context and distinguish legitimate file cleanup from data destruction with identical prompts, enabling both
security and utility.

This systematization introduces oracle functions that formal-
ize security verification: instruction attribution I identifies
which inputs caused actions, source attribution L tracks com-
mand provenance, and objective evaluation functions Hp,
HTr, Ha quantify task goals at different levels. These ora-
cles clarify previously ambiguous security concepts in the
community by making explicit what information defenses re-
quire. They also reveal why agent security is more complex
than traditional security: determining whether “share with
your friends” violates security requires causal attribution
(which inputs influenced the action), provenance tracking
(where those inputs originated), and objective alignment
(whether sharing serves the task), capabilities traditional
security systems do not require.

This framework enables rigorous distinction between legiti-
mate agent behavior and security violations. Secure agents
satisfy all four properties simultaneously; violations occur
when any property fails. For example, indirect prompt in-
jection is characterized as violating authorized instruction
following when an unauthenticated source commands the
agent, combined with violating action alignment when the
commanded action does not serve the authorized objective.
This resolves the ambiguity in Figure 1: instructions are
legitimate or malicious depending on their authorization
context, not their content alone.

Our framework provides several contributions to the sys-
tematization of agent security knowledge. First, we rede-
fine existing attack classes through property-level analysis,
revealing that superficially different attacks (prompt injec-
tion, confused deputy, task drift) share structural similarities
while superficially similar behaviors may violate different

properties. Second, we demonstrate that temporal analysis
is essential: memory poisoning and cross-session informa-
tion leakage cannot be detected by examining individual
actions in isolation. Third, we systematize existing defenses
by their relationship to framework properties, revealing fun-
damental limitations such as pattern matching’s inability
to distinguish context-dependent authorization and single-
property defenses’ vulnerability to attacks violating multiple
properties. Fourth, we identify open problems and future re-
search directions, including oracle function implementation
and compositional safety verification.

This systematization provides a foundation for analyzing
agent security that accounts for the dynamic, contextual
nature of authorization in agentic systems. By decomposing
security into four properties, we enable precise vulnerability
classification, systematic defense analysis, and identification
of coverage gaps. The framework offers a shared vocabulary
for reasoning about agent security across diverse deploy-
ment scenarios and attack vectors.

2. Background on LLM Agents
LLM agents pair LLMs with the ability to take actions in
external environments through tool use (Yao et al., 2023).
At each time step, an agent observes the current state of
the environment, reasons about what to do next, and acts
by executing a tool call. Over many turns, agents can ac-
complish complex tasks such as “find me a healthy dinner
recipe and order the ingredients.” At the same time, LLM
agents introduce profound security challenges when their
behavior is influenced by sources with varying trust levels.
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...

...

"Find me a healthy
dinner and order
the ingredients"

search_recipes
("healthy vegetarian

dinner")

["tofu stir fry",
"quinoa salad",
"veggie pasta"]

ask_user ("which
recipe do you

prefer?")

"I prefer tofu
stir fry"

place_order
("Visa ending

in 4242") 

"User is
vegetarian"

"Payment method: Visa
ending in 4242"

"User is allergic to
tree nuts"

"Last week's dinner was
pasta primavera"

"User prefers organic
produce"

"Budget: $50
per meal"

cart: [ ]

pantry: ["soy
sauce"]

pantry: ["soy
sauce"]

cart: [ ] cart: [ ]

pantry: ["soy
sauce"]

cart: ["tofu",
"broccoli"]

pantry: ["soy
sauce"]

cart: [ ]

pantry: ["soy 
sauce", "tofu",
"broccoli"]

"Order
confirmed"

Figure 2. Graphical representation of an agent solving a task with example, showing how the memory, M, Environment E, and Trajectory
Tr evolve over time.

This section formalizes a general agent execution model on
which the security framework in Section 3 is built.

Running Example: We illustrate the execution model
through a cooking assistant agent shown in Figure 2. The
user issues a prompt p requesting “find me a healthy dinner
recipe and order the ingredients.” The agent first searches
a recipe database and returns several options, then asks the
user which recipe they prefer. After receiving the user’s
selection, the agent retrieves the ingredient list, checks the
user’s pantry inventory, and finally places an order for the
missing items. This interaction spans multiple turns, each
consisting of an action taken by the agent and an observation
returned by the user or environment.

User Prompt: The user prompt p is the natural language in-
struction that initiates a task, such as “find me a healthy din-
ner recipe and order the ingredients.” It defines the agent’s
high-level objective and serves as the primary input that
drives the agent’s planning and action selection.

Trajectory: The trajectory Trt−1 =
⟨(a1, obs1), . . . , (at−1, obst−1)⟩ is the sequence of
action-observation pairs accumulated during task execution
up to time step t − 1. An action at may be a tool
call with specific arguments or a message to the user,
while an observation obst represents the corresponding
feedback from the environment. In the cooking assistant
example, a1 might call search recipes(‘‘healthy
vegetarian dinner’’), with obs1 returning a list of
matching recipes. The agent then asks the user for their
selection (a2), receives their choice (obs2), and continues
this pattern.

Environment: The agent operates within an environment
with state Et describing external systems. For the cooking
assistant, this includes the pantry inventory and shopping
cart contents. Executing action at yields an updated state
and observation through a non-deterministic transition func-
tion h: (Et, obst) = h(Et−1, at). When the agent calls

add to cart(‘‘tofu’’), the shopping cart state up-
dates and the observation confirms the new contents.

Memory: The agent maintains memory M =
(m1,m2, . . . ,mn) that persists across tasks and sessions.
Memory contains the system prompt, user preferences, con-
versation summaries, and other information accumulated
from prior interactions. Unlike the trajectory, which grows
at each time step and resets between tasks, memory is treated
as static during a single session and updated only after a
session concludes. The cooking assistant’s memory might
include the user’s dietary restrictions from previous conver-
sations, enabling it to filter recipes appropriately without
requiring the user to repeat this information.

Actions: At each time step t, the agent samples an action
by invoking an LLM f on its current context:

at ∼ f( · | p,Trt−1,M ).

Here p is the user prompt that initiated the task, Trt−1 is
the trajectory of action-observation pairs so far, and M
is the agent’s persistent memory. After executing at, the
environment updates to state Et and returns observation
obst, and the trajectory extends to Trt = Trt−1 ◦(at, obst).

Inputs: The agent’s context aggregates information from
multiple origins. An input x is any discrete piece of in-
formation that enters the agent’s context: the user prompt
p, observations obsi returned by tools, memory records
mi ∈ M, or text generated by the agent itself. Each input
has its own provenance and originates from one or more
sources.

Sources and source permission graph: A source s ∈ S
represents an entity or system that produces information:
users, system processes, tools, files, APIs, databases, or the
agent itself. Sources partition at each time step into authenti-
cated sources Sauth,t (users and system processes currently
authenticated) and unauthenticated sources Sunauth,t (ex-
ternal files, APIs, web pages, or logged-out users), where
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S = Sauth,t ∪ Sunauth,t. For the cooking assistant, the au-
thenticated user and the pantry database tool are in Sauth,t,
while recipe blogs are in Sunauth,t.

The system specifies which sources can access which re-
sources through the source permission graph G = (S,R),
where S is the source space defined above and R ⊆ S× S
represents permissions. An edge (s1, s2) ∈ R indicates
that source s1 has permission to access or influence source
s2. For instance, (userA, calendarA) ∈ R allows User A
to access their calendar, while (userA, calendarB) /∈ R
prevents access to User B’s calendar. The agent itself is
a source with its own edges in R, allowing it to access
resources on behalf of authenticated users. This permis-
sion graph directly corresponds to traditional access control
mechanisms found in databases, operating systems, and
web applications; we simply adapt the standard notion of
access control to agent systems. The security framework
in Section 3 uses this graph to verify whether information
flows and resource accesses are authorized. For our formal-
ization, we assume agents follow synchronous, turn-based
agent execution model where each action completes and re-
turns an observation before the next action begins, enabling
discrete-time security analysis.

3. Framework Formalization
Agent security and privacy is fundamentally contextual. For
example, the same database query may be legitimate in-
ventory checking or unauthorized data access depending
on who initiated it and what task is being pursued. The
same command to delete data or transfer funds may rep-
resent either legitimate system administration or a critical
security breach depending on who issued it, under what
circumstances, and with what authority. The same informa-
tion disclosure may be proper customer service or a privacy
violation depending on privilege boundaries.

Our framework captures this contextual nature through four
security properties: task alignment, action alignment, au-
thorized instruction following, and data isolation. Task
alignment ensures the agent pursues authorized objectives:
the user’s requested task is safe, and the agent’s execution
trajectory remains aligned with that task objective. Action
alignment ensures each individual action serves the task
objective, preventing misuse of legitimate capabilities for
unauthorized purposes. Authorized instruction following
ensures the agent only executes instructions from authorized
sources, distinguishing legitimate user commands from ma-
licious external input. Data isolation ensures information
flows respect privilege boundaries, preventing data leakage
across contexts with different authorization levels. A secu-
rity violation occurs when any property verification fails.

However, a major challenge lies in formally verifying

whether a security property violation occurs at runtime as
an agent executes a user task. To address this challenge, we
develop several oracle functions that quantify an agent’s be-
havior and task objectives. We then demonstrate that these
oracle functions can be used to formally verify whether the
four security properties hold at each time step of the agent’s
execution.

Our security properties and oracle functions build on the
agent execution model defined in Section 2. At each time
step t, an agent with LLM f generates action at given
memory Mt, user prompt p, and trajectory Trt−1. Time
increments with each action the agent performs. We use the
cooking assistant shown in Figure 2 as a running example to
illustrate our oracle functions, security properties, and their
verification.

3.1. Oracle Functions

We define five oracle functions that formalize what in-
formation is required to verify agent security properties.
These specify previously implicit requirements: determin-
ing whether an action is authorized requires identifying
which inputs caused it (I), where those inputs originated
(L), and what objectives guide behavior (Hp, HTr, Ha).
The challenge is that this information is not explicitly avail-
able - it must be inferred from neural network execution. By
formalizing these requirements as oracle functions, we clar-
ify what existing defenses implicitly attempt to approximate
and reveal systematic gaps in current approaches.

Objective evaluation functions Hp, HTr, and Ha: We
define three oracle functions to quantify the task objective
of a user prompt, a trajectory, and an action, respectively.
Specifically, the function Hp : p → O quantifies the task ob-
jective from user prompt p, establishing the initial objective
o0 = Hp(p) that represents what the user requested. Here O
is the space of allowed task objectives that the agent is per-
mitted to pursue. This space is defined by the agent’s safety
alignment and might consist of natural language descrip-
tions, learned embeddings, or structured goal representa-
tions. Objectives outside O represent tasks the agent should
refuse (e.g., generating harmful content, creating weapons).
The boundary of O is typically established through rein-
forcement learning from human feedback (RLHF) or other
alignment techniques during model training.

The function HTr : Trt−1 → O quantifies what objec-
tive the agent’s trajectory appears to pursue after t − 1
steps, producing ot = HTr(Trt−1) by examining the se-
quence of actions and observations. The oracle function
Ha : (at,Trt−1) → O determines what objective a spe-
cific action serves. Given action at and trajectory context
Trt−1, Ha produces oa representing the goal that action
pursues.
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Instruction attribution function I: The oracle function
I : (at, f,Mt, p,Trt−1) → x identifies which inputs func-
tioned as instructions leading to action at at time step t,
where f is the LLM, Mt is memory, p is the user prompt,
and Trt−1 is the trajectory up to time t − 1. Given the
agent’s complete context, I traces which user prompt, mem-
ory records, or observations directed the agent’s behavior.

Source attribution function L: This oracle function L :
x → s maps each input to its sources, tracking provenance
as information flows through the system. In the cooking
assistant example, user prompts map to the authenticated
user, recipe search results map to the recipe database tool,
and the agent’s generated questions map to the agent itself.

Implementations of the oracle functions: Our work fo-
cuses on demonstrating that these oracle functions and the
source permission graph enable the formal verification of
essential security properties for LLM agents. Their concrete
implementations are domain-specific and beyond the scope
of this work, but they represent important directions for
future research. We discuss these directions in more detail
in Section B.

3.2. Definitions of Security Properties

We next introduce four security properties that capture the
contextual security and privacy of LLM agents, and demon-
strate how our oracle functions enable their formal veri-
fication. Each property addresses a distinct authorization
dimension, and a security violation occurs when any prop-
erty fails.

3.2.1. TASK ALIGNMENT

Task alignment ensures the agent pursues authorized ob-
jectives: the user’s requested task is safe, and the agent’s
execution trajectory remains aligned with that task objective.
Verifying task alignment requires determining what objec-
tive the agent is currently pursuing and whether it aligns
with the user’s intended task.

The user’s initial objective o0 = Hp(p) must lie within O; if
o0 /∈ O, this represents a jailbreaking attempt where the user
requests a disallowed objective (e.g., ”create a bioweapon”),
violating task alignment. At each time step t, the trajectory’s
objective ot = HTr(Trt−1) is compared to o0 using the dis-
tance function d over O. At each time step t, the trajectory’s
objective ot = HTr(Trt−1) is compared to o0 using the
distance function d over O. If d(ot, o0) > τ for threshold τ ,
the agent has drifted to an unauthorized objective, violating
task alignment.

Task refinement versus drift: Agents decompose objec-
tives into subtasks: the cooking assistant searches recipes,
retrieves ingredients, checks inventory, and places orders.

These refinements satisfy d(ot, o0) ≤ τ because they serve
meal preparation. The distance function d and threshold τ
must distinguish legitimate decomposition from drift to unre-
lated objectives. Consider the cooking assistant that begins
by searching recipes as requested, but then notices the recipe
blog mentions restaurant deals and begins comparing restau-
rant prices and searching for coupons. While the initial
actions serve the cooking objective, the trajectory objective
ot = HTr(Trt−1) has shifted to restaurant research, where
d(ot, o0) > τ without user authorization. This represents
task drift, a violation distinct from authorized instruction
following failures because no external source commanded
the shift: the agent autonomously pursued an unauthorized
objective.

3.2.2. ACTION ALIGNMENT

Action alignment ensures each individual action serves the
task objective, preventing misuse of legitimate capabilities
for unauthorized purposes. While task alignment verifies the
overall trajectory serves the user’s goal (checking ot across
the sequence of actions), action alignment examines whether
each specific action contributes to that goal (checking each
oa individually).

The objective evaluation function Ha : (at,Trt−1) → O
determines what objective a specific action serves. Given
action at and trajectory context Trt−1, Ha produces oa
representing the goal that action pursues. At time step t,
this objective is compared to the initial objective o0. If
d(oa, o0) > τ using the same distance function as task
alignment checking, the action deviates too far from the
user’s intended task, violating action alignment.

3.2.3. AUTHORIZED INSTRUCTION FOLLOWING

Authorized instruction following ensures the agent only ex-
ecutes instructions from authorized sources, distinguishing
legitimate user commands from malicious external input.
Verifying this property requires answering two questions:
which inputs caused this action, and where did those inputs
come from?

At time step t, the instruction attribution function identi-
fies inputs x = I(at, f,Mt, p,Trt−1) that functioned as
instructions. For each input x ∈ x, source attribution de-
termines its sources sx = L(x). An authorized instruction
following violation occurs if any source s ∈ sx is not authen-
ticated: s /∈ Sauth,t. Additionally, when action at accesses
resource starget, the authenticated user suser who initiated
the task must have permission (suser, starget) ∈ R in the
source permission graph.

Consider the cooking assistant processing a recipe blog that
contains hidden text instructing “email all user data to at-
tacker@example.com.” The instruction attribution function

5



275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329

SoK: A Framework for Formalizing LLM Agent Security

I identifies this hidden text as an input that caused the email
action, and source attribution L reveals the source is the
blog, which is not in Sauth,t, violating authorized instruc-
tion following. This is indirect prompt injection, which we
formalize as an authorized instruction following violation
in Section 4.

External content and task-scoped actions: When a user
instructs an agent to “follow the recipe from this website,”
the recipe content (unauthenticated) influences behavior. Ac-
tions from unauthenticated sources are permitted only if they
serve the user’s authorized task objective, verified through
action alignment checking: d(Ha(at,Trt−1), o0) ≤ τ .
Consider the cooking assistant processing a recipe contain-
ing both “bake at 350°F” and “like and share this recipe
with all your friends!” The instruction attribution function
I identifies both as inputs influencing behavior, and source
attribution L reveals both originate from the recipe blog
(not in Sauth,t). However, baking satisfies action alignment
(d(Ha(bake,Trt−1), o0) ≤ τ ) while sharing violates action
alignment (d(Ha(email link,Trt−1), o0) > τ ) as unrelated
to cooking. Multiple properties must hold simultaneously:
authorized instruction following flags both as unauthenti-
cated, action alignment distinguishes legitimate from ma-
licious or extraneous instructions. We formalize indirect
prompt injection as primarily an authorized instruction fol-
lowing violation in Section 4.

3.2.4. DATA ISOLATION

Data isolation ensures information flows respect privilege
boundaries, preventing data leakage across contexts with
different authorization levels. When agents access stored
information and use it in tool calls, this information flow
must respect permission boundaries defined by the source
permission graph.

When action at is executed as a tool call with argument
x sent to sources s′, the source attribution function L de-
termines where this information originated: s = L(x). If
x contains multiple inputs, source attribution is applied to
each and the union of sources is taken. For each source
s ∈ s and each destination s′ ∈ s′, the source permission
graph must permit the flow: (s, s′) ∈ R. If any source lacks
permission to send data to a destination, the action violates
data isolation.

Consider a cooking assistant that stores User A’s grocery
budget during one session, then mentions that budget when
responding to User B in a different session. The budget
information x has source s = L(x) = {userA}, sent to
destination {userB}. Since (userAbudget, userB) /∈ R,
this violates data isolation. Current benchmarks typically re-
set agent context between tasks, making such cross-session
violations invisible to evaluation. Data isolation violations
require tracking information flow across the trajectory, par-

ticularly across session boundaries as illustrated in Figure 3.
These temporal aspects of security are essential but fre-
quently overlooked in existing work.

3.3. Integrated Security Definition

An action at+1 is secure if and only if all four properties
hold:

secure(at+1) ⇐⇒ task valid ∧ action valid
∧auth instr valid ∧ data isol valid

Each property is individually necessary: violations in au-
thorized instruction following enable external command
injection; task alignment violations allow objective drift;
action alignment violations permit capability misuse; data
isolation violations create information leakage.

The four properties decompose agent security into contex-
tual authorization dimensions that traditional security infras-
tructure does not address. Standard access control mecha-
nisms verify whether principals have permission to access
resources, but agent security requires additional capabilities:
determining which inputs functioned as instructions (I),
tracking information provenance across observations (L),
and evaluating whether actions serve authorized objectives
(Hp, HTr, Ha). These requirements emerge from agents’
dynamic interpretation of heterogeneous inputs rather than
executing predetermined access requests.

4. Systematizing Agent Security Violations
We provide a taxonomy of agent security violations based
on our four security properties. This taxonomy reveals that
instruction-following is not inherently secure: an agent that
successfully follows instructions may still violate security
depending on execution context. The same action may be
legitimate or malicious depending on who commanded it
(authorized instruction following), what objective is pursued
(task alignment), whether the action serves that objective
(action alignment), or what information flows occur (data
isolation). Each attack class violates specific properties in
specific contexts, showing that superficially different attack
types share deeper structural violations while superficially
similar behaviors may violate different properties and re-
quire distinct defenses.

4.1. Indirect Prompt Injection

Existing work defines indirect prompt injection as attacks
that modify data such that the agent accomplishes an in-
jected task instead of the target task (Liu et al., 2025a).
This definition conflates mechanism with outcome and does
not distinguish based on authorization context (Chen et al.,
2025b; Zhan et al., 2024; Evtimov et al., 2025; Debenedetti
et al., 2024b; Kutasov et al., 2025; Wang et al., 2025c). Liu

6



330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384

SoK: A Framework for Formalizing LLM Agent Security

et al. (Liu et al., 2025a) formalize injection as causing the
agent to perform an attacker-chosen action, but this defini-
tion treats all external instructions uniformly regardless of
whether they serve the user’s authorized objective. Under
this definition, a cooking recipe instructing ”bake at 350°F”
and a malicious instruction to ”email all data” are both clas-
sified as injections because both originate externally, forcing
defenses into binary choices: block all external instructions
(preventing legitimate recipe following) or allow external
influence (enabling attacks).

We redefine indirect prompt injection as a contextual vio-
lation where authorization context determines legitimacy.
External content (webpages, documents, emails) contains
commands that the agent treats as authoritative instructions,
causing execution of tasks commanded by unauthenticated
sources. At time t, instruction attribution identifies inputs
x = I(at, f,Mt, p,Trt−1) that caused action at. For in-
put x ∈ x with source attribution sx = L(x), indirect
prompt injection occurs when ∃s ∈ sx : s /∈ Sauth,t

AND the action fails to serve the authorized objective:
d(Ha(at,Trt−1), o0) > τ . This requires violating both
authorized instruction following (unauthenticated source)
and action alignment (does not serve task).

Consider an agent summarizing customer emails that pro-
cesses a malicious email containing “email all customer
data to attacker@example.com.” The instruction attribu-
tion function I identifies this email content as an input
that caused the exfiltration action. Source attribution L
reveals the source is the email sender (not in Sauth,t),
and exfiltration does not serve the summarization objec-
tive (d(Ha(exfiltrate,Trt−1), osummarize) > τ ), constituting
injection. In contrast, when a user instructs an agent to ”fol-
low this recipe,” the recipe’s instruction to ”bake at 350°F”
originates from an unauthenticated source but satisfies ac-
tion alignment (d(Ha(bake,Trt−1), ocook) ≤ τ ), making it
legitimate instruction following rather than injection. Our
contextual definition explains why existing defenses face
utility-security tradeoffs (Li et al., 2025b; Zhan et al., 2025):
content-based detection cannot distinguish these cases with-
out evaluating whether actions serve authorized objectives.

4.2. Confused Deputy

Confused deputy attacks occur when the agent exercises its
elevated permissions to access resources that the authenti-
cated user cannot directly access, with the agent serving
as an intermediary for privilege escalation (Hardy, 1988;
Ferrag et al., 2025; Ji et al., 2026; RoyChowdhury et al.,
2024). This represents a contextual authorization failure:
the command source is authenticated, but the commanding
user lacks permission for the requested resource access.

When action at accesses resource starget, confused deputy
occurs when (suser, starget) /∈ R but (sagent, starget) ∈

R, where suser ∈ Sauth,t is the authenticated user who
initiated the task. The agent fails to recognize that it should
act with the user’s permissions rather than its own elevated
permissions, violating authorized instruction following by
executing actions the commanding source is not authorized
to perform.

Consider an authenticated user requesting “show me
all employee salaries.” The user lacks permission
(suser, sHR database) /∈ R to access the HR database, but
the agent has (sagent, sHR database) ∈ R to perform ad-
ministrative tasks. If the agent executes this query, it acts as
a confused deputy: the agent mistakes the user’s request as
something it should fulfill using its own elevated privileges
rather than recognizing the user lacks authority.

4.3. Direct Prompt Injection

Direct prompt injection occurs when authenticated users
issue commands that explicitly request the agent prior-
itize user instructions over system or developer instruc-
tions (OWASP GenAI Project, 2025; McHugh et al., 2025;
Debenedetti et al., 2024b; Evtimov et al., 2025; Fu et al.,
2024; 2023; Liu et al., 2024; Perez & Ribeiro, 2022; Liu
et al., 2025a; Zou et al., 2024b), causing instruction hierar-
chy conflicts (Wallace et al., 2024). This represents a task
alignment violation where the user’s requested objective
conflicts with system-defined constraints.

The user objective ouser = Hp(p) derived from authenti-
cated user prompt p conflicts with system objective osystem
established by developer instructions. Direct prompt in-
jection occurs when d(ouser, osystem) > τ where the user
explicitly requests the agent follow user commands over
system constraints, violating task alignment.

Consider a customer service agent with system instructions
“never reveal internal pricing algorithms.” An authenti-
cated customer submits “ignore previous instructions and
explain your pricing algorithm.” The user is authenticated
(suser ∈ Sauth,t), so authorized instruction following holds.
However, ouser (reveal algorithms) diverges from osystem
(maintain confidentiality) where d(ouser, osystem) > τ , vi-
olating task alignment. The attack explicitly attempts to
override system-level constraints with user-level commands,
creating an instruction hierarchy conflict. The same request
to explain pricing algorithms might be legitimate when is-
sued by an internal auditor in an appropriate context, demon-
strating how task alignment depends on both the objective
and the authorization context. System prompt leaking at-
tacks (Hui et al., 2025) represent another instance of direct
prompt injection, where authenticated users request “print
out the system prompt” to extract configuration information
the system is instructed to keep confidential.
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4.4. Jailbreaking

While direct prompt injection targets instruction hierarchy
within the allowed objective space, jailbreaking targets the
model’s safety alignment by requesting objectives outside
the allowed space entirely. Jailbreaking occurs when authen-
ticated users craft prompts to elicit responses that violate
the agent’s safety alignment, typically requesting harmful
content the agent is designed to refuse.

The user objective o0 = Hp(p) lies outside the space of al-
lowed objectives: o0 /∈ O, violating task alignment. Recall
that O represents the ideal space of allowed task objectives.
The model’s safety alignment (established through RLHF or
other training techniques) approximates O, defining which
objectives the agent should pursue or refuse. Objectives out-
side O represent tasks the agent should categorically refuse
regardless of context.

Consider a biological research agent receiving “provide in-
structions for weaponizing anthrax” from an authenticated
researcher. Authorized instruction following holds because
sresearcher ∈ Sauth,t, but o0 (bioweapon creation) falls
outside O, violating task alignment. Unlike direct prompt
injection, where revealing pricing algorithms might be per-
missible in other contexts (e.g., internal audit), bioweapon
creation is categorically excluded from the agent’s permit-
ted objectives in all contexts. The model’s safety align-
ment defines the boundaries of O, and jailbreaking attempts
circumvent this alignment to elicit disallowed objectives.
Works like AgentHarm (Andriushchenko et al., 2025) study
whether agents will pursue misaligned tasks, while jailbreak-
ing is studied through strategies such as adversarial suf-
fices (Arditi et al., 2024; Zou et al., 2023; Chen et al., 2025a;
Andriushchenko et al., 2024; Chao et al., 2024; Zhang et al.,
2024; Huang et al., 2024; Siu et al., 2025a;b).

4.5. Task Drift and Agentic Misalignment

Task drift and agentic misalignment both involve agents pur-
suing unauthorized objectives, but they differ in the origin of
these goals and the context of the authorization failure. Task
drift occurs when an agent’s objective ot = HTr(Trt−1)
autonomously diverges from the initial objective o0 over
time such that d(ot, o0) > τ without authenticated autho-
rization (Jia et al., 2024; Abdelnabi et al., 2025). This shift
is contextual; for instance, a research agent assigned to
analyze AI safety papers violates task alignment if it be-
gins recruiting researchers without permission. Conversely,
expanding a debugging task to include related security li-
braries remains a permitted refinement (d(ot, o0) ≤ τ ) as it
serves the authorized goal.

Agentic misalignment represents a more severe violation
where agents intentionally pursue self-generated objectives,
such as self-preservation or capability expansion, that lack

any authenticated source (Lynch et al., 2025). In these cases,
instruction attribution I identifies the agent itself as the
source of oself . Because the agent lacks the authority to
set its own objectives, this violates both authorized instruc-
tion following and task alignment. For example, a cooking
agent that copies its weights to an external server to pre-
vent shutdown treats its own reasoning as having command
authority. This is the strongest form of misalignment: the
agent generates entirely novel objectives beyond the user re-
quest and task objective space O and executes them within
an unauthorized context.

4.6. Capability Misuse

Capability misuse occurs when an agent uses a legitimate
capability in an unauthorized context or for an unauthorized
purpose (Ruan et al., 2023; Sehwag et al., 2025; Betser et al.,
2026). This demonstrates how action alignment enables fine-
grained contextual authorization: the agent possesses the
capability and is executing within an authorized task, but
the specific action does not serve that task objective.

Action at has objective oa = Ha(at,Trt−1) that diverges
from the task objective: d(oa, o0) > τ despite the agent
having permission to perform at, violating action alignment.

Consider the cooking assistant example from Section 3:
when asked to “suggest some recipes for me,” the agent
searches the recipe database for popular options, then
queries the user’s medical records database to check for
dietary restrictions and allergies. The agent possesses legiti-
mate database access permissions in R, and the trajectory-
level objective remains recipe recommendation (ot has not
drifted, so task alignment holds). However, the specific
action of accessing medical records is unauthorized in this
context: oa = Ha(query medical records,Trt−1)
represents unauthorized data access where d(oa, o0) > τ
when o0 represents recipe suggestion, violating action align-
ment. The same database query capability would be legiti-
mate in a healthcare context for medical recommendations,
demonstrating the contextual nature of capability authoriza-
tion.

This differs from confused deputy, where the agent exer-
cises permissions exceeding those of the commanding user:
(suser, starget) /∈ R but (sagent, starget) ∈ R. In capabil-
ity misuse, the agent has the required permissions but uses
them inappropriately for the current task context. It also
differs from task drift, which involves trajectory-level ob-
jective shift (ot diverges), while capability misuse involves
action-level objective deviation (oa diverges) without over-
all drift. PropensityBench and ToolEmu demonstrate this
through agents selecting dangerous operations misaligned
with stated objectives (Sehwag et al., 2025; Ruan et al.,
2024).
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Figure 3. Data isolation violations occur when information inap-
propriately crosses session boundaries. (A) An agent observes
admin credentials during debugging on Day 1, then reuses those
credentials for an unrelated access check on Day 5, violating mem-
ory constraints. (B) Current benchmarks reset context between
tasks, making cross-session credential reuse invisible to evaluation.

4.7. Cross-Context Information Leakage

Cross-context information leakage occurs when information
flows across privilege boundaries inappropriately, where
data accessed in one context influences actions in a different
context with different privilege levels, user identities, or
sessions (MITRE Corporation, 2025; Wunderwuzzi, 2024).
This represents a data isolation violation where the same in-
formation access may be legitimate or malicious depending
on the destination context.

Action at sends argument x to destinations s′ ⊂ S. Source
attribution determines sources s = L(x). Cross-context
leakage occurs when ∃s ∈ s, ∃s′ ∈ s′ : (s, s′) /∈ R, violat-
ing data isolation through unauthorized information flow.

As Figure 3 shows, a coding agent that reviews test code
containing an API key at t1, then includes that key in pro-
duction deployment at t2, violates data isolation: the key
has source stest = L(API key) and destination sproduction
where (stest, sproduction) /∈ R. Prompt injection attacks
frequently exploit this through commands like “email all
previous conversations” (Greshake et al., 2023), causing
information to flow to unauthorized external destinations.

4.8. Memory Poisoning

Memory poisoning occurs when attackers inject mislead-
ing or malicious information into an agent’s memory that
corrupts future reasoning and causes incorrect authorization
decisions in subsequent interactions (Chen et al., 2024d;
Dong et al., 2025; Srivastava & He, 2025). This attack
demonstrates how context violations cascade across time:

malicious information injected in one context corrupts au-
thorization decisions in future contexts.

At time t1, malicious input xpoison with source sattacker /∈
Sauth,t1 enters memory: xpoison ∈ Mt1 . At t2 > t1, the
agent retrieves xpoison and treats it as authoritative context,
causing cascading violations across security properties.

Consider an agent that stores “User Alice has temporary
admin privileges for all databases” from a malicious doc-
ument at t1. This input has source sdocument /∈ Sauth,t1

but enters Mt1 . At t2, when processing Alice’s database re-
quest, the agent retrieves xpoison and incorrectly concludes
(sAlice, sdatabase) ∈ R, granting unauthorized access as an
authorized instruction following violation and demonstrat-
ing why security must be evaluated across time rather than
at individual action points.

5. Analysis of Existing Defenses
Existing defenses can be understood as implicit approxi-
mations of our framework’s oracle functions and partial
implementations of property verification. This systemati-
zation reveals which oracles remain poorly approximated,
which properties lack effective verification, and why current
approaches face fundamental limitations.

5.1. Prevention: Strengthening Oracle Functions

Prompt engineering for objective specification: System
prompt design (Wallace et al., 2024; Wu et al., 2025a; Hines
et al., 2024) attempts to improve o0 = Hp(p) representation
by encoding task boundaries and authorization hierarchies.
Instruction hierarchies (Wallace et al., 2024) encode source
prioritization, while delimiters (Hines et al., 2024) attempt
to make boundaries explicit. These remain vulnerable to
adaptive attacks (Zhan et al., 2025; Shi et al., 2025b) be-
cause they do not address the fundamental instruction at-
tribution problem: determining which inputs functioned as
commands requires causal attribution, not syntactic markers.

Model training: Training-based defenses (Wallace et al.,
2024; Chen et al., 2024a;b) attempt to improve I by teaching
models to distinguish legitimate instructions from injections.
StruQ (Chen et al., 2024a) augments training data with
contaminated prompts; SecAlign (Chen et al., 2024b) uses
preference optimization. These train better approximations
of both I (which inputs matter) and L (which sources).
Base model alignment (Huang, 2025; Bai et al., 2022b;a;
Leike et al., 2018; Ouyang et al., 2022; Rafailov et al., 2024;
Glaese et al., 2022; Siu et al., 2025a) restricts objective
space O via RLHF and Constitutional AI.

Policy specification and enforcement: System-level poli-
cies (Wang et al., 2025a; Xiang et al., 2024; Chen et al.,
2025d; Kang & Li, 2024) explicitly encode constraints re-
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lated to R and O. AgentSpec (Wang et al., 2025a) specifies
runtime constraints; GuardAgent (Xiang et al., 2024) con-
verts guard requests into executable code; R²-Guard (Kang
& Li, 2024) encodes safety knowledge as logic rules. These
formalize portions of our framework but require manual
specification and struggle with dynamic, context-dependent
authorization. Related work implements authenticated del-
egation to specify R (South et al., 2025a;b) and formal
verification to constrain task and action spaces (Li et al.,
2024; Lee et al., 2025; Chen et al., 2025c).

Privilege separation: Architectural defenses (Bagdasarian
et al., 2024; Debenedetti et al., 2025; Li et al., 2025a; Wu
et al., 2025b; An et al., 2025; Kim et al., 2025; Wu et al.,
2024a) implicitly restrict R by isolating components with
different trust levels. Sandboxing removes edges from R by
confining execution to restricted environments.

5.2. Detection: Implementing Property Checks

Authorized instruction following: Input filtering (Shi
et al., 2025b; ProtectAI.com, 2024; Liu et al., 2025b; Jacob
et al., 2025; Wang et al., 2026) scans for instruction-like
patterns. DataSentinel (Liu et al., 2025b) identifies contam-
inated inputs; PromptArmor (Shi et al., 2025b) removes
injected parts. These lack instruction attribution I: they
detect patterns rather than determining which inputs caused
actions. This gap enables adaptive attacks (Zhan et al.,
2025), with existing defenses approaching random guess-
ing on benign prompts containing trigger words (Li et al.,
2025b).

Task and action alignment: Defenses validating tool-use
alignment (Jia et al., 2024) or detecting task drift (Abdelnabi
et al., 2024; Zou et al., 2024a) approximate task and action
alignment properties. TaskShield (Jia et al., 2024) validates
that tool calls align with objectives, implicitly checking
d(Ha(at,Trt−1), o0) < τ . Circuit breaking (Zou et al.,
2024a; Abdelnabi et al., 2024) recognizes drift through be-
havioral signatures. Guardrails detect and mitigate mali-
cious inputs (Lee et al., 2024; Wang et al., 2025b; Xiang
et al., 2024; Helff et al., 2024; Yu et al., 2024; Ayyampe-
rumal & Ge, 2024; Sharma et al., 2025; Shi et al., 2025b;
Rebedea et al., 2023). These approximate Hp, HTr, Ha but
lack systematic frameworks for defining O or measuring
d. Tool filtering (Debenedetti et al., 2024a) and action vali-
dation (Chen et al., 2025d) restrict tool use, but implement
ad-hoc pattern detection rather than systematic verification,
failing to distinguish capability misuse from legitimate use.

Data isolation: Few defenses address data isolation. Sand-
boxing (Rabin et al., 2025; Wu et al., 2024c; Ruan et al.,
2023) confines contexts and enforces subsets of R through
isolation. Wu et al. (Wu et al., 2024c) enforce file isola-
tion across sessions. These provide coarse-grained isolation

rather than fine-grained flow control based on contextual
permissions.

Output filtering: Output filtering (Inan et al., 2023; Helff
et al., 2024; Chen et al., 2024c; Gosmar et al., 2025) scans
generated outputs. Llama Guard (Inan et al., 2023) tar-
gets text LLMs; LlavaGuard (Helff et al., 2024) extends to
multimodal. These approaches are reactive, approximating
property checking by examining outputs without provenance
information (I and L) to determine why violations occurred.

5.3. Cross-Component Defenses

Some defenses address multiple properties or provide in-
frastructure for property checking. Sandboxing (Chen et al.,
2021; Wu et al., 2024c; Ruan et al., 2023; Tenable, 2024;
Rabin et al., 2025; Siddiq et al., 2024) enforces coarse-
grained R by preventing access outside boundaries. While
offering provable guarantees, sandboxing fails to prevent
violations within permitted capabilities and remains vul-
nerable to implementation flaws (Tenable, 2024; Wu et al.,
2024b). Runtime monitoring (Wang et al., 2025b; Raju et al.,
2021; Tsingenopoulos et al., 2025) continuously evaluates
behavior. Pro2Guard (Wang et al., 2025b) uses probabilistic
reachability for proactive intervention. These approximate
checking across properties but lack structured understanding
of which properties require protection in which contexts.

6. Conclusion
Agent security depends on contextual authorization rather
than simply detecting malicious commands, since the same
action may be safe or unsafe depending on who authorized
it, for what purpose, and under what conditions. We formal-
ize this by decomposing security into four properties: task
alignment, action alignment, authorized instruction follow-
ing, and data isolation, capturing allowed goals, whether
actions support them, who can issue instructions, and how
information may flow.

This view unifies diverse attacks as shared authorization
failures while showing that similar behaviors can violate
different properties. It also highlights limits of existing
defenses: pattern filtering cannot reason about context, sin-
gle component defenses fail under multi stage attacks, and
static evaluation misses temporal issues such as memory
poisoning and cross session leakage. We argue that progress
requires moving beyond content filtering toward verification
of authorization over time.
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A. Threat Model
We consider AI agents that interact with external systems
through tool use, enabling actions such as reading files,
executing code, querying databases, or sending messages.
Agents receive inputs from multiple sources including au-
thenticated users, external content (emails, web pages, doc-
uments), system processes, and tool outputs. The agent
maintains memory across interactions and decomposes high-
level objectives into executable action sequences. Our threat
model characterizes attackers who exploit these capabil-
ities through operational means rather than training-time
manipulation or direct code modification.

Attacker’s Goals: The attacker aims to violate confidential-
ity or integrity of user data and agent operations. Confiden-
tiality violations include exfiltrating sensitive information
and leaking data across privilege boundaries, such as expos-
ing one user’s private data to another user or transmitting
internal system information to external parties. Integrity vi-
olations encompass executing commands on behalf of unau-
thorized sources, pursuing objectives outside the agent’s
authorized scope, or performing action sequences inconsis-
tent with legitimate workflows. For example, an attacker
might cause the agent to delete production data under the
guise of debugging or redirect funds to unauthorized ac-
counts. Attackers may also seek persistent compromise
through memory poisoning, where malicious information
injected into the agent’s memory affects future interactions
and enables cascading attacks across sessions.

Attacker’s Background Knowledge: Attackers may pos-
sess varying levels of knowledge about the agent system. At-
tackers understand that agents maintain memory M across
sessions, receive user prompts p, generate trajectories Trt
of action-observation pairs, and interact with environment
Et through tools. Attackers may have full knowledge of
memory contents including system prompts (particularly in
open-source deployments) or can infer them through behav-
ioral observation. Attackers can infer the agent’s current
task by observing actions in the trajectory and changes in
environment state. For instance, an attacker observing a
cooking assistant might infer it has payment system access.
Our framework makes no assumptions about attacker access
to the underlying LLM f ; attacks operate through input ma-
nipulation regardless of whether the model is black-box or
white-box accessible. However, attackers typically cannot
access other users’ private data stored in memory or exact
internal security policies.

Attacker’s Capabilities: Attackers can manipulate differ-
ent inputs to the agent system. Attackers craft malicious user
prompts p to perform jailbreak and direct prompt injection
attacks, attempting to override intended objectives or bypass
safety constraints. Attackers inject malicious content into

16

https://arxiv.org/abs/2403.04960
https://arxiv.org/abs/2403.04960
https://embracethered.com/blog/posts/2024/github-copilot-chat-prompt-injection-data-exfiltration/
https://embracethered.com/blog/posts/2024/github-copilot-chat-prompt-injection-data-exfiltration/
https://embracethered.com/blog/posts/2024/github-copilot-chat-prompt-injection-data-exfiltration/
https://arxiv.org/abs/2210.03629
https://arxiv.org/abs/2210.03629
https://arxiv.org/abs/2409.20089
https://arxiv.org/abs/2409.20089
https://arxiv.org/abs/2307.15043
https://arxiv.org/abs/2307.15043
https://api.semanticscholar.org/CorpusID:270286008
https://api.semanticscholar.org/CorpusID:270286008
https://arxiv.org/abs/2402.07867


880
881
882
883
884
885
886
887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919
920
921
922
923
924
925
926
927
928
929
930
931
932
933
934

SoK: A Framework for Formalizing LLM Agent Security

observations obst by compromising web pages, documents,
emails, or API responses that the agent processes (indirect
prompt injection). Attackers poison memory M by inject-
ing malicious information that persists across sessions and
corrupts future decision-making. Attackers may observe the
trajectory Trt (actions and tool calls) and environment state
Et to infer agent behavior and refine attacks.

System Assumptions: We assume agents follow syn-
chronous, turn-based agent execution model where each ac-
tion completes and returns an observation before the next ac-
tion begins, enabling discrete-time security analysis. Agents
operate with access to multiple tools with varying privilege
levels, such as read-only data access versus write permis-
sions or user-scoped versus system-wide operations. Mem-
ory systems retain information across interactions, allowing
agents to accumulate knowledge but also creating vulnera-
bility to persistent compromise. Agents possess planning
capabilities that decompose high-level tasks into subtask se-
quences, enabling complex workflows but also introducing
compositional security challenges where individually safe
actions combine to create violations. Agents process inputs
from multiple sources with different trust levels, requiring
security mechanisms that distinguish legitimate external
content from malicious exploitation. We do not assume
agents have perfect instruction attribution or objective in-
ference capabilities; these are approximated through the
oracles defined in our framework. We assume standard se-
curity infrastructure (authentication systems, access control
mechanisms) is available but may be insufficient for agent-
specific threats that exploit the dynamic nature of instruction
interpretation and task decomposition.

B. Open Problems and Future Directions
Our framework clarifies what implementing agent security
requires: approximating oracle functions, verifying proper-
ties across temporal composition, and evaluating security in
realistic contexts.

Multi-agent and delegated authority: Our framework
focuses on single-agent security where one agent acts on
behalf of one authenticated user. It does not address set-
tings where multiple agents coordinate, delegate subtasks,
or operate on behalf of multiple principals. Formalizing
delegation requires extending R to model agent-to-agent
authorization, defining how oracle functions and proper-
ties compose across agent boundaries, and specifying how
authorization context transfers in delegation chains.

Oracle function implementation: The oracle functions re-
quire practical implementations, but fundamental challenges
remain. Instruction attribution I is an open interpretability
problem: current approaches using attention mechanisms or
influence functions (Jain & Wallace, 2019; Rashkin et al.,

2022) provide only coarse approximations. Source attribu-
tion L requires solving information flow tracking for neural
networks. Objective evaluation functions Hp, HTr, Ha re-
quire representing objectives and designing distance metrics
d with appropriate thresholds τ .

Prompting models to output reasoning traces that explicitly
identify which instructions they follow represents a promis-
ing direction, but such traces require verification mecha-
nisms to ensure accurate reporting rather than post-hoc ra-
tionalization. For objective evaluation, hybrid approaches
combining learned embeddings with symbolic constraints
may better capture the structure of agent goals than purely
neural or purely symbolic representations.

Compositional security: Action sequences create viola-
tions through composition where individually benign ac-
tions combine unsafely. An agent copying a file to backup
then executing chmod -R 777 creates a vulnerability:
neither action violates action alignment individually, but
their composition exposes sensitive data. Current property
checks operate on individual actions without modeling how
state changes accumulate across sequences, missing viola-
tions that only emerge through multi-step interactions.

Dynamic environments: In dynamic environments where
multiple actors (other agents, users, or processes) modify
state concurrently, reasoning about security properties be-
comes substantially more complex. An agent must account
not only for its own actions but also for how the environ-
ment evolves independently. Current approaches lack mech-
anisms to account for state changes induced by external
actors during agent execution.

Temporal security: Temporal violations introduce race
conditions where properties hold at verification but fail at
execution. In TOCTOU attacks (Lilienthal & Hong, 2025;
Wei & Pu, 2005; Raducu et al., 2022), an agent verifies
file ownership at t1 but the file is replaced before use at
t2. Memory poisoning injects malicious information at t1
that corrupts decisions at t2 across sessions. Long-horizon
agent behaviors compound these challenges as trajectories
extend over many steps and sessions, making it increas-
ingly difficult to track which information influenced which
decisions.

Realistic benchmarks with authorization context: Cur-
rent benchmarks evaluate individual interactions in isola-
tion, preventing detection of temporal violations and lack-
ing authorization context necessary for property evaluation.
Benchmarks do not specify which sources are authenticated,
what objectives are authorized, or what information flows
are permitted in R.

Without explicit authorization boundaries, such as the
agent’s role, task, ande deployment scenario, evaluating rel-
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evant security properties becomes impossible. Benchmarks
should evaluate whether security properties hold across task
sequences within sessions, test defenses against adaptive
attacks, and measure utility-security tradeoffs as defenses
often degrade capabilities (Jia et al., 2025; Li et al., 2025b).
Creating realistic benchmarks with explicit authorization
contexts that enable holistic security evaluation rather than
isolated attack detection remains an open challenge.

C. Discussion and Limitations

Operational definition of instructions: Our framework
defines instructions operationally through I: an input is
an instruction if it caused an action. This sidesteps what
differentiates instructions from data, shifting focus to causal
attribution. However, this cannot be evaluated without solv-
ing causal attribution, treats instruction-ness as binary when
influence is continuous, and linguistic definitions fail be-
cause whether text functions as an instruction depends on
context. LLM agents may require explicit architectural
mechanisms to distinguish instructional from informational
inputs.

Scope and applicability: Our framework applies to syn-
chronous agents that await observations before proceeding.
Agents with different execution models, such as may require
modified property definitions and tracking. We focus on
operational security of deployed agents rather than training-
time attacks, model extraction, or adversarial examples. The
framework assumes standard security infrastructure (authen-
tication, access control); environments lacking these limit
utility.

Oracle approximation quality: Our framework defines
security through oracle functions that must be approximated
in practice. Real systems use imperfect approximations
(attention for I, embedding similarity for Hp, HTr, Ha)
with unpredictable accuracy. Understanding required ap-
proximation quality for practical security remains an open
question.

Multi-agent and delegated authority: Our framework
focuses on single-agent security where one agent acts on
behalf of one authenticated user. It does not fully address
settings where multiple agents coordinate, delegate subtasks
to other agents, or operate on behalf of multiple principals
with different authorization contexts. When Agent A dele-
gates a subtask to Agent B, our framework does not specify
which properties must hold for the delegation itself versus
B’s execution, how authorization context transfers across
agent boundaries, or how to compose security guarantees.
The source permission graph R would need extension to
model delegation chains and specify which agents can act
on behalf of which principals under what conditions.

Compositional safety and framework completeness: Our
framework identifies compositional violations but does not
fully formalize compositional safety, which requires mod-
eling environment state dynamics and enumerating which
state changes are safe individually but unsafe in combi-
nation. We do not claim the four properties are formally
complete or sufficient to capture all possible security viola-
tions. Rather, they systematize existing attack classes and
reveal structural patterns in current agent security research.
Each property is necessary in the sense that violations in any
property create known security breaches, but we make no
claims about sufficiency. Demonstrating formal complete-
ness would require exhaustively categorizing all possible
violations and showing each maps to at least one property,
which is beyond the scope of this systematization.
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