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Abstract

The rapid development of large language mod-
els (LLMs) has created an urgent need for iden-
tifying machine-generated texts, and text wa-
termarking technology has proven to be an ef-
fective solution. However, current watermark-
ing methods, while demonstrating strong de-
tectability, significantly degrade text quality
due to the introduction of unnatural tokens. The
main reason lies in the fact that these methods
ignore the importance of semantic information
in the watermarking process. To address this
issue, we note that the logit vector produced
by LLMs encodes both semantic understand-
ing of input texts and prediction confidence
across different tokens. Therefore, we propose
a novel Semantic Self-Guided Watermarking
(SSGW) framework that leverages the LLM
itself to generate a guidance logic vector that
assists in watermarking while producing the
original one concurrently. Subsequently, we de-
sign a transform module to analyze these two
vectors comprehensively and then transform
them into adaptive watermark logits for differ-
ent candidate tokens, thereby reducing the pos-
sibility of selecting inappropriate tokens. Ex-
perimental results confirm the effectiveness of
our method in achieving superior performance
in both watermark detectability and text quality
preservation. The source code will be made
publicly available upon acceptance.

1 Introduction

In recent years, the rapid advancement of large lan-
guage models (LLMs) has ushered in a new era of
natural language processing (Ouyang et al., 2022;
Touvron et al., 2023b; OpenAl, 2023a). They can
generate coherent and contextually relevant texts
that often rival human-written content in terms of
quality and fluency. However, this technological
leap forward has also caused a multitude of ethical
and moral concerns in various domains. Specif-
ically, the misuse of LLM-generated essays can
lead to academic dishonesty (Stokel-Walker, 2022),
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Figure 1: Current watermarking methods (represented
by KGW (Kirchenbauer et al., 2023)) often degrade
text quality by introducing unnatural tokens. In this
case, it is obvious that “cars”, “storm”, or even “&&”
are not suitable for contextual semantics. However,
KGW assigns these tokens the same watermark logit
as appropriate ones. In contrast, our SSGW method
(right) designs a semantic self-guided watermarking
framework to adaptively assign reasonable watermark
logits to different candidate tokens, effectively reducing
the possibility of inappropriate token replacement.

and the fabrication of fake news can even provoke
social panic (Augenstein et al., 2024). Therefore,
distinguishing text generated by LLMs from that
written by humans has become an essential task.
As a solution, the text watermarking technique
effectively alleviates these issues by embedding
hidden patterns into LLM-generated texts. These
patterns are invisible to humans but can be detected
by the corresponding algorithm. Kirchenbauer et al.



(2023) design a watermarking algorithm (KGW)
based on logits modification. This method parti-
tions the vocabulary into a red list and a green list
using a hash function depending on the preceding
token at each generation step. Then, a positive
constant (termed the watermark logit) is added to
the logit value of green list tokens, increasing their
probability of being sampled. As a result, a text
will be considered watermarked by the detector if
it contains more than a certain number of green list
tokens. The design of KGW can easily improve
the detectability of watermarks by increasing the
constant value. However, this approach often sig-
nificantly degrades the quality of the generated text
due to the introduction of a large number of unnatu-
ral tokens. As shown in Figure 1, the uniform logits
modification strategy treats all tokens assigned to
the green list as the same, while most of them are
actually inappropriate.

To mitigate this issue, some works attempt to op-
timize the logits modification strategy instead of a
positive constant used in KGW. Liu and Bu (2024)
proposes an adaptive text watermarking method
(ATW), which proportionally scales up the orig-
inal logits instead of uniformly increasing. Wu
et al. (2024) introduces a theoretically unbiased
watermarking method (DIP) that discards tokens
with probabilities below « and doubles those above
1 — a. However, these mathematical adjustments
cannot guarantee a stable improvement in text qual-
ity. In addition, Lee et al. (2023) proposes a se-
lective watermarking strategy (SWEET) that only
applies watermarks to tokens with entropy higher
than a certain threshold. Although SWEET is effec-
tive for low-entropy tasks such as code generation,
this simple threshold-based strategy has little im-
provement in most scenarios.

Different from the aforementioned methods, our
work emphasizes the importance of semantic infor-
mation in the process of logits modification at each
generation step. When modifying the logit value
of a single green list token, both its semantic infor-
mation and the semantics of its preceding text need
to be taken into account. Therefore, we introduce
a Semantic Self-Guided Watermarking (SSGW)
method (Figure 1, right). Specifically, we set a dy-
namically adjusted guidance window during text
generation, and then the LLM itself is applied to
the corresponding text. The obtained output, which
we call the guidance logit vector, encodes both
semantic understanding of the guidance window

input and prediction confidence across different
candidate tokens. Furthermore, in order to embed
the semantic guidance message as a watermark,
we design an algorithm that transforms the guid-
ance logit vector into a watermark logit list, which
has the same length as the vocabulary. It is worth
mentioning that we extend the idea of SWEET and
adjust the transformation according to the entropy
of both the guidance logit vector and the original
one, further enhancing the adaptive ability of our
method.

Moreover, to comprehensively evaluate the qual-
ity of the generated text, we employ two key met-
rics in our experiment: perplexity (PPL) and se-
mantic similarity. PPL serves as an important indi-
cator of text coherence and fluency, while semantic
similarity measures the degree of semantic consis-
tency between the watermarked text and the un-
watermarked one. The experimental results demon-
strate that our SSGW method can significantly en-
hance the coherence and fluency of the generated
text while maintaining semantic consistency and
high detectability. Further analysis shows that there
is also a trade-off between perplexity and semantic
similarity in certain situations.

In summary, the contributions of our work are
summarized as follows:

* We propose an innovative method called
SSGW, which can make full use of semantic
information in the preceding text to assist in
watermarking through a self-guided approach.

* We design the Dynamic Guidance Window
Adjustment module and the Adaptive Water-
mark Logits Transformation module in order
to handle different watermarking situations
during text generation adaptively.

» Experimental results show that SSGW effec-
tively outperforms existing methods in both
detectability and text quality, especially text
coherence and fluency.

2 Related Work

The rapid advancement of LLMs has significantly
narrowed the distinction between human-written
and LL.M-generated text, raising critical concerns
about content authenticity and attribution (Rad-
ford et al., 2019; Brown et al., 2020). This blur-
ring boundary has created an urgent need for reli-
able text authentication mechanisms, as traditional



classification-based detection methods (Mitchell
et al., 2023; OpenAl, 2023b) struggle to identify
synthetic content accurately (Sadasivan et al., 2023;
Chakraborty et al., 2023). In response, researchers
have renewed interest in watermarking techniques
adapted for modern Al systems.

Text watermarking, the practice of embedding
imperceptible identifiers in textual content, has his-
torically served as a cornerstone of copyright pro-
tection (Atallah et al., 2001). Conventional ap-
proaches typically relied on lexical substitution
or syntactic pattern manipulation (Topkara et al.,
2005; Meral et al., 2009), which have evolved sig-
nificantly in the era of LLMs.

Recent breakthroughs have integrated water-
marking directly into LLM generation processes,
fully leveraging the advanced understanding of lan-
guage semantics and contextual awareness inherent
in LLMs. The most representative is the LLM
watermarking technology based on logits modifi-
cation proposed by Kirchenbauer et al. (2023). As
a pioneer, although this method has demonstrated
excellent watermark detectability, it still needs fur-
ther optimization to be applied in the real world,
especially in two key aspects: improving robust-
ness against attacks and mitigating impact on text
quality (Liu et al., 2024b).

A number of works have been proposed to en-
hance the robustness of watermarks. Based on
KGW, Zhao et al. (2023) proves that a fixed parti-
tion of red and green lists contributes to stronger
robustness against various attacks. Moreover, some
studies attempt to integrate semantic information
into their watermarking algorithm (Ren et al., 2023;
Liu et al., 2024a; He et al., 2024; Liu and Bu, 2024),
considering that most watermark removal attacks
tend to preserve the semantics of the original text.

In addition, some works focus on improving the
quality of watermarked texts. Hu et al. (2024)
proposes a theoretically unbiased method using
inverse sampling and reweighting technology to
preserve the original text distribution. Similarly,
Wu et al. (2024) extends this idea and proposes
the a-reweight method with more general parame-
ter settings. However, unbiased distribution does
not imply lossless text quality, and these meth-
ods have shown poor detection performance. Lee
et al. (2023) employs a more practical strategy that
selectively applies watermarks to tokens with en-
tropy higher than the threshold since lower entropy
means less suitable tokens. However, this strategy

is almost no different from KGW in most scenarios.
Liu and Bu (2024) designs an adaptive watermark
temperature scaling module, allocating higher wa-
termark logits to tokens with higher probability.
The disadvantage of this multiplicative method lies
in that some tokens will be assigned excessively
high watermark logits compared to those unmod-
ified tokens. To address these shortcomings, our
work designs a framework that constructs auxiliary
guidance logit vectors to assist in adding water-
marks, emphasizing the importance of utilizing
semantic information.

3 Preliminaries

The watermark algorithm consists of a watermark
generator G and a watermark detector D. At each
generation step t, the watermark generator can in-
troduce subtle modifications to the logit vector /(*)
obtained by the given LLM M over the vocabulary
V based on the prompt z_,,.o and the preceding
generated text x1.;—1. Then, the LLM will sample
the next token based on the modified logit vector
after performing softmax. This procedure is pre-
sented in Eq. 1.

l(t) — M(x_m:(];':vllt—l)
z; ~ softmaz(G(IWY))

As introduced in Kirchenbauer et al. (2023), we
employ a similar red-green list strategy in this pa-
per. Given the logit vector [(*), a predetermined
constant y is used to partition the vocabulary into a
green list Gy of size v|V| and a red list R; of size
(1 —~)|V], where |V| is the size of the vocabulary.
Then, we adjust the original logit vector with a wa-
termark logit list 5|(‘t/)|, using Eq.2. Specially, 5|(‘t/)|
is a constant list in KGW.
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The method of calculating the red-green list
in the detection process is the same as during
the generation. Given a token sequence s =
{s1, 82, ..., s7}, let |s|g denote the number of
green list tokens in s. Our detection is carried
out through the one-sided z-test, specifically by cal-
culating the z-score using Eq.3. If the z-score is
higher than a given threshold, s will be considered
watermarked.
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4 Method

In this section, we will introduce our Semantic Self-
Guided Watermarking (SSGW) method that simul-
taneously improves both watermark detectability
and text quality. This method operates through
three key modules: (1) Guidance Logit Vector Gen-
eration, (2) Adaptive Watermark Logits Transfor-
mation, and (3) Dynamic Guidance Window Ad-
justment.

4.1 Guidance Logit Vector Generation

The design of our Semantic Self-Guided Water-
marking (SSGW) method is driven by two funda-
mental observations. First, an effective watermark
generator should analyze the semantic information
of the preceding text to evaluate token substitutabil-
ity at each generation step. This requirement stems
from the fact that arbitrary token replacements dis-
rupt the semantic coherence of the generated text.
Second, the logit vector produced by LLMs inher-
ently reflects both semantic understanding of the
given input and relative preference scores for dif-
ferent tokens in the vocabulary.

Consequently, it is natural to take into account
the scheme of constructing an auxiliary guidance
logit vector [ different from the original [®*) dur-
ing text generation and embedding this logit vector
as a watermark. Specifically, if these two logit
vectors have different prediction results, we pre-
fer to use the result of [(*) as the next token by
modifying /(), achieving the effect of reducing
semantic disturbance while altering the original
selection of the LLM.

Therefore, our SSGW method employs a strat-
egy of setting a guidance window and then applying
the LLM to the corresponding text. In this way, the
obtained guidance logit vector can not only assist
in selecting tokens that are suitable for contextual
semantics but also have a stable difference in pre-
diction results to enhance the watermark detectabil-
ity. Specifically, the following computations will
be performed at each generation step ¢:

1 — M(Z_pp0 ® x1:4-1)

(4)
M(zi—r:4-1)

N
=
=

I

where [(!) incorporates the complete historical
context from prompt x_,,.0 to previously gener-
ated tokens x1.;—1, while [ is obtained from the
guidance window text x;_r.;—1 of length L. This

architecture ensures that [ preserves semantic co-
herence while introducing controlled divergence.

4.2 Adaptive Watermark Logits
Transformation

After obtaining the guidance logit vector, our logits
modification strategy diverges from that of KGW.
Our approach adaptively biases different candidate
tokens in the vocabulary with varying watermark
logits based on their semantics. Algorithm 1 de-
scribes the procedure of Adaptive Watermark Log-
its Transformation (AWLT).

Algorithm 1 Adaptive Watermark Logits Transfor-
mation (AWLT)

Input: Original logit vector {(), guidance logit
vector (), initial suppression coefficient \g,
guidance watermark strength dgy;, low entropy
threshold 6

1: Convert the input logit vectors into probability
distributions: p(¥) = softmax (l(t)), pt) =

softmax (Z (t))

2: Obtain the entropy and maximum index of
the original probability distribution: Hgyy =
H(p®), I = argmax (p(t))

3: Obtain the entropy and maximum index of
the guidance probability distribution: Hyy; =
H(p"), I = argmax (p1)

4: if Igui = I, then

5O

6 O[] = Ll

7: if continuous Hyy + Hgyi < 6 then

8: update \g <= Mg + 1

9: end if

10: e?gl if »

: .
11: 5|V| = (5gui : ﬁ(g[]gui]
. 5@

Output: 5|V|

The AWLT procedure begins by converting both
logit vectors into probability distributions p(*) and
p®) through softmax normalization. We then an-
alyze their prediction behaviors through two key
metrics:

* Prediction consensus: The argmax function
is applied to both probability distributions to
obtain their maximum probability indices I
and Igy;. The comparison result between them
shows whether both distributions agree on the
most probable token.



* Prediction uncertainty: Shannon Entropy
(Shannon, 1948), which is defined as H =
— Y px log p, measures the uncertainty of a
discrete probability distribution. We denote

Hy as the entropy of p(t) and Hygy; as that of
5(t)
Y.

There are two possible outcomes for the compar-
ison of prediction consensus, and we will handle
them separately.

Case 1: Divergent predictions (I, # lon).
When the guidance distribution suggests a differ-
ent optimal token, we consider this a natural wa-
termarking opportunity. The watermark logit list

®
Oy

distribution p(*), scaled by the watermark strength
parameter dgy;.

Case 2: Consensus predictions (Igyi = Ior).
To improve the watermark detectability, we imple-
ment an entropy-adaptive Maximum Probability
Suppression (MPS) mechanism using the follow-
ing equation.

is calculated proportionally to the guidance

A= )\0 : Slngd (Hori + ngi) (5)

where )¢ is the predefined initial suppression co-
efficient. We use the sum of both entropy Hyym =
H i + Hgyi as a basis for the coefficient adjustment.
A very low Hgym indicates that both p() and p®)
are concentrated on specific tokens. In this case,
the watermark strength should be relatively weak,
corresponding to our algorithm’s use of a smaller
suppression coefficient. Conversely, when Hg, is
higher, it suggests that the distributions perceive
multiple reasonable choices, allowing for a stronger
watermark.

It is worth mentioning that if both p®) and p(*)
have extremely low entropy under a predefined en-
tropy threshold 6 at the same time and Igyj = oy,
it indicates a failure of watermark injection at this
time step. If this extreme situation continuously
occurs during the watermarking process, we will
employ the Dynamic Suppression Coefficient Up-
date (DSCU) mechanism to increase Ag.

We note that both Lee et al. (2023) and Liu and
Bu (2024) discuss the use of entropy for water-
marking in the text generation process. However,
their strategy is limited to setting a threshold, treat-
ing all tokens with entropy higher than the prede-
fined threshold as the same. Their experimental
results have proved the effectiveness of using en-
tropy for watermarking. However, a more in-depth

and reasonable approach should be adjusting the
watermark strength adaptively according to differ-
ent entropy scenarios, rather than a simple binary
classification.

4.3 Dynamic Guidance Window Adjustment

To further improve the generated text quality, we
design a dynamic guidance window adjustment
framework, as detailed in Algorithm 2.

Algorithm 2 Dynamic Guidance Window Adjust-
ment (DGWA)

Input: prompt z_,,.o, initial window length Lg,
starting similarity threshold ¢, initial water-
mark strength djp;

1: Initialize Start = False, L = Ly

2: fort=1,2,...do

Apply LLM to the full input x_,,.4—1 to

get a logit vector I(*),

4: Apply LLM to the window input x;_r.;—1
to get an guidance logit vector [,

5: Utilize [ and [ to obtain their cosine
similarity C's = c0Sgim (l(t), [®

6: if Start # True then
7: if C; > a then
8 5‘(3‘ = [5ini] xV
9: else
0 o) = AWLT (19,1)
11: update L < L + 1
12: update Start < True
13: end if
14: else
Is: ) = AWLT (10,79
16: update L <= L + 1
17: end if
18: if continuous Cs > [ then
19: update L <= L
20: end if
21: end for

At the beginning of text generation, we use a
fixed window length I. = L to determine the start-
ing point. At this stage, the guidance window text
Z—1.+—1 accounts for a high proportion of the full
input x_,,+—1, which can easily lead to a high
similarity between [ and I). To ensure enough
difference between these two logit vectors, we cal-
culate their cosine similarity C; using the following
equation.



. O]
Cs = coSsim (l(t), l(t)> = W (6)

Cosine similarity is a measure of the cosine of
the angle between two non-zero vectors in multi-
dimensional space. It assesses the degree of simi-
larity between these vectors independently of their
magnitude. In our method, only when C is less
than the predefined threshold a will we begin to
carry out continuous guidance. Otherwise, we will
use the uniform logits modification strategy as in
KGW temporarily.

It is worth mentioning that the guidance logit
vector will gradually move closer to the original
one with the dynamic increase of L. Therefore,
we design a Window Length Reset (WLR) mecha-
nism to address scenarios where the cosine similar-
ity between [(!) and I) continuously exceeds the
threshold S.

S Experiments

5.1 Experiment Settings

Dataset and Prompt. We select two different
datasets, C4 (Raffel et al., 2020) and Essays (Schuh-
mann, 2023), to validate the effectiveness of our
method. For the C4 dataset, we use the first three
sentences of each text as a prompt to continue the
news report generation. For the Essays dataset, we
employ the instructions to guide LLMs in essay
composition. For each dataset, we generate 500
samples of 200 tokens using the LLMs and the
corresponding prompts. We use the first 200 to-
kens that follow the prompt in the C4 dataset and
the reference answers from the Essays dataset as
human-generated texts.

Evaluation Metrics. Excellent watermark de-
tectability requires algorithms to correctly identify
watermarked text while not mistakenly recognizing
human text as watermarked text. We report the
true positive rate (TPR) at a fixed 0% FPR for each
method. In terms of generated text quality, we use
perplexity (PPL) as the main metric, which is calcu-
lated using LLAMAZ2-13B (Touvron et al., 2023a).
For further analysis, we compute the semantic sim-
ilarity (SS) between the watermarked text and the
un-watermarked one using a pre-trained sentence
transformer (all-MiniLM-L12-v2).

Baselines and Models. Our method is compared
with four methods, including KGW (Kirchenbauer

et al., 2023), SWEET (Lee et al., 2023), ATW (Liu
and Bu, 2024) and DIP (Wu et al., 2024). All ex-
periments are conducted on three different models:
OPT-6.7B (Zhang et al., 2022), GPT-J-6B (Wang
and Komatsuzaki, 2021), LLAMA2-7B (Touvron
et al., 2023a) using an 80GB A800 GPU.

Hyperparameters. For KGW and SWEET, we
set v =0.25 and § = 2.0, respectively. The en-
tropy threshold in SWEET is set to 0.9. For ATW,
0 is set to 1.5. For DIP, we set & = 0.45. The
above parameters are derived from the officially
recommended default settings. It is worth mention-
ing that for a fair comparison, we set the prompt
to be invisible in SWEET during detection. In ad-
dition, we use multinomial sampling with a Top-k
of 50 and a Top-p of 1.0. For our method, the de-
fault hyperparameters are set as follows: Lg = 50,
a = 0.95, v = 0.25. Before the starting point is
identified, we set d;p; the same as used in KGW. In
the process of AWLT, we set Jy,; = 3.0.

5.2 Main Results

Table 1 presents the performance of various meth-
ods on the specified model and dataset, with the
top-performing results for each metric bolded. Our
proposed SSGW method significantly improves the
detectability of watermarks and the quality of the
generated text compared to the baselines across
nearly all models and datasets. To further assess
the influence of different watermarking techniques
on the text quality, Figure 2 and Figure 3 illustrate
the distribution of perplexity and semantic similar-
ity compared to un-watermarked text, respectively.
Based on the experimental results, the following
will delve into a comparative analysis between our
method and various baselines.

Comparison with KGW and SWEET: Both
KGW and SWEET employ a fixed predefined ¢
as the watermark strength. Although SWEET im-
proves upon KGW through entropy-based token
filtering, the experimental results indicate little im-
provement. In contrast, our method leverages se-
mantic information to adjust the watermark log-
its for different tokens dynamically. This adap-
tive mechanism not only enhances watermark de-
tectability but also achieves 30% lower perplexity
than KGW. In terms of semantic similarity, our
method matches the performance of KGW on the
C4 dataset and demonstrates superior results on the
Essays dataset.

Comparison with ATW: ATW employs temper-



Model Dataset TPR@0% Perplexity
KGW SWEET ATW DIP Ours KGW SWEET ATW DIP  Ours
OPT-6.7B C4 0988 0998 0.998 0.988 0.998 9.045 8.774 7499  7.866 6.774
’ Essays 0994 0996 1.000 0978 1.000 10.277 9.933 7.673 10351 6.822
GPT-J-6B C4 0998 0996 1.000 0.992 1.000 11336 10906 8343 9313 7.404
Essays 0996 0988 1.000 0.992 1.000 10915 10.599 8.026 9.581 6.364
LLama2-7B C4 0.994 1.000  1.000 0.980 0.996 8.270 7.901 10.513  7.329 5.798
Essays 0988  0.992 1.000 0.964 1.000 9.014 8.559 8776 7459 5.434

Table 1: Main results of comparing different watermarking strategies across various datasets and models.
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Figure 2: Comparison of text perplexity among human-
written text, un-watermarked text, and texts using var-
ious watermarking methods conducted on different
LLMs for C4 dataset.

ature scaling to amplify the original logits propor-
tionally. Although this multiplicative approach con-
tributes to filtering out inappropriate tokens, it also
amplifies the impact of watermarked tokens, caus-
ing significant interference to the original sampling
process. Experimental results reveal that although
ATW achieves detection performance comparable
to that of our method, it causes catastrophic seman-
tic distortion, as shown in Figure 6. In contrast, our
solution addresses this imbalance through semantic
guidance that simultaneously improves watermark
detectability and text quality.

Comparison with DIP: DIP proposed the a-
reweight method, which is theoretically unbiased.
However, this unbiased watermarking method re-
quires sacrificing detectability, with DIP consis-
tently exhibiting the lowest true positive rates
across all model-dataset configurations. Further-
more, this mathematical property of DIP cannot

KGW SWEET ATW DIP Ours

Sementic Similarity
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o 0
3 &
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OPT-C4 OPT-Essays GPT)-C4 GPTj-Essays  LLAMA-C4

Model-Datase

LLAMA-Essays

Figure 3: Comparison of semantic similarity between
un-watermarked text and texts using various watermark-
ing methods conducted on different LLMs and datasets.

guarantee a stable improvement in text quality, par-
ticularly evident in its performance on OPT-6.7B
for Essays. In contrast, our method maintains excel-
lent and stable performance on both detectability
and text quality.

5.3 Analysis of Performance Trade-offs

In many previous studies, PPL and semantic simi-
larity have been considered as alternative indicators
to measure text quality that can be chosen one over
the other. However, experiment results in this pa-
per show that there may be a trade-off between
them, especially for ATW. To further explore this
trade-off, we perform an in-depth analysis of our
method on the C4 and Essays datasets. As pre-
sented in Figure 4, an increase in dJg,; improves
the performance of perplexity, resulting in a cor-
responding decrease in semantic similarity. This
phenomenon arises because higher guidance wa-
termark strength tends to bias the LLM towards
selecting tokens consistent with the guidance win-
dow text, thereby ignoring important information
earlier. Consequently, watermarked texts gener-
ated with stronger guidance exhibit lower semantic
similarity to their un-watermarked counterparts.
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Figure 4: Performance trade-offs of OPT-6.7B on C4 and Essays at different guidance watermark strengths (6g.;)

with d;,; fixed at 2.0.

Dataset  Metric SSGW Removed Mechanisms Dataset Attack TPR@0% TPR@1% TPR@5%
WLR DSCU MPS KGW Ours KGW Ours KGW Ours
TPR@0% 0.998 0998 0.996 0.962 ca CP 0.934 0.914 0.980 0.972 0.994 0.994
C4 PPL 6.774  6.759 7.224 17.750 Dipper 0.274 0.348 0.504 0.572 0.730 0.760
S8 0.563 0560 0545 0544 Essavs CP  0.970 0.930 0.988 0.990 0.996 0.998
TPR@0% 1.000 0.994 0990 0.966 y Dipper 0.434 0.470 0.674 0.704 0.844 0.884
Essays PPL 6.822 6.703 7.260 8.329
SS 0.529 0.524 0.504 0.506

Table 2: Main results of the individual impact of differ-
ent mechanisms, conducted on OPT-6.7B.

5.4 Ablation Study

In our approach, we implement three key mecha-
nisms to maintain a stable difference between [(*)
and [® during text generation: Window Length
Reset (WLR), Dynamic Suppression Coefficient
Update (DSCU), and Maximum Probability Sup-
pression (MPS). To validate their effectiveness, we
conduct a comprehensive ablation study by system-
atically removing each of them. The experimental
results, presented in Table 2, demonstrate that both
the detectability and text quality of the three abla-
tion versions exhibit a substantial decline compared
to the full version.

5.5 Robustness Against Attacks

Considering that the watermarked text is often
edited before detection, we evaluate the robust-
ness of our method against two prevalent attack
types: Copy-Paste Attack (Kirchenbauer et al.,
2023) and Dipper Attack (Krishna et al., 2023).
For the Copy-Paste attack, we randomly embed
three watermarked text fragments with a length of
20% inside a surrounding un-watermarked text. For

Table 3: Robustness performance against Copy-Paste
and Dipper paraphrase attacks.

the Dipper attack, we use the DIPPER paraphrase
model to rewrite the text with the lex diversity set
to 60. As shown in Table 3, we report TPR at vary-
ing FPR levels, specifically at 0%, 1%, and 5%.
Our method performs similarly to KGW under the
Copy-Paste attack and demonstrates superior detec-
tion accuracy under the Dipper attack, which can
be attributed to the fact that paraphrasing tends to
preserve semantic information.

6 Conclusion

In this work, we present a novel watermarking
method for LLMs called SSGW, which achieves
a simultaneous improvement of watermark de-
tectability and text quality through a semantic self-
guided approach. Experimental results demon-
strate that our method outperforms existing base-
lines across various models and datasets, espe-
cially on text coherence and fluency. Further-
more, a thorough analysis reveals that our approach
achieves better robustness performance against at-
tacks. These results underscore the effectiveness
and practicality of SSGW in addressing the chal-
lenges of watermarking in the era of LLMs.



Limitations

Our method mainly includes two limitations. First,
the calculation to obtain a guidance logit vector
at each time step during text generation signifi-
cantly increases computational overhead, result-
ing in nearly double the generation time. This
makes our method less suitable for real-time ap-
plications where efficiency is critical. Second, the
experimental results in this paper show that there
is a trade-off between PPL and semantic similar-
ity in certain situations, highlighting the need for
future investigations to further explore their inner
relationship. Despite these limitations, we believe
that our work contributes positively to the devel-
opment of high-quality watermarking technology
since merely improving watermark detectability is
insufficient to address the multifaceted demands of
practical applications.

Ethics Statement

Watermarking methods are designed to mitigate the
abuse of large language models. However, if the
specific watermarking mechanism is leaked, mali-
cious users may use it to escape detection. There-
fore, we recommend that all users avoid disclosing
specific details to others when using the watermark-
ing method, such as the hash key used in many
methods.

References

Mikhail J Atallah, Victor Raskin, Michael Crogan,
Christian Hempelmann, Florian Kerschbaum, Dina
Mohamed, and Sanket Naik. 2001. Natural lan-
guage watermarking: Design, analysis, and a proof-
of-concept implementation. In Information Hiding:
4th International Workshop, IH 2001 Pittsburgh, PA,
USA, April 25-27, 2001 Proceedings 4, pages 185—
200. Springer.

Isabelle Augenstein, Timothy Baldwin, Meeyoung Cha,
Tanmoy Chakraborty, Giovanni Luca Ciampaglia,
David Corney, Renee DiResta, Emilio Ferrara, Scott
Hale, Alon Halevy, et al. 2024. Factuality challenges
in the era of large language models and opportuni-
ties for fact-checking. Nature Machine Intelligence,
6(8):852-863.

Tom Brown, Benjamin Mann, Nick Ryder, Melanie
Subbiah, Jared D Kaplan, Prafulla Dhariwal, Arvind
Neelakantan, Pranav Shyam, Girish Sastry, Amanda
Askell, et al. 2020. Language models are few-shot
learners. Advances in neural information processing
systems, 33:1877-1901.

Souradip Chakraborty, Amrit Singh Bedi, Sicheng Zhu,
Bang An, Dinesh Manocha, and Furong Huang. 2023.
On the possibilities of ai-generated text detection.
arXiv preprint arXiv:2304.04736.

Zhiwei He, Binglin Zhou, Hongkun Hao, Aiwei Liu,
Xing Wang, Zhaopeng Tu, Zhuosheng Zhang, and
Rui Wang. 2024. Can watermarks survive transla-
tion? on the cross-lingual consistency of text wa-
termark for large language models. arXiv preprint
arXiv:2402.14007.

Zhengmian Hu, Lichang Chen, Xidong Wu, Yihan Wu,
Hongyang Zhang, and Heng Huang. 2024. Unbiased
watermark for large language models. In The Twelfth
International Conference on Learning Representa-
tions.

John Kirchenbauer, Jonas Geiping, Yuxin Wen,
Jonathan Katz, Ian Miers, and Tom Goldstein. 2023.
A watermark for large language models. In Infer-
national Conference on Machine Learning, pages
17061-17084. PMLR.

Kalpesh Krishna, Yixiao Song, Marzena Karpinska,
John Wieting, and Mohit Iyyer. 2023. Paraphras-
ing evades detectors of ai-generated text, but re-
trieval is an effective defense. arXiv preprint
arXiv:2303.13408.

Taehyun Lee, Seokhee Hong, Jaewoo Ahn, Ilgee Hong,
Hwaran Lee, Sangdoo Yun, Jamin Shin, and Gunhee
Kim. 2023. Who wrote this code? watermarking for
code generation. arXiv preprint arXiv:2305.15060.

Aiwei Liu, Leyi Pan, Xuming Hu, Shiao Meng, and
Lijie Wen. 2024a. A semantic invariant robust water-
mark for large language models.

Aiwei Liu, Leyi Pan, Yijian Lu, Jingjing Li, Xuming
Hu, Xi Zhang, Lijie Wen, Irwin King, Hui Xiong,
and Philip Yu. 2024b. A survey of text watermarking
in the era of large language models. ACM Computing
Surveys, 57(2):1-36.

Yepeng Liu and Yuheng Bu. 2024. Adaptive text wa-
termark for large language models. arXiv preprint
arXiv:2401.13927.

Hasan Mesut Meral, Biilent Sankur, A Sumru Ozsoy,
Tunga Giing6r, and Emre Seving. 2009. Natural lan-
guage watermarking via morphosyntactic alterations.
Computer Speech & Language, 23(1):107-125.

Eric Mitchell, Yoonho Lee, Alexander Khazatsky,
Christopher D Manning, and Chelsea Finn. 2023. De-
tectgpt: Zero-shot machine-generated text detection
using probability curvature. In International Con-
ference on Machine Learning, pages 24950-24962.
PMLR.

OpenAl. 2023a.
abs/2303.08774.

Gpt-4 technical report. ArXiv,

OpenAl. 2023b. New ai classifier for indicating ai-
written text. OpenAl blog.


https://openreview.net/forum?id=uWVC5FVidc
https://openreview.net/forum?id=uWVC5FVidc
https://openreview.net/forum?id=uWVC5FVidc
http://arxiv.org/abs/2310.06356
http://arxiv.org/abs/2310.06356
http://arxiv.org/abs/2310.06356
https://openai.com/blog/new-ai-classifier-for-indicating-ai-written-text
https://openai.com/blog/new-ai-classifier-for-indicating-ai-written-text
https://openai.com/blog/new-ai-classifier-for-indicating-ai-written-text

Long Ouyang, Jeff Wu, Xu Jiang, Diogo Almeida,
Carroll L. Wainwright, Pamela Mishkin, Chong
Zhang, Sandhini Agarwal, Katarina Slama, Alex
Ray, John Schulman, Jacob Hilton, Fraser Kelton,
Luke E. Miller, Maddie Simens, Amanda Askell, Pe-
ter Welinder, Paul Francis Christiano, Jan Leike, and
Ryan J. Lowe. 2022. Training language models to
follow instructions with human feedback. ArXiv,
abs/2203.02155.

Alec Radford, Jeffrey Wu, Rewon Child, David Luan,
Dario Amodei, Ilya Sutskever, et al. 2019. Language
models are unsupervised multitask learners. OpenAl
blog, 1(8):9.

Colin Raffel, Noam Shazeer, Adam Roberts, Katherine
Lee, Sharan Narang, Michael Matena, Yanqi Zhou,
Wei Li, and Peter J. Liu. 2020. Exploring the limits
of transfer learning with a unified text-to-text trans-
former. J. Mach. Learn. Res., 21(1).

Jie Ren, Han Xu, Yiding Liu, Yingqgian Cui, Shuaigiang
Wang, Dawei Yin, and Jiliang Tang. 2023. A
robust semantics-based watermark for large lan-
guage model against paraphrasing. arXiv preprint
arXiv:2311.08721.

Vinu Sankar Sadasivan, Aounon Kumar, Sriram Bala-
subramanian, Wenxiao Wang, and Soheil Feizi. 2023.
Can ai-generated text be reliably detected? arXiv
preprint arXiv:2303.11156.

Christoph  Schuhmann. 2023. essays-with-
instructions. https://huggingface.
co/datasets/ChristophSchuhmann/
essays-with-instructions.

Claude Elwood Shannon. 1948. A mathematical theory

of communication. The Bell system technical journal,
27(3):379-423.

Chris Stokel-Walker. 2022. Ai bot chatgpt writes smart
essays - should professors worry? Nature.

Mercan Topkara, Cuneyt M Taskiran, and Edward J
Delp III. 2005. Natural language watermarking. In
Security, Steganography, and Watermarking of Mul-
timedia Contents VII, volume 5681, pages 441-452.
SPIE.

Hugo Touvron, Louis Martin, Kevin Stone, Peter Al-
bert, Amjad Almahairi, Yasmine Babaei, Nikolay
Bashlykov, Soumya Batra, Prajjwal Bhargava, Shruti
Bhosale, Dan Bikel, Lukas Blecher, Cristian Canton
Ferrer, Moya Chen, Guillem Cucurull, David Esiobu,
Jude Fernandes, Jeremy Fu, Wenyin Fu, Brian Fuller,
Cynthia Gao, Vedanuj Goswami, Naman Goyal, An-
thony Hartshorn, Saghar Hosseini, Rui Hou, Hakan
Inan, Marcin Kardas, Viktor Kerkez, Madian Khabsa,
Isabel Kloumann, Artem Korenev, Punit Singh Koura,
Marie-Anne Lachaux, Thibaut Lavril, Jenya Lee, Di-
ana Liskovich, Yinghai Lu, Yuning Mao, Xavier Mar-
tinet, Todor Mihaylov, Pushkar Mishra, Igor Moly-
bog, Yixin Nie, Andrew Poulton, Jeremy Reizen-
stein, Rashi Rungta, Kalyan Saladi, Alan Schelten,

10

Ruan Silva, Eric Michael Smith, Ranjan Subrama-
nian, Xiaoqing Ellen Tan, Binh Tang, Ross Tay-
lor, Adina Williams, Jian Xiang Kuan, Puxin Xu,
Zheng Yan, Iliyan Zarov, Yuchen Zhang, Angela Fan,
Melanie Kambadur, Sharan Narang, Aurelien Ro-
driguez, Robert Stojnic, Sergey Edunov, and Thomas
Scialom. 2023a. Llama 2: Open foundation and
fine-tuned chat models, 2023. URL https://arxiv.
org/abs/2307.09288.

Hugo Touvron, Louis Martin, Kevin Stone, Peter Al-
bert, Amjad Almahairi, Yasmine Babaei, Nikolay
Bashlykov, Soumya Batra, Prajjwal Bhargava, Shruti
Bhosale, et al. 2023b. Llama 2: Open founda-
tion and fine-tuned chat models. arXiv preprint
arXiv:2307.09288.

Ben Wang and Aran Komatsuzaki. 2021. GPT-J-
6B: A 6 Billion Parameter Autoregressive Lan-
guage Model. https://github.com/kingoflolz/
mesh-transformer-jax.

Yihan Wu, Zhengmian Hu, Junfeng Guo, Hongyang
Zhang, and Heng Huang. 2024. A resilient and ac-
cessible distribution-preserving watermark for large
language models. In Forty-first International Confer-
ence on Machine Learning.

Susan Zhang, Stephen Roller, Naman Goyal, Mikel
Artetxe, Moya Chen, Shuohui Chen, Christopher De-
wan, Mona Diab, Xian Li, Xi Victoria Lin, et al. 2022.
Opt: Open pre-trained transformer language models.
arXiv preprint arXiv:2205.01068.

Xuandong Zhao, Prabhanjan Ananth, Lei Li, and
Yu-Xiang Wang. 2023. Provable robust water-
marking for ai-generated text. arXiv preprint
arXiv:2306.17439.


https://huggingface.co/datasets/ChristophSchuhmann/essays-with-instructions
https://huggingface.co/datasets/ChristophSchuhmann/essays-with-instructions
https://huggingface.co/datasets/ChristophSchuhmann/essays-with-instructions
https://huggingface.co/datasets/ChristophSchuhmann/essays-with-instructions
https://huggingface.co/datasets/ChristophSchuhmann/essays-with-instructions
https://github.com/kingoflolz/mesh-transformer-jax
https://github.com/kingoflolz/mesh-transformer-jax
https://github.com/kingoflolz/mesh-transformer-jax

