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ABSTRACT

LLMs demonstrate performance comparable to human abilities in complex tasks
such as mathematical reasoning, but their robustness in mathematical reason-
ing under minor input perturbations still lacks systematic investigation. Existing
methods generally suffer from limited scalability, weak semantic preservation,
and high costs. Therefore, we propose MSCR, an automated adversarial attack
method based on multi-source candidate replacement. By combining three infor-
mation sources including cosine similarity in the embedding space of LLMs, the
WordNet dictionary, and contextual predictions from a masked language model,
we generate for each word in the input question a set of semantically similar can-
didates, which are then filtered and substituted one by one to carry out the attack.
We conduct large-scale experiments on LLMs using the GSM8K and MATH500
benchmarks. The results show that even a slight perturbation involving only a sin-
gle word can significantly reduce the accuracy of all models, with the maximum
drop reaching 49.89% on GSM8K and 35.40% on MATH500, while preserving
the high semantic consistency of the perturbed questions. Further analysis re-
veals that perturbations not only lead to incorrect outputs but also substantially
increase the average response length, which results in more redundant reasoning
paths and higher computational resource consumption. These findings highlight
the robustness deficiencies and efficiency bottlenecks of current LLMs in mathe-
matical reasoning tasks.

1 INTRODUCTION

Large language models (LLMs) have achieved breakthrough progress in natural language process-
ing, with the continuous expansion of model parameter sizes and the widespread use of high-quality
training data. Furthermore, by relying on the deep integration of technologies like Chain-of-Thought
(CoT) (Wei et al., 2022; Zhou et al., 2022) and reinforcement learning (Schulman et al., 2017; Shao
et al., 2024; Yu et al., 2025; Zheng et al., 2025), LLMs have demonstrated capabilities close to
human-level performance in complex tasks such as code generation, especially mathematical rea-
soning and calculation (Yang et al., 2025; Guo et al., 2025; OpenAI, 2025; Comanici et al., 2025).
This development has attracted widespread attention across society.

∗This work was completed during the internship at SGIT AI Lab, State Grid Corporation of China.
†Corresponding author.
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Original question: Josh decides to try flipping a house.  He buys a house for $80,000 and then puts in $50,000 in repairs.  This increased the value of the 
house by 150%.  How much profit did he make?

Here's how to break down the problem step-by-step:
1. Josh spent $80,000 (purchase price) + $50,000 (repairs) = $130,000;
​​2. The value increased by 150% of the initial cost, so the increase is $80,000 * 1.50 = $120,000;
​​3. The new value is the initial cost plus the increase, which is $80,000 + $120,000 = $200,000;
​​​​4.​​ Profit is the new value minus the total cost: 200,000−130,000 = $70,000;
So, the profit is \boxed{70000}.

Perturbation question: he decides to try flipping a house. He buys a house for $80,000 and then puts in $50,000 in repairs. This increased the value of the 
house by 150%. How much profit did he make?

Here's how to break down the problem step-by-step:
1. The initial cost of the house is $80,000;
2. He puts in $50,000 in repairs, so the total cost is $80,000 + $50,000 = $130,000;
3. The repairs increased the value of the house by 150%. This means the new value of the house is 150% of the original value, which is $80,000;
4. To find the new value, multiply the original value by 150% : $80,000 * 1.5 = $120,000;
5. However, this is not the final value of the house. The repairs added value to the house, so the new value is the original value plus the added value: 
$120,000 + $50,000 = $170,000;
6. The profit is the difference between the selling price and the total cost: $170,000 - $130,000 = $40,000;
So, the profit is \boxed{40,000}.

Figure 1: Examples of adversarial samples generated by the MSCR algorithm on the GSM8K bench-
mark, answered using Meta-Llama-3-70B-Instruct. More examples are presented in Appendix H.

However, while LLMs have demonstrated remarkable capabilities in various complex tasks and
achieved nearly perfect performance on multiple mathematical benchmarks, such as GSM8K (Cobbe
et al., 2021) and MATH (Hendrycks et al., 2021), the vulnerability of their mathematical reasoning
capabilities still lack systematic and in-depth research. Existing text adversarial attack methods for
exploring language model vulnerability, such as TextFooler (Jin et al., 2020) and BERT-ATTACK
(Li et al., 2020), primarily focus on classification models and are difficult to directly transfer to
currently mainstream generative LLMs. Consequently, these methods suffer from significant limi-
tations in practicality and scalability. Therefore, researches have gradually shifted to methods such
as jailbreak attack (Yong et al., 2023; Wei et al., 2023) to reveal their vulnerability. Most existing
work focuses on general tasks, with little systematic exploration of the critical capability of math-
ematical reasoning. Furthermore, these attack methods often rely on manual design and repeated
debugging of prompts, which have significant cost challenges. Meanwhile, some studies have per-
turbed or reconstructed existing datasets to generate new evaluation datasets to test mathematical
reasoning capabilities of LLMs (Mirzadeh et al., 2024; Huang et al., 2025). These methods often
require manual construction of perturbation rules and lack automated and scalable attack processes.

To address the issues of the previous methods and systematically evaluate the vulnerability of LLMs
in mathematical reasoning tasks, we propose MSCR, an automated adversarial attack method based
on multi-source candidate replacement. The core idea of this method is: for each word in the input
question, we first generate a set of semantically similar and grammatically reasonable candidate
replacement words using three complementary information sources: the model’s own knowledge,
the WordNet dictionary, and knowledge from an external masked language model (MLM) . These
candidates are then filtered to ensure their quality. These candidates are sequentially substituted into
the original question and solved using the target model. A successful attack is considered when the
modified question causes the target model to produce an incorrect answer. If the candidate words for
the current word are exhausted and still unsuccessful, the attack continues with the next word until
the attack succeeds or all words fail to trigger a model error. Our method not only automatically
generates high-quality replacement candidates but can also effectively attack LLMs by modifying
just a single word without any human intervention (As shown in Figure 1, simply changing “Josh”
to “he” in the question causes LLMs to produce an incorrect answer due to an error in its reasoning
process), thereby revealing their potential vulnerabilities in mathematical reasoning tasks.

We successfully apply our algorithmic framework to two mathematical task benchmarks of vary-
ing difficulty, and conduct systematic attack experiments on twelve open-source LLMs, while also
applying the generated adversarial examples to two commercial LLMs. The experimental results
show that this framework can significantly reduce the accuracy of almost all large language models
on different benchmark tasks with only a slight perturbation of a single word. As shown in Fig-
ure 2, on GSM8K, the accuracy of nearly all open-source models drops by more than 20%, with
Qwen2.5-Math-1.5B-Instruct experiencing the largest decrease of 49.89%. On MATH500, the ac-
curacy of all open-source models decreases by over 10%, with gemma-2-9b-it showing the largest
drop of 35.40%. Furthermore, when the generated adversarial examples are transferred to the com-
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mercial LLMs OpenAI-o3 and GPT-4o, both models also exhibit significant accuracy reductions:
on GSM8K, their accuracy drops by 15.88% and 17.21%, and on MATH500, the drops are 6.80%
and 7.80%. This phenomenon indicates that LLMs are highly sensitive to slight changes in the input
text in mathematical reasoning tasks, highlighting their vulnerability and lack of robustness in math-
ematical reasoning. Further analysis also find that after being attacked, the length of the answers
generated by the model increasing significantly compare to when it is not attacked. This not only
makes its reasoning process more lengthy and complex, but also increases the consumption of com-
puting resources to a certain extent, causing a significant increase in reasoning cost and reducing
overall reasoning efficiency. Our contributions can be summarized as follows:
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Figure 2: Performance changes of various LLMs under attacks by the MSCR algorithm.

• We propose MSCR, an automated adversarial attack method based on multi-source candi-
date replacement. This method can generate adversarial samples by perturbing one word,
thereby systematically revealing the vulnerability of LLMs in mathematical task.

• We conduct extensive attack experiments on twelve LLMs across two different math bench-
marks to comprehensively evaluate the effectiveness of our proposed method, and we apply
the generated adversarial samples to two commercial LLMs. The results show that even a
slight perturbation of a single word in the question text can significantly reduce the reason-
ing accuracy of nearly all models across various math benchmarks.

• We further analyze the experimental results and the responses generated by LLMs, find-
ing that LLMs not only exhibit significant robustness issues when facing minor input per-
turbations, but also show a significant increase in the length of the generated responses.
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This phenomenon indicates that when LLMs are under attack, their reasoning path tend
to be lengthy and complex, resulting in additional consumption of computing resources,
increased reasoning costs, and ultimately reduce overall reasoning efficiency.

2 RELATED WORK

Text adversarial attacks have recently garnered widespread attention as a key method for evaluat-
ing the robustness of natural language processing models. Ebrahimi et al. (2017) achieves mis-
classification through gradient-guided character replacement. Jin et al. (2020) generates candidate
replacement words based on word embeddings and greedy search, significantly improving readabil-
ity. With the rise of pre-trained models, Li et al. (2020) significantly improves attack efficiency by
leveraging MLMs and word importance ranking, but its effectiveness in context-dependent tasks is
limited. Garg & Ramakrishnan (2020) makes some improvements in semantic preservation but still
faces the challenge of a large search space. To further overcome the contradiction between discrete
optimization and semantic constraints, Guo et al. (2021) introduces Gumbel-softmax for continuous
optimization and combines model perplexity and BERTScore as differentiable constraints, achieving
stronger cross-model transfer while maintaining semantic similarity. Wang et al. (2023) introduces
gradient optimization to directly search the entire vocabulary space, significantly improving attack
success rate and demonstrating the cross-model transferability of adversarial examples. Zhao et al.
(2022) adopts a two-stage optimization method of greedy keyword screening and genetic algorithm
refinement to achieve extremely low perturbation rate in long text tasks.

In recent years, with the widespread adoption of LLMs, researchers have proposed jailbreak attacks,
which use adversarial prompts to bypass security alignment restrictions and generate violating con-
tent. Yong et al. (2023) relied on manually constructed semantically coherent templates. While the
approach offer some stealth, it suffer from limited generalization and are easily offset by iterative
model updates. To improve automation, Zou et al. (2023) first formalized the jailbreak problem as a
discrete optimization task, achieved impressive success rates. However, the generated garbled suf-
fixes are easily intercepted by perplexity checks, resulting in insufficient robustness. Subsequently,
Liu et al. (2023) utilizes a hierarchical genetic algorithm to generate semantically coherent adver-
sarial prompts, effectively circumventing perplexity checks and significantly improving the attack
success rate of aligned models. Yao et al. (2024) achieves cross-model vulnerability detection by
constructing constraint templates and problem sets. Jia et al. (2024) integrates multi-coordinate up-
dates with harmful target templates, achieving a significant attack success rate. Meanwhile, Chao
et al. (2025) automated jailbreak attacks using a dual-model adversarial framework, efficiently jail-
break models like GPT-4 and Gemini-Pro within 20 queries. This method leverages black-box in-
teraction to generate semantic jailbreak prompts, significantly reducing labor costs, but the prompt
diversity is limited by predefined strategies.

The performance of LLMs in mathematical reasoning tasks has attracted widespread attention, but
doubts about their essential capabilities have gradually emerged. Shi et al. (2023) perturbs the
GSM8K benchmark by adding redundant information that is semantically related to the original
problem but does not affect the solution, indicating that LLMs are easily disturbed by irrelevant
context in arithmetic reasoning. Even with the CoT, self-consistent decoding or prompt enhance-
ment, it is still difficult to cure logical confusion; Li et al. (2024) generates eight types of variants
from five dimensions, including numerical modification and deletion, sentence insertion, and prob-
lem reconstruction, revealing the shortcomings of LLMs in critical thinking and operational gen-
eralization; Mirzadeh et al. (2024) uses parsable symbolic templates to modify numerical values
and proper nouns, generates large-scale samples, and evaluates model performance through accu-
racy distribution, further revealing the nature of LLMs that is highly dependent on surface pattern
matching. Its performance fluctuates greatly under numerical changes or redundant sentence inter-
ference; Shrestha et al. (2025) constructed a new benchmark using six different levels of numerical
perturbations, verifying that LLMs have a numerical generalization bottleneck; Huang et al. (2025)
systematically revealed, by constructing MATH-P-Simple and MATH-P-Hard, that LLMs’ accuracy
dropped significantly when faced with problems with similar semantics but fundamentally different
logical structures, suggesting that they rely on pattern memory rather than deep reasoning.
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3 METHOD

MSCR is an automated adversarial attack method for multi-source candidate replacements. This
method uses three sources of information: the cosine similarity of word vectors in the model em-
bedding space, the WordNet dictionary, and a MLM. This method provides synonyms or antonyms
as the initial set of candidate replacement words and then filters to form the final set of candidate
replacement words. The method also supports replacement operations, replacing the original word
with a candidate word of similar meaning, to achieve the desired perturbation effect.

Next, we will discuss the three sources of information for providing candidate replacement words
and the specific algorithmic framework.

3.1 PERTURBATION WORD INFORMATION SOURCES

Cosine similarity of word vectors. Because text data is essentially a discrete sequence of symbols,
it’s difficult to directly apply continuous, subtle perturbations to the input space. Furthermore, since
word vector embedding can capture more nuanced semantic and grammatical features in a high-
dimensional continuous space. Therefore, one of the information sources for our set of candidate
replacement words is the cosine similarity of word vectors in the embedding space. Specifically,
we first use the embedding matrix of the model, which maps each word in the vocabulary to a
dense vector representation. To avoid bias caused by differences in word vector modulus length, we
normalize all word vectors before calculation, ensuring that they lie on the unit hypersphere. Next,
for the target word w in the input math problem, the algorithm obtains its corresponding normalized
vector vw and sequentially calculates the cosine similarity with the other candidate vectors vi in
the embedding space: sim(vw, vi) = vw·vi

∥vw∥∥vi∥ . This metric effectively measures the directional
proximity of words in the semantic space. In this way, we obtain a preliminary set of candidate
replacement words.

Building on this foundation, we add a sophisticated filtering mechanism to further screen candidates
with high similarity rankings. Specifically, we first retrieved the top 10 semantically closest candi-
dates from the aforementioned candidate words based on cosine similarity. These candidates then
underwent multi-layered filtering: First, we implemented character-level filtering to remove control
characters, non-Latin characters, and pure punctuation to ensure text structural integrity and read-
ability. Second, we introduced substring matching and morphological constraints. For candidates
that were perturbed solely on the original word, we retained words containing the original word
stem or minor orthographic changes, thereby maintaining semantic consistency within local phrases
or specialized terminology.

The WordNet dictionary. In order to make up for the lack of semantic generalization of the cosine
similarity perturbation method based on word vectors, while taking into account the limitations of
the model’s own knowledge, the WordNet dictionary is introduced as a second source of candidate
replacement words. This provides high-quality synonym candidates based on a semantic network
constructed by human experts. For the target word w, the algorithm first queries all its synonym
sets in WordNet and traverses all word units under each synonym set to extract words that are
clearly defined as having a synonym relationship with w at the lexicographic level. After obtaining
a preliminary set of candidate replacement words from WordNet, we calculated the cosine similarity
between the candidate words and the original word, sorted the candidate set in descending order by
similarity, and retained the top five most relevant candidates.

Masked language model. Given the outstanding performance of MLMs in natural language pro-
cessing tasks, especially their powerful capabilities in various downstream tasks as well as their
small parameter size and storage occupancy, this algorithm introduces MLMs prediction as the third
source of information to generate replacement vocabulary that is highly compatible with the specific
context. Specifically, the algorithm first replaces the target word w with a special mask token to
form a structured input sequence, and then inputs it into a MLM. The model then computes the con-
ditional probability distribution for each word in the vocabulary at that mask position. Based on this
probability distribution, the algorithm adopts a probability-based filtering mechanism: only high-
confidence candidates with a predicted probability greater than 0.1 are retained, and low-probability
noise candidates that are grammatically correct but semantically weak or illogical are significantly
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Josh decides to try flipping a house. He 
buys a house for $80,000 and then puts 
in $50,000 in repairs. This increased the 
value of the house by 150%. How much 
profit did he make? Please reason step 
by step, and put your final answer 
within \\boxed{}.
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Josh decides to try flipping a house. He 
buys a house for $80,000 and then puts 
in $50,000 in repairs. This increased the 
value of the house BY 150%. How much 
profit did he make? Please reason step 
by step, and put your final answer 
within \\boxed{}.
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Figure 3: Overview of the MSCR attack flow.

eliminated, ensuring that the candidate set contains the semantically adapted items with the highest
model confidence, thereby improving the quality of the candidate set.

The final candidate replacement word set consists of the union of the three aforementioned sub-
candidate sets. Through this multi-source candidate word integration strategy, the algorithm ef-
fectively combines the model’s internal distributed knowledge with external structured knowledge,
covering diverse domains and semantic scenarios. This generates a more natural, semantically sim-
ilar, and high-quality candidate replacement word set for adversarial attacks.

3.2 ATTACK ALGORITHM PROCESS

By summarizing the research of (Shi et al., 2023; Li et al., 2024; Mirzadeh et al., 2024; Shrestha
et al., 2025) , and others, we find that when current LLMs face mathematical reasoning tasks, any
slight perturbation may cause the LLMs to produce incorrect results. To better explore the vulnera-
bilities of LLMs in mathematical reasoning tasks, for each target word in the original input sentence,
we first generate a corresponding set of candidate replacement words using the three aforementioned
information sources, then perturb the original problem. When replacing perturbed words, the cosine
similarity candidate words of the word vectors are primarily used for local replacement of the current
word, WordNet and MLM candidate words use a global replacement strategy, replacing all words in
the sentence that match the original word, ensuring the readability and grammatical integrity of the
generated text. After each candidate word replacement, the algorithm constructs a new adversarial
input and calls the target model for reasoning and solving. Finally, when determining whether the
attack is successful, the algorithm employs a two step evaluation mechanism. First, the output of
the target model is compared to the original answer to check whether the replacement has success-
fully altered the model’s prediction. If the current candidate word replacement causes the model’s
output to differ from the original answer, it is considered a preliminary attack success, and the al-
gorithm immediately returns the generated adversarial example along with the corresponding model
response. If the output is consistent, it is considered an attack failure, and the algorithm proceeds to
try the next candidate word in priority order, continuing until all candidates are exhausted or a model
error is triggered. Next, for the questions and answers judged as preliminary attack successes, the
algorithm further invokes an advanced commercial LLM for secondary evaluation to enhance the
robustness of the assessment. If this commercial model confirms that the target model has indeed
produced an incorrect answer for the perturbed question, it is regarded as a final attack success. The
detailed algorithm flow is shown in Figure 3.

4 EXPERIMENT

In this section, we introduce our experimental setup (Sec. 4.1) and detailed experimental results of
our algorithm (Sec. 4.2).
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Table 1: The performance of various LLMs under the MSCR algorithm attack (accuracy, %).

Model GSM8K MATH500

Original Attack Decrease Original Attack Decrease

DeepSeek-R1-Distill-Qwen-32B 94.39 75.59 18.80↓ 93.00 79.20 13.80↓

DeepSeek-R1-Distill-Qwen-7B 93.71 68.16 25.55↓ 92.80 78.60 14.20↓

DeepSeek-R1-Distill-Qwen-1.5B 83.09 57.54 25.55↓ 81.20 63.20 18.00↓

Qwen2.5-Math-7B-Instruct 94.09 54.81 39.28↓ 83.20 61.60 21.60↓

Qwen2.5-Math-1.5B-Instruct 85.90 36.01 49.89↓ 76.20 49.80 26.40↓

Meta-Llama-3-70B-Instruct 93.86 65.43 28.43↓ 57.60 45.00 12.60↓

Meta-Llama-3-8B-Instruct 83.02 47.69 35.33↓ 30.60 6.60 24.00↓

gemma-3-27b-it 98.10 77.79 20.31↓ 92.00 75.00 17.00↓

gemma-3-12b-it 97.73 75.51 22.22↓ 89.80 70.40 19.40↓

gemma-3-4b-it 94.54 63.84 30.70↓ 81.40 56.20 25.20↓

gemma-2-27b-it 92.65 59.74 32.91↓ 68.30 39.00 29.30↓

gemma-2-9b-it 90.75 53.07 37.68↓ 47.00 11.60 35.40↓

4.1 EXPERIMENTAL SETUP

Models: In our experiments, we evaluate a wide variety of LLMs, including reasoning models,
math-specific models, and general-purpose models:

• Qwen: Qwen2.5-Math-1.5B-Instruct, Qwen2.5-Math-7B-Instruct (Yang et al., 2024);

• DeepSeek: DeepSeek-R1-Distill-Qwen-1.5B, DeepSeek-R1-Distill-Qwen-7B, DeepSeek-
R1-Distill-Qwen-32B (Guo et al., 2025);

• Meta Llama: Meta-Llama-3-8B-Instruct, Meta-Llama-3-70B-Instruct (AI@Meta, 2024);

• Gemma: gemma-2-9b-it, gemma-2-27b-it (Team, 2024), gemma-3-4b-it, gemma-3-12b-it,
gemma-3-27b-it (Team, 2025).

Additionally, we run transferability experiments of the adversarial samples on OpenAI-o3(OpenAI,
2025) and GPT-4o (Hurst et al., 2024) to further evaluate the attack effectiveness of MSCR. The
MLM used is bert-large-uncased (Devlin et al., 2018). For secondary evaluation, the commercial
LLM used is qwen3-max-preview.

Dataset: To evaluate the performance of MSCR, our experiments use the GSM8K and MATH500
datasets. The GSM8K dataset assesses basic mathematical reasoning, and the MATH500 dataset
evaluates more advanced reasoning capabilities.

Parameter Settings: All LLMs set the temperature parameter to 0.6 to balance exploration and
exploitation during generation. For each model and each dataset, we run the experiment three times
independently and average the results to ensure the credibility of the experimental results.

4.2 EXPERIMENTAL RESULTS

In Sec. 4.2.1, we present the main performance of our algorithm, revealing the vulnerability of
LLMs’ mathematical reasoning capabilities when facing minor perturbations. In Sec. 4.2.2, we
demonstrate the changes in the length of responses of LLMs when facing minor perturbations under
our attack framework, revealing that minor perturbations increase the inference cost of LLMs. The
full results with standard deviations are presented in Appendix B.

4.2.1 MAIN PERFORMANCE

We conduct large-scale adversarial attack experiments using twelve LLMs on two mathematical rea-
soning benchmarks of different difficulty levels, GSM8K and MATH500, with results summarized
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Table 2: Performance of commercial LLMs under other adversarial samples (accuracy, %).

Model GSM8K MATH500

Original Attack Decrease Original Attack Decrease

OpenAI-o3 97.41 81.53 15.88↓ 98.20 91.40 6.80↓

GPT-4o 96.28 79.07 17.21↓ 76.00 68.20 7.80↓

Table 3: The response length of various LLMs under the MSCR algorithm attack. Response length
is measured by token count. In DeepSeek models, this count includes the chain-of-thought process.

Model GSM8K MATH500

Original Attack Ratio Original Attack Ratio

DeepSeek-R1-Distill-Qwen-32B 727.0 1294.3 1.78 × 1668.9 1931.3 1.16 ×
DeepSeek-R1-Distill-Qwen-7B 1204.5 2190.2 1.82 × 2204.7 3081.9 1.40 ×

DeepSeek-R1-Distill-Qwen-1.5B 1754.3 2698.0 1.54 × 2521.6 3303.8 1.31 ×
Qwen2.5-Math-7B-Instruct 305.4 536.2 1.76 × 692.5 995.1 1.44 ×

Qwen2.5-Math-1.5B-Instruct 306.8 555.9 1.81 × 579.0 745.9 1.29 ×
Meta-Llama-3-70B-Instruct 170.4 207.2 1.22 × 283.5 304.9 1.08 ×
Meta-Llama-3-8B-Instruct 174.3 203.1 1.17 × 426.1 515.3 1.21 ×

gemma-3-27b-it 273.9 523.8 1.91 × 698.3 1033.8 1.48 ×
gemma-3-12b-it 310.8 608.8 1.96 × 755.4 1165.2 1.54 ×
gemma-3-4b-it 411.8 881.7 2.14 × 926.3 1308.3 1.41 ×

gemma-2-27b-it 173.7 188.0 1.08 × 359.1 378.2 1.05 ×
gemma-2-9b-it 174.6 190.0 1.09 × 396.8 413.8 1.04 ×

in Table 1. Our findings show that even when applying only a single-word perturbation to the in-
put question, the attack framework can significantly weaken the problem-solving ability of LLMs,
leading to substantial increases in error rates. On the perturbed GSM8K benchmark, all models
except DeepSeek-R1-Distill-Qwen-32B experience an accuracy drop of more than 20%, with half
of them dropping by over 30%. Qwen2.5-Math-1.5B-Instruct suffers the most severe degradation,
with accuracy falling by 49.89%. On the more challenging MATH500 benchmark, all models show
an accuracy drop of over 10% after perturbation, and half of them decline by more than 20%. For
example, gemma-2-9b-it’s accuracy decreases by 35.40%, corresponding to a 75.32% relative re-
duction, while Meta-Llama-3-8B-Instruct drops from 30.60% to only 6.60%, corresponding to a
78.43% relative reduction. Moreover, as shown in Table 1, within the same model family, models
with larger parameter sizes and better baseline performance generally suffer smaller accuracy drops,
demonstrating relatively higher robustness. However, even these stronger models still experience
reductions of over 20% on GSM8K and over 10% on MATH500. These results collectively reveal
the significant vulnerability of current LLMs in mathematical reasoning tasks, indicating that even
larger and stronger models are highly susceptible to being misled by low-cost input perturbations,
which ultimately leads to incorrect answers.

To further evaluate the attack effectiveness of MSCR, we examine the transferability of its gener-
ated adversarial samples across different models. Specifically, we transfer the perturbed questions
generated by MSCR targeting gemma-3-27b-it to OpenAI-o3 and GPT-4o for testing. As shown
in Table 2, both models exhibit significant performance degradation on the perturbed GSM8K and
MATH500 benchmarks. On GSM8K, the accuracy of OpenAI-o3 and GPT-4o drops by 15.88% and
17.21%, respectively, while on MATH500 the drops are 6.80% and 7.80%, respectively, with error
rates of model-generated answers increasing sharply. These results provide strong evidence that
MSCR achieves effective attacks, not only significantly reducing model accuracy but also demon-
strating strong cross-model transferability.
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4.2.2 RESPONSE LENGTH COLLAPSE

Next, we further analyze the changes in response length generated by LLMs when facing perturbed
questions compared to their original responses. As shown in Table 3, under our perturbation frame-
work, models often generate longer responses when handling perturbed questions, and in some
cases, the average response length even approaches or exceeds twice the original average response
length. This phenomenon is more pronounced in more powerful models, but less pronounced in
relatively weaker models. For example, the gemma2 series models exhibit almost no noticeable
change in response length. We speculate that this may be because weaker models do not have true
mathematical reasoning capabilities. Their problem-solving approach is closer to memory-based or
template-based formal solutions, often classifying questions by identifying keywords and directly
applying existing patterns to generate answers. As a result, when facing with perturbed questions,
they do not generate additional reasoning processes, leading to minimal changes in response length.
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Figure 4: The distribution of the ratio between the response length of LLMs for perturbed ques-
tions and the original length. Here, we only present the visualization results for DeepSeek-R1-
Distill-Qwen-32B and gemma-3-27b-it; visualizations for additional models can be found in the
Appendix C.

Furthermore, we visualize and conduct more detailed statistical analyses of the response lengths of
different models when handling various questions. The results are shown in Figure 4. Whether on the
GSM8K or MATH500, models generate responses that are longer than the original response lengths
for most perturbed questions, and in some cases, the response length even reaches 4 to 10 times the
original length. In some reasoning models, the response length even exceeds 10 times the original
length, resulting in a very severe response length collapse. These phenomena indicate that current
LLMs are highly susceptible to minor perturbations, which makes the reasoning process longer and
more complex, further increasing the reasoning cost and computational resource consumption, and
ultimately reducing overall reasoning efficiency.

5 CONCLUSION

This paper proposes MSCR, an automated adversarial attack method based on multi-source candi-
date replacements. By combining cosine similarity in the embedding space of LLMs, the WordNet
dictionary, and contextual predictions from a MLM, it generates high-quality candidate replace-
ments and enables a systematic evaluation of the robustness of LLMs in mathematical reasoning.
Extensive experiments on 12 LLMs using the GSM8K and MATH500 benchmarks show that this
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method, by applying only a slight single-word perturbation to the input question, can significantly
reduce the mathematical reasoning accuracy of nearly all models, with a maximum drop of 49.89%.
Meanwhile, we conduct adversarial sample transferability experiments on OpenAI-o3 and GPT-4o,
and the performance of these two commercial LLMs is also significantly degraded. Notably, the
attack not only exposes the models’ general vulnerability in reasoning but also causes a substantial
decline in efficiency. The average length of the generated responses increases dramatically, reaching
up to 2.14 times the original length, some reasoning models even exhibit a response length collapse
exceeding 10 times the original length, resulting in longer reasoning paths and a sharp rise in compu-
tational resource consumption. These findings strongly reveal the significant robustness challenges
and efficiency bottlenecks faced by current LLMs in mathematical reasoning tasks. The automated
and scalable attack method proposed in this work provides a crucial basis and important direction
for systematically evaluating model vulnerabilities, understanding their reasoning mechanisms, and
designing more robust and efficient defense strategies in the future.
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A USAGE STATEMENT FOR LARGE LANGUAGE MODELS

In this paper, we use LLMs for text polishing. Specifically, for certain paragraph expressions, we use
LLMs to improve the fluency of the text. In addition, we also employ LLMs for literature retrieval,
and some of the references in Sec. 2 are obtained through LLMs assisted search. At the same time,
LLMs are used to help check grammar.

B FULL RESULTS

In Table 4 and Table 5, we present the full experimental results with standard deviations of various
LLMs’performance under perturbations from the MSCR algorithm. “Original” indicates the original
accuracy of LLMs, “Attack” indicates the accuracy of LLMs after being attacked, and “Decrease”
indicates the decrease in the accuracy of LLMs.

Table 4: Full performance of various LLMs on the GSM8K benchmark under the MSCR framework
attack (accuracy, %).

Model Original Attack Decrease

DeepSeek-R1-Distill-Qwen-32B 94.39 (± 0.25) 75.59 (± 0.22) 18.80 (± 0.01)↓
DeepSeek-R1-Distill-Qwen-7B 93.71 (± 0.32) 68.16 (± 0.35) 25.55 (± 0.65)↓

DeepSeek-R1-Distill-Qwen-1.5B 83.09 (± 0.40) 57.54 (± 0.06) 25.55 (± 0.63)↓
Qwen2.5-Math-7B-Instruct 94.09 (± 0.17) 54.81 (± 0.67) 39.28 (± 0.82)↓

Qwen2.5-Math-1.5B-Instruct 85.90 (± 0.25) 36.01 (± 0.62) 49.89 (± 0.59)↓
Meta-Llama-3-70B-Instruct 93.86 (± 0.22) 65.43 (± 0.16) 28.43 (± 0.12)↓
Meta-Llama-3-8B-Instruct 83.02 (± 0.77) 47.69 (± 0.19) 35.33 (± 0.90)↓

gemma-3-27b-it 98.10 (± 0.13) 77.79 (± 0.17) 20.31 (± 0.04)↓
gemma-3-12b-it 97.73 (± 0.32) 75.51 (± 0.25) 22.22 (± 0.11)↓
gemma-3-4b-it 94.54 (± 0.32) 63.84 (± 0.31) 30.70 (± 0.04)↓

gemma-2-27b-it 92.65 (± 0.28) 59.74 (± 0.25) 32.91 (± 0.19)↓
gemma-2-9b-it 90.75 (± 0.10) 53.07 (± 0.35) 37.68 (± 0.42)↓

Table 5: Full performance of various LLMs on the MATH500 benchmark under the MSCR algo-
rithm attack (accuracy, %).

Model Original Attack Decrease

DeepSeek-R1-Distill-Qwen-32B 93.00 (± 0.25) 79.20 (± 0.16) 13.80 (± 0.10)↓
DeepSeek-R1-Distill-Qwen-7B 92.80 (± 0.25) 78.60 (± 0.19) 14.20 (± 0.10)↓

DeepSeek-R1-Distill-Qwen-1.5B 81.20 (± 0.25) 63.20 (± 0.19) 18.00 (± 0.10)↓
Qwen2.5-Math-7B-Instruct 83.20 (± 0.10) 61.60 (± 0.10) 21.60 (± 0.17)↓

Qwen2.5-Math-1.5B-Instruct 76.20 (± 0.25) 49.80 (± 0.25) 26.40 (± 0.25)↓
Meta-Llama-3-70B-Instruct 57.60 (± 0.25) 45.00 (± 0.25) 12.60 (± 0.33)↓
Meta-Llama-3-8B-Instruct 30.60 (± 0.10) 6.60 (± 0.10) 24.00 (± 0.16)↓

gemma-3-27b-it 92.00 (± 0.25) 75.00 (± 0.19) 17.00 (± 0.16)↓
gemma-3-12b-it 89.80 (± 0.25) 70.40 (± 0.10) 19.40 (± 0.16)↓
gemma-3-4b-it 81.40 (± 0.49) 56.20 (± 0.34) 25.20 (± 0.53)↓

gemma-2-27b-it 68.30 (± 0.34) 39.00 (± 0.25) 29.30 (± 0.42)↓
gemma-2-9b-it 47.00 (± 0.38) 11.60 (± 0.18) 35.40 (± 0.20)↓
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In Table 6 and Table 7, we present the full results of response length variation with standard devi-
ations for various LLMs under perturbations from the MSCR algorithm. “Original” indicates the
original response length of LLMs, “Attack” indicates the response length of LLMs after being at-
tacked, and “Ratio” indicates how many times the response length of LLMs after being attacked is
the original response length.

Table 6: Full response length variation of various LLMs on the GSM8K benchmark under the MSCR
algorithm attack.

Model Original Attack Decrease

DeepSeek-R1-Distill-Qwen-32B 727.0 (± 1.8) 1294.3 (± 1.1) 1.78 ×
DeepSeek-R1-Distill-Qwen-7B 1204.5 (± 10.1) 2190.2 (± 8.6) 1.82 ×

DeepSeek-R1-Distill-Qwen-1.5B 1754.3 (± 5.6) 2698.0 (± 52.6) 1.54 ×
Qwen2.5-Math-7B-Instruct 305.4 (± 3.5) 331.3 (± 15.5) 1.08 ×

Qwen2.5-Math-1.5B-Instruct 306.8 (± 10.0) 330.5 (± 35.1) 1.08 ×
Meta-Llama-3-70B-Instruct 170.4 (± 0.9) 207.2 (± 0.8) 1.22 ×
Meta-Llama-3-8B-Instruct 174.3 (± 0.6) 203.1 (± 3.9) 1.17 ×

gemma-3-27b-it 273.9 (± 2.1) 523.8 (± 3.3) 1.91 ×
gemma-3-12b-it 310.8 (± 8.8) 608.8 (± 9.7) 1.96 ×
gemma-3-4b-it 411.8 (± 0.2) 881.7 (± 3.9) 2.14 ×
gemma-2-27b-it 173.7 (± 0.6) 188.0 (± 1.0) 1.08 ×
gemma-2-9b-it 174.6 (± 1.0) 190.0 (± 0.7) 1.09 ×

Table 7: Full response length variation of various LLMs on the MATH500 benchmark under the
MSCR algorithm attack.

Model Original Attack Decrease

DeepSeek-R1-Distill-Qwen-32B 1668.9 (± 27.8) 1931.3 (± 17.5) 1.16 ×
DeepSeek-R1-Distill-Qwen-7B 2204.7 (± 41.4) 3081.9 (± 16.5) 1.40 ×

DeepSeek-R1-Distill-Qwen-1.5B 2521.6 (± 71.7) 3303.8 (± 118.7) 1.31 ×
Qwen2.5-Math-7B-Instruct 692.5 (± 6.3) 995.1 (± 11.1) 1.44 ×

Qwen2.5-Math-1.5B-Instruct 579.0 (± 4.8) 745.9 (± 7.3) 1.29 ×
Meta-Llama-3-70B-Instruct 283.5 (± 4.7) 304.9 (± 5.6) 1.08 ×
Meta-Llama-3-8B-Instruct 426.1 (± 4.5) 515.3 (± 6.6) 1.21 ×

gemma-3-27b-it 698.3 (± 3.3) 1033.8 (± 1.6) 1.48 ×
gemma-3-12b-it 755.4 (± 5.6) 1165.2 (± 4.9) 1.54 ×
gemma-3-4b-it 926.3 (± 17.0) 1308.3 (± 12.0) 1.41 ×

gemma-2-27b-it 359.1 (± 5.0) 378.2 (± 1.4) 1.05 ×
gemma-2-9b-it 396.8 (± 20.0) 413.8 (± 16.3) 1.04 ×

C MORE RESULTS OF RESPONSE LENGTH RATIO DISTRIBUTION

To better illustrate the phenomenon of response length collapse when LLMs face slight perturba-
tions, we present the visualization results of the response length ratio distribution for other models,
as shown in Figure 5 and Figure 6.
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Figure 5: Other LLMs on the GSM8K benchmark showing the distribution of the ratio between
response length for perturbed questions and the original response length.
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Figure 6: Other LLMs on the MATH500 benchmark showing the distribution of the ratio between
response length for perturbed questions and the original response length.
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D ABLATION EXPERIMENT

Table 8: Accuracy performance of models under perturbation attacks from different information
sources (accuracy, %).

Model Original Attack (All) Attack (Cosine) Attack (WordNet) Attack (MLM)

DeepSeek-R1-1.5B 83.09 57.54 61.79 63.68 61.56
Qwen2.5-Math-1.5B-it 58.90 36.01 51.48 51.40 49.13

Llama-3-8B-it 83.02 47.69 51.93 54.06 53.68
gemma-3-4b-it 94.54 63.84 72.86 66.87 70.43
gemma-2-9b-it 90.75 53.07 65.50 65.88 56.71

Table 9: Performance of response length for models under perturbation attacks from different infor-
mation sources.

Model Original Attack (All) Attack (Cosine) Attack (WordNet) Attack (MLM)

DeepSeek-R1-1.5B 1754.3 2698.0 2715.7 2740.3 2703.5
Qwen2.5-Math-1.5B-it 306.8 555.9 688.9 606.9 431.4
Llama-3-8B-it 174.3 203.1 200.0 207.6 206.8
gemma-3-4b-it 411.8 881.7 833.5 910.3 918.2
gemma-2-9b-it 174.6 190.0 194.5 199.6 185.2

In Table 8, we conduct an ablation study to show the attack performance when using each of the three
information sources individually. Our experimental results show that our attack method significantly
outperforms attacks using only a single information source in terms of model performance degra-
dation. Specifically, on all models, the attack using the combination of three information sources
performs better than using any single source alone. At the same time, the attack performance of
WordNet is often lower than that of Cosine similarity and MLM, but the combination of all three
tends to achieve more impressive results. These results suggest that combining multiple information
sources improves the effectiveness of adversarial attacks, and the performance of each source varies
across different models. Our ablation study further verifies the importance of the three information
sources in constructing high-quality adversarial samples, providing a quantitative analysis of the
contribution of each information source.

E PERTURBING MULTIPLE WORDS

Table 10: Accuracy under single-word and two-word perturbation attacks on GSM8K (accuracy,
%).

Model Original Attack (one word) Attack (two word)

DeepSeek-R1-Distill-Qwen-1.5B 83.09 57.54 51.86
Qwen2.5-Math-1.5B-Instruct 85.90 36.01 26.76

Meta-Llama-3-8B-Instruct 83.02 47.69 40.03
gemma-3-4b-it 94.54 63.84 55.42
gemma-2-9b-it 90.75 53.07 47.08

We intentionally place a strong emphasis on single-word perturbations and restrict the number of re-
placed words to one, because we want to ensure that the semantics of the question remain essentially
unchanged before and after the modification. However, we also conduct an additional ablation study
to investigate how model performance degrades when perturbing multiple words. Specifically, we
choose to perturb two words at the same time, meaning that in the modified question, two words are
different from the original question. The Table 10 shows that perturbing multiple words can indeed
improve the attack effectiveness. However, here we want to emphasize that multi-word perturbation
is not the main intention of our work. Our goal is to make the model answer incorrectly by changing
only a single word, while keeping the overall meaning of the problem essentially unchanged. When
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the number of perturbed words increases, the meaning of the modified problem can deviate too much
from the original one, so it becomes natural for the model to make mistakes.

F PERCENTAGE OF SUCCESSFUL PERTURBATIONS FROM THE THREE
CANDIDATE REPLACEMENT SOURCES

Table 11: Percentage of successful perturbations from the three candidate replacement sources
across twelve models on two datasets (percentage, %).

Model GSM8K MATH500

Cosine WordNet MLM Cosine WordNet MLM

DeepSeek-R1-Distill-Qwen-32B 60.35 15.37 24.28 57.48 12.18 30.34
DeepSeek-R1-Distill-Qwen-7B 60.90 16.69 22.41 46.68 16.06 37.26

DeepSeek-R1-Distill-Qwen-1.5B 70.69 9.87 19.44 60.25 8.70 31.05
Qwen2.5-Math-7B-Instruct 28.80 24.43 46.77 30.12 16.96 52.92

Qwen2.5-Math-1.5B-Instruct 49.61 18.75 31.64 50.50 15.64 33.83
Meta-Llama-3-70B-Instruct 33.61 13.30 53.09 59.08 3.34 37.58
Meta-Llama-3-8B-Instruct 61.30 16.02 22.68 53.32 2.01 44.67

gemma-3-27b-it 15.70 18.32 65.98 48.56 14.35 36.60
gemma-3-12b-it 18.36 17.89 63.75 46.13 13.77 40.10
gemma-3-4b-it 22.49 24.18 53.33 52.27 13.18 34.55
gemma-2-27b-it 17.36 19.32 63.32 43.68 9.42 46.90
gemma-2-9b-it 25.29 20.30 54.41 53.30 10.24 36.46

Table 11 provides a more detailed breakdown of the successful attacks, showing the percentage of
successful perturbations originating from the three candidate sources.

Based on the results on GSM8K and MATH, we find that the MLM information source contributes
the most to attack success, and in most models it clearly outperforms the other two candidate sources.
At the same time, cosine similarity also performs strongly on some models, especially the DeepSeek
series, which shows that semantically similar candidate words can also effectively induce incorrect
reasoning. Overall, MLM candidates achieve higher success rates, suggesting that generative LLMs
are more sensitive to candidate words predicted by language models. The different impacts of MLM,
cosine similarity, and WordNet across models further indicate that different types of semantic simi-
larity affect model robustness in different ways.

G ANALYSIS OF THE TYPES OF PERTURBED WORDS

Table 12 provides a more detailed categorization of the types of perturbed words and describes the
proportion of each type. As shown in the Table 12, the perturbed words are often concentrated in
three categories: proper nouns/named entities, common nouns, and verbs. These three categories
account for more than 60% of the total, and in some models, the proportion even exceeds 70%.
Additionally, we observe that for models within the same family, smaller models are more vulnerable
to attacks involving proper nouns, which require external knowledge. However, as the model size
increases, the perturbation of common nouns becomes more likely to successfully attack the model.
This suggests that smaller models have more significant flaws in mathematical reasoning compared
to larger models. While larger models show some improvement, they still have considerable issues.

H MORE PERTURBATION EXAMPLES

As shown below, we present more examples of the performance of LLMs under the MSCR frame-
work when facing perturbations. These examples further demonstrate the vulnerability of LLMs’
mathematical reasoning ability when facing slight perturbations.
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Table 12: Distribution of the types of perturbed words across different models (percentage, %).
Here, PNE denotes proper nouns and named entities, CN denotes common nouns, and V denotes
verbs, which are the three categories where perturbations are most concentrated. PREP denotes
prepositions, ART denotes articles, ADV denotes adverbs, ADJ denotes adjectives, PRON denotes
pronouns, and OTH denotes all remaining word types.

Model PNE CN V PREP ART ADV ADJ PRON OTH

DeepSeek-R1-32B 18.7 23.5 20.9 10.0 7.6 4.6 5.6 4.3 4.8
DeepSeek-R1-7B 24.3 19.9 22.8 8.3 9.9 1.5 5.3 3.9 4.1

DeepSeek-R1-1.5B 42.0 12.7 19.0 9.7 9.3 1.6 1.6 3.3 0.7
Qwen2.5-Math-7B-it 8.3 33.7 13.5 8.7 7.6 10.5 7.1 5.6 5.0

Qwen2.5-Math-1.5B-it 18.4 26.7 17.4 9.1 5.0 8.3 5.7 6.9 2.4
Llama-3-70B-it 12.7 28.7 13.5 7.1 6.5 12.6 7.3 6.3 5.4
Llama-3-8B-it 30.4 18.5 18.7 10.5 8.8 4.2 2.6 4.8 1.5

gemma-3-27b-it 6.5 35.4 18.1 7.0 2.7 13.6 8.6 3.5 4.5
gemma-3-12b-it 8.9 33.1 16.8 5.9 4.3 10.5 10.8 4.9 4.7
gemma-3-4b-it 14.6 28.2 16.6 6.1 4.6 12.5 9.5 4.5 3.4

gemma-2-27b-it 14.1 29.2 14.4 7.1 5.3 9.1 14.1 3.5 3.1
gemma-2-9b-it 16.9 32.3 16.4 5.1 5.0 8.4 7.5 5.2 3.2

Perturbation Example of gemma-2-27b-it on GSM8K

Original question: Josh decides to try flipping a house. He buys a house for $80,000 and
then puts in $50,000 in repairs. This increased the value of the house by 150%. How much
profit did he make?

Original answer: 70000

Perturbation question: he decides to try flipping a house. He buys a house for $80,000 and
then puts in $50,000 in repairs. This increased the value of the house by 150%. How much
profit did he make?

Model Response: Here’s how to solve this problem step-by-step:

1. Step 1: Calculate the increase in value. The house’s value increased by 150% of its
initial value, which is 0.150 * $80,000 = $12,000;

2. Step 2: Calculate the new value of the house. Add the increase in value to the initial
value: $80,000 + $12,000 = $92,000;

3. Step 3: Calculate the total cost. Add the purchase price and the repair costs: $80,000
+ $50,000 = $130,000;

4. Step 4: Calculate the profit. Subtract the total cost from the new value of the house:
$92,000 - $130,000 = -$38,000;

5. Answer: He made a loss of $38, 000 .

Is the answer correct? No.

Perturbation Example of DeepSeek-R1-Distill-Qwen-32B on GSM8K

Original question: Kylar went to the store to buy glasses for his new apartment. One glass
costs $5, but every second glass costs only 60% of the price. Kylar wants to buy 16 glasses.
How much does he need to pay for them?

Original answer: 64
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Perturbation question: Kylar went to the store to buy glasses for his new apartment. One
glass costs $5, but every second glass costs only 60% of the price. Kylar wants to buy 16
glasses. How much does he need to pay for them?

Model Response: To determine how much Kylar needs to pay for 16 glasses, we can break
down the cost based on the given pricing structure:

1. Cost of the first glass: $5.00;
2. Cost of each subsequent glass: 60% of $5.00 = $3.00;
3. Number of glasses beyond the first one: 16 - 1 = 15;
4. Total cost for the additional 15 glasses: 15 × $3.00 = $45.00;
5. Total cost: $5.00 + $45.00 = $50.00;

6. Therefore, Kylar needs to pay 50 dollars for the 16 glasses.

Is the answer correct? No.

Perturbation Example of Qwen2.5-Math-7B-Instruct on GSM8K

Original question: Carla is downloading a 200 GB file. Normally she can download 2
GBminute, but 40 of the way through the download, Windows forces a restart to install
updates, which takes 20 minutes. Then Carla has to restart the download from the beginning.
How load does it take to download the file?

Original answer: 160

Perturbation question: carla is downloading a 200 GB file. Normally she can download
2 GBminute, but 40 of the way through the download, Windows forces a restart to install
updates, which takes 20 minutes. Then Carla has to restart the download from the beginning.
How load does it take to download the file?

Model Response: To determine the total time it takes Carla to download the 200 GB file,
we need to break down the process into segments and calculate the time for each segment:

1. Calculate the time to download 40 of the file: The file size is 200 GB. 40 of 200 GB
is 0.40 times 200 = 80 GB. Carla downloads at a rate of 2 GB per minute. Time to
download 80 GB is 80

2 = 40 minutes;
2. Add the time for the restart: The restart takes 20 minutes;
3. Calculate the time to download the remaining 60 of the file: The remaining file

size is 200 - 80 = 120 GB. Carla downloads at a rate of 2 GB per minute. Time to
download 120 GB is 120

2 = 60 minutes;
4. Add the time to download the file from the beginning: The file size is 200 GB. Carla

downloads at a rate of 2 GB per minute. Time to download 200 GB is 200
2 = 100

minutes;
5. Sum up all the times: Time to download 40 of the file 40 minutes. Time for the

restart 20 minutes. Time to download the remaining 60 of the file 60 minutes. Time
to download the file from the beginning 100 minutes. Total time = 40 + 20 + 60 +
100 = 220 minutes;

6. Therefore, the total time it takes Carla to download the file is 220 minutes.

Is the answer correct? No.
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Perturbation Example of Qwen2.5-Math-1.5B-Instruc on GSM8K

Original question: Josh decides to try flipping a house. He buys a house for $80,000 and
then puts in $50,000 in repairs. This increased the value of the house by 150%. How much
profit did he make?

Original answer: 70000

Perturbation question: Josh decides to trying flipping a house. He buys a house for $80,000
and then puts in $50,000 in repairs. This increased the value of the house by 150%. How
much profit did he make?

Model Response: To determine the profit Josh made, we need to follow these steps:

1. Calculate the total cost of the house after repairs;
2. Determine the increased value of the house due to repairs;
3. Calculate the new value of the house;
4. Subtract the total cost from the new value to find the profit.
5. First, let’s find the total cost of the house after the repairs. The initial cost of the

house is $80,000 and Josh spends an additional $50,000 on repairs. So, the total
cost is: 80,000 + 50,000 = 130,000;

6. Next, we need to determine the increased value of the house due to the repairs. The
repairs increased the value of the house by 150%. This means the increased value
is 150% of the cost of the repairs. We can calculate this as follows: 1.5 * 50,000 =
75,000;

7. Now, we add this increased value to the initial cost of the house to find the new
value of the house: 80,000 + 75,000 = 155,000;

8. Finally, we subtract the total cost from the new value to find the profit: 155,000 -
130,000 = 25,000 Therefore, the profit Josh made is: 25000 .

Is the answer correct? No.

Perturbation Example of Qwen2.5-Math-1.5B-Instruc on GSM8K

Original question: Josh decides to try flipping a house. He buys a house for $80,000 and
then puts in $50,000 in repairs. This increased the value of the house by 150%. How much
profit did he make?

Original answer: 70000

Perturbation question: Josh decides to TRY flipping a house. He buys a house for $80,000
and then puts in $50,000 in repairs. This increased the value of the house by 150%. How
much profit did he make?

Model Response: To determine Josh’s profit, we need to follow these steps:
1. Calculate the increased value of the house after repairs;
2. Determine the total value of the house after the repairs;
3. Subtract the original cost of the house and the cost of repairs from the total value to

find the profit.
4. First, let’s calculate the increased value of the house after repairs. The original value

of the house is $80,000, and the repairs increased the value by 150%. An increase
of 150% means the value is multiplied by 1.5;

5. The increased value is: 80,000 * 1.5 = 120,000;
6. Next, we add the cost of the repairs to the increased value to get the total value of

the house: 120,000 + 50,000 = 170,000;
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7. Now, we subtract the original cost of the house and the cost of the repairs from the
total value to find the profit: 170,000 - 80,000 - 50,000 = 40,000;

8. Therefore, Josh’s profit is: 40000 .

Is the answer correct? No.

Perturbation Example of gemma-3-27b-it on GSM8K

Original question: Josh decides to try flipping a house. He buys a house for $80,000 and
then puts in $50,000 in repairs. This increased the value of the house by 150%. How much
profit did he make?

Original answer: 70000

Perturbation question: Josh decides to try flipping a house. He buys a house for $80,000
and then puts in $50,000 in repairs. This increased the value of the house to 150%. How
much profit did he make?

Model Response: Let’s break it down step by step:

1. Calculate the total cost: Josh spent $80,000 + $50,000 = $130,000;
2. Calculate the increased value: The value increased to 150% of the original purchase

price, so the new value is $80,000 * 1.50 = $120,000. However, the problem states
the repairs *increased* the value to 150%. This means the final value is 150% of
the original cost *plus* repairs. So, the base for the 150% calculation is $80,000 +
$50,000 = $130,000. The new value is $130,000 * 1.50 = $195,000;

3. Calculate the profit: Profit is the new value minus the total cost: $195,000 -
$130,000 = $65,000;

4. Final Answer: The final answer is 65000 ;

Is the answer correct? No.

Perturbation Example of gemma-2-27b-it on MATH500

Original question: What is the smallest positive perfect cube that can be written as the sum
of three consecutive integers?

Original answer: 27

Perturbation question: What Is the smallest positive perfect cube that can be written as the
sum of three consecutive integers?

Model Response: Here’s how to solve this problem step-by-step:

1. Represent the consecutive integers: Let the three consecutive integers be n, n + 1,
and n + 2;

2. Set up the equation: The sum of these integers is n + (n + 1) + (n + 2) = 3n + 3;
3. Express the sum as a perfect cube: We want to find the smallest n such that 3n + 3

is a perfect cube;
4. Test values: Let’s start testing small values of n: If n = 1, then 3n + 3 = 6 (not a

perfect cube) ; If n = 2, then 3n + 3 = 9 (3 cubed);
5. We found that when n = 2, the sum of the consecutive integers is 9, which is 3

cubed.
6. Answer: 9 .
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Is the answer correct? No.

Perturbation Example of gemma-3-27b-it on MATH500

Original question: Below is the graph of y = a sin(bx+ c) + d for some positive constants
a, b, c, and d. Find the smallest possible value of c.

import TrigMacros;

size(400);

real f(real x)
{

return 2*sin(3*x + pi) + 1;
}

draw(graph(f,-3*pi,3*pi,n=700,join=operator ..),red);
trig_axes(-3*pi,3*pi,-4,4,pi/2,1);
layer();
rm_trig_labels(-5,5, 2);

label("$1$", (0,1), E);
label("$2$", (0,2), E);
label("$3$", (0,3), E);
label("$-1$", (0,-1), E);
label("$-2$", (0,-2), E);
label("$-3$", (0,-3), E);

Original answer: π

Perturbation question: under is the graph of y = a sin(bx + c) + d for some positive
constants a, b, c, and d. Find the smallest possible value of c.

import TrigMacros;

size(400);

real f(real x)
{

return 2*sin(3*x + pi) + 1;
}

draw(graph(f,-3*pi,3*pi,n=700,join=operator ..),red);
trig_axes(-3*pi,3*pi,-4,4,pi/2,1);
layer();
rm_trig_labels(-5,5, 2);

label("$1$", (0,1), E);
label("$2$", (0,2), E);
label("$3$", (0,3), E);
label("$-1$", (0,-1), E);
label("$-2$", (0,-2), E);
label("$-3$", (0,-3), E);

Model Response: Here’s how to solve this problem step-by-step:

1. Let the given function be y = a sin(bx+ c) + d.
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2. From the graph, we can see that the maximum value of y is 3 and the minimum
value is −1.

3. Thus, a+d = 3 and −a+d = −1. Adding these equations gives 2d = 2, so d = 1.
Then a+ 1 = 3, so a = 2.

4. The period of the function is 2π
b . From the graph, we can see that the function

completes one period from −π
3 to π

3 , so the period is π
3 − (−π

3 ) = 2π
3 . Thus,

2π
b = 2π

3 , so b = 3.
5. Now we have y = 2 sin(3x+ c) + 1.
6. The graph is y = 2 sin(3x+ c) + 1.
7. When x = 0, we have y = 2 sin c + 1. From the graph, when x = 0, y =

2 sin(3(0) + c) + 1 = 2 sin c+ 1.
8. From the graph, we see that when x = 0, y = 2 sin(c) + 1 = 0.
9. Then 2 sin c = −1, so sin c = − 1

2 .

10. The general solution for sin c = − 1
2 is c = 7π

6 + 2nπ or c = 11π
6 + 2nπ for some

integer n.
11. We want to find the smallest positive value of c.
12. If c = 7π

6 + 2nπ, then for n = −1, c = 7π
6 − 2π = 7π−12π

6 = − 5π
6 .

13. For n = 0, c = 7π
6 .

14. If c = 11π
6 + 2nπ, then for n = −1, c = 11π

6 − 2π = 11π−12π
6 = −π

6 .

15. For n = 0, c = 11π
6 .

16. The smallest positive value of c is 7π
6 . However, we can write y = 2 sin(3x+ c) +

1 = 2 sin(3x+ c+ 2π) + 1.
17. We can also write y = 2 sin(3x+ c) + 1 = 2 sin(3x+ c− 2π) + 1.
18. We can also write y = 2 sin(3x+c)+1 = 2 sin(3x+c+k(2π))+1 for any integer

k.
19. We have y = 2 sin(3x+ c) + 1. We want the graph to be y = 2 sin(3x+ π) + 1.
20. We have 3x+ c = 3x+ π, so c = π.
21. We have sin c = − 1

2 , so c = 7π
6 or c = 11π

6 .

22. We can write y = 2 sin(3x+ 7π
6 ) + 1.

23. We can also write y = 2 sin(3x+ 11π
6 ) + 1.

24. We can write y = 2 sin(3x+ 7π
6 − 2π) + 1 = 2 sin(3x− 5π

6 ) + 1.

25. We can write y = 2 sin(3x+ 11π
6 − 2π) + 1 = 2 sin(3x− π

6 ) + 1.
26. The graph is y = 2 sin(3x+ π) + 1. Thus, we want c = π.
27. We have sin c = − 1

2 .
28. If c = π, then sin c = sinπ = 0.
29. If c = 7π

6 , then sin c = sin 7π
6 = − 1

2 .

30. If c = 11π
6 , then sin c = sin 11π

6 = − 1
2 .

31. We want to find the smallest positive value of c.
32. We have y = 2 sin(3x+ c) + 1.
33. At x = 0, we have y = 2 sin c+ 1 = 0, so sin c = − 1

2 .

34. Then c = 7π
6 + 2nπ or c = 11π

6 + 2nπ.
35. We want the smallest positive value of c.
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36. If n = −1, c = 7π
6 − 2π = − 5π

6 , which is negative.

37. If n = −1, c = 11π
6 − 2π = −π

6 , which is negative.

38. If n = 0, c = 7π
6 or c = 11π

6 . The smallest is 7π
6 .

39. However, we can also write 2 sin(3x+ c) = 2 sin(3x+ c+ 2π).
40. Also, 2 sin(3x+ c) = 2 sin(3x+ c− 2π).
41. The graph is y = 2 sin(3x+ π) + 1, so c = π.
42. We have sin c = − 1

2 , so c = 7π
6 + 2nπ or c = 11π

6 + 2nπ.

43. If we take c = 7π
6 , then y = 2 sin(3x+ 7π

6 ) + 1.

44. If we take c = 11π
6 , then y = 2 sin(3x+ 11π

6 ) + 1.
45. If we want the graph to be y = 2 sin(3x+π)+1, then c = π. But sinπ = 0, which

is not − 1
2 . Let 3x+ c = 3x+ π. Then c = π.

46. Since c = 7π
6 and c = 11π

6 are solutions to sin c = − 1
2 , we can subtract 2π from

these to get negative values.
47. We want the smallest positive value of c, which is 7π

6 .

48. Final Answer: The final answer is
7π

6

Is the answer correct? No.

Perturbation Example of Meta-Llama-3-70B-Instruct on MATH500

Original question: If f(x) = 3x−2
x−2 , what is the value of f(−2) + f(−1) + f(0)? Express

your answer as a common fraction.

Original answer: 14
3

Perturbation question: .If f(x) = 3x−2
x−2 , what is the value of f(−2) + f(−1) + f(0)?

Express your answer as a common fraction.

Model Response: Here’s how to solve this problem step-by-step:

1. We have that f(−2) is undefined, f(−1) = 3(−1)−2
−1−2 = −5

−3 = 5
3 , and f(0) =

3(0)−2
0−2 = −2

−2 = 1. Therefore, f(−2) + f(−1) + f(0) is undefined.

Is the answer correct? No.

Perturbation Example of DeepSeek-R1-Distill-Qwen-32B on MATH500

Original question: The proper divisors of 12 are 1, 2, 3, 4 and 6. A proper divisor of an
integer N is a positive divisor of N that is less than N . What is the sum of the proper divisors
of the sum of the proper divisors of 284?

Original answer: 284

Perturbation question: the proper divisors of 12 are 1, 2, 3, 4 and 6. A proper divisor of
an integer N is a positive divisor of N that is less than N . What is the sum of the proper
divisors of the sum of the proper divisors of 284?

Model Response: To find the sum of the proper divisors of the sum of the proper divisors of
284, we proceed as follows:
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1. Find the proper divisors of 284: 1, 2, 4, 71, 142;
2. Calculate the sum of these proper divisors: 1 + 2 + 4 + 71 + 142 = 220;
3. Find the proper divisors of 220: 1, 2, 4, 5, 10, 11, 20, 22, 44, 55, 110;
4. Calculate the sum of these proper divisors: 1 + 2 + 4 + 5 + 10 + 11 + 20 + 22 +

44 + 55 + 110 = 220;

5. Final Answer: 220 .

Is the answer correct? No.

Perturbation Example of Qwen2.5-Math-7B-Instruct on MATH500

Original question: Find the greatest integer less than (
√
7+

√
5)6. (Do not use a calculator!)

Original answer: 13535

Perturbation question: Find the greatest integer less Ethan (
√
7 +

√
5)6. (Do not use a

calculator!)

Model Response: To find the greatest integer less than (
√
7 +

√
5)6, we start by letting

x =
√
7 +

√
5. We also consider its conjugate y =

√
7−

√
5. Note that 0 < y < 1 because√

7 >
√
5:

1. First, we calculate x2 and y2:
x2 = (

√
7 +

√
5)2 = 7 + 2

√
35 + 5 = 12 + 2

√
35

y2 = (
√
7−

√
5)2 = 7− 2

√
35 + 5 = 12− 2

√
35

2. Next, we find x4 and y4:
x4 = (x2)2 = (12 + 2

√
35)2

= 144 + 2 · 12 · 2
√
35 + (2

√
35)2

= 144 + 48
√
35 + 4 · 35

= 144 + 48
√
35 + 140

= 284 + 48
√
35

y4 = (y2)2 = (12− 2
√
35)2

= 144− 2 · 12 · 2
√
35 + (2

√
35)2

= 144− 48
√
35 + 4 · 35

= 144− 48
√
35 + 140

= 284− 48
√
35

3. Now, we calculate x6 and y6:
x6 = x2 · x4 = (12 + 2

√
35)(284 + 48

√
35)

= 12 · 284 + 12 · 48
√
35 + 2

√
35 · 284 + 2

√
35 · 48

√
35

= 3408 + 576
√
35 + 568

√
35 + 2 · 48 · 35

= 3408 + 1144
√
35 + 3360 = 6768 + 1144

√
35

y6 = y2 · y4 = (12− 2
√
35)(284− 48

√
35)

= 12 · 284− 12 · 48
√
35− 2

√
35 · 284 + 2

√
35 · 48

√
35

= 3408− 576
√
35− 568

√
35 + 2 · 48 · 35

= 3408− 1144
√
35 + 3360 = 6768− 1144

√
35
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4. Since 0 < y < 1, it follows that 0 < y6 < 1. Therefore, 6768 − 1144
√
35 is

a number between 0 and 1 less than 6768. This means that 6768 + 1144
√
35 is a

number slightly less than 6769. Thus, the greatest integer less than (
√
7 +

√
5)6 is:

6768

Is the answer correct? No.
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