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Abstract
Recent works have demonstrated that transform-
ers can be trained to recover sparse, binary crypto-
graphic secrets in the Learning With Errors (LWE)
problem, a foundational problem that underlies
many post-quantum cryptographic schemes. How-
ever, as architectures have evolved to efficient
encoder-only models, the mechanism by which
these models recover the cryptographic secret has
become more opaque. In this paper, we present
the first layer-wise and embedding-level mech-
anistic interpretability analysis of encoder-only
transformers trained on LWE samples. We reveal
a surprising phenomenon: despite achieving near-
zero exact prediction accuracy on the training ob-
jective, the models successfully recover the secret
by bypassing the standard predictive pathways.
We use dimensionality reduction, causal interven-
tion, and linear probing and find that the secret
is implicitly present in the positional embedding.
Building on this mechanistic understanding, we
introduce an architectural intervention that ap-
plies L1 sparsity regularization directly to the po-
sitional embeddings. This modification forces
the model to explicitly isolate the latent secret,
transforming the computationally expensive post-
hoc secret recovery process into a direct, human-
interpretable parameter inspection. Our findings
provide fundamental insights into how transform-
ers allocate representational capacity when faced
with high-noise, structured combinatorial prob-
lems.

1. Introduction
Recently, transformers have demonstrated remarkable ca-
pabilities in learning complex algorithmic and mathemati-
cal reasoning tasks, from modular arithmetic (Nanda et al.,
2023; Saxena et al., 2025b) to symbolic integration (Bar-
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ket et al., 2024). However, understanding how these mod-
els implement such algorithms internally remains a cen-
tral challenge in mechanistic interpretability. While nat-
ural language provides a rich but noisy domain for inter-
pretability research, structured mathematical problems offer
a highly controlled, mathematically verifiable environment
to reverse-engineer model representations (Gromov, 2023;
He et al., 2024; Nanda et al., 2023).

In this paper, we investigate the internal learning dynam-
ics of transformers on a fundamentally hard mathematical
challenge: the Learning With Errors (LWE) problem. LWE
is a foundational hard mathematical problem underpinning
many post-quantum cryptographic (PQC) schemes (Chen
et al., 2022). The security of these schemes relies on the
difficulty of recovering a binary secret vector s ∈ {0, 1}N
given a large collection of noisy linear samples (a, b), where
a ∈ ZN

q is a publicly known random vector of length N ,
b = a · s + e (mod q) is a noisy dot product integer, e is
a small Gaussian error term, and q is a large prime mod-
ulus. The attacker’s goal is to recover s from many such
pairs, knowing only a and b. Recent works, such as SALSA
(Wenger et al., 2022), PICANTE (Li et al., 2023b), VERDE
(Li et al., 2023a), and FRESCA (Stevens et al.), have demon-
strated that transformers can be trained on these (a, b) pairs
to predict b from a. Once trained, the model is not used as
a predictor directly; instead, it is queried as an oracle by
a post-hoc distinguisher algorithm that probes the model’s
sensitivity to perturbations of individual entries of a to iden-
tify which positions correspond to active (nonzero) bits of s
(Wenger et al., 2022; Li et al., 2023b;a). These attacks have
successfully recovered binary secrets in certain parameter
settings (N , q, and sparse s). However, as these architec-
tures have evolved from sequence-to-sequence models to
efficient encoder-only architectures, the interpretability of
how the secret is learned has diminished.

In our analysis, we found that a key mystery emerges when
analyzing these state-of-the-art encoder-only models: they
successfully recover the cryptographic secret vector s de-
spite exhibiting near-zero exact prediction accuracy on the
training objective (predicting b from a). This suggests the
model is not learning a generalized algorithmic pathway
to compute the noisy dot product, but rather exploiting an
alternative representational mechanism to solve the task.

This paper aims to open the black box of these models to
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understand how transformers allocate representational ca-
pacity when standard predictive pathways fail. By applying
mechanistic interpretability techniques, including embed-
ding analysis, logit attribution, dimensionality reduction,
causal intervention, and linear probing, we trace the flow
of information through the network. We reveal a surprising
phenomenon: the model bypasses the standard prediction
mechanism and instead encodes the structure of the secret s
directly within its positional embeddings.

Our findings provide fundamental insights into how trans-
formers handle high-noise, structured combinatorial prob-
lems, demonstrating that models can develop “hidden” rep-
resentational pathways to solve tasks. In summary, our key
contributions are:

• Mechanistic Analysis of LWE: We provide the
first layer-wise and embedding-level mechanistic in-
terpretability analysis of encoder-only transformers
trained on cryptanalysis tasks.

• Discovery of Positional Memorization: We reveal
that under high-noise algorithmic tasks, transformers
can memorize latent state variables directly within po-
sitional embeddings.

• Sparse Positional Regularization: We propose an
architectural modification, applying L1 sparsity reg-
ularization to positional embeddings, that forces the
model to yield highly interpretable, easily extractable
representations of the secret.

2. Related Work
Transformers on Algorithmic Tasks. While transformers
were originally designed for natural language processing
(Vaswani et al., 2017), recent work has demonstrated their
surprising capacity to learn complex mathematical and algo-
rithmic operations from examples alone. Charton (Charton,
2022) showed that transformers can learn linear algebra
operations, including eigenvalue decomposition and matrix
inversion, generalizing well beyond their training distribu-
tions. Similarly, transformers have been successfully ap-
plied to symbolic integration, differential equations, and
modular arithmetic (Agarwal et al., 2021; Alfarano et al.,
2024; Barket et al., 2024; Charton, 2024b;a; Kera et al.,
2024; Lample & Charton, 2020; Nanda et al., 2023; Saxena
et al., 2025b). Our work builds on this foundation by analyz-
ing transformer behavior on Learning With Errors (LWE),
a fundamentally hard combinatorial and linear algebraic
problem over finite fields.

Mechanistic Interpretability and Grokking. Understand-
ing how neural networks implement learned computations
internally is the primary goal of mechanistic interpretabil-
ity (MI) (Rai et al., 2024). A foundational framework for

this analysis was introduced by Elhage et al. (Elhage et al.,
2021), who conceptualized the transformer residual stream
as a communication channel where independent attention
heads read and write specific features. This “circuits” ap-
proach has been used to reverse-engineer specific model
behaviors, such as the “induction heads” responsible for
in-context learning (Olsson et al., 2022).

Of particular relevance to our work is the study of “grokking”
on algorithmic tasks (Furuta et al., 2024; Nanda et al., 2023;
Gromov, 2023). Nanda et al. (Nanda et al., 2023) fully
reverse-engineered the mechanism by which small trans-
formers learn modular addition, discovering that models
develop discrete Fourier transforms and trigonometric iden-
tities within their weights. Furthermore, recent advances
in MI have focused on feature extraction using sparse au-
toencoders to disentangle polysemantic representations into
monosemantic, human-interpretable features (Cunningham
et al., 2023). Inspired by these approaches, we apply
MI techniques such as logit attribution and dimensional-
ity reduction to cryptographic models, and we introduce a
sparsity-based architectural intervention based on our find-
ings.

Machine Learning Attacks on LWE. The application of
transformers to LWE cryptanalysis began with the SALSA
attack (Wenger et al., 2022), which demonstrated that a one-
layer encoder-decoder transformer could learn the underly-
ing structure of LWE problems. In these early sequence-
to-sequence models, the secret recovery mechanism was
relatively straightforward: researchers could read the se-
cret bits directly by analyzing the cross-attention weights
between the encoder and the decoder (Li et al., 2023b). Sub-
sequent works, such as PICANTE (Li et al., 2023b) and
VERDE (Li et al., 2023a), improved upon this by incorpo-
rating lattice reduction preprocessing (e.g. BKZ (Schnorr,
1987) and Flatter (Ryan & Heninger, 2023)) to reduce the
variance of the data, allowing the models to recover secrets
in much larger dimensions (up to N = 1024) (Stevens et al.;
Wenger et al., 2025; Saxena et al., 2025a). These works
also introduced distinguishers as a mechanism for secret re-
covery, where the trained model was queried with carefully
designed inputs to determine the secret (Wenger et al., 2022;
Li et al., 2023b;a).

More recent advancements, such as the FRESCA (Stevens
et al.) architecture, Wenger et al. (Wenger et al., 2025), and
Alfarano et al. (Alfarano et al., 2026), have shifted towards
encoder-only models. These models are significantly faster
and computationally less complex, as they do not require
an auto-regressive decoder. Instead, the outputs are max-
pooled across the sequence dimension and decoded by a
linear layer. While encoder-only models are more efficient,
they lack the cross-attention mechanism, making it unclear
where exactly the secret is learned or encoded within the
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model’s weights. Our work resolves this ambiguity by ana-
lyzing the internal representations of these state-of-the-art
encoder-only architectures.

3. Experimental Setup
Preprocessed Data. Following the methodology intro-
duced by PICANTE (Li et al., 2023b) and improved in
VERDE (Li et al., 2023a), we use LWE data preprocessed
via lattice reduction algorithms (BKZ (Schnorr, 1987) and
Flatter (Ryan & Heninger, 2023)) to reduce the variance of
the samples. As noted by Nolte et al. (Nolte et al., 2024),
applying lattice reduction produces a “cliff”-shaped asym-
metry in the variance across the columns of the reduced ma-
trix (we take the rows of this matrix as the input vectors for
training). The early columns remain largely unreduced and
retain high variance (the “cruel” region) with a steep dropoff
as the remaining columns experience significantly reduced
variance (the “cool” region). Consequently, the input vec-
tors a that the model receives are not uniformly random;
they exhibit this structured asymmetry. The exact boundary
between these regions depends heavily on the LWE parame-
ters, such as the lattice dimension (N ) and modulus size (q).
Prior work has demonstrated that transformers struggle to
recover secrets if more than three non-zero entries secret fall
in the cruel region (Wenger et al., 2025). To ensure our find-
ings are robust across the critical threshold of learnability,
we focus on the N = 256, log2 q = 20 setting. We utilize
the preprocessed, open-sourced TAPAS datasets for LWE
(Saxena et al., 2025a)1. We randomly generate 30 binary
secrets with Hamming weights (number of non-zero entries)
for which the models are able to consistently recover the se-
crets (10 secrets each for h ∈ {20, 21, 22}), rather than the
maximum possible Hamming weight that can be recovered
by the model.

Model Architecture and Training. We adopt the encoder-
only architecture and angular embedding representation
proposed by FRESCA (Stevens et al.) and improved by
Alfarano et al. (Alfarano et al., 2026), shown in Figure 1.
Following FRESCA (Stevens et al.), we map the integer
entries in the input a to the unit circle using angular em-
beddings: x 7→ (cos(2πx/q), sin(2πx/q)). The model pro-
cesses the sequence of angular embeddings through standard
transformer encoder layers (4 layers, 4 heads per layer, and
hidden dimension of 256). We obtain the final model output
by max-pooling the encoder’s output sequence and project-
ing the resulting vector into R2. To calculate prediction
accuracy, we convert this 2D point back into the integer
space Zq and compare it to the ground truth b.

We train one model per unique secret in our set of 30

1https://huggingface.co/datasets/
facebook/TAPAS (released under the CC-by-4.0 license)

Figure 1. Encoder-only Architecture

randomly generated secrets with hamming weights h ∈
{20, 21, 22} (10 per hamming weight). We train each model
for 50 epochs using ∼1 million samples on a single NVIDIA
H100 or H200 GPU, reserving 1,000 samples as a held-out
test set for our analysis in Section 4. The training time for
each model is approximately 2.5 hours.

We base our implementation on the open-sourced LWE-
benchmarking repository2 from Wenger et al. (Wenger et al.,
2025), and we provide a comprehensive list of all model
hyperparameters in Appendix A.

2https://github.com/facebookresearch/
LWE-benchmarking (released under the CC-by-NC license)
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Distinguisher Algorithm. In ML attacks on LWE, the
model is trained to predict b from a, but the ultimate goal is
to recover the secret vector s (Wenger et al., 2022). Secret
recovery relies on a post-training inference technique known
as a distinguisher (Li et al., 2023a; Stevens et al.).

The distinguisher exploits the trained model’s sensitivity to
input perturbations. For each position i ∈ 0, . . . , N − 1,
the distinguisher constructs two input vectors, a and a′, that
are identical except at index i. It then queries the model to
obtain predictions b̂ and b̂′. The intuition is straightforward:
if the true secret bit si = 0, the model’s prediction should
be insensitive to changes at position i, yielding a small
difference |b̂ − b̂′|. Conversely, if si ̸= 0, perturbing ai
should significantly alter the predicted b, yielding a large
difference.

By computing this sensitivity score for all N positions, the
distinguisher ranks the indices and selects the top-h posi-
tions as the candidate secret (s∗). The candidate is then
verified statistically by computing the standard deviation of
the residuals b− a · s∗ over the initial LWE samples. If the
standard deviation is approximately equal to the known error
distribution σe, the secret is successfully recovered. A cen-
tral goal of our interpretability analysis is to understand why
the model develops this specific input-output sensitivity.

4. Methods and Results
To understand how encoder-only models learn LWE and
where the secret resides, we apply a suite of mechanistic
interpretability techniques. Our analysis progresses from
behavioral observations to internal representation tracking
across our 30 trained models. We provide representative
figures from one model run with h = 20, and the tables
quantify the trends in the figures across all 30 models. Fi-
nally, we propose and implement a targeted architectural
intervention based on our findings.

4.1. Model Prediction Accuracy

Standard machine learning models are evaluated on their
prediction accuracy. However, we observe a striking para-
dox in ML attacks on LWE: the model’s exact prediction
accuracy (where the predicted integer exactly matches the
ground truth b) is 0%, yet the model can successfully re-
cover the secret. As shown in Table 1, standard performance
metrics like mean squared error (MSE) and mean absolute
error (MAE) are comparable between models that recover
the secret and those that do not. While exact accuracy is
zero across all models, applying a relaxed metric with a
15% margin of error yields approximately 32% accuracy for
models that fail to recover the secret, and 38% for those that
succeed. We introduce this 15% margin to determine if the
models’ predictions approximate the true values. Given that

random guessing under this relaxed metric would achieve
30% accuracy, both model types perform only marginally
better than chance. Furthermore, our analysis found that
the error distribution is roughly uniform rather than zero-
centered. These findings provide no behavioral evidence
that the models have learned the underlying modular arith-
metic of the Learning with Errors (LWE) problem.

Table 1. Model performance of models with successful secret
recovery is only marginally better compared to models that
do not recover (N = 256, log2 q = 20, h ∈ {20, 21, 22}, 30
secrets); values report mean ± standard deviation. Eval Loss
is mean squared error (MSE) computed in the angular space (↓
better). MAE/q is mean absolute error normalized by the modulus q
(↓ better). % Acc (15% margin) is the fraction of predictions within
15% of the true value; random guessing achieves approximately
30% under this metric (↑ better). Bold entries indicate the better
result in each column.

Status Recovered Not recovered

# Models 13 17
Eval Loss (↓) 1.04± 0.05 1.08± 0.04
MAE / q (↓) 0.22± 0.01 0.24± 0.01

% Acc (15% margin) (↑) 38.2± 3.0% 32.2± 3.1%

Despite this apparent failure to predict b accurately, ap-
plying the perturbation-based distinguisher (see Section 3)
successfully recovers the secret in many of these cases. This
indicates that the model is not learning a generalized algo-
rithmic solution to LWE, but rather memorizing the specific
secret vector s in a way that makes its outputs highly sensi-
tive to targeted input perturbations. The secret is encoded in
the model’s internal representations, but does not manifest
itself as better predictions. In the subsequent sections, we
open the black box to locate exactly where this memoriza-
tion occurs.

4.2. Final Embedding Analysis

To determine if/how the model implicitly represents the se-
cret, we first examine the final hidden representations before
the prediction head. We extract the model’s embeddings
for a held-out test set of 1,000 samples. These embed-
dings represent the transformer’s final representations of
each position j for each sample k, prior to the max-pooling
operation.

We compute the mean embedding per position across the
1,000 samples and apply Principal Component Analysis
(PCA) for dimensionality reduction and easy visualization.
As shown in the bottom panel of Figure 2, we see two
outliers which correspond to the two positions that are both
in the secret and in the “cruel” (unreduced) region of the
preprocessed data.

To quantify the structure observed in the plot, we compute
several metrics to assess what information is encoded in
the embeddings. Specifically, we train two linear probes
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(logistic regression models) (Alain & Bengio, 2016) on
the embeddings using 5-fold cross-validation: one to pre-
dict whether each index corresponds to a nonzero entry of
the secret and one to classify each index into one of four
labels—secret+cruel, secret+cool, non-secret+cruel, and
non-secret+cool. We also compute the centroid separation
ratio for both the two-cluster and four-cluster configurations,
defined as the ratio of inter-cluster Euclidean distance to
intra-cluster Euclidean distance. In Table 2, we report the
probe accuracy and separation ratios. The higher probe ac-
curacy in recovered models demonstrates linearly separable
structure in the embeddings, and the higher separation ratios
imply more compact, well-separated clusters (especially in
the 4 cluster configuration).

Table 2. Final embedding clustering is stronger in models that
recover the secret across all 30 models (N = 256, log2 q = 20,
h ∈ {20, 21, 22}); values report mean ± standard deviation.
Probe Acc. is the 5-fold cross-validated accuracy of a linear probe
trained to classify embeddings into 2 clusters (secret vs. non-secret
indices) or 4 clusters (secret+cool, secret+cruel, non-secret+cool,
non-secret+cruel); higher accuracy indicates more linearly separa-
ble structure. Sep. Ratio is the ratio of inter-cluster to intra-cluster
distance; higher values indicate more compact, well-separated
clusters. Bold entries indicate the better result in each column.

Status Recovered Not recovered

# Models 13 17

2 Clusters Probe Acc. % 93.0± 2.6% 89.5± 2.0%
Sep. Ratio 0.56± 0.20 0.28± 0.09

4 Clusters Probe Acc. % 90.3± 3.7% 84.9± 2.4%
Sep. Ratio 2.34± 0.43 1.24± 0.85

The generally improved separation between secret and non-
secret indices in the recovered models confirms that the
model internally distinguishes the secret. The secondary
separation between the “cool” and “cruel” regions stems
directly from the variance asymmetry introduced by the
lattice reduction (Nolte et al., 2024). Because the cruel
indices (the early columns of the reduced inputs) retain
significantly higher variance, the model is forced to scale its
representations differently for these positions to minimize
the training loss. This structural feature of the preprocessed
data essentially provides the model with a strong signal
about the relative importance of different input dimensions.

Next, we explore how the model uses these embeddings to
inform its predictions.

Logit Attribution. For each of the 256 hidden dimensions,
we identify which position index holds the maximum value,
tallying these “wins” across all dimensions and samples.
However, since the model max-pools across positions be-
fore the prediction head, for each hidden dimension exactly
one position “wins.” Winning the max isn’t equally impor-
tant across all hidden dimensions as some dimensions matter
more for the final prediction than others because the model’s

prediction head W ∈ R2×dhidden assigns different importance
to different dimensions. To account for this, we compute a
weighted attribution score. Let E ∈ RN×dhidden be the em-
beddings before max-pooling, and let pd = argmaxi Ei,d

be the “winning” position index (i.e. the argmax) for hidden
dimension d. We define the contribution of position pd to
the final logits as the magnitude of the activation scaled
by the norm of the corresponding column in the prediction
head:

Attribution(pd) = ||W:,d|| · |Epd,d|
By summing these attribution scores across all dimensions
d ∈ 1, . . . , dhidden for each position, we obtain a more ac-
curate measure of which input positions drive the final pre-
diction. As shown in Table 3, the secret positions not only
win the max-pooling operation more frequently, but they
specifically dominate the hidden dimensions that matter
most for the final output. Thus, the model is using the secret
to predict b.

Table 3. Logit attribution shows that models that recovered
rely more heavily on secret positions when producing their pre-
dictions (N = 256, log2 q = 20, h ∈ {20, 21, 22}, 30 secrets);
values report mean ± standard deviation. Attribution measures the
mean absolute logit contribution of positional embedding weights
corresponding to secret indices (si = 1) and non-secret indices
(si = 0); higher values indicate greater influence on the model’s
output. Attribution Ratio is the ratio of secret-index attribution to
non-secret-index attribution; a higher ratio indicates that the model
disproportionately relies on secret positions when producing its
predictions. Bold entry indicates higher attribution ratio.

Status Recovered Not recovered

# Models 13 17
Attribution (si = 0) 0.03± 0.01 0.07± 0.02
Attribution (si = 1) 0.16± 0.05 0.12± 0.07
Attribution Ratio 5.35± 2.39 2.32± 2.31
(si = 1/si = 0)

We also look at the results from the argmaxes of the em-
beddings without weighting by the prediction head norm
and the norms of the embeddings for each index. In both
cases, we see higher values on average for the secret indices,
suggesting that the secret signal is in the embeddings them-
selves rather than the prediction head weights. We present
these results in more detail in Appendix B.

4.3. Residual Stream Analysis

Having established that the final embeddings seem to have
some understanding of the secret, we trace this representa-
tion backward through the network and analyze the resid-
ual stream (Elhage et al., 2021). We extract the mean per-
position embeddings at the output of the input layer and after
each of the four transformer blocks. Applying PCA to each
stage (Figure 2), we observe a surprising result: the four
distinct clusters (secret/non-secret, cool/cruel) emerge imme-
diately after the input layer block, before any self-attention
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mechanisms are applied. The subsequent transformer layers
actually obfuscate these clusters. This finding strongly sug-
gests that the model’s positional embeddings are the primary
mechanism for storing secret information.

Figure 2. Layer-wise PCA of mean per-position residual stream
representations at input layer, second layer, and fourth (final)
layer. Secret and non-secret indices are clearly separated along
PC1 (19.6% variance explained) at the input layer, prior to any
self-attention computation. The full layer-by-layer progression is
shown in Appendix C.

4.4. Positional Embedding Weight Analysis

Based on the layer-wise analysis, we isolate the learned
positional embedding weight matrix (dimension N = 256×
dhidden = 256). We apply PCA directly to the rows of this
weight matrix (Figure 3). We see a distinct cluster of secret
indices to the right along PC1 (3.0% variance explained),
providing geometric evidence that the model encodes secret-
relevant structure specifically in the positional embeddings
of the secret support.

To quantify this structure, we compute silhouette scores
and centroid separation ratios for both the secret/non-secret
clustering and the four-cluster configuration incorporating
the cruel/cool distinction (see Table 4). The silhouette score
measures how similar a point is to its own cluster relative to
other clusters, ranging from −1 to 1, where higher values in-
dicate more cohesive and well-separated clusters. Unlike the
final embedding analysis, we do not train linear probes here,
as the positional embedding weights are fixed (small sample
size), and the sparsity of the secret leads to class imbalance.
Although the metrics do not indicate strong clustering for
any of the models, the recovered models consistently ex-

Figure 3. PCA of the learned positional embedding vectors. Se-
cret indices cluster distinctly to the right along PC1 (3.0% variance
explained), while non-secret indices occupy a largely overlapping
central cloud.

hibit stronger cluster structure than the unsuccessful models
across all metrics, reflected in higher silhouette scores and
separation ratios.

Table 4. Positional embedding weight clustering is consis-
tently stronger in recovered models (N = 256, log2 q = 20,
h ∈ {20, 21, 22}, 30 secrets); values report mean ± standard devi-
ation. Clustering is evaluated over 2 clusters (secret vs. non-secret
indices) and 4 clusters (secret+cool, secret+cruel, non-secret+cool,
non-secret+cruel). Silhouette Score measures how similar each
weight is to others in its assigned cluster relative to the nearest
other cluster, ranging from −1 to 1 where higher values indicate
more cohesive and well-separated clusters. Sep. Ratio is the ratio
of inter-cluster to intra-cluster distance, where higher values indi-
cate greater separation. Bold entries indicate the better result in
each column.

Recovered Not recovered
# Models 13 17

2 Silhouette 0.0264± 0.0130 0.0076± 0.0108
Clusters Sep. Ratio 0.43± 0.06 0.28± 0.09

4 Silhouette 0.0034± 0.0125 −0.0015± 0.0087
Clusters Sep. Ratio 0.81± 0.21 0.52± 0.11

Causal Intervention. To test whether the transformer’s
positional embeddings at secret positions are necessary for
solving the LWE distinguishing task, we perform a causal
intervention. Specifically, we zero out the learned positional
embedding vectors at the h indices where the secret is 1
and re-run the perturbation-based distinguisher, comparing
against a control where the same number (h) of non-secret
positions are ablated. The results are in Table 5. When secret
index embeddings are zeroed out, the distinguisher’s sensi-
tivity scores (total modular difference between the model’s
predictions on the original inputs and on inputs with position
i perturbed) collapse and secret recovery fails as the number
of correctly recovered bits drops sharply (top of Figure 4).
In contrast, ablating an equal number of non-secret positions
has minimal effect: the model still recovers the secret with
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nearly baseline performance (bottom of Figure 4). This con-
firms that the model has learned to encode secret-relevant
information specifically in the positional embeddings of
the secret support, rather than relying on a distributed or
redundant representation across all positions.

Table 5. Causal intervention confirms that positional embed-
dings at secret positions are necessary for secret recovery
(N = 256, log2 q = 20, h ∈ {20, 21, 22}, 30 secrets); values
report mean ± standard deviation. Baseline reports performance
with no ablation. Ablate Secret reports performance after zero-
ing out the learned positional embedding vectors at the h secret
indices (si = 1). Ablate Non-secret reports performance after zero-
ing out h randomly selected non-secret positions as a control. The
sharp drop under “Ablate Secret” compared to the near-baseline
performance under “Ablate Non-secret” confirms that the model
encodes secret-relevant information specifically at the secret posi-
tions rather than in a distributed representation.

Status Recovered Not recovered

# Models 13 17
Baseline 19.4± 2.1 6.5± 6.9
Ablate Secret 0.8± 2.8 0.0± 0.0
Ablate Non-secret 18.7± 3.6 6.31± 7.2

Figure 4. Ablating secret positions causes large negative drops
in sensitivity scores concentrated at the secret indices (top),
whereas ablating an equal number of non-secret positions pro-
duces negligible changes across all positions (bottom). The
sensitivity score at position i is computed by the perturbation-
based distinguisher as the total modular difference between the
model’s predictions on the original inputs and on inputs with posi-
tion i perturbed; a higher score indicates that the model’s output
is more sensitive to that position. Each bar shows the change in
sensitivity score (ablated − baseline) at each position index; gray
bands mark the true secret positions (si = 1).

This causal intervention confirms our central mechanistic
finding: when faced with the fundamentally hard mathe-
matical task of LWE, an encoder-only transformer bypasses
the intended predictive pathway. Instead, it leverages its
capacity to overfit by encoding the non-zero indices of the
secret vector directly into the magnitudes and directions of
its positional embeddings. Because the secret information
is explicitly isolated in these embeddings, we hypothesize
that we can redesign the architecture to make this extraction
process transparent by default.

4.5. Architectural Intervention: Factored, Sparse
Positional Embedding

Given this understanding that the secret is present in the po-
sitional embeddings, we aim to make architectural changes
that optimize for secret recovery by enabling us to di-
rectly recover the secret from the model. In standard trans-
former architectures, positional embeddings are primarily
responsible for injecting sequence order information into the
permutation-invariant self-attention mechanism (Vaswani
et al., 2017). However, when these embeddings are fully
learnable rather than fixed sinusoids, empirical studies have
shown they can absorb task-specific structural biases be-
yond mere absolute position (Wang & Chen, 2020). In our
LWE setting, the model exploits this capacity to encode the
binary secret vector s directly into the spatial geometry of
the embedding space. Inspired by the use of L1 regulariza-
tion in sparse autoencoders (SAEs) to force interpretable
feature disentanglement (Cunningham et al., 2023), we re-
design the positional embedding to match the prior structure
of the LWE secrets we are targeting in this work (sparse,
N -long, binary vectors). To do this, we decouple the magni-
tude of the embedding from its directional representation,
a reparameterization technique related to recent low-rank
adaptation methods (Liu et al., 2024). We decompose each
positional embedding into a learnable scalar magnitude αi

and a unit-norm direction vector vi:

pos emb[i] = αi × vi, i ∈ {0, . . . , N − 1}

To enforce the prior that the secret is sparse, we apply an L1

sparsity penalty to the α scalars during training. Specifically,
we sort the α values, sum all but the top-h values, and add
this sum to the training loss multiplied by a hyperparameter
β = 0.01. This encourages the model to drive the impor-
tance of non-secret positions to zero, cleanly isolating the
secret indices in the top-h magnitudes of α. We can write
the training loss as:

Ltrain = LMSE + β
∑
i∈Sc

h

|αi|, β = 0.01

where LMSE is the standard MSE loss, Sh denotes the index
set of the top-h values of |α|, and Sc

h = 0, . . . , N − 1 \ Sh

is its complement (i.e., all non-top-h positions).

We then train the model with this new positional embedding
structure and sparsity loss regularization using the same
setup and parameters as before. The top panel of Figure 5
shows that the learned α values do not place all secret in-
dices in the top-h ranks. Instead, the top-h positions are
dominated by a small cluster of non-secret “cruel” (unre-
duced) indices, which the model consistently assigns larger
α values regardless of secret membership—a direct conse-
quence of the high variance introduced by lattice reduction
at those positions. The secret indices instead cluster between

7
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the top-h and top-2h cutoffs, indicating that the model has
learned to distinguish secret from non-secret positions, but
that the cruel-position signal is stronger than the sparsity
prior imposed by L1 regularization. The concentration of
secret indices within the top-h to 2h window still enables re-
covery from direct parameter inspection. The bottom panel
further shows that this structure emerges rapidly, within the
first ∼10 epochs, with secret indices (red) decaying more
slowly and converging to higher α values than most of the
non-secret indices (blue).

Figure 5. Learned L1 sparsity weights (α) for model trained
with the factored, sparse positional embedding. Top: α values
sorted in descending order by rank, with bars colored by secret
membership (red: si = 1, blue: si = 0). Bottom: Trajectories
of individual α values over training epochs, colored by secret
membership.

5. Conclusion
In this paper, we utilized the LWE problem not merely as a
cryptographic target, but as a case study for understanding
how transformers allocate representational capacity. By ap-
plying mechanistic interpretability techniques, we opened
the black box of ML-based LWE attacks, revealing that
encoder-only models bypass algorithmic reasoning to em-
bed the secret directly in their positional embeddings. By
leveraging this insight to design an interpretable architecture,
we offer a new technique for extracting structured informa-
tion from trained transformers. As LWE-based schemes
underpin emerging post-quantum cryptography standards,
understanding the mechanisms by which ML attacks suc-

ceed helps contribute to the long-term security assessment
of these constructions.

Limitations and Future Work. While our work provides
novel mechanistic insights into how encoder-only transform-
ers can recover LWE secrets, some limitations and directions
for future work remain. First, our empirical evaluation and
analysis is restricted to settings where the SALSA-family
attack already succeeds, using sparse binary secrets at Ham-
ming weights near but below the learnability threshold—
parameter regimes that do not yet reflect deployed crypto-
graphic systems. Relatedly, the L1 regularization on the po-
sitional embedding scalars is designed to be most effective
when the secret is sparse and provides diminishing benefit
as the secret becomes denser (at which point penalizing the
non-secret positions would be more natural). Future work
could explore whether alternative priors or regularization
schemes can extend the learnability threshold to denser se-
crets. Second, our analysis relies on data preprocessed via
lattice reduction, which introduces the variance asymmetry
(the “cool”/“cruel” regions) that the model clearly exploits.
This asymmetry also constrains recovery when many secret
bits fall in the “cruel” region (Wenger et al., 2025). Future
work could investigate whether a different form of struc-
tured memorization emerges on unreduced data or on other
LWE settings, and whether such structures could inform
improved architecture designs.

Impact Statement
This paper presents work whose goal is to advance the fields
of machine learning interpretability and cryptanalysis. Our
mechanistic analysis of ML-based attacks on the Learning
with Errors (LWE) problem contributes to the long-term
security assessment of post-quantum cryptographic schemes.
Our work is restricted to parameter regimes that do not
threaten deployed systems.
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A. Hyperparameter Details
We list all hyperparameters used for the experiments in Table 6.

Table 6. Hyperparameters for experiments.

Parameter Value

LWE Problem
N 256
q 842779
σ 3.0
Secret type Binary
Hamming weight Varies (20–22)

Data
Data budget ∼1M
Batch size 256
Test size 1000
Reduced True

Model Architecture
Backbone Transformer
Hidden dim 256
Encoder layers 4
Encoder heads 4
MLP expansion 4×
Activation GELU
Pooling Max
Input embedding Angular
Positional embedding Standard / Factored
Attention dropout 0.0
MLP dropout 0.0

Optimization
Optimizer AdamW
Learning rate 5× 10−6

Min learning rate 5× 10−7

Weight decay 0.03
β1, β2 0.9, 0.98
ϵ 10−8

Gradient clipping 5.0
Warmup steps 1000
Scheduler Cosine annealing
Mixed precision (AMP) True

Training
Epochs 50
Steps per epoch 10000
Loss MSE / MSE + sparsity regularization
Model seed 51

B. Argmax and Norm Results
We present a visual representation of the logit attribution results from Section 4.2 in Figure 6.
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Figure 6. Logit attribution per position on a log scale, weighted by the prediction head norm. The magnitude of the final logits is strongly
driven by the specific hidden dimensions corresponding to the secret indices (si = 1, shown in red), demonstrating that the model
leverages the secret support to predict b.

We also analyze the argmax and norm of the embeddings:

(1) Argmax: For each of the 256 hidden dimensions, we identify which position index holds the maximum value, tallying
these “wins” across all dimensions and samples. As shown in Figure 7, secret indices dominate the position of the maximum
activations.

Figure 7. Argmax frequencies tallied across all dimensions and samples for cruel region (left) and cool region (right). Secret bit indices
(red, si = 1) have higher argmax count than non-secret bit indices (blue, si = 0).

(2) Norm: For each sample, we take the norm of each of the dhidden = 256 values that correspond to a given index of the
input. However, we first apply the ReLU function f(x) = max(0, x) to the embedding to zero out any negative values. This
is because many of the values are large negatives (indicating the unimportance of those features) and drive the norm down.
Then, we take the mean of all the embedding norms across samples and plot in a bar chart as in Figure 8. We hypothesize
that secret indices would have larger norms, again because they actually contribute to the output.

Figure 8. Mean per-index norm of ReLU’d embeddings is larger for secret bits (red, si = 1) than non-secret bits (blue, si = 0).
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C. Residual Stream
We present the full PCA of embeddings after each layer in the model in Figure 9. The clusters start out more distinct and
become more overlapping after each layer.

Figure 9. Layer-wise PCA of mean per-position embeddings after each layer block in the model. The clustering of secret indices emerges
immediately after the input layer, prior to self-attention.
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