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1 Introduction

The recent success of large language models has unlock remarkable advancements in many real-world
prediction and generation tasks. However, their reliance on training with massive text corpora,
potentially including data collected from unknown sources or without proper authorization, raises
significant concerns regarding privacy risks of exposing unintended information [Sun et al.| 2024,
Carlini et al., [2021]]. Such privacy risk has been shown to emerge in model pre-training, as well as
when fine-tuning on downstream tasks [Mireshghallah et al., 2022]. Differential Privacy (DP) in
an effective privacy mechanism with formal and rigorous guarantee, commonly incorporated into
the model training process to establish upper-bounds on information leakage from the training data.
However, training language models with DP often results in substantial performance degradation. In
this work, we build upon two recent findings—the ill-conditioning of optimization under heavy-tail
class imbalance, and bias in the Adam optimizer introduced by DP noise—to analyze the performance
of privately learning with heavy-tail imbalanced labels, a common setting in next-token-prediction
tasks used to learn language models.

Performance Gap between SGD and Adam in Language Models. The empirical observation that
Adam often outperforms Stochastic Gradient Descent (SGD) on language tasks, in contrast to the other
tasks, has motivated many studies investigating Adam’s optimization behaviour in language models.
Liu et al|{[2023]] shows that Adam updates parameters uniformly despite potentially larger difference
in gradient scales in transformer models. Following the line of work, Zhang et al.|[2020] attributes
the performance gap to gradient noise in language transformers compared to vision tasks, and shows
that Adam exhibits greater robustness to heavy-tailed noise in stochastic gradients. Subsequently,
Kunstner et al.| [2023]] shows that the performance gap persists even in the full-batch training setting
and differentiates Adam from SGD by relating Adam’s behaviour to sign descent. Recently, Kunstner|
et al.| [2024] investigates the performance gap from a novel perspective of heavy-tail class imbalance.
They show that the gradient and Hessian with respect to model parameters for each class are both
dominated by the relative class frequency. As a consequence, they show in the scenario which the
classes comprise a few high-frequency classes and many low-frequency classes, Adam benefits from
estimating the curvature and could learn low-frequency classes faster than Gradient Descent (GD)
while maintain comparable performance for the high-frequency classes.

Bias Correction in Differentially Private Learning with Adam. One common approach to train
modern deep learning models with privacy guarantee is to integrate DP guarantee with (Stochastic)
Gradient Descent, i.e. DP-(S)GD [Abadi et al.|[2016]. The key steps in DP-(S)GD are to (1) clip per-
sample gradients with ¢2-clipping-threshold C' such that the change in model output when changing
the model input is well-bounded, and (2) add isotropic DP noise randomly drawn from a N'(0, 02C?)
Gaussian distribution to the aggregated clipped gradients. With the same ‘recipe’ to privatize gradient,
previous works have also use DP-Adam that replace the gradient with private gradient in the Adam
optimizer. While a performance gap between Adam and SGD in language tasks is consistently
observed in non-private learning, this difference appears to be smaller in private learning scenarios.
Tang et al.|[2023]] shows that DP-Adam behaves like DP-SGD (with momentum) since the second
moment estimates in Adam’s update is largely dominated by the variance of DP noise. As Adam uses
second moment as an estimate of curvature to normalize the gradient, the dominating additive bias
caused by DP noise potentially makes the estimation ineffective. The authors show that by removing
the bias, the corrected algorithm (DP-AdamBC) more closely resembles sign descent—similar to
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Adam’s behaviour in non-private learning—and empirically improves classification performance in
several tasks. Appendix [Alincludes the pseudo-code for the three DP optimization algorithms.

Contributions. In this work, we analyze the optimization behaviour of common private learning
optimization algorithms under heavy-tail class imbalanced distribution. We show that, in a stylized
model, optimizing with Gradient Descent with differential privacy (DP-GD) suffers when learning
low-frequency classes, whereas optimization algorithms that estimate second-order information do
not (§2). In particular, DP-AdamBC that removes the DP bias from estimating loss curvature is a
crucial component to avoid the ill-condition caused by heavy-tail class imbalance, and empirically fits
the data better with ~ 8% and ~ 5% increase in training accuracy when learning the least frequent
classes on both controlled experiments (§3) and real data (Appendix [B) respectively.

2 An Analysis on Linear Models

We use the same linear model setup as |[Kunstner et al.| [2024] to mathematically demonstrate the
difficulty of learning heavy-tail imbalanced datasets with differential privacy, and the advantage of bias
correction in Adam to relieve the ill-conditioning due to class imbalance. The inputs X are generated
from a d-dimensional uniform distribution on [0, 1]%. The classes y are generated to approximately
follow the Zipf distribution, in which the k-th frequent class has frequency < 1/k, k € [1,...,|.
We train a linear model with weights W € R¢*? to minimize the loss /(W, x,y) = — log(s(Wx),)
where s(2), = €**/ >, e* is the softmax function. The optimization objective is to minimize the

mean loss over n training samples £(W,x,y) = 13" | /(W x;,y;). The linear model setup
allows analyzing the gradient vector and Hessian matrix with respect to each row wy,..., w, of
the weight matrix W, which is used to illustrate ill-condition from heavy-tail class imbalance in
non-private learning (§2.1). We use the mathematical expressions of private gradient and Hessian
to demonstrate the ill-condition under private learning in §2.2]2.3] and demonstrate the empirical
experiments on such setup with synthetic data in §3] We refer to [Kunstner et al.| [2024] for the
complete detail of derivations.

2.1 Hessian Ill-condition from Heavy-tail Imbalance in Non-private Learning

In an optimization problem, the gradient indicates the direction of fastest local change in the loss
function, whereas the Hessian indicates the curvature of the loss function, i.e. the rate of change of the
gradient with respect to each parameter. Intuitively, optimization is more difficult if the loss curvature
differs significantly along different directions: following the the gradient vector alone could bounce
back and forth in high curvature directions and make slow progress in low curvature directions [Duchi
et al., 2011} [Yang et al., 2023} |Anil et al., 2021]]. Since the learning rate scales gradients equally in all
directions, adapting this hyper-parameter cannot alleviate such curvature challenges.

Kunstner et al.|[2024] demonstrate that, under a heavy-tail imbalanced class distribution where most
samples come from low-frequency classes, the learning problem is ill-conditioned. Indeed, under the
assumption that the model correctly assigns data samples to class k with a large output probability
(logit) p (Assumption 1, Kunstner et al.| [2024])), the gradient and Hessian with respect to model
parameters of each class are dominated by the relative class frequency 7y, = ny/n. Specifically, Kun{
stner et al.|[2024]] show that in that case, g; == Vw, £ = (1—p)m;x*+0(1/c),and H; == V2, L =

p(1 = p)mH* + O(1/c), where X = (1/ny,) 320%,,, %0 HY = (1/ng) 308, _p X%

Gradient Descent does not account for the underlying loss curvature and only updates the parameters
following the gradient. Under the above class imbalance model, we can see that the gradient is small
for low-frequency classes (small 7): this leads to slow update in low-curvature regions since the
Hessian values are also small. At the opposite, the gradient is large for high-frequency classes (large
my), resulting in large updates in high-curvature directions, as the Hessian is also large. As a result,
Gradient Descent suffers from slow convergence in learning low-frequency classes, while increasing
the learning rate makes updates to high-frequency classes unstable (the parameters oscillates around
good regions).

A natural fix to the ill-conditioning is to take into account the curvature information [Duchi et al.
2011], using second-order methods that update parameters with A = g, H; *. Since calculating H; "
is computationally expensive, and can be instable, Adam uses the inverse of the gradients’ second
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moment as a proxy to the diagonal of Hessian with cheap computation cost, which adapts gradients
to the curvature and alleviates the effect of ill-conditioning [Kingma and Ba| 2017, |Duchi et al., 2011}
Martens and Grosse, [2020].

2.2 Effect of DP Noise with Heavy-tail Imbalance

We first assume that no gradients are clipped, which is empirically achievable by setting a large
lo-clipping threshold such that Vi, C' > ||g:(x;)||. We discuss the effect of gradient clipping in the
next section. Let o be the noise multiplier that controls the privacy level: the private gradient g;
is obtained by adding DP noise sampled from the Gaussian distribution zy ~ N (0,c?C?I). For
the linear model defined above, we have g; = V, £ + z; ~ (1 — p)mX" + z;. As before, the
Hessian is H; = V%vkﬁ ~ p(1 — p)mH". It is usually not explicitly calculated in DP optimization
algorithms, but it reflects the true loss curvature with respect to the model parameters at step ¢. In the
following, we compare the scale of the private gradient and the Hessian matrix with respect to the
TOWs W1, ..., W, of the weight matrix W, for different DP optimization algorithms.

DP-GD updates parameters using the private gradient only: APPSP — g, Since the DP noise

distribution is mean zero, the private gradient is the same as the non-private gradient in expectation,
Ez[g:] = Vw, L. Under heavy-tail imbalanced labels ill-conditioning persists, because on average
DP-GD takes large steps for high-frequency classes in high-curvature regions (large E[g;] and large
H; from large 7,), and small steps for low-frequency classes in low-curvature regions (small E z[g;]
and small H; from small 7). Since the model parameters are updated with the same scalar learning
rate 7; across the whole private gradient vector, 6;11 < 6; — 1n:8:, DP-GD is either slow in learning
the low-frequency classes or unstable in learning the high-frequency classes.

Adam relieves the ill-conditioning in non-private learning. However, under additive DP noise,
achieving a similar effect requires applying bias correction in estimating curvature with noisy
gradients. Adam preconditions the gradient by (the square root of) the moving average of squared
gradient v, = Zf—:l 5t*7g3,ﬂwhich approximates the second moment of the gradient in expectation,
E[v;] ~ E[g?] [Kingma and Ba, [2017]. With the privacy constraint,

DP-Adam estimates the curvature from the noisy gradient using v; = 23:1 Bt=7g2, which biases
the estimation as E[7;] ~ E[g?] = E[g?] + Var|z]. Tang et al.[[2023]] shows that empirically Var|zg]
often dominates E[g?]. In that case, DP noise makes the second moment estimation inaccurate
and lead to incorrectly scaling the gradient, thus failing to alleviate ill-conditioning. In the linear
model example, as Ez[g;] ~ (1 — p)mxX”, the curvature estimate from DP-Adam is E[7;] ~
(1 — p)mpx*)2 4+ 02C?. When the DP noise is large, either from a large o to ensure higher privacy
guarantee or a large C for better empirical performance, E[v;] cannot effectively rescale E z[g;]
as expected. For low/high-frequency classes with small/large Ez[g;] values from small/large
respectively, the gradients are scaled similarly with Var[z¢]. Therefore, similar to DP-GD, the
low/high-frequency classes continue to update with small/large steps.

DP-AdamBC corrects the bias by replacing v; by v; — Var|z], which restores E[v;] ~ E[g?] better
adapting gradients with respect to unbiased estimates of curvature. For low/high-frequency classes
with small/large Ez[g;] values, scaling by E[g?] magnifies/shrinks the update for low/high-frequency
classes by dividing a small/large value of E[g?], respectively. Therefore, as scaling gradient by the
curvature relieves the heavy-tail imbalanced ill-conditioning in the non-private case, scaling the
private gradient by the curvature estimator with DP bias removed better relieves the ill-conditioning
in private learning.

2.3 Effect of Gradient Clipping with Heavy-tail Imbalance

Gradient clipping is essential for providing a valid privacy guarantee in neural networks. One
might have thought that it would also partially alleviate the effect of ill-conditioning by damp-
ening the gradient’s dependency on class frequency (large gradients for high frequency classes
would get clipped more). And indeed, in non-private learning cases |[Kunstner et al.| [2024]] no-
tice that normalized Gradient Descent, i.e. update parameters with A = gy /||gt||2, can improve
performance in heavy tailed class imbalanced datasets. DP gradient clipping, however, clips the

'The constant scaling of 1 — 3 applies to all the estimates and is ignored here. We also exclude the numerical
stability constants in Adam’s update in both DP-Adam and DP-AdamBC.
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gradients of individual data points before aggregation: g, = (1/n)(>_"_; clip(Vw,. L£(x;), C) + z¢),
where clip(g:(xi), C) = g:(xi)/ max (1, ||g+(xi)||2/C) clips per-sample gradient with ||g||2 > C
to have /o-norm equals C. For each clipping per-sample gradient, the magnitude decreases
((ge(x1)/||gt(x1)]]2)- C), but the direction is preserved. The gradient’s component towards the correct
class k (the values of the gradient in wy,) remains the largest, and accumulates over data points propor-
tionally to the class frequency 7. The problem is hence still ill-conditioned, and changing the learning
rate is not sufficient: one needs to account for curvature, as Adam does. Empirically, we can examine
the cosine-similarity among per-sample gradient pairs, to confirm that gradients for the same class are
more aligned (smaller angle), and will thus accumulate proportionally to 7, despite clipping. Figure|T]
shows the cosine similarities for the gradients with respect to the weight matrix W in the linear model
example. We observe that the values are higher among samples within the same class than across dif-
ferent classes, which means the gradient of examples within the same class are more aligned, whereas
the gradients of examples from different classes then to be orthogonal to each other. Since gradient
clipping in private learning re-aggregates clipped per-sample gradients, we could rewrite the expres-

sion and split by classes, (1/n) 37, clip(g:(xi), C) = (1/n) 325, 225, — clip(ge(xi), C) =

i + (X C
Py 1(7Tk/nk)qul_kdlp(gt(x;) C)=>,7 Z‘y 7k0hp((g( D . As a consequence, as

per-sample gradlents within the same class are more ahgned the aggregated clipped gradient before
adding DP noise also has a similar dependence on relative class frequency 7.

t =100 t =300 t =500

Class (Sorted)

Cosine Similarity

3 3

AN BN QO D00 b0 QIMNINHH NN BAKE
Class (Sorted) Class (Sorted) Class (Sorted)

Figure 1: The pairwise cosine similarity between (520 randomly sampled) per-sample gradient at
different training steps. The gradients are more aligned within the same class with higher cosine
similarity values and less aligned across classes with lower values.

3 Experiments on Linear Model with Synthetic Data

To examine the claims above, we generate synthetic data that exhibit heavy-tail class imbalance which
has m groups of classes with class sizes equals ¢ = 2™+ — 1. We set a minimum class size equals
5 since extremely rare classes are difficult to learn under empirically meaningful DP guarantees.
The inputs are drawn independent of the class labels with n = m2™ examples in d = 2™ + n
dimensions. We run under the full batch setting (batch size = n) to eliminate sampling bias with class
imbalance. We show the result with C' = 1 where all per-sample gradients are clipped and o = 10
as the privacy level, with additional experiments included in Appendix [C| We tune the learning rate
of half a power (1e2, 5e2, 1e3, ...) for all optimizers and additionally tune the numerical stability
constants in DP-Adam and DP-AdamBC. Since we focus on the training behaviour of the optimizers,
we let it run until the overall training loss stops decreasing to observe the complete training trajectory,
where the x-axis shows the epsilon value for the privacy guarantee over steps. We report the results
of each optimizer with the lowest overall training loss.

Figure [2] and [3] shows the training loss and accuracy on the synthetic dataset with n = 8192,d =
9216, ¢ = 255, where the class distribution follows heavy-tail class imbalance as shown in Figure[2[a).
From the training losses, we observe that DP-GD has a flatter trends comparing to the others which
has decreasing training losses especially for lower-frequency classes. For the lowest frequency group
that has 128 classes with 8 samples in each class, the final training loss for the optimizers are DP-GD:
6.7, DP-GDM (DP-GD with Momentum): 4.9, DP-Adam:5.1 and DP-AdamBC: 4.8 respectively. We
see that DP-GD fits the low-frequency classes the worst with the largest loss, whereas DP-AdamBC
has the lowest loss even though the values among DP-GDM, DP-Adam and DP-AdamBC have
smaller distinctions. From the training accuracies, we see that the gap in the overall accuracy is small
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when we aggregate samples over different classes, but the gap becomes larger for lower-frequency
classes when separating samples by class sizes. For the highest frequency class with 1024 samples,
DP-GD achieves 100.0% training accuracy whereas the other optimizers have DP-GDM: 92.3%,
DP-Adam: 93.0%, DP-AdamBC: 87.5%. We observe that DP-GD performs better for high-frequency
classes whereas the optimizers perform adequately well, whereas DP-AdamBC gains more advantage
for lower-frequency classes. For the medium-frequency group with 8 classes and 128 samples each,
DP-AdamBC has 47% training accuracy while the other optimizers have DP-GD: 0%, DP-GDM:
41% and DP-Adam: 36%. For the lowest frequency group with 128 classes and 8 samples each,
DP-AdamBC performs the best with 9.5%, which is approximately 9%, 7% and 8% better than
DP-GD, DP-GDM and DP-Adam respectively. In general, We observe that DP-GD learns the high
frequency classes better than the other optimizers but cannot efficiently learn the low-frequency
classes with comparable accuracies. Momentum (DP-GDM) that accumulates gradient over steps
and pre-conditioning by a biased estimate of curvature (DP-Adam) helps relieving the situation, but
DP-AdamBC has more balanced results as learning the high-frequency classes with comparable
accuracy and gaining advantages in learning the lower-frequency classes.

# samples per class Overall loss DP-GD
1024{® 8 8
o g6l %6
g 85— oreo i N—
£ 5127e - 4 DP-Adam 41\
n T _| — DPAdamBC == | T 1\
3 256 =2 =2
128 —— DP-GDM
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Figure 2: Results from synthetic dataset with linear model with C' = 1,0 = 10. (a) The class
distribution of the synthetic dataset. (b) The mean training loss from averaging all samples. (c)-(f)
The mean training loss separated by averaging samples with the same label frequency.
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Figure 3: Results from synthetic dataset with linear model with C' = 1, ¢ = 10. (a) The mean training
accuracy from averaging all samples. (b)-(f) The mean training accuracy separated by averaging
samples with the same label frequency.
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A Pseudo-code for Common DP Optimization Algorithms

Algorithm 1 DP-GD and DP-GD with Momentum

Require: Dataset D, loss function £(0, z), learning rate 7, noise scale o, clipping norm C, sample size L,
number of iterations 7', momentum parameter L
1: Initialize model parameters 6o
2: fort =1to 7T do

3: for all x; do
4: Compute gradient: g¢(x;) <~ VoL(0:i—1, i)
5: Clip gradient: g¢(x;) + g¢(z;)/ max (1, M)
6: end for
7: Aggregate and add noise: i < 1 (Zle ge(z:) + N (0, 02021))
8: Update parameters:
(DP-GD) ; « 011 — it
9:
- _q
(DP-GDM) b; + {7 ot
pbi—1+gr t>1
0p < 011 — 77tbz
10: end for

Algorithm 2 DP-Adam and DP-AdamBC

Require: Dataset D, loss function £(6, x), learning rate 7, noise scale o, clipping norm C, sample
size L, number of iterations 7', Adam hyperparameters (31, 32, 7, 7’
1: Initialize parameters 6, first moment vector mg = 0, second moment vector vy = 0
2: fort =1to T do
for all z; do
Compute gradient: g;(z;) < VoL(0¢—1,2;)
Clip gradient: g;(x;) + g¢(x;)/ max (1, M)
end for
Aggregate and add noise: §; < + (ZiL:l gi(x;) + N(0, 02021))

Update biased first moment estimate: m; < Bym¢—1 + (1 — 81)3g:

Update biased second moment estimate: vy < (Bovy_1 + (1 — B2)3?

Compute moving average bias-corrected estimates: 1, < %v O — —ir
1

1-314
Update parameters:

w

_
DY R

—

My
DP-Adam) 0; < 0y_1 — p———
( ) 0 1 — Mt N

my

\/max(f/t — (O'C/L)Qv ry/)

12:

(DP-AdamBC) 6 < 0,1 — s

13: end for

B Experiments on Real Heavy Tail Imbalanced Datasets

While linear models are convenient to demonstrate the idea mathematically, they are often limited
in prediction power to fit more complex datasets. In this section we show experiment results that
use deep learning models on a modified heavy-tail imbalanced image classification dataset and two
next-token-prediction language datasets.

Datasets and Models. We use the Barcode MNIST dataset which is modified from MNIST with
additional classes consist of examples of original MNIST image plus a 10-bit number encoded in
the corner of the image. We follow the steps of Kunstner et al.| [2024]](Appendix A2) to generate
the imbalanced dataset, and we subsample examples from classes to make the labels heavy-tail
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imbalanced. The Barcode MNIST dataset used in our experiment has n = 23770 images and
¢ = 330 numbers of classes with label distribution shown in Figure [#{(a). We train the dataset with a
2-convolution-layer CNN model. For examples of real-world heavy-tail class imbalance datasets,
we evaluate the training performance on two language datasets with next-token prediction task. We
use the TinyPTB dataset |Kunstner et al.| [2024](Appendix A2) and load pre-trained weights and
tokenizer from GPT2. We finetune the dataset with a Transformer head with the implementation of
‘GPT2LMHeadModel’ from the transformers package. The token distribution is highly imbalanced
and is shown in Figure[6[a). We omit the highest frequency token (‘the’) with frequency > 400000
to better visualize of the label distribution. In addition, we use the End-to-End (E2E) NLG challenge
datasetNovikova et al.|[2017] with n = 42000 training examples, which contains structured input
representations in the restaurant domain that are mapped to natural language through end-to-end
training. We finetune the dataset using LoRA [Hu et al.|[2021] applied to pretrained GPT-2-medium
weights and the GPT-2 tokenizer, following the implementation from Yu et al.|[2022]. The token
distribution exhibits heavy-tail class imbalance as shown in Figure [§(a). We use the default model
and LoRA hyperparameters as Yu et al.|[2022] for both optimizer setups. The hyperparameter tuning
procedure is the same as described in section [3] For the DP hyperparameters, we try two levels of
o = {1,10} and tune a coarse set of C' = {0.1, 1, 10} and report the result from the best C.

Results and Discussion. We observe that the result on Barcode MNIST much resembles the results
on the linear model example. When separating the performance by label frequency, we see that
DP-GD has oscillating training loss for the medium-frequency classes, indicating these parameters
potentially steps too aggressively in high curvature regions that causes unstable performances. Except
the the lowest-frequency class which all optimizers seem to suffer, we observe that DP-AdamBC
has lower training loss for low-frequency classes than the other optimizers, e.g. DP-AdamBC has a
training loss of 3.6 which is 0.3, 2.3, 1.2 lower than the loss of DP-GD, DP-Adam and DP-GDM
respectively on the group that has 200 classes with 10 samples each. For training accuracy, we
observe that all the optimizers behave similarly for the high-frequency class, with DP-GD: 97.6%,
DP-GDM: 91.7%, DP-Adam: 97.4%, DP-AdamBC: 96.5%. The accuracy are overall smaller for the
low-frequency classes, which indicates that rare classes are indeed more difficult to optimize, though
DP-AdamBC has an advantage from potentially estimating the curvature information more accurately
with 11.5% training accuracy for the lowest-frequency group, whereas other optimizers’ performance
degrade more, with DP-GD: 6.6%, DP-GDM: 4.1%, DP-Adam: 6.3% training accuracies respectively.

Figure [6] and [7] shows the training loss and accuracy for the TinyPTB dataset when finetuning a
transformer head from the pretrained GPT2 model. The token distribution is highly imbalanced with
~ 40% of tokens of frequency f < 10, and the top 20 high-frequency tokens spread over a wide
range from f = 400000 to 5000. Therefore we group examples such that the high-frequency tokens
are grouped by coarse magnitude (group 1 with f > 400000, group 2 with 400000 > f > 20000,
etc.), the medium-frequency tokens with 5000 < f < 5 are grouped evenly into 30 groups, and all
tokens with f < 5 are combined into one group. We observe that all optimizers could learn the
highest frequency class well with low training loss, with values around 0.1 for all optimizers. For
the high to medium-frequency tokens, DP-GD generally has higher training loss while the other
optimizers have lower values, e.g. for the token with frequency of ~ 30000, DP-GD has a loss of
1.7 whereas DP-Adam, DP-AdamBC and DP-GDM has 1.3, 1.2, 1.2 respectively. For the training
accuracies, DP-GD have lower training accuracy than the other three optimizers in predicting medium
to high-frequency tokens whereas DP-AdamBC has larger values, e.g. on the same token of frequency
~ 30000, DP-GD, DP-Adam, DP-AdamBC and DP-GDM has 66%, 73%, 75%, 74% training
accuracy respectively. For the lowest frequency class with median frequency = 8, all optimizers seem
to behave equally poorly in terms of training accuracy though DP-GD seems to have lower training
loss. In general, we see a similar but milder effect with the next-token prediction task. In addition to
the more extreme imbalanced distribution and a more complex task, we suspect that finetuning from
pretrained models potentially make each sample more orthogonal to each other in the embedding
space, which decreases correlation between within class examples thus relieving the dependence on
class frequency.

C Experiments with Varying DP Hyperparameters

We examine the empirical performance on the linear model with synthetic data setup when changing
DP hyperparameters C' and o. Figure [2]and[I0]show the training loss and accuracy when C' = 1,0 =
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Figure 4: Results from Barcode MNIST with CNN. (a) The class distribution of the synthetic dataset.
(b) The mean training loss from averaging all samples. (c)-(f) The mean training loss separated by
averaging samples with the same label frequency.
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Figure 5: Results from Barcode MNIST with CNN. (a) The mean training accuracy from averaging
all samples. (b)-(f) The mean training accuracy separated by averaging samples with the same label
frequency.

10. Figure 9] and [I0] show the results with the same o = 10 and with a larger clipping threshold
of C' = 10. FigurI?ﬁ_ITl and [I2] shows the results with the same C' = 10 and with a smaller privacy
parameter 0 = 5. We set the number of epochs such that all the experiments run until reaching the
same final ¢ = 28. From Figure 9] and [T0] we observe that changing the clipping threshold shows
approximately the same trends as in Figure [2and [T0] which supports the claim in §2.3|that clipping
per-sample gradients to smaller scales does not relieve the ill-condition in DP-GD and requires more
accurate estimates of curvature with DP bias removed to see better performance in learning the
low-frequency classes. Comparing Figure[TT]and [I2]to the others, we observe that DP-GD suffer
from learning lower-frequency classes due to the ill-condition. However, when the DP noise variance
(¢C/n)? is smaller, DP-Adam could learn the low-frequency classes similarly as DP-AdamBC,
potentially from estimating the second moments more accurately.
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Figure 6: Results from TinyPTB with finetuned Transformer head. (a) The class distribution of the
synthetic dataset. (b) The mean training loss from averaging all samples. (c)-(f) The mean training
loss separated by averaging samples with the same label frequency.
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Figure 7: Results from TinyPTB with finetuned Transformer head. (a) The mean training accuracy
from averaging all samples. (b)-(f) The mean training accuracy separated by averaging samples with

the

same label frequency.
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Figure 8: Results from finetuning E2E dataset with with C' = 1,0 = 0.6. (a) The heavy-tail token
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Figure 9: Results from synthetic dataset with linear model with C' = 10,0 = 10. (a) The class
distribution of the synthetic dataset. (b) The mean training loss from averaging all samples. (c)-(f)
The mean training loss separated by averaging samples with the same label frequency.
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Figure 10: Results from synthetic dataset with linear model with C' = 10,0 = 10. (a) The mean
training accuracy from averaging all samples. (b)-(f) The mean training accuracy separated by
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Figure 11: Results from synthetic dataset with linear model with C' = 1,0 = 5. (a) The class
distribution of the synthetic dataset. (b) The mean training loss from averaging all samples. (c)-(f)

The mean training loss separated by averaging samples with the same label frequency.
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Figure 12: Results from synthetic dataset with linear model with C' = 1, ¢ = 5. (a) The mean training
accuracy from averaging all samples. (b)-(f) The mean training accuracy separated by averaging
samples with the same label frequency.
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