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Abstract

Adversarial optimization algorithms that explicitly search for flaws in agents’
policies have been successfully applied to finding robust and diverse policies in
multi-agent settings. However, the success of adversarial optimization has been
largely limited to zero-sum settings because its naive application in cooperative
settings leads to a critical failure mode: agents are irrationally incentivized to self-
sabotage, blocking the completion of tasks and halting further learning. To address
this, we introduce Rationality-preserving Policy Optimization (RPO), a formalism
for adversarial optimization that avoids self-sabotage by ensuring agents remain
rational—that is, their policies are optimal with respect to some possible partner
policy. To solve RPO, we develop Rational Policy Gradient (RPG), which trains
agents to maximize their own reward in a modified version of the original game in
which we use opponent shaping techniques to optimize the adversarial objective.
RPG enables us to extend a variety of existing adversarial optimization algorithms
that, no longer subject to the limitations of self-sabotage, can find adversarial
examples, improve robustness and adaptability, and learn diverse policies. We
empirically validate that our approach achieves strong performance in several
popular cooperative and general-sum environments. Our project page can be found
at rational-policy-gradient.github.10.

1 Introduction

A longstanding challenge in the field of multi-agent reinforcement learning (MARL) is that of learning
robust behavior: individual agents should be able to adapt to a variety of different strategies that other
agents might exhibit. One way to achieve robustness is by training agents to iteratively find and fix
flaws in their policy. In zero-sum settings, this can be naturally achieved through self-play [Samuel,
1959, |Silver et al.,|2016], where agents train against copies of themselves. Due to the adversarial
nature of zero-sum self-play, agents will continually be encouraged to find new ways of attacking
their opponents which will naturally lead to iterative improvement and robustification. In general-sum
(especially cooperative) settings, however, self-play will explicitly avoid the weaknesses of other
players, as it is harmful to the shared reward, resulting in brittle agents [Carroll et al.,2019].

Inspired by its success in zero-sum settings, we leverage a form of adversarial optimization (i.e., we
incentivize minimizing other players’ rewards) to train agents to find and fix flaws in general-sum
settings. However, seeking to minimize others’ rewards in cooperative settings, where all agents aim
to maximize a shared reward, unsurprisingly leads to self-sabotaging behavior [Cui et al.} 2023]]. If
an agent is solely incentivized to minimize the rewards of another player, the adversary can simply
learn to refuse to collaborate with that teammate. Even worse, the adversary has an incentive to act
irrationally by actively sabotaging its teammate’s (and by extension, its own) reward, preventing
meaningful learning.
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Figure 1: Rational policy gradient (RPG) allows nding rational adversarial examples, robustifying
behavior, and discovering diverse policies.

In order to reap the bene ts of adversarial optimization without incurring self-sabotaging behavior,
we establish a new paradigm for adversarial optimization c&kibnality-preserving Policy Opti-
mization(RPO). We formalize RPO as an adversarial optimization problem that requires the policy
to be optimal with respect to at least one policy that other agent(s) might play. This can be thought
of as enforcing the agent to lnational: the agent must be utility-maximizing for some choice of
teammates.

The rationality constraint imposed by RPO is dif cult to directly integrate into a single optimization
objective. To solve RPO, we introduce a novel approach cadliégohal policy gradient (RPG)which
provides a gradient-based method for ensuring rational learning while optimizing an adversarial
objective. RPG introduces a new set of agents catladipulators one for each of the agents in the
original optimization problem (which we cdtlase agenis In RPG, the base agents only train to
maximize their own reward in a copy of the game (calledriemipulator environmehtwith their
teammates replaced by their manipulator counterparts — this ensures that the base agents are solely
learning to be rational. Each manipulator uses opponent-shaping [Foerster et al., 2017] to manipulate
the base agents' learning and guide them towards policies that optimize the adversarial objective
(e.g., achieving low reward with one another in the origimade environmejt The manipulators

are discarded after training and the trained base agents give the solution to the RPO-version of the
adversarial objective — whether that be related to robustness, diversity, or some other objective.

As summarized in Figure 1, we use RPG to extend several existing adversarial optimization algorithms
to nd adversarial examples in pretrained policies, train more robust strategies, and fully eliminate
self-sabotaging behavior exhibited by existing adversarial diversity algorithms [Cui et al., 2023,
Sarkar et al., 2024] — an open problem in existing literature. We summarize our contributions:

* We introduce a formalism called RPO that overcomes the issue of self-sabotage in any
adversarial optimization algorithm.

» We introduce a gradient-based deep learning algorithm called RPG that solves RPO.

» We use RPG to construct ve novel adversarial optimization algorithms that nd rational
adversarial examples, train robust agents, and learn diverse policies.

» We empirically demonstrate that our algorithms avoid self-sabotage and outperform existing
baselines in popular cooperative environments.

2 Preliminaries

We consider the setting in which agents play igemeral-sum partially-observable stochastic game

(M; S;A;R; ;P; ;0) dened as follows. M = f1;:::;kg is a set of agentsS is a set of

states with initial distributior§;. A = A4 A is the space of joint actions; for ease

of notation, we assume without loss of generality that the action set is identical across agents.



Ri:S A S! R is agentigs reward function. is the discount factoP : S A S'! [0; 1]
is the transition function where (,5 P(s;a;s9=1. = m is the joint observation
spaceO:S A I [0;1]is the observation function.

For sake of exposition, we limit ourselves to games with two players. Agents felioghastic
Markovian policiesthe policy ; agent speci es a distribution over actios; for every observation

in ;. Let denote the joint stochastic Markovian policy space for all agentslenote the policy
space of agent and ; denote theco-policyspace, the joint policy space of the co-players (all
agents other thar). We note that our methods will work for history-dependent policies too (e.g., by
allowing the policies to maintain external memory). We Us€ i; i) to dq_mote the expected (over
stochasticity from the environment and policy) sum of discounted revéards, ‘R;(s;a;; St+1)

for agenti from the initial distribution over states. ThHmest-responséunction for agent is the
set-valued functio®R; : | ! P ( {) suchthaBR;( ;) =argmax  Ui( i; i), denoting
the set of policies agemtcould play to maximize the sum of discounted returns in response;to
We investigate the problem setting in which arbitrary optimization objec@yeare given for each
agent as discussed in the following section.

3 Rationality-Preserving Policy Optimization

3.1 Adversarial Optimization Causes Self-Sabotage

We call an optimization objectivadversarialwhen some of the agents are explicitly incentivized

to minimize the reward of another agent. For example, the adversarial training (AT) optimization
problem [Gleave et al., 2019] is de ned for a victinicim and an adversaryagversanyin a 2-player
game. The objective for the adversaryn® _, ..., Uvictim( victim: adversary While the objective for

the victim is non-adversariamax ., Uvictim( victim; adversary. IN Z€ro-sum settings, AT has been

used to train the adversary to nd adversarial examples that expose robustness aws in the victim's

policy and have the victim learn to x them.
. . : . Adversary
In an attempt to train an agent that is robust in a cooperative C

. . ; D E
setting, consider applying AT to the game between two players
de ned by the matrix in Figure 2. Suppose the victim is the victim Al 0 1
row player and the adversary is the column player. Under the 0|1 1
objectives speci ed by AT, no matter which policy;cim plays,
the adversary wilkelf-sabotagehe game by playing policy
adversary- E since this automatically minimizes;icim's reward at a value of -1. Notice how
AT

adversaryW'” not help ictim iMmprove its robustness: no policy available tg.m can do well if

ngersaryplays actiorE . Motivated by such examples, we de ne self-sabotage as follows.

De nition 3.1 (Self-sabotage)Optimization problems in multi-agent games often include objectives
distinct from the incentives in the underlying game (i.e., agents' incentive to maximize their individual
reward). When the optimization problem results in policies withtional behavior, behavior that
causes an agent to act against its own incentive in the underlying game, we csdlffsabotage

Figure 2: A cooperative game.

3.2 The Rationality-Preserving Policy Optimization Formalism

Rationality-preserving policy optimization (RPO) xes the issue of self-sabotage in adversarial
optimization problems by requiring an adversarial agent's policy to be rational, i.e., a best-response
to at least one possible co-policy.

De nition 3.2 (Rationality-preserving Policy Optimization (RPO))yor each agent, let

Oi( 1;:::; m) denote its adversarial optimization objective. The RPO-version of afgeob-
jective is given by
max O;( 1;:::; m) subjectt® ° 2 st ;2BR(%): (1)

Let us walk through an example of applying RPO to the adversarial training (AT) objective
Min oy Wvictim ( victims  adversary- RPO will modify AT by requiring that agversaryis rational by

serving as a best response to some co-policy. Notice that the RPO constraint has no affggt on
since it is already optimizing to be rational.

Now, if ietim = A, the constraint from De nition 3.2 will lead the adversary to nd the policy

gj\’,ersary— D sinceD is a valid best response if the victim plaBs Note that while playind=



minimizes the adversarial objective further than playihgt does not satisfy the constraint of being

a rational action. Importantly, the adversary is teaching the victim something actionable: increasing
their likelihood of playingB would improve their reward. Moreover, the only equilibrium of this
new optimization problem is for the victim to play a uniform mixture over actidérendB . This

makes the victim robust because the minimum expected reward it will obtain against any rational
co-policy is0:5.

Notice that the AT-RPG is a strict generalization of AT since they are identical in zero-sum
games. In the zero-sum setting, letting = yicim trivially satis es the rationality constraint

sinceBR( victim) = max ad\,ersaryUadversarﬁ victims adversarQ = min ad\,ersaryuvictim( victim» adversar) in
Zero-sum games.

4 Rational Policy Gradient

Rational policy gradient (RPG) incorporates the constraint from De nition 3.2 by introducing a new
manipulatoragent policy ™, for each base agent policy. Each base agenhow ignores its original
objectiveQ;( 1;:::; m) and instead optimizes to play a best response against its manipulator to
enforce the rationality constraint from Equation (1). The manipulator is responsible for the original
objectivesO;, giving the following two objectives

Base agentsmax U( i; MY; Manipulators:mg;lx Oi( 1;::5 m): (2)

Notice that the manipulators can only in uence the original objective indirectly by choosing which
policy the base agents should best respond to. Since the rationality constraint has no affect on agents
with non-adversarial objectives (e.g., the victim in AT), as an optimization, such base agents keep

The full RPG-modi ed objectives of several adversarial optimization problems modi ed are given in
Appendix D. In the rest of this section, we give an overview of the principles behind the gradient
update for RPG. Further details are available in Appendix E.

4.1 RPG Gradients

RPG approximates the objectives in Equation (2) through a policy gradient update; dwsd
M. denote the parameters for policiesand M,. The gradient update for the base policies is
straightforward:

Pt U M) (3)
Building atop existing opponent shaping techniques [Foerster et al., 2017], the manipulator takes
higher-order gradients through their base agents' update with respect to the adversarial objective
M. Mtr wor( 9 O): (4)
Notice thatO; is evaluated at the base agents' paramet@adter they have taken one gradient step

into the future. The manipulators are responsible for the adversarial objective but can only indirectly
affect it by altering the base agent's learning process.

In order to compute gradients in a model-free deep learning setting, we need to use a surrogate loss
that preserve higher-order gradients. We use Loaded DiCE [Farquhar et al., 2019], which is based on
DIiCE [Foerster et al., 2018] to de ne such a surrogate loss. See Appendix E.1 for more details.

4.2 Partner-play Regularization

In deep learning settings, signi cant distribution shifts between training and evaluation data can lead
to poor performance. In our case, base agents are training against manipulators and then evaluated
against other base agents: this shift in partner can easily put the base agent's policy out-of-distribution.
To minimize the impact of this distribution shift, we introduce a regularization term in the base
agent's loss function callegartner-playregularization: for each base agémve add to the training

data some rollouts dfpartnered with each other base agent thatevaluated against undé. This
prevents's policy from being out-of-distribution during evaluation and ensures that manipulators
cannot optimize adversarial objectives by simply putting the base agents training out-of-distribution.



Algorithm 1 RPG update with lookahead

input Policy parameters™;; ;;8i 2 [m].
1: Copy: 0 ;8i 2 [m]

2: forninl:::N do

3:  Rollout trajectories under ©; M)
4 P P oar oL M)

5: end for

6: Rollout trajectories under 9;:::; 9
M M or L2
8 i i+ s LCin M)

output M ;;8i 2 [m].

Figure 3: Psuedo code (left) and visualization (right) for the RPG update. The inner box visualizes
a base agent's update and the full gure visualizes the corresponding manipulator update taking
gradients through the base agent's update.

4.3 The Rational Policy Gradient Algorithm

Algorithm 1 shows pseudocode for a single policy update of RPO. Lines 2-5 pekfdonkahead

steps on the base agent policies by taking gradient steps towards being a best-response to their
corresponding manipulator policies (as well as partner-play regularization). Line 6 performs rollouts
between all of the updated base agents required to evaluate the original ob@¢tikatouts between

all base agents are shown for simplicity). Line 7 then applies a gradient step on the manipulator
policies through the DICE-modi ed [Foerster et al., 2018] loss funcﬂ% (de ned in Appendix E)

evaluated on the rollouts from updated base agents. Line 8 simply applies a single gradient step on
the base agents (identical to the update on line 4) with respect to a traditional RL surrogate loss. We
note that RPG is agnostic to the underlying RL algorithm used to compute the gradients of the loss
function.

4.4 RPG Algorithms

In this section, we give an overview of the novel algorithms that we introduce using RPG, allowing
them to be applied to non-zero-sum games. A more detailed speci cation along with a visualization
of each algorithm is given in Appendix D.

AP-RPG is usecto nd aws in agents. AP-RPG is the RPG variant of adversarial policy (AP)
[Gleave et al., 2019]. AP is used in zero-sum settings to nd adversarial vulnerabilities in existing
agents. In both AP and AP-RPG, we refer to this agent asittien. Meanwhile, the learning agent
that attempts to nd a vulnerability in the victim is called thdversary In the case of AP-RPG, since

we want to prevent the adversary from acting irrationally, it trains againatiearsary manipulator

AT-RPG is usec to robuctify alearring agent. AT-RPG is the RPG variant of adversarial training (AT)
[Gleave et al., 2019]. AT is an extension of adversarial policy that allows the victim to simultaneously
learn while the adversary attacks. AT-RPG modi es AP-RPG in the same way by allowing the victim
to learn. Since the victim is not subject to any adversarial incentives, it does not require a manipulator.

PAIRED-RPG is usec to robuctify a learring agen using regret. PAIRED-RPG is the RPG variant

of protagonist-antagonist induced regret minimization (PAIRED) [Dennis et al., 2020]. PAIRED is
an algorithm used for unsupervised environment design and if naively applegliayer designthe
adversarycan simply learn to sabotage the game when matched withrthagonist PAIRED-RPG

xes this issue by introducing a manipulator for the adversary.

PAIRED-Attack-RPG is usecto nd aws thai maximize ar agent' regret. PAIRED-A-RPG is a
variant of PAIRED-RPG in which the protagonist is xed, allowing us to nd adversarial policies that
the protagonist performs well with, but the victim does not.

AD-RPG is dua puipose (1) nding a se of truly diverse (i.e., incorrpaible) policies anc (2)
gerelaling ar autc-curriculum to train robus policies. AD-RPG is the RPG variant of the adversarial
diversity (AD) algorithm [Cui et al., 2023, Charakorn et al., 2023]. AD works by framing diversity

as the problem of nding a set of strategies that perform well in self-play but poorly in cross-
play, indicating that distinct solutions have been found. However, naively training a population
this way leads agents to achieve low cross-play scores by sabotaging the game rather than nding
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