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ABSTRACT

Recent biosecurity risk assessments identify biological foundation models as hav-
ing high misuse potential over the coming decade that lower barriers to develop
harmful biological agents, with many tools open source and readily accessible to
potential threat actors (Nelson & Rose, 2023; Webster et al., 2025). At the same
time, Genomic Foundation Models (GFMs) such as DNABERT-2 (Zhou et al.,
2024) and Nucleotide Transformer v2 (Dalla-Torre et al., 2024) could help im-
prove biosecurity defenses; yet their robustness under adversarial attacks remains
poorly understood.
To address this gap, we evaluate the susceptibility of GFMs to adversarial mu-
tations. Since genomic inputs are discrete and subject to biological constraints,
standard adversarial perturbation models for continuous domains do not directly
apply (Kuleshov et al., 2021). We study promoter classification as a representative
task and analyze GFM robustness under black-box threat models with nucleotide-
level perturbations. Adversarial sequences are generated via genetic algorithms
subject to explicit biological constraints, including GC-content bounds, mutation
budget limits, and transitions (Ti)/transversions (Tv) bias.
Our analysis reveals that GFMs are vulnerable to perturbation-efficient adversarial
attacks requiring only a small number of nucleotide edits. These vulnerabilities
are not random: effective adversarial substitutions favor transversions over transi-
tions and concentrate in the 5’ regulatory region of promoter sequences. Iterative
adversarial training reduces attack success rates from initial values of approxi-
mately 40–45%, but substantial attack success of about 20–30% persists after ten
rounds of hardening. Our results establish adversarial evaluation of GFMs as a
joint biological and machine learning challenge requiring domain-specific threat
models and defenses.

1 INTRODUCTION

Artificial intelligence is transforming the biosciences, but this progress brings new biosecurity chal-
lenges. As AI-powered tools become more accessible, the gains from new capabilities are accompa-
nied by emerging vulnerabilities, increasing the potential for misuse (Zhang et al., 2025a). Genomic
Foundation Models (GFMs) such as DNABERT-2 (Zhou et al., 2024) and Nucleotide Transformer
v2 (Dalla-Torre et al., 2024) exemplify this dual-use concern: they achieve strong performance
across genomic prediction tasks including promoter and enhancer classification, splice site predic-
tion, and regulatory element identification, yet their robustness against adversarial manipulation
remains largely underexplored. These models learn dense representations from large-scale DNA
sequence data and are increasingly adopted as backbones for downstream discriminative and gener-
ative applications. As GFMs move closer to deployment in high-stakes biological and biosecurity-
relevant pipelines, such as sequence screening tools, DNA sequence design assistants, or diagnostic
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support applications, understanding their robustness under realistic adversarial perturbations be-
comes critical. If adversaries could reliably induce misclassification or evasion with small, biologi-
cally plausible edits, the reliability and safety of GFM-powered systems in real-world applications
must be rigorously evaluated (Goodfellow et al., 2016).

We note that the term “biosecurity screening” is used here to refer specifically to GFM-powered
classification as components of more comprehensive screening pipelines, rather than to end-to-end
screening systems. Our results demonstrate adversarial vulnerabilities in the classification layer; the
degree to which these vulnerabilities translate to evasion of full screening workflows depends on
additional system-level factors that are outside the scope of this study.

Prior work has demonstrated that AI-driven sequence design can produce sequences that evade
screening tools (Wittmann et al., 2024), that DNA injection and synthesis pipelines introduce ex-
ploitable attack surfaces (Farbiash & Puzis, 2020), and that jailbreak-style attacks can steer DNA
language models toward harmful outputs (Zhang et al., 2025b). Broader assessments of AI-enabled
biological risks further emphasize the need for rigorous evaluation of model robustness under real-
istic threat models (Nelson & Rose, 2023). Recent biosecurity assessment frameworks categorize
emerging biotechnology risks and specifically identify genetic modification technologies and bio-
logical foundation models as threats expected to mature within the next decade, lowering barriers
for adversaries seeking to develop harmful biological agents; notably, the majority of such tools
are fully open-source and therefore readily accessible to threat actors (Webster et al., 2025). Con-
sistent with the assessment that no single technology drives risk in isolation, but rather that risk
emerges from the convergence and accessibility of tools, our work focuses on a critical vulnerability
in GFMs: their susceptibility to minimal adversarial mutations could erode the robustness of down-
stream genomic classification tasks. The implications extend broadly to biosecurity checkpoints
in DNA screening pipelines, including for example the detection of synthetic biology constructs,
gain-of-function modifications, or enhanced pathogenic sequences.

Figure 1 summarizes the threat model and evasion mechanism considered in this work. Here, we
use promoter sequence classification as a representative genomic classification task and a proxy for
more complex classification tasks, such as pathogen classification. It is well suited to serve as an
example due to its prevalence in existing benchmarks (Dalla-Torre et al., 2024; Zhou et al., 2024),
its relevance for downstream biological decision-making, and the availability of well-characterized
assays for experimental validation. Using adversarial sequences, we show that GFMs are vulnerable
to certain classes of mutations, revealing failure modes that are not apparent from aggregate accuracy
or confidence metrics alone. To mitigate these vulnerabilities, we propose an iterative black-box
adversarial training procedure tailored to GFMs.

The central question of this work is: Can genomic foundation models be reliably evaded by an adver-
sary who applies a small number of biologically plausible nucleotide edits to input sequences? We
operationalize this question through a concrete task (promoter classification) and a concrete threat
model (black-box query access with biologically constrained perturbations), and measure both attack
effectiveness and the capacity of iterative adversarial training to mitigate identified vulnerabilities.

The paper is organized as follows. We review related work on genomic foundation models and ad-
versarial robustness in genomics in Section 2. Section 3 describes the task formulation, threat model,
attack procedures, and adversarial training framework. Section 4 presents empirical results on attack
effectiveness, vulnerability structure, and transferability, followed by discussion and limitations in
Section 5 and conclusions in Section 6.

2 RELATED WORK

2.1 GENOMIC FOUNDATION MODELS

The application of large-scale pretrained models to genomics has emerged as a powerful paradigm
for learning dense representations from genomic sequences. DNABERT-2 (Zhou et al., 2024) adapts
the BERT architecture to genomic sequences using nucleotide-level tokenization and pretraining on
large-scale multi-species genomic corpora. The model demonstrates strong performance across di-
verse downstream tasks, including promoter identification, splice site prediction, and regulatory
element classification. Similarly, the Nucleotide Transformer v2 (Dalla-Torre et al., 2024) family
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...ATGCTA...

Clean sequenceUser
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...ATGGTA...
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Non-Promoter ✗

Adversarial sequence

point mutations, biological constraints
✓ plausible 6–8 bp edits

Figure 1: Illustrative threat model: a genomic foundation model (GFM) classifies sequences (e.g.,
promoter vs. non-promoter). Benign: normal classification. Attacker: an attacker perturbs the
sequence with few nucleotide edits under biological constraints; the adversarial sequence remains
plausible but causes misclassification.

provides foundation models at multiple scales (50M to 500M parameters), pretrained on extensive
genomic datasets and evaluated for robustness and generalization. These models learn represen-
tations that capture sequence-level DNA patterns, regulatory signatures, and evolutionary signals,
enabling transfer learning to task-specific genomic prediction problems. These approaches build on
foundational work on representation learning and model scaling across domains (Bengio & LeCun,
2007; Hinton et al., 2006; Goodfellow et al., 2016).

2.2 PROMOTER SEQUENCES

Promoter datasets and experimental assays measuring promoter-driven gene expression are well
established (Toktay et al., 2022; Alcaraz-Pérez et al., 2008; Fournier et al., 1999), providing a con-
crete biological context for evaluating model behavior. Recent work has also studied the mutational
robustness of promoters from a biological perspective (Fuqua et al., 2025), highlighting that natu-
ral promoters exhibit varying degrees of tolerance to nucleotide-level perturbations, a property that
computational models should ideally reflect.

2.3 ADVERSARIAL ROBUSTNESS IN DISCRETE AND STRUCTURED DOMAINS

Adversarial robustness has been extensively studied in continuous domains such as computer vi-
sion and natural language processing (Goodfellow et al., 2015; Eykholt et al., 2018; Tramèr et al.,
2017; Gu et al., 2024). In contrast, genomic sequences pose distinct challenges: inputs are dis-
crete (nucleotides), highly structured, and constrained by biological rules such as codon usage, GC
content, and regulatory motifs. Discrete input spaces can admit adversarial examples with minimal
edits (Kuleshov et al., 2021), and in genomics, even few-nucleotide perturbations can degrade GFM
accuracy (Yoo et al., 2025). However, many existing attacks rely on gradient-based methods or un-
constrained perturbations that may violate biological plausibility and therefore fail to reflect realistic
threat models.

Recognizing these limitations, several benchmarking frameworks have emerged to evaluate ad-
versarial robustness of GFMs under more domain-aware conditions. FIMBA (Skovorodnikov &
Alkhzaimi, 2024) uses feature-importance-based attacks, GenoArmory (Luo et al., 2025) provides
a unified evaluation framework for adversarial attacks on GFMs, and SafeGenes (Zhan et al., 2025)
focuses on protein foundation models. Together, these efforts underscore the need for adversarial
evaluation methods that incorporate biological plausibility constraints, discrete perturbation spaces,
and task-relevant threat models, which standard approaches from vision and language domains do
not capture.
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2.4 ADVERSARIAL TRAINING AND TRANSFERABILITY

Adversarial training, i.e., incorporating adversarial examples into the training set, has been shown
to improve robustness in vision and natural language processing, often at the cost of clean accu-
racy (Goodfellow et al., 2015; Carlini et al., 2019). In genomics, adversarial training remains com-
paratively underexplored, particularly under biologically constrained threat models. Transferability
of adversarial examples across models is a critical concern for threat assessment: if adversarial se-
quences discovered for one model transfer to another, attackers can optimize against open-weight
models and deploy attacks against black-box systems (Tramèr et al., 2017; Gu et al., 2024). Under-
standing transferability in genomic foundation models is therefore essential for assessing real-world
biosecurity risks.

3 METHODOLOGY

3.1 MODELS, TASK, AND DATASET

We study promoter classification formulated as binary classification of fixed-length DNA sequences
into promoter versus non-promoter classes. Promoter identification is widely used in genomic
benchmarking, is relevant for downstream biological decision-making, and benefits from well-
established experimental assays, making it a suitable testbed for robustness analysis.

We evaluate two genomic foundation models (GFMs): DNABERT-2 (Zhou et al., 2024), contain-
ing 117M parameters, and the Nucleotide Transformer v2-250m-multi-species model (Dalla-Torre
et al., 2024), containing 250M parameters. Throughout this paper, we use “NT v2” and “Nucleotide
Transformer v2” to refer exclusively to this 250M-parameter variant. Both models are large-scale
pretrained encoders trained on multi-species genomic corpora and designed to capture sequence-
level and regulatory patterns in DNA.

For both models, we train a classifier on top of the pretrained encoder; in the iterative adversarial
training procedure we retrain only the classifier head with unfrozen base model to improve robust-
ness.

We use the promoter classification dataset from the Eukaryotic Promoter Database (EPD) (Périer
et al., 2000) and released as part of the Nucleotide Transformer benchmark (Dalla-Torre et al., 2024).
The dataset consists of labeled promoter and non-promoter sequences and is publicly available on
Hugging Face.1 Further information about the training set and class split can be found in Section 3.5.

3.2 BLACK-BOX ADVERSARIAL ATTACK

Our approach assumes an adversary with no access to model internals, gradients, or training data,
but with the ability to query model outputs such as class probabilities or confidence scores. This set-
ting closely mirrors realistic deployment scenarios for GFM-powered genomics tools. Adversarial
sequences are generated using iterative black-box optimization procedures via genetic algorithms.
We use a genetic algorithm with a population size of 100, crossover rate of 0.9, and mutation rate
of 0.3 to propose discrete nucleotide-change events under biological plausibility rules: GC-content
bounds, mutation-budget limits, Ti/Tv bias, and position-dependent target-window constraints. The
genetic algorithm runs for a fixed 200 generations per attack attempt with no early stopping crite-
rion, to make a consistent attack effort across all sequences. These constraints ensure that generated
sequences remain close to the original data and avoid biologically implausible artifacts. The fitness
combines confidence drop (and prediction flip) and penalty for number of edits and for violating
biological constraints.

Adversarial sequence generation is subject to explicit biological plausibility constraints
implemented in the genetic algorithm: we limit the total number of perturbations
(max perturbations) (1000 Genomes Project Consortium, 2015) and score each candidate sequence
with a biological plausibility score based on enabled constraint checks. In the implementation used
in this work, the biological plausibility components include (i) a GC-content deviation constraint
(Saxonov et al., 2006), (ii) a motif-preservation score over a fixed list of short regulatory motifs

1https://huggingface.co/collections/InstaDeepAI/nucleotide-transformer
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Table 1: Training and optimization hyperparameters.

Hyperparameter Baseline training Adversarial retraining
Optimizer AdamW AdamW
Encoder Frozen (train classifier head only) Unfrozen (full-model fine-tuning)
Learning rate 1× 10−3 2× 10−5

Weight decay 0.01 0.01
LR schedule Linear warmup + decay Linear warmup + decay
Warmup steps 500 500
Batch size 16 16
Epochs per training run 3 3
Max sequence length 300 300
Seed 42 42

when motif preservation is enabled, and (iii) a transition-preference score that penalizes transver-
sions relative to transitions when transition preference is enabled (Neininger et al., 2019). This
biological score is incorporated into the GA fitness via a penalty term rather than as a hard rejection
rule.

The biological plausibility score sbio ∈ [0, 1] is computed in the code as the arithmetic mean of the
enabled constraint components:

sbio(x, x
′) =

1

K

K∑
k=1

sk(x, x
′), (1)

where (for the active configuration) K includes: GC validity sgc ∈ {0, 1} given by |GC(x′) −
GC(x)| ≤ δ (with δ = 0.05 in our config), motif preservation smotif ∈ [0, 1] computed from the
relative preservation of counts of short motifs (e.g., TATA, CAAT) when enabled, and a transition-
preference component sts ∈ [0, 1] that assigns higher scores to transition substitutions than to
transversions and averages over the edited positions (with sts = 1 when no substitutions occur).

3.3 DEFENSE METHOD

We employ an iterative adversarial training procedure tailored to GFMs. After an initial baseline
evaluation of each model using the unmutated (“clean”) test set, we (1) regenerate adversarial exam-
ples in each iteration by re-running the black-box genetic algorithm against the current checkpoint
on a held-out attack pool, filtering the attack pool to sequences that the current model initially pre-
dicts with the true label; (2) augment the training set by accumulating the newly generated successful
adversarial examples together with previously accumulated successes, selecting for each successful
attack the top-N generations by wrong-class confidence and deduplicating by sequence; and (3)
re-evaluate both clean accuracy and attack success.

Crucially, entirely new adversarial examples are generated fresh at each iteration by running the
genetic algorithm against the most recently retrained model checkpoint, so the attacker adapts to
an evolving defender rather than attacking a static one. Training data for iteration k consists of the
original training set augmented with the cumulative union of all successful adversarial examples
from iterations 1 through k, deduplicated by sequence.

We repeat this regeneration-and-retraining procedure for 10 iterations per model, so the attacker
always optimizes against the most recently retrained checkpoint (adapting to a moving defender
rather than attacking a static model). We evaluate robustness on the held-out test set within this
biologically constrained GA threat model; robustness to different attacker strategies or perturbation
regimes is left for future work. Figure 2 provides an overview of the iterative adversarial training
pipeline.

Full training and optimization hyperparameters are provided in Table 1.

Training and optimization hyperparameters. Table 1 summarizes the training and optimization hy-
perparameters used for baseline training and iterative adversarial training.
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Iterative adversarial training

Promoter dataset
31,584 sequences

Attack set
1,500 promoters

Train + validation
28,500 seq

Train classifier
retrain head + encoder)

Black-box genetic algorithm
few-bp edits, bio. constraints

Augment training data
+ cumulative adversarials

Fine-tune
on combined data

Re-evaluate
clean acc, ASR, metrics

Test set (held out)
1,584 seq

Baseline evaluation
clean accuracy

Analysis
position / mutation patterns

trained model

initial model

updated model (iteration)

Figure 2: Adversarial evaluation and iterative adversarial training pipeline: data splits keep attack
set (promoters only) separate from test to avoid leakage; baseline eval, then iterate over black-box
GA on attack set, combine original + cumulative adversarials, fine-tune, re-evaluate (clean accu-
racy, ASR, perturbations), and optionally analyze position/mutation patterns and generate robust-
ness plots.

An important open question is whether robustness gains from adversarial training against genetic
algorithm attacks generalize to other attack families. Our iterative training procedure hardens the
model against a specific class of black-box optimization attacks, but alternative attack strategies such
as gradient-based methods (e.g., FGSM (Goodfellow et al., 2015)), feature-importance-guided per-
turbations (e.g., FIMBA (Skovorodnikov & Alkhzaimi, 2024)), or codon-level and backtranslation-
based transformations (Yoo et al., 2025) may exploit different model weaknesses. The low cross-
model transferability observed in Section 4.3 provides indirect evidence that different attack surfaces
exist, since perturbations effective against one model’s decision boundary are largely ineffective
against another’s. Evaluating robustness under diverse attack families and establishing whether ad-
versarial training against one attack type confers partial robustness to others is a necessary direction
for future work. Recent unified benchmarks such as GenoArmory (Luo et al., 2025) provide infras-
tructure for such multi-attack evaluations.

The flowchart explicitly reflects iterative retraining with cumulative adversarial augmentation and
re-evaluation across rounds.

3.4 MODEL DESCRIPTIONS

DNABERT-2. DNABERT-2 (Zhou et al., 2024) is an efficient foundation model for multi-species
genome understanding. It uses a BERT-style encoder pretrained on genomic sequences at the nu-
cleotide level and is designed for downstream tasks such as promoter identification, splice site pre-
diction, and regulatory element classification. The model we evaluate has 117M parameters. We
use the publicly released checkpoint and train a classifier on top of the encoder; during iterative
adversarial training we retrain the classification head with the encoder for promoter classification.

Nucleotide Transformer v2 (250M). The Nucleotide Transformer v2 (Dalla-Torre et al., 2024)
is a family of foundation models for human genomics that are pretrained on large-scale genomic
corpora and evaluated for robustness and generalization across multiple prediction tasks. The family
includes variants at different scales (e.g., 50M, 100M, 250M parameters). In this work we use the
250M-parameter multi-species variant (Nucleotide Transformer v2-250m-multi-species). Among
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the publicly available Nucleotide Transformer v2 variants, the 250M model offers the best trade-off
between capacity and efficiency and achieves strong performance on standard genomic benchmarks.
As with DNABERT-2, during iterative adversarial training we retrain the classification head with a
unfrozen encoder for promoter classification.

3.5 PROMOTER DATASET

Experiments in this work use the promoter all dataset from the nt new data promoter repository2.
Both train and test data share the same structure:

• Columns: sequence (300 bp DNA), name (genomic coordinates, e.g.
chr:start--end|id), label (0 = non-promoter, 1 = promoter), task
(promoter all).

• Sequence length: 300 nucleotides per sequence.

Train set: 25,650 sequences (13,455 non-promoter, 12,195 promoter).

Validation set: 2,850 sequences (1,495 non-promoter, 1,355 promoter).

Attack set: 1,500 sequences (promoters only), held out from training and used exclusively for
generating adversarial examples.

Test set: 1,584 sequences (792 non-promoter, 792 promoter; balanced). This held-out set is used
for all reported accuracy and evaluation metrics and is never used for attack generation or training.

4 RESULTS

4.1 ITERATIVE ADVERSARIAL TRAINING

The baseline classification performances of the models correspond to iteration 0 of the test accuracy
panel in Figure 3 i.e. 88% and 86% for DNABERT-2 and Nucleotide Transformer v2 respectively.
Clean test accuracy remains stable across iterations for both models, staying within the range of
approximately 86–90%, indicating that adversarial training does not compromise performance on
unperturbed sequences. The clean accuracy measures of these models correspond to a Matthews
Correlation Coefficient (MCC) of 0.75 for DNABERT-2 and 0.74 for NTv2 and match with the
results reported in Dalla-Torre et al. (2024). Figure 3 presents the results of iterative adversarial
training for DNABERT-2 and Nucleotide Transformer v2 across multiple robustness metrics.

Attack success rate (ASR) is measured as the number of sequences that are misclassified by the
model in the 200 generations of the genetic algorithm (Holland, 1992) in each iteration of adversarial
training. ASR is initially high, at approximately 40–45%, and is similar for both models. Further,
iterative adversarial training improves robustness without degrading clean accuracy, but does not
eliminate vulnerability. As adversarial training progresses, attack success rate fluctuates but exhibits
an overall downward trend during iterations, stabilizing around 20–30% by tenth iteration. Detailed
results about the number of successful attacks can be found in Table 2.

Biological plausibility scores remain consistently between 0.9–0.98, indicating that successful ad-
versarial sequences continue to satisfy biological constraints such as nucleotide composition and
sequence structure.

The average number of perturbations required for successful attacks remains close to the imposed
budget of eight nucleotide substitutions. This corresponds to 2.7% of base pairs being modified. This
indicates that attacks remain perturbation-efficient despite adversarial training, and that observed
robustness improvements do not arise from forcing large or unrealistic sequence changes.

Both DNABERT-2 and Nucleotide Transformer v2 exhibit highly comparable robustness across
all iterations, with similar attack success rate trajectories and perturbation efficiency. Under the
considered black-box genetic attack paradigm, this similarity suggests that differences in model size

2https://huggingface.co/spaces/InstaDeepAI/nucleotide_transformer_
benchmark
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Figure 3: Iterative adversarial training: DNABERT-2 and Nucleotide Transformer v2 on NT pro-
moter dataset. Test accuracy (a), attack success rate (b), average biological score (c), and average
perturbations per successful attack (d) over 10 iterations.

and architecture alone do not confer a clear robustness advantage, pointing instead to factors such
as training data distribution or representation learning objectives as potentially more influential.

4.2 MUTATION TYPE AND REGIONAL ANALYSIS

Beyond measuring attack success, we introduce a static computational analysis of adversarial per-
turbations to characterize the structure of model vulnerabilities. We analyze only successful attacks,
defined as cases in which the model prediction flips between promoter and non-promoter classes,
and compare adversarially generated sequences across DNABERT-2 and Nucleotide Transformer
v2 to identify systematic patterns in mutation behavior.

Across successful adversarial examples, transversions (e.g., A↔C, G↔T) account for a larger frac-
tion of effective mutations than transitions (A↔G, C↔T) (Figure 4). This trend is observed con-
sistently for both DNABERT-2 and Nucleotide Transformer v2. Transversions also exhibit higher
average occurrences per sequence, with comparable variability across models (Figure 5). Together,
these results indicate that, within successful attacks, GFMs are more susceptible to transversion mu-
tations than to transitions. Mutation-type statistics for successful adversarial attacks are summarized
in Table 2.

Position-level analysis reveals a strong regional bias in effective perturbations. The first 100 base
pairs (bp) of the input sequence (positions 1–100) contain the 64.3% and 55.1% of successful ad-
versarial mutations for DNABERT-2 and Nucleotide Transformer v2 models, respectively, while
positions 101-300 account for the remaining mutations (Figure 6).
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Figure 4: Mutation type frequencies comparison between Nucleotide Transformer v2 and
DNABERT-2 across 10 adversarial training iterations (successful attacks only). Transversions (left
of dashed line) are sorted by total count, followed by transitions (right).

Figure 5: Average mutations per sequence by mutation type for DNABERT-2 and Nucleotide Trans-
former v2 (successful attacks only). Error bars show 95% CI from 1000 bootstrap resamples (suc-
cessful sequences resampled with replacement).

Together, these analyses show that DNABERT-2 and Nucleotide Transformer v2 exhibit highly sim-
ilar vulnerability profiles, including consistent concentration of adversarial perturbations in the 5’
region and a shared susceptibility to transversions over transitions. At the same time, subtle dif-
ferences in effective substitution patterns suggest that specific failure modes can vary across archi-
tectures. Importantly, these structured vulnerabilities are not apparent from aggregate accuracy or
confidence metrics alone.

4.3 TRANSFERABILITY OF ADVERSARIAL EXAMPLES ACROSS GFMS

We conducted a preliminary investigation of whether adversarial examples crafted for one GFM
transfer to another, which has important implications for threat assessment. High transferability
would imply that a single attack could compromise multiple screening systems, and that attackers
could optimize adversarial sequences on open-weight models to target proprietary deployments.

To evaluate transferability, we train fresh instances of each model using identical configurations and
test adversarial examples that successfully flip predictions on one model against the other. Specifi-
cally, we evaluate 178 successful DNABERT-2 adversarial examples on Nucleotide Transformer v2,
and 166 successful Nucleotide Transformer v2 adversarial examples on DNABERT-2. We observe
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Figure 6: Distribution of mutation location in successful attacks as observed in DNABERT-2 and
NTv2 across 10 adversarial training iterations.

Table 2: Summary of successful adversarial attacks and mutation-type statistics for DNABERT-
2 and Nucleotide Transformer v2 (NT v2). Statistics are computed over successful attacks only,
defined as cases in which the model prediction flips between promoter and non-promoter classes.

Metric DNABERT-2 NT v2
Number of successful attacks 178 166

Total transitions 393 348
Total transversions 919 879
Transition percentage (%) 29.9 28.4
Transversion percentage (%) 70.0 71.6

Average transitions per successful adversarial sequence 2.21 2.10
Average transversions per successful adversarial sequence 5.16 5.30

low transferability between models in both directions: only 2.8 % of DNABERT-2 adversarial ex-
amples transfer to Nucleotide Transformer v2 (5 out of 178), while 5.4 % of Nucleotide Transformer
v2 examples transfer to DNABERT-2 (9 out of 166).

These preliminary results indicate that, despite similar vulnerability profiles in terms of mutation
types and regional sensitivities (Section 4.2), the two models exhibit largely non-overlapping adver-
sarial failure modes. Adversarial perturbations that exploit one model’s weaknesses are typically
ineffective against the other, suggesting that the learned decision boundaries differ substantially
across architectures.

5 DISCUSSION

This work proposes a principled computational framework for evaluating the adversarial robustness
of GFMs under biologically constrained and black-box threat models. Here, we combined black-
box genetic attacks, static analysis of adversarial perturbations, and iterative adversarial training.
Our analysis reveals that both models are vulnerable to perturbation-efficient adversarial attacks.
However, high plausibility scores alone do not guarantee that the generated sequences correspond to
genuinely adversarial effects in real biological systems, particularly in the absence of experimental
validation. Incorporating more biologically grounded scoring functions and empirical validation
would be necessary to establish real-world adversarial impact, and is left to future work.

The structure of successful adversarial perturbations reveals consistent and biologically meaningful
patterns. Across both DNABERT-2 and Nucleotide Transformer v2, models are more susceptible
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to transversions, compared to transitions, accurately reflecting biological mutation patterns in the
human genome (Neininger et al., 2019). While both models show similar overall mutation type
preferences, some differences emerge: in the current setting Nucleotide Transformer v2 exhibits
higher rates of G→T transversions, while DNABERT-2 shows elevated rates of C→T and G→A
transitions. Mutations in the 5’ region of the sequences are more successful, a pattern that is expected
given the dataset construction (promoter activity encoded in the first 70 bases). The similarity of
the vulnerability profiles across both GFM architectures suggests that, under the considered threat
model, robustness is shaped more strongly by the training data and the classification task than by
model size or architectural differences alone.

ASR reduces from an initial value of 40-45% to a value between 20-30%. Although this improves
robustness moderately, successful attacks remain frequent even after 10 rounds of adversarial train-
ing, highlighting the persistent effectiveness of black-box optimization attacks. This indicates that
such attacks remain effective despite adversarial training, raising concerns for the deployment of
GFMs in high-stakes genomic and biosecurity settings.

Despite shared vulnerability patterns, adversarial examples show very low transferability between
architectures. Attacks crafted for one model rarely succeed against the other, indicating that
DNABERT-2 and Nucleotide Transformer v2 learn distinct decision boundaries even when trained
on the same task.

An important limitation of this analysis is that adversarial attacks are evaluated at the level of the
downstream classification task, rather than directly probing the internal representations of the foun-
dation models themselves. As a result, the observed lack of transferability may reflect differences
in the task-specific classifier heads, differences in how representation in each GFM is utilized, or
a combination of both. Disentangling attacks on the underlying foundation model from attacks on
the classifier head would require a more fine-grained analysis of representation-level vulnerabilities,
which we leave to future work. Despite this limitation, the observed model specificity has practical
implications for defense. Robustness improvements learned by one architecture may not automati-
cally generalize to others, suggesting that ensemble-based screening systems that combine multiple
genomic foundation models could offer increased resilience to black-box adversarial attacks.

Our findings highlight that adversarial risk in genomics is both structured and model-dependent, and
that evaluating robustness requires joint consideration of biological constraints, task structure, and
realistic attacker capabilities.

6 CONCLUSIONS

This work presents an evaluation of genomic foundation models (GFMs) that integrates biological
structure, adversarial machine learning, and biosecurity considerations. We analyze the robustness
of DNABERT-2 and Nucleotide Transformer v2 under biologically constrained black-box attacks
on sequences used in a binary classification task and show that both models remain vulnerable to
adversarial manipulation despite adversarial training.

We adopt a threat model reflecting realistic deployment scenarios in which inputs are biologically
constrained and model internals may be inaccessible to attackers, even when open-source imple-
mentations exist. Within this framework, we identify structured vulnerability patterns that are not
apparent from aggregate accuracy or confidence metrics alone.

Although adversarial sequences were constrained to biological plausibility, this does not guaran-
tee functional validity. To determine whether successful perturbations correspond to real biologi-
cal effects rather than model-specific artifacts, future work will include targeted wet-lab validation
by synthesizing selected wild-type and adversarial promoter sequences. Additional directions in-
clude incorporating richer biologically grounded scoring functions, extending evaluations to other
genomic tasks and datasets, exploring alternative black-box attack strategies, and studying transfer-
ability across architectures.

Overall, we position adversarial robustness in genomics as a joint biological and machine learn-
ing challenge, laying groundwork for safer and more reliable deployment of GFMs in biosecurity-
relevant and broader biological applications.
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