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ABSTRACT

Dynamic Graphs widely exist in the real world, which carry com-
plicated spatial and temporal feature patterns, challenging their
representation learning. Dynamic Graph Neural Networks (DGNNs)
have shown impressive predictive abilities by exploiting the intrin-
sic dynamics. However, DGNNs exhibit limited robustness, prone to
adversarial attacks. This paper presents the novel Dynamic Graph
Information Bottleneck (DGIB) framework to learn robust and dis-
criminative representations. Leveraged by the Information Bottle-
neck (IB) principle, we first propose the expected optimal repre-
sentations should satisfy the Minimal-Sufficient-Consensual (MSC)
Condition. To compress redundant as well as conserve meritori-
ous information into latent representation, DGIB iteratively directs
and refines the structural and feature information flow passing
through graph snapshots. To meet the MSC Condition, we decom-
pose the overall IB objectives into DGIB ;s and DGIB¢, in which
the DGIBss channel aims to learn the minimal and sufficient repre-
sentations, with the DGIB¢ channel guarantees the predictive con-
sensus. Extensive experiments on real-world and synthetic dynamic
graph datasets demonstrate the superior robustness of DGIB against
adversarial attacks compared with state-of-the-art baselines in the
link prediction task. To the best of our knowledge, DGIB is the first
work to learn robust representations of dynamic graphs grounded
in the information-theoretic IB principle.

KEYWORDS

dynamic graph neural networks, robust representation learning,
information bottleneck

1 INTRODUCTION

Dynamic graphs are prevalent in real-world scenarios, like the
extensive structure of the World Wide Web [3, 4, 52] represent-
ing a vast dynamic network, and encompassing domains such as
social networks [6, 16], financial transaction [38, 65], and traffic
networks [30, 66], etc. Due to their intricate spatial and temporal
correlation patterns, addressing a wide spectrum of applications like
web link co-occurrence analysis [8, 22], relation prediction [24, 43],
anomaly detection [7, 44] and traffic flow analysis [32, 57], etc. poses
significant challenges. Leveraging their exceptional expressive ca-
pabilities, dynamic graph neural networks (DGNNs) [18, 50] intrin-
sically excel in the realm of dynamic graph representation learning
by modeling both spatial and temporal predictive patterns, which
is achieved with the combined merits of graph neural networks
(GNNs)-based models and sequence-based models.

Recently, there has been an increasing emphasis on the effi-
cacy enhancement of the DGNNs [13, 67, 68, 70], with a specific
focus on augmenting their capabilities to capture intricate spatio-
temporal feature patterns against the first-order Weisfeiler-Leman
(1-WL) isomorphism test [36, 59]. However, most of the existing
works still struggle with several challenges. One of the prominent
challenges is brought by the over-smoothing phenomenon due to

the message-passing mechanism in vanilla (D)GNNs [9]. Specifi-
cally, the inherent node features contain potentially irrelevant and
spurious information, which will be aggregated over the edges,
compromising the resilience of DGNNS, prone to ubiquitous noise
of in-the-wild testing samples, and possible adversarial attacks.

To against adversarial attacks, the Information Bottleneck (IB)
principle [54, 55] introduces an information-theoretic theory for
robust representation learning, which encourages the model to
acquire the most informative and predictive representation of the
target, which satisfies both the minimal and sufficient assump-
tion for optimal representations [12]. As illustrated in Figure 1(a),
the IB principle serves to encourage the representation to capture
maximum mutual information about the target and make accurate
predictions (Sufficient). Simultaneously, it discourages the inclusion
of redundant information from the input that is unrelated to pre-
dicting the target (Minimal). By adhering to this learning paradigm,
the trained model naturally mitigates overfitting and becomes more
robust to potential noise and adversarial attacks. However, directly
applying IB to robust representation learning of dynamic graphs
faces significant challenges. First, IB necessitates that the learn-
ing process adhere to the Markovian dependence, which requires
data to be independent and identically distributed (i.i.d.). However,
non-Euclidean dynamic graphs inherently do not satisfy the i.i.d. as-
sumption. Second, dynamic graphs exhibit coupled structural and
temporal features, where these discrete and intricate information
flows make optimizing the IB objectives intractable.

D optimal (Minimal & Sufficient) D overfitting (Redundant)
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(a) Vanilla IB. (b) Non-struct.-invol. GIB. (c) Struct.-invol. GIB.

Figure 1: Comparison among different IB principles.

A few attempts have been made to extend the IB principle to static
graphs [51, 60-64] by a two-step paradigm (Figure 1(b)), which
initially obtains tractable representations by vanilla GNNs, and
subsequently models the distributions of variables by variational
inference [55], which enables the calculation of IB objectives. How-
ever, as the crucial structural feature information are absent from
the direct IB optimization process, it leads to unsatisfying robust
performance. To make structures straightforwardly involved in the
IB optimization, [58] explicitly compresses the input from both
the graph structure and node feature perspectives iteratively in a
tractable and constrained searching space, which is then achieved
by optimizing the estimated variational bounds of the IB objectives
and leads to better robustness (Figure 1(c)). Accordingly, the learned
representations satisfy the MS Assumption, which can reduce the
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impact of structural and intricate feature noise, alleviate overfitting,
and strengthen informative and discriminative prediction ability.
To the best of our knowledge, there’s no successful work to adapt
the IB principle to dynamic graph representation learning with
spatio-temporal graph structures directly involved.

Due to the local (single snapshot) and global (overall snapshots)
joint reliance for prediction tasks on dynamic graphs, which intro-
duce complex correlated spatio-temporal patterns evolving with
time, extending the intractable IB principle to the dynamic graph
representation learning is a non-trivial problem confronting the
following major challenges:

e How to understand what constitutes the optimal representation
that is both discriminative and robust for downstream task
prediction under the dynamic scenario? (Section 4.1)

e How to appropriately compress the input dynamic graph fea-
tures by optimizing the information flow across graph snapshots
with structures straightforwardly involved? (Section 4.2)

e How to optimize the intractable IB objectives, which are incal-
culable on the non-Euclidean dynamic graphs? (Section 4.3)

Present work. To tackle the aforementioned challenges, we
propose the innovative Dynamic Graph Information Bottleneck
(DGIB) framework, aiming at striking a balance between the ex-
pressiveness and robustness of DGNNs. Our goal is to develop
a robust dynamic graph representation learning framework with
the theoretic support of the IB principle. To understand what con-
tributes to the optimal representations that are both informative
and robust for prediction in dynamic scenarios, we propose the
concept of Minimal-Sufficient-Consensual (MSC) Condition with
empirical and theoretical analysis on a case study. To conserve
informative features in the input, we design the spatio-temporal
sampling mechanism to derive the local dependence assumption,
based on which we establish the DGIB principle that guides the
information flow crossing graphs and iteratively refines structures
and features (Figure 2(a)). Specifically, we decompose the overall
DGIB objectives into DGIBss and DGIB¢ channels, both sharing
the same IB structures, cooperating to jointly satisfy the proposed
MSC Condition (Figure 2(b)). To make the IB objectives tractable,
we introduce appropriate variational upper and lower bounds for
DGIBjss and DGIBc, respectively, which guarantee rational esti-
mation of the mutual information in DGIB objectives. We highlight
the advantages of our DGIB as follows:

e We propose a novel framework named DGIB for robust dynamic
graph representation learning with the information-theoretic
support of the IB principle. To the best of our knowledge, this
is the first exploration to extend IB on dynamic graphs with
structures directly involved in IB optimization.

e We investigate the expected optimal representations for dy-
namic graphs and propose the Minimal-Sufficient-Consensual
(MSC) Condition, which can be satisfied by the cooperation of
both DGIB s and DGIB¢ channels to refine the spatio-temporal
information flow for feature compression. We further introduce
their variational bounds to make training objectives tractable.

e Extensive experiments on both real-world and synthetic dy-
namic graph datasets demonstrate the superior robustness of
our DGIB against targeted and non-targeted adversarial attacks
compared with state-of-the-art baselines.

Anon.

2 RELATED WORK

2.1 Dynamic Graph Representation Learning

Dynamic Graphs find applications in a wide variety of disciplines,
including social networks, recommender systems, epidemiology,
etc. Following [18, 50], dynamic graphs can be categorized into four
levels based on their temporal granularity: static, edge-weighted,
discrete, and continuous. Our primary concern lies in the repre-
sentation learning for discrete dynamic graphs, which encompass
multiple discrete graph snapshots arranged in chronological order.

Dynamic Graph Neural Networks (DGNNs) are widely adopted
to learn dynamic graph representations by intrinsically modeling
both spatial and temporal predictive patterns, which can be divided
into two categories. (1) Stacked DGNNs employ separate GNNs to
process each graph snapshot, and forward the output of each GNN
to deep sequential models [19, 34], etc. Stacked DGNNSs alternately
model the dynamics to learn representations, which are the main-
stream. (2) Integrated DGNNs function as encoders that combine
GNNs and deep time-series models within a single layer, unifying
spatial and temporal domain modeling. The deep sequential models
are applied to initialize the weights of GNN layers.

However, despite efforts aimed at creating more powerful DGNNs
with enhanced expressive capabilities, most of these models still
lack robustness against adversarial attacks. Dynamic graphs, often
derived from open data environments, inherently contain various
forms of noise, and frequently redundant features unrelated to
the prediction task, which can compromise DGNN performance in
downstream tasks. Additionally, DGNNs are susceptible to inherent
over-smoothing issues, making them sensitive to noise in real-world
testing samples and vulnerable to adversarial attacks. Currently, no
robust DGNN solutions have been effectively proposed.

2.2 Information Bottleneck

The Information Bottleneck (IB) principle aims to discover a concise
code for the input signal while retaining the maximum information
within the code for signal processing [54]. [55] initially extends
Variational Information Bottleneck (VIB) to deep learning, named
Deep VIB. Presently, IB and VIB are primarily associated with rep-
resentation learning and feature compression. In representation
learning, researchers employ either a deterministic or stochastic
encoder to acquire a compact yet predictive representation of input
data, facilitating diverse downstream applications in fields such
as reinforcement learning [11, 21], computer vision [15, 31], nat-
ural language processing [40], etc. For feature compression, IB is
employed to select a subset of input features, such as pixels in
images or dimensions in embeddings that are maximally discrimi-
native with respect to the target labels. Nevertheless, research on
IB in the non-Euclidean dynamic graphs has been relatively limited,
primarily due to the intractability of optimizing IB objectives.
There are some prior works that extend IB on static graphs, which
can be categorized into two groups based on whether the graph
structures are straightforwardly involved in the IB optimization
process. (1) Non-structure-involved. These works follow the two-
step learning paradigm, which firstly models latent representations,
and consequently performs feature compression by IB, where the
graph structural information is absent from the optimization pro-
cess. For example, SIB [62-64] is proposed for the critical subgraph

175

177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
23

232



233
234
235
236
237
238
239
240

242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276

278
279
280
281
282
283
284
285
286
287
288
289

290

Dynamic Graph Information Bottleneck

recognition problem. HGIB [61] implements the consensus hypoth-
esis of heterogeneous information networks in an unsupervised
manner. VIB-GSL [51] first leverages IB to graph structure learning
etc. To make IB objectives tractable, they model the distributions
of representations by variational inference, which enables the IB
terms computable for direct optimization. (2) Structure-involved.
To make IB directly involved in the feature compression process,
the pioneering GIB [58] explicitly extracts information with reg-
ularization of the structure and feature information in a tractable
searching space, which follows a Markov Chain and is achieved by
optimizing the estimated variational bounds of the IB objectives.
In conclusion, structure-involved GIBs demonstrate superior
advantages over non-structure-involved ones by leveraging the
significant graph structure patterns, which can reduce the impact
of environment noise, enhance the robustness of models, as well as
be informative and discriminative for downstream prediction tasks.
However, extending the IB principle on dynamic graph learning
proves challenging, as the impact of the spatio-temporal correla-
tions on the Markov process should be elaborately considered.

3 NOTATIONS AND PRELIMINARIES

In this paper, random variables are denoted as bold letters while
their realizations are italic letters. The ground-truth distribution is
represented as P(+), and Q(+) denotes its approximation.
Notation. We primarily consider the discrete dynamic represen-
tation learning. A discrete dynamic graph can be denoted as a series
of graphs snapshots DG = {G’ }thl, where T is the time length.
G' = ((Vt, 8’) is the graph at time ¢, where V* is the node set and
&' is the edge set. Let A’ € {0, 1}N>*N be the adjacency matrix
and X! € RV*4 be the node features, where N = |V?| denotes the
number of nodes and d denotes the feature dimensionality.
Dynamic Graph Representation Learning. As the most chal-
lenging task of dynamic graph representation learning, the future
link prediction aims to train a model f : V x V - {0, 1}N>*N
that predicts the existence of edges at T + 1 given historical graphs
GT and next-step node features X' *1. Concretely, fo=wogis
compound of a DGNN w(-) to learn node representations and a
link predictor g(-) for link prediction, ie, ZT*! = w(g"T, XT+1)
and YT+ = g(ZT+1). Our goal is to learn a robust representation
against adversarial attacks with the optimal parameters 8*.
Information Bottleneck. The Information Bottleneck (IB)
principle trades off the data fit and robustness using mutual infor-
mation (MI) as the cost function and regularizer. Given the input
X, representation Z of X and target Y, the tuple (X, Y, Z) follows
the Markov Chain < Y — X — Z >. IB learns the minimal and
sufficient representation Z by optimizing the following objective:

Z =arg mZin -I1(Y;2)+ 1 (X;Z), (1)

where f§ is the Lagrangian parameter to balance the two terms.
I(X;Y) represents the mutual information between the random
variables X and Y, which takes the form:

I(X;Y) =KL [P(X,Y) || P(X)P(Y)], @

where KL[-||-] is the Kullback-Liebler (KL) divergence [23], and
H(-) denotes the information entropy.
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4 DYNAMIC GRAPH INFORMATION
BOTTLENECK

In this section, we elaborate on the proposed DGIB, where its prin-
ciple and framework are shown in Figure 2. First, we propose
the Minimal-Sufficient-Consensual (MSC) Condition that the ex-
pected optimal representations should satisfy. Then, we derive the
DGIB principle by decomposing it into DGIBys and DGIB¢ chan-
nels, which cooperate and contribute to satisfying the proposed
MSC Condition. Lastly, we instantiate the DGIB principle with
tractable variational bounds for efficient IB objective optimization.

4.1 DGIB Optimal Representation Condition

Given the input X and label Y, the sufficient statistics theory [49]
identifies the optimal representation of X, namely, S(X), which
effectively encapsulates all the pertinent information contained
within X concerning Y, namely, I(S(X);Y) = I(X;Y). Steps further,
the minimal and sufficient statistics T(X) establish a fundamental
sufficient partition of X. This can be expressed through the Markov
Chain: MCig < Y — X — S(X) — T(X) >, which holds true for
a minimal sufficient statistics T(X) in conjunction with any other
sufficient statistics S(X). Leveraging the Data Processing Inequality
(DPI) [5], the Minimal and Sufficient (MS) Assumption satisfied
representation can be optimized by:

T(X) = arg I(8(X); X), ®3)

min
S(X):A(S(X);Y)=I(X;Y)
where the mapping S(-) can be relaxed to any encoder P(T | X),
which allows S(-) to capture as much as possible of I(X;Y).

Case Study. Non-structure-involved GIBs adapt the MCig to
MCgis <Y - G — S(G) —» Z >, where G contains both
structures (A) and node features (X), leading to the minimal and
sufficient Z with a balance between expressiveness and robustness.
However, we observe a counterfactual result that if directly adapting
MCgrp to dynamic graphs as MCpgp :< YT+l (QI:T, XT+1) -
S(g¥T,XT*) — ZT*! > and optimizing the overall objective:

7T+ _ arngin [—I(YT+1;ZT+1) +ﬁI(gl‘T,XT+1;ZT”)] (4)
Z +1

will lead to sub-optimal MS representation Z7+1.

Following settings in Appendix C.2, we adapt the GIB [58] to dy-
namic scenarios by processing each individual graph with original
GIB [58] and then aggregating each output Z! with LSTM [19] to
learn the comprehensive representation Z7*1, where the two steps
are jointly optimized by Eq. (4). We evaluate the model performance
of the link prediction task on the dynamic graph dataset ACT [29].
As depicted in Figure 3, the results reveal a noteworthy finding:
the prediction performance achieved by Z/*! for the next time-step
graph G**! during training significantly surpasses that of ZT*+! for
the target graph G7*! during validating and testing.

We attribute the above results to the laziness of deep neural
networks [33], leading to non-consensual feature compression for
each time step. Specifically, there exist T+ 1 independent and identi-
cally distributed Markov Chains MCl ., < Y'*! — (g%, X!*1) —
S(g", X)) — Z!*1 > Optimizing each MCh o as:

t+1 . t+1, pt+1 et i+l
Z™*! = argmin [-1(Y"*h 2 + pr(gh Xz )] (9)

guarantees the learned Z‘*! meeting the MS Assumption respec-
tively for each G**1. However, as the spatio-temporal patterns
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D optimal (MSC Condition) D overfitting (Redundant)
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(a) Hlustration of the DGIB principle.

Anon.
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Figure 2: The proposed DGIB principle and its overall framework. (a) simultaneously maximizing the mutual information
between the representation and the target while constraining information with the input graphs. The significant graph
structures are directly involved in the optimizing process. (b) iteratively compresses structures and node features between
graphs. The overall £pgi is decomposed to DGIB;s and DGIB¢ channels, which act jointly to satisfy the MSC Condition.
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Figure 3: Case study between adapted GIB and DGIB-Cat.
among graph snapshots are intricately complicated, their depen-

dencies are coupled. The adapted GIB tends to converge to a sub-

optimal trivial solution that satisfies each MClt) such that every
Zi+1

GIB’
is close to MS status for the next-step label Y*1, but fail to pre-
dict the final Y/*! due to its laziness. Consequently, the objective
in Eq. (4) degrades to simply optimize the union of {Z! }tT:+11.

The above analysis confirms the fact that the global represen-
tation ZT*! does not align closely with the MS Assumption. To
encourage ZT*! to reach the global minimal and sufficient status,
we apply an additional Consensual Constraint C(6) on the sequence
of MCItJGIB’ which acts like the “baton” for compression process,
and encourages conserving the consensual parts. We conclude the

Minimal-Sufficient-Consensual (MSC) Condition as follows.

Assumption 1 (Minimal-Sufficient-Consensual (MSC) Condition).
Given DG = {G! }thl, the optimal representation ZT*! for the
robust future link prediction should satisfy the Minimal-Sufficient-
Consensual (MSC) Condition, such that:

Z™1 = arg min I(S(D); D),  (6)

S(D):I(S(D)YTH)=I(D;YT+)

where D is the training data containing previous graphs G'T and
node feature X7*! at the next time-step, and S(-) is the partitions
of D, which is implemented by a stochastic encoder P(ZT+! |
D, C(0)), where C(0) satisfies the Consensual Constraint.

Assumption 1 declares the optimal representation ZT*! for the
robust future link prediction task of dynamic graphs, which follows
the Markovian dependence MCpgrg, should be Minimal, Sufficient
and Consensual (MSC).

4.2 DGIB Principle Derivation

Prior to delving into the details of the DGIB principle, we first
provide a formal definition of the Dynamic Information Bottleneck
that satisfies MSC Condition.

Definition 1 (Dynamic Graph Information Bottleneck). Given
DG = {G* }thl’ and the nodes feature X7*! at the next time-step,
the Dynamic Graph Information Bottleneck (DGIB) is to learn the
optimal representation Z7*! that satisfies MSC Condition by:

ZT+1 — DGIB(D, YT+1;ZT+1)

ar min
P(ZT*]D,C(6))eQ

A [—I(YT+1;ZT+1)+ﬁI(D;ZT+1)], @)

where D = (Q LT XT“) is the input training data, and Q defines
the search space of the optimal DGNN model IP’(ZT+1 | D,C(6)).

Compared with Eq. (4), Eq. (7) satisfies the additional Consensual
Constraint C(6) on IP’(ZT+1 | D) within the underlying search
space Q. This encourages Z'*! to align more effectively with the
MSC Condition. Subsequently, we decompose the overall DGIB into
DGIBys and DGIB¢ channels, both sharing the same IB structure
as Eq. (1). DGIB s aims to optimize Z'*! under P(ZT*! | D, 9),
while DGIB( encourages Z'T and ZT*! share consensual predictive
pattern for predciting Y/ *! under P(27*! | Z'T,C(6)). DGIB s
and DGIB¢ cooperate and contribute to satisfying the proposed
MSC Condition under P(ZT*! | Z1T,C(9)).

4.2.1 Deriving the DGIBys Principle. In general, directly optimiz-
ing Eq. (7) poses a significant challenge due to the complex spatio-
temporal correlations both among and within graphs. The i.i.d. as-
sumption, typically necessary for estimating variational bounds, is a
key factor in rendering the optimization of the IB objectives feasible.
However, the i.i.d. assumption cannot be reached in dynamic graphs,
as node features exhibit correlations owing to the underlying graph
structures, and the dependencies are intricate. Consequently, ap-
proximating the optimal representation in the DGIB formulation
appears unattainable without introducing additional assumptions.
To solve the above challenges, we propose the specific and unique
Spatio-Temporal Local Dependence Assumption following network
science and probability theory [47].

407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457
458
459
460
461
462
463

464



465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517
518
519
520
521

522

Dynamic Graph Information Bottleneck

Assumption 2 (Spatio-Temporal Local Dependence). Given DG =
{Qt}{zl, let Ns7 (v, k, t) be the spatio-temporal k-hop neighbors of
any node v € V. The rest of the DG will be independent of node v
and its spatio-temporal k-hop neighbors, which takes the form:

—1: T\ _ -1
P (X0 1 Ghirtoner O1y) =7 (1 65 lak). @

where Q/t\zg;:iu,k’t) denotes Nst (v, k, t) related subgraphs, and QEUT}

denotes complement graphs in terms of node v and associated edges.

Assumption 2 is applied to constrain the search space Q as
P(ZT+! | D, 6), which leads to a more feasible DGIBys:

7T+ _ ar min  DGIBys(D, Y 1 2T*)

P(ZT+|D,0)eQ

[1>

[_ I(YT+1;ZT+1) +ﬁ1 I(D;ZT+1) ] (9)

Eq. (16) TEq.(lS) Eq. (19), Eq. (20)

Convolution Layer. We assume the learning process follows
the Markovian dependency in Figure 2. During each iteration /, the
representations of each node X?, will be aggregated and updated by
incorporating its spatio-temporal neighbors Nsr (v, k, t) on the re-
fined structure At, which is adjusted to control the information flow
across graph snapshots. In this way, DGIB s requires to optimize
the distributions of]P(At | Zt, Zt_l,At) and P(Z" | Zt,Zt_l,At).

Variational Bounds of DGIB 5. We respectively introduce the
lower bound of I(Y7*!;ZT*!) with respect to [42], and the upper
bound of I(D; ZT+') inspired by [58], for Eq. (9).

Proposition 1 (Lower Bound of I(YT+1;ZT+1)).
Ql (YT+1 | ZT+1)
Q2 (YT+1)

Ql (YT+1 | ZT+1)
QZ (YT+1)

I(YT+1;ZT+1) > 1+EP(YT+1’ZT+1) [log

(10)

- EP(YTH )P(ZT“ )

Proposition 2 (Upper Bound of I(D; ZT*1)). Let Ia, Iz c [T +1]
be the random time indices sets. Based on the Markov property
D w2 | ({A)ez, U {Z' e ,), for any Q(AY) and Q(Z"):

H(D;Z") < (D {A e, U{Z Y ry) < ) AT+ 28 (1)

tela tely

, P(At | zt’ Zt_l,At)
where A" =E |log = , (12)
Q(A?)
Z'=E|l Pl2t1 2,27 &) (13)
= Og
Q(z)

Proofs for Proposition 1 and 2 are provided in Appendix B.

4.2.2  Deriving the DGIB¢ Principle. To ensure ZT*! adheres to the
Consensual Constraint with respect to Z'T, we further constrain
the search space Q as P(ZT*! | Z'T,C()) and optimizing DGIB:

7T+ _ ap min DGIBc (zT, YT+, Z2T+1)
P(ZT+1ZET C(6))eQ

A [_ I(YT+1;ZT+1) +,52 I(leT;ZT+1) ] (14)

Eq. (16) Eq. (21)

Conference acronym 'XX, June 03-05, 2018, Woodstock, NY

Variational Bounds of DGIB(. The lower bound of I(D; ZT+1)
in Eq. (14) is consistent with Proposition 1. We introduce the upper
bound of I(Z*T; ZT*1), which is proved in Appendix B.
Proposition 3 (Upper Bound of I(Zl’T; ZT+1)).
P(ZT+1 | ZI:T)

Q (ZT+1 )

The distinctions between DGIBys and DGIB¢ primarily per-
tain to their inputs and search space. DGIB g utilizes the original
training data D = (GT,XT*!) with P(ZT*! | D, §) constraint as
input, whereas DGIB( takes intermediate variables Z'*T as input
with P(ZT*! | ZXT C(8)) constraint. DGIBys and DGIB¢ mutu-
ally constrains each other via the optimization process, ultimately
leading to the satisfaction of the MSC Condition approved by ZT+!,

1(z¥T; 7T < E |log (15)

4.3 DGIB Principle Instantiation
To jointly optimize DGIBys and DGIB¢, we begin by specifying
the lower and upper bounds defined in Proposition 1, 2 and 3.
Instantiation for Eq. (10). To specify the lower bound, we set
Qi1 (YT*1 | ZT*1) = Cat(g(ZT*)), where Cat(-) denotes the cate-
gorical distribution, and set Q (YT”) = IP(YT“). As the second
term in Eq. (10) empirically converges to 1, we ignore it. Thus, the
RHS of Eq. (10) reduces to the cross-entropy loss [42], i.e.:

I(YT+1;ZT+1) - _LCE(g(ZTH),YTﬂ)v (16)

Instantiation for Eq. (12). We instantiate DGIB on the back-
bone of the GAT [56], where the attentions can be utilized to refine
the initial graph structure or as the parameters of the neighbor
sampling distributions. Concretely, let ¢f} « as the logits of the at-
tention weights between node v and its spatio-temporal neighbors.
We assume the prior of P(At | Zt, zt~1, At ) follows the Bernoulli
distribution Bern(-) or the categorical distribution Cat(-) both pa-
rameterized by ¢72 - We assume Q(At ) respectively follows the
non-informative B’ern(-) or Cat(-) parameterized by certain con-
stants. Thus, the RHS of Eq. (12) is estimated by:

P(At | Zt,zt—l)At)
Q(A!)

log . (17)

t . NN
A —Ep(Ath,Zz—l’At)

which can be further instantiated as:

AL = > KL [Bern((ﬁ;k)” Bern(|Nst (o, k. t)|_1)] . (18)
veV?t

> KL [Cat(gﬁzlk)” Cat(|Nst(0. k. t)|_1)] . (19)
veV?

Instantiation for Eq. (13) and Eq. (15). To estimate Z*, we set
the prior distribution of P(Z? | 7t 7t-1 At) follows a multivariate
normal distribution N (Z; Hps aﬁ), while Q(Z) ~ N(z%; o cré)).
Inspired by the Markov Chain Monte Carlo (MCMC) sampling [14],
Eq. (13) can be estimated with sampled V!’

zt = Zq;[ [1og<1>(zg;pp, o) —log ®(Zy;: pgy, aé)], (20)
veVY

where ®@(-) is the Probability Density Function (PDF) of the normal
distribution. Similarly, we specify Eq. (15) with sampled YT+,

Z [logtb(ZZ“;p]P,a];)—loch(ZZ“;yQ,aé)]. (21)

0e Y (T+1)r
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Training Objectives. To acquire a tractable version of Eq. (7),
we first plug Eq. (16), Eq. (18)/Eq. (19) and Eq. (20) into Eq. (9),
respectively, to estimate DGIBys. Then plug Eq. (16) and Eq. (21)
into Eq. (14) to estimate DGIB¢. The overall training objectives of
the proposed DGIBcan be rewritten as:

Lpce = aDGIBys + (1 — a)DGIBc, (22)

where the « is a trade-off hyperparameter.

4.4 Optimization and Complexity Analysis

The overall training pipeline of DGIB is shown in Algorithm 1.
With the proposed upper and lower bounds for intractable terms
in both DGIB s and DGIB, the overall framework can be trained
end-to-end using back-propagation, and thus we can use gradient
descent to optimize. Based on the detailed analysis in Appendix A,
the time complexity of our method is:

OQLK(T +1)|V||E|dd"?) + O(|E'|d’), (23)

which is on par with the state-of-the-art DGNNs. We further illus-
trate the training time efficiency in Appendix C.5.

5 EXPERIMENT

In this section, we conduct extensive experiments on both real-
world and synthetic dynamic graph datasets to evaluate the robust-
ness of our DGIB against adversarial attacks. We first introduce
the experimental settings and then present the results. Additional
configurations and results can be found in Appendix C and D.

5.1 Experimental Settings

5.1.1  Dynamic Graph Datasets. In order to comprehensively eval-
uate the effectiveness of our proposed method, we use three real-
world dynamic graph datasets to evaluate DGIB! on the challenging
future link prediction task. COLLAB [53] is an academic collabora-
tion dataset with papers published in 16 years, which reveals the
dynamic citation networks among authors. Yelp [46] contains cus-
tomer reviews on business for 24 months, which are collected from
the crowd-sourced local business review and social networking
web. ACT [29] describes the actions taken by users on a popular
MOOC website within 30 days, and each action has a binary label.
Statistics of the datasets are concluded in Table B.1, which also
contains the split of snapshots for training, validation, and testing.

5.1.2  Baselines. We compare DGIB with three categories baselines.

e Static GNNs: GAE [27] and VGAE [27] are representative
GCN [26] based autoencoders on static graphs, which are
widely used for the link prediction task. GAT [56] using atten-
tion mechanisms to dynamically weight and aggregate node
features, which is also the default backbone of DGIB.

e Dynamic GNNs: GCRN [48] adopts GCNs to obtain node em-
beddings, followed by a GRU [10] to capture temporal relations.
EvolveGCN [41] applies an LSTM [20] or GRU to evolve the
parameters of GCNs. DySAT [46] models self-attentions in
both structural and temporal domains.

e Robust and Generalized (D)GNNs: IRM [2] learns robust rep-
resentation by minimizing invariant risk. V-REx [28] extends

IThe code of DGIB is available at https://anonymous.4open.science/r/DGIB.

Anon.

IRM [2] by reweighting the risk. GroupDRO [45] reduces
the risk gap across training distributions. RGCN [69] fortifies
GCNs against adversarial attacks by Gaussian reparameteri-
zation and variance-based attention. DIDA [67] exploits ro-
bust and generalized predictive patterns on dynamic graphs.
GIB [58] is the most relevant baseline to ours, which learns
robust representations with structure-involved IB principle.

5.1.3 Adversarial Attack Settings. We compare baselines and the
proposed DGIB under two adversarial attack settings.

e Non-targeted Adversarial Attack: We produce synthetic datasets
by attacking graph structures and node features, respectively.
(1) Attack graph structures. We randomly remove one out
of five types of links in training and validation graphs in each
dataset (information on link type has been removed after the
above operations), which is more practical and challenging
in real-world scenarios as the model cannot get access to any
features about the filtered links. (2) Attack node features. We
add random Gaussian noise A - r - € to each dimension of the
node features for all nodes, where r is the reference amplitude
of original features, and € ~ N(0,1). A € {0.5,1.0, 1.5} acts as
the parameter to control the attacking degree.

o Targeted Adversarial Attack: We apply the prevailing NET-
TACK [71], a strong targeted adversarial attack library on
graphs designed to target nodes by altering their connected
edges or node features. We simultaneously consider the evasive
attack and poisoning attack. (1) Evasive attack. We train the
model on clean datasets and perform attacking on each graph
snapshot in the testing split. (2) Poisoning attack. We attack
the whole dataset before model training and testing. In both
scenarios, we follow the default settings of NETTACK [71] to
select targeted attacking nodes, and choose GAT [56] as the
surrogate model with default parameter settings. We set the
number of perturbations n in {1, 2, 3, 4}.

5.1.4  Hyperparameter Settings. We set the number of layers as two
for baselines as suggested, and as one for DGIB to avoid overfitting.
We set the representation dimension of all baselines and our DGIB to
be 128. The hyperparameters of baselines are set as the suggested
value in their papers or carefully tuned for fairness. The suggested
values of «, 1 and S, can be found in the configuration files. For
the optimization, we use Adam [25] with a learning rate selected
from {1e-03, 1e-04, 1e-05, 1e-06} adopt the grid search for the best
performance using the validation split. We set the maximum epoch
number as 1000 with the early stopping mechanism.

5.2 Against Non-targeted Adversarial Attacks

In this section, we evaluate model performance on the future link
prediction task, as well as the robustness against non-targeted ad-
versarial attacks in terms of graph structures and node features.
Specifically, we train baselines and our DGIB on the clean datasets,
after which we perturb edges and features respectively on the test-
ing split following the experimental settings. Note that, DGIB with
a prior of the Bernoulli distribution as Eq. (18) is referred to as
DGIB-Bern, while DGIB with a prior of the categorical distribution
in Eq. (19) is denoted as DGIB-Cat. Results are reported with the
metric of AUC (%) score in five runs and concluded in Table 1.
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Table 1: AUC score (% * standard deviation) of future link prediction task on real-world datasets against non-targeted adversarial
attacks. The best results are shown in bold type and the runner-ups are underlined.

Dataset | COLLAB \ Yelp \ ACT
‘ Structure Feature Attack ‘ Structure Feature Attack ‘ Structure Feature Attack
Model Clean Clean Clean
\ Attck  1=05 A1=10 A=15| Atteck  1=05 1=10 A=15 | Attck  1=05 21=10 A=15
GAE [27] 77.15:05 74.04:08 50.59+08 44.66+08 43.12+0.8 | 70.67+1.1 64.45+50 51.05:0.6 45.41x0.6 41.56£0.9 |72.31x05 60.27x04 56.56205 52.52+0.6 50.36£0.9
VGAE [27] 86.47+0.0 74.95:12 56.75:0.6 50.39:0.7 48.68+0.7 | 76.54+05 65.33+1.4 55.53+0.7 49.88+0.8 45.08:0.6 |79.18+05 66.29+13 60.67+0.7 57.39:0.8 55.27+1.0
GAT [56] 88.26:0.4 77.29+18 58.13+0.9 51.41:0.9 49.77:0.9 | 77.93x01 69.35+1.6 56.72+0.3 52.51x0.5 46.21:05 |85.07x03 77.55x12 66.05204 61.85:03 59.05:0.3
GCRN [48] 82.78+05 69.72+0.5 54.07x09 47.78+08 46.18+0.9|68.59+1.0 54.68+7.6 52.68+0.6 46.85:0.6 40.45+0.6 |76.28+0.5 64.35:12 59.48+0.7 54.16:0.6 53.88+0.7
EvolveGCN [41]] 86.62:10 76.15:09 56.82:1.2 50.33:1.0 48.55:1.0|78.21x0.0 53.82:20 57.91:05 51.82:03 45.32:10 |74.55:03 63.17:1.0 61.02x0.5 53.34:05 51.62:0.7
DySAT [46] |88.77x0.2 76.59x0.2 58.28+03 51.52:03 49.32x05 | 78.87+0.6 66.09+1.4 58.4604 52.33:0.7 46.24+0.7 | 78.52+04 66.55+1.2 61.94+08 56.98:0.8 54.14x0.7
IRM [2] 87.96x0.9 75.42+09 60.51:13 53.89:1.1 52.17:0.9|66.49+10.8 56.02+16.0 50.96:33 48.58+52 45.32:33 |80.02:0.6 69.19+1.4 62.84x0.1 57.28:0.2 56.04x0.2
V-REx [27] 88.3103 76.24:08 61.23x15 54.51:1.0 52.24:1.1|79.04202 66.41:1.9 61.49x05 53.72¢1.0 51.32x09 |83.11x03 70.15+1.1 65.59:0.1 60.03+0.3 58.79z0.2
GroupDRO [45] | 88.76:0.1  76.33:03 61.10+1.3 54.62:1.0 52.33:08 | 79.38:04 66.97+0.6 61.78:08 55.37:0.9 52.18:0.7 | 85.19:0.5 74.35:1.6 66.05:0.5 61.85:04 59.05:0.3
RGCN [69] 88.21:0.1 78.66+0.7 61.29:05 54.29:0.6 52.99:0.6 | 77.28+03 74.29+0.4 59.72:+0.3 52.88+0.3 50.40:0.2 | 87.22+0.2 82.66:04 68.51:0.2 62.67x0.2 61.31:0.2
DIDA [67] 91.97+0.0 80.87+04 61.32+0.8 55.77:0.9 54.91:09 | 78.22+04 75.92+0.9 60.83+0.6 54.11x0.6 50.21:+0.6 | 89.84+08 78.64+1.0 70.97:0.2 64.49:04 62.57:0.2
GIB [58] 91.36+0.2 80.89+0.1 61.88+0.8 55.15:0.8 54.65:0.9 | 77.52+04 75.03+03 61.94+0.9 56.15+0.3 52.21:0.8 |92.33203 86.99:03 72.16:05 66.72+0.2 64.96:0.5
DGIB-Bern |92.17:0.2 83.58+0.1 63.5420.9 56.92:1.0 56.24:1.0| 76.88z02 75.61+00 63.91:0.9 59.28+0.9 54.77+0.95| 94.49+0.2 87.75:0.1 73.05:0.9 68.490.9 66.27+0.9
DGIB-Cat  [92.68:0.1 84.16+0.1 63.99:0.5 57.76:0.8 55.63:1.0|79.53+0.2 77.72:0.1 61.42+09 55.12+07 51.90+0.9 |94.89:0.2 88.27:0.2 73.92:0.8 68.88+0.9 65.99+0.7

Table 2: AUC score (% + standard deviation) of future link prediction task on real-world datasets against targeted adversarial
attacks. The best results are shown in bold type and the runner-ups are underlined.

| | Evasive Attack | Poisoning Attack
Dataset Model Clean
| | n=1 n=2 n=3 n=4  Avg Decrease | n=1 n=2 n=3 n=4  Avg Decrease
VGAE [27] | 86.47x00 | 73.39:01  62.18t01  51.72:01  46.97:0.1 13227 63.42:03  52.63x03  50.98x04  45.64:0.3 13851
GAT [56] 88.26+04 | 76.21x0.1  66.56+0.1  57.92:01  50.96:0.1 12871 66.59+0.5  55.31:06  51.34z07  48.99+0.9 137.05
DySAT [46] 88.77+0.2 77.91x0.1 68.22+0.1 58.82+0.1 51.3920.1 127.80 69.0220.3 57.62+03 52.76+03 50.07x0.8 13537
COLLAB | RGCN [69] | 88.21:01 | 77.65:0.1  67.11x0.1  59.06:0.1  52.02:0.1 127.49 69.48+02  58.39:03  52.480.6  50.62x0.9 13453
GIB [58] 91.36+0.2 78.95:0.0  69.63x0.1 60.98+0.0 54.48+0.2 127.74 71.47:03  61.03+0.4 54.97:07  52.09:1.0 13444
DGIB-Bern | 92.17x02 | 81.36:0.0 72.79:00 63.25:0.1 57.22:0.1 125.51 74.06:03 61.93:02 56.57:0.2 52.62:03 133.49
DGIB-Cat | 92.68:0.1 | 81.29x0.0  71.32:x0.1  62.03:0.1  55.08:0.1 127.24 72.55:0.2  60.99:03  55.62:04  53.08:0.3 134.65
VGAE [27] 76.54+0.5 65.86+0.1 54.82+0.2 48.08+0.1 46.25+0.1 129.77 62.7320.6 52.61+0.4 47.72+0.4 45.43+0.5 131.90
GAT [56] 77.9320.1 67.96+0.1 59.47x0.1 50.2720.1 48.62+0.1 12739 65.3420.5 54.51=20.2 50.24+0.4 48.96:0.4 129.72
DySAT [46] | 78.87+06 | 69.77+01  60.66x0.1  52.16x01  50.15:0.1 126.22 66.87x0.6  56.31:03  50.44:06  50.49:0.5 128.96
Yelp RGCN [69] | 77.28+03 | 68.54:01  60.6901  51.51x0.1  49.72:0.1 12544 65.55+04  55.47:03  49.08:06  49.09:0.6 129.09
GIB [58] 77.52+04 | 68.59x01  61.22:01  51.26z0.1  49.58:0.1 1 25.61 65.59:03  56.79+03  50.92:04  49.55:04 12813
DGIB-Bern | 76.88+02 | 72.27:0.1 60.96x00 54.32:01 51.73:0.1 122.19 68.64:0.2 56.73:02 53.18:03  50.21:0.2 125.61
DGIB-Cat 79.53:0.2 | 70.17x0.0 62.25:0.1  52.69:0.1 50.87x0.1 12582 67.38:03  57.02:0.2  51.39:02  50.53:0.2 128.85
VGAE [27] 79.18+0.5 67.59+0.1 62.98+0.1 54.33+0.1 52.26+0.0 125.11 62.55+1.6  55.15£1.7 51.02:1.8  50.11:1.9 130.90
GAT [56] 85.07+0.3 | 75.14+01  67.25x01  59.75:0.1  58.51:x0.1 123.40 71.2609  61.43+11  57.35:1.1  58.53:1.0 126.95
DySAT [46] | 78.52:04 | 70.64:01  63.35:00  56.36x00  55.12:0.1 121.84 66.21:x09  56.28:09  53.45:1.1  54.43:10 126.65
ACT RGCN [69] 87.22+0.2 78.64+0.1 70.11+0.1 62.99:0.1 61.31:0.1 12173 73.71x0.8 63.43+0.9 59.97+13 60.41+0.8 126.18
GIB [58] 92.33+03 | 85.61+01  74.08+01  65.44z01  64.04:0.1 12170 80.01:07  67.04x08  63.85:06  60.95:0.7 12639
DGIB-Bern | 94.49:02 | 89.83:0.1 85.81:0.1 79.95:0.1 78.01:0.1 11173 80.92:03 70.76:04 65.27:06 61.93:09 126.21
DGIB-Cat | 94.89:0.2 | 84.98z0.1 76.78+0.1 67.6910.1 66.68+0.1 12198 80.16+0.4  68.71x0.5  64.38:0.6  65.43:0.9 126.57

Results. DGIB-Bern and DGIB-Cat outperform GIB [58] and

5.3 Against Targeted Adversarial Attacks

other baselines in most scenarios. Particularly, under structure
attacks, DGIB-Bern improves by 9.4%, 15.1%, and 22.4% for each
dataset, while 10.1%, 18.3%, and 23.1% for DGIB-Cat. Under feature
attacks, DGIB-Bern improves by an average of 9.9%, 14.0%, and 15.1%
for each dataset, while 10.3%, 7.9%, and 15.6% for DGIB-Cat. Static

GNN baselines fail in all settings as they cannot model dynamics.

Dynamic GNN baselines fail due to their weak robustness against
adversarial attacks. Some robust and generalized (D)GNNSs, such as
GroupDRO [45], DIDA [67] and GIB [58] outperform DGIB-Bern or
DGIB-Cat slightly in a few scenarios, but they generally fall behind
DGIB in most cases due to the insufficient and inaccurate feature
compression and conservation, which greatly impact the model
robustness against the non-targeted adversarial attacks.

In this section, we continue to compare the proposed DGIB with
competitive baselines standing out in Table 1, considering the link
prediction performance and robustness against targeted adversarial
attacks, which reveals whether we successfully defended the attacks.
Specifically, we generate attacked datasets with NETTACK [71]
with respect to different perturbation number n in both evasive
attacking mode and poisoning attacking mode. Higher n represents
a heavier attacking degree. Results are reported in Table 2.
Results. Similar trends can be found that DGIB-Bern and DGIB-
Cat outperform all baselines under different settings. DGIB-Bern
improves the AUC over the average baselines by 8.4%, 5.4%, and
27.8% under evasive attacks for three datasets, while DGIB-Cat sur-
passes 6.4%, 3.9%, and 13.4%. In poisoning attack settings, DGIB-Cat
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Figure 4: Ablation study results.

contributes 8.0%, 4.6%, and 13.4% increase, and DGIB-Bern improves
6.7%, 3.5%, and 13.4%. Results demonstrate DGIB is contained under
challenging evasive and poisoning adversarial attacks.
Comprehensively, DGIB-Bern owns a better performance in tar-
geted adversarial attacks with a lower average AUC decrease, while
DGIB-Bern is better in non-targeted adversarial attacks. We explain
this phenomenon as the Cat(-) is the non-informative distribution,
which fits well to the non-targeted settings, and Bern(-) requires
priors, which may be more appropriate for against targeted attacks.

5.4 Ablation Study
In this section, we analyze the effectiveness of the three variants:

e DGIB (w/o Cons): We remove the Consensual channel DGIB¢
in the overall training objective (Eq. (22)), and optimizing only
with the Minimal and Sufficient channel DGIB 5.

e DGIB (w/o A): We remove the structure sampling term (A)
in the upper bound of I(D; ZT*1) (Eq. (11)).

e DGIB (w/o Z): We remove the feature sampling term (Z) in
the upper bound of I(D; ZT*1) (Eq. (11)).

We choose DGIB-Bern as the backbone and compare performances
on the clean, evasive attacked (n = 2) and poisoning attacked (n = 2)
COLLAB, respectively. Results are shown in Figure 4.

Results. Overall, DGIB outperforms the other three variants,
except for DGIB (w/o A), where it exceeds the original DGIB-Bern
on the clean COLLAB by 1.1%. We claim this phenomenon is within
our expectation as the structure sampling term (A) contributes
to raising the robustness by refining structures and compression
feature information, which will surely damage its performance on
the clean dataset. Concretely, we witness DGIB surpassing all three
variants when confronting evasive and poisoning adversarial at-
tacks, which provides insights into the effectiveness of the proposed
components and demonstrates their importance in achieving better
performance for robust representation learning on dynamic graphs.

5.5 Information Plane Analysis

In this section, we observe the evolution of the IB compression pro-
cess on the Information Plane, which is widely applied to analyze
the changes in the mutual information between input, latent repre-
sentations, and output during training. Given the Markov Chain
<X — Y — Z >, the latent representation is uniquely mapped to

1(D;Z™") (bits) 60
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Figure 5: Information Plane analysis.
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Figure 6: Performance trade-off analysis.

a point in the Information Plane with coordinates (I(X;Z), (Y, Z)).
We analyze DGIB-Bern on the clean COLLAB and draw the coordi-
nates of (I(D; ZT+1), I(YT+1;ZT+1)) in Figure 5.

Results. We note that the information evolution process is com-
posed of two phases. During Phase 1 (ERM phase), I(D;Z*!) and
I (YT+1; ZT“) both increase, indicating the latent representations
are extracting information about the input and labels, and the co-
ordinates on the Information Plane are shifting toward the upper
right corner. In Phase 2 (compression phase), I (Z); ZT+1) begins to
decline, while the growth rate of I (YT”;ZT“) slows down, and
converging to the upper left corner, indicating our DGIB principle
begins to take effect, leading to a Minimal and Sufficient latent
representation with Consensual Constraint.

5.6 Hyperparameter Trade-off Analysis

In this section, we analyze the impact of the compression parame-
ters 1 and f2 on the trade-off between the performance of predic-
tion and robustness. We conduct experiments based on DGIB-Bern
with different ratios of MSE term and compression term (1/f1, 1/f2)
on the clean, evasive attacked (n = 2) and poisoning attacked (n = 2)
COLLARB, respectively. Results are reported in Figure 6.

Results. With the increase of 1/f; or 1/f2, DGIB-Bern performs
better on the clean COLLAB, while its robustness against targeted
adversarial attacks decreases. This validates the conflicts between
the MSE term and the compression term, as the compression term
sacrifices prediction performance to improve the robustness. We
find the optimal setting for 1/f; and 1/f,, where both the perfor-
mance of prediction and robustness are well-preserved.

6 CONCLUSION

In this paper, we present a novel framework named DGIB to
learn robust and discriminative representations on dynamic graphs
grounded in the information-theoretic IB principle for the first
time. We decompose the overall DGIB objectives into DGIByss and
DGIB channels, which act jointly to satisfy the proposed MSC Con-
dition that the optimal representations should satisfy. Variational
bounds are further introduced to efficiently and appropriately esti-
mate intractable IB terms. Extensive experiments demonstrate the
superior robustness of DGIB against adversarial attacks compared
with state-of-the-art baselines in the link prediction task.
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Anon.

A DETAILED OPTIMIZATION AND

COMPLEXITY ANALYSIS

We illustrate the overall training pipeline of DGIB in Algorithm 1.

Algorithm 1: Overall training pipeline of DGIB framework.

1

2

3

4
5

6

7

10

11

12

13

14

15

16

Input: Dynamic graph DG = {G* }thl; Node features
Xl:T“; Labels YXT of link occurrence; Number of
layers L; Relative time encoding function RTE(-);
Non-linear rectifier r; Activation function o;
Hyperparameters k, a, 1 and fs.

Output: The optimized robust model fe* = w o g; Predicted

label ¥7*! of link occurrence at time T + 1.

Initialize weights W and learnable parameters 6 randomly;

ZVT+1L00)  RTE(X!T*1), attentions w « GAT(Z!T+1(0));

Construct Ns7(0,k, t) — {u € V=1 | d(u,0) = k};

forl=1,2---,Landov € VTt 4o

for ¢ in range [T + 1] do

2101 (2t =)D,

¢>f,,(,£) {22 )W T e N ok

At Upept {ueNst (v, k, t)|u ~Bern(¢;(é))}

or Uyeqpt{ue Nst(v, k, t)|u ~Cat(¢>2’(lf) )%

St(l1-1
QRS Z(uyv)gAt(” {Zv( )}UGV’§
end
yT+1 — g(ZT“(L))'
DGIBs — Eq. (9), DGIB¢ « Eq. (14);
Calculate the overall loss, as Lpgs < Eq. (22);

Update 0 by minimizing Lpgrs and back-propagation.
end

Comlexity Analysis. We analyze the computational complexity

of each part in DGIB as follows. For brevity, denote |V| and |&|

as the total number of nodes and edges in each graph snapshot,

respectively. Let d be the dimension of the input node features, and
d’ be the dimension of the latent node representation.

respect to the number of nodes and edges in all graph snapshots,

e Linear input feature projection layer: O((T + 1)|V|dd").
o Relative Time Encoding (RTE(-)) layer: O((T + 1)|'V|d"?).
Spatio-temporal neighbor sampling and attention compuata-

tion: O(L(T +1)|V]) +O(2Lk(T +1)|V||E|d"), where k is the
range of receptive field, and L is the number of layers.

e Feature aggregation: Constant complexity brought about by

addition operations (ignored).

e Link prediction: O(|&’|d”), where &’ is the number of sampled

links to be predicted.

In summary, the overall computational complexity of DGIB is:
O(2LK(T +1)|V||E|dd"®) + O(|E’|d'). (A1)

In conclusion, DGIB has a linear computation complexity with

which is on par with the state-of-the-art DGNNS. In addition, based

on our experiments experience, DGIB can be trained and tested un-

der the hardware configurations (including memory requirements)
listed in Appendix D.3, and the training time consumption is listed
in Appendix C.5, which demonstrates our DGIB has similar time
complexity compared with most of the existing DGNNs.
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B PROOFS

In this section, we provide proofs of Proposition 1, Proposition 2,
and Proposition 3.

B.1 Proof of Proposition 1

We restate Proposition 1:

YT+1;ZT+1)). For any dis-

Proposition 1 (The Lower Bound of I(
tributions Q; (Y71 | ZT*1) and Q2 (YT*):

Ql (YT+1 | ZT+1)
Qo (YT+1)

Qi (YT+1 | ZT+1)

Qz (YT+1)

I(YT+1; ZT+1) > 1+ EP(YTH’ZTH) IOg

— Ep(yr+1yp(zr) . (B.1)

Proor. We apply the variational bounds of mutual information
Inwy proposed by [39], which is thoroughly concluded in [42].

Lemma 1 (Mutual Information Variational Bounds in INwy). Given

any two variables X and Y, and any permutation invariant function
f(X,Y), we have:

I(X;Y) 2 Bpxy) [fF(X V)] — e 'Bpxyp(y) [ef (X’Y)] . (B2

As f(X,Y) must learn to self-normalize, yielding a unique solu-
tion for variables (Y7*1,ZT*!) by plugging:

Ql (YT+1 | ZT+1)

Y+ zTH) = 141 B.3
f( ) o8 =, ) (B.3)
into Eq. (B.2). Specifically:
yI+1 | 7zT+1
I(YT+1; ZT+1) > E]P(YT+1,ZT+1) 1+ log %
T+1 T+1
~1 Ql (Y | V4 )
—e E]P’(X)IP’(Y) e- W (B.4)
Q1 (YT+1 | ZT+1)
>1+ E]P(YT+1’ZT+1) [log W
Ql (YT+1 | ZT+1)
— E]P’(YT“)]P’(ZT“) W (B.5)
We conclude the proof of Proposition 1. O

B.2 Proof of Proposition 2

We restate Proposition 2:

Proposition 2 (The Upper Bound of I(D;ZT*1)). Let I, Iz C
[T + 1] be the stochastic time indices sets. Based on the Markov
property D 1L ZT+1 | ({A'} ez, U{Z'}1e 1), for any distributions
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Q(A?) and Q(2?):
<I(Di{AYer, U{Z' er) < ), A+ Y 20

I(D;ZT+1)
telp tely
(B.6)
; P(A!| Z!,Z71, AY)
where A" =E |log - , (B.7)
Q(A’)
Z'=E|l Pl2f 12,27 AY) (B.8)
= og .
Q(z)

Proor. We apply the Data Processing Inequality (DPI) [5] and
the Markovian dependency to prove the first inequality.

Lemma 2 (Mutual Information Lower Bound in Markov Chain).
Given any three variables X, Y and Z, which follow the Markov
Chain < X - Y — Z >, we have:

I(X;Y) > I(X; Z). (B.9)

Directly applying Lemma 2 to the Markov Chain in DGIB, i.e.,
<D - ({A}er, U{Z'}ez,) — ZT*! >, which satisfies the
Markov property D 1 ZT*! | ({At}tGIA U{Z'};cz,), we the have:

I(D; 2™ < (D3 {A"} e 1, U{Z Y e 1)

Next, we prove the second inequality. To guarantee the compres-
sion order following “structure first, features second” in each time
step, as well as the Spatio-Temporal Local Dependence (Assump-
tion 2), we define the order:

(B.10)

Definition 2 (DGIB Markovian Decision Order <). For any vari-
ables in set {A’};c 7, U{Z'};c7,, we have:

o For different time indices #; and t5, A1, Z!t < A2 72,
e For any individual time index ¢, A? < Z°.
To satisfy the Spatio-Temporal Local Dependence Assumption,

we define two preceding sequences of sets based on the < order:

S&,Sé ={ANZN |ty <t—-1,1 € Ip,tp € Iz}.  (B.11)
Thus, we have S‘g 1 A? | {Z'71 AT} and S, w7 | {Z!-1 Aty
Then, we decompose I(D; {At}teIA U {Zt}tejz) into:

I(D;{At}teIA U {Zt}te.fz) = Z I(Z);A'f | Sg)
telp

+ (D2 | Sh).

tely

(B.12)

Following [58], we provide upper bounds for I (Z);At | SR) and
I(D;Zt | Sé) respectively:
[(D:A" | 8}) < I(D.Z'7HA" | S)) = 1(Z' 71 AL AT | S))

<I(z'71ALAY) = A - KL [P(AT)|Q(AY)]
<A (B.13)

Similarly, we have:

I(D;Z" | Sh) <1(D,Z2'" AL 2! | Sh) =1(2 7 AL Z2 | S))
<I(z'7'A%Z') = Z' - KL [P(Z')|Q(Z")]

<Z. (B.14)

1219
1220
1221
1222
1223
1224
1225
1226
1227
1228
1229
1230
1231
1232
1233
1234
1235
1236
1237
1238
1239
1240
1241
1242
1243
1244
1245
1246
1247
1248
1249
1250
1251
1252
1253
1254
1255
1256
1257
1258
1259
1260
1261
1262
1263
1264
1265
1266
1267
1268
1269
1270
1271
1272
1273
1274
1275

1276



1277
1278
1279
1280
1281
1282
1283
1284
1285
1286
1287
1288
1289
1290
1291
1292
1293
1294
1295
1296
1297
1298
1299
1300
1301
1302
1303
1304
1305
1306
1307
1308
1309
1310
1311
1312
1313
1314
1315
1316
1317
1318
1319
1320
1321
1322
1323
1324
1325
1326
1327
1328
1329
1330
1331
1332
1333

1334

Conference acronym 'XX, June 03-05, 2018, Woodstock, NY

By plugging Eq. (B.13) and Eq. (B.14) into Eq. (B.12), we conclude
the proof of the second inequality. O

B.3 Proof of Proposition 3

We restate Proposition 3:

Proposition 3 (The Upper Bound of I(ZT;ZT*1)). For any dis-
tributions Q(Z7*1):

P(ZT+1 | Zl:T)
Q(ZT+1)

Proor. We apply the upper bound proposed in the Variational
Information Bottleneck (VIB) [1].

1(z¥T; 7T < E |log (B.15)

Lemma 3 (Mutual Information Upper Bound in VIB). Given any
two variables X and Y, we have the variational upper bound of
I(X;Y):

P(Y | X P(Y | X)Q(Y
I(X;Y) = Ep(xyy) |log % =Epx)y) |log %
~Eeqx) [Iog g | - KLIF(DIQ(Y)
P(Y | X non-negative
< Epxy) |log % (B.16)

By utlizing Lemma 3 to variables 71T and ZT“, we conclude
the proof of Proposition 3.
|

C EXPERIMENT DETAILS AND ADDITIONAL
RESULTS

In this section, we provide additional experiment details and results.

C.1 Datasets Details

We use three real-world datasets to evaluate DGIB on the challeng-
ing future link prediction task.

e COLLAB! [53] is an academic collaboration dataset with pa-
pers that were published during 1990-2006 (16 graph snap-
shots), which reveals the dynamic citation networks among
authors. Nodes and edges represent authors and co-authorship,
respectively. Based on the co-authored publication, there are
five attributes in edges, including “Data Mining”, “Database”,
“Medical Informatics”, “Theory” and “Visualization”. We apply
word2vec [35] to extract 32-dimensional node features from
paper abstracts. We use 10/1/5 chronological graph snapshots
for training, validation, and testing, respectively. The dataset
includes 23,035 nodes and 151,790 links in total.

e Yelp? [46] contains customer reviews on business, which are
collected from the crowd-sourced local business review and
social networking web. Nodes represent customer or business,
and edges represent review behaviors, respectively. Considering
categories of business, there are five attributes in edges, includ-
ing “Pizza”, “American (New) Food”, “Coffee & Tea”, “Sushi Bars”
and “Fast Food” from January 2019 to December 2020 (24 graph

! https://www.aminer.cn/collaboration
2 https://www.yelp.com/dataset
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snapshots). We apply word2vec [35] to extract 32-dimensional
node features from reviews. We use 15/1/8 chronological graph
snapshots for training, validation, and testing, respectively. The
dataset includes 13,095 nodes and 65,375 links in total.

e ACT?3 [29] describes student actions on a popular MOOC web-
site within a month (30 graph snapshots). Nodes represent stu-
dents or targets of actions, edges represent actions. Considering
the attributes of different actions, we apply K-Means to cluster
the action features into five categories. We assign the features
of actions to each student or target and expand the original
4-dimensional features to 32 dimensions by a linear function.
We use 20/2/8 chronological graph snapshots for training, val-
idation, and testing, respectively. The dataset includes 20,408
nodes and 202,339 links in total.

Statistics of the three datasets are concluded in Table B.1. These
three datasets have different time spans and temporal granularity
(16 years, 24 months, and 30 days), covering most real-world scenar-
ios. The most challenging dataset for the future link prediction task
is the COLLAB. In addition to having the longest time span and the
coarsest temporal granularity, it also has the largest difference in
the properties of its links, which greatly challenges the robustness.

Table B.1: Statistics of the real-world dynamic graph datasets.

. #Link  Length Temporal
Dataset # Node # Link Type (split) Granularity
COLLAB 23,035 151,790 5 16 (10/1/5) year
Yelp 13,095 65,375 5 24 (15/1/8) month
ACT 20,408 202,339 5 30 (20/2/8) day

C.2 Detailed Settings and Analysis for
Experiment in Figure 3

In Figure 3, we evaluate the performance of our DGIBagainst non-
targeted adversarial attack compared with GIB [58]. We choose the
ACT [29] as the dataset, with 20 graphs to train, 2 graphs to vali-
date, and 8 graphs to test. In attacking settings, we follow the same
non-targeted adversarial attack settings introduced in Section 5.1.3
on graph structures. For the baseline, we adapt the GIB [58]-Cat
to dynamic scenarios by obtaining Z¢ for each individual graph
snapshot first with the original GIB [58], and then aggregating them
using the vanilla LSTM [19] to learn the comprehensive representa-
tion ZT*1, where the two steps are jointly optimized by the overall
objective Eq. (4). For our DGIB, we train the DGIB-Cat version with
the same objective in Eq. (4).

Results show that, for GIB (adapted), we witness a sudden drop in
the link prediction performance (AUC %) achieved by Z*! for the
next time-step graph G**! in testing, while our DGIB-Cat contains
a slight and acceptable decrease when encountering adversarial
attacks, and its average testing score surpasses GIB. This demon-
strates that directly optimizing GIB with the intuitive IB objective in
Eq. (4) will lead to sub-optimal model performance, and our DGIB is
endowed with stronger robustness by jointly optimizing DGIB s
and DGIB¢ channels, which cooperate and constrain each other to
satisfy the MSC Condition.

3 https://snap.stanford.edu/data/act-mooc.html
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Figure B.1: Results of ablation study on Yelp.
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Figure B.3: Sensitivity analysis of « on COLLAB.

C.3 Additional Results of Ablation Study

We provide additional results of ablation studies on dynamic graph
datasets Yelp and ACT. Accordingly, we choose DGIB-Bern as the
backbone and compare performances on the clean, evasive attacked
(n = 2) and poisoning attacked (n = 2) Yelp and ACT, respectively.
Results are shown in Figure B.1 and Figure B.2.

Results. Similar conclusions can be derived as in Section 5.4 that
DGIB outperforms the other three variants, except for DGIB (w/o
A), where it exceeds the original DGIB-Bern on the clean Yelp
and clean ACT by 0.3% and 0.7%, respectively. We explain this phe-
nomenon that the structure sampling term (A) acts to improve
the robustness by modifying structures and compression features,
which will damage the performance on clean occasions. When
confronting evasive and poisoning adversarial attacks, DGIB sur-
passing all three variants, which validates the importance of the
proposed three mechanisms in achieving better performance for
robust representation learning on dynamic graphs.

C.4 Parameter Sensitivity Analysis

We provide additional experiments on the sensitivity of hyperpa-
rameters a, f1 and f2, which are chosen from {le-04, 1e-03, 1e-02,
1le-01, 1}. We report the results of sensitivity analysis on the clean
and structure-attacked COLLAB in Figure B.3 and Figure B.4.
Results. Results demonstrate that the performance on both
the clean and structure-attacked COLLAB is sensitive to different
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Figure B.4: Sensitivity analysis of 1, f2 on COLLAB.

values of a, 1, and f, and contains in a reasonable range. In
addition, we observe there exist negative correlations between
performance on the clean dataset and attacked dataset for three
hyperparameters, which demonstrates the confrontations of the
MSE term and compression term in DGIB overall optimization
objectives (Eq. (7)). Specifically, in most cases, higher «, f;1, and

B2, lead to better robustness but weaker clean dataset performance.

In conclusion, different combinations of hyperparameters lead to
varying task performance and model robustness, and we follow the
tradition of configuring the values of hyperparameters with the
best trade-off setting against adversarial attacks.

C.5 Training Efficiency Analysis

We report the training time for our DGIB-Bern and DGIB-Cat with
the default configurations as we provided in the code. We conduct
experiments with the hardware and software configurations listed
in Section D.3. We ignore the tiny difference when training under
the poisoning attacks and only report the average time per epoch
for training on the respective clean datasets in Table B.2.
Results. The training time of DGIB-Bern and DGIB-Cat is in
the same order as the state-of-the-art DGNN baselines due to the
computation complexity of DGIB is on par with related works. The
maximum epochs for each training is set to 1000 (fixed), thus the
total time is feasible in practice. Note that, the number of layers,
neighbors to sampling, etc., will have a significant impact on the
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training efficiency, and not always large numbers bring extra im-

provements in performance, so it is recommended to properly set
the related parameters.

Table B.2: Results of training time per epoch (s).

Dataset COLLAB Yelp ACT
DIDA [67] 2.61 5.12 3.31
DGIB-Bern 0.88 1.91 1.32
DGIB-Cat 0.86 1.54 1.64

D IMPLEMENTATION DETAILS

In this section, we provide implementation details of the proposed
DGIB and baselines.

D.1 DGIB Implementation Details

According to respective experiment settings, we randomly split
the dynamic graph datasets into training, validation, and testing
chronological sets. We sample negative links from nodes that do
not have links, and the negative links for validation and testing
sets are kept the same for all baseline methods and ours. We set the
number of positive links to the same as the negative links. We use
the Area under the ROC Curve (AUC) as the evaluation metric. As
we focus on the future link prediction task, we use the inner product
of a pair of learned node representations to predict the occurrence
of links, i.e, we implement the link predictor g(-) as the inner
product of hidden embeddings, which is widely applied in future
link prediction tasks. The non-linear rectifier 7 is ReLU(-) [37], and
the activation function o is Sigmoid(-) [17]. We randomly run all
the experiments for five times, and report the average results with
standard deviations.

D.2 Baseline Implementation Details

We provide the baseline methods implementations with respective
licenses as follows.

GAE [27]: https://github.com/DaehanKim/vgae_pytorch.
VGAE [27]: https://github.com/DaehanKim/vgae_pytorch.
GAT [56]: https://github.com/pyg-team/pytorch_geometric.
GCRN [48]: https://github.com/youngjoo-epfl/gconvRNN.
EvolveGCN [41]: https://github.com/IBM/EvolveGCN.
DySAT [46]: https://github.com/FeiGSSS/DySAT _pytorch.
IRM [2]: https://github.com/facebookresearch/InvariantRiskM
inimization.

RGCN [69]: https://github.com/DSE-MSU/DeepRobust.

DIDA [67]: https://github.com/wondergo2017/DIDA.

GIB [58]: https://github.com/snap-stanford/GIB. We report the
best result between GIB-Bern and GIB-Cat versions.

e NETTACK [71]: https://github.com/DSE-MSU/DeepRobust.

The parameters of baseline methods are set as the suggested value
in their papers or carefully tuned for fairness.

V-REx [28]: https://github.com/capybaralet/REx_code_release.
GroupDRO [45]: https://github.com/kohpangwei/group_DRO.
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D.3 Hardware and Software Configurations

We conduct the experiments with:

e Operating System: Ubuntu 20.04 LTS.

e CPU: Intel(R) Xeon(R) Platinum 8358 CPU@2.60GHz with 1TB
DDR4 of Memory.

e GPU: NVIDIA Tesla A100 SMX4 with 40GB of Memory.

e Software: CUDA 10.1, Python 3.8.12, PyTorch4 1.9.1, PyTorch
Geometric® 2.0.1.

4 https://github.com/pytorch/pytorch
5 https://github.com/pyg-team/pytorch_geometric
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