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ABSTRACT

In the looming post‐quantum era, traditional cryptographic systems are increasingly vul-
nerable to quantum computing attacks that can compromise their mathematical founda-
tions. To address this critical challenge, we propose crypto‐ncRNA—a bio‐convergent
cryptographic framework that leverages the dynamic folding properties of non‐coding
RNA (ncRNA) to generate high-entropy, quantum-resistant keys and produce unpre-
dictable ciphertexts. The framework employs a novel, multi‐stage process: encoding
plaintext into RNA sequences, predicting and manipulating RNA secondary structures
using advanced algorithms, and deriving cryptographic keys through the intrinsic phys-
ical unclonability of RNA molecules. Experimental evaluations indicate that, although
crypto‐ncRNA’s encryption speed is marginally lower than that of AES, it significantly out-
performsRSA in terms of efficiency and scalability while achieving a 100%pass rate on the
NIST SP 800-22 randomness tests. These results demonstrate that crypto‐ncRNA offers
a promising and robust approach for securing digital infrastructures against the evolving
threats posed by quantum computing.

1 INTRODUCTION

Biomolecular cryptography has emerged as a potential breakthrough in post-quantum encryption (Balamu-
rugan et al. (2021); Mondal & Ray (2023)). Moreover, with the rapid advancement of artificial intelligence,
RNA-based research has gradually unfolded into a new realm of innovation (Townshend et al. (2021)). Re-
cent studies showed that the dynamic folding processes of RNA molecules intrinsically exhibit physical
unclonable functions (PUFs) characteristics (Herder et al. (2014); Li et al. (2022); Luescher et al. (2024);
Zhou et al. (2021)), thereby establishing a pathway for designing post-quantum cryptography (PQC) sys-
tems (Arapinis et al. (2021); Cambou et al. (2021)).

In this paper, we introduce Crypto-ncRNA, an encryption framework harnessing the dynamic folding mecha-
nisms of non-coding RNA (ncRNA) to address quantum-era security challenges. By exploiting ncRNA’s in-
trinsic PUFs and high conformational entropy, enhanced through deep learning-based RNA secondary struc-
ture prediction, the scheme generates cryptographically robust keys and ciphertexts with enhanced stochas-
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Figure 1: The Framework of Crypto-ncRNA Algorithm

ticity. This work provides a new direction for encryption technology in the quantum era by integrating RNA’s
PUFs with encryption algorithms.

2 METHOD (DETAILS IN APPENDIX B)

TheCrypto-ncRNA implements a four-tiered encryption architecture. The research framework and workflow
of the Crypto-ncRNA are illustrated in Figure 1.

1. Codon Mapping and RNA Sequence Generation (Fig. 1a): Textual data is encoded into RNA
codons (e.g., AUG) via Base64-derived 6-bit indices, enabling 50% higher information density than
binary systems.

2. RNA Secondary Structure Folding (Fig. 1b): RNA codons are partitioned into Watson-Crick-
paired stem regions and unpaired loops using LinearFold-predicted minimum free energy (MFE)
structures. Dynamic codon permutation within structural constraints generates combinatorial com-
plexity (4N configurations, N : dynamic positions).

3. Dynamic Key Generation (Fig. 1c): Quantum-resistant keys are synthesized using PBKDF2-
HMAC-SHA256, leveraging RNA quaternary fingerprints (A/U/G/C positional entropy) and 256-
bit cryptographic salts.

4. Ciphertext Packaging and Integrity Verification (Fig. 1d): ChaCha20 encrypts payloads using
dynamic RNA keys. SHA-256 hashing and enzymemarkers ensure ciphertext integrity and physical
binding.

The process emphasizes sequence-dependent structural transformations and environmental noise integration
to ensure cryptographic security and hardware-bound key uniqueness.
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3 RESULTS (DETAILS IN APPENDIX D)

Crypto-ncRNA demonstrates robust performance across heterogeneous computing environments, validated
through comprehensive benchmarking against classical algorithms (RSA,AES). The following visualizations
(Figures 2) highlight its efficiency, reliability, and adaptability under varying workloads.

Figure 2: Summary of Algorithm(s) Comparation and Tesing Results

1. Encryption/Decryption Efficiency (Fig. 2A): The proposed method slightly underperforms AES
in speed but surpasses RSA, achieving near-AES efficiency at smaller parameters.

2. Encryption/Decryption Throughput Performance (Fig. 2B): Throughput trends align closely
with time efficiency results.

3. Ciphertext Randomness (Fig. 2C): Cryptographic average entropy consistently outperforms AES
and RSAs.

4. Operational Reliability (Fig. 2D): Demonstrates 100% success rate regardless of data volume.

5. Statistical Randomness (Appendix Table 1): Passes all NIST SP 800-22 criteria (Rukhin et al.
(2010)), confirming cryptographic robustness.

4 CONCLUSION

Crypto-ncRNA establishes a bio-convergent security framework that synergizes the biophysical complexity
of non-coding RNA with cryptographic principles. Looking ahead, deep learning offers a pathway to more
robust RNA encryption methods through enhanced RNA structure prediction. By offering intrinsic unclon-
ability via dual resistance, this architecture provides a future-proof solution for securing digital infrastructures
in the post-quantum landscape.
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