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ABSTRACT

As frontier Als become more powerful and costly to develop, adversaries have in-
creasing incentives to mount weight exfiltration attacks. In this work, we explore
how advanced compression techniques can significantly heighten this risk, partic-
ularly for large language models (LLMs). By tailoring compression specifically
for exfiltration rather than inference, we demonstrate that attackers could achieve
up to 16x compression with minimal trade-offs, reducing the time it would take
for an attacker to illicitly transmit model weights from the defender’s server from
months to days. To study this risk, we propose a quantitative model for exfiltration
success and show how compression tactics can greatly reduce exfiltration time and
increase attack success rate. With Als becoming increasingly valuable to industry
and government, our findings underscore the urgent need to develop defenses for
weight exfiltration and secure model weights.

1 INTRODUCTION

The cost of training frontier AI models has skyrocketed, with each new generation of models re-
quiring exponentially more compute to train (Cottier et al., 2024). Beyond their economic signifi-
cance, advanced Al systems are increasingly viewed as critical assets in national security, given their
rapidly improving capabilities. This dual economic and strategic importance has led to increasing
interest from industry and government actors in securing model weights from theft. Of particular
concern are weight exfiltration attacks, where data centers hosting model weights are compromised,
allowing adversaries to surreptitiously extract valuable models. However, the risk of weight exfil-
tration attacks remains poorly understood, with much uncertainty surrounding their feasibility.

A common tactic in standard data exfiltration attacks is to compress data before transmission over
the network (ATT&CK, 2023), reducing the likelihood of detection. However, this tactic has not
been extensively studied in the context of weight exfiltration attacks. While prior work on large
language model (LLM) compression has focused on optimizing models for efficient inference—
achieving high fidelity with up to 4 x compression (Liu et al., 2024)—the requirements for inference
differ significantly from those in weight exfiltration scenarios. In particular, existing methods are
designed to have an efficient forward pass after the initial compression— we refer to this as decom-
pression costs in Figure 1. These differences suggest that more aggressive compression techniques,
potentially tailored for exfiltration, could be feasible, leading to a higher risk of successful attacks.

To study how to better defend language model weights from being stolen from servers, we inves-
tigate the impact of LLM compression on the feasibility of weight exfiltration attacks. We begin
by proposing a simple quantitative model for exfiltration success, which is influenced by factors
such as the compression ratio. Next, we show that compression techniques specifically optimized
for exfiltration can significantly reduce exfiltration time and improve the likelihood of a successful
attack. By relaxing the typical constraints that prioritize efficient inference, we achieve substantially
higher compression rates than existing methods, reaching 16 x compression with minimal trade-offs.
Concerningly, we also find that larger models may be easier to compress, implying that frontier Al
models are at even greater risk of exfiltration.

Our results suggest that LLM compression is a significant factor affecting the risk of weight exfil-
tration attacks. Attacks that would have taken months before may be feasible in days with advanced
compression techniques. This motivates further research on the risk of weight exfiltration and fur-



ther investment in securing model weights. In the appendix, we discuss possible defenses that could
help mitigate this threat. We provide our experiment code at [anonymized].
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Figure 1: Prior compression methods are optimized for efficient inference, requiring minimal de-
compression overhead. By relaxing these constraints, we show that significantly smaller model
weights can be obtained. This is highly relevant in the setting of weight exfiltration, as it greatly
reduces the time to exfiltration and the probability of detection. After being stolen from the server,
the model can be decompressed and fine-tuned to recover its performance at a much lower cost than
pre-training from scratch.

2 RELATED WORK

Data exfiltration. A long line of work in the security literature has studied data exfiltration threats.
Particularly relevant to our settings are advanced persistent threats (APTs) (Alshamrani et al., 2019).
These attacks involve targeted infiltration and long dwell time on infiltrated servers to gather and
slowly exfiltrate high-value data. In these settings, the amount of data to exfiltrate is a significant
consideration, and compression techniques are sometimes used in attacks (ATT&CK, 2023). Several
defenses against APTs have been studied in the literature. Moving target defenses periodically
modify aspects of the infiltrated system to impede adversaries (Crouse et al., 2015; Sengupta et al.,
2020). In the context of LLM exfiltration, Greenblatt (2024) propose physically imposing upload
limits on an LLM server to the bare minimum required to meet customer demand.

LLM quantization and compression. A key factor in weight exfiltration attacks is the size of
the weights to steal, which can be reduced through compression. Nevo et al. (2024) note that there
is much uncertainty around the effective size of model weights, with models commonly served at
2x or even 4x compression. This is enabled by recent work on model quantization for efficient
inference, which achieves considerable performance through sophisticated quantization schemes
(Zhu et al., 2023; Frantar et al., 2022; Egiazarian et al., 2024; Liu et al., 2024; Tseng et al., 2024).
However, research on model quantization has not considered the weight exfiltration setting before.
A key contribution of our work is to demonstrate that this setting enables achieving far stronger
compression, increasing the risk of weight exfiltration.

3  WEIGHT EXFILTRATION

Here, we describe the specific threat model that we consider. We base our quantitative model of
attacker success on this threat model.

3.1 THREAT MODEL

Attacker capabilities and constraints. We consider a standard Advanced Persistent Threat (APT)
with the goal of exfiltrating model weights from an inference server that outputs text, image, video,
or audio data to users. The attacker has already compromised the server and gained access to un-
encrypted model weights but is not an insider. Thus, they cannot upload weights to a USB drive
and must extract weights over the server’s network. The attacker is restricted in their upload rate
because they need to evade detection until the attack is complete. Additionally, the attacker must
hide exfiltrated data within legitimate outputs, as the defender uses deep packet inspection to ensure
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Figure 2: Model compression enables more successful weight exfiltration attacks. We compute the
rate of weight exfiltration (left) and the probability of detection (right) for full models and models
compressed using our method designed for the weight exfiltration setting. Probability of detection
is computed from days to exfiltrate. For more details, see Section 3.2.

that all outgoing traffic conforms to expected formats. Thus, we assume the attacker creates fake ac-
counts and extracts information through responses generated by the model (a form of Sybil attack).
We assume that partial exfiltration of the model is far less valuable than full exfiltration. We do not
consider hardware security measures, and the specifics of how the server was initially compromised
are out of scope.

Defender capabilities and constraints. The defender monitors server activity and network traffic
for signs of APT activity, with a fixed probability of detecting malicious behavior per unit time.
While detection is not guaranteed, prolonged adversary activity increases the likelihood of detection.
The network bandwidth from the server is right-sized to the expected user traffic, and deep packet
inspection is employed to ensure that all outgoing traffic matches expected formats. Note that this
threat model is only one possible set of assumptions. We discuss limitations of this threat model in
Appendix C.

3.2 QUANTITATIVE MODEL OF WEIGHT EXFILTRATION

To better understand the risk of weight exfiltration, we use a simple quantitative model roughly cal-
ibrated to the scenario of a weight exfiltration attack on GPT-4 (Achiam et al., 2023). Our model
computes the time required for exfiltration and the probability of success given a fixed daily prob-
ability of detection. We say attack fails if it is detected before the model is fully exfiltrated, in
keeping with our threat model. Our model incorporates various factors and three different usage
profiles, allowing us to study a wide variety of attack scenarios. We describe these below.

Factors. Our model starts from an assumption that the exfiltration occurs on an inference server
for a public API. The API has many daily users, some number of which are compromised or created
by the attacker. The attacker then attempts to exfiltrate the weights over the network before the
attack is detected. We describe the factors in our model below.

* Network egress per user per day (£): The number of bits sent to each user of the inference API
per day.

* Number of compromised daily users (N): We assume the attacker mounts a Sybil attack
(Douceur, 2002) and can only receive data through steganography on legitimate channels. Note
that the attacker may have more accounts than they use each day, swapping out accounts to mimic
realistic usage patterns.

» Steganography ratio (s): This is the fraction of output bits that the attacker can use for hiding
arbitrary data, used for exfiltrating the model weights.

* Model size (M): The size of the model to be extracted in bits, before compression is applied.
» Compression ratio (c): The multiplicative reduction in model size after applying compression.

* Probability of detection per day (p): The probability that the attacker’s activity is detected each
day. For simplicity, we assume this is a fixed number.



Method BPP MMLU C4 Log Loss

Random Weights 16 25.6 6.07
Original Model (no compression) 16 56.5 3.28
Ours (VQ then train) 0.58 48.4 4.27
1.15 54.9 3.69
2.03 555 3.33
AQLM 0.58 24.1 8.49
1.15 23.5 6.39
2.03 50.7 3.65

Table 1: Comparison of language model compression methods for Qwen2-1.5B (with a budget
of 1 billion tokens). MMLU accuracies are percentages. Compared to AQLM, a state-of-the-art
compression method, our method obtains much higher performance at given compression levels.

Given these factors, we compute the time until exfiltration in days as

_ M x ¢
T ExNxs’

The probability of successful exfiltration is computed as (1 — p)T.

Usage profiles. We consider four possibilities for the average daily user of an LLM inference API.
These correspond to current and anticipated future modes of interaction with LLMs. In all cases, we
assume that outputs are converted to standard media formats before being sent over the network to
users. These usage profiles are described below.

» Text Only: The average user in this scenario generates 10 pages of text per day (500 English
words per page). This is in the ballpark of current daily average usage of models such as GPT-4
(Altman, 2024). In reality, some users may generate far more or far less. We assume all users have
equal consumption for simplicity.

* Text + Images: In addition to the above text usage, users in this scenario generate 1 image per
day on average.

» Text + Images + Voice: In addition to the usage of the previous scenario, the average user in this
scenario generates 30 minutes of voice/audio output per day. This may be used for talking with an
LLM as an alternative mode of communication.

» Text + Images + Voice + Video: This is a hypothetical future mode of interaction with LLMs
involving real-time video output, possibly for interaction with chatbot avatars.

In Appendix D, we derive estimates for the factors in our model and for different usage profiles. In
some cases, we consider ranges of values for a given factor.

4 COMPRESSION EXPERIMENTS

Here, we describe our experiments demonstrating that compression techniques can be tailored to
the weight exfiltration setting, enabling substantial improvements to the compression ratio. We
then evaluate how this affects exfiltration time and success rates under our quantitative model of
exfiltration.

4.1 IMPROVED LLM COMPRESSION

Method. In our method, we employ a compression technique adapted from additive quantization, a
generalization of k-means clustering. Specifically, we begin by splitting the weights of each layer of
the large language model (LLM) into consecutive groups by rows and columns. For each group, we



apply k-means clustering to compress the weights into vectors derived from a codebook. Following
this initial compression, we subtract the reconstructed weight from the original weight and repeat
the compression process with the residual for 1 to 4 iterations, enhancing the compression ratio each
time. After compressing the residuals, we apply a one-dimensional k-means clustering to learn a
unique scaling factor for each group, further optimizing the storage requirement.

To determine optimal hyperparameters for compression at various bits per parameter values, we
perform a hyperparameter sweep using MSE to the original weights as the metric for selection. We
then computed the Pareto frontier and used points on this frontier to select hyperparameters for the
main experiments. We visualize several such curves in Figure 5.

Decompression involves reconstructing the full parameter vector from its quantized representation.
To ensure the functionality of the decompressed model, we perform fine-tuning initially on a pre-
training dataset, followed by instruction tuning on a specific dataset if the original model had been
instruction-tuned. Unlike previous quantization schemes that require the fine-tuned model to remain
quantizable to the same bit depth, our method does not impose such restrictions, allowing more
flexibility in restoring the model’s performance.

Setup. We compress Qwen2-1.5B (Yang et al., 2024) at three different bits per parameter (BPP)
levels, and we use a fixed token budget for decompression. As a baseline, we compare to Original
Model with no compression and AQLM (Egiazarian et al., 2024), a state-of-the-art LLM quantization
method for efficient inference. For reference, we also show the performance of randomly-initialized
weights after applying the same fine-tuning procedure used in our method (Random Weights). We
evaluate baselines and our method using three metrics: bits per parameter (BPP), MMLU accuracy
and C4 log loss.

For the decompression step of our method, we perform continued pre-training and supervised fine-
tuning on RedPajama (Computer, 2023) and Magpie (Xu et al., 2024), respectively. We train for a
combined 1 billion tokens on these two datasets, comprising approximately 0.01% of the Qwen2
pre-training data of 7 trillion tokens.

Results. Results are in Table 1. With AQLM, model performance sharply drops off below 2.03 bits
per parameter (BPP), while our method has much more graceful degradation. Our method maintains
reasonable fidelity at 1.15 BPP, with only a 1.6% reduction in accuracy on MMLU. Thus, our method
is able to obtain 16x compression compared to the original model without reducing downstream
performance. The Random Weights baseline obtains random chance performance, indicating that
the amount of fine-tuning performed during decompression does not introduce new knowledge, and
using the compressed weights as a starting point is crucial.

These results demonstrate that when constraints on decompression time are relaxed, models can be
compressed to far smaller sizes than was previously known. In Appendix A, we show additional
results that suggest larger models may be even easier to compress using our method. In particular,
these results suggest that it may be possible to compress Llama-3-70B down to 0.1 BPP using our
method, a 160x compression. This is highly concerning for the setting of exfiltration attacks.

4.2 EFFECT OF COMPRESSION ON WEIGHT EXFILTRATION

In Figure 2, we show the effect of model compression on time until exfiltration and probability of
attack success across various scenarios. Each scenario varies the number of compromised daily
users, the steganography ratio, and the usage profile. We explore reasonable ranges for these values,
discussed in Section 3.2. We find that model compression significantly affects the feasibility of an
attack, reducing exfiltration times by multiple orders of magnitude and meaningfully increasing the
probability of attack success.

In Figure 6, we directly visualize the amount of bits extracted as a function of time under our
quantitative model. This clarifies that besides model compression, other factors in the quantitative
model can have a large impact. Addressing these other factors could be a feasible direction for
improving exfiltration defenses. We discuss other possible defenses in Appendix B.



5 CONCLUSION

In this work, we demonstrated that by relaxing decompression constraints in weight exfiltration
scenarios, models can be compressed far more effectively than previously thought. Our results show
that such aggressive compression greatly reduces the time required for model exfiltration, making
attacks significantly more feasible. These findings emphasize the need for further research on weight
exfiltration defenses and further investment into securing model weights as Als become increasingly
critical assets for both industry and national security.
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A RATE-DISTORTION IN WEIGHT SPACE

Model weights present a tradeoff between MSE (between the original weights and the compressed
weights) and bits-per-parameter. We sample from the Pareto frontier of the compression hyperpa-
rameters for our method, showing results in Figure 3, Figure 4, and Figure 5. For these experiments,
we use a broader range of models than in the main experiments, including the Pythia suite (Bider-
man et al., 2023) and Llama 3 models (Dubey et al., 2024). These results reveal several interesting
phenomena, which we describe below.

Rate-distortion curves reveal smooth trade-offs. Our main results in Table 1 show that models
can be compressed using our method with very little degradation in downstream metrics like log-
loss. To obtain a more fine-grained view of how our method performs at different BPP values, we
applied it to a range of smaller models in the Pythia suite. On the left side of Figure 3, we show that
log-loss for our method starts out much closer to the original model than AQLM enhanced with PV
tuning (Malinovskii et al., 2024), a state-of-the-art quantization method. Performance of our method
smoothly degrades and changes slope at around 1 BPP.

Larger models are easier to compress. In Figure 4 and Figure 5, we show MSE rate distortion
curves for models of various sizes. Interestingly, these reveal that within the Pythia family, the MSE
of compressed models gradually improves as model size increases. This is surprising, as MSE is not
dependent on the number of parameters. Even more surprising is the striking change in the Pareto
frontier between Llama-3-8B and Llama-3-70B, the latter of which maintains very low MSE down
to 0.1 BPP with almost no degradation. These results provide evidence that larger models are easier
to compress with our method, implying that the relative benefit of compression during exfiltration
attacks may increase as models continue scaling up.
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Figure 3: Compressing Pythia models to various bits-per-parameter (BPP) and recovering perfor-
mance with continued training. For Pythia-70m, there is an elbow for both plots at approximately
0.5-0.6 BPP. The trend is less clear for the larger Pythia models. See Figure 4 for BPP vs MSE in
weight-space.
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along with the Pareto frontier for MSE vs BPP, for each Pythia model. We observe that in weight
space, larger models are easier to compress.

B WEIGHT EXFILTRATION DEFENSES

In this section, we discuss potential defenses against weight exfiltration attacks at a high level. While
many existing defenses designed for Advanced Persistent Threats (APTs) remain highly applicable,
weight exfiltration presents unique challenges that could benefit from specialized approaches. Be-
low, we outline several defense strategies that could mitigate the risks of model exfiltration.
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Figure 5: Comparison of MSE rate-distortion curves on different models. Strikingly, the Llama-3-
70B Pareto frontier obtains very high-fidelity compression down to 0.1 bits per parameter (BPP),
representing a 160x compression. Note that we do not run full evaluations on Llama 3 models due
to resource constraints.

Anomaly detection and monitoring. Traditional APT detection methods typically rely on gen-
eral anomaly detection, scanning for statistical deviations over large quantities of server activity
and network logs. Weight exfiltration, however, occurs in a highly orchestrated environment where
server behavior is predictable and narrowly focused. Inference servers handle a single task: process-
ing user inputs and generating outputs in a consistent format. This makes it possible for defenders
to apply simple packet inspection techniques to detect anomalies. However, a key challenge lies in
the high variance of resource usage in LLM inference, which could allow adversarial activity to be
obscured by normal fluctuations in system load.

Hardware-based security measures. Hardware security features embedded in GPUs and CPUs
can play a critical role in defending against weight exfiltration. Some NVIDIA GPUs, for instance,
implement secure boot mechanisms that use cryptographic verification to ensure that only authorized
firmware and software can be executed on the hardware. Although these capabilities are not uni-
versally implemented across all inference servers and may have limitations, they offer a promising
layer of defense by preventing unauthorized access to model weights at the hardware level.

Upload rate limits. One of the most straightforward and effective defenses is to impose strict
upload rate limits on the server, ensuring that data egress is constrained to the minimum required
for legitimate user workloads. This was recently proposed by (Greenblatt, 2024), who also suggest
compressing model outputs to restrict total data egress. Our quantitative model already accounts for
such limits, but if these constraints are absent, exfiltration could become far easier for attackers.

Internal data transfer limits. To further mitigate the risk of weight exfiltration, internal data
transfer limits between system components could be enforced. In particular, many LLM-based



systems include additional modules for tasks such as voice or image generation, which can require
higher data transfer rates than text-based models. Our results in Section 4.2 suggest that the high net-
work requirements for these additional modalities greatly increase exfiltration success rates. How-
ever, this assumes that servers where LLM weights are stored would have high internal bandwidth
to servers that integrate different modalities and send outputs to users. By physically decoupling the
LLM servers from where final integrated outputs are sent to users, exfiltration data rates could be
effectively limited to the core LLM’s outputs.

Preventing compression techniques. A potential avenue for future research involves developing
defenses that prevent models from being easily compressed for exfiltration. For instance, adding
noise to model weights could hinder compression schemes like K-means clustering without signifi-
cantly impacting the model’s performance. This could act as a form of adversarial training specifi-
cally targeting the exfiltration method.

C LIMITATIONS

In this section, we discuss the limitations of our threat model and analysis. While we present a
preliminary investigation of how model compression increases the risk of weight exfiltration, further
research is needed to fully understand and model this threat. Some key limitations are described
below.

Our threat model does not account for how increased activity by the attacker might increase the
rate of detection. We also do not incorporate distributional estimates for the key factors in our
quantitative model, although we consider ranges for certain factors. Finally, our model does not
factor in the computational costs for the attacker to perform K-means clustering on the infiltrated
servers. K-means requires computing and storing cluster centers, which could be detectable by
the defender. However, the attacker might mitigate this by running K-means iteratively, uploading
chunks of the weights and only storing a small number of cluster centers at a time. By doing so,
they could adjust their resource usage to stay below detection thresholds.

D ESTIMATES FOR QUANTITATIVE MODEL FACTORS

In Table 2, we show our estimates for the factors in our quantitative model. We calibrate these
factors to the setting of an exfiltration attack on a model similar to GPT-4. Below, we describe how
we arrive at these estimates.

» Network egress per user per day: We estimate this using the different usage profiles. See below
for details.

* Number of compromised daily users: We start from an assumption of approximately 100 million
daily active users for the API and assume that no more than 0.2% of these users could belong to
a Sybil attack before suspicious activity would be easily detected. This corresponds to 200, 000
users.

» Steganography ratio: For text steganography, values of up to 5 bits per word are achievable
(Kang et al., 2020). An average English word taking up 5 ASCII characters requires 40 bits,
corresponding to a ratio of roughly 0.1. Steganography may be even more effective for continuous
outputs like images, audio, or video. We use a fixed ratio of 0.1 for simplicity.

* Model size: We assume a model with 1.8 trillion half-precision floating point parameters, corre-
sponding to 2.88 x 10'3 bits.

» Compression ratio: We use a compression ratio of 1/32. This is an extreme level of compression
that stresses our method, but we still obtain nontrivial performance at this level.

* Probability of detection per day: We assume a value of 0.1%. This value is highly situational,
but we assume attackers would adjust their activity to keep it fairly low.

We now describe the estimates of network egress per user per day for each usage profile.
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Figure 6: Data exfiltrated over time across different estimates for factors in our quantitative model
of exfiltration attacks. The original model size is shown in red, while the model compressed with
the assumed compression ratio of 1/32 is shown in green. While model compression substantially
accelerates attacks, other factors have large effects as well, including the usage profile assumed for
the average API user. For example, APIs with text, image, voice, and video generation could be
susceptible to far quicker exfiltration due to the higher required data rates for serving this content.
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Parameter Assumption Usage Profile

Network egress per user per day 240, 000 bits Text Only

Network egress per user per day 12,240, 000 bits Text+Images

Network egress per user per day 242,640, 000 bits Text+Images+Voice
Network egress per user per day 9,242,640, 000 bits  Text+Images+Voice+Video
Number of compromised daily users < 200, 000 All usage profiles
Steganography ratio <0.1 All usage profiles

Model size 2.88 x 10'3 bits All usage profiles
Compression ratio 1/32 All usage profiles
Probability of detection per day 0.001 All usage profiles

Table 2: Estimates for 1.8 Trillion Parameter Model Exfiltration Analysis

Text Only: We assume each user generates approximately 10 pages of text per day, each taking
up 500 English words. Each word is 5 ASCII characters on average with a space, corresponding
to 6 x 500 x 10 x 8 = 240, 000 bits.

Text + Images: We assume images are generated at a resolution of 1024 x 1024 pixels with a 24
bit color depth, corresponding to 1024 x 1024 x 24 = 25,165, 824 bits. We assume the image is
compressed to 1.5 MB after compression, yielding 1.5 x 1,000, 000 x 8 = 12,000, 000 bits. This
gives a total of 240, 000 4 12,000,000 = 12, 240, 000 bits.

Text + Images + Voice: We assume 30 minutes of audio per day and that the data is provided
as an MP3 with a bitrate of 128 kilobits per second. This gives 128 x 60 seconds/minute X
30 minutes = 230,400 kilobits, or 230,400,000 bits. This gives a total of 230,400,000 +
12,240,000 = 242, 640, 000 bits.

Text + Images + Voice + Video: We assume 30 minutes of video per day and that the data is pro-
vided at 1920 x 1080 resolution at 30 frames per second with an average bitrate of 5 megabits per
second. This gives 5 x 60 seconds/minute x 30 minutes = 9,000 megabits, or 9,000, 000, 000
bits. This gives a total of 9, 000, 000, 000 + 242, 640, 000 = 9, 224, 640, 000 bits.
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