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ABSTRACT

Determining which data samples were used to train a model—known as Mem-
bership Inference Attack (MIA)—is a well-studied and important problem with
implications for data privacy. Black-box methods presume access only to the
model’s outputs and often rely on training auxiliary reference models. While they
have shown strong empirical performance, they rely on assumptions that rarely
hold in real-world settings: (i) the attacker knows the training hyperparameters;
(ii) all available non-training samples come from the same distribution as the train-
ing data; and (iii) the fraction of training data in the evaluation set is known. In
this paper, we demonstrate that removing these assumptions leads to a significant
drop in the performance of black-box attacks. We introduce ImpMIA, a Mem-
bership Inference Attack that exploits the Implicit Bias of neural networks, hence
removes the need to rely on any reference models and their assumptions. Imp-
MIA is a white-box attack — a setting which assumes access to model weights and
is becoming increasingly realistic given that many models are publicly available
(e.g., via Hugging Face). Building on maximum-margin implicit bias theory, Imp-
MIA uses the Karush—Kuhn—-Tucker (KKT) optimality conditions to identify train-
ing samples. This is done by finding the samples whose gradients most strongly
reconstruct the trained model’s parameters. As a result, ImpMIA achieves state-
of-the-art performance compared to both black and white box attacks in realistic
settings where only the model weights and a superset of the training data are avail-
able.

1 INTRODUCTION

Ensuring that trained models do not leak information about their training sets is a critical challenge.
Membership inference attacks (MIAs) evaluate this risk by determining whether a given example
was part of a model’s training data. MIAs can be broadly divided into two categories: black-box,
which assume only query access to model outputs (Shokri et al., |2017; |[Yeom et al., 2018 L1 &
Zhang| [2021}; |Carlini et al.l 2022}, and white-box, which exploit access to internal parameters such
as weights or gradients (Nasr et al., 2019; Leino & Fredrikson, [2020; [Cohen & Giryes, [2024]).

The most effective black-box MIAs are reference-model-based attacks. These methods estimate
the distribution of losses for members (training samples) versus non-members by training auxil-
iary reference models that mimic the target model, thereby learning its loss behavior. However,
training large sets of reference models is computationally expensive, and—more importantly—their
effectiveness depends on the reference models being accurate surrogates of the target. As a result,
these attacks rely on several strong assumptions: (i) the attacker knows the training hyperparameters
(e.g., learning rate, optimizer, number of epochs); (ii) the non-training samples come from the same
distribution as the training data; and (iii) the fraction of training members in the evaluation set is
known. When any of these assumptions is violated, the performance of black-box MIAs drops sig-
nificantly (Shokri et al.,[2017;[Salem et al., 2019;|Song & Mittal, 2021} |Carlini et al.,2022), limiting
their reliability for auditing privacy in realistic settings.

On the other hand, white-box MIAs assume access to model weights or gradients. While this is
still an assumption, this scenario is increasingly realistic, as many modern models are released with
their full parameters publicly available (e.g., via platforms such as Hugging Face). White-box MIAs
have shown strong performance by leveraging gradients and activations (Nasr et al.,|2019; Leino &
Fredrikson, |2020), or influence scores (Cohen & Giryes, [2024). However, despite these advances,
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Figure 1: Overview of the approach. (a) Setting: Given a trained model with parameters 0 and
a candidate superset containing training members (blue) and non-members (orange), the adver-
sary’s goal is to identify which samples are members. (b) KKT conditions: Our attack builds on
implicit bias theory, which shows that gradient-based optimization converges to solutions satisfy-
ing the Karush—Kuhn—Tucker (KKT) conditions of the maximum-margin problem. Since weights
are known and gradients are computable, only the coefficients remain unknown. (c) ImpMIA: We
optimize one coefficient per sample to best reconstruct the model parameters, where members are
expected to receive large coefficients and non-members small ones.

current white-box attacks still fall short compared to the best black-box approaches when evaluated
under stringent criteria such as the true-positive rate (TPR) at very low false-positive rates (FPR),
which has been suggested as a reliable evaluation perspective by (Carlini et al.| (2022).

We propose ImpMIA, a white-box membership inference attack that is the first to adapt neural net-
work implicit bias theory for this task (see our approach overview in Figure [T). Unlike prior ap-
proaches, our attack does not rely on reference models and is therefore unaffected by the common
assumptions in reference-model methods. ImpMIA requires no knowledge of the target model’s
training procedure or data distribution, operating in a realistic scenario where only the model weights
and a superset of the training data are available.

Our attack builds on the theory of implicit bias in neural networks, which shows that gradient-based
optimization tends to converge to solutions that satisfy the Karush—Kuhn-Tucker (KKT) optimality
conditions of a certain maximum-margin problem (Lyu & Li, 2019; Ji & Telgarskyl, 2020). In
practice, this implies that the trained parameters of a network can be approximately expressed as a
linear combination of per-sample gradients from the training set. Given a set of candidate samples
and the trained network weights, we optimize a set of coefficients—one for each sample—that best
reconstructs the network parameters. This provides the key signal: training samples are expected to
receive significantly larger coefficients, while non-members remain small.

ImpMIA achieves superior results, surpassing both black-box and white-box attacks under realistic
settings across three benchmark datasets. Our extensive analysis shows that removing the knowl-
edge assumptions made by most reference model based methods, leads to a significant drop in the
performance of state-of-the-art methods, while our attack remains unaffected. Altogether, these re-
sults highlight the importance and effectiveness of our proposed method as a practical membership
inference attack in realistic scenarios, likely to be most relevant for real-world applications.

Our contributions are as follows:

* We introduce ImpMIA, the first membership inference attack based on the implicit bias of gradient
descent and its corresponding KKT conditions.

* ImpMIA achieves state-of-the-art performance in realistic scenarios where only model weights
and a candidate data pool are available.

* We provide a systematic evaluation of the robustness of state-of-the-art MIA methods under real-
istic conditions where training hyperparameters, data distribution, or member ratios are unknown.
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2 RELATED WORK
2.1 MEMBERSHIP INFERENCE

Membership Inference Attacks (MIAs) are typically divided into black-box attacks, which rely only
on model outputs, and white-box attacks, which exploit access to model parameters.

White-box attacks exploit access to a model’s internal parameters (often gradients) to amplify mem-
bership signals. [Nasr et al.|(2019)) introduced one of the first frameworks, leveraging activations and
per-example gradients. |Sablayrolles et al.| (2019) derived the Bayes-optimal test under white-box
access, showing that maximum membership power can be achieved by computing likelihood ra-
tios over model parameters. |[Leino & Fredrikson| (2020) showed in their Stolen Memories attack
that gradient norms alone provide strong membership signals, and that training an auxiliary classi-
fier to distinguish gradients from members versus non-members further improves accuracy. Most
recently, (Cohen & Giryes| (2024) proposed a self-influence attack that uses influence functions to
measure each sample’s effect on its own loss, combined with the predicted label. Another related
work is IHA (Suri et al., 2024), an attack based on inverse—Hessian—vector products. However,
this high-compute method restricts its evaluation to relatively small models on simple datasets and
uses a different evaluation setting. While white-box access is a strong assumption, it is increasingly
realistic as many modern models are released with their full weights (e.g., on Hugging Face).

Black-box MIAs assume the attacker can only query the target model and observe its outputs. One
line of work is label-only attacks, which assume access only to predicted labels and infer member-
ship from how labels change under small input perturbations (Choquette-Choo et al.| 2021} [Li &
Zhang, [2021;|Wu et al., 2024} [Peng et al.,[2024). While these attacks can be applied in any scenario,
access to labels only provides significantly lower performance. Another line of work assumes ac-
cess to the output logits rather than just labels. [Shokri et al.|(2017) introduced the shadow-model
framework, training reference models to mimic the target and then learning an attack model from
their outputs. |Yeom et al.|(2018]) later showed that even without reference models, the simple “gap”
heuristic—predicting membership when the model’s output label matches the ground truth, can
be effective. |Li & Zhang| (2021} proposed decision-based attacks relying on adversarial perturba-
tions, while |Ye et al.|(2022) introduced Attack-P, a population-based loss thresholding method, and
Attack-R, a sample-specific calibration using percentiles from reference models for improved ro-
bustness. Building on the reference-model paradigm, [Carlini et al. (2022) proposed LiRA, which
compares target losses to reference-model distributions and emphasized low false-positive evalua-
tion. Zarifzadeh et al.| (2023) (RMIA) further refined LiRA with an optimized likelihood-ratio test,
improving efficiency under strict computational limits. LiRA and RMIA currently represent the
strongest-performing black-box MIAs.

Limitations of Reference-Model Attacks. Reference-model attacks are costly to train and their
effectiveness depends heavily on how these models are trained. Specifically, three key assumptions
which violating them significantly reduces MIA performance: (i) Knowledge of the target model’s
training hyperparameters (e.g., learning rate, optimizer, epochs): Jayaraman et al.|(2021b) and |Car-
lini et al.| (2022)) (LiRA) reported accuracy drops when altering those hyperparmeters. (ii) Matching
data distribution: Salem et al.|(2019) and |Shi et al.| (2024) show degraded accuracy when shadows
were trained on different domains (e.g., CIFAR-10 for a CIFAR-100 target). (iii) Member ratio in
the inference pool: both |Jayaraman et al.| (2021b)) and |[Song & Mittal (2021) found inflated false
positives and reduced accuracy when this assumption was wrong. In this work, we systematically
test these three factors showing significant drops across models on CIFAR-10, CIFAR-100, and
CINIC-10. Such scenarios—where these factors are unknown to the attacker—are more realistic, as
most models, particularly those trained on sensitive data, are unlikely to publish this information.

2.2 IMPLICIT BIAS OF GRADIENT DESCENT

In overparameterized neural networks, one might expect overfitting the training data. Yet gradient-
based methods tend to converge to classifiers that generalize well to new unseen data (Zhang et al.|
2021; Neyshabur et al., [2017). This phenomenon is explained by the implicit bias of training algo-
rithms: gradient descent tends to prefer specific solutions, and characterizing these has been central
to deep-learning theory in recent years (see |Vardi (2023) for a survey). For homogeneous ReLU
networks trained to zero logistic or cross-entropy loss, |[Lyu & Li| (2019) and J1 & Telgarsky| (2020)
showed that the learned weights necessarily satisfy the KKT conditions of a maximum-margin prob-
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lem. Building on this, [Haim et al.|(2022)) demonstrated that networks trained with binary cross-
entropy allow reconstruction of dozens of nearly pixel-perfect training samples. This was later
extended to multiclass classifiers (Buzaglo et al. 2023) and more realistic transfer-learning work-
flows (Oz et al.| 2024)). All of these data reconstruction attacks are limited to very small datasets (up
to a few thousand examples), and require simple models (mostly MLPs). In this work, we adapt the
implicit-bias approach for the first time to membership inference attack, identifying which samples
from a candidate pool best satisfy the KKT conditions.

3 PRELIMINARIES

3.1 MEMBERSHIP INFERENCE ATTACKS SETTING

Membership inference attacks (MIAs) aim to determine which data points were part of the training
set of a machine learning model. The strongest recent black-box methods are reference-model based,
and they rely on additional assumptions about the target model’s training configuration and the
candidate set, which are unlikely to hold in practice. In this work, we focus on a realistic scenario
where the adversary has access only to a superset that contains the training set and to the model
weights. This reflects real-world conditions: modern models are often released publicly with their
weights, while auditors may possess large candidate pools that include the training set but lack
detailed knowledge of the training data distribution or the exact training configuration. Our setting
adapts the basic membership inference game (Yeom et al., 2018} Jayaraman et al., [2021a), where a
single sample is evaluated at a time, into a superset-based formulation in which the full candidate
pool is attacked and evaluated (similar to the online setting in|Carlini et al.| (2022); [Zarifzadeh et al.
(2023)). We assume that the superset contains the full training set or at least a large portion of it.
While this assumption was not taken in prior work, the reported results in those settings were in fact
obtained under it. That is, for technical reasons, their evaluations were obtained in a setting where
the attacker uses a superset of the training data (Carlini et al., 2022)). Results for our method in a
scenario where this assumption does not hold are presented in Appendix

Formally, we study a superset no auxiliary knowledge setting. Let Xy,,in be the (unknown) training
set drawn from a distribution D, and fy a model trained on X;;ain. Let Xqup be a candidate pool
such that X, € Xgyp, with the remaining samples being non-members, potentially drawn from
other distributions. The adversary is given the trained parameters ¢ and the pool Xy, but: (i) does
not know the hyperparameters used to train the target model; (ii) cannot assume non-members are
drawn from the same distribution as the training set; and (iii) does not know how many members
are in X, or their ratio. The adversary must then assign a real-valued score to each sample, with
membership decisions.

3.2 THE IMPLICIT BIAS FORMULATION

In this section, we provide an overview of the KKT conditions and the maximum-margin formu-
lation, following the definitions in [Haim et al.| (2022); Buzaglo et al| (2023). While the theory
described below is formally constrained to homogeneousE] ReLU networks (Lyu & Li, 2019; Ji &
Telgarsky, |2020), we show in practice that the results hold more generally for other architectures.
The theoretical results of Lyu & Li| (2019); Ji & Telgarsky| (2020) consider training without weight
decay, but in Appendix[D]we show that incorporating weight decay leads to the same final equations,
and in Appendix [B.5| we analyze its influence on the attack performance.

Implicit bias of gradient flow on homogeneous networks: Let ®(0;-) : R? — R be a homo-
geneous ReLU network with outputs ®;(6; z). Consider minimizing the cross-entropy loss over a
multiclass dataset {(z;,v;)}", € R? x [C] using gradient flow (i.e., gradient descent with a small
step size). Suppose that at some time ¢, the network classifies all training samples correctly. Then
gradient flow converges in direction to a KKT point of the multiclass maximum-margin problem:

min 3012 st @, (0:2) — ©;(0;2) 21, Vi € n], Vi € [C]\ {ui).

The corresponding KKT conditions for solving this maximum margin problem are:

'A model ® is homogeneous w.r.t. 8 if there exists I, > 0 such that Ve > 0,z : ®(z;cf) = c“®(x;6).
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0—> " Y i Ve[ (0;3:) — ®;(6;2:)] =0, (1)
i€[n] jE[C\{y:}
(I)yi ('97 xi) - ‘I)j(a; mi) > 1,
Vien], j€CI\{y}: {Nij >0, (2)
)"iJ =0 if (I)yi (G,Z‘L) - (I’J(H,xl) 75 1.

Equation |1} called the stationarity condition, represents the weights as a linear combination of mar-
gin gradients (distance between a sample’s true class ®,,, and other classes ®;), while Equation [2]
specifies additional constraints. The coefficients are the ); ;, defined per sample i per class j. In
practice, the distance of a sample z; to the decision boundary is typically determined by a single
competing class j. Therefore, following Buzaglo et al.|(2023)), we simplify the first condition by

considering only the class with the smallest margin:

0 = ;Ay 9i, 9i=Vo |:®y77 (x4;0) — r_naX@j(:ci;G)], (3)

J#Yi

While our attack builds on the same condition as [Buzaglo et al.| (2023)), our goal differs: instead
of reconstructing training data {z;}, we fix the candidate inputs and optimize only the coefficients
{Ai} to obtain membership scores.

4 IMPMIA ATTACK

In this section, we introduce ImpMIA, our white-box membership inference attack that exploits the
implicit bias of neural networks. The attack builds on the observation from Eq. [3]that trained param-
eters can be represented as a linear combination of per-sample gradients from the training samples
(members). Thus, members can be distinguished from non-members by their relative contribution
to this representation of the parameters, where members contribute to this reconstruction while non-
members do not. We first outline the practical construction of the attack in Section and then
detail the technical optimization procedures and stabilization strategies in Section[4.2]

4.1 PRACTICAL ATTACK CONSTRUCTION

Building on the theoretical link between the KKT stationarity condition and the representation of
trained parameters (Eq. [I)), we now describe how this insight is used to devise the ImpMIA attack.
The KKT stationarity condition guarantees that the trained parameter vector can be expressed as:

0= Z )\’L Gi,
1€ Xrain
where each g; is the margin gradient of a training sample and A; > 0 is its corresponding multiplier.
The model weights are known hence the per-sample gradients can be computed. Therefore, the only
unknowns are the A coefficients, which can be obtained by optimizing them to satisfy the equation.

In practice, the attacker does not know the true training set, but only has access to a candidate
pool Xeup = {(a3, i)}, which contains an unknown subset of training samples X4;, and non-
members Xies. However, we can still optimize the coefficients using all samples, deriving a A
coefficient for each (either member or not). This provides the key signal: we expect the coefficients
of training samples to be significantly larger, while those of non-members remain small. This is
because the number of network parameters is typically much larger than the size of the candidate
pool, and therefore deriving the correct weights in the optimization is much more likely when true
members exert stronger influence. Importantly, when | X,p,| is smaller than the dimension of ¢ and
the vectors {g; } are linearly independent, the system admits a unique solution for {);}. Note that,
following Eq. we expect large coefficients for training samples near the margin (close to the
decision boundary), while other samples are expected to have lower coefficients (zero in theory).

Formally, for each candidate (z;, y;) we compute the multiclass margin gradient
9i =V [%i (0;2;) — max ®;(6; xi)} :
J#Yi

and stack these into the matrix A = [g1 | --- | gar] € RP*M | where p is the number of model pa-
rameters. If the training set were known, we could restrict to Ay,,;, and solve exactly for multipliers
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Figure 2: Lambda Scores Visualization. Figure 3: Effect of Assumption Removal. Per-
Scatter plot of superset samples, with the x- formance of the best prior method (LiRA) and our
axis showing distance to the decision bound- method (ImpMIA) under the progressive removal of
ary and the y-axis showing \ scores; points assumptions on CINIC-10. LiRA degrades sharply as
are colored by membership (member vs. non- assumptions are removed, while ImpMIA maintains
member). High X\ indicates membership. stable performance.

Atrain Such that Agpain Atrain = 6. Since the training set is unknown, we instead solve the full system
A Acore = 0, deriving M (number of candidates) coefficients. The resulting coefficients are used to
calculate a membership score, where large values for a specific sample are interpreted as evidence
of a higher probability that this sample was part of the training data (i.e., a member). To improve
robustness and suppress spurious large values from non-members, we incorporate additional tech-
niques for regularization and aggregation (detailed in Section[&.2). In Figure 2} we present a scatter
plot of members and non-members, where the y-axis shows the A score and the x-axis the sample’s
distance from the margin (i.e., ®,, (x;;0) — max;z,, P;(z;;6)). As illustrated, high A scores are
strong indicators of membership.

4.2 IMPLEMENTATION DETAILS

Given a set of training samples and their corresponding classes, we optimize the \ coefficients to
satisfy the KKT conditions. We first filter out misclassified samples, since training members are
more likely to be correctly predicted. For each remaining sample, we include both the original and
its horizontal flip, reflecting the fact that most models are trained with augmentations, while keeping
computational cost low by not adding further augmentations.

The only optimized variables are the A coefficients. Therefore, we precompute the margin gradients
with respect to the model parameters, forming the columns of the matrix A (as introduced in the
previous section). Since A is extremely large (with the number of rows corresponding to the number
of network parameters), we split it into blocks for more efficient optimization. Specifically, each
block corresponds to roughly 1.5 x 10° parameters, and we optimize the coefficients separately per
block. This block partitioning not only reduces memory usage, but also mitigates the ill-conditioning
of A: consecutive layers or filters typically share similar statistics, so solving many smaller systems
lowers the condition number compared to optimizing the full matrix at once. Moreover, although
non-members can obtain a high coefficient due to imperfect optimization, deriving coefficient solu-
tions per block allows averaging across blocks. This improves results, since a sample is unlikely to
consistently receive high coefficients in different blocks if it was not part of the training set.

Both the gradient block and the target parameter vector are centered and normalized. For each
sample, we then aggregate the optimized coefficients across blocks and augmentations to obtain a
final score (see appendix [A] for more details). Our attack is designed to be both memory-efficient
and numerically stable, while suppressing noisy scores for non-members.

5 EXPERIMENTAL SETTING

We evaluate ImpMIA against both black-box and white-box baselines across CIFAR-10, CIFAR-
100, and CINIC-10, using a standard ResNet-18 as the target model. Our experiments are designed
to reflect realistic adversarial conditions, where the attacker is given only the trained model weights
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and a superset of candidate samples, with no knowledge of the training hyperparameters, data distri-
bution, or member ratio. We first describe the datasets, evaluation metrics, and the competing base-
line models (Section [5.1). We then detail the different scenarios corresponding to the assumptions
usually made by reference-model-based MIAs, beginning with the setting where all assumptions
are provided, and then moving to a more realistic setting without these assumptions (Section[5.2).

5.1 MODELS, DATASETS AND EVALUATION METRICS

For all experiments, the target model is a ResNet-18 trained following the standard recipe of |Cohen
& Giryes| (2024). Specifically, we use a batch size of 100, a learning rate of 0.1, momentum 0.9
with Nesterov acceleration, weight decay of 10~4, and train for 400 epochs using stochastic gradient
descent (SGD) with standard data augmentations (random crop and horizontal flip). For each dataset
and scenario, we randomly sampled 5 different sets of training samples, and trained 5 target models.
Results are averaged across them.

We report performance using both aggregate metrics (AUC) and stringent low—false-positive cri-
terion, True Positive Rate (TPR) at False Positive Rate (FPR) of 0.01% and 0.0%. This criterion
introduced in |Carlini et al.| (2022), which observed that average-case metrics such as accuracy or
AUC can be misleading: an attack may appear strong overall, yet fail completely in the regime of
low false positives, which is the regime most relevant for privacy auditing (see Appendix [F for a
detailed discussion). In practice, an adversary cannot afford a large number of false alarms, as even
a tiny FPR may translate to thousands of incorrectly flagged samples in real-world deployments.
Therefore, evaluating TPR at very low FPR provides a stricter and more meaningful measure of
membership inference risk.

We compare ImpMIA against recent state-of-the-art black-box and white-box membership inference
attacks. For black-box attacks, we include Attack-P (Li & Zhang| [2021)), Attack-R (Ye et al.,|2022),
and focused on the online version of LiRA (Carlini et al.| 2022)) and RMIA (Zarifzadeh et al.| [ 2023)),
which currently represent the strongest black-box MIAs. For black-box baselines, we followed
their best setting (e.g. training 256 reference models per experiment). For white-box attacks, we
evaluate the adaptive self-influence attack (AdaSIF) (Cohen & Giryes, 2024), which represents the
current state of the art in this category (see Appendix [C.2| for additional implementation details).
We also include as a baseline a simple white-box attack based on the magnitude of the network
gradients, since |[Nasr et al.| (2019) noted that this quantity provides the main signal in their attack
(see Appendix [C.2| for additional details). We were unable to compare with Nasr et al.| (2019) and
Leino & Fredrikson|(2020), as their code is not available.

5.2 MEMBERSHIP INFERENCE ATTACK SCENARIOS

The basic scenario is the one commonly assumed in black-box attacks, which remain the strongest-
performing methods even when compared to existing white-box approaches. In the standard black-
box setting, the attacker is assumed to know both the model architecture and the training hyperpa-
rameters used to train the target model (e.g., learning rate, optimizer, number of epochs). The at-
tacker is also given a pool of samples containing both members (training samples) and non-members,
under the assumptions that (i) the pool is drawn from the same distribution as the training data and
(ii) the member/non-member ratio is known, often fixed at 1:1.

These assumptions give reference-model attacks such as LiRA and RMIA a strong advantage: by
training many reference models under the same conditions, they can effectively reconstruct the
member/non-member loss distributions of the target model. This explains their strong performance
in this regime, though it comes at the cost of training large model ensembles and relies on knowledge
rarely available in practice.

To evaluate attack performance under more realistic conditions, we carefully design experimental
scenarios that relax these assumptions. In Section [} we present results in the more realistic setting
where those assumptions are not made, as well as in each individual scenario where one assumption
is removed. Importantly, to ensure fair comparison across scenarios and with prior work, we kept
the target model fixed and followed the basic scenario used in previous studies.

The assumption-elimination scenarios are:

* Unknown Training Configuration — Since the attacker is not exposed to the target model’s train-
ing parameters, we trained the reference models of methods that require them using different
settings. Specifically, for the reference models we used a different batch size (200 instead of 100),
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Table 1: Membership Inference Results. Performance of ImpMIA compared to both black-box
(LiRA, RMIA) and white-box baselines across three datasets under the realistic no auxiliary knowl-
edge setting. The main relevant metrics are TPR values at fixed false-positive rates (FPR = 0.00%
and 0.01%), which capture detection power under stringent error constraints. ImpMIA significantly
surpasses all other methods by a wide margin, due to their reliance on the different assumptions.
For completeness, we also report AUC as an aggregate measure.

CIFAR-10 CIFAR-100 CINIC-10
Attack AUC @0.01 % @0.00 % AUC @0.01 % @0.00% AUC @0.01 % @0.00 %
Attack-P 0.76 0.02 0.00 0.89 0.01 0.00 0.83 0.01 0.00
Attack-R 0.74 0.23 0.04 0.95 0.52 0.04 0.83 0.31 0.00
LiRA 0.80 0.55 0.17 0.96 7.90 2.36 0.88 2.27 0.66
RMIA 0.80 0.19 0.01 0.97 6.73 1.22 0.87 0.15 0.03
GradNorm — loss 0.81 0.11 0.01 0.93 0.10 0.04 0.85 0.09 0.01
GradNorm —margin  0.72 0.02 0.00 0.81 0.02 0.01 0.77 0.03 0.01
AdaSIF 0.80 0.05 0.00 0.92 0.01 0.00 0.85 0.01 0.00
Ours 0.81 2.76 1.41 095 14.86 5.26 0.87 5.32 2.47

learning rate (0.01 instead of 0.1), weight decay (10~ instead of 10~*), and epochs (100 instead
of 400) than those used for the ResNet-18 target model (detailed in Section [5.1)).

* Different Data Distribution — In this case, the attacker’s candidate pool mixes in-distribution data
(the distribution from which the target model was trained) and out-of-distribution (OOD) data. For
each dataset, we construct a pool of 50k samples by combining 30k in-distribution images with
20k OOD images (taken from another dataset). The target model is trained on 25k in-distribution
samples drawn from the 30k portion, allowing for 5 repetitions of the experiment (with 5 different
target models). In the reference-based attacks under the relevant online setting, the attacker trains
each reference model on half of the superset, i.e., 25k examples sampled from the full mixed
pool. OOD sources include a subset of ImageNet adapted to CIFAR-10 (CINIC-10 (Darlow et al.}
2018)) and an enriched Openlmages dataset (Kuznetsova et al., [2020).

* Unknown Fraction of Members — In this case, the attacker does not know the proportion of train-
ing members in the candidate pool. The pool is constructed to contain 80k examples. Reference-
model attacks that assume a 1:1 ratio train their reference models on 40k samples (half treated as
members and half used to estimate the loss distribution of non-members), while the target model
is trained on only 25k. This mismatch causes the member/non-member loss distributions to differ
significantly. We evaluate this scenario individually on CINIC-10, since the other datasets are too
small for a meaningful setup.

* No Auxiliary Knowledge — Combining the above cases, the candidate pool for each dataset has
80k samples formed by mixing 30k in-distribution with 50k OOD images. The attacker trains
reference models on a 40k-example subset sampled from the full mixed pool under different con-
figurations and without access to the true member ratio.

6 RESULTS

In this section, we quantitatively compare our ImpMIA attack against prominent prior black-box and
white-box attacks across multiple datasets. In Section [6.1] we demonstrate the superiority of our
attack in the realistic scenario where only the model weights are known and the attacker is given
a superset of samples that includes the training data, but without any additional knowledge of the
model training or the superset composition. Next, in Section [6.2] we systematically analyze the im-
pact of eliminating each assumption across different models, showing that reference-model-based
methods suffer significant performance drops, while our method remains unaffected. Further analy-
sis of the method and ablation studies can be found in Appendix

6.1 MEMBERSHIP INFERENCE RESULTS

We report membership inference attack results across three datasets, demonstrating the superior-
ity of our proposed attack in the realistic scenario described above (without assumptions on model
training, data distribution, or member ratio). As shown in Tablem reference-model attacks such as
LiRA and RMIA struggle severely in this regime: at 0% False Positive Rate (FPR), LiRA achieves
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Table 2: Evaluation of Assumptions Influence. CINIC-10 membership inference across five sce-
narios: standard setting (all assumptions), removal of each assumption individually, and removal of
all three simultaneously. Each entry shows TPR (%) at 0.01% / 0.00% FPR. The last column reports
relative % of performance drop with respect to the Standard Setting.

Method Stan@ard Upknown Differept Unknown Fraction No Auxiliary
Setting | Training Config. Distribution of Members Knowledge
§ Attack-R 4.62/1.81 1.62/0.37 327/142 2.42/0.00 0.31 -933% / 0.00 -100%
g LiRA 7.59/5.03 5.81/347 3.73/1.84 5.70/2.82 2.27 70.1% [ 0.66 -86.9%
S | RMIA 0.24/0.08 0.92/0.32 0.28 /0.08 0.34/0.06 0.15 37.5% / 0.03 -62.5%
E ImpMIA (ours) | 3.67 /2.28 3.67/2.28 3.28/2.69 5.19/1.96 5.32/2.47

only 0.17% True Positive Rate (TPR) on CIFAR-10, and RMIA 0.01% . Importantly, these are the
best-performing attacks—even compared to white-box methods—when the knowledge assumptions
are provided (see Table [T/|in the appendix). Their effectiveness relies on training large sets of ref-
erence models under matching conditions, a requirement that breaks down when the attacker cannot
replicate the target’s training process. In contrast, ImpMIA avoids training reference models entirely,
and maintains strong TPR at low FPR across all datasets. On CIFAR-10, our attack achieves 1.41%
TPR at 0% FPR, and 2.76% at 0.01% FPR, with similar or larger gains on the other datasets. Our ap-
proach achieves substantially stronger performance at strict low-FPR operating points, which are the
most relevant in practical membership inference scenarios, and comparable AUC results. We further
present the FPR-TPR trade-off curves (ROC curves) for all three datasets in Figure[S2} Importantly,
our attack is computationally much cheaper than reference-based methods, as it does not require
training reference models and is about 8x faster than reference-model attacks (see Appendix [A).

6.2 ASSUMPTIONS INFLUENCE ANALYSIS

We present a detailed analysis of the influence of removing each assumption—individually and
jointly—on attack performance. As discussed earlier, reference-model-based methods rely on train-
ing reference models under conditions that closely match the target model. Their effectiveness
comes from approximating the loss distributions of members versus non-members, which requires
alignment between target and reference training.

In Table |2 we report results on the CINIC-10 dataset across five scenarios: all assumptions provided
(’Standard Setting”), the removal of each assumption individually, and the removal of all three as-
sumptions simultaneously. As shown, all methods except our proposed ImpMIA—which does not
rely on any reference models—suffer substantial drops in performance when all assumptions are
removed. In particular, LiRA and Attack-R exhibit a clear degradation as assumptions are removed.
While they perform well in the standard setting, their TPR at low FPR decrease substantially un-
der unknown configuration, distribution shift, and unknown ratio. In contrast, our method achieves
strong results in these settings, as it does not depend on such assumptions. We observed improve-
ments in ImpMIA at 0.01% FPR level when the fraction of members was changed, which may be
explained by the evaluation metric’s dependence on the pool size (see Appendix [B.6). It is worth
noting that RMIA’s performance in the standard setting is lower than those reported in its original
paper. This is because our training follows the white-box setup from |Cohen & Giryes|(2024)), which
differs from RMIA’s original experimental setting. This may imply limited generalization of RMIA
(see Appendix [C.T]for further discussion).

Figure [3| further visualizes the effect of assumption removal (for 0% FPR) in CINIC-10 dataset,
for the top-performing method (LiRA) and our ImpMIA. As seen, being a reference-model-based
method, LiRA degrades sharply as assumptions are removed, while ImpMIA shows no loss in per-
formance. Overall, these results demonstrate the robustness and effectiveness of our approach for
membership inference under realistic conditions where the attacker cannot rely on privileged train-
ing knowledge.
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Table 3:  Membership Inference
Results on Different Architec-
Attack AUC @0.01 % @0.0 % AUC @0.01 % @0.0 % tures. Performance of LiRA, RMIA,
and our method on VGGI16 and
LiRA  0.75 0.62 0.18  0.79 1.02 0.26 ResNet50. We report AUC and TPR
RMIA  0.78 0.69 0.06  0.78 0.09 0.02 at fixed false-positive rates (FPR =
Ours  0.78 1.59 0.56 0.82 1.80 0.78 0.01% and 0.0%).

VGG16 ResNet50

7 ABLATION AND ANALYSIS

In this section, we discuss additional experiments analyzing our method. Further results and discus-
sion can be found in appendix

Performance of our method on other architectures. We conducted experiments in our setting
comparing ImpMIA with the baselines on VGG16 and ResNet50 models trained on CIFAR-10 (see
Table [3). ImpMIA shows a significant improvement over the other baselines on both architectures
without any adaptation (we use the same hyperparameters for all models).

Evaluation on a large candidate pool. We further evaluated the different attacks under the re-
alistic setting with larger candidate pools. In our previous experiments, we used candidate pools
of 50,000 (~ 2x the training size) and 80,000 (=~ 3Xx the training size). To stress scalability, we
also ran experiments with a candidate pool of 250,000 samples (~ 10x the training size). We were
unable to include RMIA due to its extremely high memory requirements in this setting. As can be
seen in table[TT7} ImpMIA outperforms the other methods in this scenario as well.

Effect of training sample coverage in the superset. Our method relies on linking training sam-
ples to the learned weights. Consequently, if a large portion of the training set is missing from the
candidate set, performance naturally decreases (Table[T2)). In Table[T3] we directly compare against
the previous best methods under only 10% coverage in our realistic scenario. Even with this low
coverage our results are comparable to the best competitors, and with higher coverage our method
clearly surpasses them (Table[I).

Score thresholding using a reference non-member set. We may want to explicitly control the
score threshold used to decide which samples are members. In Figure [S3] we show that we can se-
lect a threshold using a reference non-member set. We report two optimization runs: (i) coefficients
optimized on a set containing only non-members (the reference non-member set), and (ii) coeffi-
cients optimized on a set containing only members. Even though these are optimized separately, a
threshold chosen by fixing the tolerated number of false positives on the non-member set remains
effective when applied to the member scores. Concretely, we can use a known set of non-members
to choose a score threshold, and then apply this threshold to any candidate superset to decide which
samples are members.

8 DISCUSSION & LIMITATIONS

ImpMIA advances membership inference by introducing a simple, theory-driven white-box attack
that outperforms both black- and white-box baselines under realistic scenarios. By avoiding the
need for reference models and leveraging implicit bias in neural network training, our approach
provides a more practical and scalable way to audit privacy in machine learning systems. The
main assumptions of our attack are access to model weights and to a candidate superset containing
the training set. The first assumption is increasingly realistic as many modern models are publicly
released with their full parameters, and the second is reasonable since our method’s efficiency allows
scaling to very large candidate pools without the need to train reference models (see Appendix [B.2).
While performance is strongest when most of the training set is included, we show that our attack
also works well with partial training coverage (see Appendix B.3).

Our work is the first to demonstrate the implications of implicit bias theory for membership infer-
ence attacks. More broadly, it provides a concrete case study of how insights from implicit bias
theory, which have largely been developed in idealized or small-scale settings, can be instantiated
in practical machine learning tasks, going beyond theory and toy examples to real datasets, larger
neural networks, and standard training regimes. ImpMIA provides a step forward in practical privacy
auditing, establishing a bridge between implicit bias theory and applied machine learning.

10
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Appendix

A IMPMIA ADDITIONAL IMPLEMENTATION DETAILS

In this section we provide further details on the implementation of our attack. The overall pipeline
includes the following parts: (i) pre-filtering of candidate samples based on their classification
margin, (ii) augmentation using horizontal flips, (iii) block division of weights for more efficient
optimization, (iv) gradient matrix construction per block-structured gradient matrix A over the
chosen model parameters, (v) optimization to solve the KKT conditions and learn the coefficients A
via blockwise optimization with dedicated regularization, (vi) coefficient aggregation across blocks
into robust per-sample scores, and finally (vii) post-processing of the coefficient scores to derive the
final per-sample score.

We first perform pre-filtering, where we filter out misclassified samples, since training members
are more likely to be correctly predicted. For each candidate sample (z;,y;), we compute its logit
margin:
A, = D, (0;2;) — max®,(0;x;),
J#Yi

and discard those with A; < 0. For each remaining sample we apply augmentation, including
both the original and its horizontal flip. This reflects the fact that most models are trained with
augmentations, while keeping computational cost low by not adding further augmentations. Final
scores are averaged across the augmented views of each sample.

Next is block division. To manage dimensionality and improve optimization, parameters are par-
titioned into blocks of ~ 1.5x10° entries and solved one block at a time. For CIFAR-10 and
CINIC-10 we include all layers, while for CIFAR-100 we restrict to the final convolutional stages,
where membership signals are strongest (Nasr et al.l 2019). Parameters are grouped by layer or-
der, and filters inside each convolutional layer are grouped together, since weights from the same
filter/layer share statistical properties such as sparsity and magnitude. This improves conditioning
of the system. In the gradient matrix construction step, for each retained sample we compute the
gradient of its margin w.r.t. the parameters and stack them as columns of a matrix A € RP*M_ Both
the gradient block and the target parameter vector are centered and normalized.

In the optimization step, for each block b with parameters 6;), we solve for coefficients A, by
minimizing:
L=1- COS(A(b))\(b), (9(1,)) + Ozﬁneg + Bﬁmarg.

Here, £,,c¢ penalizes negative entries in () (reflecting complementary slackness of the KKT equa-
tions), and Lare down-weights high-margin points, since low-margin training samples are more
likely to be memorized (Haim et al., 2022). We use cosine similarity because it removes scale
sensitivity and is more robust than /5 loss, preventing non-members from being incorrectly empha-
sized. Optimization uses AdamW with cosine learning-rate scheduling, gradient clipping, and early
stopping. Coefficients are debiased by stored column norms and z-scored within each block.

After optimizing each block separately, we perform coefficient aggregation. Each block j yields

a coefficient vector A\(). For each sample ¢, we collect {/\z(-j )} 4» sort them, and fuse into a robust
score using a trimmed mean (averaging central values while discarding extremes) and a signal-to-
noise ratio (SNR, mean over standard deviation across blocks). This suppresses spurious outliers
and emphasizes consistent member signals.

Finally, in the post-processing step, we refine the raw scores using three components: (i) class-
level margin boosting, (ii) sample-level margin boosting, and (iii) distance-based scaling. Both
boosting mechanisms adjust a sample’s score according to its margin (distance from the decision
boundary), but at different granularities (class vs. individual sample). (i) Class-level boosting is a
simple per-class rescaling step, motivated by prior work (Nasr et al.|[2019) showing that some classes
are systematically more vulnerable to membership inference. Our boost builds on the observation
that harder classes (with lower average margins) are more likely to memorize additional samples,
so an attack can potentially recover more members from these classes. Accordingly, we assign
slightly higher weight to harder classes and mildly downweight easier ones via a small per-class
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scaling coefficient of 0.03. (ii) Sample-level margin boosting then refines scores within each class:
following previous observations (e.g., Haim et al.) that near-boundary points are more likely to be
memorized, we slightly upweight low-margin, near-boundary samples and mildly downweight very
high-margin ones, using a per-sample scaling factor of 0.3. (iii) Distance-based scaling further
penalizes deviation from the estimated class margin. We approximate the class margin m,. as the
mean margin of the top-k highest-coefficient samples in each class, and rescale scores by dividing
by |A; — m.|", where A; is the margin of sample ¢ and > 0 controls how strongly this distance
affects the rescaling (we set 7 = 0.05 in all experiments). This ensures that only samples whose
margins are consistent with typical member behavior retain high scores, helping to reduce false
positives among non-members.

Layer Selection for CIFAR-100. For CIFAR-10 and CINIC-10 we construct the gradient matrix
A from all convolutional layers of the network. For CIFAR-100, however, we restrict A to the final
convolutional stages. This choice is motivated by both prior work and empirical observations.
empirically observed that, in deep CNNs trained on CIFAR-100, the strongest member-
ship signals reside in the gradients of the later layers, while earlier layers mostly learn generic low-
and mid-level features that generalize well and leak relatively little membership information. In a
many-class regime such as CIFAR-100, early and mid-level layers must be heavily shared across
classes, whereas the final convolutional blocks and classifier head implement sharp, class-specific
decision boundaries and absorb most of the memorization.

Hyperparameter Selection. All hyperparameters of /mpMIA were selected using a held-out eval-
vation set. For CIFAR-10 and CINIC-10 we used a dedicated validation split constructed from
CINIC-10, which is large enough to provide an independent validation pool. For CIFAR-100 we
used a validation split taken from the generated candidate set. For each dataset, we followed the
same protocol as in our main experiments: we trained 5 target models with different random seeds
(affecting both the data split and the initialization) under the realistic “no auxiliary knowledge”
setting, and ran ImpMIA for a small grid of hyperparameter configurations. We then selected the
configuration that achieved the best average performance across these 5 runs according to our main
evaluation criteria (TPR at low FPR). The same hyperparameters are used across all scenarios and
across all architectures (ResNet-18, VGG16, and ResNet50).

Running Time. Training our proposed attack (ImpMIA) takes about 24 hours on a single H100
GPU, or 3 hours when distributed across 8 GPUs. In contrast, black-box reference-model attacks
require about 8 days on a single GPU, or 1 day on 8 GPUs.

14
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B ADDITIONAL ABLATION AND ANALYSIS

In this section, we provide further ablations and analyses of our approach: (i) visualization of the
A scores across different classes (see Appendix [B.I); (ii) the ability to apply our attack on large
candidate pools (see Appendix[B.2) ; (iii) the effect of the number of training samples included in the
superset (see Appendix [B.3)); (iv) ablations on the different scoring variants used in our method (see
Appendix[B-4); (v) the influence of weight decay on the results, showing that our method also works
without explicit weight decay (see Appendix[B.3); (vi) the effect of candidate pool size on evaluation
(see Appendix [B.6)) and (vii) the influence of pre-filtering on performance (see Appendix [B.7).

B.1

VISUALIZATION OF A SCORES.

In Figure [ST} we present results for six different CIFAR-100 classes. The plots show the A score
on the y-axis and the distance from the margin on the x-axis. As expected, high \ scores are strong
indicators of membership. Samples very close to the margin are more likely to be non-members,
while almost all members with high A values fall slightly farther from the margin. This is consistent
with the fact that models are trained to push training samples away from the margin, while hard
test samples can lie closer to it. Interestingly, training samples that remain close to the margin are
those that the network tends to memorize 2022), and therefore receive higher \ scores,
reflecting their strong influence on the model’s predictions and weights.
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Figure S1: Lambda Scores Visualization (CIFAR-100). Scatter plots for six different classes. Each
plot shows superset samples; x-axis is distance from the decision boundary, y-axis is the )\ score,
and points are colored by membership (member vs. non-member). High \ values strongly indicate
membership.
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B.2 LARGE CANDIDATE PoOL

We further evaluated ImpMIA under larger candidate pools. In addition to the 50,000 (= 2x) and
80,000 (=~ 3x) candidate sets reported in the main text, we consider a pool of 250,000 candidates
(= 10x the training size) on CIFAR-10. Following our realistic no auxiliary knowledge protocol,
the target model is trained on 25,000 CIFAR-10 samples, while the reference set consists of the
remaining 25,000 CIFAR-10 samples together with 200,000 images from CINIC-10. As shown in
Table[T17] ImpMIA achieves TPRs of 3.00% at 0.01% FPR and 0.54% at 0.00% FPR, substantially
outperforming other MIAs at low FPRs in the larger candidate pool scenario.

Table T1: Membership inference with a

Attack  AUC ~ @001%  @0.00 % )50k condidate pool (CIFAR-10). We com-

Attack-R 075 0.01 0.00 pare ImpMIA to other MIA baselines un-

der the realistic no auxiliary knowledge set-
Attack-P 0.76 0.12 0.00 ting. We report AUC and TPR at fixed false-
LiRA 0.80 0.54 0.11 positive rates (FPR = 0.01% and 0.00%).
Ours 0.79 3.00 0.54

B.3 EFFECT OF TRAINING SAMPLE COVERAGE IN THE SUPERSET

Our method relies on the implicit bias of the network, linking training samples to the learned
weights. Consequently, if a large portion of the training set is missing from the candidate super-
set, performance naturally decreases. Importantly, in practice it is reasonable to expect supersets
that cover most of the training set, especially since our method’s efficiency allows scaling to very
large candidate pools without the need to train reference models. As shown in Table [T2] for the
standard setting performance is strongest when most of the training set is included, but our attack
also works well under partial training coverage. In all cases, evaluation is on a random 5, 000 (10%)
samples from the candidate pool to avoid influence from candidate pool size on the reported metrics.

In Table [T3] we show a direct comparison with the previous best methods under only 10% coverage
in our realistic scenario. Even with this low coverage, our results are comparable to the best com-
petitors, and with higher coverage our method clearly surpasses them (Table[T). Higher coverage is
a likely scenario in many practical settings: in the real world, the attacker often has access to large
candidate pools (for example, all publicly available images in a given domain), and our method’s
efficiency allows scaling to such large pools without training reference models.

Table T2: Effect of Training Sample Coverage
(standard setting). Ablation study on CIFAR-
Coverage AUC @0.1 % @0.0 % 10 showing the impact of training sample cover-
age within the candidate superset. Performance

CIFAR-10

100% 0.72 5.13 2.63 is strongest when most of the training set is in-
75% 0.71 3.63 220  cluded, but our method remains effective under
50% 0.70 3.10 1.45 partial coverage.

25% 0.66 2.15 1.21

10% 0.62 1.54 0.39

Table T3: Comparison under limited coverage
Attack AUC @01% @00% of 10% (no auxiliary knowledge). We compare
Attack-P 0.76 0.38 0.06 our method on CIFAR-10 with previous attacks
when the candidate superset covers only 10%

Attack-R 0.74 1.73 0.32 of the training data in our realistic no auxiliary
LiRA 0.80 2.98 1.20 knowledge setting. Even under this low cover-
RMIA 0.80 2.43 0.14 age, our results are comparable to the best com-
Ours 0.75 3.01 0.94 petitors.
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B.4 SCORING VARIANTS ABLATION

We presents an ablation study of the different score-refinement components in our pipeline for
CIFAR-10 in our realistic settings (see Table [T4). After block-wise optimization, each sample has
multiple coefficient estimates—one per block—which are fused into a robust score using both a
trimmed mean (to discard extreme outliers) and a signal-to-noise ratio (SNR, mean over standard
deviation across blocks). This aggregation step already improves robustness by emphasizing con-
sistent membership signals. On top of this, we evaluate margin-based boosting and distance scaling.
Class-level boosting gives higher weight to harder classes (with lower average margins), while per-
sample boosting highlights points near the decision boundary, which are more likely to be memo-
rized. Finally, distance scaling penalizes samples whose margins deviate from the estimated class
margin, reducing false positives. As shown, each component contributes to performance gains, and
the full ImpMIA pipeline achieves the strongest low-FPR detection. Moreover, with either aggrega-
tion option, and even without any post-processing, our attack already outperforms previous attacks
and shows strong results. The post-processing steps have only a comparatively small influence at low
FPR (e.g., TPR@0.00% ranges only from 1.23 to 1.41), while aggregation has a larger effect. This
is expected, since aggregation determines how we exploit the main signal produced by the KKT-
based optimization. Overall, the primary source of our gains comes from the implicit-bias-based
optimization itself rather than from the specific post-processing.

Table T4: Ablation of Imp-

Variant AUC @0.01 % @0.0 % MIA Components (no auxiliary
Trimmed mean only 0.74  2.58 1.18 knowledge setting) for CIFAR-
Robust SNR only 085 251 089 L mgev'fa’jf%?cjn;{n‘ig;’jzt
Fusion (trimmed mean + SNR)  0.82 2.60 1.23 tal boosts. We report AUC and
+ Boostl (class-level margins) — 0.82 2.59 1.23 TPR at fixed false-positive rates
+ Boost2 (sample-level margins) 0.81 2.69 1.39 (FPR = 0.01% and 0.0%).

+ Trim division 0.82 2.84 1.31

ImpMIA 0.81 2.76 141

B.5 WEIGHT DECAY INFLUENCE

To study the effect of explicit weight decay, we evaluated ImpMIA across several decay levels as
well as without decay. While the KKT stationarity formulation applies in the homogeneous case,
prior theory suggests that in non-homogeneous networks explicit weight decay is needed as a re-
placement. However, our results show that even in this setting the attack remains effective without
weight decay. Interestingly, smaller decay values (e.g., 107, 10~°) tend to improve performance
compared to larger ones, reflecting a balance between stability and memorization. Moreover, the
case without weight decay performs comparably—and in some metrics slightly better—than with
decay, consistent with the intuition that stronger regularization reduces memorization and weakens
membership signals. This demonstrates both the robustness of our method and that weight decay is
not strictly necessary for strong empirical performance.

Table TS5: Effect of Weight Decay. Ablation on

CIFAR-10 CIFAR-10 showing performance across different

Variant AUC @0.01 % @0.0 % levels of weight decay, as well as without it. Al-

though implicit bias theory assumes weight decay

Without weight decay 0.70 1.69 0.99  forthe KKT characterization, our results show the

6 attack remains effective regardless. Smaller de-
10 0.71 1.73 0.93 .

cay values yield stronger performance, and even

107° 0.70 2.04 1.09 the no—weight decay case performs competitively,

10—4 071 1.48 0.90 likely because stronger decay suppresses memo-

rization signals.
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B.6 INFLUENCE OF NON-MEMBER RATIO ON EVALUATION

Our assumption-removal analysis also showed the influence of candidate pool size on model per-
formance. In this setting, we lowered the member ratio by adding more non-members to the super-
set (increasing from 25K to 55K non-members). While our method does not rely on any specific
member-to-non-member ratio, adding more non-members can affect results in two ways: (i) it in-
creases the number of samples, which may make it harder to classify members, and (ii) it directly
affects the evaluation metric, since FPR is defined relative to the total number of non-member sam-
ples. The overall performance reflects the interaction of these two factors. On the one hand, a larger
pool introduces more distractors, potentially reducing accuracy. On the other hand, at fixed FPR
thresholds (e.g., 0.01%), a larger pool allows more absolute mistakes. For instance, with 25K non-
members, 0.01% FPR corresponds to only two false positives, whereas with SSK non-members, it
allows up to five. Since coefficients are not uniformly distributed, permitting more mistakes can
yield a nonlinear gain in TPR. In practice, we observed that at 0.01% FPR, our method performed
better with 55K non-members than with 25K. This suggests that the positive effect of the evaluation
metric outweighs the negative impact of additional distractors. Importantly, at 0% FPR—where the
metric is unaffected by pool size—the results remained stable, as expected.

B.7 INFLUENCE OF PRE-FILTERING

The pre-filtering step aims to both stabilize the optimization by eliminating samples that are unlikely
to be members (and therefore may add noise) and speed up optimization by having fewer samples.
On the other hand, it may discard data points that are hard to learn even though they were in the
training data, and therefore miss member samples. Since any attack is likely to miss some members,
this is a trade-off that can be chosen in practice. We conducted an analysis of the influence of the
pre-filtering step on our method’s performance on CIFAR-10 for a single seed. In CIFAR-10 it
filters out between 4-25% of the examples, depending on the seed and scenario. Results show a
slight increase when using pre-filtering in AUC (0.78 to 0.80) and TPR at 0.01% FPR (3.2 to 3.44),
and a slight decrease in TPR at 0.00% FPR (1.55 to 1.22). Overall, the pre-filtering step does not
appear to have a significant influence on performance, but it does speed up optimization since fewer
points are optimized (see Table[T6).

Table T6: Effect of pre-filtering on ImpMIA (CIFAR-10, single seed). Comparison of AUC and
TPR at very low FPR with and without the pre-filtering step. We report AUC and TPR at fixed false-
positive rates (FPR = 0.01% and 0.00%).

Variant AUC @ 0.01% FPR @ 0.00% FPR
No pre-filtering 0.78 3.20 1.55
With pre-filtering  0.80 3.44 1.22
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C COMPETITIVE BASELINES: TECHNICAL DETAILS

C.1 BLACK-BOX BASELINES

For black-box comparisons, we used the official RMIA implementation, which also includes code
for LiRA, Attack-P, and Attack-R. We ran the full-power RMIA variant described by [Zarifzadeh
et al.|(2023), which trains 256 reference models per dataset, and used the same framework to evaluate
the other black-box baselines. To ensure consistency, we adapted the code to match the training
configuration of |Cohen & Giryes| (2024) (SIF): ResNet-18 backbone, inputs normalized to [0, 1],
and standard augmentations (random crop and horizontal flip).

RMIA requires dataset-specific configurations, which we followed exactly as provided in their code
and paper for CIFAR-10, CIFAR-100, and CINIC-10. All experiments were therefore run with the
recommended hyperparameters for each dataset. We emphasize that RMIA, despite reporting state-
of-the-art results in its original paper, is highly sensitive to training configurations—especially at
very low false-positive rates. Even minor mismatches in normalization, architecture, optimizer, or
learning-rate schedule caused severe degradation in our experiments.

C.2 WHITE-BOX BASELINES

Gradient-based Baselines. (Nasr et al.,[2019) showed that the most informative white-box mem-
bership signal is the magnitude of per-sample gradients, since stochastic gradient descent drives
member gradients toward zero. Building on this, we evaluate two baselines: (i) a loss-gradient
score based on the norm ||VoL(f(x),y)|, and (ii) a margin-gradient score based on the gradient
IVolfy(z) — max;, f;(x)]||. For each sample (and its horizontal flip), we compute per-layer gra-
dient norms, convert them into rank-based scores (higher rank = smaller norm), and average across
layers and augmentations. The loss-gradient baseline directly instantiates Nasr et al.| (2019) ob-
servation, while the margin-gradient baseline adapts it to sensitivity around the decision boundary,
making it conceptually closer to ImpMIA.

SIF Attack. The self-influence function (SIF) attack of (Cohen & Giryes| (2024) achieved state-
of-the-art white-box membership inference in their paper, particularly under strong augmentations
where gradient-norm methods fail. SIF measures a sample’s effect on its own loss by approximating
the influence function via recursive Hessian—vector products. Membership is inferred by whether
a correctly classified sample’s score lies close to zero, since training points tend to cluster tightly
around this value while non-members yield more extreme values.

The original SIF formulation assumes access to labeled calibration samples to set the decision
thresholds, and results were reported only on small subsets of data (500 calibration, 2,500 eval-
uation), producing binary member/non-member predictions. In our setting, however, no labeled
calibration samples are available, and we require continuous membership scores to compute TPR at
low FPR across the full evaluation pool. We therefore adapt the method with a simple distance-to-
zero criterion: the closer a score is to zero, the stronger the evidence of membership. To stabilize
the Hessian inversion, we use four recursion steps and average over four stochastic estimates. This
reduced setting makes the attack faster while remaining stable across the full evaluation pool.
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C.3 ADDITIONAL RESULTS
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Figure S2: TPR-FPR plots for the no auxiliary knowledge setting. These curves illustrate attack
performance when the attacker faces realistic uncertainty: (i) training hyperparameters are un-
known, (ii) the candidate pool mixes in- and out-of-distribution samples (distribution shift), and (iii)
the fraction of members is unknown. The plots complement the main text by showing the full ROC
behavior, especially in the low-FPR regime.
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Optimization Over Members Only
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Figure S3: Behavior when the superset contains only members or only non-members. We plot the
learned )\ scores when the coefficients are optimized on (i) a superset containing only non-members
(which can be a reference non-member set), and (ii) a superset containing only members. Even
though these optimizations are performed separately, many member samples still receive higher \

scores than non members.

Table T7: Membership Inference Results (All Assumptions). Performance across all datasets
under the standard assumption-rich setting where training hyperparameters, data distribution, and
member ratio are known. Metrics reported are TPR (%) at 0.00% and 0.01% FPR, with AUC

included for completeness.

CIFAR-10 CIFAR-100 CINIC-10
Attack AUC @0.01% @0.0% AUC @0.01% @0.0% AUC @0.01 % @0.0%
Attack-P 0.59 0.01 0.00 0.81 0.00 0.00 0.70 0.00 0.00
Attack-R 0.67 2.56 1.58 0.88 19.04 16.07  0.78 4.62 1.81
LiRA (online) 0.75 5.28 3.56 0.95 24.26 1525  0.86 7.59 5.03
LiRA (offline) 0.58 1.94 0.74 0.81 5.88 2.44 0.69 2.59 1.17
RMIA (online) 0.74 1.48 0.69 0.94 14.69 8.46 0.84 0.24 0.08
RMIA (offline) 0.73 3.47 1.83 0.93 25.98 2044 083 0.24 0.10
GradNorm — loss 0.61 0.01 0.00 0.83 0.01 0.00 0.74 0.00 0.00
GradNorm —margin  0.59 0.00 0.00 0.72 0.04 0.01 0.69 0.01 0.00
AdaSIF 0.62 0.01 0.00 0.87 0.03 0.01 0.75 0.00 0.00
Ours 0.71 1.48 0.90 0.90 9.66 6.73 0.82 3.67 2.28
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Table T8: Membership Inference Results (Unknown Member Fraction). CINIC-10 results when
the attacker does not know the proportion of training members in the candidate pool. Metrics
reported are TPR (%) at 0.00% and 0.01% FPR, plus AUC.

CINIC-10
Attack AUC @0.01 % @0.0 %
Attack-P 0.71 0.01 0.00
Attack-R 0.76 242 0.00
LiRA (online)  0.85 5.70 2.82
LiRA (offline)  0.58 0.41 0.12
RMIA (online) 0.83 0.34 0.06
RMIA (offline) 0.83 0.41 0.07
Ours 0.81 5.19 1.96

Table T9: Membership Inference Results (Different Distribution). Performance across all datasets
when the candidate pool mixes in-distribution and out-of-distribution data. Metrics reported are
TPR (%) at 0.00% and 0.01% FPR, with AUC included for completeness.

CIFAR-10 CIFAR-100 CINIC-10
Attack AUC @0.01 % @0.0% AUC @0.01% @0.0% AUC @0.01 % @0.0%
Attack-P 0.75 0.03 0.00 0.90 0.02 0.00 0.82 0.01 0.00
Attack-R 0.71 1.02 0.63 0.93 10.10 4.95 0.82 3.27 1.42
LiRA (online)  0.81 1.94 1.14 0.97 12.66 4.63 0.90 3.73 1.84
LiRA (offline)  0.53 0.04 0.01 0.76 0.00 0.00 0.70 0.31 0.17
RMIA (online) 0.80 0.34 0.05 0.97 10.83 5.54 0.88 0.28 0.08
RMIA (offline) 0.79 0.56 0.14 0.97 15.36 8.50 0.86 0.51 0.15
Ours 0.81 2.14 1.18 0.95 11.60 5.05 0.85 3.28 2.69

Table T10: Membership Inference Results (Unknown Training Configuration). Performance
across all datasets when the attacker does not know the target model’s training hyperparameters.
Metrics reported are TPR (%) at 0.00% and 0.01% FPR, with AUC included for completeness.

CIFAR-10 CIFAR-100 CINIC-10
Attack AUC @0.01% @0.0% AUC @0.01 % @0.0% AUC @0.01 % @0.0%
Attack-P 0.59 0.01 0.00 0.81 0.01 0.00 0.71 0.00 0.00
Attack-R 0.67 1.53 0.49 0.90 2.97 1.55 0.79 1.62 0.37
LiRA (online)  0.73 2.56 1.32 0.92 13.86 9.93 0.85 5.81 3.47
LiRA (offline)  0.62 0.98 0.38 0.88 543 2.26 0.72 1.69 1.03
RMIA (online) 0.72 1.65 0.46 0.93 6.49 0.84 0.84 0.92 0.32
RMIA (offline) 0.71 1.89 0.76 0.92 15.14 9.99 0.83 0.79 0.08
Ours 0.71 1.48 0.90 0.90 9.66 6.73 0.82 3.67 2.28
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Table T11: LiRA and RMIA: Offline vs. Online under No-Assumptions. Results for LiRA and
RMIA across all datasets in the realistic no-assumptions setting. The offline variant trains reference
models independently of the candidate superset, while the online variant trains reference models
directly on subsets of the superset, closer to the evaluation setup. Metrics reported are TPR (%) at
0.00% and 0.01% FPR, with AUC included for completeness.

CIFAR-10 CIFAR-100 CINIC-10
Attack AUC @0.01 % @0.00 % AUC @0.01 % @0.00 % AUC @0.01 % @0.00 %
LiRA (online) 0.80 0.55 0.17 0.96 7.90 2.36 0.88 2.27 0.66
LiRA (offline) 0.49 0.00 0.00 0.76 0.00 0.00 0.64 0.04 0.02
RMIA (online) 0.80 0.19 0.01 0.97 6.73 1.22 0.87 0.15 0.03
RMIA (offline) 0.79 0.26 0.00 0.97 7.35 1.67 0.86 0.11 0.02

Table T12: Membership Inference Results (No Assumptions). Performance across all datasets
under the realistic no-assumptions setting. Metrics reported are TPR (%) at 0.00% and 0.01% FPR,
with standard error included. This table shows the same results as in Table |I| but with standard
error values reported.

CIFAR-10 CIFAR-100 CINIC-10

Attack @0.01 % @0.0 % @0.01 % @0.0 % @0.01 % @0.0 %

Attack-P 0.02 £0.00 0.00£000 0.01 £000 0.00+000 0.01 £000 0.00+0.00
Attack-R 0.23 £0.10 0.04 £004 052 +014 0.04+001 0.31+019 0.00+0.00
LiRA 0.55+009 0.17+001 790+079 236+030 227 +025 0.66+0.13
RMIA 0.19 £004 0.01 £000 6.73 +084 1.22+045 0.15+002 0.03 £0.00
GradNorm—loss 0.11 £0.01 0.01 £0.00 0.10 £002 0.04 £001 0.09 £002 0.01 £0.00
GradNorm—margin  0.02 £0.01 0.00 £000 0.02 +001 0.01 £000 0.03 4000 0.01 £0.01
AdaSIF 0.05 +£001 0.00£000 0.01 £000 0.00+000 0.01 +£000 0.00+0.00

ImpMIA (ours) 276 £034 1.41 +029 14.86 +040 526 +1.01 532 +042 2.47 +0.46

Table T13: Assumptions Influence (CINIC-10, @0.01% FPR). Each entry is TPR (%) + se. This
table shows the same results as in Table E} but with standard error values reported.

Method Standard Unknown Differet}t Unknown. No .
Setting Config  Distribution Member Ratio Assumptions
Attack-R 4.62+076 1.624+067 327 +£053 242 £0.19 0.31 £0.20
LiRA 7.59 £047 5.81 4053 3.73+£0.70 5.70 £0.58 2.27 £025
RMIA 0.24 £005 0924032 0.28 £0.15 0.34 £+ 0.06 0.15 £0.02
ImpMIA (ours) | 3.67 £0.95 3.67 £095 3.28 £0.41 5.19 + 031 532 +042

Table T14: Assumptions Influence (CINIC-10, @0.00% FPR). Each entry is TPR (%) + se. This
table shows the same results as in Table 2| but with standard error values reported.

Method Standard Unknown ]_)ifferept Unknown_ No .
Setting Config  Distribution Member Ratio Assumptions
Attack-R 1.81 £055 0.37 £026 1.42 4080 0.00 £ 0.00 0.00 + 0.00
LiRA 5.03 £089 3.47+101 1.84 4053 2.82 £0.61 0.66 +0.14
RMIA 0.08 £0.03 0.324+0.09 0.08 +0.03 0.06 £0.03 0.03 £0.01
ImpMIA (ours) | 2.28 £0.60 2.28 £0.60 2.69 £ 0.53 1.96 +0.38 2.47 £0.46
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D BINARY CASE OF THE KKT EQUATIONS AND IMPLICIT BIAS WITH
WEIGHT DECAY

For completeness, we also present the implicit bias of neural networks for the binary classification
case, as appeared in |Lyu & Li|(2019); J1 & Telgarsky| (2020); Haim et al.| (2022}, and its extension
to training with weight decay that was previously considered in (Buzaglo et al.,[2023)).

Implicit bias of gradient flow in homogeneous networks: Let ®(0;-) : R? — R be a homoge-
neous ReLU network. Consider minimizing the logistic loss over a binary classification dataset
{(z:,y:)}7-, € R% x {£1} using gradient flow. Suppose that at some time t; the network classifies
all samples correctly. Then gradient flow converges in direction to a KKT point of the maximum-
margin problem:

mein 110]* st Vi€ [n]y; ®(0;2) > 1.

The associated KKT conditions are:

0 — > XiValy ®(0;2:)] =0 (stationarity) 4)
i=1

Y (0;2;) > 1 (primal feasibility) 5)

A >0 (dual feasibility) (6)

Ai=0 ify, ®0;x;) #1 (complementary slackness). @)

Bias with weight decay: Previous works (Haim et al., 2022; [Buzaglo et al., 2023) have further
analyzed the effect of explicit weight decay in this context. For simplicity, and following |Buzaglo
et al.| (2023), we present the analysis in the binary classification case, though the argument can be
extended to the multiclass setting.

Let £(®(x;;0),y;) be aloss function that takes as input the scalar prediction of the model ®(-; §) on
sample z;, and its corresponding label y;. The total regularized loss is

n

L(0) = > £(D(i:0),y:) + Awp H[0]I>-

i=1
Assuming convergence (VgL = 0), the parameters satisfy

1L 0U®(xi;0), i)
)\WD 8(1)(.%'“9)

Q:ZEQV‘Q‘I’(%;GX t=—

i=1

®)

This relation shows that the trained weights again lie in the span of per-sample gradients, with
coefficients {¢;} determined by the derivative of the loss. Importantly, equation [8|is structurally
equivalent to the stationarity condition in the KKT system of the max-margin problem: in both
formulations, the parameters are expressed as a linear combination of margin-gradient directions.
Furthermore, if ¢ is the logistic loss function, then the coefficients {¢;} of this linear combination
are non-negative.
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E LIMITATIONS OF AVERAGE-CASE METRICS

A common evaluation practice in the membership inference literature is to report average-case met-
rics such as balanced accuracy or ROC-AUC. While convenient, these metrics are misaligned with
the privacy risks that matter in practice.

First, average-case metrics obscure worst-case behavior. Balanced accuracy treats false positives
and false negatives symmetrically, yet in privacy attacks the costs are asymmetric: false positives
(incorrectly labeling non-members as members) undermine reliability, whereas false negatives are
typically less harmful. Second, aggregate metrics such as AUC average performance across the
entire ROC curve, including regions of high false-positive rates that are irrelevant in practice. As
emphasized by |Carlini et al.| (2022), an attack may achieve high AUC while completely failing to
recover any members at < 0.1% FPR. Conversely, an attack that reliably recovers only a small subset
of members may achieve modest AUC but still constitute a severe privacy breach. For this reason,
recent work on membership inference (Carlini et al.|[2022}; [Zarifzadeh et al.,|2023) has adopted TPR
at low FPR as the primary evaluation metric.

This mismatch is evident in our results. Table [I] reports performance of several attacks in the “no
auxiliary knowledge” setting. On CIFAR-10, both our attack and the GradNorm baseline achieve
AUC = 0.81. However, this similarity is misleading: GradNorm leverages model confidence, and
its apparent effectiveness comes from the fact that non-members in this scenario has low confidence.
By contrast, as shown by|Haim et al.|(2022), the truly memorized samples are those near the decision
boundary. Our attack explicitly targets such near-margin points, yielding much higher TPR at very
low FPR (e.g., 2.76% vs. 0.11% at 0.01% FPR). This gap illustrates why average-case metrics
like AUC are problematic: they make GradNorm appear competitive, while in reality it fails where
privacy evaluation matters most—the ultra—low-FPR regime
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F REBUTTAL ADDITIONAL RESULTS

All new results are presented here for convenient of the reviewers and are already integrated into the
main paper and appendix.

F.1 VISUAL RESULTS

Optimization Over Members Only Optimization Over Non-Members Only

e Members 4 Non-Members

Lambda Score

0 2 4 6 8 10 12 14 0 2 4 6 8 10 12 14
Distance from Decision Boundary Distance from Decision Boundary

Figure S4: Behavior when the superset contains only members or only non-members. We plot the
learned )\ scores when the coefficients are optimized on (i) a superset containing only non-members
(which can be a reference non-member set), and (ii) a superset containing only members. Even
though these optimizations are performed separately, many member samples still receive higher \
scores than non members.

F.2 QUANTITATIVE RESULTS

Table T15: Membership In-

VGG16 ResNetS0 ference Results on Differ-
Attack AUC @0.01 % @0.0 % AUC @0.01 % @0.0 % ¢nt Architectures.  Perfor-
mance of LiRA, RMIA, and

LiRA 075  0.62 018 079  1.02 026  our method on VGGI6 and
RMIA 078  0.69 006 078  0.09 0.02 Rejl]\g;a y Wflfriporf 4;_1 ¢

an art jixed jaitse-posiiive
Ours 0.78 1.59 0.56 0.82 1.80 0.78 rates (FPR = 0.01% and

0.0%).

Table T16: Comparison under limited coverage
Attack AUC @01 % @0.0 % (10%). We compare our method with previous
Attack-P 0.76 0.38 0.06 attacks when the candidate superset covers only
10% of the training data in our realistic no aux-

Attack-R 0.74 1.73 0.32 iliary knowledge setting. Even under this low
LiRA 0.80 2.98 1.20 coverage, our results are comparable to the best
RMIA 0.80 2.43 0.14 competitors.

Ours 0.75 3.01 0.94
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Table T17: Membership inference with a
250K candidate pool (CIFAR-10). We com-
pare ImpMIA to other MIA baselines un-
der the realistic no auxiliary knowledge set-
ting. We report AUC and TPR at fixed false-
positive rates (FPR = 0.01% and 0.00%).

Attack AUC @0.01 % @0.00 %

Attack-R 0.75 0.01 0.00

Attack-P 0.76 0.12 0.00

LiRA 0.80 0.54 0.11

Ours 0.79 3.00 0.54
Variant AUC @0.01 % @0.0 %
Trimmed mean only 0.74 2.58 1.18
Robust SNR only 0.85 2.51 0.89
Fusion (trimmed mean + SNR)  0.82 2.60 1.23
+ Boostl (class-level margins)  0.82 2.59 1.23
+ Boost2 (sample-level margins) 0.81 2.69 1.39
+ Trim division 0.82 2.84 1.31
ImpMIA 0.81 2.76 1.41
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Table T18: Ablation of Imp-
MIA Components (no auxiliary
knowledge setting) for CIFAR-
10.  Performance of different
scoring variants and incremental
boosts. We report AUC and TPR
at fixed false-positive rates (FPR
= 0.01% and 0.0%).
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