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ABSTRACT

Deep neural networks are known to be vulnerable to adversarial perturba-
tions—small, carefully crafted inputs that lead to incorrect predictions. In this paper,
we propose DeepDefense, a novel defense framework that applies Gradient-Feature
Alignment (GFA) regularization across multiple layers to suppress adversarial
vulnerability. By aligning input gradients with internal feature representations,
DeepDefense promotes a smoother loss landscape in tangential directions, thereby
reducing the model’s sensitivity to adversarial noise.

We provide theoretical insights into how adversarial perturbation is decomposed
into radial and tangential components and demonstrate that alignment suppresses
loss variation in tangential directions, where most attacks are effective. Empirically,
our method achieves significant improvements in robustness across both gradient-
based and optimization-based attacks. For example, on CIFAR-10, CNN models
trained with DeepDefense outperform standard adversarial training by up to 15.2%
under APGD attacks and 24.7% under FGSM attacks. Against optimization-based
attacks like DeepFool and EADEN, DeepDefense requires 20-30 times higher
perturbation magnitudes to cause misclassification, indicating stronger decision
boundaries and flatter loss landscape. Our approach is architecture-agnostic, simple
to implement, and highly effective, offering a promising direction for improving
the adversarial robustness of deep learning models.

1 INTRODUCTION

Deep Neural Networks (DNNs) have achieved remarkable success in a wide range of applications,
including object recognition (Zou et al.| [2023)), natural language processing (Zhou et al., [2024]),
and associative memory (Lin et al., 2024bj [2023). Despite their high performance, DNNs are
vulnerable to adversarial attacks, imperceptible input perturbations carefully crafted to mislead
models into incorrect predictions (Nguyen et al.| 2015)). This vulnerability poses a critical threat to
the deployment of deep learning in high-stakes applications, including medical diagnosis (Javed et al.|
2025)), autonomous driving (Ahmed et al., 20235)), agricultural forecasting (Lin et al., |2024a)), and
cybersecurity (Al Siam et al.| 2025).

In recent years, substantial progress has been made in developing adversarial defense strategies.
A prominent class is adversarial training, where models are trained on adversarial examples to
enhance robustness (Shafahi et al., [2019). Variants such as tradeoff-inspired Adversarial Defense
via Surrogate-loss minimization (TRADES) (Zhang et al., 2019) and Fast Adversarial Training
(Wong et al.l 2020) offer improved trade-offs between performance and computational efficiency.
Meanwhile, certified defenses aim to provide provable guarantees against attacks within bounded
perturbations (Levine & Feizi, [2020). Techniques like randomized smoothing (Cohen et al., 2019)
and interval bound propagation (IBP) (Gowal et al., |2018)) have shown promise in offering formal
robustness certificates.

Another line of defense involves input transformation methods, which seek to sanitize or denoise
potentially adversarial inputs before classification. Examples include feature denoising networks (Xie
et al.,|2019a) and denoising diffusion models (Nie et al.|[2022)). In parallel, efforts to mitigate gradient
obfuscation—a common pitfall in poorly designed defenses—have led to approaches like ensemble
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adversarial training (Tramer et al., |2018)) and backdoor-resilient architectures (Liu et al., 2018a)).
More recently, researchers have begun designing defenses that target the internal representations
and architecture of deep networks. These include Lipschitz-constrained models (T'suzuku et al.,
2018 |Gouk et al., 2021), gradient alignment regularization (Ross & Doshi-Velez, |2018)), and robust
Vision Transformers (ViTs) (Mao et al., [2022). Finally, post-hoc detection mechanisms attempt
to identify adversarial inputs after inference, using methods such as Mahalanobis distance-based
anomaly detection (Lee et al.|[2018) and logit-space inconsistency checks (Dathathri et al., [2018).

1.1 MOTIVATION AND CONTRIBUTION

Existing defense methods, such as adversarial train-
ing, feature denoising, randomization, and distilla-
tion, either rely on expensive retraining or focus on
isolated layers, often failing to prevent perturbation
propagation through the network. These approaches
treat robustness as a surface-level property, overlook-
ing the internal dynamics of adversarial noise. To
address this, we propose DeepDefense, which blocks
adversarial perturbations at every layer by enforcing
Gradient-Feature Alignment (GFA). This layer-wise
regularization suppresses distortion propagation, of-
fering a scalable and intrinsically robust defense.

As shown in Figure [T} for most optimization-based
attack approaches, such as DeepFool, a large amount
of noise (which is perceptible) along the radial di-
rection of the input sample is required to mislead
the CNN trained with the DeepDefense strategy. In
contrast, the model trained using standard backprop-
agation can be misled by adding an imperceptible
amount of noise. DeepDefense employs layer-wise
GFA regularization to ensure that adversarial pertur-
bations do not accumulate as they propagate from
early convolutional layers to deeper fully connected
layers, thereby increasing the model’s resistance to
attacks. The main contributions of this study are as
follows:

Figure 1: Adversarial examples and the corre-
sponding noise generated by DeepFool. A
model trained with DeepDefense (top) re-
quires larger, more visible perturbations to
fool than a standard model (bottom), demon-
strating greater robustness.

* Introduce Gradient-Feature Alignment (GFA) regularization across different layers as a
simple yet effective intrinsic defense that aligns input gradients with feature representations
to promote a flatter loss landscape and enhance robustness.

* Provide theoretical and empirical analysis showing that adversarial perturbations can be
decomposed into radial and tangential components relative to the input. GFA suppresses
vulnerability along tangential directions—where most attacks are effective—while noise in
the radial direction is naturally filtered by the model, resulting in improved robustness.

* Demonstrate enhanced robustness of GFA-trained models across a wide range of adversarial
attacks, including both gradient-based and optimization-based methods, with visual and
quantitative evidence confirming improved decision boundaries.

Through extensive experiments, we demonstrate that DeepDefense significantly enhances model
robustness, outperforming existing adversarial defense techniques.

1.2  ORGANIZATION

The remainder of this paper is organized as follows. Section 2]reviews related adversarial defense
strategies, with a focus on gradient alignment methods. Section [3|presents the mathematical formula-
tion of our proposed Gradient-Feature Alignment (GFA) regularization and its layer-wise extension,
DeepDefense. Section ] describes the experimental setup and evaluates the performance of DeepDe-
fense across various adversarial attacks on CNN and MLP models. Section [5|concludes the paper



Under review as a conference paper at ICLR 2026

and outlines directions for future work. Additional implementation details and extended results are
provided in the Appendix.

2 RELATED WORK

Numerous defense strategies have been proposed to mitigate the vulnerability of deep learning models
to adversarial examples. One of the most widely adopted techniques is adversarial training, where
models are trained on adversarially perturbed inputs to improve robustness (Bai et al., [2021; |Wang
et al.| [2024). Although effective, adversarial training is computationally expensive and often overfits
to specific attack types, limiting generalizability (Tramer et al.,[2017).

To address these challenges, randomization-based defenses have been introduced. These methods
incorporate stochastic components into models, such as random input transformations or noise
injection into intermediate activations (Cohen et al.| 2019; [Liu et al.,[2018b; |Dhillon et al.| 2018).
The goal is to obscure the gradient path and reduce the transferability of adversarial attacks. However,
many such defenses have been defeated by adaptive attacks, highlighting the need for more principled
approaches (Athalye et al.,[2018).

Another active line of research involves ensemble-based defenses, which aim to improve robustness
by leveraging the diversity of multiple models (Liu et al.,[2019; |Pang et al.l 2019). These methods
often promote diversity through variations in model architecture, decision boundaries, or output
behavior. For example, Adaptive Diversity Promoting (ADP) training explicitly encourages disagree-
ment among ensemble members to reduce the risk of shared vulnerabilities (Pang et al,[2019). In
addition, Gradient Alignment Loss (GAL) has been proposed to further improve ensemble robustness
by penalizing excessive gradient alignment, thereby reducing the shared adversarial subspace and low-
ering the transferability of attacks across ensemble members (Pang et al.l 2019). However, ensemble
defenses consume significant computational resources and are generally heavy and inefficient.

Consequently, another family of defense mechanisms has emerged that improves the robustness of
a single network by leveraging gradient information. For example, Gradient Norm Regularization
(GNR) penalizes the magnitude of the input gradients, aiming to control the sensitivity of the model
to small input perturbations (Ross & Doshi-Velez, 2018)). However, upon deeper analysis, it is
found that GNR has limited effect on improving the robustness of neural networks. In addition,
Gradient Alignment Regularization (GAR) methods introduce additional constraints informed by
external knowledge or auxiliary models. For instance, Perceptual Alignment of Gradients (PAG)
aligns a model’s input gradients with perceptually meaningful directions derived from robust or
pre-trained models (Ganz et al., [2023). Input Gradient Alignment Matching (IGAM) is another
example, designed for student-teacher frameworks. It transfers robustness and interpretability from a
robust teacher model to a student model by aligning their input gradients during training (Chan et al.
2020). Similarly, Gradient Alignment with Image Edges (GAIE) promotes alignment between input
gradients and edge features extracted using image processing techniques, encouraging the model to
focus on structurally significant regions of the input (Rodriguez-Muiioz et al.| 2024). Furthermore,
GradAlign builds upon these ideas in the context of adversarial training by enforcing consistency of
input gradients across perturbed samples. This stabilizes single-step adversarial training methods,
such as FGSM, and mitigates the problem of catastrophic overfitting (Ross & Doshi-Velez, [2018)).

However, although these gradient alignment methods are effective, they require either a robust neural
network or a pre-trained teacher model, which limits their practicality in real-world scenarios. Our
proposed method, DeepDefense, builds on the foundation of GFA regularization by introducing a
layer-wise regularization strategy that aligns the input to each layer with its corresponding input
gradient, offering a self-contained mechanism that modulates internal representations according to
their gradient flow, without requiring perceptual priors or robust teacher models.

3 MATHEMATICAL FORMULATION FOR DEEPDEFENSE FRAMEWORK

3.1 GRADIENT-FEATURE ALIGNMENT REGULARIZATION

As its name suggests, GFA regularization enforces the alignment between the input vector x and the
input gradient V£, where L is the loss function, using cosine similarity, as shown in Equation [I]
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(x, V<L)

GFA : cos) = —————
1]l [[V<L]]

ey
When the gradient of the loss with respect to the input (or feature) is aligned with the input itself,
the loss varies predominantly in the radial direction (along the input vector), while remaining nearly
constant in tangential directions (orthogonal to the input).

As shown in Figure 2] the perturbation direc-
DEEP tions are generated using APGD from models
trained with and without GFA, respectively. We
combine perturbations from both directions in
varying ratios and visualize the loss landscapes
for two models: one trained with standard back-
propagation and the other with GFA regulariza-
tion. It is evident that the model trained with
GFA regularization exhibits a much flatter loss
landscape compared to the standard model. This
is because, in the GFA-regularized model, per-
turbations in the radial direction are largely sup-
pressed by activation functions or the inherent
structure of the neural network, while pertur-
bations in the tangential direction do not sig-
nificantly increase the loss value, as discussed

below.
Figure 2: Loss landscapes of models trained with cow

the DEEP strategy (top) and standard backpropa-
gation (bottom), shown in both 2D and 3D. The
DEEP model exhibits smoother surfaces with over-

all flatness, while the standard model is relatively [y a model trained with standard backpropa-
flat only in the radial direction and more sensitive gation, the gradient V. L(x) empirically tends
to perturbations. to be approximately orthogonal to the input x:

V.L(z)"x ~ 0. As a result, the loss changes

most significantly in directions perpendicular to

x. For a perturbation ¢ satisfying 6 '« = 0, we
have: DsL(x) = V,L(z)"§ ~ ||V.L(z)| - ||6]|. Consequently, the loss landscape exhibits high
curvature in tangential directions, making models particularly sensitive to adversarial perturbations
orthogonal to the input x.

Standard

3.1.1 ORTHOGONAL
VERSUS RADIAL GRADIENT BEHAVIOR

However, GFA regularization enforces that V, L(2) = Az. This implies that the loss varies only along
the radial direction of  and remains invariant in all tangential directions. For any 6 | z, we have:
DsL(z) = V,L(z)"6 = Az "¢ = 0. This results in a loss surface that is flat in tangential directions,
forcing adversarial attackers to search along the radial direction to mislead the model. However,
radial perturbations are inherently suppressed due to activation function damping or cancellation by
normalization layers.

3.2 DEEPDEFENSE: LAYER-WISE APPLICATION OF GFA

Let f : R — RX be a deep neural network composed of L layers, where the input is x € R¢
and the output is a classified vector in R¥. Each layer [ € {1,..., L} has an input activation h®
and produces a feature representation z(*). DeepDefense enforces robustness by applying GFA
regularization at a variety of layers. For each layer [, we compute the gradient of the loss function £

with respect to the layer input h("): V) £ = 2%

To suppress perturbation propagation, we enforce alignment between the gradient direction and the
layer’s feature representation using cosine similarity, as shown in Equation[T} The GFA loss is defined
as the negative cosine similarity (to encourage alignment), and the total regularized loss is shown in
Equation 2}

L
Lo = L+ 8 (1-GFAY) @)

=1

4
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where [ is a hyperparameter vector controlling the strength of the GFA regularization at different
layers.

By applying this penalty across different layers, DeepDefense prevents adversarial perturbations
from accumulating or amplifying through the network, thereby enhancing robustness of models. The
pseudoscope of the deep defense algorithm is shown in Algorithm [T}

Algorithm 1 Deep Defense Algorithm

Require: Training data D = {(x;, yi)}iv: 1> learning rate 1, model parameters 6, loss coefficients
a, .
1: Initialize Deep Learning Model Parameters 6
2: for each batch (X,Y) in D do

(V. F) < fo(X)
LMSE < MSE(Y, Y)
for each feature F; € F do

4
5
6: VFl. LMSE — Bg%
7
8

w

Vr; Luse- Fs
GFA: 1o Tuse T
:  end for
9: L < alysg — 5 * GFA
10: 6+ 0—nVyL
11: end for

3.2.1 INTER-LAYER INFLUENCE OF GFA REGULARIZATION

Assuming an n-layer neural network, the forward propagation is shown in Equation 3]
Z; = Wiai_l, a; :O'(Zi)7 for: = 1,2,...,7L (3)

where x = ay is the input, WW; are the weight matrices at the layer 4, o(+) is the activation function,
and a,, is the final output used for loss computation.

Then we can compute the gradient of the input in each layer by backpropagation and chain rule, the
gradient with respect to the output layer (¢ = n) are shown in Equation 4}
oL 0L oL oL

- = / —_—
Oz, Oay ©0'(zn), Oan_1 Ozp W “)

Through recursive, we can compute the gradient of the input in each layer 7, as shown in Equation 3

% (2o o) oo e

da; dan, (5)
W1 © 0" (zi41)Wisa
Therefore the input gradient of the n layer neural network are shown in Equation [6]
oL  + oL
Fr [T ()W) 0. (6)
i=1 "

From Equation|[6] it is straightforward to observe that the input gradient of the layer ¢ impact the input
gradient of the layer ¢ + 1. Therefore, in the following experiment, although we only force the GFA at
specified layers, we will record the GFA values for all layers for comparison and discussion purposes.

4 EXPERIMENT AND DISCUSSION

4.1 EXPERIMENT CONFIGURATION

To evaluate the effectiveness of our proposed defense mechanism, DeepDefense, we conduct experi-
ments on CIFAR-10 using Convolutional Neural Network (CNN) architecture. All input samples
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Table 1: GFA Regularization Values for Models Trained with Different Strategies!"!

Strategies|Dataset GFA Regularization Value
CNN train |-0.0003 = 0.0009|-0.0006 £ 0.0005] 0.0 £ 0.0006 0.0 £0.0011 |0.0014 £ 0.0023
test |0.0029 £ 0.0003 | 0.0004 £ 0.0004 | 0.003 £ 0.0003 |0.0065 £ 0.0005|0.0116 + 0.0014
ADV train | 0.0008 £ 0.0035 |-0.0079 +£ 0.0081| 0.0004 £ 0.0013 |-0.0012 £ 0.0016|0.0048 =+ 0.0045
test |0.0009 £ 0.0014 |-0.0062 £ 0.0035| 0.001 £ 0.0004 |-0.0022 =+ 0.0006/-0.0019 £ 0.0019
FIRST train | 0.9449 £ 0.0041 | 0.4207 £ 0.027 {-0.0008 =+ 0.0002(-0.0104 £ 0.0045]-0.0473 £ 0.0896
test |0.4734 +0.0112[0.1955 £ 0.0166 [-0.0005 £ 0.0002|-0.0059 =+ 0.0027|-0.0257 + 0.0545
DEEP train |0.9262 £ 0.0039 | 0.9034 £ 0.013 |0.9448 + 0.0039 |-0.0077 £ 0.0025|-0.0954 £ 0.0243
test |0.5409 £ 0.0396| 0.5173 £ 0.038 | 0.5395 £ 0.042 | -0.005 £ 0.0022 | -0.0554 £+ 0.01
GAIE2) train | -0.103 &£ 0.0207 |-0.0035 =+ 0.0287|-0.0006 +£ 0.0011|0.0052 £ 0.0031 | -0.078 £ 0.0906
test |-0.0262 £ 0.012|0.0035 £+ 0.0161| 0.0 £ 0.0007 |0.0037 £ 0.0018 |-0.0469 + 0.0582

! Although GFA regularization is explicitly applied only in FIRST and DEEP, GFA values are calculated
for all models to evaluate the impact of GFA on model robustness. On the training dataset, the FIRST and
DEEP models exhibit similar GFA values (around 0.93), and the GAIE regularization value for GAIE is also
approximately 9.3, enabling a fair comparison among these three models. Moreover, this value nearly reaches
the limit of the model when the corresponding regularization is applied. However, on the testing dataset, GFA
values differ significantly from those in the training dataset, suggesting that GFA may not fully generalize to
unseen data in CIFAR-10 due to the presence of noisy information and the fact that the model did not learn
relevant features that could be useful for classifying the testing samples. To mitigate this issue, using data
augmentation to generate more training samples may help reduce this discrepancy.

2 The GAIE loss for this model is 0.9360 =+ 0.0141 on the training dataset, while on the testing dataset, it is
0.4516 +£ 0.0278.

are rescaled to the range [-1, 1] prior to training and evaluation. The models are optimized using the
mean squared error (MSE) loss function.

All experiments are executed on an Ubuntu system equipped with an NVIDIA GeForce RTX 3090
GPU (25 GB memory), ensuring efficient model training and robust evaluation. Each model is
trained using the corresponding training dataset, and robustness is assessed on the testing dataset.
Importantly, to ensure a fair and consistent evaluation of adversarial robustness, only the test samples
that are correctly classified by the all models are included in the attack phase. Unless otherwise
specified, all adversarial attacks are conducted using identical configurations across different models.

4.2 CASE STUDY: CONVOLUTIONAL NEURAL NETWORKS ON CIFAR-10

To evaluate our approach, we conduct a case study using the CIFAR-10 dataset. Six CNN models
are developed, each trained with a different strategy, and evaluated under a consistent configuration
against multiple adversarial attackers. For clarity, we refer to each model using the following
shorthand labels:

CNN: Standard training using clean CIFAR-10 data.

ADV: Adversarial training with a mix of clean and PGD-generated adversarial examples.

FIRST: GFA regularization applied to the first convolutional layer.

DEEP: GFA regularization applied to the first three layers.

GAIE: GAIE regularization applied to the first convolutional layer.

DENOISE: Feature-denoising layers inserted into the first and second convolutional layers.

For the models trained with GFA (FIRST and DEEP) as well as GAIE, we ensure that the corre-
sponding regularization losses applied to the first layer are maintained at a similar scale (around 0.93)
on the training dataset, as shown in Table [I Moreover, these values nearly reach the limit of the
models on the training dataset when the corresponding regularization is applied. However, GFA did
not fully generalize to the testing dataset, as shown in Table [T} likely due to the presence of noisy
background information and the fact that the model did not learn relevant features that are useful for
classifying the testing samples. It is beneficial to use a data augmentation approach to reduce this
discrepancy. This design choice enables a fair comparison of the effectiveness of various strategies in
improving robustness. Furthermore, although ADV is not explicitly trained with GFA, its GFA on
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the training dataset is slightly higher than that of the model trained with standard backpropagation.
However, this trend does not hold on the testing dataset, as the training dataset is noisy and the model
did not learn relevant features that are useful for classifying the testing samples.

4.2.1 ANALYSIS OF FEATURE MAP

Figure [3 illustrates the feature maps extracted
DEEP pcie | DENOSE from the first convolutional layer of CNNs
trained with different strategies. Using the
model trained by standard backpropagation

EH I % (CNN) as a benchmark, we observe that the fea-
ﬁ ,, ture map produced by the adversarially trained
Frats .-n .. " model (ADV) is slightly shifted toward the

positive activation range. The feature map of
the model trained with GFA in the first layer
. . (FIRST) shows increased contrast, highlighting
Figure 3: Feature maps frorp the.ﬁrst convolutlopal sharper feature representations. When the align-
layer of CNN? tralneq Wlth_ different strategies. en¢ regularization is extended to the first three
From left to right: or1.g1na1 input (first golump), layers (DEEP), the feature map shifts signifi-
standard backpropagation, PGD adversarial train- cantly further in the positive direction, indicat-
ing, GFA in the ﬁrst. layer, GFA in the first t.h.ree ing enhanced and consistent activation patterns.
layers, GAIE regularization, and feature denoising contrast, the model trained with GAIE reg-
strategy. ularization (GAIE) exhibits a notable negative

shift in the feature map distribution, suggesting
a different internal representation bias, likely due to its edge-focused nature. The model trained with
feature denoising (DENOISE) produces subtle contrast feature maps, indicating suppression of both

signal and noise, as mentioned in (Xie et al.| 2019a).

These observations support our hypothesis that
GAIE primarily captures edge features, while
meaningful object representations often require
more than edge information—such as color, con-
trast, texture and sharpness. Therefore, GFA of-
fers a more comprehensive and robust learning
signal. In fact, GAIE can be viewed as a special
case of our GFA strategy, focusing narrowly on
object edges. The enhanced robustness of the
DEEP model over FIRST may be attributed to
its ability to block and filter adversarial noise
across multiple layers, particularly in deeper
layers. This layer-wise suppression of perturba-
tions enables the DEEP model to maintain more
stable and meaningful feature representations Figure 4: Evaluation of model accuracy degra-
under attack. Experimental results indicate that dation under increasing adversarial perturbation
GFA applied to the first layer is most effective in  strength (¢) for CNNs trained with different de-
mitigating adversarial perturbations, whereas its  fense strategies against FGSM, PIFGSM, Square,
application in deeper layers offers diminished, APGD, APGDT, and EOTPGD attacks.

albeit non-negligible, robustness benefits.

= SR = S —
o
000005010015020025030035040045  0090050100150300250300350.40045  *6000030100150200250300350400:45
ion e

4.2.2 COMPARATIVE ANALYSIS OF MODEL
ROBUSTNESS AGAINST GRADIENT-BASED ATTACKS ACROSS DIFFERENT TRAINING
STRATEGIES

All training strategies are repeated five times, and the average performance for each strategy is
reported in Table 2} We observe that the model trained with the DEEP strategy achieves the highest
robustness across most attackers (attackers are configured with identical parameters). An exception
occurs with the APGDT attacker, where the model trained using the DENOISE strategy demonstrates
the best robustness. Additionally, the FAB attacker appears to be relatively ineffective under the
current configuration, offering limited degradation across all models.
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Table 2: Performance of CNN Models Trained with Different Strategies Against Various
Adversarial Attacks on CIFAR-10

N Benchmark | PGD ADV First Deep GAIE Denoise

APGDP! 0.12 +0.07 | 42.52 £ 1.2 |55.41 + 3.59(57.82 £ 5.42| 33.79 £ 3.38 |43.03 £ 3.29
APGDT 00+£0.0 |28.04+1.4|21.53 £ 4.94/19.35 + 6.93| 15.42 + 2.66 [29.34 £ 2.91
FAB™ 98.03 & 0.22]| 97.1 & 0.23 [98.55 £ 0.22|98.51 £ 0.37| 97.91 + 0.47 |96.68 + 0.39
Square®! 8.13 £ 0.51 |27.9+4.04 | 54.34 £ 4.5 |57.25 £3.27| 45.13 +2.4 |28.2 +4.87
FGSM 27.42 +1.64|53.17 £ 2.45|77.21 £+ 1.81|77.86 £ 2.36| 70.26 + 4.18 |62.57 + 3.48
MIFGSM 12.48 £+ 0.98] 23.68 £ 1.5 [74.98 £ 2.03|76.74 + 3.55| 63.56 + 5.19 [17.15 +2.83
NIFGSM 10.87 £ 1.35|24.48 + 1.25| 67.7 £ 5.83 |73.35 + 3.68|56.22 £ 11.05{17.47 £ 2.75
DIFGSM 10.03 £ 2.48|33.47 + 1.56(54.71 £ 3.99|56.41 £ 4.11| 42.37 £+ 4.46 |30.44 +2.64
FFGSM 24.52 £ 1.6 |43.56 £ 1.75(77.54 + 1.64|79.37 £ 1.86| 73.67 £ 2.57 |48.53 £ 3.28
PIFGSM 11.15 +1.59| 24.8 + 1.75 |71.47 4 2.63|73.71 £ 3.49| 68.18 £ 4.93 |15.34 + 2.66
PIFGSMPP 8.93 +1.69 |21.63 £ 1.78(71.84 +2.53| 74.31 = 3.8 | 64.43 +5.2 |13.48 £2.57
BIM 12.62 £+ 1.24{ 24.15 £ 1.9 |75.07 £ 2.49(77.01 & 3.48| 64.72 + 5.12 [16.29 £ 2.67
EOTPGD 12.29 £ 0.7 |39.78 £ 1.75|75.34 £ 2.66| 77.82 £ 2.6 | 68.55 £ 3.47 |39.54 £ 3.21
PGD 8.28 £ 1.13(24.62 £2.02|73.17 £ 2.57| 74.57 £3.6 | 62.44 £ 4.69 [16.55 £ 2.73
PGDL2 18.78 £ 0.9524.96 4 2.39|80.44 £ 1.46|84.16 1= 1.48| 71.73 4= 3.44 |27.63 £ 3.28

! All adversarial attacks are executed under identical configuration settings across models. Consequently,
the attack intensity remains consistent for all gradient-based methods. Therefore, individual configuration
details are omitted from this table for brevity.

% The adversarial robustness of the CNN model is evaluated using the four components of the AutoAttack
suite: APGD, APGDT, Square, and FAB. In this study, we report the results of each individual attacker
separately, rather than using the combined AutoAttack pipeline (Croce & Hein, |2020).

Overall, the model trained with the DEEP strategy consistently exhibits stronger robustness than
the one trained with the FIRST strategy, with an improvement of approximately 1-3% in accuracy
across most attackers. The FIRST model, in turn, outperforms the GAIE, ADV, and DENOISE
models, achieving roughly 5—15% higher accuracy compared to GAIE under the majority of attack
configurations. These results underscore the effectiveness of applying GFA across multiple layers in
suppressing adversarial perturbations and enhancing model robustness.

Figure 4] complements Table [2] by illustrating how model robustness evolves as the perturbation
magnitude € increases. The trends shown in Figure 4 are generally consistent with the results in
Table[2] Notably, for the APGDT attacker, the model trained with the DENOISE strategy continues
to outperform all other strategies when the € less than 0.15. In contrast, under the Square attack,
both the FIRST and DEEP models exhibit similar performance as € increases, indicating that deeper
regularization does not offer a significant advantage in this case. For the FGSM-based attackers,
including FGSM and PIFGSM, models trained with DEEP, FIRST, and GAIE regularization
consistently outperform those trained with ADV and DENOISE, especially as € increases. These
results further highlight the effectiveness of GFA in improving model robustness against a variety of
attack strengths.

4.2.3 COMPARATIVE ANALYSIS OF MODEL ROBUSTNESS AGAINST OTHER ATTACKS ACROSS
DIFFERENT TRAINING STRATEGIES

In Figure E], the images (a) Deep Sparse Fool, (b) Jitter, and (c) EADEN attackers illustrate adver-
sarial examples generated by attackers that do not rely on gradient-based methods but instead use
optimization-based approaches. Taking the DeepFool attacker as an example, it aims to minimize
the norm of perturbation. Therefore, DeepFool formulates the attacker as a constraint optimization
problem, as shown in Equation

flx+71%) # f(z) s.t. ||r*||, is minimized @)

where || - ||, represents the L,-norm of the perturbation. At each iteration, the classifier is localized
as a linear function around the current input x;. If we assume that the classifier is differentiable, for
each class i, the first-order Taylor expansion around z; can be obtained, as shown in Equation

fi(x) = filae) + Vfila) (x - 22) ®
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The decision boundary between the current class k (where k = argmax; f;(z) and any
other class j is approximated by a hyperplane. However, in the context of model trained
by GFA regularization, the direction the DeepFool searches corresponds to radial directions
of the input sample, which are the robustest direction naturally for most of the models.
As a result, the generated adversarial pertur-
e bations are no longer imperceptible, as shown
in Figure |§L Advanced methods like C&W,
EADEN, lJitter, and JSMA refine DeepFool’s
framework but fundamentally still explore ra-
dial directions in the input space. However, for
most models, the radial direction is naturally the
most robust. Consequently, these methods tend
to generate large and visible perturbations, mak-
ing their adversarial examples less effective, as
g & % % & g e m Sl el e seen in the examples from (a) Deep Sparse Fool,
(b) Jitter, and (c) EADEN in Figure [5] More
interestingly, for (b) Jitter, the generated adver-
sarial noise simply takes the shape of a horse
for the models trained with the GFA regular-
izer, since the background is consistently black.
For (d) OnePixel attacker, a black-box and un-
structured perturbation strategy, the perturbation
it generates should be similar in size.It is also
observed that the model trained with the Deep-
Defense strategy has more robust performance
on average. The consistent performance gains
under a wide range of structured attacks high-
light the effectiveness and general resilience of the proposed defense. Additional experimental results
are provided in Appendix [A]

Figure 5: Comparison of the robustness of six
training strategies (Benchmark, Adv, First, Deep,
GAIE, Denoise) under four adversarial attacks: (a)
Deep Sparse Fool, (b) Jitter, (c) EADEN, and (d)
OnePixel. Each sub-image illustrates how a single
sample is perturbed by one attacker and evaluated
across different models. The numbers on top of the
second row of each sub-figure indicate the noise
intensity (measured in mean square error) applied
to the perturbed samples.

5 CONCLUSION AND FUTURE WORK

This paper proposed DeepDefense, a simple yet powerful defense strategy that applies GFA across
different layers of a neural network. By aligning the gradient of the loss with the input features at
each layer, our method forces adversarial perturbations to move in directions that are naturally less
effective. This results in a flatter and more stable loss landscape, helping models resist a wide range
of attacks.

We supported our approach with both theoretical analysis and empirical experiments using CNNs
and MLPs. The results showed that DeepDefense outperforms standard training, adversarial training,
and other regularization methods in terms of robustness. In particular, DeepDefense-trained models
require stronger and more visible perturbations to be fooled, which makes them more reliable and
secure.

Notably, DeepDefense is model-agnostic, lightweight in implementation, and broadly compatible
with standard architectures. These qualities position it as a practical and scalable solution for building
more resilient deep learning systems. In future work, we plan to apply DeepDefense to larger models
and more complex datasets. We are also interested in combining our method with other certified
defenses to provide stronger guarantees of robustness. Finally, we will explore whether GFA can
also improve the model’s ability to understand important features in the input and adapt to new
environments or slightly different data distributions.

REFERENCES

Imran Ahmed, Misbah Ahmad, Muftooh Ur Rehman Siddiqi, Abdellah Chehri, and Gwangill Jeon.
Towards Al-Powered Edge Intelligence for Object Detection in Self-Driving Cars: Enhancing IoV
Efficiency and Safety. IEEE Internet of Things Journal, 2025.



Under review as a conference paper at ICLR 2026

Abdullah Al Siam, Md Maruf Hassan, and Touhid Bhuiyan. Artificial Intelligence for Cybersecurity:
A State of the Art. In 2025 IEEE 4th International Conference on Al in Cybersecurity (ICAIC), pp.
1-7. IEEE, 2025.

Anish Athalye, Nicholas Carlini, and David Wagner. Obfuscated gradients give a false sense of
security: Circumventing defenses to adversarial examples. In International conference on machine
learning, pp. 274-283. PMLR, 2018.

Tao Bai, Jingi Luo, Jun Zhao, Bihan Wen, and Qian Wang. Recent advances in adversarial training
for adversarial robustness. arXiv preprint arXiv:2102.01356, 2021.

Alvin Chan, Yi Tay, and Yew-Soon Ong. What it thinks is important is important: Robustness
transfers through input gradients. In Proceedings of the IEEE/CVF Conference on Computer Vision
and Pattern Recognition, pp. 332-341, 2020.

Jeremy Cohen, Elan Rosenfeld, and Zico Kolter. Certified adversarial robustness via randomized
smoothing. In international conference on machine learning, pp. 1310-1320. PMLR, 2019.

Francesco Croce and Matthias Hein. Reliable evaluation of adversarial robustness with an ensemble
of diverse parameter-free attacks. In International conference on machine learning, pp. 2206-2216.
PMLR, 2020.

Sumanth Dathathri, Stephan Zheng, Tianwei Yin, Richard M Murray, and Yisong Yue. Detecting
adversarial examples via neural fingerprinting. arXiv preprint arXiv:1803.03870, 2018.

Guneet S Dhillon, Kamyar Azizzadenesheli, Zachary C Lipton, Jeremy D Bernstein, Jean Kossaifi,
Aran Khanna, and Animashree Anandkumar. Stochastic Activation Pruning for Robust Adversarial
Defense. In International Conference on Learning Representations, 2018.

Yinpeng Dong, Fangzhou Liao, Tianyu Pang, Hang Su, Jun Zhu, Xiaolin Hu, and Jianguo Li. Boosting
adversarial attacks with momentum. In Proceedings of the IEEE conference on computer vision
and pattern recognition, pp. 9185-9193, 2018.

Roy Ganz, Bahjat Kawar, and Michael Elad. Do perceptually aligned gradients imply robustness? In
International Conference on Machine Learning, pp. 10628—-10648. PMLR, 2023.

Lianli Gao, Qilong Zhang, Jingkuan Song, Xianglong Liu, and Heng Tao Shen. Patch-wise attack
for fooling deep neural network. In Computer Vision—-ECCV 2020: 16th European Conference,
Glasgow, UK, August 23-28, 2020, Proceedings, Part XXVIII 16, pp. 307-322. Springer, 2020a.

Lianli Gao, Qilong Zhang, Jingkuan Song, and Heng Tao Shen. Patch-wise++ perturbation for
adversarial targeted attacks. arXiv preprint arXiv:2012.15503, 2020b.

Ian J Goodfellow, Jonathon Shlens, and Christian Szegedy. Explaining and harnessing adversarial
examples. arXiv preprint arXiv:1412.6572, 2014.

Henry Gouk, Eibe Frank, Bernhard Pfahringer, and Michael J Cree. Regularisation of neural networks
by enforcing lipschitz continuity. Machine Learning, 110:393-416, 2021.

Sven Gowal, Krishnamurthy Dvijotham, Robert Stanforth, Rudy Bunel, Chongli Qin, Jonathan
Uesato, Relja Arandjelovic, Timothy Mann, and Pushmeet Kohli. On the effectiveness of interval
bound propagation for training verifiably robust models. arXiv preprint arXiv:1810.12715, 2018.

Haseeb Javed, Shaker El-Sappagh, and Tamer Abuhmed. Robustness in deep learning models for
medical diagnostics: security and adversarial challenges towards robust Al applications. Artificial
Intelligence Review, 58(1):1-107, 2025.

Sanjay Kariyappa and Moinuddin K Qureshi. Improving adversarial robustness of ensembles with
diversity training. arXiv preprint arXiv:1901.09981, 2019.

Kimin Lee, Kibok Lee, Honglak Lee, and Jinwoo Shin. A simple unified framework for detecting
out-of-distribution samples and adversarial attacks. Advances in neural information processing
systems, 31, 2018.

10



Under review as a conference paper at ICLR 2026

Alexander Levine and Soheil Feizi. (De) randomized smoothing for certifiable defense against patch
attacks. Advances in neural information processing systems, 33:6465-6475, 2020.

Ci Lin, Tet Hin Yeap, and Iluju Kiringa. On the Basin of Attraction and Capacity of Restricted
Hopfield Network as an Auto-Associative Memory. In 2023 International Conference on Cyber-
Enabled Distributed Computing and Knowledge Discovery (CyberC), pp. 146—154, 2023. doi:
10.1109/CyberC58899.2023.00033.

Ci Lin, Futong Li, Patrick Killeen, Tet Yeap, and Iluju Kiringa. Agriculture-informed neural networks
for predicting nitrous oxide emissions. ACM Transactions on Internet of Things, 5(4):1-23, 2024a.

Ci Lin, Tet Yeap, and Iluju Kiringa. Subspace Rotation Algorithm for Training Restricted Hopfield
Network. In 2024 IEEE 36th International Conference on Tools with Artificial Intelligence (ICTAI),
pp. 740-747, 2024b. doi: 10.1109/ICTAI62512.2024.00110.

Jiadong Lin, Chuanbiao Song, Kun He, Liwei Wang, and John E Hopcroft. Nesterov accelerated
gradient and scale invariance for adversarial attacks. arXiv preprint arXiv:1908.06281, 2019.

Kang Liu, Brendan Dolan-Gavitt, and Siddharth Garg. Fine-pruning: Defending against backdooring
attacks on deep neural networks. In International symposium on research in attacks, intrusions,
and defenses, pp. 273-294. Springer, 2018a.

Ling Liu, Wenqi Wei, Ka-Ho Chow, Margaret Loper, Emre Gursoy, Stacey Truex, and Yanzhao Wu.
Deep neural network ensembles against deception: Ensemble diversity, accuracy and robustness.
In 2019 IEEE 16th international conference on mobile ad hoc and sensor systems (MASS), pp.
274-282. 1IEEE, 2019.

Xuanging Liu, Minhao Cheng, Huan Zhang, and Cho-Jui Hsieh. Towards robust neural networks via
random self-ensemble. In Proceedings of the european conference on computer vision (ECCV), pp.
369-385, 2018b.

Xuanging Liu, Yao Li, Chongruo Wu, and Cho-Jui Hsieh. Adv-BNN: Improved Adversarial Defense
through Robust Bayesian Neural Network. In International Conference on Learning Representa-
tions, 2018c.

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu.
Towards deep learning models resistant to adversarial attacks. stat, 1050:9, 2017.

Xiaofeng Mao, Gege Qi, Yuefeng Chen, Xiaodan Li, Ranjie Duan, Shaokai Ye, Yuan He, and Hui
Xue. Towards robust vision transformer. In Proceedings of the IEEE/CVF conference on Computer
Vision and Pattern Recognition, pp. 12042-12051, 2022.

Anh Nguyen, Jason Yosinski, and Jeff Clune. Deep neural networks are easily fooled: High confidence
predictions for unrecognizable images. In Proceedings of the IEEE conference on computer vision
and pattern recognition, pp. 427436, 2015.

Weili Nie, Brandon Guo, Yujia Huang, Chaowei Xiao, Arash Vahdat, and Animashree Anandkumar.
Diffusion Models for Adversarial Purification. In International Conference on Machine Learning,
pp. 16805-16827. PMLR, 2022.

Tianyu Pang, Kun Xu, Chao Du, Ning Chen, and Jun Zhu. Improving adversarial robustness via
promoting ensemble diversity. In International Conference on Machine Learning, pp. 4970-4979.
PMLR, 2019.

Adrian Rodriguez-Mufioz, Tongzhou Wang, and Antonio Torralba. Characterizing Model Robustness
via Natural Input Gradients. In European Conference on Computer Vision, pp. 161-178. Springer,
2024.

Andrew Ross and Finale Doshi-Velez. Improving the adversarial robustness and interpretability of

deep neural networks by regularizing their input gradients. In Proceedings of the AAAI conference
on artificial intelligence, volume 32, 2018.

11



Under review as a conference paper at ICLR 2026

Ali Shafahi, Mahyar Najibi, Mohammad Amin Ghiasi, Zheng Xu, John Dickerson, Christoph Studer,
Larry S Davis, Gavin Taylor, and Tom Goldstein. Adversarial training for free! Advances in neural
information processing systems, 32, 2019.

F Tramer, D Boneh, A Kurakin, I Goodfellow, N Papernot, and P McDaniel. Ensemble adversarial
training: Attacks and defenses. In 6th International Conference on Learning Representations,
ICLR 2018-Conference Track Proceedings, 2018.

Florian Tramer, Alexey Kurakin, Nicolas Papernot, Ian Goodfellow, Dan Boneh, and Patrick Mc-
Daniel. Ensemble adversarial training: Attacks and defenses. arXiv preprint arXiv:1705.07204,
2017.

Yusuke Tsuzuku, Issei Sato, and Masashi Sugiyama. Lipschitz-margin training: Scalable certification
of perturbation invariance for deep neural networks. Advances in neural information processing
systems, 31, 2018.

Zeyu Wang, Xianhang Li, Hongru Zhu, and Cihang Xie. Revisiting adversarial training at scale.
In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pp.
24675-24685, 2024.

Eric Wong, Leslie Rice, and J Zico Kolter. Fast is better than free: Revisiting adversarial training. In
International Conference on Learning Representations, 2020.

Cihang Xie, Yuxin Wu, Laurens van der Maaten, Alan L Yuille, and Kaiming He. Feature denoising
for improving adversarial robustness. In Proceedings of the IEEE/CVF conference on computer
vision and pattern recognition, pp. 501-509, 2019a.

Cihang Xie, Zhishuai Zhang, Yuyin Zhou, Song Bai, Jianyu Wang, Zhou Ren, and Alan L Yuille.
Improving transferability of adversarial examples with input diversity. In Proceedings of the
IEEE/CVF conference on computer vision and pattern recognition, pp. 2730-2739, 2019b.

Hongyang Zhang, Yaodong Yu, Jiantao Jiao, Eric Xing, Laurent El Ghaoui, and Michael Jordan.
Theoretically principled trade-off between robustness and accuracy. In International conference
on machine learning, pp. 7472-7482. PMLR, 2019.

Ce Zhou, Qian Li, Chen Li, Jun Yu, Yixin Liu, Guangjing Wang, Kai Zhang, Cheng Ji, Qiben Yan,
Lifang He, et al. A comprehensive survey on pretrained foundation models: A history from bert to
chatgpt. International Journal of Machine Learning and Cybernetics, pp. 1-65, 2024.

Zhengxia Zou, Keyan Chen, Zhenwei Shi, Yuhong Guo, and Jieping Ye. Object detection in 20 years:
A survey. Proceedings of the IEEE, 111(3):257-276, 2023.

12



Under review as a conference paper at ICLR 2026

TABLE OF CONTENTS

I Introduction| 1
[LT_Motivation and Contribution] . . . . . . . . . .. .. 2
[1.2 Organization]. . . . . . . . . . . . i e e e e e 2

2_Related Work] 3

[3  Mathematical Formulation for DeepDefense Framework| 3

3.1 Gradient-Feature Alignment Regularization| . . . . . .. ... ... ... .. ...

3.2 DeepDefense: Layer-Wise Applicationof GFA| . . . . . .. ... ... ... ... 4

[ Experiment and Discussion| 5

4.1 Experiment Configuration| . . . . . .. .. ... ... ... ... ... ...

4.2 Case Study: Convolutional Neural Networks on CIFAR-10 . . . . . ... ... .. 6
__Conclusion and Future Work| 9
[A" More Experiment Data for CNN model trained on CIFARI( Dataset| 13

IA.1 CNN Architecture Description| . . . . . . . ... .. ... ... ... ..., . 13

IA.2  DeepDefense Performance Against Gradient-Based Adversarial Attacks| . . . . . . 14

|IA.3  DeepDetfense Performance Against Optimization-Based Adversarial Attacks|. . . . 14
[BAdditional Experiments for MLP model trained on Fashion MNIST] 18

IB.1 Architecture of MLPs in the Exploration| . . . . . . . ... ... ... .. .. ... 18

IB.2 Layer-Wise GFA Regularization Values for MLPs| . . . . . .. ... ... ..... 19

IB.3  Evaluation of Adversarial Robustness in MLPs Trained with Different Strategies| . 19

A  MORE EXPERIMENT DATA FOR CNN MODEL TRAINED ON CIFAR10
DATASET

Through extensive experimentation and empirical observation, we find that incorporating gradient
norm regularization at each layer can lead to a marginal improvement in model performance when
training with the DeepDefense framework, especially when gradient-feature regularization is already
applied. However, to better isolate and highlight the contribution of gradient-feature regularization, we
focus solely on this technique in the current study. The combination of gradient norm regularization
and gradient-feature regularization is identified as a promising direction and is therefore left for future
exploration. We would also observed that the model trained with the gradient norm regularization
only could not surpass the resistance of the models trained by the GFA, therefore, we do not discuss
the models trained by GNR in the following experiments. It is observed that the GNR value is
supposed to be small if the model is converged perfectly. Therefore, it is meaningless to discuss the
GNR value solely.

A.1 CNN ARCHITECTURE DESCRIPTION
The CNN model used in our experiments is a shallow convolutional network designed for CIFAR-10

classification. It consists of two convolutional layers, each followed by a max-pooling layer, and a
fully connected head composed of three linear layers, as shown in Table[3]
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Table 3: CNN Architecture Summary

Layer Type Input Shape Output Shape Param #

Conv2d [Batch, 3, 32, 32] [Batch, 32, 32, 32] 896
MaxPool [Batch, 32, 32, 32] [Batch, 32, 16, 16] 0
Conv2d [Batch, 32, 16, 16] [Batch, 32, 16, 16] 9248

MaxPool [Batch, 32, 16, 16]  [Batch, 32, 8, 8] 0
Linear [Batch, 2048] [Batch, 1000] 2048000
Linear [Batch, 1000] [Batch, 600] 600000
Linear [Batch, 600] [Batch, 10] 6000

A.2 DEEPDEFENSE PERFORMANCE AGAINST GRADIENT-BASED ADVERSARIAL ATTACKS

FGSM is a one-step attack that generates adversarial examples by perturbing an input in the direction
of the gradient of the loss function to maximize misclassification. The adversarial sample is computed
using ' = x +€-sign(V,J(x, y)), where e controls the magnitude of the perturbation, J(z, y) is the
loss function, and V. J(z,y) is its gradient with respect to the input (Goodfellow et al., 2014). Other
FGSM-based attacks include the Momentum Iterative Fast Gradient Sign Method (MIFGSM) (Dong
et al.} 2018)), Nesterov Iterative Fast Gradient Sign Method (NIFGSM) (Lin et al., [2019), Diverse
Input Fast Gradient Sign Method (DIFGSM) (Xie et al.,[2019b)), Fast FGSM (FFGSM) (Wong et al.|
2020), Projected Iterative Fast Gradient Sign Method (PIFGSM) (Gao et al., [2020a), and Projected
Iterative Fast Gradient Sign Method++ (PIFGSM++) (Gao et al.,[2020b), among others.

The Projected Gradient Descent (PGD) attack is an iterative, stronger variant of FGSM that generates
adversarial examples by applying multiple small perturbation steps while ensuring the perturbed
input remains within a predefined /,-norm ball around the original input, as shown in Equation E]
(Madry et al.|[2017).

Topr = p (o) (20 + o - sign(VeJ (24, 9))) )]

where Il g _(,) projects z; back into the /,-norm ball of radius € around z, « is the step size, and
V. J (¢, y) is the input gradient. Other PGD variants include the BIM (Kariyappa & Qureshi, 2019),
Expectation Over Transformation Projected Gradient Descent (EOTPGD) (Liu et al., 2018c)), and
Projected Gradient Descent with [,-Norm Constraint (PGDL2) (Madry et al.,[2017).

Figure [6] presents extended robustness evaluations of CNN models trained with different defense
strategies under nine additional gradient-based attacks: DIFGSM, PIFGSMPP, FFGSM, MIFGSM,
NIFGSM, BIM, FAB, PGD, and PGDL2. Each curve illustrates how model accuracy degrades as
the adversarial perturbation strength (¢) increases. These results, which complement the findings
in Figure [d] further demonstrate the enhanced robustness of GFA-trained models—particularly the
DEEP strategy. Notably, the DEEP strategy consistently outperforms the other approaches by a
substantial margin across a wide range of attacks.

A.3 DEEPDEFENSE PERFORMANCE AGAINST OPTIMIZATION-BASED ADVERSARIAL
ATTACKS

A.3.1 DETAILED ANALYSIS OF DEEPDEFENSE AGAINST DEEPFOOL ATTACK

For the DeepFool attacker algorithm, its aim is to minimize the norm of perturbation. Therefore,
DeepFool formulates the attacker as a constraint optimization problem.

Given a classifier f: R? — RC, where d is the input dimension and C is the number of classes, we aim
to find the minimal perturbation r* such that the classifier assigns a different label to the perturbed
input, as shown in Equation [0}

flz+1%) # f(z) s.t. ||r*||p is minimized (10)

where || - ||, represents the L,-norm of the perturbation.
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Figure 6: Accuracy curves of CNN models trained with different strategies under increasing adversar-
ial perturbation strength (¢) for additional gradient-based attacks, including DIFGSM, PIFGSMPP,
FFGSM, MIFGSM, NIFGSM, BIM, FAB, PGD, and PGDL2.
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Figure 7: Models Attacked by Deep Fool Attacker. The numbers on top of the second row indicate
the noise intensity applied to the perturbed samples.
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At each iteration, the classifier is localized as a linear function around the current sample z;. If we
assume that the classifier is differentiable, for each class 4, the first-order Taylor expansion around x;
can be obtained, as shown in Equation[T1]

fi(z) = filze) + V filz) " (@ — 20) (In

The decision boundary between the current class k (where k = arg max; f;(x) and any other class j
is approximated by a hyperplane.

However, in deep defense, it aims to align the gradient with the feature, which means that the second
term in the first-order Taylor expansion V f;(x;)” (z — x,) will be enlarged while the classifier can
still return the correct labels. It counters to the DeepFool algorithm, nullifying its attack effect. As
shown in Figure[7] if the deep fool wants to fool the model, the perturbation is very large and it is
straightforward to be perceived by the person or detected by other approaches.

A.3.2 DETAILED ANALYSIS OF DEEPDEFENSE AGAINST EADENL1 ATTACK

Adv

0.00029 0.00088 0.00351

Benchmark

First Deep GAIE Denoise

1.2211

automobile automobile automobile

Figure 8: Models Attacked by EADENLI1 Attacker. The numbers on top of the second row indicate
the noise intensity applied to the perturbed samples.

_automobile

EADEN extends the Carlini & Wagner (C&W) attack by incorporating Elastic-Net regularization,
combining both L; and Ly norms for enhanced sparsity and transferability. The general objective
function for the EADEN is shown in Equation T2}

minc- fx,t) + Bllz — zoly + ||z — 0|3, s.t.x €[0,1]7 (12)

where f(z,t) = max (max;x Z(x); — Z(z)s, —k) is the margin-based adversarial loss, and
controls the sparsity of L1.

Then from the objective function, the gradient of input z* against the objective could be computed,
as shown in Equation 3]

Vg(a¥) = ¢V, f(a" ) + 2(zF — x0) (13)

where V. f(z*,t) = V. Z(2)j+ — V. Z(z), with j* = argmax;; Z(z);.

Then we can update the adversarial sample with Iterative Shrinkage-Thresholding Algorithm (ISTA),
as shown in Equation[T4]
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zhl = Sp (a:k — oszg(xk)) (14)

where Sj is the shrinkage-thresholding function, as shown in Equation@

min(z; — B,1) ifz —zo; > 5
S(2)i =< %o, if |2, —mo| < B (15)
max(z; + 3,0) ifz; —xzo; < —f
It is observed that when 8 = 0, EADEN reduces to C&W (L--attack). The combination of L and
L, generates a sparse and imperceptible perturbations.

Now, assuming that the MSE is used as the loss function, then the input gradient against the loss
function V,.J () and the V,Z(z) is differ in one terms, as shown in Equation[16]

Vol (z) = Va2 (2) - (Z(z) - y) (16)

It is straightforward to note that for the rate of change of the i-th logit with respect to the j-th input
feature is shown in Equation[T7]

V. Z(x) = yx (17)

where -y is a constant. Although, EADEN, EADLI1, and C&W are all optimization-based and use
iterations to generate the adversarial samples, it is highly possible that the perturbation direction is
aligned with the direction of original samples, as shown in Figure[8] in which, the perturbation for
the model trained by deepdefense achieve the best performace in defeating the adversarial samples
generated by C&W, EADEN, and EADLI. It can easily observed that the perturbation direction is
basically aligned with the original samples, making the adversarial attack less effective.

A.3.3 DETAILED ANALYSIS OF DEEPDEFENSE AGAINST JSMA ATTACK
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Figure 9: Models Attacked by JSMA Attacker. The numbers on top of the second row indicate the
noise intensity applied to the perturbed samples.

The Jacobian-based Saliency Map Attack (JSMA) is a white-box, targeted adversarial attack that
selectively modifies a small number of input features (pixels) to force a neural network into misclas-
sifications. The objective function for the JSMA is similar to the DeepFool, as shown in Equation
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flz+7r*) # f(x) s.t. ||r]|o is minimized (18)

where || - ||o represents the Lo-norm of the perturbation.

Similar to C&W, EADEN, and EADLI, JSMA relies on the Jacobian matrix of the network’s logits
Z(x), as shown in Equation [19]

T(z) = [fgﬂ (19)

where each entry represents the rate of change of the i-th logit with respect to the j-th input feature.

For a given target class ¢, we extract the input gradient, as shown in Equation [20]

V.2 = ooy 20
t(x) |: 8:01 8xN ( )
which tells us which features increase the probability of class .
The saliency score S(z) for each input feature x; is defined as in Equation
0Z(x 0Zy(x
S(wj) = a;(, = a’;(-) @n
J k£t J

which identifies features that increase Z;(x) (the logit of the target class) and decrease Zy(x) for all
other classes k # t.

Once the Jacobian matrix Jy(z) is computed, the feature j* with the highest saliency score was
selected, as shown in Equation[22]

j* = argmax.S(x;) (22)
J

Then we could modify the most salient features to fool the model misclassify the images, as shown in
Equation

(t+1) _ @) o 0Z(x)
T =2,/ + «-sign <8 (23)

While, similarly to the analysis for C&W, EADEN, and EADL1, the each term in the Jacobian matrix
is only different from the input gradient in one term, and they are all aligned with the original samples,
but differ in intensity. Therefore, the perturbation generated by the JSMA based on the model trained
by deepdefense strategy, even if it is a sparse attacker, the pixels that need to be adjusted is more
evenly distributed across the entire images, as shown in Figure 0] in which the model trained by deep
defense (first, consistency and alternation) strategy, the updated pixels are more evenly distributed
than the other methods.

B ADDITIONAL EXPERIMENTS FOR MLP MODEL TRAINED ON FASHION
MNIST

B.1 ARCHITECTURE OF MLPS IN THE EXPLORATION

To further evaluate the effectiveness and generalizability of the proposed DeepDefense framework,
we conduct additional experiments using a Multilayer Perceptron (MLP) trained on the Fashion
MNIST dataset. The architecture of the MLP model used in this study is summarized in Table [4]
It consists of three fully connected layers: the first layer maps the 784-dimensional flattened input
image to 600 neurons, the second layer reduces it to 300 neurons, and the final output layer consists
of 10 neurons corresponding to the 10 fashion categories. The hyperbolic tangent (tanh) function is
used as the activation function for the hidden layers.
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We deliberately use a three-layer structure to enable the evaluation of DeepDefense across different
depths of the MLP. This design allows us to analyze how applying Gradient-Feature Alignment
(GFA) regularization at different layers—individually or jointly—impacts model robustness against
adversarial attacks. By comparing strategies such as applying GFA to the first layer only versus
applying it to the first two layers (DEEP), we aim to understand how the depth of regularization
affects adversarial resilience in fully connected networks.

Table 4: MLP Architecture Summary

Layer Type Input Shape Output Shape Param #
Linear [Batch, 784]  [Batch, 600] 470400
Linear [Batch, 600]  [Batch, 300] 180000
Linear [Batch, 300] [Batch, 10] 3000

B.2 LAYER-WISE GFA REGULARIZATION VALUES FOR MLPS

Table 5: GFA Regularization Values for Models Trained with Different Strategies!"

Strategies | Dataset GFA Regularization Value

MLP train | 0.0003 &£ 0.0013 | 0.0002 £ 0.0015 | 0.0001 % 0.0028
test 0.0029 £ 0.0013 | 0.0019 £ 0.0015 | 0.0051 £ 0.0024

ADV train | -0.0096 + 0.0048 | -0.0146 £ 0.0043 | -0.0149 £ 0.0082
test -0.0022 £+ 0.0044 | -0.0115 £ 0.0043 | -0.0116 £ 0.0075

FIRST train 0.985 £ 0.0012 -0.013 £0.001 | -0.0277 £ 0.0472
test 0.8417 £ 0.0049 | -0.0117 £ 0.0009 | -0.0232 £ 0.0442

DEEP train | 0.9694 £ 0.0017 | 0.9376 &+ 0.0035 | 0.7469 + 0.0463
test 0.85 £ 0.005 0.8468 = 0.0051 | 0.6946 £ 0.0439

! Although GFA regularization is explicitly applied only in FIRST and DEEP,
GFA values are calculated for all models to evaluate the impact of GFA on model
robustness. For comparison purpose, on the training dataset, at the first layer, the
GFA value difference between FIRST and DEEP is not significantly.

In our evaluation of layer-wise GFA regularization on MLPs trained with the FashionMNIST dataset,
we observed that the GFA values at the first layer are quite similar between the FIRST and DEEP
strategies on the training set. This design ensures a fair comparison by isolating the influence of
deeper layer alignment. Notably, FashionMNIST, being a relatively clean and structured dataset,
allows GFA regularization to generalize smoothly from the training to the testing distribution.

Interestingly, the MLP trained with adversarial training (ADV) exhibited slightly higher GFA values
compared to the standard MLP, suggesting that GFA may capture underlying changes in the gradient
landscape introduced by adversarial learning. This subtle increase implies a potential connection
between GFA values and the geometry of the loss surface—specifically, that larger GFA values may
correspond to flatter loss surfaces, which in turn are associated with improved robustness. This
observation supports the hypothesis that GFA not only regularizes gradient direction but also serves
as an implicit indicator of model sensitivity to adversarial noise.

B.3 EVALUATION OF ADVERSARIAL ROBUSTNESS IN MLPS TRAINED WITH DIFFERENT
STRATEGIES

Table [6] presents the adversarial robustness of MLPs trained with various strategies, assessed against
a wide range of attacks. Overall, the DEEP strategy, which applies GFA regularization across
multiple layers, consistently achieves the highest robustness across most attackers. This includes both
gradient-based and optimization-based methods, demonstrating that deeper alignment of gradients
with feature representations enhances the model’s resilience to adversarial perturbations.

However, for a subset of attacks—namely APGD, APGDT, and Square—the model trained using the
FIRST strategy (GFA applied only at the first layer) slightly outperforms the DEEP-trained model in

19



1026
1027
1028
1029
1030
1031

1032
1033
1034
1035
1036
1037
1038
1039
1040
1041

1042
1043
1044
1045
1046
1047
1048
1049
1050
1051

1052
1053
1054
1055
1056
1057
1058
1059
1060
1061
1062
1063
1064
1065
1066
1067
1068
1069
1070
1071
1072
1073
1074
1075
1076
1077
1078
1079

Under review as a conference paper at ICLR 2026

Accuracy vs Epsilon (FGSM)

Accuracy
v
(=]

30
20

—e— Benchmark
—— Adv
—e— First
—¥— Deep

00,00 0.050.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

10

Accuracy vs Epsilon (PIFGSM)

Accuracy vs Epsilon (FFGSM)
100

90
80
70
60
50

Accuracy

40
30

20
—— Benchmark
—— Adv
—e— First
—*— Deep

00,00 0.050.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

10

Accuracy vs Epsilon (PIFGSMPP)

Accuracy vs Epsilon (DIFGSM)

100
90
80
70
60
50
40

30

Accuracy

20

10
—— Deep
0 0.000.050.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

Accuracy vs Epsilon (MIFGSM)

100
920
80
70
60
50

Accuracy

40
30
20

—=— Benchmark
A

10 o A
—+ Deep

~0.000.050.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

Accuracy vs Epsilon (APGD)

100
920
80
70
60
50

Accuracy

40
30

20

—e— Benchmark
-

10
—— Frst
0 — Deep

0.000.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

Accuracy vs Epsilon (Square)

100
90
80
70
60
50

Accuracy

40
30

20
e Benchmark
o adv

10 o Fist
—+— Deep

00.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon
Accuracy vs Epsilon (APGDT)

100
90
80
70
60
50

Accuracy

40
30
20

—— Benchmark
100 e pav
—e— Frst
0 —* Deep

0.000.050.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

Accuracy vs Epsilon (PGD)

Accuracy
w
o

—e— Benchmark

—e— Frst
0 —* Deep

0.000.050.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

Accuracy vs Epsilon (NIFGSM)

Accuracy
w
o

20
—a— Benchmark
o Adv

10 o fiest
—+ Deep

006.000.050.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

100
90
80
70
60
50

Accuracy

40
30
20
10 4 fs

00,00 0.050.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

Accuracy vs Epsilon (BIM)
100

90
80
70
60
50

Accuracy

40
30
20
10 o frst

00.000.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

Accuracy

100
90
80
70
60
50
40
30

10 —e— First
—+— Deep

00.000.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

Accuracy vs Epsilon (EOTPGD)

100
90
80
70
60
50
40

30

Accuracy

20
10 o first
—+— Deep

0 0.000.050.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

100 Accurac¥ 'S Eg lon (PGDL2)
90

80
70
60

50

Accuracy

40
30

20
—=— Benchmark
—— Ady
—e— First
—*— Deep

0 0.000.050.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

10

Accuracy vs Epsilon (FAB)

100
90
80
70
60
50

Accuracy

40
30
20

-
10 o st

00.000.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45
Epsilon

Figure 10: MLPs Attacked by Gradient-based Adversarial Attackers with Increasing e
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Table 6: Performance of MLP Trained with Different Strategies Against Various Adversarial

Attacks
Strategy Benchmark PGD ADV First Deep

m\ Intensive Accuracy Intensive Accuracy Intensive Accuracy Intensive Accuracy
APGD 0.0545 £ 0.0008 0.42 4 0.36 [0.0354 4= 0.0011 42.09 + 2.15[0.0121 + 0.0024 73.43 £ 2.6 [0.0265 + 0.0037 43.46 + 6.7
APGDT 0.0432 £ 0.0004 0.0 £ 0.01 | 0.036 4= 0.001 38.18 £ 2.01[0.0254 & 0.0005 43.54 £ 2.3 [0.0385 £ 0.0011 16.96 & 2.19
Square 0.0591 £ 0.0006 10.88 = 1.07{0.0239 £ 0.0006 64.05 £ 0.96]0.0342 & 0.0022 49.11 =+ 2.8 |0.0354 £ 0.0017 47.85 4 2.61
FGSM 0.1076 £ 0.0001 45.8 4 0.99 [0.1059 £ 0.0005 73.84 + 0.86/0.0573 £ 0.0002 92.22 + 0.34(0.0573 £ 0.0003 94.0 + 0.39
MIFGSM 0.0509 £ 0.0002 28.17 % 0.99[0.0507 4 0.0003 63.74 £ 1.16]0.0332 & 0.0001 89.14 £ 0.53]0.0334 + 0.0001 93.58 £ 0.38
NIFGSM 0.0518 £ 0.0002 24.19 & 1.21]0.0481 £ 0.0001 65.2 & 1.06 [0.0333 & 0.0001 88.05 £ 0.51]0.0335 &£ 0.0001 92.91 £ 0.31
DIFGSM 0.03 £ 0.0007 40.36 & 1.36{0.0332 &+ 0.0005 77.03 £ 0.99{0.0176 &+ 0.0011 89.45 + 0.44(0.0164 + 0.0008 91.35 + 0.73
FFGSM 0.0308 + 0.0 55.56 £ 0.94]0.0304 £ 0.0002 90.29 4 0.55 0.0181 + 0.0 93.88 + 0.21[0.0175 £ 0.0001 95.28 + 0.21
PIFGSM 0.061 £ 0.0001 22.54 & 1.27[0.0613 £ 0.0003 59.11 £ 1.7 | 0.035 £ 0.0002 87.67 &£ 0.52[0.0348 & 0.0001 91.84 £ 0.39
PIFGSMPP 0.0616 £ 0.0002 14.56 = 1.14{0.0619 £ 0.0002 48.6 & 2.14 | 0.035 £ 0.0002 86.86 £ 0.58]0.0348 & 0.0001 91.12 £ 0.37
BIM 0.0523 £ 0.0005 25.42 + 1.16/0.0529 £ 0.0002 61.23 + 1.32]|0.0329 £ 0.0001 88.85 4 0.47]|0.0332 &+ 0.0001 92.89 + 0.35
EOTPGD 0.0288 + 0.0  44.9 £ 0.96 [0.0293 £ 0.0001 87.92 4 0.49[0.0174 £ 0.0001 92.48 + 0.26| 0.0169 £+ 0.0 94.71 + 0.16
PGD 0.0526 £ 0.0004 20.3 & 1.48 [0.0536 £ 0.0002 60.65 £ 1.69[0.0316 & 0.0001 89.07 £ 0.5 [0.0318 & 0.0001 93.06 + 0.3
PGDL2 0.005 + 0.0 49.94 4+ 1.07| 0.005+ 0.0 70.06 & 0.28| 0.0049 + 0.0 91.57 & 0.34| 0.0049 + 0.0 94.98 + 0.23

1 All the attackers are using the same configuration when attacking the model, the noise intensive is demonstrated to evaluate the attack intensity of the
corresponding attacker.

terms of test accuracy. Despite this, a closer examination of the adversarial perturbation intensity
reveals that the differences in robustness between FIRST and DEEP under these attacks are relatively
minor. Both models exhibit comparable levels of resistance to perturbations, suggesting that the
marginal advantage of FIRST in these cases may stem from stochastic variation or overfitting to
early-layer representations, rather than a substantial difference in defense effectiveness.

Figure [I0]illustrates the robustness of MLP models trained with different strategies as the adversarial
perturbation strength (€) increases under various gradient-based attackers. It is evident that the
MLP trained using the DEEP strategy consistently outperforms other training strategies across most
attacks. The performance gap becomes especially pronounced as the perturbation magnitude grows,
demonstrating the superior stability and resilience provided by layer-wise GFA regularization.

However, an exception is observed with APGD, APGDT, and Square attacks, where the model trained
with gradient-feature alignment at the first layer (FIRST strategy) achieves slightly higher accuracy
than the DEEP-trained model. This observation is consistent with the results reported in Table [6}
confirming that under specific attack configurations, GFA applied solely at the first layer may offer
marginal benefits.

Figure |11] presents the adversarial robustness of MLP models under various optimization-based
attacks. It is evident that the MLPs trained using FIRST and DEEP strategies exhibit significantly
higher resistance to perturbations compared to those trained using standard backpropagation or
adversarial training (ADV). In particular, the noise intensity required to successfully mislead the
FIRST and DEEP models is 10 to 100 times greater than that required to attack the standard MLP
model. This substantial increase in required perturbation magnitude indicates that GFA regularization
effectively enhances robustness by making the loss landscape flatter and reducing vulnerability to
optimization-based attackers such as C&W, EADEN, and DeepFool. The DEEP model, which applies
GFA across all layers, consistently requires the strongest perturbations, underscoring the advantage
of layer-wise alignment in resisting such attacks.

The adversarial perturbations generated by Jitter and JSMA attacks appear to be comparable in
magnitude across all MLP models, particularly for those trained with GFA strategies such as FIRST
and DEEP. This similarity may stem from variations in sample difficulty—certain input samples
are inherently more susceptible to misclassification than others, regardless of the attacker used.
Consequently, even strong defense mechanisms may exhibit variability in robustness depending on
the specific input. To better understand this phenomenon, further experiments are necessary, including
per-sample robustness analysis and stratification by difficulty level. This would provide deeper
insights into how GFA regularization interacts with different attack types and input complexities.

STATEMENT ON AI WRITING ASSISTANCE

ChatGPT was used to improve grammar and refine sentence structure, with all Al-generated edits
carefully reviewed and adjusted for relevance.
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