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Abstract

While adversarial training methods have significantly improved the robustness of deep neural
networks against norm-bounded adversarial perturbations, the generalization gap between
their performance on training and test data is considerably greater than that of standard
empirical risk minimization. Recent studies have aimed to connect the generalization prop-
erties of adversarially trained classifiers to the min-max optimization algorithm used in their
training. In this work, we analyze the interconnections between generalization and optimiza-
tion in adversarial training using the algorithmic stability framework. Specifically, our goal
is to compare the generalization gap of neural networks trained using the vanilla adversar-
ial training method, which fully optimizes perturbations at every iteration, with the free
adversarial training method, which simultaneously optimizes norm-bounded perturbations
and classifier parameters. We prove bounds on the generalization error of these methods,
indicating that the free adversarial training method may exhibit a lower generalization gap
between training and test samples due to its simultaneous min-max optimization of classifier
weights and perturbation variables. We conduct several numerical experiments to evaluate
the train-to-test generalization gap in vanilla and free adversarial training methods. Our
empirical findings also suggest that the free adversarial training method could lead to a
smaller generalization gap over a similar number of training iterations. The paper code is
available at https://github.com/Xiwei-Cheng/Stability_FreeAT.

1 Introduction

Deep neural networks (DNNs) have attained state-of-the-art results in various supervised learning tasks in
computer vision, speech recognition, and natural language processing. However, it is widely recognized that
DNNs are susceptible to minor adversarially designed perturbations to their input data, commonly regarded
as adversarial attacks (Szegedy et all 2013} |Goodfellow et al., |2014). Adversarial examples are typically
generated by optimizing a norm-constrained perturbation leading to the maximum classification loss for
input data. A standard approach to defending against adversarial attacks is adversarial training (AT) (Madry
et al [2017), according to which the DNN classifier is learned using adversarially perturbed training data.
AT methods have significantly improved the robustness of DNNs against norm-bounded perturbations. In
recent years, several variants of AT methods have been developed to accelerate and facilitate the application
of AT to large-scale models and datasets (Kannan et all 2018; |Shafahi et al., |2019; Wong et al.| [2020)).

While AT algorithms offer significant robustness against standard norm-bounded attacks, the generalization
gap between their performance on training and test data has been found to be considerably greater than
that of DNNs trained by standard empirical risk minimization (ERM) (Schmidt et al., [2018; Raghunathan
et al., 2019)). To study the overfitting phenomenon in adversarial training, the recent literature has focused
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on the generalization analysis of adversarially trained models. The studies have attempted to analyze the
generalization error in learning adversarially-robust models (Yin et al., |2019; |Awasthi et al., |2020; Xiao et al.,
2022b)) and to show the reduction of generalization gap under explicit and implicit regularization methods
such as early stopping and Lipschitz regularization (Rice et al., 2020; |[Zhang et al., |2022; |Xiao et al.l [2023b)).

Specifically, several works (Lei et al., 2021}; [Farnia & Ozdaglar, 2021} Xiao et al., [2022bj [2024b)) have concen-
trated on the interconnections between the optimization and generalization of adversarially-trained models.
Since adversarial training methods use adversarial training examples with the worst-case norm-bounded
perturbations, they are typically formulated as min-max optimization problems where the classifier and ad-
versarial perturbations are the minimization and maximization variables, respectively. To solve the min-max
optimization problem, the vanilla AT framework follows an iterative algorithm where, at every iteration, the
inner maximization problem is fully solved for designing the optimal perturbations and subsequently, a single
gradient update is applied to the DNN’s parameters. Therefore, the vanilla AT results in a non-simultaneous
optimization of the minimization and maximization variables of the underlying min-max problem. However,
the theoretical generalization error bounds in (Farnia & Ozdaglar, [2021}; [Lei et al., 2021) suggest that the
non-simultaneous optimization of the min and max variables in a min-max learning problem could lead to a
greater generalization gap. Therefore, a natural question is whether an adversarial training algorithm with
simultaneous optimization of the min and max problems can reduce the generalization gap.

In this work, we focus on a widely-used variant of adversarial training proposed by [Shafahi et al.| (2019),
adversarial training for free (Free AT), and aim to analyze its generalization behavior compared to the
vanilla AT approach. While the vanilla AT follows a sequential optimization of the DNN and perturbation
variables, the Free AT approach simultaneously computes the gradient of the two groups of variables at every
round of applying the backpropagation algorithm to the multi-layer DNN. We aim to demonstrate that the
simultaneous optimization of the classifier and adversarial examples in free AT could translate into a lower
generalization error compared to vanilla AT. To this end, we provide theoretical and numerical results to
compare the generalization properties of vanilla vs. free AT frameworks.

On the theory side, we leverage the algorithmic stability framework (Bousquet & Elisseeff, 2002; Hardt et al.,
2015) to derive generalization error bounds for free and vanilla adversarial training methods. The shown
generalization bounds suggest that in the nonconvex-nonconcave regime, the free AT algorithm could enjoy
a lower generalization gap than the vanilla AT, since it applies simultaneous gradient updates to the DNN’s
and perturbations’ variables. We also develop a similar generalization bound for the fast AT methodology
(Goodfellow et al., 2014) which uses a single gradient step to optimize the perturbations. Our theoretical
results suggest a comparable generalization bound between free and fast AT approaches.

Finally, we present the results of our numerical experiments to compare the generalization performance of
the vanilla and free AT methods over standard computer vision datasets and neural network architectures.
Our numerical results also suggest that the free AT method results in a considerably lower generalization gap
than the vanilla AT. Furthermore, we propose applying the free AT framework to implement Free-TRADES,
a free-AT version of the adversarial training algorithm TRADES (Zhang et al., |2019). The numerical
results suggest that the TRADES algorithm similarly has a lower generalization gap under simultaneous
optimization of the min and max optimization variables. This work’s contributions can be summarized as:

o Applying the algorithmic stability framework to analyze the generalization behavior of free AT,

¢ Providing a theoretical comparison of the generalization properties of the vanilla and free AT methods,

o Numerically analyzing the generalization performance of the free vs. vanilla AT schemes under white-box
and black-box adversarial attacks,

e Proposing Free-TRADES, a simultaneous updating variant of TRADES with better generalization.

2 Related Work

Generalization in Adversarial Training: Since the discovery of adversarial examples (Szegedy et al.|
2013)), a large body of works has focused on training robust DNNs against adversarial perturbations (Good-
fellow et al., [2014; |Carlini & Wagner}, [2017; [Madry et al., [2017; [Zhang et al. [2019)). |Shafahi et al| (2019)
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proposed the free adversarial training algorithm to update the neural net and adversarial perturbations si-
multaneously, aimed at reducing the computational cost of adversarial training. Also, [Wong et al. (2020)
discussed the application of the fast AT algorithm, aiming to lower the computational costs.

Compared to standard ERM training, the overfitting in adversarial training is shown to be more severe (Rice|
. A line of works analyzed adversarial generalization by applying uniform convergence tools such
as VC-dimension (Montasser et al., [2019; [Attias et al., 2022)) and Rademacher complexity (Yin et all [2019;
[Farnia et all [2018; [Awasthi et al.l 2020} Xiao et al. [2022a} 2024a). [Schmidt et al| (2018)) proved tight
bounds on the adversarially robust generalization error showing that vanilla adversarial training requires
more data for proper generalization than standard training. Xing et al| (2022) studied the phase transition
of generalization error from standard training to adversarial training. Also, the reference
|& Flammarion) 2020) discusses the catastrophic overfitting in the Fast AT method.

Uniform Stability: [Bousquet & Elisseeff] (2002)) developed the algorithmic stability framework to analyze
the generalization performance of learning algorithms. [Hardt et al(2015)) further extended the algorithmic
stability approach to stochastic gradient-based optimization (SGD) methods. Bassily et al.| (2020)); [Lei (2023)
analyzed the stability under non-smooth functions. Some recent works applied the stability framework to
study the generalization gap of adversarial training, while they mostly assumed an oracle to obtain a perfect
perturbation and focused on the stability of the training process. Xing et al| (2021) analyzed the stability
by shedding light on the non-smooth nature of the adversarial loss. [Xiao et al.| (2022b]) further investigated
the stability bound by introducing a notion of approximate smoothness. Based on this result, Xiao et al.|
2022c|) proposed a smoothed version of SGDmax to improve the adversarial generalization. |Xiao et al.
2023al) utilized the stability framework to improve the robustness of DNNs under various types of attacks.

Generalization in minimax learning frameworks: The generalization analysis of general minimax
learning frameworks has been studied in several related works. |Arora et al| (2017) established a uniform
convergence generalization bound in terms of the discriminator’s parameters in generative adversarial net-
works (GANS). |Zhang et al. (2017); Bai et al. (2018)) characterized the generalizability of GANs using the
Rademacher complexity of the discriminator function space. Some work also analyzed generalization in
GANSs from the algorithmic perspective. |[Farnia & Ozdaglar| (2021)); [Lei et al.| (2021)) compared the gener-
alization of SGDA and SGDmax in minimax optimization problems using algorithmic stability. Wu et al.

(2019) studied generalization in GANs from the perspective of differential privacy. |Ozdaglar et al.| (2022
proposed a new metric to evaluate the generalization of minimax problems and studied the generalization

behaviors of SGDA and SGDmax.

3 Preliminaries

Suppose that labeled sample (x,y) is randomly drawn from some unknown distribution D. The goal of
adversarial training is to find a model f,, with parameter w € W which minimizes the population risk
against the adversarial perturbation § from a feasible perturbation set A, defined as:

R(w) = E($,y)~'D |:I§1€a§ h(w,5,x,y)] )

where h(w,d;2,y) = Loss(fy(z + d),y) is the loss function in the supervised learning problem. Since the
learner does not have access to the underlying distribution D but only a dataset S = {x1, 22, , 2, } of size
n, we define the empirical adversarial risk as

n

1
Rs(w) = — ) maxh(w,d;z),y;).
j=1

The generalization adversarial risk Egen(w) of model parameter w is defined as the difference between pop-
ulation and empirical risk, i.e., Egen(w) := R(w) — Rg(w). For a potentially randomized algorithm A which

takes a dataset S as input and outputs a random vector w = A(S), we can define its expected generalization
adversarial risk over the randomness of a training set S and stochastic algorithm A, e.g. under mini-batch



Published in Transactions on Machine Learning Research (11/2024)

selection in stochastic gradient methods or random initialization of the weights of a neural net classifier,
Egen(A) := Es, a[R(A(S)) — Rs(A(9))].

Throughout the paper, unless specified otherwise, we use || - || to denote the L5 norm of vectors or the
Frobenius norm of matrices.

3.1 Adversarial Training

In standard applications of adversarial training, the perturbation set A is usually an Lo-norm or L,,-norm
bounded ball of some small radius ¢ (Szegedy et all [2013; |Goodfellow et al., 2014]). To robustify a neural
network, the standard methodology Avyanilla is to train the network with (approximately) perfectly perturbed
samples, both in practice (Madry et al.l |2017; Rice et al., 2020 and in theoretical analysis (Xing et al.| [2021}
Xiao et al., |2022b)), which is formally defined as follows:

Algorithm 1 Vanilla Adversarial Training Algorithm Avanila

1: Input: Training samples S, perturbation set A, learning rate of model weight «,, mini-batch size b,
number of iterations T'

2: for stept <+ 1, ---,T do

3:  Uniformly random mini-batch B C S of size b

4: Compute adversarial attack d; for all (z;,y;) € B: 0; < argmaxz., h(w, 8,24, Y;)

5. Update w with perturbed samples: w ¢ w — %= Z(xj’yj)eB Vh(w, 525, y5)

6: end for

In practice, due to the non-convexity of neural networks, it is computationally intractable to compute the
best adversarial attack § = argmaxz A h(w, d; ), but the standard projected gradient descent (PGD) attack
(Madry et al.l2017) is widely believed to produce near-optimal attacks, by iteratively projecting the gradient
Vsh(w,d;x) onto the set of extreme points of A, i.e.,

malg):i=  argmin  [lg 3>, (1)
d€ExtremePoints(A)
updating the attack & with the projected gradient ma(Vsh(w,d;x)) and some step size ag, and projecting
the update attack to the feasible set A, i.e,

Palg) = argmin [|g — 5. (2)
ISPAN

Despite the significant robustness gained from Avapia, it demands significant computational costs for train-
ing. The Free adversarial training algorithm A (Shafahi et al., [2019) is proposed to avoid the overhead
cost, by simultaneously updating the model weight parameter w when performing PGD attacks. Appee is em-
pirically observed to achieve comparable robustness to Avanila, while it can considerably reduce the training
time (Shafahi et al., [2019; Wong et al.| [2020)).

Algorithm 2 Free Adversarial Training Algorithm Agpyee

1: Input: Training samples S, perturbation set A, step size of model weight «,,, learning rate of adversarial
attack ag, free step m, mini-batch size b, number of iterations T
2: for step«+ 1, ---, T/m do
Uniformly random mini-batch B C S of size b
6 = [6;]j:(x;,4,)e B} < Uniform(AP)
for iteration i <~ 1, ---, m do
Compute weight gradient and attack gradient by backpropagation:
Gw < % Z(m_j7y_7~)eB th(w, 5j; Zj, yj)’ and gs < [Vgh(’llh 6j§ Zj, yj)]{j:(mj.,yj)EB}
Update w with mini-batch gradient descent: w < w — auy G
Update 0 with projected gradient ascent: & < [Pa(d; + asma(9s5;))](j:(a;,y;,)eB}
10:  end for
11: end for

R e AN
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We also compare Avanina and Agpee with the Fast adversarial training algorithm Ap,sy (Wong et al., [2020)), a
variant of the fast gradient sign method (FGSM) proposed by |Goodfellow et al|(2014). Instead of computing
a perfect perturbation, it applies only one projected gradient step with fine-tuned step size from a randomly
initialized point in A. Ap.g is empirically shown to achieve comparable robustness to the standard PGD
training with lower training costs (Wong et al., [2020; |Andriushchenko & Flammarion, [2020)).

Algorithm 3 Fast Adversarial Training Algorithm Ap,g

1: Input: Training samples X, perturbation set A, , learning rate of model weight v, step size of adver-
sarial attack &g, mini-batch size b, number of iterations T'

2: for stept <+ 1, ---,T do

3:  Uniformly random mini-batch B C S of size b

4:  Compute adversarial attack § with random start:

5 0= [Sj}{j:(xj,yj)eB} < Uniform(A?)

6 gs < [Vsh(w, 8575, 45) i@, .m,)eB)

7. 64 [Pa(0j + asma(9si)iji(a; ;)€ B}

8:  Update w with perturbed sample: w < w — %= Z(xj,yj)eB Vwh(w,d;;2;5,y;5)

9: end for

4 Stability and Generalization in Adversarial Training

To bound the generalization adversarial risk, the notion of uniform stability with respect to the adversarial
loss is introduced (Bousquet & Elisseeft] [2002)).

Definition 1. A randomized algorithm A is e-uniformly stable if for all datasets S, S’ € D™ such that S and
S’ differ in at most one example, we have

) — N,8:x)| <e
stipIEA Igleagh(A(S),é,x) Igleai(h(A(S),(S,x) <e (3)

Similar to Theorem 2.2 in Hardt et al. (2015, the generalization risk in expectation of a uniformly stable
algorithm can be bounded by the following theorem

Theorem 1. Assume that a randomized algorithm A is e-uniformly stable, then the expected generalization
risk satisfies
Egen| = [Es, a[R(A(S)) — Rs(A(S))]| < e.

Proof. The proof can be found in Theorem 2.2 in [Hardt et al.| (2015]) by replacing the loss function with the
adversarial loss maxsea h(w, d; x). O

In order to study the uniform stability of adversarial training, we make the following assumptions on the
Lipschitzness and smoothness of the objective function. Our generalization results will hold as long as
Assumptions hold locally within an attack radius distance from the support set of X.

Assumption 1. h(w,0d) is jointly L-Lipschitz in (w,d) and L,,-Lipschitz in w over W x A, i.e., for every
w,w € W and 9,0 € A we have
[h(w,8) = h(w',d")|* < L (Jlw —w'||* + (|6 = &'|%) ,
Ih(w,8) — hw', )12 < Ly[lw —w'|
Assumption 2. h(w,0d) is continuously differentiable and 5-smooth over W x A, i.e., [V,h(w,d), Vsh(w, d)]
is B-Lipschitz over W x A and for every w,w’ € W, 6,0’ € A we have
IVwh(w,8) = Vih(w',8")* +[|Vsh(w, 6) — Vsh(w',8")||?
< B2 (Jlw = w'||? + (|16 — 0"1%) -
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We clarify that the Lipschitzness and smoothness assumptions are common practice in the uniform stability
analysis (Hardt et al., |2015} Xing et al., 2021} [Farnia & Ozdaglar| 2021} Xiao et all [2022b). In practice,
although ReLU activation function is non-smooth, recent works (Du et all [2019; |Allen-Zhu et al., 2019)
showed that the loss function of over-parameterized neural networks is semi-smooth; also, another line of
works (Xie et al, 2020; Singla et al.,2021)) suggest that replacing ReLU with smooth activation functions can
strengthen adversarial training; and some works (Fazlyab et al., 2019; Shi et al., 2022) attempt to compute
the Lipschitz constant of neural networks.

5 Stability-based Generalization Bounds for Free AT

In this section, we provide generalization bounds on vanilla, free, and fast adversarial training algorithms.
While previous works mainly focus on theoretically analyzing the stability behaviors of vanilla adversarial
training under the scenario that h(w,d;z) is convex in w (Xing et al., 2021} [Xiao et al., [2022b)), or h(w, J; x)
is concave or even strongly-concave in § (Lei et al} [2021}; [Farnia & Ozdaglar, 2021; Yang et all, 2022}
|Ozdaglar et all [2022)), our analysis focuses on the nonconvex-nonconcave scenario: without assumptions on
the convexity of h(w,d;x) in w or concavity of h(w,d;x) in §. We defer the proof of Theorems [2| and Ié-_ll to
the Appendix and Throughout the proof, we assume that Assumptions [I] and [2] hold.

Theorem 2 (Stability generalization bound of Avapina). Assume that h(w,d) satisfies Assumptz'ons and
@ and is bounded in [0,1], and the perturbation set is an Lo-norm ball of some constant radius €, i.e.,
A = {5 :|0|]] < e}. Suppose that we run Avgnie in Algorithm |1 for T steps with vanishing step size
ay, < c/t. Let constant Avaniiie = Bc, then

1

b 1 2L,c AVanillat1 A Vanilla

ggen(A Vam’lla) <—(1+ (Eﬂn + L) T Manitia T, (4)
n A Vanilla b

By equation [4] we have the following asymptotic bound on Egen(Avaniia) with respect to T and n

(5)

This bound suggests that the vanilla adversarial training algorithm could lead to large generalization gaps,

AVanilla AVanilla >

ggen(AVanilla) =0 (T*v;mma+1 /M Vanilla T

Vanilla anilla

A A

because for any T' = Q(n), the bound T *VaninatT /n Wanilia iT = Q(1) is non-vanishing even when we are given
infinity samples. This implication is also confirmed by the following lower bound from the work of
let al| (2021)) and Xiao et al.| (2022b):

Theorem 3 (Lower bound on stability; Theorem 1 in Xing et al.| (2021), Theorem 5.2 in Xiao et al.|(2022b)).
Suppose A = {6 : ||0]| < e}. Assume w(S) is the output of running Avaeniia on the dataset S with mini-batch
size b =1 and constant step size o, < 1/8 for T steps. There exist some loss function h(w,d;x) which is
differentiable and convex with respect to w, some constant € > 0, and some datasets S and S’ that differ in
only one sample, such that

Ellu(s) - w(s)l] =2 (VT +1). 0

This lower bound indicates that Avanina could lack stability when the attack radius e = §(1), hence the
algorithm may result in significant generalization error from the stability perspective. Note that the lower
bound in equation [f] is not inconsistent with Theorem [2] in which the step-size is assumed to be vanishing
oyt < ¢/t and thus the lower bound is not directly applicable under that assumption. However, this constant
generalization gap could be reduced by free adversarial training.

Theorem 4 (Stability generalization bound of Apyee). Assume that h(w,d) satisfies Assumptions |1| and
@ and is bounded in [0,1], and the perturbation set is an Lo-norm ball of some constant radius €, i.e.,
A ={0:]6]| <e}. Suppose we run Agpree in Algorithm[q for T/m steps with vanishing step size < ¢/mt
and constant step size as. If the norm of gradient Vsh(w,d;x) is lower bounded by 1/ for constant ¢ > 0
with probability 1 during the training process, let constant Xpree := Be(1 + Be/m + ase )™ L, then

1 A Free

b 1 2LL AFreet1 T\ XFreet?
A <1 — — :
ggen( Free) =0 ( + ) ( bﬂ >\Free> ( ) (7)

)\Free m
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Remark 1. To validate the soundness of the assumption on the lower-bounded norm Vsh(w, §;x) by constant
1/% in practical settings, in Appendia: we present the numerical evaluation of the gradient norm over the
course of free-AT on CIFAR-10 and CIFAR-100 data, indicating that the norm is consistently lower-bounded
by O(1073) in the experiments.

Remark 2. Theorem [} indicates how the simultaneous updates influence the generalization of adversarial
training. From equation@ we have the following asymptotic bound on Egen(Arre) with respect to T and n

A ree
Egen(AFree) =0 <T)‘FT1:€+1 /’ﬂ> . (8)

Therefore, by controlling the step size as of the maximization step, we can bound the coefficient Apree and
thus control the generalization gap of Apree, where a lower as can result in a smaller generalization gap.

Remark 3. One technical contribution of this work is to perform the stability analysis where the mazimiza-
tion variable is re-initialized after every m iterations where a new mini-batch of data is used. Our theoretical
results suggest that as long as m is bounded by O(ase/c), the generalization risk will not change signifi-
cantly with a greater m value, which is not implied by the standard bounds in the existing works (Farnia &
Ozdaglarl, |2021) in the literature. Also, our theoretical analysis considers the normalized gradient (instead
of the vanilla gradient) for the gradient ascent step of solving the maximization sub-problem and mini-batch
stochastic optimization for updating min and max variables at every iteration, which are not analyzed in the
previous literature (Farnia & Ozdaglar), |2021).

We note that Theorem [3| (Xing et al.| 2021} Xiao et al., [2022b) gives a lower bound Q(T/n) on the algorithmic
stability of vanilla adversarial training. On the other hand, comparing equation [§] with equation [5] suggests
that Apee can generalize better than Avani, for any 7= O(n), since

AFree

1 1
T Aereetl /my T\ *vanillat+1 1\ Arreet? 1
/ I — =0 1/T>‘Free+1 .
AVanilla AVanilla n T

T  Vanilla+1 /n AVanillaT1

Furthermore, when 7' = O(n), equation (8 gives Egen(Afree) = O (1 / nﬁ), which implies that the
generalization gap of Ag.ee can be bounded given enough samples. If the number of iterations T is fixed, one
can see that the generalization gap of A, has a faster convergence to 0 than Avanina. Therefore, neural
nets trained by the free AT algorithm could generalize better than the vanilla adversarially-trained networks
due to their improved algorithmic stability. Our theoretical results also echo the conclusion in[Schmidt et al.
(2018) that adversarially robust generalization requires more data, since Apee increases with respect to e.

Remark 4. We note that the Free-AT method in Algorithm[3 follows the update rule of a projected gradient
descent ascent (Projected GDA) which has been widely studied in the optimization literature. To the best
of our knowledge, a tight convergence rate for Projected GDA applied to a general nonconvex-nonconcave
optimization problem is still an open question in the community (Lin et al., |2020;|Li et al |2022). As a tight
convergence rate for GDA nonconver-nonconcave optimization is not available in the literature, we relied on
numerical experiments to verify the improvement in the generalization gap by Free-AT method. Note that our
numerical experiments use standard selections of stepsizes and other hyperparameters for the AT algorithms,
and their numerical results suggest the standard hyperparameter selection leads to a lower generalization gap
for Free-AT compared to Vanilla-AT.

We also provide theoretical analysis for the fast adversarial training algorithm A, in Theorem [5] whose
proof is deferred to Appendix

Theorem 5 (Stability generalization bound of Ap.s). Assume that h(w,d) satisfies Assumptions (1| and
and is bounded in [0,1], and the perturbation set is an Lo-norm ball of some constant radius €, i.e.,
A ={0: ]| <e}. Suppose that we run Apase in Algorithm[3 for T steps with vanishing step size oy < c/t
and constant step size &gs. If the norm of gradient Vsh(w, d;x) is lower bounded by 1/v for some constant
¥ > 0 with probability 1 during the training process, let constant Ap,st := Be(1 + asef), then

1

1 2 LLw AFastt1 X Fast

ggen<AFast) < é 1+ ¢ " T*Fi;ﬁl . (9)
n )\Fast b
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Figure 1: Learning curves of different algorithms for a ResNet18 model adversarially trained against Lo and
Lo attacks on CIFAR-10. The free curves are scaled horizontally by a factor of m.

Similar to Remark 2| we have the following asymptotic bound on Egen(Arass) With respect to T" and n

AFast
Eun(Aruc) = O (775557 0. (10)

Therefore, by controlling the step size a; of the maximization step, we can bound the coefficient Ag,st and
thus control the generalization gap of Ap.s, where a lower &g can result in a smaller generalization gap.
Comparing equation with equation [5| also suggests that for any T' = O(n), Apast can generalize better

AFast

. T AFast 1 ! 1 PR
than Avyanila, since e [ = (L) vanina®T (L) Mrase®T = O (1/T Frasct1 ).

AVanilla AVanilla n
T AVanillat! /p Avanillatl

6 Numerical Results

In this section, we evaluate the generalization performance of vanilla, fast, and free adversarial training
algorithms in a series of numerical experiments. We first demonstrate the overfitting issue in vanilla adver-
sarial training and show that free or fast algorithms can considerably reduce the generalization gap. We
demonstrate that the smaller generalization gap could translate into greater robustness against score-based
or transferred black-box attacks. To examine the advantages of free AT, we also study the generalization
gap for different numbers of training samples.

Experiment Settings: We conduct our experiments on datasets CIFAR-10, CIFAR-100
2009), Tiny-ImageNet (Le & Yang) [2015)), and SVHN (Netzer et all, 2011). Following the standard
setting in Madry et al| (2017), we use ResNet18 (He et all [2016) for CIFAR-10 and CIFAR-100, ResNet50
for Tiny-ImageNet, and VGG19 (Simonyan & Zissermanl,2014) for SVHN to validate our results on a diverse
selection of network architectures. For vanilla adversarial training algorithm, since the inner optimization
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Table 1: Robust training accuracy, testing accuracy, and generalization gap of the vanilla, fast, and free
algorithms across CIFAR-10 and CIFAR-100 datasets.

Dataset Attack Results (%) Vanilla-7 Vanilla-10 Fast Free-2 Free-4 Free-6 Free-8 Free-10

Train Acc. 100.0 100.0 89.7 89.5 86.4 78.9 74.3 71.1

Lo Test Acc. 65.5 65.6 59.7 62.1 66.0 66.2 65.4 64.2

CIFAR-10 Gen. Gap 34.5 34.4 30.0 27.4 20.4 12.7 8.9 6.9
Train Acc. 94.8 95.1 81.4 37.9 63.7 58.8 55.6 52.7

Loo Test Acc. 42.9 43.7 38.9 28.2 46.3 47.2 48.2 46.9

Gen. Gap 51.9 51.4 42.5 9.7 17.4 11.6 7.4 5.8

Train Acc. 99.9 99.9 81.5 94.0 82.9 68.1 58.2 49.7

Lo Test Acc. 35.7 36.5 30.8 34.8 36.6 38.0 37.8 36.9

CIFAR-100 Gen. Gap 64.2 63.4 50.7 59.2 46.3 30.1 20.4 12.8
Train Acc. 95.6 96.0 70.3 36.9 52.9 43.2 36.7 32.2

Lo Test Acc. 20.0 20.3 17.3 15.0 22.4 24.5 24.9 24.5

Gen. Gap 75.6 75.7 53.0 21.9 30.5 18.7 11.8 7.7

task maxsea h(w, d;x) is computationally intractable for neural networks which are generally non-concave,
we apply standard projected gradient descent (PGD) attacks (Madry et al., 2017) as a surrogate adversary.
For free and fast algorithms, we adopt Apyee and Apas; defined in Algorithms[2] and [3] following from [Shafahi
et al.| (2019)); Wong et al.| (2020).

Robust Overfitting during Training Process: We applied Lo-norm attack of radius e = 128/255 and
Loo-norm attack of radius € = 8/255 to adversarially train ResNet18 models on CIFAR-10. For the vanilla
algorithm, we used a PGD adversary to perturb the image. For the free algorithm, we applied the learning
rate of adversarial attack ay = ¢ with free step m as 2, 4, 6, 8, and 10E| The other implementation details
are deferred to Appendix We trained the models for 200 epochs and after every epoch, we tested the
models’ robust accuracy against a PGD adversary and evaluated the generalization gap. The numerical
results on CIFAR-10 and CIFAR-100 are presented in Table[I] and the training curves are plotted in Figure
Further numerical results on SVHN and Tiny-ImageNet are deferred to Table [d]in Appendix

Based on the empirical results, we observe the significant overfitting in the robust accuracy of the vanilla
adversarial training: the generalization gap is above 30% against Lo attack and 50% against L., attack.
On the other hand, the free AT algorithm has less severe overfitting and reduced the generalization gap to
20%. Although the free AT algorithm applies a weaker adversary, it achieves comparable robustness on test
samples to the vanilla AT algorithm against the PGD attacks by lowering the generalization gap. Additional
numerical results for different numbers of free AT steps and on other datasets are provided in Appendix [B.1]

Robustness Evaluation Against Black-box Attacks: To study the consequences of the generalization
behavior of the free AT algorithm, we evaluated the robustness of the adversarially-trained networks against
black-box attack schemes where the attacker does not have access to the parameters of the target models
(Bhagoji et al.2018). We applied the square attack (Andriushchenko et al.,|2020)), a score-based methodology
via random search, to examine networks adversarially trained by the discussed algorithms as shown in Figure
We also used adversarial examples transferred from other independently trained robust models as shown
in Figure [3] More experiments on different datasets are provided in Appendix [B:2]

We extensively observe the improvements of the free algorithm compared to the vanilla algorithm against
different black-box attacks, which suggests that its robustness is not gained from gradient-masking (Athalye
et al., 2018]) but rather attributed to the smaller generalization gap. Furthermore, our numerical findings
in Appendix indicate that the adversarial perturbations designed for DNNs trained by free AT could
transfer better to an unseen target neural net than those found for DNNs trained by vanilla and fast AT.

Generalization Gap for Different Numbers of Training Samples: To examine our theoretical re-
sults in Theorems [2] and [} we evaluated the robust generalization loss with respect to different num-

IThroughout this work, we use “Vanilla-m” to denote the vanilla AT algorithm with m PGD-adversary iterations, and
“Vanilla” without specification means Vanilla-10 by default. We also use “Free-m” to denote the free AT algorithm with m
free steps, and “Free” without specification means Free-4 by default. It is worth noting that Vanilla-1 is equivalent to fast AT
algorithm.
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Figure 2: Robust accuracy of ResNet18 models adversarially trained by vanilla, fast, and free algorithms
against square attack on CIFAR10. The left figure applies Lo attacks of radius ranging from 64 to 192, and
the right figure applies L, attacks of radius ranging from 1 to 9.

—e— \/anilla —e— Fast Free

[0
o

Test accuracy
[o2} [o2} ~ ~
o a o (&)}
Test accuracy
D (o} ~ ~ (o] oo
o (&)} o (&)} o o

64 80 96 112 128 144 160 176 192 1 2 3 4 5 6 7 8 9
Radius Radius

Figure 3: Robust accuracy against transferred attacks designed for another independently trained robust
model. The left figure applies Lo attacks of radius ranging from 64 to 192, and the right figure applies Lo,
attacks of radius ranging from 1 to 9.

bers of training samples n. We randomly sampled a subset from the CIFAR-10 training dataset of size
n € {10000, 20000, 30000, 40000, 50000}, and adversarially trained ResNet18 models on the subset for a fixed
number of iterations. As shown in Figure [d] the generalization gap of free AT is notably decreasing faster
than vanilla AT with respect to n, which is consistent with our theoretical analysis. More experimental
results are discussed in the Appendix [B.4}

Generalization analysis of friendly adversarial training (Zhang et al.,|2020) with adaptive attack
steps: We also perform numerical experiments to compare vanilla AT with friendly adversarial training
(Friendly-AT) (Zhang et all [2020), which applies an adaptive number of steps and an adaptive training
perturbation radius €¢ain. As shown in Table by choosing a sufficiently large eain its generalization
improvement over vanilla AT is similar to that of Fast-AT. On the other hand, a smaller &¢.,i, results in
PGD AT-like numerical results, showing the trade-off in generalization-optimization accuracy explored by
Friendly-AT. The theoretical analysis of Friendly-AT will be an interesting future direction for our work.

10



Published in Transactions on Machine Learning Research (11/2024)

—— Vanilla —— Fast Free —— Vanilla —— Fast Free
50 70
o 260
o o
§40] 550
© ©
N N
s §40
8 & 30
20
20+ .
10000 20000 30000 40000 50000 10000 20000 30000 40000 50000
Number of training samples Number of training samples
(a) Lo-norm-based Adversarial Training (b) Loo-norm-based Adversarial Training

Figure 4: Adversarial generalization gap of ResNet18 models adversarially trained by vanilla, fast, and free
algorithm for a fixed number of steps on a subset of CIFAR-10.

Table 2: Robust generalization performance of Friendly-AT (Zhang et al.|2020) and Vanilla-AT for ResNet18
models adversarially trained against Lo and L., attacks on CIFAR-10. We set the extent steps 7 = 3 in
Friendly-AT, and other implementations follow from [Zhang et al.| (2020)).

CIFAR-10, £, attack CIFAR-10, L, attack
Results (%) | Vanilla Friendly Friendly Vanilla Friendly Friendly
Etrain = 128/255  Etpain = 256/255 Etrain = 8/255  Etrain = 16/255
Train Acc. 100.0 99.9 100.0 95.1 94.7 88.7
Test Acc. 65.6 65.8 66.9 43.7 44.1 46.3
Gen. Gap 34.4 34.1 33.1 51.4 50.6 42.4

7 Free-TRADES

Our theoretical results suggest that the improved generalization in the free AT algorithm could follow from
its simultaneous min-max optimization updates. A natural question is whether we can extend these results
to other adversarial training methods. Here we propose the Free-TRADES algorithm, a combination of
the free AT algorithm and another well-established adversarial learning algorithm, TRADES (Zhang et al.
2019), and numerically evaluate the proposed Free-TRADES method.

The main characteristic of TRADES can be summarized as substituting the adversarial loss h(w, §;z,y) =
Loss(fu(x 4+ 0),y) with a surrogate loss:

~ 1

h)\(wa 5; Z, y) = LOSS(fw (1')7 y) + XLOSS(fw(m)v fw(x + 6)) (11)
The TRADES algorithm is aimed to minimize the surrogate risk 1 2?21 maxgsea hy(w,d;x;,y;). Therefore,
a natural idea gained from our theoretical analysis is to apply simultaneous updates to the adversarial attack
¢ and model weight w, which is stated in Algorithm

We performed several numerical experiments to compare the performance of TRADES and Free-TRADES
algorithms. The results demonstrated in Table [3] show that Free-TRADES could considerably improve
the generalization gap while attaining a comparable (sometimes better) test performance to TRADES,
which indicates that other adversarial training algorithms different from vanilla AT can also benefit from
simultaneous optimization updates. Furthermore, we note that Free-AT and Free-TRADES also have a
better generalization performance on the clean data than Vanilla-AT and TRADES. Our theoretical results
suggest that the training process of free AT is algorithmically more stable than vanilla AT, therefore the free
AT could be similarly expected to generalize better on clean data than vanilla AT. The numerical results

11
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Algorithm 4 Free-TRADES Adversarial Training Algorithm Apec TRADES
1: Input: Training samples S, perturbation set A, step size of model weight v, learning rate of attack
a5, free step m, mini-batch size b, number of iterations T, TRADES coefficient A
2: for step+ 1, ---, T/m do
Uniformly random mini-batch B C S of size b
6 :=[6;](j:z,,y;e B} < Uniform(AP)
for iteration i <~ 1, ---, m do
Compute weight gradient and attack gradient by backpropagation:
Guw < 5 2o, yien Vela(w, 6525, y5), and gs < [Vsha(w, 65525, Y)] (0, 4,€8)
Update w with mini-batch gradient descent: w < w — au,Gu
Update 0 with projected gradient ascent: ¢ < [Pa(d; + asma(95;))]{j:z;.y,eB}
10:  end for
11: end for

© P NPT Rw

Table 3: Robust generalization performance of the TRADES and Free-TRADES algorithms for ResNet18
models adversarially trained against Lo and L., attacks on CIFAR-10 and CIFAR-100. We set TRADES
coefficient A = 1/6, free steps m = 4, and other details following from We run five independent trials
and report the mean and standard deviation.
CIFAR-10, Lo attack CIFAR-10, L, attack
Results (%) | TRADES Free-TRADES | TRADES Free-TRADES

Train Acc. | 99.1 +£0.1 83.44+0.3 85.6 +0.3 61.24+0.8

Test Acc. 66.3 +0.3 68.2 + 0.2 50.44+0.3 49.84+0.5

Gen. Gap | 32.8+04 15.2+£0.2 35.3+0.1 11.4+0.3

CIFAR-100, L» attack CIFAR-100, L, attack

Results (%) | TRADES Free-TRADES | TRADES Free-TRADES
Train Acc. | 99.6 £0.1 81.2+£0.8 83.5£0.7 46.5£0.4
Test Acc. 35.6£0.3 40.0 £0.2 25.3£0.3 254£0.3
Gen. Gap | 64.0£0.2 41.1£0.9 57.3£0.6 21.1+04

shown in Table@in Appendix@are consistent with this intuition. The theoretical analysis of Apree- TRADES
will be an interesting future direction for our work.

8 Conclusion

In this work, we studied the role of min-max optimization algorithms in the generalization performance
of adversarial training methods. We focused on the widely-used free adversarial training method and,
leveraging the algorithmic stability framework we compared its generalization behavior with that of vanilla
adversarial training. Our generalization bounds suggest that not only can the free AT approach lead to a
faster optimization compared to the vanilla AT, but also it leads to a lower generalization gap between the
performance on training and test data. We note that our theoretical conclusions are based on the upper
bounds following the algorithmic stability-based generalization analysis, and an interesting topic for future
study is to prove a similar result for the actual generalization gap under simple linear or shallow neural
net classifiers. Another future direction could be to extend our theoretical analysis of the simultaneous
optimization updates to other adversarial training methods such as ALP (Kannan et al.| 2018]).
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A Proof of Stability Generalization Bounds

We first prove the Lipschitzness of maxsea h(w, d; ) by the following Lemma:

Lemma 1. Define hpqaq(w;x) := maxsh(w,d;x). If h(w,d;x) satisfies Assumption |1, then Rpmay @S Ly-
Lipschitz in w for any fixed x.

Proof. For any w,w’ and x € X, without loss of generality assume that hpax(w) > hmax(w’), then upon
defining 0* = arg maxsc h(w, d; ) we have

c) Loo| — oy I 5.
[hmax (W; ) — Amax(w'; )| = h(w, 6%; x) Igleagh(w,é,x)

< h(w,d*;2) — h(w', 6 1)

< Lu|lw —w'l],

thus completes the proof. O

Another important observation is that similar to Lemma 3.11 in [Hardt et al.| (2015]), mini-batch gradient
descent typically makes several steps before it encounters the one example on which two datasets in stability
analysis differ.

Lemma 2. Suppose hpa(w;z) := maxs h(w,d;x) is bounded as hpqr € [0,1]. By applying mini-batch
gradient descent for two datasets S, S’ that only differ in only one sample s, denote by w; and w; the output
after t steps respectively and define dgw) = |lwg — wi||. Then for any x and to,

bt W) (w
B man(1013 7) = oo w2 < 22 + LBl |dfy" = 0]

Proof. Denote the event £ = 1 Noting that if the sample s is not visited before the ty-th step,

{dig)=0}"
wy = wj since the updates are the same, hence
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Then, by the law of total probability,

E[‘hmax(wt; {E) - hmax(w;f; (E)H = Pr(E)E“hmaX(wt; {E) - hmax(w;f; (E)| | E]
—+ PI‘(EC)EHhmaX(U}t; 13) - hmax(wg;x” | EC]

w w bt
< LyEldi"|dj” = 0] + =2,

where the last step comes from the Lipschitzness proved in Lemma [I] O

Equipped with Lemmas |1{and [2} it remains to bound ]E[d(Tw) |d§;”) = 0]. The following lemma allows us to do
this, given that for every ¢, E[diw)] is recursively bounded by the previous E[dgf) ].

Lemma 3. Suppose that for every step t, the expected distance between weight parameters is bounded by the
following recursion for some constants v and & (depending on the algorithm A):

E[d")] < (1 + %) E[d{")] + %g. (12)

Then, after T steps, the generalization adversarial risk can be bounded by

_—
ggen(A) < E (1 + 1) (2L’UJ£V) T,
14

n

Proof. Conditioned on d,(fo”) = 0 for some ty, by the recursion bound equation (12| we have

< I exp(;).iexp< S ;).2

t=to+1

T
w w f 14
Eldflafy’ =0)+=< [ (1+7)-
t=to+1

T
< exp <1/ log <t>
0

By Lemma [2] we further obtain
T\" bt
]EHhmax(wt;x) - hmax(w;x)” < Lw% () + 70

The bound is maximized at

1 v+
m:(#ﬁwa .

Combining this bound with Theorem [] finally gives us

v+l .,
ggcn(A) S sup E[‘hmax(wt; SU) - hmax(wé;x)” S E <]- + 1> (1ngy> Tu+17
8,58’ ,x n 14 b

hence the proof is complete. O

A.1 Proof of Theorem |§|

Lemma 4 (Growth Lemma of Avyanin.). Consider two datasets S, S’ differ in only one sample s. Then the
following recursion holds for any step t

E[d\"™)] < (1 + o B)E[A™)] + aur;;tﬁ <2€n N 26[,) |
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Proof. At step t, let By, B; denote the mini-batches respectively. If s & B;, we have

di = z;) — wj_y + Tt b D Vuh(wl oy, 55:0)) (13)
z;€B; z EB’
aw
< wi—1 — SO I Vwh(wi1, 853 25) = Vah(wi_y, 65525 (14)
r;EBy
8j;5) — Vwh(w;_y, 85 25)|| (15)
aijEBt
Oéwﬂg aw,t !/
< [Jwe—1 — 2 > Bllwiy - 5 Y Bl - (16)
z;EB z;E€EB
= (1 4 ay  B)d™) + 20,45, (17)

where the last inequality is because the perturbation set A = {4 : ||| < &} hence [|§; — &% | <2 1f s € By,
by the Lipschitzness of h we can bound ||V h(w,ds; s)|| < L for all w,d, s. Hence

Hwt,l — Qy tVh(wi—1,0s;8) — wi_q 4+ @yt Vh(wi_q,8 || d§w1 + 200y ¢ L.

Similar to equation [17] we can further bound

ai" = ) = LY Vuh(wiy, 8505 (18)
T;EB;: z; L €B;
b1 v L
< o (A + auaB)d) + 200,08) + 3 (df) + 2aw7tL> . (19)

Since B; is randomly drawn from S, Pr(s € B;) = %. Combining equations |17| and by the law of total
probability we have

E[dftw)] ( + tﬁ) [ ] +2€aw t6+ aw tL
hence we finish the proof of Lemma [4] O

By Lemma (4} upon plugging v = Sc and & = 2en + % into Lemma |3| we obtain the desired result

b 1 2L, (=
Egcn(AVanilla) < E <1 + 60) ( b (5ﬂ71 + L)> TweFT,

A.2 Proof of Theorem E|

Lemma 5 (Iteration-wise Growth Lemma of Apye). Consider two datasets S,S" differ in only one
sample s. At iteration i of step t, let B, B, denote the mini-batches respectively, let wm,wg,i denote

the model parameters and 6,0, ; denote the perturbations respectively, and let dﬁfj) = lwei — will,
di‘? = Z] w;en, [|0ni); — (01:);l]. Define the expansivity matriz

_ |1+ aw, B Oy, B
R [ e 20)

4] <[4
di it d

Then we have

2
an’tL
+ l{seBt} |:§Ol5€¢L:| :
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Proof. If s ¢ By, which implies B; = B}, we have

w Oéw, Olw7
A = e = =52 D7 Vuh(wes, (Gui)gies) = whi+ =50 Y7 Vuh(ug,, (000 (2D
T;EB; z}eB;
O,
< lwei — wy |l + bt D IVwh(we, (84)5525) = Vawh(w ;, (8e:)5325)|| (22)
OL‘jEBt
Oy,
+Tt > VbW, (6.4) 3 25) — Vawh(w) , (8,) 55 25)|| (23)
r;EDB;
O, Oy,
< |wp,i — wy || + bt > 5||wt,i*w§,i|\+7t > BII6ea); — (61 (24)
z;EBy r;E€EBy
=1 a™ ) 25
(1 + aweB)dy ;" + weBdy ;- (25)

If s € By, the gradient difference with respect to s and s’ shall be separately bounded. By the Lipschitzness
of h, we can bound the expansive property of the minimization step with respect to s and s’ by

[Wei — Qe Vel (Weis (863)538) — Wy + Qe Vash (w4, (8,:)53 8] < d') + 20, L.

Similar to equation [25| we can further derive the bound for mini-batch gradient descent by

w aw, awv
di 'L-)&-l = [|Wt,i — b : Z Vwh(we s, (6¢4)5525) _U’;,i + b : Z th(wé,i»((ﬁ,i)j;x;‘)

z;€B; :E]’GB;
b—1 w 1 w
< 5 ((1 + aw,tﬂ)dﬁ,i) + aw,tﬂdgi.)) + 5 (d( ) 4 20 tL)
w 2
<1+ aw,tﬁ)dﬁﬂ-) + aw,tﬁdﬁf? + an,tL-

We then proceed to bound dgi-) recursively. When A = {0 : ||§|| < €}, by the definition of projected gradient

in equation I, we have
_ : 2 Y

wa(g) = arg min [lg — 5||
SGExtremePoints(A) || ||

Since we assume that with probability 1 the norm of gradient Vsh(w, d; x) is lower bounded by 1/% for some
constant ¥ > 0, we can translate ma into the projection onto the convex set A. For any vector g such that

gl = 1/,

_eg _ epg eg _ ' e
gl ¢llgll T max{L,e¢gll/e} arégelgm\lfwg 5|12 = Pa(etg). (26)

Since A is convex, the projection Pa(+) is 1-Lipschitz. So for all j such that z; € B we have

ma(g)

(Bt,i1)5 = (0ri1)5ll = Pa((0r,6); + asmalgs;) — Pal(0t,:); + asmalgsy))|]
< |[(0¢,6)5 + asmalgs;) — (0;:)5 — asmalgsy)l|
<I(0e.4)5 — (0¢,0)51 + sl Palergs;) — Palegs;)|]
< |(Be,0)5 = (01,0)511 + ased|[Vsh(wei, (0r,i) 53 25) — Vsh(wy g, (6;)5575)]]-

Ifz; = x , by the smoothness we can further bound

10ti1)5 — (0i010)5l1 < 11(e,0); — (01.4)511 + csep||[Vsh(we i, (80,4) 55 25) — Vsh(wg i, (00,4) 55 25) || (27)
+ ase||Vsh(wy ;, (0e4) 45 25) — Vsh(wy ;5 (6, ;)53 25)|| (28)
< (14 aseB)|[(6e.4); — (87,)51] + e By, (29)
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Otherwise if x; = s # m;, we can bound it by the Lipschitzness
(3e,i+1)5 — Ot ia)sll < 11(0e0); — (8¢.:)511 + 20589 L. (30)

Upon combining equations |29| and , we obtain the desired recursion bound for dgi)

w 2
dgi)ﬂ <(1+ a(sswﬁ)dgi-) + a(;swﬁdg’i) + 1iseByy - ga(;swL.
Finally, combining the above completes the proof. O

Lemma 6 (Step-wise Growth Lemma of Apyee). Consider two datasets S, S’ differ in only one sample s. Let

By, B, denote the mini-batches at step t respectively, and let d,E“’) = ||wi,;m — wi || be the distance between
weight parameters after step t. Over the randomness of By, we have
w 2L Be e w 2L
Bldj] + - < (1 + 5 (L a8+ aset) 1) <]E[d§)1] + w) .

Proof. Noting that by Lemma [5] we can obtain

d™) 2L/b3 ™ 2Lt 20, L
[dibi)+1 + l{SEBL} 0 < Ui dgi) + ]-{sEBt} ﬁ%a(szL

(w)
_ dy g 2L/bp
=1 - ([dgi) +1{S€Bt} l: 0 :|>

Since the updates are repeated for m iterations in one step, by induction we have
™) 2L /b3 dt®) 2L /b3
|f£2§3n + l{SGBt} |: 0 < 77? : téo + 1{S€Bt} 0 .

Denote o := a8 and r := asetp /¢ for simplicity. By the definition in equation we can calculate the
eigendecomposition of 7;
= [l—l—a a } _ [1 —1] [1+a(r+1) 0] [ . ’“T%

ar 1+ ar 1 1 0 1_ —T_T_l 7‘+1_.

Denoting dy := d%) + 1{S€Bt}% and d,, := dg“f,)l + 1{5631}%, we can solve the recursion

] = Lo) =[0I L E )

_ [ -1 [(1+a(r+1))m 0} { rildo]

11 0 1| |—+5do
_ 1 —1] [(1+a(r+1))mrl do]

1 1] —do

r+(14+a(r+1))™

= r((i:@ﬁj):’)f)iz

L r+1 0

Noting that by assumption a,,; < ¢/mt, upon plugging in o = a8 and r = ased/ oy 4,

r+(1+alr+1)™ I+a(r+1)m™ -1

=1
r+1 * r+1
m—1
=1+a) (I+a(r+1))
7=0

<l4a-m(l+a(r+1)m 1t

B (1 4 i + aseB)™ .

<14+ —
f-ﬁ-t
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Since d§“”) = dg“;,)l and dff)l = d%), we obtain that

w 2L ﬁc _ w 2L
di ) + 1{S€Bt}ﬁ < (1 + T (14 i + asepf)™ 1) (dg_)l + 1{seBt}bB> .

Since By is drawn uniformly randomly from S, Pr(s € B;) = %. By the law of total probability, we complete
the proof.

O

By Lemma since a1 < ¢/mt < ¢/m, upon plugging v = Bc(1 + Be/m + aseB)™ 1 = Apree and € = %
into Lemma [3| we obtain that after T'/m steps,

AFree

1
b 1 2L L Afree Tl [ T\ AFreetl
ganania S* 1 JArcc —_ .
v < 5 (1 55 ) (25w ) ™ (1)

A.3 Proof of Theorem |§|

To prove Theorem [5] we start with the following growth lemma of Ap,g;.

Lemma 7 (Growth Lemma of Ag.g). Consider two datasets S, S’ differ in only one sample s. Then the
following recursion holds for any step t

E[d™)] < (1 + awsB(1 + asetB)E[d™)] + 2 Z gl

Proof. We first bound the difference between §; and 5}-. At step t, let By, B; denote the mini-batches
respectively. By equation we have ma(g) = Palevg) if ||g|| > 1/¢. Since A is convex, the projection
Pa(-) is 1-Lipschitz. So for all j such that z; € B we have

|6; — &5 = HPA i+ asTa(gs;)) — Pald; + asma(gs)))||
< |65 + @smalgs;)) — (65 + asmal(gsy))||
< a5 ||Pa(etgs;) — Paletys))||
< aseh || Vsh(wi—y, 85525) — Vsh(wi_y,05:2%)||

VR ]
If z; = 2, by smoothness we obtain |[0; — d%|| < dggwﬂdgf)l, so
IVwh(we1, 053 2;5) = Vh(w,_y, 05 25)||
<N Vwh(wi—1,85525) = Vh(wi_y, 655251 + [ Vwh(wi_y, 65;25) = Vh(w;_y, 85 27|
< Bllwe-1 — wi_4 | + Bl1d; — &l
< B(1 + asepB)dS™).
Otherwise if x; = s # x}, we can only bound this term by the Lipschitzness

IVwh(we1,85525) = Vwh(w,_y, 6% 25)|| < 2L.

Therefore, we can bound diw) by the following recursion

d") = lwer = =5 3 Vuh(w 8) = vl + 5 ST V(). 85:25)
x;EB: z\€B]
Oy,
S H’wt,1 — wi*IH + b ¢ Z vah(wt71a5]7$j) - vﬂ)h(wgfl’é‘;’ ;)H
ijEBt
w 5 w 200, L
< d™) + B+ asepB)d™) + liseB,) - b :

21



Published in Transactions on Machine Learning Research (11/2024)

Since B is randomly drawn from S, Pr(s € B;) = %. So by the law of total probability we have
2
Eld") < (14 aw . B(1 + Gsevf))Eld )] + ~ oL,
hence we finish the proof of Lemma O

Armed with Lemmas [3[ and |7} by letting v = B¢(1 + aseypf) and £ = ﬁ(1+2&7[5/€’¢),8) we obtain

1
1 > <QCLLw> Be(ltasedP)+1  _Be(ltagewp)

b —_—
en A as S — 11 — TBC(I+&~E7,Z)L?)+1,
Eomiinn) < - (14 5oz ) (45 “

thus complete the proof.

B Additional Numerical Results

B.1 Robust Overfitting During Training Process

Implementation Details: For the training process of networks, we follow the standards in the literature
(Madry et al., [2017; Rice et all 2020). We apply mini-batch gradient descent with batch size b = 128.
Weight decay is set to be 2 x 1074, We adopt a piecewise learning rate decay schedule, starting with 0.1 and
decaying by a factor of 10 at the 100th and 150th epochs, for 200 total epochs. For the vanilla algorithm,
we apply PGD adversaries with 1, 7, or 10 iterations and set the step size as ¢, £/4, or /4 respectively. For
the free algorithm, since it repeats m iterations at each step, we use 200/m epochs to match their training
iterations for fair comparison. For the adversaries, we consider both L£y-norm attack of radius e = 128/255,
and L.-norm attack of radius e = 8/255 (except for Tiny-ImageNet ¢ = 4/255).

We extend the experiments in Section [6] using different free steps m, various neural network architectures, and
other datasets. We use ResNet18 for CIFAR-10 and CIFAR-100, ResNet50 for Tiny-ImageNet, and VGG19
for SVHN. We apply both L5 and L., adversaries and provide the plots of training curves for CIFAR-10 and
CIFAR-100 in Figure o} We can observe that the vanilla training suffers from robust overfitting, while the
free algorithm with moderate free steps generalizes better and achieves comparable robustness to the vanilla
algorithm.
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Table 4: Robust training accuracy, testing accuracy, and generalization gap of the vanilla, fast, and free
algorithms across Tiny-ImageNet and SVHN datasets.

Dataset Attack  Results (%) Vanilla-7  Vanilla-10  Fast  Free-2 Free-4 Free-6 Free-8  Free-10
Train Acc. 100.0 100.0 100.0 100.0 100.0 99.3 65.1 46.8
Lo Test Acc. 22.9 23.0 23.5 23.8 24.8 22.7 23.6 23.8
. Gen. Gap 77.1 77.0 76.5 76.2 75.2 76.6 41.5 23.0
Tiny-ImageNet
Train Acc. 100.0 100.0 100.0 99.2 99.8 96.2 60.2 39.5
Lo Test Acc. 13.8 13.9 13.5 12.3 14.5 14.4 15.7 16.8
Gen. Gap 86.2 86.1 86.5 86.9 85.3 81.8 44.5 22.7
Train Acc. 100.0 100.0 96.9 89.2 95.1 90.0 93.5 91.0
Lo Test Acc. 61.4 61.2 60.8 61.6 60.8 62.3 61.6 62.5
SVHN Gen. Gap 38.6 38.8 36.1 27.6 34.3 27.7 31.9 28.5
Train Acc. 89.1 88.9 55.1 49.6 55.4 63.8 56.7 56.9
Loo Test Acc. 38.7 38.8 39.5 38.3 42.7 47.1 46.7 45.0
Gen. Gap 50.4 50.1 15.6 11.3 12.7 16.7 10.0 11.9

Table 5: Clean and robust training accuracy, testing accuracy, and generalization gap of the vanilla, free,
TRADES, and Free-TRADES algorithms on CIFAR-10 dataset.

Attack Results (%) Vanilla Free TRADES Free-TRADES

Clean Train Acc. 100.0 98.7 99.8 95.8

Clean Test Acc. 88.1 88.6 86.2 86.8

Ly Clean Gen. Gap 11.9 10.1 13.6 9.0
Robust Train Acc. 100.0 86.4 99.2 83.1

Robust Test Acc. 65.6 66.0 66.2 68.0

Robust Gen. Gap 34.4 20.4 33.0 15.1

Clean Train Acc. 99.9 95.1 97.7 91.0

Clean Test Acc. 84.7 85.9 82.4 83.1

r Clean Gen. Gap 15.2 9.2 15.3 7.9
Robust Train Acc. 95.1 63.7 85.5 60.2

Robust Test Acc. 43.7 46.3 50.1 48.7

Robust Gen. Gap 51.4 17.4 35.4 11.5
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(d) Robust train/test error and generalization gap against Loo-norm attack on CIFAR-100.
Figure 5: Learning curves of different algorithms for a ResNet18 model adversarially trained against Lo-norm

and L.-norm attacks on CIFAR-10 and CIFAR-100. The free curves are scaled horizontally by a factor of
m for clear comparison.
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B.2 Robustness Against Black-box Attack

We perform additional experiments to test the robust accuracy of models trained by vanilla, fast, and free
algorithms against black-box attacks. In Figure[6] we demonstrate their accuracy against £2 and L square
attacks with 5000 queries of various radius. In Figure [, we use transferred attacks designed for other
independently trained robust models.

—e— Vanilla —e— Fast —— Free-4 —— Free-6
825

~
g
=}

Test accuracy
~ ~ ~ o)
IN =) © )
Test accuracy
N N N o
N N O
o o o o

64 80 96 112 128 144 160 176 192 1 2 3 4 5 6 7 8 9
Radius Radius

(a) Accuracy of adversarially trained ResNet18 models against L2 and Lo square attacks
on CIFAR-10.
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(b) Accuracy of adversarially trained ResNet18 models against L2 and Lo square attacks
on CIFAR-100.
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(¢) Accuracy of adversarially trained ResNet50 models against L2 and Lo square attacks

on Tiny-ImageNet.

Figure 6: Robust accuracy of adversarially trained models by vanilla, fast, and free algorithms against square
attacks on CIFAR-10, CIFAR-100, and Tiny-ImageNet. The left figure applies Lo attacks of radius from 64
to 192, and the right figure applies L, attacks of radius from 1 to 9.
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(a) Accuracy of adversarially trained ResNet18 models against £2 and L transferred attacks on CIFAR-
10.
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(b) Accuracy of adversarially trained ResNet18 models against £ and Lo transferred attacks on CIFAR-
100.
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(c) Accuracy of adversarially trained ResNet50 models against £2 and Lo transferred attacks on Tiny-
ImageNet.

Figure 7: Robust accuracy of models adversarially trained by vanilla, fast, and free algorithms against
transferred attacks designed for other independently trained robust models on CIFAR-10, CIFAR-~100, and
Tiny-ImageNet. The left figure applies Lo attacks of radius ranging from 64 to 192, and the right figure
applies L, attacks of radius ranging from 1 to 9.
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B.3 Transferability

We further investigated the transferability of the adversarial examples designed for the models trained by
the mentioned adversarial training algorithms. We computed the adversarial perturbations designed for the
robust models and used them to attack other standard ERM-trained models. We test the transferability
of models trained by vanilla, fast, and free algorithms. In Figure [§] we transfer the attacks to a standard
ResNet18 model on CIFAR-100 and a standard ResNet50 model on Tiny-ImageNet. In Figure[9] we transfer
the attacks to various standard models including ResNet18, ResNet50, and Wide-ResNet34
[Komodakis), 2016)) on CIFAR-10.

Our numerical results suggest that the better generalization performance of the free algorithm could result
in more transferable adversarial perturbations, which could be more detrimental to the performance of other
unseen neural network models.
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(a) Test accuracy of a standard ResNet18 target model against transferred attacks from adversarially
trained models on CIFAR-100.
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(b) Test accuracy of a standard ResNet50 target model against transferred attacks from adversarially
trained models on Tiny-ImageNet.

Figure 8: Test accuracy of standard ResNet18 and ResNet50 target models against transferred attacks from
models adversarially trained by vanilla, fast, and free algorithms on CIFAR-100 and Tiny-ImageNet. The
left figure applies Lo attacks of radius ranging from 64 to 192, and the right figure applies L, attacks of
radius ranging from 4 to 12.
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(a) Test accuracy of a standard ResNet18 target model against transferred attacks from adversarially
trained ResNet18 models.
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(b) Test accuracy of a standard ResNet50 target model against transferred attacks from adversarially
trained ResNet18 models.
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(c) Test accuracy of a standard Wide-ResNet34 target model against transferred attacks from adversar-
ially trained ResNet18 models.

Figure 9: Test accuracy of standard ResNet18, ResNet50, and Wide-ResNet34 target models against trans-
ferred attacks from ResNet18 models adversarially trained by vanilla, fast, and free algorithms on CIFAR-10.
The left figure applies Lo attacks of radius ranging from 64 to 192, and the right figure applies Lo attacks
of radius ranging from 4 to 12.
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B.4 Generalization Gap for Different Numbers of Training Samples

We perform additional experiments to study the relationship between the number of training samples and
the generalization gap. We randomly sampled a subset from the CIFAR-10 and CIFAR-100 training datasets
of size n € {10000, 20000, 30000, 40000, 50000}, and adversarially trained ResNet18 models on the subset for

a fixed number of iterations. The results are demonstrated in Figure [T0}
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Figure 10: Adversarial generalization gap of ResNetl8 models adversarially trained by vanilla, fast, and
free algorithms (with free steps m = 4 or m = 6) for a fixed number of steps on a subset of CIFAR-10 or

CIFAR-100.
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(d) Loo-norm adversarial training in CIFAR-100.

29



Published in Transactions on Machine Learning Research (11/2024)

B.5 Hyperparameter Choices and Generalization Behavior with Early Stopping

For the fast adversarial training algorithm, we applied the learning rate of adversarial attack as = 7/255
for Lo attack and ay = 64/255 for Ly attack over 200 training epochs, following from |Andriushchenko &/
Flammarion| (2020). We note that our hyperparameter selection is different from the original implementation
of fast AT (Wong et al.| [2020)), which applied the attack step size as = 10/255 for L, attack over 15 training
epochs with early stopping. We clarify that we do not use early stopping in our implementation to test the
generalization behavior of fast AT over the same 200 number of epochs as we choose for PGD and free AT,
where the choice of 200 epoch numbers follows from the reference [Rice et al.| (2020) studying overfitting
in adversarial training. Regarding the choice of attack step size, we observed that setting the fast attack
learning rate as as = 10/255 will lead to fast AT’s catastrophic overfitting over the course of 200 training
epochs. The learning curves of fast AT with learning rate ay = 7/255 and as = 10/255 for L., attack over
200 training epochs are demonstrated in Figure [[I} The catastrophic overfitting phenomenon in fast AT has
been similarly observed and reported in the literature (Andriushchenko & Flammarion) 2020; [Kim et all
[2021} [Huang et al.l [2023).
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Figure 11: Learning curves of fast AT with attack learning rate as = 7/255 and a5 = 10/255 for a ResNet18
model adversarially trained against L., attacks on CIFAR-10.

We also note that as the stability framework gives a generalization bound in terms of the min and max
steps, our theoretical analysis is also applicable if early stopping is employed. From the learning curves in
Figure [5] we note that throughout the whole training process, the generalization performance of free AT
is consistently better than vanilla AT, which is consistent with our theoretical results. For instance, Table
|§| reports the generalization gaps of the models trained by vanilla, fast (with as = 10/255), and free AT
algorithms if the training process is stopped at the 50th epoch.

Table 6: Robust training, testing, and generalization performance of the models trained by vanilla, fast
(with as = 10/255), and free AT algorithms against L., attack on CIFAR-10, where the training process is
stopped at the 50th epoch.

Results (%) | Vanilla Fast Free
Train Acc. 53.7 41.8 37.0
Test Acc. 47.1 39.6 354
Gen. Gap 6.6 2.2 1.6

30



Published in Transactions on Machine Learning Research (11/2024)

B.6 Soundness of Lower-bounded Gradient Norm Assumption in Theorem El

In Theorem [4] we make an assumption that the norm of gradient Vsh(w,d;x) is lower bounded by 1/1
for some constant ¢ > 0 with probability 1 during the training process. We note that the assumption
is only required for the points within the e-distance from the training data. To address the soundness of
this assumption, we have numerically evaluated the gradient norm over the course of free-AT training on
CIFAR-10 and CIFAR-100 data, indicating that the minimum gradient norm on training data is constantly
lower-bounded by O(10~?) in those experiments, i.e., 1) = O(10%) is an upper bounded constant.

We trained ResNet18 networks on CIFAR-10 and CIFAR-100 datasets, applying Lo adversary and setting the
free step m as 4 and 6, and we recorded the gradient norm ||Vsh(w, d;;x;,y;)|2 of every sample throughout
the training process. The heatmaps are plotted in Figure [I2]
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Figure 12: The heat map of gradient norm throughout the training process.
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